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Abstract: Given the ubiquity of optical fiber networks in both terrestrial and submarine
environments, leveraging these facilities for sensing anomalous conditions alongside telecom-
munications can provide significant added value. In this context, distributed acoustic sensing
(DAS) systems have been widely employed and discussed, due to their sensitivity and ability to
locate events. However, integrating them within existing networks is complex and expensive.
On the other hand, the received state of polarization (SOP) is also sensitive to external factors
and it can be used for sensing: in this case, no extra hardware would be required since the
SOP is already estimated in coherent receivers for data demodulation. The sensing information
is provided “for free” by the already installed hardware, potentially requiring only a software
upgrade. In this work, we analyze the feasibility of using polarization-based sensing to detect
anomalous conditions in metropolitan environments. A polarimeter was used to evaluate SOP
noise induced by urban factors, while a commercial coherent transceiver was employed to assess
SOP estimation noise. We propose two algorithms for processing polarization data: a time-based
method called SOP angular speed (SOPAS) and an adaptive, frequency-based approach named
SOP-Power Spectral Density Gap (SOP-PSDG). These algorithms were compared by processing
Stokes vector samples from the polarimeter when different sinusoidal vibrations are applied to
the fiber, through a mechanical shaker. Results demonstrate that a sampling rate of just a few
tens of Hz is sufficient to effectively identify various hazardous conditions, with SOP-PSDG
consistently outperforming SOPAS. Additionally, preliminary findings on the performances of
these algorithms using SOP samples from a commercial coherent receiver are discussed.

1. Introduction

In recent years, given the widespread installation of optical fiber networks in terrestrial and
submarine scenarios, there has been an increasing research interest in using pre-installed optical
fiber infrastructures to monitor the external environment. Various events could pose a risk not only
to the fiber cables themselves but also to people’s safety and infrastructure’s integrity. Distributed
fiber sensing techniques are experiencing increasing growth, especially in the last years, given
their sensitivity to mechanical perturbations coming from the fiber cable’s surroundings, and
possibly anticipating dangerous conditions to which early warning would be necessary. For
geophysical and civil engineering applications, Brillouin-based sensing and Rayleigh-based
Distributed Acoustic Sensing (DAS) are the two main techniques, sensitive to mechanical stresses
and temperature variations [1,2]. The working principle is the same for both of them: light
backscattering is exploited to sense and locate any condition generating axial strain on the
fiber. Among the two, DAS-based systems are finding the largest appreciation for metropolitan
monitoring [3, 4] and earthquake detection [5-7], thanks to their ability to detect dynamic
events, such as mechanical vibrations up to the kHz range. DAS systems have proven to deliver
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outstanding results, particularly among the geophysics community, given the optical fibers’
unrivaled spread, especially in submarine environments where they are the only medium lying on
the ocean seafloor that can be used as a sensor. For this reason, there is a growing interest in
merging their data transmission capabilities with their sensing ones. Monitoring the metropolitan
environment is also fundamental in providing early warnings for conditions jeopardizing the
optical fiber networks’ health status, such as fiber cuts. To ensure good compatibility between
telecommunication fiber systems and sensing, DAS can be a viable solution [8, 9], but some
concerns need to be addressed. Firstly, DAS is limited in sensing distance by both the amount of
backscattered power, which lowers the sensing range to around 100 km, and by the presence of
optical amplifiers that include isolators (e.g. EDFAs), which completely block light backscattering.
The use of properly engineered “dark fibers” would ease the former, but they do not match the
fiber type already installed for telecommunication applications. Secondly, narrow linewidth
lasers [10, 11] are not part of the usual commercial coherent transceivers, but are essential for
the proper functioning of DAS systems. Additionally, the amount of data generated is huge:
since they are resolved in time and space, the stream generated would be complex to manage and
could represent an actual bottleneck to real-time early warning for hazardous conditions. For
these reasons, integrating DAS with the existing telecommunication infrastructure may not be
cost-effective in most cases.

In this context, an alternative approach might be to monitor the light’s optical phase or
state of polarization (SOP) at the receiver side [12]. However, since both techniques are
length-integrated and based on forward transmission, they do not rely on backscattering, making
accurate event localization more challenging. On the other side, the sensing distance is not
limited by low back-reflected power, or by EDFAs isolators, allowing for much higher ranges.
Regarding phase sensing, several works demonstrated its reliability in monitoring earthquakes
in submarine [13] and terrestrial [14—18] environments, proposing algorithms to resolve events
localization, particularly over long-haul links [19]. Research has been conducted to adapt
coherent transceivers in processing data for sensing applications [20]. Despite the reliability
achieved by optical phase sensing, the system requirements do not match the usual equipment
used for telecommunications by coherent transceivers, since phase sensing requires ultra-narrow
linewidth lasers. Cost-efficiency would then again be compromised, as the already installed
telecommunication hardware could not be exploited as it is.

State of polarization monitoring [21-29] can be used as an alternative technique to optical phase
monitoring. Geometrical deformations [30,31], mechanical stresses, and vibrations [32-34], due
to the photoelastic effect, change the dielectric tensor of glass [35,36], inducing fiber birefringence
and affecting light polarization at its output. Sensitivity to the agents mentioned above has been
demonstrated in various works in both the submarine [37,38] and the terrestrial [23] environments.
Since standard coherent receivers already need to estimate the polarization state to perform data
demodulation, the sensing-related information would thus be obtained almost completely “for
free” [20,39,40], provided that a transceiver input/output monitoring channel delivering SOP
data and a software capable of processing them in real-time are made available. Moreover, the
amount of data to process is also limited since no space resolution is available, as opposed to the
DAS.

The work presented in this manuscript is an invited extension of [41], which also builds upon
our previous research [42,43]. We focus on a possible implementation of a polarization-based
sensing system in a metropolitan environment, able to provide fast real-time alarms whenever
an anomalous condition, possibly due to hazards, is detected. This discussion will cover the
practical feasibility of SOP-based sensing, including the required digital signal processing,
experimental demonstrations, and resulting detection performance. In Section 2 we will discuss
SOP data extraction from coherent receivers, focusing on the accuracy of the estimates and the
associated sampling speed. Once we establish the baseline conditions required for polarization
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Fig. 1. (a) experimental setup. When connection (1) is selected, the coherent RX
considers ASE noise injected in the system. When instead connection (2) is selected,
ASE noise is excluded. (b) Poincaré sphere showing the S res (in red) and s [#] (in
blue) vectors and the angular deviation A8[n]. (c) Post-processing scheme exploited
to compute the angular deviation Af[n]. A long-term average of N samples over the
whole S[n] time series is employed to obtain S, ¢ vector. A smoothing filter is applied
over each single Stokes parameter time evolution to obtain instead §mov [n]. The last
block shows how the angular deviation A6 is computed.
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Fig. 2. (a) Af[n] histograms at three different OSNR levels. The inset reports the cloud
distribution of the SOP points over the Poincaré sphere surface, in angular coordinates.
(b) Pggq, (AO) vs. OSNRs for different moving average windows Ny, (experiments
and numerical simulation).

data extraction, Section 3 will detail the state of polarization noise induced by the metropolitan
environment, where the experiments in Section 4 have been carried out, simulating hazardous
conditions that could potentially jeopardize the health of metropolitan fiber networks. Section 5
will introduce and propose SOP-based signal processing algorithms. Section 6 will compare
their detection performance under hazardous conditions. Final observations and conclusions will
be presented in Section 7.

2. Accuracy of state of polarization estimate from coherent receivers’ DSP

This section experimentally examines the physical layer parameters that influence the accuracy of
SOP estimation using standard coherent transceivers. The experiments detailed herein utilize a
commercial transceiver capable of providing the received light SOP estimate through its internal
receiver DSP (a typical scenario for SOP-based sensing). In the following, we assess the accuracy
of the SOP estimate over different system conditions:

1. Performance limited by ASE noise: employing ASE noise loading, this scenario emulates
long-haul optically amplified transmissions with sufficiently high received optical power
(ROP). Results will be presented for different values of optical signal-to-noise ratio (OSNR).
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Fig. 3. Pggq,(AB) vs. ROP for (a) DP-QPSK and (b) DP-16QAM, using different
averaging windows. Legend in (a) applies also in (b). (¢) Pggq,(A6) vs. BER levels in
all the considered situations, with Ny, = 1.

2. Performance limited by the ROP: this scenario emulates short-reach, non-optically
amplified single-span systems, with no ASE noise and low ROP, using either DP-QPSK or
DP-16QAM modulation.

A scheme of the experimental transmission system is shown in Fig. 1(a). To avoid stress-
induced birefringence and geometrical deformations, all the fiber cords were fixed on a stable
optical bench, ensuring a nominally constant received SOP. Conventionally, the Variable Optical
Attenuators (VOA) have been named TX-VOA (transmitter side) and RX-VOA (receiver side).
When performing experiments with ASE noise loading, the coherent receiver (RX) has been
connected to the coherent transmitter (TX) through connection (1) in Fig. 1(a). On the contrary,
in the experiments without ASE noise, the coherent RX has been connected to the coherent TX,
cascaded with the RX-VOA, through connection (2). The commercial transceiver can output
SOP samples at about 20 S/s, and record the related BER during the acquisition.

In parallel to the experiments, we also run time-domain simulations of the optical system,
assuming a standard coherent RX [44] operating at 2 Samples/symbol, using an LMS-based
2 x 2 adaptive equalizer, with Ny, = 16 taps. The input signal x [»] and the output signal y [n] at
this stage are related by y[n] = W|[n] - x[n], where n is the discrete time index and W{n] the
equalization matrix defined in (1):

wﬁ") [n] wi'zn) [n]

wi™ [n] wi [n]

Win] = ey

Here, m represents the tap index. Each element of the equalization matrix is an N, X 1
. _ Nig e

vector, whose DC component is equal to wf'.") = Zm;"l wg.") [n] with i, j = 1,2. Note that the

DC component of either column of W[r] is a Jones vector that can be used to compute the

corresponding Stokes parameters, defined as (considering the first column of the matrix in (1)):

Soln] = [wii[n]|* + w21 [n] 2
Si[n] = [wii[n]|* = W21 [n]]?
Sz2[n] =2 - Re(wii[n] - w5, [n])

S3[n] = =2 - Im(w11 [n] - w3, [n]) .

2

In (2), (-)*, Re(-) and Im(-) are the complex conjugation, real part, and imaginary part operators,
respectively. In the following discussion, we will refer to the Stokes parameters using the
normalized Stokes vector S [n] = [S1[n], S2[n], S3[n]], where each element is normalized with
respect to So[n]. We extracted the equalizer tap coefficients every 200 ns while processing a
sequence of 20 million samples, leading to a SOP sampling frequency f; of 5 MS/s. In all cases,
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both experiments and simulations, the transmission is operated back-to-back at 34 GBaud (QPSK
line rate is 100 Gbit/s, 16-QAM line rate is 200 Gbit/s), shaped with a square-root raised-cosine
filter with roll-off p = 0.2.

To measure the SOP estimate accuracy, we evaluated the angular deviation of each Stokes
vector with respect to a reference one. Figure 1(b) shows as blue dots the vector S [n] time
evolution, extracted from the commercial coherent receiver, or numerical simulation equalizer.
The red §re r vector is the reference to compute the angular deviation, denoted as A§. The
post-processing algorithm is shown in Figure 1(c). Each parameter S| [n], S>[n], S3[n] is passed
through a moving average filter (Smoothing filter in Fig. 1(c)), with filtering window length Ny,
(Nwin = 1 samples is equivalent to no-filtering). The output of this block is a smoothed version
of the input Stokes vector time evolution, denoted as S mov [1]. Each Stokes parameter of the
whole § [n] acquisition is also averaged over a total number of N samples inside the acquisition
(long-term average in Fig. 1(c)), with N in the order of a few hundred samples. The output
of this block is §,e f»in red in Fig. 1(b). This represents a “ground-truth” vector, placed at
the center of the noise cloud over the Poincaré sphere surface. We remind that in this specific
experiment, fiber birefringence was intentionally constant over time, thus the SOP variations are
only due to the estimation noise generated inside the coherent receiver. The angular deviation
Af[n] = arccos(§rTef . §m0v [n]) (right-most block in Fig. 1(c)), (-)T being the transposition
operator, gives an insight into the noise condition, representing the spread of the SOP noise
cloud [45].

2.1. Performance in ASE noise

In this scenario, the coherent RX goes through connection (1) in the experimental setup (see
Fig. 1(a)), allowing for the TX-VOA to control the injection of ASE noise. The OSNR values,
ranging between 6 dB and 18 dB, have been measured with the OSA, while SOP samples were
returned from a commercial coherent transceiver as Stokes vector time evolution.

Fig. 2(a) shows the probability density functions (pdf) of A@[n] for three different values of
OSNRs (6, 12 and 18 dB) for DP-QPSK modulation format and Nyi,=1. The inset in the Figure
also shows the SOP cloud spread in angular coordinates (i.e., mapped over two orthogonal rotation
axes). As expected, these histograms show that, for higher OSNR values, the statistical spread
on the Af[n] pdf is smaller and, in a practical sensing system, mechanical stresses generating
higher deviations would be easier to detect, since less blurred by noise. To quantitatively assess
this consideration, we introduce the 99th percentiles of the angular deviation, i.e. the angle
Py9q, (AB) at which the probability of Af[n] exceeding it is 1%. Since the angular deviation
is always positive and the pdf are not symmetrical, this evaluation metric is more suitable
in assessing the distribution spread than either the mean value and/or the standard deviation.
Fig. 2(b) shows Pggq, (A8) vs. OSNR for different values of Ny;,. Circle-marked lines represent
the experimental results, while the diamond-marked dashed lines represent the time-domain
simulations, demonstrating an almost complete match between the “ideal” condition used in
simulations and experiments. The presented results seem thus independent from the actual
RX DSP implementation details. The diamond-marked dashed lines are limited to 12 dB, the
highest OSNR value at which we could obtain reliable BER values (~ 10~#) through time-domain
simulations, with a reasonable expense of numerical effort and running time. We observe that
for increasing Nyin, Pogq, (A8) decreases, going for instance below 2° for Nyi,=15, for all the
measured OSNR values. The moving average introduced to evaluate §mov [n] can be implemented
with very limited additional DSP complexity and can thus be used to reduce the impact of SOP
noise significantly. The only trade-off to be considered is that when increasing Ny, the effective
sample rate in SOP estimation is reduced. Consider also that the mechanical events to be detected
have quite low-frequency content (few Hz to few tens of Hz) [3,4,13,39,46]. This eases the need
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for extremely fast and high-cost processing hardware and also for complex SOP data storage
solutions.

2.2. Performance limited by low ROP (without ASE noise)

In this scenario, referring to the scheme in Fig. 2(a), connection (2) has been selected, thus
excluding the ASE noise loading, the TX-VOA, and the OSA. The ROP value P, has been
varied using the RX-VOA. Experiments have been repeated for DP-QPSK and DP-16QAM, with
BER and SOP estimates always recorded at the coherent RX in each situation. The experimental
results are shown in Fig. 3(a) and 3(b) in terms of Pggq,(A) vs. P, and show a similar trend
to Fig. 2(b), so that the same system comments can be derived also for this ROP-limited situation
and for the two different modulation formats considered here. Once again, averaging controlled
by the Ny, parameter confirms its strong impact on the accuracy, since it allows to lower the
percentiles up to around 1° in the best cases.

Fig. 3(c) shows Pggq, (AB) as a function of the BER measured for the different considered ROP
values at the output of the coherent receiver, when no smoothing is applied (Nyi, = 1). This
represents a practical way to assess the SOP angular accuracy in commercial systems, since
given a BER threshold set by the chosen FEC, it indicates the corresponding typical values
of Pggq,(AB). Moreover, in Fig. 3(c), the blue and red curves show a high degree of overlap,
suggesting that, in the absence of ASE noise, the relationship between Pggq, (Af) and BER is
quite insensitive to the modulation format. Finally, it can be observed that the yellow Pggq, curve
in Fig. 3(c), corresponding to the situation in Subsection 2.2.1, is shifted above the others of
around 1°, clearly indicating a significant impact of the ASE noise in the system.

3. SOP environmental noise in metropolitan fibers

When implemented on a metropolitan optical fiber cable, a polarization-based sensing system is
inevitably influenced by the urban environment, which causes random SOP fluctuations (referred
to in this work as SOP environmental noise). External factors such as temperature changes, traffic,
and construction activities can induce fiber birefringence, resulting in SOP variations. This
section shows how some of these factors can affect the SOP. Differently from Section 2, where a
commercial coherent receiver was employed, all the following experiments were conducted using
a commercial polarimeter. As the SOP sampling frequency of the available coherent receiver is
fixed to 20 S/s by the internal telemetry system, it is not suitable to correctly characterize the
dynamic metropolitan environment and detect malicious mechanical events producing vibrations
at frequencies higher than about 10 Hz. On the other hand, the polarimeter allows for an arbitrary
adjustment of the sampling frequency up to the MHz range and thus enables a more complete
analysis of the proposed algorithms.

Figure 4 illustrates the experimental setup, which utilizes fiber cables deployed in the Turin
metropolitan area, with their endpoints located in our laboratory. Specifically, we primarily
used a 35-km fiber (green line in Fig. 4), while some experiments in Section 6 will also involve
the 10-km fiber (red line in Fig. 4). The setup comprises an external cavity laser operating in
continuous wave (CW) mode, with 0 dBm launch power and 100 kHz linewidth, and a Novoptel
PM1000 polarimeter for acquiring the SOP at the other endpoint. The sampling frequency is set
to 95.4 S/s, one of the fy values available from the device, which is suitable for our purposes
given the low-frequency ranges typically excited by the urban environment [4]. The SOP data are
provided as the time evolution of normalized Stokes vectors.

To characterize the SOP environmental noise, we acquired the SOP evolution over the 35
km long metropolitan fiber in quiet conditions, without generating any external event. Figure
5(a) shows the evolution of the Stokes vector acquired for two days, starting from March 4,
2023. At first glance, the statistics of the Stokes parameters exhibit gradual hourly changes.
These slow SOP variations generally exhibit a daily pattern: as shown in Figure 5(a), during
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Fig. 4. Experimental set-up used for the experiments. The laboratory fiber is represented
by the orange line. A mechanical shaker is applied to it (green-dashed block) before it
enters the metropolitan ring while spoofing attempts (blue-dashed block) are generated
just before the polarimeter. Green and red lines depict the fibers used for the experiments,
running around Turin, measuring 35 km and 10 km, respectively. Blue line depicts a
fiber that was not used for the experiments.

both March 4" and 5, the SOP remains relatively stable around midnight, starting to deviate
only a few hours before noon, likely due to increased human activities in the urban environment.
When examining a shorter time window of a few tens of seconds (insets in Figure 5(a)), the SOP
environmental noise becomes evident: the Stokes parameters display random fluctuations around
their hourly-varying average values. On average, the recorded Pggq, (A6) value is 0.23°, which is
lower than the ones obtained using a coherent receiver and discussed in Section 2.

The SOP fluctuation can be analyzed through the evaluation of the power spectral density
(PSD) of Sy, S, and S3. Figure 5(b-d) shows the evolution of the PSDs (i.e., the spectrogram)
of the three Stokes parameters. The three PSDs exhibit several common features: a high-
magnitude zero-frequency component (red lines at f = 0), consistently high magnitudes in the
frequency range between 5 and 15 Hz, and an intense pure frequency component at 46 Hz. To
comprehensively observe all the frequency components in the SOP noise, Figure 6 illustrates the
spectrogram corresponding to the sum of the three PSDs over the same time window as in Figure
5(a). It can be clearly observed that this representation effectively captures the characteristics of
the SOP noise, giving equal weight to each Stokes parameter and incorporating all the frequency
components present in their relative spectra in Figure 5(b-d). Environmental agents indeed affect
the Stokes parameters arbitrarily, depending on the current SOP. However, their contribution
to the SOP spectrum remains consistent at specific frequencies, regardless of the direction the
Stokes vector takes on the Poincaré sphere. This characteristic is exploited in the SOP-PSDG
algorithm [42], which we will illustrate in Section 5.5.2. Additionally, as shown in Figure 6,
certain intense low-frequency components (below 5 Hz) tend to be more intense around noon,
corresponding with the daytime Stokes fluctuations observed in Figure 5(a). Conversely, the
frequency range becomes less intense when reaching the nighttime hours.

Regarding the frequency components with significant magnitudes between 5 and 15 Hz, as
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40 seconds long spectrogram of the single Stokes parameters.

well as other higher-frequency tones that are less intense but almost perfectly constant, these
do not appear to be caused by the urban environment. These frequency components are also
observed when the metropolitan fiber is not part of the setup (i.e. when acquiring the SOP using
only the optical fiber within the laboratory). The likely cause of this effect in the SOP spectrum
is the presence of cooling fans near the optical fiber path, such as those in our laboratory. This
condition is common in practical scenarios, such as central offices and data centers.

4. Anomalous conditions characterization

On top of the SOP environmental noise, characterized in the previous section, anomalous events
affecting the optical fiber health status can generate SOP variations which can be analyzed both
through angular deviation and SOP spectral analysis. These conditions will be discussed in the
following subsections.

4.1. Mechanical vibrations

In the metropolitan scenario, fiber cuts and physical network infrastructure damages represent
the most typical hazards. Maintenance or construction works, which usually employ excavators
and jackhammers, can jeopardize the health of the underground fiber cables, with consequent
re-installation costs and inconveniences for the vendors controlling the network services. Since
the SOP is sensitive to mechanical stresses and geometrical deformations, the vibrations induced
on the fiber before the occurrence of the actual damages could be used as an immediate early
warning for potentially hazardous conditions.

In this analysis, we use a mechanical shaker to generate vibrations (green-dashed block in Fig.
4) over a portion of the laboratory fiber (in orange in Fig. 4), assuming that no abnormal condition
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Fig. 7. (a) Pggq, (AB) values for different vibrations induced on the fiber, changing
Josc and Vp, . (b) angular coordinates plot showing the SOP cloud on the Poincaré
sphere surface for different vibrations (purple, blue, yellow, orange dots), and for the
environmental noise only (light blue dots), on the 35 km long metropolitan fiber. Inset
shows the effect that vibration with fo5c = 26 Hz and amp. = 10 V), , has on the Stokes
parameters. (c) SOP PSDs for different vibrations induced on the fiber.

occurs on the 35-km metropolitan fiber during our tests. The laboratory fiber cable is a simplex
standard single mode G.652 fiber patchcord with LSZH coating and 2mm diameter, while the rest
of the metropolitan fiber uses standard telecom fiber cables, for which we do not have detailed
information. Since fiber displacements, geometrical deformations, and stresses are generated
during the experiments, they can be used to assess the effects that different vibrations of different
intensities would have on the SOP. It should be pointed out that we will not accurately reproduce
the effects that real-life maintenance works, jackhammers, or excavators [20] would have on the
fiber before generating damages or cuts. The precise modeling of how they would couple on the
fiber cable after ground propagation is out of the scope of this work. The mechanical shaker is
driven by sinusoid signals generated by an analog waveform generator (AWG) and consists of a
vibrating rectangular plastic plate, where one meter of fiber has been glued, oscillating in the
vertical direction and generating a maximum displacement of 4mm. The oscillation frequency
fosc can be changed from the AWG, as well as its amplitude, expressed in peak-to-peak voltages,
to which we will refer as V,, units.
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We first characterize the vibrations by computing the angular deviation A8 (consistently with
what has been done in Section 2, but no smoothing has been applied in this case) of the SOP
captured from the polarimeter, when the vibration is turned on. The map in Fig. 7(a) shows the
values of Pgge, (A) versus f,s. and V,,,,. As previously mentioned in Section 3, the average
value of Pggq,(A) in quiet conditions is around 0.23°, thus shaker-induced angular deviations
with similar values correspond to SOP variations comparable with environmental noise. In
general, vibrations having amplitude higher than 6 V,, and f;,;. from around 12 Hz to 32 Hz
seem to have non-negligible consequences on the SOP. The one generating the largest SOP
variation occurs for f,s. values around 26 Hz with an amplitude of 10 V},,,. However, it should
be noted that the intensity of mechanical vibrations on the attached fiber depends not only on the
oscillation frequency and amplitude but also on the geometry and material properties of the plate.
To better observe the effects of the vibration on the SOP, Fig. 7(b) shows a scatter plot of the
Stokes vector angular coordinates for different vibrations. The light blue cloud at the center of
the graph represents SOP environmental noise only. When a vibration with f,,5. = 26 Hz and 10
Vypis applied, it generates the largest spread (purple points in Fig. 7(b)), with a deviation of
around 3° from the initial noise cloud, consistent with Fig. 7(a). Testing different f,s. and V,,,
pairs results in reduced vibration-induced cloud spread (blue, yellow, orange).

Comparing these results to the ones illustrated in Section 2, it should be noted that mechanical
oscillations yielding Pggq, (A8) values of 3°, i.e. the most intense generated in this case, would be
difficult to be detected in that scenario. As observed in Figures 2 and 3, the Pggq,(A6) can reach
as high as 8° to 14° when using commercial transceivers, although being strongly reduced to
around 2° when filtering is applied. As a result, the mechanical vibrations considered in this study
would be obscured by noise in most cases (at different ROPs, OSNRs and Nyi,). The inset of Fig.
7(b) shows the high-pass filtered (HPF) time evolution of the Stokes vector when a vibration
with f,sc = 26 and amplitude 10 V), , is applied. The HPF with a 3 Hz cut-off frequency is used
to enhance visualization, eliminating the DC component and preserving the mechanical ones.
Depending on the specific fiber displacement, geometrical deformations, and induced stresses,
S3 oscillates more weakly compared to the other Stokes parameters. Consequently, relying on
a single Stokes parameter for event detection could be misleading, potentially resulting in a
misinterpretation of the overall picture.

Regarding the frequency components, Fig. 7(c) shows the PSDs for various induced vibrations
on the fiber. Similarly to the spectrograms in Figures 5(b-d) and 6, these PSDs have been obtained
by summing up the single PSDs of the three Stokes parameters. The 26 Hz event generates the
strongest component, which attenuates as the vibration amplitude is reduced from 10 V,,, (blue
curve) to 6 (orange curve) and 3 V,,, (yellow curve), while the other two components at 6 Hz and
40 Hz (green and light blue curves) are of comparable intensity. This picture provides valuable
insights for the detection algorithms that will be discussed later, demonstrating that frequency
content can be extremely useful for event detection.
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Fig. 9. Effect of hacker-like fiber spoofing on the Stokes parameters and on the
instantaneous power Sg

4.2. Fiber spoofing

A malicious person, a hacker, could act on the telecommunication system’s physical layer to
eavesdrop on sensitive data and cause damage to the vendors. Among the different fiber-tampering
techniques that have been identified [47], the most common one is fiber spoofing, which consists
in macro-bending the fiber cable at a low curvature radius so that the total internal reflection
condition allowing for light propagation is compromised and, in the bending point, light leaks from
the fiber and can thus be captured by an eavesdropping device. One of the consequences for the
communication system is a small received power drop [48,49], in parallel with a bending-induced
SOP variation [50], both of which can be detected by a SOP-sensing system.

In order to emulate this kind of event, we employed a commercial optical fiber identifier (OFI)
tool which, as shown in Fig. 4 in the dashed-blue block, clamps the laboratory fiber (in orange
in Fig. 4), connected to the 35 km metropolitan ring (in green in Fig. 4), and heavily bends
it [51]. The clamping is controlled by a handgrip, which is tightened to bend the fiber inside the
instrument. When the device detects light leakage, a fiber spoofing event is generated.

To characterize the signature that the macro-bends have on the SOP, initial experiments were
carried out with OFI firmly secured to the optical bench, isolating it from external agents. The
fiber was gently clamped for 30 seconds and then released. The polarimeter outputs the complete
Stokes vector, with the Sy component recording instantaneous power. The results of ten tests are
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shown in Fig. 8(a). The closing/opening of the clamp (around 7 and 37 seconds, respectively)
cause the instantaneous power to transition gradually between levels over approximately one
second. When the clamp is instead completely closed and pressing on the fiber, So remains
constant. To gain a more comprehensive understanding of So’s response, the fiber spoofing tests
were repeated about 120 times, revealing an average power drop of 0.3 dB.

Fig. 8(b) reports the behavior of the three Stokes parameters for the same ten tests, showing a
strong impact of the macro-bends on the SOP. To quantify the impact of macro-bends on the
polarization state [33], we computed the angular deviation as described in Fig. 1(c). Here the
reference Stokes vector §re £ is the average Stokes vector measured a few seconds before the fiber

spoofing, while S [n] represents the time evolution of the Stokes vector when the clamp is closed.
For the 120 measured events, the average angular deviation A9 was found to be 9°, which is three
times greater than the deviation caused by the most intense vibration discussed in the previous
subsection (see Fig. 7(a-b)).

In a real-life scenario, a malicious individual would likely manipulate the fiber before inserting
it into the device, rather than keeping it completely firm over a surface. Additionally, the device
would probably remain closed on the cable for several hours to intercept as much data as possible,
rather than just for a few seconds. This more realistic hacking situation is depicted in Fig. 9. In
this case, beyond the SOP angular deviation caused by clamping, the manipulation of the fiber
before bending it is also considered. The Stokes parameters in Fig. 9 show abrupt changes just
before the Sy parameter drops, starting from second 235, when the fiber is handled to be inserted
in the OFI. The power drop itself occurs at the 241st second, when the macro-bend is introduced.
It is noteworthy that Sy remains completely unaffected by any manipulation prior to clamping, as
no power leakage is generated. The same applies to the induced vibrations discussed in Section
4.4.1. Given these characteristics of fiber spoofing, a possible detection algorithm could jointly
monitor the Stokes vector and instantaneous power, triggering alerts only when both metrics
exhibit significant changes. This approach would help differentiate malicious activities from
generic power fluctuations or SOP variations caused by accidental, non-hazardous touches to the
fiber.

4.3. Lightning strikes

Lightning strikes occurring near underground fiber cables or hitting aerial fibers can induce
extremely rapid (krad/s to Mrad/s) polarization rotations due to the Faraday effect [52]. This
can cause a loss of polarization tracking and potentially disrupt communications [40]. Although
these events significantly impact the SOP, their duration is very brief, ranging from about 20 to
60 us, as discussed in [53]. Therefore, lightning strikes are impossible to characterize and, most
importantly, detect at the sampling rate discussed until now in this work. One potential solution
for detecting such events could be to process the data stream directly from the coherent receiver
equalizer without any decimation, targeting an SOP sampling frequency in the tens of MS/s
range. However, managing the vast amount of data generated in this manner would be extremely
complex and requires further careful consideration. Since this detection scenario is completely
different from slow mechanical events, lightning strike occurrences will not be discussed further
in this work.

5. SOP-based Algorithms for automatic detection of anomalous events

The scenarios and events discussed in the previous Section have highlighted various types of
perturbations affecting the state of polarization. This suggests that by analyzing the time evolution
of the SOP, it is possible to detect harmful and anomalous events occurring along the deployed
optical fiber path.

In this Section, we describe two DSP algorithms that we proposed in our previous works
[21,22,41,42]. The first method evaluates the SOP angular speed (SOPAS, see Subsection
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5.5.1) using a simple, non-adaptive, time-domain solution. The second method (SOP-PSDG,
see Subsection 5.5.2) employs a more advanced, frequency-based scheme capable of adaptively
tracking the non-stationarity of the SOP fluctuations that typically occur in the deployed optical
fiber scenario. Both methods detect anomalous events by raising an alarm when a processed
signal, derived from the SOP evolution, exceeds a given threshold.

5.1. Time-based solution: the SOPAS algorithm

A straightforward method for detecting anomalies using a threshold-based approach involves
monitoring the rate at which the SOP varies over time. This can be achieved by evaluating its
angular speed, i.e. measuring the variation over time of the angle between two consecutive Stokes
vectors over the Poincaré sphere (illustrated as 6 in Figure 10(a)). The SOPAS signal Q[n] can
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be computed from the Stokes vector S [n], according to (3):

3

Q[n] = f; -arccos( i) ) .

IS[n — 1111 - 1IS[nll

Figure 10(b) illustrates the DSP scheme used to compute the SOPAS. The scheme includes also a
smoothing filter, implemented as a moving average, to attenuate the SOPAS fluctuations caused
by the SOP environmental noise, discussed in previous sections.

This metric requires only the current and previous SOP samples, making it extremely simple
to compute, even in real-time scenarios. However, it is not adaptive to slow daily urban changes
of the SOP, as they require more consecutive SOP samples in order to be effectively monitored.
This characteristic makes it suitable for scenarios where anomalous conditions are well-defined
and cause polarization rotations significantly faster than those generated by the surrounding
environment.

Additionally, the SOPAS has an upper limit bounded by the employed sampling frequency fs,
since the arc length drawn over the Poincaré sphere surface cannot exceed m without resulting in
undersampling, as stated in [53]. This means that the maximum measurable SOPAS is given
by the relationship Q,,,x = 7 - fi [rad/s], which is anyway usually sufficient if considering
mechanical vibrations and stresses.

5.2. Adaptive and spectrally-resolved solution: the SOP-PSDG algorithm

When environmental agents surrounding the fiber induce polarization rotations at speeds
comparable to those caused by anomalous events, the SOPAS algorithm may become ineffective.
However, as observed in the SOP spectrograms in Section 3, SOP environmental noise contributes
to the spectrum at specific (though not static) frequencies, which can significantly differ from the
frequencies excited during an anomalous event. Consequently, an alternative approach to process
the SOP evolution for anomaly detection can be to compute a metric based on the analysis of the
evolution of Stokes parameters in the frequency domain, i.e. studying how the SOP PSD changes
over time.

The method we propose, simple yet effective, involves comparing historical values of the SOP
PSD (i.e., the time-domain average of the SOP PSD spectrogram) with current SOP PSD values
computed in real-time from the Stokes vector time series. The main idea is that anomalies are
likely to occur when the current SOP PSD deviates significantly from its historical average. This
concept is illustrated in the spectrogram in Figure 11, where a mechanical vibration is induced
by a shaker on the experimental setup (with an oscillation frequency of f,sc = 40 Hz). By
examining the spectrogram, the anomalous event can be easily identified by simply comparing
the time-domain average PSD of the SOP in a quiescent condition (e.g., the area within the solid
violet rectangle in Figure 11) against the PSD computed when the anomaly affects the SOP
(dashed violet line in Figure 11). By quantifying this discrepancy, unexpected PSD patterns
can be identified as anomalies, leading us to the design of the SOP-Power Spectral Density Gap
(SOP-PSDG) algorithm.

The DSP scheme for SOP-PSDG-based anomaly detection is illustrated in Figure 12. The
proposed algorithm extends the DSP scheme we proposed in [42], including implementation
details on its real-time adaptive capabilities. The real-time SOP-PSDG is calculated as follows.
First, each of the three S [1n] components (where n represents the discrete-time index), S [n],
S»[n] and S3[n], is stored into a tapped delay line of Ng gy consecutive samples, from which, at
each sampling time a one-sided PSD is evaluated: its computation is implemented by means
of real-valued Fast Fourier Transform (FFT) [54], followed by the computation of the square
magnitude of the FFT points. The evolution of the PSDs of the three Stokes parameters is
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represented by the signal vectors P51 [n], PS2[n] and PS*[n], defined as follows:

PSi[n] = | Py [n], Py [n),....PY_[n]|, i=1,2,3

Smoothing Filter

“)

where Pi" [n] represents the value of the k-th PSD point at the time index n relative to the i-th
Stokes parameter. For practical reasons, in the computed PSDs, we discard the FFT point relative
to the lowest frequency bin (f = 0), as shown in Fig.12. This removal helps exclude discrepancies
relative to the “stationary” SOP (i.e., the average value of the Stokes Parameters) from the metric

computation, as they are not relevant for anomaly detection purposes. The stationary

SOP can

indeed slowly vary over time, encompassing the entire Poincaré sphere even in the absence of

anomalies.

The three computed PSDs are then summed together element-wise, to form the vector
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PS[n] = PS1 [n] + PS2[n] + PS3[n] (as done in Section 3 when analyzing the SOP spectra). This
single SOP PSD constitutes an “isotropic” representation of the SOP power spectral content:

indeed, PS [n] provides information on the fluctuations of the SOP over the Poincaré sphere
regardless of the direction of these variations.
Finally, the SOP-PSDG signal G [n] is obtained as the Euclidean norm of the difference between

the current SOP-PSD vector PS [n] and its moving average i psln] = [,u ps [n], u ps [n],...

delayed by D sample-times (referred to as margin delay), as follows:

Gln] = ;‘ m(Pi[n]—,uﬁf[n—D]) : ®)

where 5'135 [n] = [O'Pg [n], T ps [n],... ] represent the moving standard deviation of the elements
1 2

in PS [n]. As done for the SOPAS, the SOP-PSDG scheme also incorporates a smoothing filter
applied to attenuate the G [n] fluctuations. In (5), the normalization of both the current and
average SOP-PSD values with respect to their standard deviation allows the algorithm to account
for variability in the intensity of the frequency components in the SOP spectrum. In this way,
frequency components with more unstable or variable intensities are appropriately weighted,
preventing random increases in G [n] values under normal conditions (and thereby enhancing
anomaly detection performance).

As shown in Figure 12, the moving averages and standard deviations of the spectral elements
of the SOP PSD are continuously computed over Nprr/2 separated tapped delay lines, each
with a memory of M consecutive samples. This approach provides a DSP scheme with adaptive
capability, able to memorize and track the pattern and variability of the SOP PSD in real-time.
Consequently, the algorithm can adapt to the non-stationary behavior of the SOP PSD, which
varies on an hourly basis (as observed in Section 3).

Moreover, as illustrated in Figure 12 and (5), both i ps and o ps are delayed by D samples with

respect to the current SOP PSD PS [n]: this ensures that anomalies are not memorized by the
DSP-scheme immediately upon their occurrence, which would degrade the detection capability
of the algorithm. In fact, a margin delay D > Nppr is sufficient to prevent this issue, since in
this way D — Nrpr samples are required to be processed before the SOP-PSDG scheme starts to
adapt its statistics to the anomaly.

Compared to SOPAS, this metric is clearly more complex, requiring the storage of more SOP
samples and the accumulation of statistics on the SOP spectrum. Nevertheless, its ability to adapt
to slow variations in the SOP provides a significant advantage in detecting anomalous events, as
we will illustrate in the next section.

6. Experimental results using SOP-based algorithms.

The two DSP schemes illustrated in the previous section will now be evaluated based on their
responses to the anomalous events described in Section 4. To ensure a fair comparison of the two
methods in terms of detection delay induced by the DSP scheme, the smoothing filter length
employed to compute the SOPAS has been set to Ny,¢,0 = 287 samples (corresponding to 3
seconds with f;=95.4 Hz) [42]. For the SOP-PSDG, the smoothing filter length is adjusted
t0 Navg,G = Navg,o — Nrrr samples, to account for the delay induced by FFT input tapped
delay line (see Figures 10 and 12). Unless stated otherwise, all subsequent results will use these
parameters with Nppr = 128 points.
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6.1.  Mechanical vibrations detection using SOPAS and SOP-PSDG

Figure 13 illustrates the evolutions of the SOP-PSDG and SOPAS under two different vibration
scenarios induced by a mechanical shaker in the experimental setup described in Fig. 4),
considering the 35 km long fiber. In the first scenario, the setup was configured to produce an
angular deviation of approximately 1° (see Figure 7(a)), with an oscillation frequency of 14 Hz
and a peak-to-peak voltage of 6 V,, (Figures 13(a) and (c)). The second scenario, characterized
by a more intense vibration, induced an angular deviation of approximately 3°, with an oscillation
frequency of 26 Hz and a peak-to-peak voltage of 10 V,,, (Figures 13(b) and (d)). For this
analysis, the memory duration was set to 180 seconds (i.e. M around 17 - 10° samples), while
various margin delays were tested, ranging from 3 to 30 seconds.

In Figure 13, both the SOPAS and SOP-PSDG methods detect anomalies at approximately 320
seconds for the induced vibrations. However, the SOP-PSDG signal demonstrates a key advantage:
after the specified margin delay has been surpassed, it quickly returns to its pre-detection levels.
This indicates that the SOP-PSDG can rapidly adapt to changing conditions once the margin
delay has been exceeded. Furthermore, comparing Figures 13(a) and (c) reveals that, during
detection, the SOP-PSDG signal shows a significantly larger relative increase (up to one order of
magnitude) compared to the SOPAS, which only shows a doubling of its pre-detection values.
This difference highlights the superior sensitivity of the frequency-based SOP-PSDG algorithm.

In order to quantitatively compare the sensitivity of the two algorithms, we define a detection
Signal-to-Noise Ratio (SNR) as the ratio between the average squared values of the detection
signal in excited and quiet conditions. For instance, the SNR of the SOPAS signal is defined as
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E (Qexcited [I’l])
SNRsopas = (6)

E [(Qquiet (7] ) 2]

As shown in Fig. 13(c), Qquie: [1] refers to a few tens of seconds before the vibration is activated.
Qcxcirea[n] refers instead to the samples related to the event acting on the fiber, neglecting the
transients due to the smoothing filter. The same windowing of Fig. 13(c) and (6) has been applied
on the SOP-PSDG, considering G guier [1] and Gexcirea[n]. The latter refers to the SOP-PSDG
samples when the vibration is activated, up to the margin delay value, neglecting the transients
due to the smoothing filter and FFT. Figure 14 displays the evolution of the detection SNR over
a subset of the cases considered in Section 4.4.1 (refer to Fig. 7(a)). For this analysis, the
SOP-PSDG margin delay was set to 10 seconds. For all the combinations of f,s. and V), ,, the
SOP-PSDG exhibits a consistently higher SNR (50 dB-70 dB) than the SOPAS (20 dB-40 dB).

6.2. Fiber-spoofing detection using SOPAS and SOP-PSDG

As outlined in Subsection 4.4.2, fiber spoofing events have been simulated through an OFI over
the 35 km long fiber. Each spoofing event was replicated 100 times, with each occurrence lasting
30 seconds and separated by 60 seconds. The relevant phase of each event was the closing of the
fiber insertion clamp, rather than its release. This means that spoofing detection needs to occur
promptly after the clamp starts closing.

Figure 15 illustrates the responses of the SOP-PSDG and SOPAS to several fiber spoofing
events. For the SOP-PSDG algorithm, the memory M has been set to 30 seconds (i.e. M around
2.8 - 10% samples), while the margin delay has been fixed at 5 seconds. The insertion of the fiber
into the clamp causes a noticeable increase in both SOPAS and SOP-PSDG signals, occurring
about 7-8 seconds before the Sy drop. This early rise highlights the superior responsiveness of the
SOP-based DSP schemes, which is crucial for minimizing the data leakage during a fiber spoofing
attack. Notably, the SOP-PSDG signal drops after 5 seconds, coherently with the imposed margin
delay, while the SOPAS signal remains in its excited state until the fiber stabilizes within the OFI
device.

6.3. SOPAS and SOP-PSDG methods on SOP data from a coherent receiver

As a final discussion, we present preliminary results using both methods on SOP data collected
from the commercial coherent transceiver described in Section 2, which replaces the laser
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and polarimeter depicted in Fig. 4. For this experiment, to further change the scenario and
demonstrate how the two algorithms work and compare in a completely different condition, we
exploited the 10 km long metropolitan fiber (indicated red line in Fig. 4). Given the significant
SOP estimation noise in this scenario, as detailed in Section 2 (see Fig. 3), we introduced strong
mechanical vibrations using a mechanical shaker. For this purpose, the vibrating plate has been
substituted with a circular metallic one, which is most intense on the fiber for an oscillation
frequency of 20 Hz and a peak-to-peak voltage of 10 V),,. The Pggq (Af) is around 2° in the
absence of vibration and increases to 4° when vibrations are applied. 130 vibrational events
lasting 5 seconds each have been periodically induced in the experimental setup. Fig. 16 shows
the corresponding SOP-PSDG and SOPAS evolutions for each event. The SOPAS scheme used
a smoothing filter with N, , o = 76 samples (corresponding to approximately 4 seconds) and
sampled at f; = 19 S/s. To achieve a similar detection delay with the SOP-PSDG, Nrpr wWas
set to 64 points and Ngyg G to 12. The SOP-PSDG memory was set to 180 seconds, with a
margin delay of 3 seconds. As shown in Fig. 16, the SOP-PSDG seems to effectively react to the
induced anomaly events: during detection, the PSDG values increase by around one order of
magnitude compared to pre-detection levels. In contrast, due to the smoothing filter, the SOPAS
signal stays high and nearly constant before detection, with peak intensities only doubling when
an event occurs. In summary, preliminary results indicate that SOP-PSDG outperforms SOPAS
for threshold-based detection even when using commercial coherent receivers.
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Fig. 16. Several occurrences of SOP-PSDG and SOPAS signals considering SOP data
extracted from the commercial transceiver, when a vibration having f,sc = 20 Hz and
amplitude 10 V), is induced on the fiber.

7. Discussions and Conclusions

In this work, we analyzed polarization sensing in an urban environment, employing metropolitan
fibers running around Turin, in Italy. We first characterized the accuracy of the SOP data
provided by a commercial coherent transceiver (able to output the SOP samples at around 20
S/s), evaluating the estimation noise cloud spread over the Poincaré sphere surface. The results
obtained in both an ASE noise-limited scenario and ROP-limited one underline the possibility of
enhancing the accuracy, which was originally quite low. Pggq, (A#) values can reach 8° to 14° in
the worst cases. Using a simple low-pass filter improves accuracy even by a factor of four, using a
window length of Nyi, = 15 samples (see Figures 2 and 3). The matching between experimental
and numerical simulation results also suggests that the SOP data stream, sampled at sampling
frequencies of the order of the symbol rate, could be low-passed and then decimated, keeping the
SOP estimate accuracy fixed. Due to the low-frequency components generated by mechanical
vibrations, a sampling frequency of around a few tens of Hz could also be suitable to reduce
processing and data storage complexity.

A characterization of the SOP fluctuations generated by the urban scenario, which we called
SOP environmental noise, has been provided, showing different agents that could impinge on
the cable and enhance the noise. Experiments have been carried out exploiting a polarimeter so
that the sampling frequency could be tweaked for our purposes, and set to 95.4 S/s. Specifically,
time-varying external conditions to which the fiber is subject generate SOP fluctuations, making
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it non-stationary. This represents an issue for any anomaly detection algorithms. On top of this
scenario, we have shown the effect of different mechanical vibrations on the SOP, characterizing
the effect that they have on the cloud of points on the surface of the Poincaré sphere, as Stokes
vector time evolution and frequency content. This analysis showed that different vibrations have
particularly strong or weak effects on the fiber cable, which translates to SOP angular deviation.
Fiber spoofing has also been characterized, showing a strong effect on the SOP variation and
instantaneous power drop.

Two different algorithms have then been proposed to process the data and allow for anomaly
detection, based on threshold application. The SOPAS method is time-resolved and non-adaptive,
whereas the SOP-PSDG is frequency-resolved and adaptive. Especially for the SOPAS algorithm,
baseline noise characterization is fundamental in understanding which anomalies can be revealed.
The surrounding environment may present different SOP noise levels depending on non-harmful
external agents acting on the fiber. Due to its ability to adapt to changing conditions, the
SOP-PSDG method is more suitable for use in environments such as metropolitan areas, where it
demonstrated enhanced sensitivity compared to the SOPAS method under all tested conditions.
Both the SOP-PSDG and SOPAS methods can be combined with a threshold on the instantaneous
power to detect fiber spoofing. However, once the memory and margin delay are set, the SOP-
PSDG method appears to outperform the SOPAS approach. Results employing a commercial
coherent transceiver connected to a metropolitan fiber have also been shown. The two methods
have been compared when a vibration is induced on the fiber. Despite the disadvantageous
conditions due to the low sampling frequency and very high SOP estimation noise, SOP-PSDG
demonstrated to outperform the SOPAS method even in this condition.

The latest research on anomaly detection of hazardous conditions within the optical network’s
physical layer broadly employs machine learning techniques [55-57], particularly for fiber
spoofing events, earthquakes [6, 58], but also for traffic monitoring [59]. Nevertheless, a DSP
algorithm that can output a signal indicating an anomalous condition without requiring prior
training could be extremely useful. When used in conjunction with neural networks, this approach
could enable much more reliable detection of potentially hazardous events. Key features such as
event duration and signature over the Poincaré sphere surface could be used as further detection
parameters. This would enhance the resilience of optical networks to fiber cuts in metropolitan
environments, robustness against eavesdropping, and potentially offer early warnings for a wide
range of anomalous conditions not only limited to the urban scenario.
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