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Abstract—Deep Neural Networks (DNNs) have revolutionized several fields, including safety- and mission-critical applications, such as
autonomous driving and space exploration. However, recent studies have highlighted that transient hardware faults can corrupt the
model’s output, leading to high misprediction probabilities. Since traditional reliability strategies, based on modular hardware, software
replications, or matrix multiplication checksum impose a high overhead, there is a pressing need for efficient and effective hardening
solutions tailored for DNNSs. In this paper we present several network design choices and a training procedure that increase the
robustness of standard deep models and thoroughly evaluate these strategies with experimental analyses on vision classification
tasks. We name DieHardNet the specialized DNN obtained by applying all our hardening techniques that combine knowledge from
experimental hardware faults characterization and machine learning studies. We conduct extensive ablation studies to quantify the
reliability gain of each hardening component in DieHardNet. We perform over 10,000 instruction-level fault injections to validate our
approach and expose DieHardNet executed on GPUs to an accelerated neutron beam equivalent to more than 570,000 years of
natural radiation. Our evaluation demonstrates that DieHardNet can reduce the critical error rate (i.e., errors that modify the inference)
up to 100 times compared to the unprotected baseline model, without causing any increase in inference time.

Index Terms—Deep Learning, Reliability, Neutrons, GPUs, Radiation-induced faults

1 INTRODUCTION

Nowadays artificial intelligence is ubiquitous in our lives,
with the number of deep network-based applications
sharply increasing. A variety of novel technologies are
enabled by machine learning, including image and video
recognition, medical diagnosis, automatic predictive main-
tenance of industrial devices, and fully autonomous vehi-
cles. While the advantages of this trend are self-evident,
the potential harm resulting from adopting artificial in-
telligence without any reliability and security evaluation
should be carefully considered. In particular, maliciously
generated samples may deceive deep learning models into
making incorrect predictions, and extensive research is cur-
rently dedicated to designing new algorithmic solutions
to improve their robustness against multiple adversarial
threats [21], [42]. Even in the most optimistic scenario
of full protection from these attacks, the real world still
poses several challenges to the hardware that allows deep
learning to thrive. Graphics Processing Units (GPUs) with
Tensor Cores for mixed precision training [9] are essential
Deep Neural Networks (DNN) accelerators that have shown
faulty behavior in case of environmental disturbances, pro-
cess, temperature, voltage variations, and radiation-induced
soft errors [2]. The latter ones are particularly alarming
since they are stochastic and transient, being very hard
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to detect [14], [33]. Unfortunately, hardware protection is
prohibitively expensive in terms of area, power, and de-
sign cost. Most available software solutions for enhancing
reliability are either highly inefficient in terms of inference
time, such as modular replication, or simply adapt classical
algorithm protection strategies to DNNs, such as selective
hardening [28] and checksums in convolutions [14], [26],
[30], [33]. Error Correction Code (ECC) is a widely adopted
built-in solution but it only protects GPU memories rather
than the functional units and may even cause an increase in
the application crash rate [13], [37]. Overall, further efforts
in the development of efficient and inherently robust models
are needed in order to attain dependable learning systems.

In this work we present a set of strengthening strate-
gies that collectively define DieHardNet, a Design ImprovEd
HARDened neural Network resilient against critical errors due
to transient faults. It contains tailored network modules
and exploits techniques from the adversarial learning litera-
ture. Moreover, our approach benefits from experimentally
validated fault models rather than synthetic ones used in
previous publications [7], [25], [43].

We implement DieHardNet by re-engineering a
ResNet [15] architecture for computer vision classification
and running fault-aware training. To assess its effectiveness
we conduct a three-level evaluation, including fault injec-
tions at both application and instruction levels, as well as
neutron beam experiments. The obtained predictions are
only marginally affected by radiation-induced soft errors
with no overhead in inference time. All results confirm
DieHardNet’s potential, particularly on instruction-level
fault simulation with an improvement up to 106X over a
standard reference ResNet.
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Fig. 1: Fault propagation overview. A fault can alter the operation output or memory values, modifying the DNN operation.
In a feature map, errors can manifest as single or multiple corrupted values (columns, rows, or blocks of values). Incorrect
tensors can ultimately lead to changes with respect to the expected prediction.

This paper extends our preliminary work that initially
showcased the potentialities of properly designed archi-
tectural solutions and fault-aware training to improve the
reliability of a deep learning model [5]. Specifically:

« we discuss the sensitivity of DNNs and thoroughly con-
textualize the problem in the literature, both considering
fault propagation models and the limits of the existing
solutions;

we provide more details on the adopted hardening strate-
gies that compose our DieHardNet and their effective
interaction. As we realized that the occurrence of NaN
values could compromise the inference process, we fur-
ther introduced a NaN filter in the original model;

we conduct an extensive experimental campaign to an-
alyze the effectiveness of DieHardNet running on two
different hardware devices under neutron beam exposure
both considering ECC hardware protection enabled and
disabled. The collected results, together with those of the
simulation experiments with faults injected at the appli-
cation level (Python code) and instruction level (microin-
structions of the DNN), assert the improved reliability of
our approach in realistic scenarios.

Overall DieHardNet decreases the probability of mispredic-
tions without incurring any execution time overhead.

2 BACKGROUND AND RELATED WORKS

In this section, we provide a brief background on DNNs,
explicitly focusing on the concepts we leverage to train and
design more reliable networks. We also explore the potential
impact of radiation on computing devices and how this can
adversely affect the inference process of DNNS.

2.1

DNNs are a class of machine learning algorithms charac-
terized by multiple interconnected modules. The network’s
depth refers exactly to the presence of several hidden layers
between the input and output that allow the model to
learn hierarchies of increasingly abstract features from the
data. At the output, the loss function measures the dis-
crepancy between the prediction and the ground truth, and
its minimization guides the update of all the inner layers’
parameters via backpropagation.

When dealing with visual data the DNN architec-
tures usually include convolutional layers that capture spa-
tially distributed structures by convolving a weight matrix

Deep Neural Networks

(named kernel or filter) with the input. Each convolutional
layer may have multiple independent kernels and get as
output a corresponding number of feature maps (named
channels). This operator module is usually followed by a
normalization layer and an activation layer. The former
stabilizes the training process by smoothing the optimiza-
tion landscape [34] and preventing weight and gradient
explosions. The most commonly used normalization layer is
BatchNorm, which learns an approximation of the first and
second statistical moments of each channel during training
to normalize the input tensors. Instead, the activation layer
introduces some non-linearity in the model and is often
implemented using Rectified Linear Units [1], defined as
ReLU(x) = max(0, z), where x is the input tensor.

The sequence of convolution-normalization-activation is
usually repeated several times inside a network and the
order of the layers may also change. For instance, the
activation function is placed before the convolution (pre-
activation) in [16], while the first operation is normalization
(pre-norm) in [11]. Indeed, the layer order as well as their
number and several other internal hyperparameters (e.g.
dimension of the kernel, convolutional stride, and padding)
are design choices that may depend on several factors
including the specific task to face and possible computa-
tional constraints. All these settings are responsible for the
architecture’s expressivity, trainability, and reliability.

As the complexity of the DNN increases, the final
model’s generalization abilities are significantly influenced
by both the dataset size and its variability. In this regard,
data augmentation is commonly employed to create a more
diverse training set encompassing valuable information not
present in the original data.

2.2 Fault propagation in DNNs

Previous studies have investigated the reliability of DNNs
through radiation experiments [14], [33] and fault injec-
tions [14], [25], [39]. The parallel architecture of DNN ac-
celerators was shown to be particularly critical since the
corruption of schedulers or shared resources (memories)
affects multiple threads [8], [37]. For example, a single tran-
sient fault in a GPU can corrupt the Warp Thread Scheduler,
the smallest thread group in a GPU, which comprises 32
threads. This may result in the corruption of several con-
volution elements that are likely to propagate in the DNN,
inducing mispredictions [33].
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TABLE 1: Overview of the existing methods to improve DNNs reliability. Methods that rely on hardware changes add
near-to-zero execution time overhead but have a high design cost. Algorithm modifications generally add overhead to
inference. Existing fault-aware training are applied to quantized networks or specific accelerators. DieHardNet combines
fault-aware training with DNN designs to support complex and float-based DNNs.

Inference Suitable for . e as

Method Overhead complex DNNs Require HW modification
Reliable hardware [22], [25], [29], [41] .
and voltage scaling [19], [31], [32] Low Partially (HW based). Yes
Algorithm [12], [26], [28], [33] Medium Overhead increases as the N
modification [14], [17], [25], [29] to High DNN complexity increases. °
Fault aware [40], [44] Low or Only specific accelerators N
training [23], [35], [43] None and quantized networks °©
DieHardNet This work None Yes. Proposed for complex No. Transparent

and float based DNNs. to the HW

More specifically, a single transient fault spreads and cor-
rupts multiple elements of the convolution output. Figure 1
illustrates how a fault originating from the hardware may
change the result of a DNN applied for object recognition.
While the GPU executes the DNN, a transient fault changes
the circuit’s expected value. The fault propagates through
the software instructions until it reaches the feature map,
i.e. the output tensor produced by a convolutional layer.
The fault can corrupt the feature maps in different ways
(multiple error models), such as single or multiple values
within a tensor, an entire row or column (both often referred
to as line), or a block of values. Additionally, the fault can
drastically change the magnitude of the feature map values.
Since the floating-point representation range is large, the
corrupted values can go to infinity or even become Not a
Number (NaN). These errors propagate through the network
and eventually reach the last fully connected layer that
produces wrong classification probabilities.

In general, we indicate as fault model a systematic repre-
sentation of how a hardware fault manifests itself at a soft-
ware visible state. What we described above are fault mod-
els obtained from physical experiments. It is clear that over-
simplified models such as single-bit flips are marginally
useful, while reliable fault models are crucial to effectively
harden DNNs as they help to prepare the network for real
applications.

2.3 Radiation-induced Faults and Countermeasures

Radjiation can induce transient faults in hardware that prop-
agate and manifest as different kinds of failure. The fault
may (1) be Masked without affecting the software execution,
(2) induce a Silent Data Corruption (SDC), which refers to
incorrect application output, or (3) cause a Detected Unrecov-
erable Error (DUE), which is a crash or a device reboot. SDCs
are particularly problematic, as their silent nature makes
them extremely hard to detect and can potentially lead to
unstable or unknown system states. Overall, the literature
agrees on some general conclusions: (1) not all SDCs are
critical for DNNs since some errors affecting the output still
allow the correct prediction; (2) the convolution tends to
spread the hardware fault: a single-bit flip can corrupt a
significant portion of the feature map; (3) the value of the
transient corruption (i.e., how much the corrupted output
differs from the correct output) is neither random nor can
be simplified with a single-bit flip model.

Methods that aim at improving the reliability of DNN
models by executing them on hardened hardware (such
as improved memory cells and Dice flip flops) or using
voltage scaling have low inference overhead since fault tol-
erance is fully implemented on the hardware level without
performance loss [19], [22], [25], [31], [32], [41]. Although
these approaches have the benefit of not requiring algorithm
changes, they often come with a high implementation cost
in terms of design, area, and power consumption. As DNN
models grow in size and complexity, hardware-based meth-
ods may become prohibitively expensive.

Software-based hardening solutions include Algorithm-
Based Fault Tolerance (ABFT) [12], [14], [26], [29], [33],
and filters for identifying propagation of incorrect values
[17], [25], [33]. While these strategies have shown some
effectiveness, they only adapt solutions derived from shal-
low learning algorithms to DNNs, without leveraging their
inherent modular structure. Furthermore, existing methods
add a prohibitive overhead, as the complexity of DNNs
increases since they aim at mitigating all faults, without
distinguishing between critical and tolerable SDCs: the cost
of protecting DNNs from the latter is clearly unjustified.

Another viable strategy to improve DNN robustness is
fault-aware training which consists in injecting noise or
errors during training to simulate the effects of faults in the
forward propagation [23], [40], [43], [44]. This enables the
network to learn how to maintain high accuracy even in the
presence of faults. Unfortunately, the majority of previous
works only consider naive NN models that do not involve
convolutions, or use quantized models to apply fault-aware
training and require hardware modification.

Table 1 provides a summary overview of the existing
fault tolerance techniques applied to computational models.
None of them was originally tailored for DNNs including
training with floating point operations, which are essen-
tial to get high performance in challenging tasks as those
involved in computer vision applications. Moreover, they
rely on synthetic fault models that might not match what is
experimentally observed. As a consequence, state-of-the-art
methods are either strongly dependent on the used hard-
ware or require significant algorithm modifications, or even
introduce an inference time overhead that is unbearable for
key applications.
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3 DIEHARDNET

This section describes our approach to enhance DNN relia-
bility without requiring specialized hardware or incurring
any inference time overhead. Starting from an in-depth
knowledge of how faults propagate through DNN models
we introduce specific network modifications that make it
effective, efficient, and reliable by design. The modifications
involve not only the model’s architecture but also how it is
trained. DineHardNet combines all the proposed strategies.

3.1 Activation Function

Most of the critical faults for DNNSs (i.e., the ones that cause
mispredictions) significantly modify the values propagated
through the network. Besides experimental evidence [7],
[33], this is intuitive as for corrupted values close to the
correct ones the network’s output would remain unaffected
thanks to its internal approximation processes. In previous
works, specific layers were introduced in the DNN to detect
such high-magnitude faults with a consequent increase in
computational burden and inference time [7]. We claim that
adding extra layers is unnecessary since neural networks
already have intrinsic tools to filter excessive values.

As explained in Section 2.1, the ReLU activation function
introduces a non-linearity in the network by acting as a
thresholding mechanism that allows the propagation of
positive signals while not transmitting negative ones. Thus,
it enforces a lower bound to the values, but it can be easily
modified to include also an upper bound. Such a solution
was adopted for DNNs running on mobile and embedded
devices to reduce the working memory and improve quan-
tization [24]. Indeed, in case of limited resources, the use of
low-precision arithmetic can lead to faster computation but
it results in numerical instability.

ReLU6 was designed to address these issues by limiting
the activation output to a maximum value of six, reducing
the risk of overflow/underflow. Its beneficial effect was
clearly presented in [24] for various computer vision tasks
such as classification, and semantic segmentation. After-
wards, it was shown that the specific value of six produced
also the best accuracy-reliability trade-off in the case of
hardware permanent faults [17].

We remark that ReLU6, as well as other ReLU variants
including an upper bound (ReLU-n, [24]), encourage the
model to learn sparse features but do not reduce the overall
operation precision of DNNs: they only clip values that
reach the layer, allowing convolutions and weights to still
have values outside of the range defined by the bounds.

Considering our scenario, even if a neutron strike per-
turbs a feature map by generating high-magnitude values,
the ReLU6 will scale it down to the value six, reducing
the impact of the error and possibly allowing the DNN to
recover from this perturbation. Thus, it mitigates the effect
of critical transient faults without adding extra dedicated
layers or reducing the network’s performance.

3.2 Network’s Layer Order

In the case of errors affecting the inner layers of neural
architectures, the probability of fault occurrence in the con-
volution operation is higher than that of the other modules,
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Vanilla model Order Inversion Filter NaN values

Relu6
1

ReLU6 NaN filter

Q ReLU

Fig. 2: Non-intrusive modifications to DNN blocks to in-
crease reliability: ReLUS6, activation layer order inversion,
and filtering out Not a Number (NaN) values.

since the former is by far the most computing-expensive
one. As mentioned in Section 2.1 the standard order of
network layers typically involves batch normalization after
the convolution. As the name says, the normalization is ex-
ecuted on the feature maps obtained over multiple samples
in a batch, and it modifies the observed values making their
scale more consistent and manageable. However, when the
feature maps contain outliers due to errors or noise in the
convolutional output, batch normalization may spread the
problem during training, leading to an error amplification
that will negatively impact the accuracy even on clean data
at inference time.

From what was discussed in Section 3.1, we know that an
activation function including an upper bound would help
to clip the observed values and reduce the role of single
outliers in the training distribution (i.e., corrupted samples).
Hence, introducing such an activation directly after the
convolution will significantly limit the error propagation
and the following normalization layer would learn more ac-
curate data statistics. This layer inversion has been recently
adopted in complex architecture where network stability is
crucial, even without explicit causes of faults [38].

When dealing with radiation errors, further attention
should be paid to the occurrence of NaN values in the
feature maps. They can compromise the inference process
as even tailored activation functions such as ReLU6 would
not filter them out. To summarize, an overview of the
layer order that can support DNN reliability is presented
in Figure 2.

3.3 Fault-Aware Training

DNNs are powerful tools however, they perform poorly
when deployed in scenarios not seen during the training
phase. There are several ways to address this issue [10], but
data augmentation is the most common approach that does
not need algorithm modifications. It provides the network
with a larger variability in the training data, thus help-
ing generalization at inference time. This strategy is also
widely adopted for adversarial robustness: adversarial train-
ing exploits dedicated augmentations either static before the
training (e.g. mixture of adversarial and clean examples) or
obtained by generating samples dynamically on the basis of
the model’s current state [45].

The same logic of adversarial training can be adopted
for transient faults. A DNN trained to get high accuracy
while observing transient faults would produce a robust
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we perform ~ 3.75 million injections.

model with predictions less affected by errors at inference
time as the network familiarized with the occurrence of
neutron-induced errors. In particular, as shown in Figure 3,
while performing the forward pass of the DNN training, the
feature maps are randomly corrupted (convolution output)
in a given layer of the network, injecting errors according
to an experimentally observed fault model. As a result, the
network adjusts the learned weights to reduce the likelihood
of a misprediction.

The effect of this process depends on the amount and
type of faults injected into the network during the training
phase. A high number of faults might prevent training
convergence, while a low number might be ineffective. In
terms of types, random errors do not necessarily affect all
the layers as the model may easily learn how to deal with
them. For instance, DNN training tends to be transparent
to single-bit flips. Clearly, knowing the fault model, as we
do thanks to our experimental characterization, provides
a relevant contribution to the design of the fault-aware
training process.

4 EVALUATION METHODOLOGY

Studying hardened DNNs’ capabilities requires analyzing
their behavior under realistic transient fault conditions.
Simulation experiments can be conducted using established
fault models from prior physical investigations.

Specifically, it is possible to inject faults at the application
level (Python code) or at the instruction level (microinstruc-
tions of the DNN). In the first case, the errors are crafted
to appear directly after specific network layers. In contrast,
in the second case, the errors propagate seamlessly from
machine instructions to the network output.

A third option is to expose the whole GPU to radiation
via neutron beam experiments. In this way, the entire process-
ing unit is susceptible to corruption rather than targeting
specific components.

4.1 Application-level Fault Injections

As discussed in Section 2.2, empirical observations show
that transient hardware faults manifest as errors in the out-
put of convolutional layers [3], [13], [26], [33], with different
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fault models describing errors as single, lines, or blocks
of wrong values in the produced feature maps. To create
this effect we elaborated a tailored error injector module
(Figure 3) that selects the fault model and multiplies the
output tensor by a sampled uniform random value that sets
the error magnitude.

As this process is fast, it can be easily integrated into the
network learning phase (i.e., fault-aware training), allowing
to inject even million of faults with a minimal training time
overhead (up to 30%).

In terms of validation, the network performance is as-
sessed by comparing the accuracy in case of fault-free and
faulty executions. We call their difference Regret, with low
values indicating high reliability.

4.2

To perform an injection campaign at the instruction level
we exploited NVBIitFI [39], an existing tool able to manage
dynamic libraries and easily apply transient fault models
that affect a single-thread or multiple-threads.

By following experimental evidence from the literature
[3], [8], for the single-thread injections we used Single Bit
Flip, Random, and Zero Values on a single floating-point
instruction. For the multiple-thread injections, we selected
all the threads within a GPU warp - the smallest thread
execution group on a GPU - and replaced the output of a
floating-point instruction with a random or zero value. To
obtain realistic results, we employed a combination of fault
models for instruction-level fault injections (2,000 injections
per configuration).

Such instruction level injections on large DNNs impose
a high overhead, taking up to several minutes for a sin-
gle injection. As a result, utilizing this approach for fault-
aware training becomes impractical. However, evaluating a
hardened network’s performance under such faults remains
valuable for gauging its reliability.

The probability for an injected fault to be propagated
from the assembly instruction to the application output is
indicated as Program Vulnerability Factor (PVF, [36]). Lower
values signify enhanced robustness.

Instruction-level Fault Injections

4.3 Neutron beam Exposure

We ran extensive neutron beam experiments at the ChipIR
facility in Didcot, UK. It delivers a neutron energy spectrum
similar to the terrestrial spectrum, albeit with an accelerated
flux [6]. More precisely, at ChiplR, the neutron flux ranges
between 1x10°1/(cm? x s) and 2.5 x 1051 /(cm? x s), which
is approximately six to eight orders of magnitude higher
than the atmospheric neutron flux at sea level (13n/(cm? x
h)) [20]. We performed analyses for a total of 50 hours of
beam time: it translates to at least 50 x 10® hours of natural
operation when scaled to the terrestrial environment, which
is equivalent to approximately 570,000 years of operation.
To simulate realistic conditions we chose a beam spot
with a diameter of 2cm, which is sufficient to irradiate
the whole GPU core without hitting the onboard DRAM.
The device being tested was connected to a server via
Ethernet. The main server could start and stop programs
and reboot the device automatically. We included software
and hardware watchdogs to detect application crashes or
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Fig. 4: The DNN accelerators are exposed to a neutron flux and connected through Ethernet. A host platform (outside
the beam spot) is responsible for managing communication between the accelerators and the server. A software watchdog
server monitors the events on the devices under test. In case a device stops responding, the server can automatically

perform a power cycle or reboot the operating system.

system hangs (Figure 4). The software watchdog monitored
the application under study, and if it failed to respond
within a predetermined time interval, the kernel was killed
and restarted. This watchdog was designed to detect kernel
crashes or software hangs, such as application crashes or
control flow errors that prevent the GPU from completing
its assigned tasks (for example, infinite loops). The hardware
watchdog was an Ethernet-controlled switch that triggered
a power cycle of the host computer if it did not acknowledge
ping requests within a specified time frame. This watchdog
is essential for detecting operating system hangs.

To ease reproducibility, all the source codes, software
tools, and referenced artifacts used for our analysis are
accessible in online repositories ' 2.

The neutron beam allows us to estimate the error rates
in the application, which are measured in terms of Failure
In Time (FIT). This metric indicates the estimated number
of neutron-induced failures expected to occur in a billion
hours of operation (the lower the better). It is essential to
highlight that the parallel utilization of hardware resources
directly influences the FIT rate. In other words, the FIT rate
increases when more resources are used in parallel. In our
study, we meticulously evaluate the impact of each design
approach to ensure fair FIT rate comparisons.

5 EXPERIMENTAL ANALYSIS

The model design and learning approach that define
DieHardNet, as described in Section 3, are strategies appli-
cable to any network and hardware architecture. The same
holds for the evaluation methodology detailed in Section 4.

For our experimental analysis we decided to focus on
computer vision as it is one of the areas that is majorly
moving the progress of artificial intelligence and for which
trustworthy models would have a large impact in sensitive
applications (e.g. autonomous driving).

Specifically, we consider object classification and the ob-
tained results demonstrate the effectiveness of DieHardNet
in improving reliability without accuracy degradation or
inference time overhead.

1. DieHardNet code: github.com/diehardnet/diehardnet.
2. Experimental setup: github.com/diehardnet/diehardnetradsetup.

5.1 Setting

We selected a standard ResNet44 [15] as a case study and
we trained the network from scratch on two common object
classification benchmarks, CIFAR10 and CIFAR100. Each of
them contains 50,000 32x32 images for training and 10,000
for testing, with 10 and 100 different classes, respectively.

We conducted an incremental study to detail the impact
of each of the DieHardNet components, starting from the
use of ReLU6 and then introducing either fault-aware train-
ing (shortened as train aware) or inverting the layer order
(shortened as order inversion). Finally, the whole DieHardnet
includes all these strategies together with the NaN filter.
To summarize, we assess the performance of five DieHard-
Net sub-configurations considering the naive ResNet44
as baseline: (1) +ReLU6, (2) +ReLU6+Train aware, (3)
+ReLU6+Order inversion, (4) +ReLU6+Train Aware+Order
Inversion, and (5) +ReLU6+Train Aware+Order Inver-
sion+NaN filter.

5.2 Training Details

Since our goal is to mitigate the effect of the neutron-
induced faults, rather than achieving the maximum possible
test accuracy, we opt for a simplified training hyperparam-
eter setting. In particular, we trained for 100 epochs with
random crop and horizontal flipping as data augmentations.
We employed a standard Stochastic Gradient Descent [4]
optimizer, a Cosine Annealing [27] scheduler, and a Binary
Cross Entropy loss. The initial learning rate was set to 2. We
used a batch size of 128, weight decay of le-5, and gradient
clipping of 1 to prevent exploding gradients during training.
We used Titan V GPUs as training device. We remark that
with this configuration DieHardNet shows a comparable
accuracy with respect to a non-hardened ResNet in the fault-
free scenario, i.e. 92.23% accuracy for ResNet44 and 91.31%
accuracy for DieHardNet on CIFAR10 dataset.

When performing fault-aware training (faults intro-
duced at the application level), we select the convolution
layer affected by the injection, and sample 75% of the
training images in the forward pass to which the error
models are applied. Indeed a preliminary analysis revealed
that injecting faults in every sample prevented convergence,
and 3/4 was the highest feasible fraction of faulty instances
in a batch.
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Fig. 5: Application-level Fault Injection results: average re-
gret of different DieHardNet configurations on CIFAR10
(left) and CIFAR100 (right). The error bars are generated by
averaging across 5 different injection campaigns. Standard
deviation across the campaigns is reported. As NaN values
are not observed with this level of fault injections, applying
the NaN filter does not change the results.

Moreover, through our fault injector, we linearly increase
the error magnitude in a curriculum-learning fashion while
the epochs advance: this favors the model in learning to
reject errors with growing severity.

We observed that training by injecting single value errors
did not increase the model reliability (the network internal
weights remain unaltered), while models trained with block
errors alone achieved the same reliability as those trained
with all error models (jointly single, line, and block). There-
fore, fault-aware training is performed by exclusively using
block error injections to speed up the process.

5.3 Results - Application-level Fault Injections

Figure 5 shows the Regret (vertical axis) for each
DieHardNet configuration (horizontal axis) when injecting
application-level faults. As NaN values are not observed
at this fault injection level, applying the NaN filter does
not change the results, thus the corresponding column is
discarded in the bar plot.

On average, the baseline ResNet44 exhibits a drop in
accuracy of over 16% on both datasets. By replacing the
ReLU activation with ReLU6, we observe a significant im-
provement in protection, with a ~ 8% and 3% increase
in accuracy on CIFAR10 and CIFAR100, respectively. This
result supports our hypothesis that ReLU6 can limit the
magnitude and propagation of errors in the architecture and
can thus play a crucial role in designing robust DNNs.

Interestingly, the improvement provided by adding
fault-aware training is quite limited. We attribute this low
effectiveness to poorly learned statistics in the normalization
layers due to the perturbations induced by noise injections
during training. This behavior is closely related to the model
architecture, which puts normalization before activation. In
other words, in the vanilla design, the normalization acts on
non-clipped features, leading to improper learned statistics
and affine transform (details in Section 3.2).

.Baseline .+ReLU6 |:|+Training aware .+0rder Inversion
|

'

CIFAR 10

25

20

CIFAR 100

Fig. 6: Program Vulnerability Factor (PVF) for CIFAR 10 and
CIFAR 100. The PVF is divided into tolerable and critical
SDCs. Since our injections are limited to the output of
floating-point instructions, no DUEs are observed. Note that
the y-axis goes from 30% to 60%.

Introducing the layer order inversion appears slightly
more convenient than using ReLU6 with fault-aware train-
ing, while a major gain is obtained when all the strategies
are combined together in DieHardNet with an increase in
test accuracy of up to 12.28% and 8.92% on CIFAR10 and
CIFAR100, respectively.

5.4 Results - Instruction-level Fault Injections

Differently from what happens with application-level fault
injections, when introducing instruction-level faults they do
not always manifest explicitly. Thus, to assess the behavior
of a hardened network it is important to monitor SDCs,
specifically distinguishing between Tolerable and Critical
ones with only the latter resulting in changes to the expected
inference (misprediction).

Figure 6 presents the PVF of the DieHardNet sub-
configurations for both the CIFAR10 and CIFAR100 datasets.
As configurations 1, 2, and 3 did not provide any benefit
in terms of Regret reduction on the application-level fault
injection, we focus our analysis on the best configurations
4 and 5. Interestingly, the total number of SDCs (Tolera-
ble+Critical) is similar between the Baseline and the hard-
ened DNNSs: 46.35% for the Baseline, 42.75% for configura-
tion 4, and 44.10% for configuration 5, on CIFAR10 dataset,
and 54.10% for the Baseline, 53.33% for configuration 4,
and 52.98% for configuration 5, on CIFAR100 dataset. This
suggests that the fault injection impacts the DNN execution,
and failures manifest in the output in both cases. However,
the hardened DNN can still provide the expected prediction
(as in the fault-free scenario) even in the presence of faults.

Specifically, DieHardNet with all its internal hardening
strategies presents only 0.10% Critical SDC PVEF for CIFAR10
and 1.80% for CIFAR100, whereas the corresponding values
for the Baseline models are 10.65% and 10.53%, respectively.
Such an advantage with a reduction of up to two orders of
magnitude in PVF clearly indicates the remarkable robust-
ness of DieHardNet.

5.5 Results - Neutron beam Exposure

Besides the simulation experiments described above, we
performed an extensive analysis of our hardened classifi-
cation model running on two different hardware devices
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Fig. 7: Pascal and Ampere GPUs’ Normalized Tolerable SDC, Critical SDC, and DUE Failure In Time (FIT) rates for the
Baseline and DieHardNet (configuration 5). The rates are normalized using the DieHardNet Critical SDC FIT (i.e. the
lowest FIT Rate). For Ampere, the normalization utilizes the FIT rate when ECC is enabled.

under neutron beam exposure. Considering the results al-
ready discussed for the intermediate network configura-
tions and the beam time limitations, we tested only the
whole DieHardNet including all its hardening components:
+ReLU6+Train aware+Order Inversion+NaN filter.

The two devices are the NVIDIA Pascal (Quadro P2000)
and the Ampere (RTX A2000) GPUs. The former is based on
the Pascal Instruction Set Architecture (ISA) and fabricated
in TSMC FinFET technology with a 16nm process node [9].
The latter is based on the Ampere microarchitecture and is
also built with Samsung’s 8nm 8N NVIDIA Custom Pro-
cess technology [9]. Only the RTX A2000 microarchitecture
provides Single Error Correction Double Error Detection
(SECDED) Error Correcting Code (ECC) to protect the regis-
ter file, shared memory, caches, and memory buffers. As part
of our validation, we assess the effectiveness of DieHardNet
when ECC is enabled and disabled.

Figure 7a displays the Failure In Time (FIT) rates ob-
tained from beam experiments on the Pascal GPU, com-
paring the Baseline with DieHardNet. As system crashes
and device rebooting may naturally occur in this setting, we
present the Detected Unrecoverable Errors (DUE) together
with the Tolerable SDC. The Critical SDC are less likely, as
expected according to previous studies [25], [33], and are
shown in a separate bar plot to ease visualization.

Since the FIT rate is business-sensitive information, the
presented results have been normalized by the lowest Crit-
ical SDC rate (obtained by DieHardNet). The normaliza-
tion is performed per board and it enables a straightfor-
ward comparison between different network configurations
within the same GPU. Values are reported with 95% confi-
dence intervals considering a Poisson distribution.

For Pascal GPU, the Tolerable SDC rate is 50.88, and the
Critical SDC rate is 3.53. Even if the Critical SDC rate of
the Baseline is relatively low, we know that a reliable model
should completely avoid those errors. DieHardNet shows
a similar Tolerable SDC rate as the Baseline (50.91) with a
reduced critical SDC FIT rate (1.00). This is an advantage
of 71.67% less Critical SDCs compared to the Baseline. We
highlight that the network design of DieHardNet is different
from that of the Baseline, but the amount of operations is
almost the same with the Tolerable FIT rate that remains
essentially unchanged in the two cases, and negligible vari-
ations in the DUE rate. Both networks saturate the hardware
resources on Pascal GPUs: for DieHardNet the added NaN
filters can be only executed sequentially.

Figure 7b shows the results on the Ampere GPU, with

ECC disabled, and Figure 7c shows the results on Ampere
GPU with ECC enabled.

Without ECC, the DieHardNet Tolerable SDC rate is
34.52% higher than that the Baseline. This behavior can be
explained considering that the NaN filter kernels increase
the register file usage by 16.40% (requiring 14 registers per
thread to perform the filter GPU kernel). Additionally, the
Ampere GPU resources are not saturated (differently from
the Pascal case), thus the NaN filter kernel operations are
executed in parallel. As the registers used for hardening are
not protected, it is natural to expect a higher SDC rate for
DieHardNet since the FIT rate is linearly dependent on the
number of used resources (see also Section 4.3).

By focusing on the Critical SDC we see that the Baseline
shows a 1.19x higher FIT rate than DieHardNet, which
confirms the advantage of our hardening technique.

Enabling ECC reduces the amount of experienced Toler-
able SDC errors. Compared to the case with ECC disabled,
the Tolerable SDC FIT rate decreased by 57.51% for the
Baseline and 77.45% for DieHardNet. Interestingly, ECC
is less effective in protecting DNNs than for typical HPC
applications, for which ECC reduces the SDC rate by one
order of magnitude [13]. This is because memory errors
may be less problematic for DNNs than for HPC codes.
Furthermore, ECC is indiscriminately applied to all memory
values, which may also mask errors that would not generate
a critical SDC.

In terms of Critical SDC, with ECC enabled, DieHardNet
achieves the smallest FIT rate on the Ampere GPU (1.00
Critical SDC FIT, 93.22% smaller than the Tolerable SDC
FIT). Additionally, the Baseline has a Critical SDC FIT that
is 2.7x higher than the DieHardNet, a value that asserts
the effectiveness of the proposed fault tolerance strategies
in realistic scenarios.

Finally, some attention should be dedicated to the unre-
coverable errors. Indeed enabling ECC leads to a potentially
alarming 3.13x increase in the DUE rate for the Baseline
and a 2.19x increase for DieHardNet. Previous studies [13],
[18] have established that DUEs are not caused by faults in
the functional units. Instead, they may arise from device-
host synchronization, illegal or misaligned memory access,
and fault-induced deadlocks [13]. Although ECC can correct
single-bit flips and detect double-bit flips, it triggers a sys-
tem exception upon detecting a double-bit flip, which can
result in application crashes.

We further investigated the causes of DUEs on GPUs
when ECC is both disabled and enabled. In the first case,
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DUEs primarily arise from launch errors, illegal or mis-
aligned memory addresses, illegal instructions, and system
crashes caused by the GPU driver. Unprotected caches, reg-
ister files, and shared memories can directly lead to illegal
memory access or corruption of instruction opcodes, thereby
contributing to DUEs. In contrast, with ECC enabled, most
DUEs (73.37% on average) come from exceptions generated
by the ECC double error detection mechanism.

6 DISCUSSION

DieHardNet leverages the intrinsic learning potential of
DNNs and significantly reduces the Critical SDC rate while
maintaining the prediction accuracy and inference time un-
altered with respect to the related Baseline without protec-
tion strategies. What we have proposed is an algorithmic-
based methodology that can be easily implemented on
complex DNN architectures without requiring hardware
modifications. Our experimental evaluation demonstrated
that DieHardNet can significantly reduce the impact of
faults in the model output (up to 2 orders of magnitude)
without affecting or potentially reducing the DUE rate.

Table 2 compares DieHardNet with state-of-the-art relia-
bility improvement techniques for DNNS.

DieHardNet provides a significant improvement over
previous solutions that rely on hardware modification, such
as FAT [43], ABAEC [41], and DARA [19]. These approaches
share with DieHardNet the benefit of not adding over-
head to the execution time, but they need customized
hardware which introduces implementation complexity and
extra costs. For example, the DARA approach requires MLC
STT-RAM to be used in the accelerator [19], making it
unfeasible to be implemented on commercial accelerators
like GPUs. Similarly, FAT utilizes hardware Triple Modular
Redundancy (TMR) and fault-aware training. This results in
certain circuit parts having a 3x additional non-negligible
area overhead.

We remark that the Fault Aware Training that gives the
name to the FAT methods [23], [43] differs from that used
by DieHardNet. Those approaches were designed for naive
networks (some quantized to 8-bit integers) and do not
apply to complex floating-point DNNs. They have not been
validated with beam experiments and do not consider the
occurrence of NaN or infinity values.

Algorithm-Based Fault Tolerance (ABFT) [33], and
Algorithm-Based Error Detection (ABED) [14] applied at
the software level can achieve detection rates as high as
98.96%. However, they still have a significant execution time
overhead (57.00% for the ABFT and 23.00% for ABED).

Other software fault tolerance methods such as Smart-
Pooling [33] and Ranger Restrict [7] apply value restric-
tion at the software level (i.e., the float point values are
restricted to an acceptable range of values). The achieved
protection is limited since the Critical SDC rate can be
high (SmartPooling covers only 85.90% of the Critical SDCs)
when evaluated on neutron beam experiments. It is worth
noting that Range Restrict has only been validated using
fault simulation limited to single-bit flip, which is why the
Critical SDC rate is so low.

The strategies at the basis of DieHardNet can be easily
applied to various deep architectures (e.g. Transformers
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TABLE 2: Comparison of DieHardNet with the state-of-the-
art DNN hardening techniques. DieHardNet is the only
technique not requiring hardware modifications, applies to
complex GPUs, and is validated through beam experiments.
DieHardNet reliability is comparable to or better than ex-
isting strategies, considering that some (Ranger) were vali-
dated using a naive fault model (single-bit flip).

Overhead Beam  Critical SDC
Time  Hardware  Val Coverage

FAT [43] 0.00% P;‘Efﬁgl No 98.49%
SmartPooling [33]  0.10% None Yes 85.90%
Ranger [7] 0.50% None No 98.96%
ABFT [33] 57.00% None Yes 60.00%
ABAEC [41] 0.20% 59.00% No 99.00%
ABED [14] 23.00% None Yes 87.50%
DARA [19] 0.00%  STT-RAM No 98.20%
DieHardNet 0.00% None Yes 93.22%

[11]) and when solving different tasks (e.g. object segmen-
tation). However, they require a network to be trained from
scratch and the learning process may take a long time. One
way to avoid it consists of defining new hardening method-
ologies that can be applied to state-of-the-art pre-trained
models so that a short fine-tuning phase would be enough to
obtain reliable predictions for any new application. We will
investigate this transfer learning direction in future work.

Moreover, we plan to perform beam experiments on
various DNN accelerators so to formalize a fault model that
can be used for various devices. This will further encourage
hardware generalization in fault-aware training.

7 CONCLUSIONS

In this paper, we have leveraged knowledge about the inter-
nal functioning of DNNs as well as about radiation-induced
error generation and propagation to design a deep classifica-
tion model with improved reliability against transient faults.
We proposed four hardening strategies, including the use of
a clipped activation, fault-aware training, layers reordering,
and NaN values filtering.

Through application and instruction-level fault injec-
tions and beam experiments, we have shown that our hard-
ening strategies can significantly reduce the occurrence of
mispredictions by up to two orders of magnitude, without
imposing any overhead on the inference time. Our findings
pave the way to new deep learning architecture reliable by
design.
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