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Abstract—Modern vehicles are increasingly vulnerable to at-
tacks that exploit network infrastructures, particularly the Con-
troller Area Network (CAN) networks. To effectively counter
such threats using contemporary tools like Intrusion Detection
Systems (IDSs) based on data analysis and classification, large
datasets of CAN messages become imperative.

This paper delves into the feasibility of generating synthetic
datasets by harnessing the modeling capabilities of simulation
frameworks such as Simulink coupled with a robust repre-
sentation of attack models to present CARACAS, a vehicular
model, including component control via CAN messages and
attack injection capabilities. CARACAS showcases the efficacy
of this methodology, including a Battery Electric Vehicle (BEV)
model, and focuses on attacks targeting torque control in two
distinct scenarios.

Index Terms—Automotive Security, Battery Electric Vehicles,
CAN attacks, Cybersecurity, Vehicular Systems

I. INTRODUCTION

The automotive industry is undergoing a substantial shift
in its primary drivers of innovation, moving from combustion
engines to Battery Electric Vehicles (BEVs). This transition
into a relatively unexplored domain of vehicular systems
introduces unprecedented risks that car manufacturers have
not previously encountered [1]. Among them, cyberattacks are
becoming more frequent, posing significant threats to both the
systems’ security and the drivers’ safety [2].

The Controller Area Network (CAN) [3], which serves
as the communication backbone among various components
within traditional combustion engine vehicles, continues to be
the primary communication technology in future cars. It is
essential for enabling communication among multiple Electric
Control Units (ECUs), sensors, and intelligent actuators. This
facilitates more straightforward vehicle wiring and sensor
integration. However, the CAN network’s external accessibility
provides attackers with multiple exploitation opportunities [4]—
[6]]. Furthermore, emerging functions such as Adaptive Cruise
Control (ACC) and Cooperative ACC (CACC) systems, which
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are enabled by Vehicle-to-Vehicle (V2V) communication, have
significantly enhanced vehicle efficiency and safety. Con-
versely, these systems expand the vehicle’s attack surface and
introduce new security vulnerabilities. Once an adversary gains
access to a vehicle’s CAN, they can manipulate the system
by injecting malicious packets. For instance, they could shut
off the engine [7] or turn off the immobilizer through a
replay attack—a method currently popular for stealing luxury
Sport Utility Vehicles (SUVs) [8]. These vulnerabilities require
urgent attention and mitigation [9].

Intrusion Detection Systems (IDSs) are countermeasures of
great interest due to their simplicity and efficiency in detecting
attacks, even on resource-constrained environments [[10]—[[12].
They monitor network or host activities, raise alarms when
unexpected events occur, and help prevent unauthorized access
to the system. These techniques are being used extensively in
Automotive, and multiple studies on the application of IDS on
CAN attacks have emerged, showing interesting results [13]—
[15]. Research in CAN IDS has expanded quickly but needs
help with reproducing, replicating, and comparing methodolo-
gies due to the need for costly infrastructure and extensive
expertise [[16]. Consequently, due to their unavailability, many
proposed detection techniques still need to be tested on suit-
able data [17]].

The paper presents two main contributions. Firstly, it in-
troduces a novel modular approach integrating a vehicular dy-
namics simulation model in a Simulink environment alongside
a CAN bus model and a CAN injection model. It leverages
the Simscape [18|] framework, a platform for building and
simulating physical systems within Simulink [19] to simulate
CAN bus attacks. This integration streamlines the analysis
and validation of simulated CAN attacks on the modeled
vehicle, facilitating the generation of synthetic CAN traffic
and simulated attack data, allowing researchers to directly
observe the effects of cyber threats on the vehicle’s operational
integrity and safety. Secondly, the paper demonstrates the
capability of generating regular CAN messages alongside
malicious CAN ones in a Simulink model for a BEVs vehicle
based on the Tesla Model 3. These models undergo testing
across two driving scenarios to assess their performance when
exposed to CAN bus attacks, i.e., Extra Urban Driving Cycle
and Cruise Mode. The final generated dataset contains regular
CAN traffic and malicious torque CAN messages.



The remaining paper includes Section[[l, which analyzes the
state of the art in modeling and dataset generation of CAN
attacks. In contrast, Section describes the modeling ap-
proach. Eventually, Section |[V| presents the simulated attacks
results, and Section sets the conclusion and future work
perspectives.

II. RELATED WORKS

The rapid expansion of research in CAN IDSs often en-
counters impediments due to challenges in replicating and
comparing methodologies, primarily caused by difficulties
obtaining valuable data [20]. As a result, many detection
techniques proposed still need to be validated due to the
constrained availability of appropriate datasets [17]. Over time,
numerous datasets have emerged to alleviate data scarcity
concerns. These datasets encompass real-world scenarios in-
volving vehicles subjected to network attacks. For instance,
Hacking and Countermeasure Research Lab (HCRL) has re-
leased three datasets, each varying in data types, vehicles, and
attack scenarios [[10], [[15]], [16]. Additionally, the Laboratory
of Cryptography and System Security (CrySyS Lab) team at
Budapest University of Technology and Economics has pub-
lished the CrySyS dataset comprising CAN traffic logs [21],
while Eindhoven University of Technology has contributed
datasets that combine real CAN data with simulated attack
injections [22].

However, these real-world datasets show significant chal-
lenges during the data collection procedure, which is time-
consuming and expensive, thus limiting the number of vehi-
cles and the range of attacks used. A potential remedy for
these limitations is the creation of simulated environments to
generate artificial CAN signals and simulate attacks within.
For instance, Hanselmann et al. from Bosch GmbH, in [23]],
developed a synthetic CAN dataset to train and test their
Long Short-Term Memory (LSTM)-based anomaly detector,
“CANet”. Despite its utility, the main drawback with this
and other synthetic datasets (like the synthetic data from TU
Eindhoven [22])) is the lack of verification of their effects on
actual vehicles [17], posing doubts about the consequences of
these attacks on vehicle systems.

The framework presented in this paper is designed to
generate CAN vehicle traffic under normal operating condi-
tions by emulating a closed-loop model that adjusts based
on critical system parameters. This framework facilitates the
easy integration of various car models, enhancing its applica-
bility across different automotive technologies. Furthermore,
our CAN Injector module is designed to emulate a broad
spectrum of external hacking tools used by attackers [24].
This enhancement significantly increases the adaptability and
robustness of our testing process, thereby making it more
effective in identifying vulnerabilities.

Ultimately, the capabilities of the injector are crucial,
particularly in determining the severity of attacks and their
correlation with the system’s anticipated behavior on various
road conditions.

III. PROPOSED APPROACH

The proposed system is composed of three interconnected
modules designed using Simulink [[19]]: (i) a BEV Dynamic
model, (ii) a CAN bus model, and (iii) a CAN Attack Injection
simulator.

A. BEV Dynamic model

The BEVs behaviors on driving scenarios are supported by
a Simscape [[18|] model built within the Simulink environment.
The BEV model, shown in Figure [I} integrates the essential
components of a vehicle system, such as the motor, chassis,
battery, and control algorithms. These interconnected compo-
nents were designed to emulate not only the core dynamics
of an electric vehicle but also CAN message transmissions to
allow the assessment of these CAN attacks’ impacts.

The chassis serves as the vehicle’s structural backbone,
incorporating vital features like physical attributes and weight
distribution, which are crucial for accurately simulating vehi-
cle dynamics. A simplified representation of the battery was
employed to power the motor and showcase the dynamics
of the battery charge, sidestepping the complexities typical
in real-world battery management systems. The motor was
modeled with a focus on its performance characteristics and
how it interacts with the rest of the vehicle’s powertrain. A
vital parameter of the motor (used as the target of the simulated
attacks in this work) is torque, which represents the amount
of rotational force the motor develops. It is responsible for the
acceleration and breaking of a vehicle.

This combination of components within the simulation
framework supports validating vehicle behaviors under various
operational conditions. It enhances the ability to adjust and
scale the model for future, more complex scenarios.

B. CAN bus model integration

The CANdb++ Editor is a software tool from Vector [25]]
essential in automotive and industrial applications for de-
signing, editing, and managing CAN communication protocol
databases. Its capacity to precisely define message frames
and signal layouts makes it invaluable for creating controlled
synthetic attack scenarios on the CAN network. Using the
CANdb++ Editor, users can rigorously set up and modify a
database, which is necessary for simulating specific network
behaviors, including malicious attacks. This tool enables craft-
ing unique messages and signal configurations that mimic po-
tential security threats, thus providing a realistic environment
for testing the robustness of BEV against CAN injections and
other related cyber-attacks.

By configuring the specific attributes of the CAN messages
and defining how these messages interact with various ECUs
in the network, engineers can simulate and monitor how these
synthetic attacks would affect the vehicle’s operation. This
includes observing changes in vehicle parameters such as
torque, speed, and state of charge under attack scenarios.

We set the CANdb++ Editor with the parameter needed for
our simulation and generated the CAN DataBase (DBC) file.
Several Simulink Blocks contribute to integrating the CAN



Driver and Torque Requested

.
TRQ_REQ

@

Torque

Simulink-PS
Converter

]

Vehicle chassis

= :f: =

istance crossed in Km

—p{ w_act

J

SOC(%)

SOC_100

g
Q Q E] Jsoc calculation

‘l 100

Fig. 1: Full BEV Simulink model.

CAN Pack Block1

CAN Transmit Block1

MathWorks Virtual 1 CAN Msg l4| CAN Msg

File: can_ecu.dbc
Message: Motor_Torque Motor_Torque_Signal

Driver's requested torque 1

h k<

T req

Channel 1 Standard ID: 0
CAN Receive Block
i f0) MathWorks Virtual 1
out.Treq1_CAN v ° Cr?a:niellzua
Trigger() Std. IDs: 0
Conn1 < <1« 1 1 CAN Msg Ext. IDs: none
output
TORQUE REQUEST
_" Triggered
D Subsystem?2

Fig. 2: Torque request schema through CAN.

into the model. The designed system and the interactions
among the blocks are graphically represented in Figure [2}
The CAN Configuration block allows selecting the device,
channel, and bus speed. Once the signals are configured, a
Simulink Zero-Order-Hold block converts continuous signals
to discrete ones suitable for CAN communication. Following
this, the CAN Pack block encapsulates these signals into CAN
messages, which are subsequently transmitted over the net-
work using the CAN Transmit block. The CAN Receive block
captures these messages and delivers them to the Simulink
vehicle model through the Trigger Block. In the latter, a CAN
Unpack block converts the CAN data into signals for the
Simulink model.

C. CAN Attack Injection simulator

To conduct the simulation of a CAN injection attack, we
utilized the Simulink signal builder block (Figure [3). The
signal builder enabled us to construct various attack signals
to replicate malicious scenarios and observe their impact on
the vehicle’s functionalities. Eventually, the signal builder

provides a fast way to craft the related CAN messages that
perform the attack.

Figure [3] shows how the attack, thanks to a summing block,
can be easily programmed separately, leaving the original
model unaltered. Such modularity also allows for the setting up
of different attack models within the same experimental setup.
Moreover, the trigger-based activation of the attack simplifies
the data collection of benign and malicious messages in the
same data generation campaign. As the manipulation is at the
signal level, it is easy for the user to manipulate the frequency
and amplitude of the signals to vary the attack’s modality
instead of crafting CAN messages directly.

The attack scenarios simulated in this work involve a torque
attack on the CAN bus during the Extra Urban Driving Cycle
and while in Cruise Mode. This attack injects malicious torque
signals into the network, altering the average motor torque and
consequently affecting the vehicle’s speed.
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IV. RESULTS

To assess the potentiality of the modeling approach, the
evaluation involved simulating a CAN attack on a Tesla Model
3 during an Extra Urban Driving Cycle (with varying velocity
and torque values) and Cruise Mode at constant velocity. In
both scenarios, the injection of a braking torque signal of
—15nm is strategically timed to occur between ¢t = 160s and
t = 240s (Figure [).

The aim is to simulate a physical attack, then check if the
model adheres to the realistic consequences, demonstrating the
correct modeling, and if the CAN messages follow, proving
that a valid dataset can be generated.

-10

-15/100 150 200 250 300

Fig. 4: Step signal injected to simulate a braking torque.
Simulation time in seconds [s] on the x-axis and torque in
Newton meters [Nm] on the y-axis.

A. Extra Urban Driving Cycle

Figure 5] highlights the comparative effects of the torque
with and without the attack. Before ¢ = 160s, both the
not attacked (shown in blue) and attacked (shown in red)
torque signals displayed identical values, as no attack was
implemented during this initial phase. However, at ¢ = 160s,
a discernible divergence occurs between the two signals. The
regular torque signal, i.e., the one which is not attacked,
remains stable at approximately 15Nm. In contrast, when
the attack started, the torque signal visibly dropped by an
equivalent magnitude of 15 N'm below the baseline, effectively
mirroring the parameters of the engineered attack signal. This
shift clearly illustrates the direct impact of the CAN intrusion,

manifesting as an altered torque output that deviates from the
expected performance.

Similar to the torque scenarios, both velocity signals fol-
lowed the same pattern until around ¢ = 160s, when the attack
was executed (Figure [6). Instead of maintaining a steady
velocity, the vehicle began to decelerate at this juncture, failing
to adhere to the prescribed velocity trajectory. This behavior
was a direct result of the imposed braking torque, which co-
occurred as the vehicle attempted to accelerate according to
the trajectory plan.

B. Cruise Mode

The second use case simulates an attack while the vehicle
was on cruise mode at 100 km/h, with the attack signal
initiated at ¢ = 160s and continued until ¢ = 240s. This can
be seen in the torque graph comparison (Figure [/|), where
till ¢ = 160s, no attack was active, and both the non-attacked
torque (represented in blue) and the attacked torque (repre-
sented in yellow) displayed identical values. At t = 160s, the
non-attacked torque remained stable at approximately 11 Nm;
however, upon application of the attack, the torque dropped
by 15Nm, the same magnitude as the signal created, shifting
the graph downwards.

The impact of this modification is further visible in the
velocity plot shown in Figure[§] Here, both signals showed the
same trend until around ¢ = 160s when the attack occurred.
The car that is maintaining a constant velocity of 100Km/h
at t = 160s suddenly starts to decelerate undesirably until
t = 240s and loses its trajectory of the cruise mode. As soon
as the attack was stopped, the vehicle began accelerating again,
trying to reach the target velocity.

V. CONCLUSION

This paper presents a systematic approach to simulate
and analyze cybersecurity attacks, mainly focusing on CAN
injection attacks targeting BEV. Our research addresses the
rising concerns regarding the security and safety of vehicular
systems in light of evolving cyber threats.

A novel simulation framework capable of generating syn-
thetic CAN traffic and simulating various attack scenarios
enables the emulation of CAN injection attacks on BEV, al-
lowing direct observation of their effects on vehicle operational
integrity and safety.
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Future endeavors should focus on refining simulation mod-

els,

exploring additional attack scenarios, and assessing the

effectiveness of diverse cybersecurity measures in mitigating
CAN attacks. To encourage research in this field, we release

the

code related to our experiments as open-source: https:

//github.com/smilies-polito/ CARACAS
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