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Vision Transformer Reliability Evaluation
on the Coral Edge TPU

Bruno Loureiro Coelho™, Pablo Rafael Bodmann™, Niccolo Cavagnero™, Member, IEEE,
Christopher Frost™, and Paolo Rech™, Senior Member, IEEE

Abstract— Vision transformers (ViTs) outperform convolu-
tional neural networks (CNNs) in tasks such as image
classification, and, despite their high computational complexity,
they can still be mapped to low-power EdgeAl accelerators, such
as the Coral tensor processing unit (TPU). In this article, through
accelerated neutron beam experiments, we study the reliability
of six ViTs on the Coral TPU and four microbenchmarks.
According to our data, the internal size of attention heads (the
main computational block in ViTs) has negligible impact on the
failure-in-time (FIT) rate of the model compared to increasing
the number of heads in the model; furthermore, our results show
that employing convolutions in the patch embedding reduces
the FIT rate of the model. Additionally, we decompose ViTs
into four basic computational blocks that represent the main
operators of the model, showing that, although the transformer
layer [with multihead self-attention and multilayer perceptron
(MLP)] presents the highest FIT rate, it is actually the patch
embedding that is more likely to cause misclassifications. These
results can be leveraged to design hardening techniques that
improve the resilience of the critical blocks of a ViT, identified
in our evaluation while minimizing the additional overhead.

Index Terms— Failures-in-time (FIT), radiation, reliability,
soft-errors, tensor processing unit (TPU), transformers.

I. INTRODUCTION

ROCESSING visual information is a key task in appli-

cations such as self-driving cars, airplanes, space probes,
and unmanned aerial vehicles (UAVs), where reliable com-
puting is also crucial [1]. Until recently, convolutional neural
networks (CNNs) were the main approach to detect or classify
objects in an image or video. However, the accuracy of
CNN-based detection is bounded by an intrinsic limitation
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due to the very nature of the convolution operation: being
a local operator performed as a sliding window over the input
image, the network can only extract information from pixels
that are spatially close to each other. Attempts to increase the
receptive field of CNNs [2], [3] have shown improvements
in global reasoning capabilities at the expense of efficiency.
Nonetheless, these approaches either introduce a significant
information bottleneck [2] or enlarge the kernel size [3]
without truly achieving a global receptive field. Fortunately,
researchers have recently developed a new architecture capable
of correlating input information on a global scale: the trans-

former model.

Transformers are a type of deep learning (DL) model archi-
tecture originally introduced in natural language processing
(NLP), where they revolutionized the field. More recently,
the transformer architecture has been successfully applied to
image and video processing, being named vision transform-
ers (ViTs). ViTs leverage the concept of atfention, which
allows global processing of information from all over the
image, overcoming the spatially local receptive field of CNNs
and resulting in higher accuracy. Interestingly, transformers,
despite having a more complex architecture with respect to
CNNs, can also be deployed in embedded applications with
strict energy, weight, and space constraints. In this article,
we study the reliability of transformer models on low-power
and low-cost commercial-of-the-shelf (COTS) accelerators,
such as the Coral Edge tensor processing unit (TPU), a device
capable of processing neural networks (NNs) in an extremely
cost-effective and energy-efficient manner.

While the effect of radiation on CNNs executed on TPUs
has already been studied [4], [5], to the best of our knowledge,
this is the first paper investigating the impact of atmospheric
neutrons on the reliability of transformers running on TPUs.
To provide a complete and accurate reliability overview,
we consider six different ViT models: compact convolution
transformer (CCT) [6], two standard ViTs [7] (one with
eight attention heads and 8 x 8 patches, and another with
16 heads and 16 x 16 patches), and three EfficientFormers [8]
(with increasing internal sizes, named L1, L3, and L7). Our
data show that CCT has the lowest failure-in-time (FIT)
rate, suggesting a reliability benefit in adopting convolution.
Additionally, the FIT rate of the EfficientFormers does not
depend on the model size, whereas ViT-16 has a 5x higher
FIT rate compared to the smaller ViT-8.

Additionally, to better understand the main reasons for the
observed phenomena, we characterize the reliability of four
microbenchmarks: two single-attention heads (one from ViT-§,

© 2024 The Authors. This work is licensed under a Creative Commons Attribution 4.0 License.
For more information, see https://creativecommons.org/licenses/by/4.0/


https://orcid.org/0000-0002-2542-0912
https://orcid.org/0000-0002-0950-0023
https://orcid.org/0000-0002-6180-7786
https://orcid.org/0000-0003-3541-6527
https://orcid.org/0000-0002-0821-1879

1444

and the other from ViT-16), and the transformer encoders from
ViT-8 and ViT-16, respectively. As these microbenchmarks
represent the most characteristic atomic operations of ViTs,
they provide insights into how the architecture of each model
affects the FIT rate. Furthermore, we evaluated eight additional
micromodels that represent the main operations performed by
the ViT model: patch embedding, multihead self-attention,
transformer layer, and multilayer perceptron (MLP) classifi-
cation head.

Overall, we present experimental data on 18 configurations
of ViTs tested for more than 266 h of effective neutron
irradiation at the ChiplR facility. When scaled to the natural
neutron flux at New York City [9], this accounts for more
than 258 billion years of neutron exposure. Our results show
that the probability of radiation-induced errors affecting the
output of a model increases with the model size. Further-
more, the probability of these errors is significantly affected
by the complexity of the architecture, with more complex
architectures such as the ones used in the EfficientFormers [§]
being more susceptible to radiation effects. In addition to
characterizing the reliability of different ViTs on the Coral
EdgeTPU, we identify the most critical blocks of the trans-
former architecture. Specifically, our experimental data show
that radiation-induced errors on the patch embedding layer of
the transformer model are more likely to lead to misclassifica-
tions than errors on other layers of the model. Fortunately, our
analysis has also shown that employing convolution operations
on the patch embedding layer improves the resilience of the
ViT model. These results can be used to design effective selec-
tive hardening techniques that improve the overall reliability of
the model or to tune existing reliability solutions specifically
designed for machine learning (ML) models [10].

The remainder of this article is structured as follows.
Section II presents background information and related
work. Next, we describe the experimental methodology in
Section III. The results of our experiments are discussed in
Section IV, where we characterize the reliability of transformer
models and microbenchmarks. Finally, Section V concludes
this article with our final remarks.

II. BACKGROUND AND RELATED WORK

In this section, we present background information on
the effects of radiation on NNs and discuss related work.
Additionally, we provide details on the ViT architecture, and
on the Coral Edge TPU.

A. Effects of Radiation on Neural Networks

Radiation-induced transient faults have three possible out-
comes: 1) the fault propagates into an error that causes a
detected unrecoverable error (DUE): a program crash or hang,
thus requiring a restart of the application or the device; 2) the
fault propagates through the stack of system layers and leads to
silent data corruption (SDC), affecting the application output;
or 3) the application is unaffected (i.e., the fault is masked,
or the corrupted data is not used) [11]. The probability of
radiation causing SDCs or DUEs depends on a combination
of factors, including the hardware architecture (such as the
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memory/logic sensitivity [12], [13]) and the application [14].
As such, there is a need to study the reliability of a given
application implemented on the selected hardware to safely
deploy the system.

NNs are being applied to solve various tasks in several
fields, such as computer vision and robotics. An NN is based
on artificial neurons, which receive weighted inputs and apply
an activation function to produce an output. While each neuron
is relatively simple, a large number of neurons in parallel,
called a layer, can process complex information. DL stacks
several of these layers in sequence to build powerful models
capable of achieving super-human performance in specific
tasks [11].

While NNs can achieve high accuracy in image classifica-
tion tasks, radiation-induced faults can negatively affect the
model by causing SDCs. However, considering the output of
an NN is probabilistic, the corrupted output can still allow for a
correct classification. This can happen, for instance, when the
corruption modifies classification probabilities without chang-
ing the class with the highest probability. Therefore, SDCs that
do not affect the final classification are considered folerable
SDCs. In contrast, some SDCs do change the classification,
thus being considered critical SDCs.

B. Vision Transformers

Transformers are the current state-of-the-art in ML models,
being able to outperform previous architectures in multiple
tasks across several fields, such as computer vision and
robotics. ViTs [7] were shown to outperform CNNs, the
previously most commonly adopted architecture for image
processing. The improvement in accuracy achieved by ViTs
is, in large part, due to its ability to process the entire image
at once. In contrast, CNNs are intrinsically limited due to
convolution being a local operation, thus binding the maximum
achievable accuracy [7].

Fig. 1 illustrates a simplified architecture of the standard
ViT [7], which adapts an architecture initially developed
for NLP tasks to be able to process images. The basic
ViT architecture splits the input picture into nonoverlapping
patches, which are then encoded with information about their
spatial position in the image. After this initial encoding, the
data is processed by a series of transformer layers, respon-
sible for the extraction of information from the input. Each
transformer layer processes the input through a combination
of self-attention heads and an MLP. Each attention head
leverages the concept of self-attention to capture both global
and local dependencies in the input data. More specifically, the
self-attention mechanism weighs the importance of different
patches in an image with respect to every other patch. This
allows the model to identify and focus on the more complex
and relevant relationships in the image. Therefore, the attention
head is one of the core components of the ViT architecture,
being responsible for identifying the main informative features
of the input, thus affecting the final classification. After com-
puting the attention scores, the transformer block leverages
an MLP to increase the nonlinear fitting capability of the
model. This process is repeated for each of the transformer
layers in the model, with the output of one layer being used
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Fig. 1.

as the input of the next layer. Finally, the output of the last
transformer layer is forwarded to a classifier MLP responsible
for outputting a prediction (class of an object). For a more
in-depth understanding of the ViT architecture, we refer the
reader to the original ViT paper [7].

Given the complex and heterogeneous architecture of ViTs,
the effects of radiation may vary depending on the details
of the architecture and model configuration. Therefore, con-
sidering the high accuracy and popularity of these models,
we evaluate the reliability of six different ViT models, and
four microbenchmarks that represent the core of the ViT
architecture: single attention heads with two different internal
sizes, and transformer encoders with two different config-
urations. Furthermore, to advance the understanding of the
causes of critical SDCs, we evaluate micromodels, that is,
partial models where we can observe intermediate outputs
rather than only the final classification. The details of each
model, microbenchmark, and micromodel are more thoroughly
described in Section III-B.

As ViTs process the entire input at once, utilizing ViTs
in real-time applications requires considerable computational
power. Fortunately, ViTs can be mapped to low-power Edge Al
accelerators that allow applications to achieve accurate image
classification in a highly efficient manner. By using these
devices, it is possible to perform visual tasks in embedded
applications that have power constraints and high accuracy
requirements, including safety-critical scenarios such as self-
driving cars, airplanes, space probes, and nano-sats.

C. Coral Edge TPU

The Coral Edge TPU is a co-processor specialized in
accelerating NNs, making it a promising candidate to be
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deployed in embedded applications, where power efficiency
and performance are a requirement. While information and
documentation about the technology of the TPU are sparse,
we can say that this device is likely manufactured in
12- or 16-nm finFET technology, based on data published
by Google [15], [16]. A Coral TPU is capable of com-
puting 4 Tera operations per second, with a maximum
consumption of 2 W, making it a highly efficient accelerator.
To this end, the TPU operates over unsigned 8-bit integers,
thus reducing the latency of data transfer between host and
TPU, and additionally improving efficiency. As sensor data is
usually in a floating point, the input data first goes through
a dedicated quantization layer before being processed by the
TPU. Once the accelerator finishes its computations, the output
then goes through a de-quantization layer before being easily
accessible by the host device. As the TPU only operates on
unsigned 8-bit integers, the quantization layers are imple-
mented by the host device, which is fortunately a negligible
overhead due to the simplicity of the layers.

In our experiments, we adopt a Coral USB accelerator
Edge TPU attached to a host Raspberry Pi 4. This setup
has two main advantages, as the Raspberry Pi 4 represents
a realistic embedded application scenario, while also allowing
the neutron beam to target the TPU without irradiating the
host device. Thus, this setup enables us to easily evaluate the
reliability of the TPU without introducing errors in the host
device, as the latter is not irradiated.

Fig. 2 shows an overview of the architecture of the Coral
Edge TPU, which is composed of a systolic array fed by a
large set of input buffers that do not have any kind of error
protection. The systolic array applies the model’s weights
on the input of each layer before forwarding them to the
activation unit. This unit accumulates the partial sums (of
inputs multiplied by weights) and then applies the activation
function, generating the output of the layer. The output of
each layer is then used as the input of the next layer, which
repeats the process with the respective weights and activation
functions of each layer. After the final layer, the output is sent
back to the host device, which applies the de-quantization layer
and returns the floating-point output to the application.

To accelerate an NN with a TPU, the model must be first
converted into an appropriate format. The framework for the
Coral Edge TPU leverages TensorFlow and TensorFlowLite,
a collection of libraries available in C++ and Python. The
workflow necessary to map an NN into the TPU starts with a
regular TensorFlow model, in 32-bit floating-point precision.
Once the model is defined and trained, TensorFlowLite enables
the conversion of the model to a quantized version that adopts
an unsigned 8-bit integer. Finally, this quantized model is then
converted into a TPU-compatible model by the Coral TPU
compiler, which is provided by Google. Through quantization,
ViTs severely reduce the computational cost of a TPU while
maintaining an accuracy comparable with the original ViT.
Once a model is successfully converted and compiled to run
on the Coral TPU, utilizing the model is a straightforward
process. First, the host application (e.g., Python script) instanti-
ates a Coral interpreter, which then loads the already-compiled
model. Next, the application utilizes the Coral interpreter API
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to load the input data into the TPU input buffers, which is
achieved in a few lines of code. Finally, the host application
requests the Coral interpreter to run inference on the TPU,
an API call that returns when the outputs are already available
via the interpreter API. At this point, the application can easily
access the de-quantized output in floating point, thus making
it readily usable.

D. Related Work

The reliability of the Coral Edge TPU has been studied with
neutron [18], [19], [20], [21], heavy-ion [4], [15], proton [4],
[22], and Co-60 [22] experiments with several applications,
such as CNNs. Due to the TPU largely being a functional
unit, as shown in existing research, radiation-induced errors
often manifest as single-event upsets, thus leading to SDCs.
Although less frequent, radiation can also cause recoverable
or unrecoverable single-event functional interrupts, which,
respectively, can or cannot run more applications without
requiring a device reboot [15]. While these studies have shown
promising results for the deployment of NNs on Edge TPUs,
to the best of our knowledge, none of them have evaluated
the reliability of ViT models. Due to the popularity of ViTs,
some research has been carried out on their reliability [23],
[24], [25], [26], but targeting other accelerators, such as
GPUs. Hence, this work is the first paper to investigate the
impact of atmospheric neutrons on the reliability of ViTs
running on TPUs. As ViTs have significantly higher accuracy
than CNNs [27], deploying ViTs on a Coral Edge TPU,
an extremely power-efficient accelerator, presents opportuni-
ties for several applications, such as self-driving cars and space
probes.

III. METHODOLOGY

In this section, we describe the experimental setup and the
codes used for our evaluation.

A. Neutron Beam Experiments

The radiation experiments were performed at the ChipIR
facility at the Rutherford Appleton Laboratory (RAL) in
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Fig. 3. Setup at ChipIR. The raspberry is out of the picture.

Didcot, U.K. ChipIR delivers a neutron beam suitable to mimic
the atmospheric neutron effects in electronic devices [28],
allowing the measurement of the FIT rate of the device
executing a code. Fig. 3 shows part of our setup at ChipIR,
where we irradiated four TPUs using a 3 x 3 cm beam
spot, which is sufficient to irradiate the chip uniformly. The
available neutron flux was about 3.5 x 10° n/(cm?/s), allowing
us to acquire data equivalent to 1844 years of natural exposure
in only 60 s.

B. Tested Codes and Experimental Setup

To provide an in-depth evaluation of ViTs, we selected
six transformer models: ViT-8 and ViT-16, which are TPU
versions of the standard ViT [7] with different configurations;
CCT, a transformer that applies convolutions during patch
embedding; and three EfficientFormers with increasing com-
plexity, named L1, L3, and L7. The input images were taken
from the CIFAR-100 dataset and enlarged to 64 x 64 pixels
during both training (preparing) and inference (evaluation) of
the models. A list of each of the transformer models and their
main characteristics follows.

1) VIiT-8, the classical ViT model as described in [7], with
eight heads with 128 channels and 8 x 8 patches.

2) ViT-16, a ViT with 16 heads with 256 channels and
16 x 16 patches.

3) CCT [6], a modification of the original ViT-8 (eight
heads) that adopts convolutions to create and tokenize
the image patches.

4) EfficientFormer [8], architectures that include a more
advanced and efficient transformer block. We choose
three models from this family with increasing internal
sizes (L1, L3, and L7). All of them have eight attention
heads. L3 is 2.54x larger than L1, whereas L7 is of
slightly increased size (2.59x larger than L1).

ViT-8 and ViT-16 are chosen to understand the impact of
the number of heads in the ViT sensitivity. CCT is tested
to measure the effect of convolution in the error rate of
a transformer, and the three EfficientFormers are chosen to
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compare a more efficient transformer block with increasing
complexity.

Due to limitations on the TPU, the attention heads were
implemented from scratch rather than using the ones available
in TensorFlow. This was done because the Gaussian error
linear unit (GELU) [29] activation function used by the MLPs
is not supported by the TPU compiler. Thus, to overcome this
limitation, we use the Tanh approximation [29], which can be
mapped to the TPU without impacting the model accuracy.

Besides the transformer models, we also evaluated
microbenchmarks, which are characteristic atomic operations
executed in the ViT models. The microbenchmarks comprise
two different single-attention heads with the same sizes as the
ones in ViT-8 (Attention 1) and ViT-16 (Attention 2), and two
transformer encoders, which also follow the sizes of the ones
in ViT-8 and ViT-16 (listed as Transformer Encoders 1 and 2,
respectively).

Additionally, to analyze how radiation affects different parts
of the ViT model, we selected four micromodels, as shown in
Fig. 4. The idea is to propose an ablation study, incrementally
adding parts of the ViT model to understand the contribution
of each part to the overall framework error rate. These micro-
models were selected to evaluate several aspects of the ViT
model: first, (a) patch embedding is responsible for creating
an efficient representation of the image (which has a high
dimensionality) while retaining the necessary information for
the subsequent blocks of the model. Next, we wanted to iso-
late the (b) MLP classifier, the block responsible for outputting
the classification scores. After evaluating the very first and
last blocks, we selected the (c) multihead self-attention block,
which computes the attention scores that indicate which parts
of the image contain different kinds of relevant information.
This information is then passed through an MLP to increase
the nonlinear fitting capability of the model, which completes
a single (d) transformer layer. In other words, the (d) trans-
former layer includes the (c) multihead self-attention block
and an additional MLP (along with residual and normalization
layers, as previously described and shown in Fig. 1).
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The micromodels selected allow us to obtain and analyze
the intermediate outputs of the model, which would be an
otherwise impossible or highly inefficient process due to the
way the Edge TPU functions. Particularly, the Edge TPU does
not allow us to obtain intermediate results of an NN without
executing part of the model on the host device. Therefore,
obtaining intermediate results without micromodels requires
synchronizing the TPU and host after every single layer to
exchange the outputs and inputs of each layer (which also
requires quantization of values). Instead, our approach allows
us to obtain the output from each micromodel, which can then
be used for further analysis.

The experiment consists of each TPU running one of
the models, microbenchmarks, or micromodels listed above.
Additionally, each host device (Raspberry Pi 4) only has one
TPU connected via USB. Therefore, each host only runs one
benchmark at a time. Fig. 5 shows an iteration of the exper-
iment, which starts with the TPU being initialized with the
model parameters, the test images, and the expected (golden)
output for each image. After the initialization, the main loop
starts: the image is fed as input to the TPU, which will then
apply the model over that input. When the TPU completes its
computations, it returns the output to the host device, which in
turn compares the obtained result with the respective fault-free
golden (expected) output. If there is any discrepancy between
the computed output and the golden output, the erroneous data
is logged for posterior analysis. After all the images of the
batch have been tested, the main loop starts again from the
first image. Considering that only the layers of the NN are
executed on the TPU, whereas the comparison is executed
on the Raspberry Pi (not irradiated), one can assume that all
observed errors come from the TPU.

IV. EXPERIMENTAL RESULTS

In this section, we present the results of neutron experi-
ments with several transformer models and microbenchmarks.
Section IV-A shows how radiation-induced errors affect trans-
formers on the Edge TPU, while Section IV-B analyzes how
errors in different layers affect the correct application output.

A. Radiation-Induced Errors on Edge TPU Transformers

To better understand how radiation affects ViTs run-
ning on Edge TPUs, we evaluated both entire transformer
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models and microbenchmarks that compose the core compu-
tations of transformers. While evaluating entire models allows
us to characterize the reliability of different configurations
and architectures, evaluating microbenchmarks provides more
detailed information about which parts of a model are more
susceptible to radiation-induced faults.

Fig. 6 shows the SDC (blue) and DUE (red) FIT rates
measured for each of the four microbenchmarks previ-
ously described in Section III-B. The data are plotted with
95% confidence intervals considering a Poisson distribu-
tion (we collected at least 100 events per microbenchmark).
As expected, the FIT rate for DUEs is significantly lower
than the FIT rate for SDCs, which is a characteristic of the
Edge TPU: the separation between the accelerator (TPU) and
the host (Raspberry Pi 4) makes DUEs less likely than in
embedded systems. Additionally, the drivers of the Coral Edge
TPU run entirely on the host device (Raspberry Pi 4), further
increasing the robustness of the accelerator to DUEs. As the
DUE FIT rate is both low and consistent in every model
evaluated, the rest of our analysis will focus on radiation-
induced SDCs.

As previously described, Attention 1 and Attention 2
are single self-attention heads, where each self-attention
head identifies relationships between image patches on both
local and global scales. The difference between the two
self-attention heads is the internal size used: Attention
1 matches the size of the heads used in ViT-8 (internal size of
128), and Attention 2 matches the size of ViT-16 (internal size
of 256). Similarly, Transformer Encoder I and Transformer
Encoder 2 differ by the number of heads and internal size
used: the first matches those of ViT-8 (eight heads of size 128),
whereas the second matches those of ViT-16 (16 heads of size
256). The transformer encoder is the main block of the model,
combining the information from each self-attention head and
MLP.

Based on the results shown in Fig. 6, despite the different
sizes, the FIT rates of Attention 1 and Attention 2 are
similar. However, this is not true for the transformer encoders:
Transformer Encoder 2 has a 2.51x higher FIT rate than
Transformer Encoder 1. As the comparison between attention
heads showed that the internal size has a negligible effect on
the FIT rate, we can deduce that the difference between the
transformer encoders is due to the increased number of heads
(eight heads in Transformer Encoder 1 and 16 in Transformer
Encoder 2). Therefore, transformers with a smaller number of
heads are likely to be more reliable due to the lower probability
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Fig. 7. FIT rate for the tested models. CCT uses convolution, ViT 8 and

16 are the classical transformers, and L1, L3, and L7 are EfficientFormers
with increasing complexity.

of radiation-induced errors. However, it is important to note
that reducing the number and size of heads may decrease the
accuracy of the model: while ViT-16 (16 heads of size 256) has
an accuracy of 97%, ViT-8 (eight heads of size 128) achieves
only 93% accuracy.

In addition to the microbenchmarks, we also evaluated the
reliability of six ViT models to investigate how radiation
affects each architecture. Fig. 7 shows the FIT rates measured
for the models previously explained in Section III-B: CCT
uses convolutions in conjunction with self-attention heads;
ViT-8 and ViT-16 are the baseline ViT model with different
internal configurations (ViT-16 is larger); and EfficientFormer
LI, L3, L7 each use eight heads of increasing complexity (i.e.,
EfficientFormer L7 has more complex heads than L3 and L1).

While both CCT and ViT-8 have eight attention heads, ViT-8
has a 1.71x higher SDC FIT rate. Since the internal size of
each head has little impact on the FIT rate (as previously
shown in Fig. 6), this difference can be attributed to the
way the input image is processed: CCT uses convolutions to
create and tokenize the patches of the input image, whereas
ViT-8 directly splits the image and creates tokens from image
patches. Since convolutions are applied in an overlapping
manner over neighboring pixels, each patch includes some
information from adjacent patches. This redundancy of infor-
mation could explain why convolutions improve the resilience
of the model, as even if a patch is corrupted, part of its
information is encoded in neighboring patches. Convolutions,
then, not only help in improving the training efficiency but
also reduce the model SDC FIT rate.

In line with the evaluation of microbenchmarks, the results
for the full models, shown in Fig. 7, confirm that larger
models are more sensitive to neutrons: ViT-16 has an FIT rate
5.31x higher than ViT-8. This difference is mainly due to the
higher number of heads in ViT-16, as seen in the comparison
between the Transformer Encoder 1 and Transformer Encoder
2 microbenchmarks. Additionally, the SDC FIT rates of the
three EfficientFormers are very similar to each other, which
can be attributed to the models having the same number of
heads. While they have different internal sizes, the results
for the EfficientFormer models agree with the evaluation of
microbenchmarks, which show that the size of the attention
head has negligible impact on the SDC FIT rate.

Surprisingly, the three EfficientFormers have a very similar
SDC FIT rate to ViT-16 despite the latter having double the
number of heads. This result can be explained by architec-
tural differences between ViTs and EfficientFormers, as the



LOUREIRO COELHO et al.: VISION TRANSFORMER RELIABILITY EVALUATION ON THE CORAL EDGE TPU

latter uses several inverted residual blocks (similar to the
ones inside the MobileNet [30] CNN), including a modified
block with the attention heads. Additionally, EfficientFormers
run patch embedding multiple times—once at the start of
each “MetaBlock” (the main blocks of the EfficientFormer
architecture). In future work, we plan to evaluate the reliability
of the different blocks of EfficientFormers (microbenchmarks).

In addition to the SDC FIT rate (blue) shown in Fig. 7,
we also measured the critical SDC FIT rate (yellow). A critical
SDC is defined as a wrong classification, that is, the class
detected is not the expected one. In contrast, a tolerable SDC
is a change in classification probabilities without changing
the predicted class, meaning that any number of prediction
probabilities differed from what was expected, yet the final
classification was not changed. Our evaluation shows that the
critical SDC FIT rate (yellow) is quite low, meaning that neu-
trons have a low chance of modifying the final classification.
Further analysis of critical SDCs (not shown in Fig. 7) revealed
that the expected class is still among the classes with the
five highest probabilities, meaning that transformer models are
capable of extracting some correct information even through
radiation-induced errors.

We further analyzed tolerable (noncritical) SDCs by mea-
suring how much the probability of the detected class has
changed. The results showed that, in tolerable SDCs, ViTs
present considerable differences in the probability of the
expected class: 4.08% in ViT-8 and 4% in ViT-16. In contrast,
the effect on CCT and the EfficientFormers is lower: 1.4% in
CCT, 1.8% in EfficientFormer L1, 1.5% in L3, and 2.39%
in L7. These results indicate that CCT is the most robust
network among the ones tested, as it presented the lowest FIT
rate, lowest critical SDC FIT rate, and little change in the
probability of the expected class on the noncritical SDCs.

B. Identifying the Causes of Misclassifications

On top of characterizing the reliability of microbenchmarks
and models (in the discussion above), we aimed to iden-
tify the causes of misclassifications (critical SDCs). To this
end, we carefully selected and evaluated select parts (or
micromodels) of the ViT model, as previously detailed in
Section III-B: the patch embedding, the first multihead self-
attention (including residual and normalization layers), the first
transformer layer, and the final MLP classifier. By evaluating
these blocks, we can identify the parts of the model that are
more vulnerable to radiation, both in terms of the probability
of an error happening (SDC FIT rate), and how an error
propagates to the final output (how likely it is to cause a critical
SDC). Our experiments included each of the four blocks for
the ViT-8 and ViT-16 configurations, except for the patch size:
every micromodel used a patch size of 8 x 8. By using a
constant patch size, we were able to further analyze the impact
of the size of the internal dimensions of the transformers.

First, we analyzed the average error magnitude for tolerable
and critical SDCs to determine if there is a significant differ-
ence depending on the criticality of the SDC. Fig. 8 shows
the average error magnitude for the ViT-8 and ViT-16 (full)
models, with a higher value meaning that the incorrect output
is further from the correct (expected) value. The data show
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Fig. 10. We utilize the corrupted outputs observed and collected during beam
experiments to inject (real) errors in the full ViT models.

that critical SDCs have higher error magnitude than tolerable
SDCs for both ViT-8 and ViT-16. This result can be intuitively
explained, as larger differences in the class probabilities will
likely lead to misclassification. In addition to the transformer
models, we also analyzed the output of the micromodels,
shown in Fig. 9. Surprisingly, the error magnitude for the
output of micromodels does not vary significantly whether
it is a tolerable or critical SDC. This could mean that the
initial value value of the error does not have a large impact on
whether it will cause a misclassification or not, but rather that
the misclassification happens due to how the error propagates.

Next, we aimed to identify how errors in different parts of
the transformer model propagate into the output. As previously
explained in Section III-B, we cannot extract the output of
every single layer during one execution on the Edge TPU.
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of the ViT-8 and ViT-16 transformer models.

Therefore, as illustrated in Fig. 10, we leverage corrupted
outputs of micromodels (gathered with real beam experiments)
and inject them into the full model to obtain what would be
the final corrupted output (i.e., the classification probabilities).
While Fig. 10 shows an example of the patch embedding
micromodel, the process is analogous for the other three
micromodels, with the corrupted outputs collected during the
experiment being injected into the appropriate part of the full
model. This process allows us to observe intermediate errors
while also being able to realistically simulate how the error
would have affected the final output.

Fig. 11 combines the SDC FIT rate of each evaluated
micromodel with the ratio of critical SDCs. Based on these
results, while the transformer layer is the most likely to suffer
radiation-induced faults, these SDCs rarely affect the final
classification, that is, they are tolerable SDCs (meaning they
are not critical). In contrast, errors in the patch embedding
often lead to misclassifications (critical SDCs): around 15%
of all SDCs in patch embedding lead to misclassification in
ViT-8 and 20% in ViT-16. These results show that errors
while processing the initial image are more critical than
errors affecting the computation in the internal parts of the
transformer encoder. Because the patch embedding reduces
the dimension of the initial image with a large number of
pixels (over 12000 values for a 64 x 64 image) to a small
number of patches (e.g., 192 patches for ViT-8), errors in
this procedure may significantly affect the representation of
patches. Additionally, errors in the first layer of the model
will cascade into every subsequent layer, which is further
aggravated by the nature of the patch embedding layer. Finally,
patch embedding is the only nonresidual layer, meaning that
radiation-induced errors are not smoothed out by re-using
previously (correctly) computed data.

C. Impact of Experimental Results

Based on the results shown above, we can identify the patch
embedding as the most critical operation in the ViT model,
meaning that a radiation-induced error in this block has a
high probability of resulting in a misclassification (critical
SDC). Additionally, while transformer layers have the highest
FIT rate of the evaluated blocks, most of these SDCs are
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tolerable, that is, they do not change the final classification.
This is an important result considering the transformer encoder
comprises the vast majority of the computations performed by
ViT, as this block includes several transformer layers (three
in the evaluated models). In contrast, the patch embedding
requires orders of magnitude fewer operations and is only
executed once in the ViT model. Thus, it may be possible to
improve the reliability of ViT by implementing selective hard-
ening techniques on this block. Due to it being a lightweight
operation, replicating this block would introduce negligible
overhead while protecting the most critical operation of the
model. Alternatively, as shown in the comparison of ViT
architectures, employing convolutions in the patch embedding
increases the reliability of the model.

V. CONCLUSION

In this work, we reported the results collected after irradi-
ating Coral Edge TPUs with neutrons for over 266 effective
hours. We considered six different transformer models, four
microbenchmarks, and eight parts of the ViT model (micro-
models), for a total of 18 configurations evaluated. Data
showed that the size of the head has a negligible influence
on the model FIT rate, while the number of heads impacts
the SDC FIT rate significantly. When comparing different
models, the results indicate that the underlying architecture
of the transformer has a large influence on the SDC FIT
rate. By evaluating both microbenchmarks and full models,
our experimental data provided valuable insights into the
sensitivity of each part of ViTs to radiation-induced faults.
Additionally, after observing real SDCs in different parts of the
ViT model, we injected the errors collected during the exper-
iment to determine what parts of the model are more likely to
cause misclassifications. Based on this analysis, we identified
the patch embedding as the most critical component of ViT.
Interestingly, our experimental results have also shown that
employing convolutions during patch embedding considerably
improves the reliability of the model.
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