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ABSTRACT ATHOS (Accelerated Technology for Hardware Optimization with RISC-V) is introduced
as a robust solution for enhancing cryptographic operations, explicitly designed for RISC-V architectures.
Addressing the challenges of implementing cryptographic algorithms, ATHOS leverages a combination
of both tightly and loosely coupled accelerators. A key innovation of ATHOS is its exploitation of the
CV32E40X core via the novel Core-V eXtension InterFace (CV-X-IF). This pioneering work is one of
the first to utilize this interface in real-world applications, offering a unique foundation for extensive
exploration of acceleration approaches. Utilizing the CV-X-IF simplifies the insertion of new instructions
into the Instruction Set Architecture (ISA) and streamlines the integration of tightly coupled accelerators
without requiring modifications to the toolchain. This work focuses on the implementation and integration
of various accelerators into the RISC-V microcontroller X-HEEP, adding new instructions and external
IPs for the Numeric Theoretic Transform (NTT), its Inverse (INTT), and Keccak transformation. Our
complete architecture is implemented on ASIC 65µm technology, resulting in a 1.47× area overhead
for the microcontroller. Additionally, it improves CRYSTALS-Kyber’s and CRYSTALS-Dilithium’s total
clock cycle respectively by up to 7.74× and to 4.12× compared to the baseline software implementation,
demonstrating the potential of this hybrid system and marking one of the first real applications of the CV-
X-IF interface.

INDEX TERMS RISC-V, CV-X-IF, accelerator, applied cryptography, post-quantum cryptography, lattice-
based codes, hardware design, ASIC.

I. INTRODUCTION
Advances in quantum computing notably threaten the secu-
rity of conventional public-key cryptosystems. In response,
Post-Quantum Cryptography (PQC) has been developed to
safeguard data confidentiality in communication channels.
To address this urgent need, the National Institute of
Standards and Technology (NIST) has taken the lead in stan-
dardizing PQC, announcing selected algorithms for standard-
ization and round 4 candidates in 2022 [1]. These algorithms
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can be implemented on classical computers and integrated
into contemporary communication infrastructures. Given the
memory-intensive nature and repetitive operations of PQC,
extensive efforts have been made to expedite its processes
through hardware and software enhancements. Recent data
indicate that within the past five years alone, the number of
publications on PQChas surged, comprising nearly half of the
entire body of work published in this domain over the preced-
ing 25 years [2]. Relying solely on software implementations
presents notable inefficiencies, due to intricate schemes,
frequent memory access, and iterative operations inherent to
PQC algorithms. Recognizing these limitations, researchers
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have increasingly focused on hardware-based solutions to
accelerate PQC implementations. Recent studies have pro-
posed various hardware accelerators explicitly designed for
this purpose. These accelerators can be broadly categorized
into two distinct implementation methods: i) loosely coupled
accelerators, and ii) tightly coupled accelerators. The first
method integrates a memory-mapped accelerator onto system
buses like OBI, AXI, and AHB. For instance, [3] uses
HW/SW co-design techniques to accelerate NTT transfor-
mation and hash generation. The same approach has been
used for signature algorithms in [4]. Reference [5] presents
a memory-mapped Keccak [6] accelerator for Kyber [7]. The
secondmethod involves embedding a tightly coupled acceler-
ator as a functional unit within the CPU’s microarchitecture.
Reference [8] integrates a set of powerful tightly coupled
accelerators to speed up lattice-based PQC; an optimized
and masked version is then proposed in [9]. Reference [10]
provides an Instruction Set Extension (ISE) that implements
finite field operations with subsequent reduction of the result.
Reference [11] exploits a PQC arithmetic unit, with fqmul and
reduce accelerations, including logic for butterfly operations
in CRYSTALS-algorithms. Reference [12] implements a
flexible NTT that can be used in several lattice-based
cryptography protocols. Reference [13] explores hardware
acceleration through ISEs in a low-end 32-bit RISC-V core
for four different parametrizations of Kyber symmetric primi-
tives. Reference [14] proposes a unifiedmemory arrangement
and dedicated ALUs for Kyber and Dilithium, capable of
accelerating several polynomial operations. Reference [15]
proposes ISE to improve the efficiency of polynomial
arithmetic and sampling. Reference [16] implements NTT
and integrates a k2-reduction instruction and auxiliary
instructions to facilitate NTT-coefficient storage. Refer-
ence [17] integrates Keccak and NTT for Dilithium [18].
Reference [19] implements a lattice-based cryptography
processor with customized Single-Instruction-Multiple-Data
(SIMD) instructions. Reference [20] presents a domain-
specific coprocessor based on a matrix extension of RISC-
V architecture for Module-Learning-With-Error (Module-
LWE). Reference [21] proposes RISC-V ISE for NIST PQC
standard algorithms and round 4 candidates. Reference [22]
propose a PQC coprocessor with RISC-V Instruction Set
Architecture for PQC-algorithms. Reference [23] present
a custom extension for polynomial arithmetic, supporting
Kyber and Dilithium. Reference [24] implement custom
instructions that can perform vectorized operations on
variable length and data width polynomials for lattice-
based algorithms. Reference [25] present a Dilithium-based
hardware accelerated secure boot architecture for RISC-V.

A. OUR WORK
Our work focuses on investigating new RISC-V interfaces to
expedite post-quantum cryptographic algorithms. We imple-
ment ATHOS, a combination of both loosely and tightly
coupled accelerators, which communicate with the primary
RISC-V CPU core via the Extendible Accelerator Interface

(XAIF) and the novel Core-V eXtension InterFace (CV-X-
IF) [26]. This new interface facilitates smooth integration,
since it does not require any core or toolchain modification,
and offers high flexibility, low implementation cost, and
low latency. This study offers four key contributions. First,
we show how the CV-X-IF interfaces enable seamless inte-
gration with the primary RISC-V CPU core in implementing
cryptographic primitives. Second, we present tightly coupled
accelerators that integrate into the core pipeline using the
CV-X-IF interface. We introduce over 20 new instructions
tailored to CRYSTALS-Kyber without requiring core or
toolchain modifications. Third, we propose loosely coupled
accelerators capable of performing: a) Keccak function,
and b) NTT and its Inverse (INTT). Four, we present the
ASIC implementation to evaluate ATHOS’s performance and
cost. Furthermore, while Kyber is the primary example, the
implementation is also tested with Dilithium.

B. ORGANIZATION
Section II analyzes hardware-software acceleration methods
for PQC algorithms, while subsection II-C focuses on the
integration strategy used. Section III examines ATHOS
architecture, focusing first on the hardware implementation
of the tightly accelerators’ block and secondly on ATHOS
IPs. Section IV discusses results and compares them with
previous approaches. Finally, Section V outlines future work
and summarizes findings.

II. BACKGROUND
A. HARDWARE ACCELERATION ON RISC-V
RISC-V represents a liberating force in processor archi-
tecture, offering an open and extensible Instruction Set
Architecture (ISA). An ISA serves as a bridge between
hardware and software, defining fundamental operations for
processors. One of the main characteristics of RISC-V is
that it enables developers to create open-source hardware
with dedicated accelerators. This section will introduce the
types of integration for these accelerators, namely tightly and
loosely coupled configurations, and the various interfaces
commonly employed to facilitate this integration. Each com-
bination offers different trade-offs between implementation
cost and performance, depending on integration difficulty,
flexibility, available memory, and speed.

Loosely coupled accelerators use memory-mapped CPU
interfacing, requiring no core microarchitecture modifica-
tions. This simplifies integration and provides flexibility.
These accelerators enhance performance and allow parallel
operation with the CPU, but data transfer between the
memory and the accelerator may require significant internal
memories and impact latency. This issue can be mitigated
by employing Direct Memory Access (DMA), which is
helpful for PQC algorithms handling large data volumes,
as demonstrated in [3], [4], [5], and [25].

Instead, tightly coupled accelerators are integrated within
the CPU’s microarchitecture, offering direct access to the
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register file. This reduces area overhead and data transfer
latency. However, implementing tightly coupled accelerators
is more challenging than their loosely coupled counterparts.
They require modifications to the CPU’s microarchitecture
and the toolchain, limiting compatibility and flexibility and
making integration more difficult. This is evidenced in [8],
[9], [10], [11], [13], [14], [15], [19], [20], [22], [23],
and [24].
In these cases, the critical aspect is the interface between

the accelerator and the CPU, which must maintain coherence
with the core’s pipeline signals unless significant changes are
made. Several interfaces are commonly used in implementing
RISC-V accelerators, each providing distinct advantages
depending on specific requirements and design constraints.
AXI (Advanced eXtensible Interface) [27] is one of the most
popular interface standards, known for high-performance
and high-bandwidth communication. It is widely used
in various implementations, such as [5], [28], and [29].
Reference [30] exploits the NICE (Nios II Custom Instruction
Extensions) interface, which allows the creation of user-
defined instructions thanks to four different channels: request
channel, response channel, memory request channel, and
memory response channel. TileLink [31] is another standard
interface designed for on-chip communication within the
RISC-V open-source processor ecosystem. Used in [32],
it provides a coherent, high-performance communication
protocol that supports complex memory hierarchies. Refer-
ence [33] exploits a coprocessor interface, which is called
Rocket Chip Coprocessor (RoCC) [34], obtaining complete
customization only with the Rocket chip generator tool.
All these kinds of interfaces require major modifications
to the RTL (such as to the core) or necessitate bridges
to connect the accelerator to the system. They also often
require modifications to the toolchain or specific tools from
the interface designer. These requirements can significantly
complicate the integration process.

The CV-X-IF interface overcomes many integration barri-
ers by providing a generalized framework suitable for imple-
menting custom coprocessors and ISA extensions for existing
RISC-V processors [26]. It simplifies the implementation of
tightly coupled accelerators by adding custom or standard-
ized instructions without altering the CPU’s decode unit. This
approach retains the efficiency benefits of tightly coupled
accelerators while reducing integration complexity, offering
a more accessible solution. By understanding and leveraging
these interfaces, developers can optimize the design and
implementation of RISC-V-based systems, enhancing both
performance and flexibility. Figure 1 illustrates the main
differences between the traditional method and the CV-
X-IF method. In a typical RISC-V core, incorporating a
custom instruction requires altering the decode and execution
stages to identify and manage new custom opcodes, ensuring
correct operand routing, and integrating the Coprocessor
into the existing datapath. On the other hand, the CV-X-IF
method equips the RISC-V core with a dispatcher that sends
instructions to the interface. This approach doesn’t alter the

CPU itself but redirects all necessary signals to the CV-X
Interface.

B. ALGORITHMS
In the context of the NIST PQC standardization process,
significant strides were made in cryptographic standards in
2022. This process, aimed at identifying quantum-resistant
cryptographic algorithms to secure digital information in the
post-quantum era, advanced four round 3 candidates and
introduced four additional candidates for round 4 evaluation.
These candidates, chosen based on their robust mathematical
foundations, fall into three distinct categories: lattice-based,
code-based, and hash-based cryptography. Among the four
standardization schemes of round 3, there are CRYSTALS-
Kyber [7], [35] and CRYSTALS-Dilithium [18], [36]. Kyber
is a Key Encapsulation Mechanism (KEM) based on the
Module-LWE problem. It achieves IND-CCA2 security,
and it is built from Kyber.CPAPKE, an IND-CPA-secure
Public Key Encryption (PKE) scheme; besides, it uses a
modified Fujisaki-Okamoto (FO) transform. This transfor-
mation involves utilizing a random oracle (hash function)
to create a shared secret, encapsulating and decapsulating
it, and deriving the symmetric key and final shared secret
through a Key Derivation Function (KDF). Kyber offers
three security levels (512, 768, and 1024), each defined by
specific parameters including polynomial length, polynomial
vector dimension, modulo, and values for Centered Binomial
Distribution (CBD) sampling. Further details on Kyber
can be found in [35]. Dilithium is a lattice-based Digital
Signature scheme. As CRYSTALS-Kyber, it shares the same
polynomial length but employs a larger modulo. The different
security levels in Dilithium are indicated as 1, 3, and 5.
Further information on Dilithium can be found in [36]. This
study focuses on optimizing the Kyber algorithm, which
serves as the primary test case for evaluating the ATHOS
structure. All 20 new instructions are tailored for Kyber.
Dilithium has also been tested, using only the Keccak IP, but
with a narrower focus.

C. INTEGRATION STRATEGY
When implementing a specific cryptographic function on
a RISC-V core, three strategies can be followed: software
optimization, ISA extension with custom instructions, and
loosely coupled accelerator design. Emphasis should be
first placed on software optimization due to its inherent
flexibility and cost-effectiveness. Then, performance analysis
of the software model allows us to pinpoint remaining
computational bottlenecks. Subsequently, different options
must be evaluated regarding area, latency, memory usage,
and energy consumption. Custom processor instructions are
explored as a secondary option, leveraging their adaptability
with minimal hardware overhead. Only when these methods
fall short we do entertain the notion of a loosely coupled
accelerator. However, a comprehensive design and synthesis
of both architectures would be necessary to ascertain whether
a tightly or loosely coupled approach is more suitable. The
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FIGURE 1. Common tightly-coupled approach vs CV-X-IF.

early evaluation of the potential of each solution is helpful to
avoid committing to a specific accelerator design prematurely
and to save time. To achieve our objectives, we employed
a straightforward and practical design flow for determining
whether operations should be offloaded to loosely coupled or
tightly coupled accelerators.

1) PROFILING
The initial step in identifying functions suitable for accel-
eration is to profile the code. After pinpointing bottlenecks,
we must identify the functions that are the best candidates for
acceleration.

TABLE 1. Number of calls (Calls), operands (OP1, OP2) and result (RES)
lengths of some the main functions in the CRYSTALS-Kyber-512 algorithm.

2) ANALYSIS
Important factors in this analysis include the nature and the
dimension of the data, the complexity of the operations, and
the structure of the function.

• For operations where a small number of inputs result in
a single output, tightly coupled accelerators are always
preferable, as they can efficiently handle such tasks,
potentially within a single clock cycle or over multiple
cycles depending on the operation’s complexity and
system constraints. In this way, inputs and output are
read/written directly from/to the register file of the core.

• For operations where input and output data are vectors
or large dimensions, a more detailed analysis is required.
– If the operations on vector elements are independent

of each other, a tightly coupled accelerator is
usually beneficial. In this case, the best solution is
to find a sub-function that is called and executed
many times, capable of working with a low number
of inputs, and implement it with tightly coupled
accelerators.

– If the operations involve interdependent data with
significant memory handling and access require-
ments, the choice becomes less clear-cut. In this

circumstance, it would be necessary to pre-load all
the data necessary for the correct execution of the
function within the accelerator. In a tightly coupled
accelerator, it is required to initially load each data
into the core register file, and then send them to the
accelerator, which can only start the computation
after completing the load instructions. There are
therefore two loads for each data. Using a loosely
coupled accelerator with a DMA unit would instead
allow the loading of all the necessary data directly
from memory to the accelerator. In this case,
a loosely coupled approach would be preferable.

Table 1 shows Kyber-512 analysis’ results, reporting
some of the main functions for illustration purposes. The
first two functions, belonging to the Reduction group, are
excellent candidates for tightly acceleration, as discussed
in subsection III-A. They are called numerous times within
the algorithm and handle minimal input and output data.
The analysis of the other functions is more complex. For
these functions, the input and output data are too large to
be suitable for a tightly integrated accelerator. However, two
distinct cases can be identified. For functions like Keccak,
NTT, and INTT, which are well-defined transformations
and arithmetic operations with specific structures involving
multiple steps and loops, it is beneficial to implement loosely-
coupled accelerators that handle the entire execution of
the function (subsubsection III-B1 and subsubsectionIII-B2).
Also, this approach is preferable when the function that must
be accelerated needs to handle the entire vector or state simul-
taneously. For instance, in the case of Keccak, all 1600 bits
are required concurrently to initiate the permutation. This
is advantageous when the acceleration gain outweighs the
overhead from data transfer. In contrast, sampling functions
(discussed in more detail later in subsection III-A) also
have multiple steps and loops, but they lack a well-defined
structure that can be easily implemented in a single loosely
coupled block. Therefore, it is more convenient to accelerate
sub-functions within these cases, looking for smaller tasks
calledmultiple times, whichworkwith small amounts of data.
For example, the inner loops of rej_uniform and cbd functions
are called respectively 1890 and 1728 times, with input-
output lengths of 16-bit, making them the perfect functions
for this kind of acceleration. Additionally to sampling
functions, further analyses were conducted on other portions
of the Kyber algorithm, identifying ideal candidates for tight
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FIGURE 2. ATHOS complete architecture - the grey components belong to X-HEEP.

acceleration in polynomial arithmetic functions such as: poly-
compress, poly-decompress, poly-to-bytes, poly-from-bytes,
poly-from-msg, and poly-to-msg [37].

III. ARCHITECTURE
In the case of ATHOS, the authors opted to leverage loosely
and tightly coupled accelerators. This decision was driven
by the pursuit of the best trade-off between performance
and area and by the objective of creating a highly flexible
system of accelerators. By adopting this approach, ATHOS
provides a versatile framework with a skeleton for external
IPs and internal accelerators that can be easily extracted
from the system in which it was tested and deployed
onto another microcontroller with specific requirements,
ensuring adaptability and scalability across various RISC-
V environments. The proposed hardware architecture is
shown in Figure 2. It includes two main modules: ATHOS-
tightly, which contains all the accelerators used with the
new Instruction Set Extensions and the controller for the CV-
X-IF interface (top-middle part of Figure 2), and ATHOS-
loosely, which is the collection of the two external IPs
(bottom-right part of Figure 2). These accelerators have been
integrated into X-HEEP (eXtendable Heterogeneous Energy-
Efficient Platform), an open-source RISC-V microcontroller
described in SystemVerilog. Grey components in Figure 2
are part of X-HEEP system, while the colored ones have
been implemented in this work. The processing system
executes the software application and is connected to other
system elements needed for the simulation (i.e., timer,
DMA, memories, UART, . . . ). The X-HEEP DMA has
been modified. For further details, refer to [38]. Firstly,

the XAIF framework facilitates the effortless integration
of loosely coupled accelerators into the system without
necessitating any alterations to the Microcontroller Unit
(cpu_subsystem). This interface has slave and master ports,
seamlessly interfacing with the internal bus via the OBI bus
protocol [39]. It also incorporates interrupt ports, enabling
efficient communication with the host ATHOS-loosely upon
completion of accelerator operations (athos_ip_intr_o). Each
line is connected to the X-HEEP PLIC interrupt controller,
which can be controlled via software. Secondly, the CV-X-IF
interface enables the incorporation of ATHOS-tightly into the
system architecture. The CV-X-IF empowers the expansion
of the CPU’s functionality by adding custom instructions
that do not require modification to the RISC-V toolchain or
the core decoding unit. Indeed, extensions are implemented
as distinct modules external to the CPU and are seamlessly
integrated into the pipeline of the system. Inline assembly is
used to leverage ATHOS’s specialized capabilities, allowing
direct embedding of assembly instructions for precise hard-
ware control.

A. ATHOS-TIGHTLY ARCHITECTURE
The proposed hardware architecture for the ATHOS-tightly
module is shown in the right part of Figure 3. The interface of
this module is designed to facilitate smooth communication
between the core and the accelerator through structured
packaged signals (in italic). Initially, the CV-X-IF controller
scrutinizes the instruction opcode, taken from the instruction
field of the issue request package (‘issue req’ in Figure 3),
coming from the decoding stage of the core. Then, it activates
the ‘issue valid’ signal if it recognizes a match with one
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of the custom instructions’ opcode. This signal triggers the
‘issue_resp’, indicating the accelerator’s readiness to receive
data. The validity of input source registers is also defined by
the issue request package (rs_valid signals, from the ‘issue
req’ package). If validated, the accelerator samples its inputs
in the same clock cycle, ensuring synchronous and efficient
data transfer. Once the instruction has been executed, if the
core is ready to receive the result and the result is valid, it is
written back in the register file through the result interface.
This exchange protocol and all the signals involved are shown
on the left side of Figure 3. Notably, instructions offloaded
by the RISC-V core during its ID stage are speculative,
requiring rigorous verification before the accelerator can
write back results through commit and result interfaces.
Further information about the protocol of this interface can
be found in the original repository.1 The CV-X-IF controller
we have implemented evaluateswhether the instruction aligns
with its predefined set whenever the core signals an ‘issue
valid’ event. If the instruction is unrecognized, ATHOS
triggers an exception. However, if the instruction matches
its predefined set, ATHOS activates the appropriate block
from the range of accelerators integrated within its structure.
Then, a multiplexer chooses the output based on the specific
instruction’s requirements. The standout feature of this
accelerator lies in its versatility, facilitated by a meticulously
crafted structure that allows for the integration of various
accelerator designs. In the context of this paper, ATHOS
is designed specifically for integrating various accelerator
designs, with just minor modifications to the multiplexer and
the CV-X-IF-controller components. Although our focus here
is on Kyber for the tightly coupled accelerators, the true
versatility of ATHOS lies in its ability to incorporate any
accelerator. Once the RTL of the accelerator is completed,
it can be inserted into the structure, connected, and its
corresponding codification added to the CV-X-IF decoder.
This adaptability allows for straightforward integration of
different accelerator designs. While there is an initial design
effort, once the structure is constructed, as in our case,
the benefits of this approach are substantial. To leverage
ATHOS’s specialized capabilities, we use inline assembly in
C, allowing direct embedding of assembly instructions for
precise hardware control. Custom instructions are defined
with the .insn directive, creating processor-specific com-
mands that interface with the accelerators. By specifying
the opcode, function codes, and operands, these instructions
perform specialized operations on ATHOS. Inline assembly
ensures correct mapping of input and output operands to C
variables, enabling efficient execution of complex operations
and full utilization of the accelerators while maintaining C’s
high-level flexibility.

1) TIGHTLY-COUPLED ACCELERATORS
This study focuses on accelerating the Kyber algorithm.
After conducting a comprehensive analysis of the algorithm

1https://github.com/openhwgroup/core-v-xif/tree/main

and identifying its performance bottlenecks, as discussed
in subsection II-C, five top-level accelerators have been
specifically designed. Each accelerator is tailored to perform
particular instructions based on the opcode, funct3, and
funct7 fields.

The five accelerators developed for this purpose are:
• Montgomery Accelerator (montg): specialized for
efficient Montgomery reduction operations. The Mont-
gomery method [40] implements a fast modular mul-
tiplication by converting the modulus into a spe-
cial form and performing a series of multiplications
and shifts.

• Barrett Accelerator (barrett): designed to accelerate
Barrett reduction. It is another division-free method for
modular reduction, first introduced in [41]. It involves
precomputing a constant and performing a series
of multiplication and shifts to achieve the modular
reduction. As for Montgomery, timing leakages are
avoided.

• MatrixGenerationAccelerator (rej_uniform): specifi-
cally developed to accelerate one of the matrix composi-
tion operations. There is an inner for loop which is called
thousands of times and performs multiple arithmetic and
shifting operations on two 16-bit inputs. All these steps
are implemented in two instructions.

• Central Binomial Distribution Operations Accelera-
tor (cbd): targeted at accelerating some of the operations
required by the Centered Binomial Distribution (CBD)
sampling function (i.e., η1 and η2). CBD is the function
from which noise is sampled [7].

• Polynomial Arithmetic Accelerator (poly): tailored
to optimize performance for accelerating some of the
polynomial arithmetic functions essential to Kyber.
In these operations, various bitwise manipulations, such
as XOR, shifts, OR, and AND, are performed repeatedly
within loops. The polynomial accelerator consolidates
these bitwise operations into single, specialized instruc-
tions, significantly reducing the number of clock cycles
required per loop iteration. This optimization results in a
considerable performance improvement by minimizing
the overhead associated with executing multiple individ-
ual operations.

Figure 4 shows the original clock cycles, obtained running
the original code, and the accelerated clock cycles obtained
with the new custom instructions. More details of the
implementation of the different accelerators can be found in
the doc of the following repository.2 A direct comparison
with other works is challenging. In [14], the authors present
an ISE for polynomial arithmetic, but there is no direct
comparison with our implementation. In [13], the authors
develop the XKyber extension, achieving a 72% improvement
for CBD3 and 78% for compression, compared to our 63.21%
and 61.66% gains. However, the code being accelerated in
their case is not exactly the same as ours. According to

2https://github.com/vlsi-lab/ATHOS_doc
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FIGURE 3. CV-X-IF protocol and ATHOS-tightly architecture.

FIGURE 4. Performance of some of the ATHOS-tightly accelerators for Kyber512.

the RISC-V base opcode map [42], we have selected for
new instructions custom-0 instruction opcode: 0 × 0b. All
the newly introduced instructions are presented in Table 2.
The parameter β represents a value encoded in the funct7
field of the RISC-V instruction; it changes depending on the
instruction invoked since different functions require slightly
different parameters for completion.

TABLE 2. Instruction set extension for Kyber. rd - Destination register,
rs1 - Source register 1, x0 - Hardwired register.

The optimization results are reported in Table 6. Through
profiling, it is evident that the primary bottlenecks are from
Keccak and polynomial multiplication. The relative speed-
up due to ISA modifications alone is significantly lower than
the final achieved speed-up, but it underscores the substantial
benefit derived from modifying critical sub-functions which
conventional RISC-V extensions may struggle to optimize
effectively.

B. ATHOS-LOOSELY ARCHITECTURE
The proposed hardware architecture for the ATHOS-loosely
module is shown in Figure 5.

The accelerators communicate via a unique interface,
requiring connection through a register file for standard
processor control. This is enabled by a versatile generic
register interface, compatible with APB, AXI-Lite, OBI,
and AXI protocols, simplifying integration with most micro-
controllers. A description of the required registers in hjson
format is utilized, with tools generating System-Verilog
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FIGURE 5. ATHOS-loosely top view.

structures (i_data_regfile and i_ctrl_regfile in Figure 5).
These structures define registers and fields, along with byte
address offsets, facilitating integration and communication.
The control unit is designed to efficiently manage the
accelerators by overseeing input and output data control,
as well as executing three distinct functions. Then, the system
manages these multiple accelerators via different software
drivers. These drivers act as intermediaries between the
processor and accelerators, overseeing their setup, operation,
and synchronization. Initially, the system initializes the
accelerators by configuring essential parameters like interrupt
controllers and DMA, enabling interrupts for processor com-
munication, and ensuring synchronization, which requires the
reset of the relevant parameters. These operations set the
module for subsequent interactions. After the initialization,
dedicated drivers interact with each accelerator to support the
following actions:

• Data Transfer: input data moves from the memory to
the accelerators and vice-versa using DMA, which does
not require load/store operations. This step optimizes the
transfer process, directly connecting data memory banks
to the memory inside the loosely coupled accelerators.
This enhances the accelerator’s readiness for execution
by swiftly providing the required input parameters.
As previously mentioned, with this approach, large
datasets can be efficiently transferred between the main
memory and the accelerator’s memory space, by simply
proving the starting address of the chunk of data and its
size.

• Operation Execution: the driver dynamically con-
figures specific bits within the control register file
(i_ctrl_regfile in Figure 5), based on the invoked IPs.
This mechanism enables ATHOS to discern which IP
module has been invoked, facilitating the transmission
of corresponding activation signals. Subsequently, upon
receipt of these activation signals, the respective IP
module initiates its designated function, leveraging pre-
collected data to execute its operations.

• Interrupt Handling: upon initiating the operation, the
driver enters a loop, waiting for an interrupt signal to
indicate the completion of processing by the accelerator
(athos_ip_intr_o in Figure 5). This loop incorporates

interrupt handling mechanisms to efficiently await the
signal while allowing the processor to perform other
tasks concurrently.

Through this structured approach, software drivers facil-
itate seamless communication and interaction between the
processor and accelerators, optimizing performance and
resource utilization within the computational system. The
following subsections, subsubsection III-B1 and subsubsec-
tion III-B2, describe NTT-INTT and Keccak IPs respectively.

1) NTT-INTT IP
Polynomial arithmetic within polynomial rings Rq typically
involves computing the product of two polynomials using
the schoolbook multiplication method. This results in a
O(n2) complexity, where n represents the number of digits.
To enhance efficiency, cryptographers often opt for NTT-
based approaches, which reduce complexity to O(n log(n)).
The Cooley-Tukey (CT) [43] and Gentleman-Sande (GS)
[44] algorithms are commonly used for NTT computation.
CT butterflies facilitate transformation into the NTT domain
and GS butterflies for the reverse transformation. Twiddle
Factors, denoted as ω, play a crucial role, representing roots
of unity for the polynomial and coefficient rings. The work
in [45] proposes a pipelined NTT/INTT FPGA architecture
with GPMA and SRU, achieving up to 4.8× latency and
4.3× ATP improvements. The authors of [46] introduce a
Kyber NTT/INTT accelerator using K-RED and Brent-Kung
methods, achieving 262 MHz on Artix-7 with 1405 LUTs.
In [47], a Kyber polynomial multiplier with Bi-Core and
Barrett reduction achieves 39% better area-time product and
the fastest speed on Artix-7.

The proposed IP implements a unified butterfly unit (BU)
to handle both NTT and INTT operations. Their computa-
tional structures diverge, with NTT employing Cooley-Tukey
(CT) butterflies and INTT utilizing Gentleman-Sande (GS)
structures. The former follows a decimation-in-time approach
(a + b · ωn(mod q) and a − b · ωn(mod q)), while the
latter adheres to a decimation-in-frequency approach (a +

b(mod q) and (a − b) · ωn(mod q)). Twiddle Factors are
precomputed and stored in ROM memory. The structure
includes input and output polynomial memories, with input
multiplexers facilitating input polynomial storage before
operations. The control unit initiates operations based on
start signals, and output multiplexers retrieve resultant
polynomials post-operation. Data in Table 3 compare various
NTT and INTT implementations across different RISC-V
systems. Many cited studies speed up NTT and INTT by
employing tightly integrated accelerators embedded within
processor architecture. This solution is widely used in the
implementation of cryptographic systems because of its
efficiency. However, as shown in Table 3, our approach
based on loosely coupled accelerators, competes well with
state-of-the-art methods, thanks to the use of DMA and
external small memories for polynomial coefficient storage.
This demonstrates the effectiveness of the proposed approach
in accelerating complex cryptographic operations within a
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loosely coupled configuration. For further details about the
implementation refer to [48].

TABLE 3. Number of cycles NTT-INTT accelerators.

2) KECCAK IP
Keccak is a fundamental component of the Federal Infor-
mation Processing Standard (FIPS-202 standard) SHA-3.
It is denoted as Keccak[r,c], characterized by a bit rate
(r) and capacity (c), which sum determines the width of
the state of the Keccak-f permutation. This state width is
1600 bits, organized as a 5 × 5 matrix of 64-bit words.
The number of rounds, nr , for this permutation is 24. The
Keccak algorithm operates through a series of compression
rounds, each consisting of five distinct steps: θ, ρ, π, χ ,
and ι [49]. These steps collectively transform input data
into a secure hash. A high-speed Keccak core, developed
by the Keccak teams, is often utilized for cryptographic
tasks. In this implementation, modifications are made to
optimize performance. For instance, the size of the round
constant generator is reduced from 64 bits to one byte,
simplifying computations within the ι step. Considering the
whole ATHOS-loosely structure, shown in Figure 5, the
i_data_regfile register file accompanying the accelerator has
been specifically tailored to gather the entire state of Keccak.
An alternative approach could involve storing the state within
a register directly within the accelerator itself. This design
choice was made to optimize resource utilization. It allows
for a larger register file dedicated to data storage and expands
the capacity for accommodating data requirements of other
accelerators within the ATHOS-loosely structure. As a result,
the trade-off between utilizing space within the accelerator
versus the register file was carefully considered, ultimately
resulting in an efficient overall system design. The data in
Table 4 compares various Keccak implementations across
different RISC-V devices.

TABLE 4. Number of cycles in RISC-V based Keccak accelerators.

The solution proposed in this work outperforms other
memory-mapped solutions (i.e., [5]) and it surpasses the

performance of the coprocessor-based approach implemented
on CVA6 ( [21]). However, it falls short compared to the two
tightly coupled solutions, mainly because of the overhead of
exchanging data between the accelerator and the processor.
However, it is noteworthy that our approach achieves
competitive performance without necessitating extensive
core modifications. On the contrary, [8] incorporates Floating
Point Registers and General Purpose Registers into the core
pipeline structure, which increases the complexity of the core,
while [19] extends the datapath from 256 bits to 320 bits and
allows more read ports in the SIMD register files, enabling
the processing of five 64-bit data simultaneously. Finally, the
proposed accelerator is widely applicable across various Post-
Quantum Cryptography (PQC) algorithms and, in general,
for applications demanding swift and secure hashing, such as
cryptographic protocols and secure communication systems.
Its efficiency has been demonstrated not only for Kyber
operations but also for other cryptographic algorithms,
including CRYSTALS-Dilithium.

IV. RESULTS AND COMPARISON
This Section presents experimental results for CRYSTALS-
Kyber and CRYSTALS-Dilithium regarding code size,
cycles, latency, and implementation complexity. Our project
is implemented at the register transfer level (RTL) using
SystemVerilog. Functional RTL-level simulations allowed
the evaluation of the improvements made by ATHOS.
Comparisons against state-of-the-art solutions are shown in
terms of code size (Table 5) clock cycles (Table 6 and Table 7)
and implementation complexity (Table 9).

A. CODE SIZE
Table 5 summarizes the measured code size for both the
baseline and the optimized implementation exploiting always
the CV32E40X core. The code size was evaluated using the
riscv32-unknown-elf-size command and -O2 optimization
flag. This Table and the following ones refer to Kyber
security levels as K-512, K-768, and K-1024, and Dilithium
levels as D-2, D-3, and D-5. Results in square brackets
represent percentage differences with respect to the reference
model.

TABLE 5. CRYSTALS-Kyber and -Dilithium code size [bytes].

ATHOS version demonstrates reductions in code size
compared to the pure-sw version across all variants:
Kyber512, Kyber768, and Kyber1024 get 12.72%, 13.91%,
and 5.64% improvement respectively. For Dilithium, the
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TABLE 6. Performance comparison of CRYSTALS-Kyber and -Dilithium [C.C. - Clock Cycles].

transition to ATHOS-version resulted in code size reduc-
tions of approximately 18.43%, 16.95%, and 17.07%,
respectively.

B. CLOCK CYCLES
Table 6 presents performance benchmarks for CRYSTALS-
Kyber and CRYSTALS-Dilithium cryptographic algorithms
across various security levels. The speed-up factor is
evaluated as the ratio between the original and the final
clock cycles of each algorithm, where the original clock
cycles are the cycles needed by the microcontroller to run
the algorithm without any modification to the system, while
the final clock cycles are the ones obtained using ATHOS.
For Kyber, the analysis includes key generation (KeyGen),
encryption (Enc), and decryption (Dec) processes. It should
be noted that our decapsulation results include the encap-
sulation operation. Similarly, Dilithium’s evaluation covers
key generation (KeyGen), signature (Sign), and verification
(Verify) tasks. The reference implementation is executed
on the unmodified X-HEEP microcontroller as a baseline,
whereas the accelerated version enables the accelerators
discussed previously. To make use of them, the reference
C code was modified by inserting the proper drivers, or by
writing the reference assembly inline code: -O2 flags is
used both for pure software and accelerated simulations.
In contrast to the baseline implementations, our optimizations
yielded significant speedup factors. While ATHOS shows
significant performance improvements specifically tailored
to Kyber, Dilithium results demonstrate its versatility and
ease of integrationwith other cryptographic algorithms. In the
case of Dilithium, which relies solely on Keccak without
any ISE extensions, ATHOS still provides notable speedups
across the different processes. Although the performance
enhancements for Dilithium are not as pronounced as for
Kyber, these results underscore ATHOS’s adaptability and
potential for customization to suit various cryptographic
requirements. Our research outperforms the cycle count
achieved by the most recent assembler-optimized ARM
Cortex-M4 implementations, as documented in [50] and [51].
The results of clock cycle benchmarks are summarized in
Table 7. Leveraging accelerators and ISA extensions for
RISC-V architecture has proven to be highly effective in
enhancing performance, as exemplified in all the works
cited.

TABLE 7. CRYSTALS-Kyber performance comparison: KeyGen/Enc/Dec
cycles [kCC - kilo Clock Cycles].

1) CRYSTALS-KYBER
Compared to [10], our approach, utilizing VexRiscv, demon-
strates significant performance improvements across all key
sizes (K-512, K-768, K-1024). Specifically, for K-512, our
method reduces clock cycles by approximately 80.87%
(from 710 to 136), 83.34% (from 971 to 162), and 74.52%
(from 870 to 222). Reference [11] employs a PQC ALU
with fqmul and reduce accelerations and butterfly operations,
achieving lower overall improvement compared to ATHOS.
Our method shows substantial performance gains compared
to [16], with reductions in clock cycles ranging from
approximately 68.32% to 79.32%. Although [20] proposes
a dual-core architecture using the Rocket Core (RV64IMC
configuration) and Chisel, it is mentioned for completeness
but not included in Table 7. RISQ-V, presented in [8],
is one of the most similar works to ATHOS, featuring tightly
coupled accelerators and 29 new instructions for lattice-based
algorithms. This includes parallel butterfly operations, on-
the-fly Twiddle factor generation, vectorized modular arith-
metic, and efficient random polynomial generation, similar
to the accelerators in ATHOS. Both works are implemented
on the same technology, as discussed in subsection IV-C.
Reference [9] is similar but uses masked HW accelerators.
For comparison, non-masked and optimized clock cycles
are considered. Our approach outperforms [8] in keygen
and encapsulation processes for all Kyber security levels,
except for decapsulation. For K-512, our KeyGen shows a
9.33% decrease in clock cycles, encryption (Enc) improves
by 16.49%, but decryption (Dec) increases by 8.29%. The
optimized version of [9] performs better in KeyGen and Dec,
while our results excel in K-512 and K-768 Enc. Comparing
clock cycles offers insights into implementation efficiency,
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but the overall latency, considering clock cycles and
implementation frequency, provides a more comprehensive
understanding of operation time. Both implementations use
UCM65 technology, and a detailed latency comparison will
be presented in subsection IV-C. Lastly, [19] outperforms us
in clock cycle counts using a RISC-V architecture with SIMD
instructions. However, trade-offs between clock cycles, area
utilization, and synthesis frequency are considered in Table 8
and Table 9.

TABLE 8. Area ASIC synthesis comparison (UMC 65 µm).

2) CRYSTALS-DILITHIUM
The enhancements for Dilithium, as shown in Table 6, are
limited because the study focused on Kyber acceleration.
The versatile accelerators used for Kyber were applied to
Dilithium to demonstrate ATHOS’s flexibility. However,
Dilithium only uses one memory-mapped accelerators (Kec-
cak) and none of the new instructions. In contrast, [4] employs
a hybrid approach with a Loosely coupled NTT accelerator
and a Tightly coupled Keccak accelerator, significantly
boosting performance. Compared to [11], which acceler-
ates Dilithium’s polynomial multiplication, our approach
performs better in hashing and randomness generation for
KeyGen and Verify, though not for Sign. Reference [17]
provides different results based on the amount of function
accelerated. Custom-A shows the cycle count with custom
instructions for Keccak, whileCustom includes both Keccak
and NTT-based polynomial multiplication. Comparing to
Custom-A, our results outperform [17] for Dilithium2, 3,
and 5 in KeyGen, Sign, and Verify, achieving clock cycle
reductions ranging from around 46% to over 67%.

C. ASIC RESULTS
Table 8 shows ASIC synthesis results for ATHOS, obtained
with the CMOS UMC 65µm technology; it also compares
two similar works adopting the same technology. Design
Vision by Synopsys is employed for comprehensive analysis,
elaboration, and compilation of the ATHOS design. Further-
more, the appropriate memories tailored to the UMC 65µm
technology are meticulously selected and integrated where
necessary.

In ATHOS, integrating both tightly and loosely coupled
accelerators results in a 46% increase in cell count and
a 65% increase in combinatorial cell area, along with a
21% increase in sequential cell area. This is a relatively
predictable result, considering that as many as three loosely
coupled accelerators are used. Most of the state-of-the-art
works confirm this, favoring tightly coupled accelerations
precisely when specific constraints on the final area are
present. However, this is only sometimes true. In Table 8,
comparing ATHOS and [8] shows differences, but not as
substantial as one would expect from a comparison between
an acceleration done entirely within the core pipeline and one
performed instead partly with memory-mapped accelerators.
In fact, despite only using tightly coupled accelerators, the
relative increase in cell count and cell area combinatorial
of [8] is higher than ATHOS’s. It has a lower increase in
sequential area since it has an additional register file within
the core, which reduces the need for an external register
file. However, relative increments are not so far from each
other. Among the differences between the two acceleration
methods (fully tightly and the hybrid method proposed in
this paper), the one that stands out most from Table 8 is
the frequency at which the circuit could be synthesized in
ASIC. In the case of [8], the maximum clock frequency was
reduced from 79.66 MHz to 45.47 MHz as an effect of the
modified pipeline: in particular, the Modular Arithmetic Unit
inserted in the processing core has a relatively long critical
path, which limits the achievable frequency. With the same
technology, the ATHOS architecture can be synthesized at
the same frequency of the processor, without limiting its
potential. The work in [19] adopts the 28n nm High Voltage
Threshold (HVT) technology and achieves a frequency of
200 MHz. With this implementation, the percentage increase
in area, compared to the baseline implementation, is equal
to 389%, growing from approximately 30,000 to 149,100
equivalent gates. This area overhead (about eight times
larger than ATHOS) does not balance the improvement in
performance (which is more or less double than the one
reported for ATHOS). This shows that a careful analysis
of the operations to be accelerated and a careful choice of
acceleration method can lead to better trade-offs between
complexity and performance, as shown in the next Section.

D. LATENCY
In Table 9, we now compare the results obtained with recent
works regarding latency. Latency is evaluated by multiplying
Table 7 clock cycles and the period to which the different
architectures are synthesized (as shown in Table 8). Time effi-
ciency is defined as the ratio between the proposed solution’s
latency and the compared implementations’ latency.

Time-efficiency values less than 1 indicate that the
corresponding operation in the compared design is slower
than the reference (i.e., OURS). Conversely, values greater
than 1 would suggest that the design’s operation is faster than
the reference’s. Although ATHOS, in terms of clock strokes,
does not always outperform the compared architectures,
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TABLE 9. Latency comparison.

we can see that considering the alternatives in their entirety,
ATHOS achieves the shortest latency. Mostly all the time-
efficiency values reported in Table 9 are lower than 1. It is
important to note that the comparison is made with the same
technology. This shows that the guided choice of accelerator
type allows a higher clock frequency to be maintained, and
thus lower latencies to be achieved, even with an increase in
the number of cycles.

V. DISCUSSION AND CONCLUSION
The CV-X-IF interface represents a significant advancement
in RISC-V acceleration. Our work leveraged the interface
within the CV32E40X core, demonstrating its potential.
While interest in this interface is growing, with a recent
release candidate, our future work aims to delve deeper
into its capabilities. We plan to optimize performance and
implement safeguards against potential attacks. Additionally,
expanding the range of accelerators and supporting new
algorithms, such as code-based cryptography, is on our
agenda.

In this study, ATHOS introduces novel insights into
cryptographic acceleration on the RISC-V platform. Our
hybrid acceleration approach strategically combines tightly
and loosely coupled accelerators. Integration via the CV-X-IF
interface offers versatility without necessitating core pipeline
modifications. We prioritize integration methods based on
operation complexity. Simple operations are accelerated with
tightly accelerators, while complex tasks utilize external
accelerators. This approach, facilitated by CV-X-IF, DMA,
and inline assembly, simplifies accelerator integration. While
our focus was on Kyber and Dilithium, our methodology can
extend to various PQC algorithms and beyond.
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