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ABSTRACT The revolutionary technologies behind Industry 4.0 have opened a new era for manufacturing:
connected and autonomous machines, collaborative robotics, and monitoring techniques are spreading to
increase productivity and sustainability. From the workers’ perspective, they bring new safety threats but
also opportunities to solve old ones, while concerns about workers’ privacy arise due to the increase of data
sensed and transferred from the shop floor. This paper presents the results of a research project addressing
the prediction of dangerous conditions through workplace monitoring with privacy guarantees. This work is
driven by a realistic approach starting from the fact that it is entirely centered on a real 14-meter production
line equipped with an extensive array of top-tier devices, including robotic arms, autonomous mobile robots,
a reconfigurable moving belt, a multi-camera system, and a highly efficient data transport and computation
infrastructure. This project shows safety and privacy achievements over six representative use cases such
as man-on-the-ground, environmental events (e.g., fire incidents), workers’ errors that can lead to potential
accidents, compliance of Personal Protective Equipment (PPE), and gatherings restrictions. The benefits
of this study extend to stakeholders such as manufacturers and workers offering safety systems that can be
deployed in industrial settings while addressing privacy concerns and providing compliance with regulations.
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approving it for publication was Wai-Keung Fung .
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The industrial laboratory at the heart of this study represents with realism a dynamic and interconnected Industry
4.0 and 5.0 environment.

INDEX TERMS Industry 4.0, occupational safety, privacy, human–robot interaction, industry 5.0.

I. INTRODUCTION
Industry 4.0 is transforming traditional manufacturing by
integrating advanced automation, communication, and inter-
action technologies within production plants. The most
striking example of this revolution is smart factories, in which
employees, machines, processes, and products connect to
give a more effective organization of all the productive means
to achieve higher levels of efficiency and flexibility [1],
[2]. Interconnection between devices is possible thanks
to the Industrial Internet of Things (IIoT), which allows
industrial objects to be sensed and controlled remotely
across existing network infrastructure, creating opportunities
for more direct integration of the physical world into
computer-based systems and resulting in improved efficiency
and accuracy [3], [4].

This Fourth Industrial Revolution heavily relies on
cyber-physical systems (CPS) to make production archi-
tectures modular and adaptable. IIoT and CPS enable the
synergy of many technologies, including advanced robotics,
machine learning, artificial intelligence, and nanotechnology.

Industry 4.0 enables human-robot collaboration scenarios,
even if they are not the focus of the 4.0 revolution, allowing
for human-machine challenges to arise and begin to be
addressed [5], [6]. Its evolution, the Industry 5.0 framework
born from the advancement of the Industry 4.0 revolution,
is much more oriented to addressing human-robot mixed
environment challenges. Under both frameworks, it is not
uncommon for smart factories to have human-in-the-loop
scenarios, i.e., mixed environments in which humans and
robots are present. This kind of scenario is known as human-
in-the-loop [5], [6]. Therefore, Industry 4.0 is addressing
the challenge of enhancing human-machine integration in
manufacturing systems and augmenting workers’ physical
and cognitive capabilities.

Such integration brings inevitable safety concerns, partic-
ularly when considering moving parts and robots operating
in a mixed environment. These concerns must be accounted
for to guarantee the safety of workers and whoever interacts
with the industrial environment. Safety concerns include
possible harm by some moving robots or moving parts,
e.g., manipulators, originating from their poor awareness
of human behavior, but they can also occur in the case of
workers’ mistakes or wrong actions [7].

Assessing occupational safety means not only reacting to
dangerous situations but also preventing possible adverse
outcomes by forecasting the evolution of the human-
environment system. For instance, predicting a future
collision between a human and a moving robot may prevent
potential injuries. To this purpose, in recent years, there has
been a significant effort to leverage data analytics to assist

in decision-making that directly improves safety performance
[8], [9].
However, the more specific data-driven technologies are

employed to address safety concerns, the more privacy
concerns emerge. Trying to compensate for occupational
safety issues leads to the necessity of monitoring humans in
the environment and collecting data that can be identified as
personal information, hence creating privacy issues.

This work presents a case study featuring the creation
of an Industry 4.0 and 5.0 laboratory with an emphasis
on workers’ safety and privacy. Our lab, the Industrial
Computer Engineering (ICE) Laboratory1 was designed to
develop cutting-edge IT solutions and methodologies in
Industry 4.0 and 5.0 concerning automation and efficiency
of production lines. The goals of the laboratory are research,
technology transfer, and teaching.

This project aims to show a case study for enhancing
safety in an industrial environment, considering the privacy
issues that inevitably take a role in the process. The
technologies employed to improve safety will be presented,
along with how privacy issues could be addressed using
a context-aware manager that handles sensitive data from
various technologies.

For this reason, six use cases are considered, representing
possible threats to workers’ safety and how the techniques
developed by the authors can address them. In Table 1, the
rows list these use cases which are described in Section III
and their mapping to the used techniques that are listed in the
columns and described in Section IV.

The paper is organized as follows. Section II presents
the ICE Laboratory with its equipment and infrastructures.
Section III presents the use cases considered with respect to
the safety of workers. Section IV shows how the use cases
are addressed from a scientific point-of-view, presenting the
algorithms and solutions adopted with the results achieved.
Section V presents the context-aware solution implemented
to allow the technologies to be safety-enhancing while
keeping sensitive data under control, providing privacy to the
whole system. Finally, Section VI presents the conclusions of
this study and the future works for the laboratory.

II. THE ICE LABORATORY
In 2018, the Italian Ministry of Education, Universities, and
Research (MIUR) awarded the Department of Computer
Science of the University of Verona a grant for being a
Department of Excellence. One key aspect of the awarded
project was the establishment of the Industrial Computer
Engineering (ICE) Laboratory for Industry 4.0 with a modern
production line, extended with equipment for augmented

1https://www.icelab.di.univr.it/
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TABLE 1. The use cases for privacy and safety considered in the Industry 4.0 scenario of the ICE Lab. For each use case, there are several technologies
applied to take into account the potential threat.

FIGURE 1. The ICE laboratory at the university of verona.

reality and digital production, and connected with the
university’s high-performance computational platform.

The laboratory was built with three objectives in mind:
education, research, and technological transfer. The lab
has been used by the research groups of the affiliated
departments for courses and research projects in areas
like robotics, cybernetics, factory automation, predictive
maintenance, workplace safety and privacy, digital twin
technology, mixed reality, human tracking, pose estimation,
and machine learning. It has also been used to incubate
and showcase technologies being developed for future
commercial purposes.

The facility serves as a technology demonstrator for a
comprehensive set of computational technologies applied to
the industrial manufacturing field; as depicted in Figure 1,
the centerpiece of the laboratory is an entirely reconfig-
urable production line equipped with an assortment of
heterogeneous devices grouped into manufacturing cells
providing smart storage, mobile as well as conveyor-based

advanced logistics, visual quality control, robotic assembly,
3D printing, subtractive operations, and electronic functional
test.

Every cell contains commercially available, and industrial-
grade machines. This was an intentional design requirement
to create a realistic, albeit synthetically compact, production
environment, unlike a research prototype far removed from a
typical industrial floor. The majority of the initial work in the
lab required unifying communication protocols, automating
each device’s operations, integrating physical and software
aspects of the devices. This has resulted in the development of
a unique service-oriented software architecture that handles
communication and control of the machines in order to
facilitate modularity and reconfigurability in production,
which are key aspects of Industry 4.0.

The following describes the hardware equipment, com-
putational infrastructures, and design specifications of the
ICE laboratory. A comprehensive list of all ICE laboratory
equipment is presented in Table 2 where the column ‘‘Work
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Cell’’ refers to the operative sectors depicted in Figure 1
and, in case of ‘‘technology’’ attribute, to the equipment
specifically used by the technologies of Section IV.

A. MANUFACTURING HARDWARE
The laboratory is a small-scale version of an advanced
manufacturing environment and includes several pieces of
equipment grouped into representative technological areas.
Each of these manufacturing cells, and sometimes individual
equipment, is monitored by energy meters to better under-
stand correlations between usage and power consumption.

1) AUTOMATED STORAGE
Raw materials and product components are stored within
the Ferretto Group VERTIMAG EF65XS vertical automated
storage, with the Ergo-Tech patented system that allows
incoming and outgoing trays to move simultaneously. The
storage contains 10 trays of varying height and payload
capacity (ranging from 300 to 990 Kg) and has a touch panel
screen with a user interface for monitoring and control; the
picking bay always extracts the trays at the same height
for dependable access; there are safety size checks for
incoming goods and safety barriers for the operators. The
accompanying software organizes and updates the content of
the trays and allows remote control.

2) ADVANCED LOGISTICS
The spine of the production environment is the Bosch-
Rexroth TS 2plus conveyor system with RFID-enabled
mini-pallets that circulate in a ring and can be directed to
several side bays for loading/unloading and processing. The
pallets can be flexibly re-directed to any position according
to the current needs, and the system is compliant with
manual repositioning. The side bays steer components to the
manufacturing cells along the production line, but, unlike
most factory sequential setups, it allows to connect any cell
with any other cell without pre-configuration.

Augmenting the conveyor system is a fleet ofmobile robots
in the form of two Robotnik RB-KAIROS 5 autonomous
ground vehicles (AGVs) equipped with UR5 manipulators.
These robots navigate the open spaces between the other
equipment and bridge missing links in the line, e.g. from
the warehouse to the conveyor. They are managed by the
robotic operating system (ROS) and are thus open for quickly
developing new adaptations required by production recipes.

3) ROBOTIC ASSEMBLY
The robotic assembly cell is a collaborative working area
endowed with two robots, the dual-arm high-precision
ABB YuMi IRB14000 and the heavy payload Kuka LBR
iiwa 14 R820, controlled using a Siemens S7-1500 safety
PLC.

Each arm of the ABB robot has 6DoF and is equipped with
grippers and a suction tool for collecting small parts. The right
arm also has a camera to facilitate operations requiring visual
assistance. These characteristics make it an ideal solution

for fast and accurate operations on small objects in confined
spaces that also enable cooperation with humans and other
robotic operators.

The Kuka is a 7DoF robot arm equipped with dual torque
sensors on each joint, accurately detecting contacts and
collisions to instantly reduce the level of force and speed
exerted. The robot arm is designed to support up to 14 kg
payloads while maintaining excellent positioning accuracy.
On its end, depending on the production recipes, there is
either a Gimatic MPLM3240P gripper or a Fiam eTensil
electric tightening device as its tool.

The PLC device communicates with the two robots using
digital signals, is equipped with safety functions, and also
handles area safety monitoring. It supports the OPC-UA
communication protocol and can be directly integrated into
the laboratory’s software infrastructure.

4) ADDITIVE MANUFACTURING
Regarding additive synthesis, the laboratory includes several
3D printing technologies: filament, resin, and multi-material.
In the first group, there are two Prusa i3 MK3S+ (one
equipped with the MMU2) for fast and cheap prototyping.

In addition, the DWS Systems X PRO S is a stere-
olithographic printer that uses a laser source to solidify
a photosensitive liquid resin to produce three-dimensional
plastic models. The machine uses a class 3b UV laser, which,
employing a moving axis and a system of oscillating mirrors,
enables the creation of three-dimensional models.

Finally, the Stratasys J826 features multi-material additive
technology. It can create objects by composing up to eight
materials with different physical (opacity and transparency)
and mechanical (flexibility and rigidity) properties. The
printer also supports more than 500,000 colors, eliminating
the need to paint models. The process’s color quality is
optimized thanks to Pantone validation, which makes PMS
(Pantone Matching System) colors available for 3D printing.

5) SUBTRACTIVE MANUFACTURING
The laboratory has paired an EMCO ConceptMill 105 CNC
milling cutter with a UR5 robotic arm for loading/unloading
pieces into/from the machine’s enclosure. This subtractive
manufacturing cell allows the production recipes to include,
for example, custom engraving operations on surfaces of
interest in the products. Additional features of the milling
machine are an engraving spindle with a grooved guide,
a continuously adjustable central unit, a CNC divider as an
optional fourth axis, and a robotic interface for integration in
FMS / CIM systems.

6) ELECTRONIC FUNCTIONAL TEST
The laboratory has installed a SPEA 4020S2 automatic flying
probe tester to check the quality of electronic boards. It has
four flying probes that provide highly accurate and fast
contacting even on the smallest SMD components and a set
of modules to allow a wide range of operations, from in-
circuit test, short circuit, open pin, power on, functional test
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and on-board programming. The machine is fully automatic,
with a closed enclosure around the test area, and a conveyor
belt to safely load/unload boards. Its role in the laboratory
production line is to check the quality of the electronic boards
and to flash the firmware into their MCUs. The laboratory has
installed a custom-tailored OPC-UA server to integrate this
machine into its infrastructure.

7) VISUAL QUALITY CONTROL
Product quality control is performed using a camera with
EV76C570 e2v CMOS sensor and an edge computer
equipped with a high-performance Nvidia GPU and a Basler
acA1600-60gm GigE. The camera is placed in a darkened
cabin to avoid light disturbances located in a bay of the
production line.

Inside the cabin, there is also a Gocator 3210 laser
scanner, used for full-field three-dimensional inspection of
large components using snapshot scanning functionality. The
laser scanner has a scanning speed of 6 Hz with acceleration.
The field of view extends to 100 × 154 mm. Parameters
summarising the integrity of the sensor can be monitored on
the user interface dashboard.

To expose all sides of the product to the cameras’ view in
order to complete the visual analysis, an UR5e collaborative
robot is positioned at the camera system and is coordinated
by the edge computer.

8) IoT NETWORK
To support wireless and wearable devices that don’t rely
on WiFi, the laboratory employs the EDALAB BOX-IO IoT
Platform. Examples of devices supported with this platform
are environmental sensors that track temperature, humidity,
CO2 and light levels. This allows us to trace comfort levels
within the rooms.

The BOX-IO gateway also has the capability of working
with many communication technologies (e.g., Modbus,
LoRaWAN, Zigbee, WiFi, 4G LTE), and it can serve as a
WiFi Access Point (AP). Thus, the BOX-IO can act as a
‘‘translator’’, enabling communication between devices using
different interfaces. The gateway itself is visible to the rest of
the infrastructure as an OPC-UA server.

B. INFRASTRUCTURE FOR DATA COLLECTION AND
DISTRIBUTION
As important as the collection of manufacturing equipment
is the infrastructure that allows advanced communication
and control. The following section describes the networking
equipment, the local processing cluster with the Kafka-based
data collection and distribution platform (see Figure 2), and
the line management system.

1) NETWORK INFRASTRUCTURE
Themanufacturing equipment detailed in the previous section
is connected to the local data center using industrial Cat7
Ethernet cables. The wired network allows huge and efficient
data transfers at 1 Gb/s. Kafka, a distributed software for

event handling, is used to enable concurrent communication
between various systems, including robotic cells, conveyor
belts, moving robots, camera systems, and wearable devices.
The messages, delivered with Kafka, are JSON-structured
files, making them a good compromise between human-
readability (and therefore maintainability) and efficiency.

The data center itself houses the main network infras-
tructure composed of two Siemens SCALANCE SC636-2C
firewalls and four Siemens SCALANCE XR324-4M PoE
managed Ethernet switches. Each manufacturing cell is
isolated in its own virtual LAN for safety and security reasons
and access from outside is granted using a local Siemens
SINEMA Remote Connect VPN server.
In addition to the wired infrastructure, there is also an

industrial Siemens SCALANCE W1750D access point to
provide WiFi networks for the mobile devices, including the
two AGVs.

2) DATA INTEGRATION HUB
Developed completely internally, the Data Integration Hub
(DIH) is the custom platform that monitors the equipment,
stores the gathered data, and propagates to the machines the
commands requested by the line management system. It acts
as a service platform that provides a variety of functionalities:
machine monitoring and control through OPC-UA servers
and clients, communication between Kubernetes nodes
with Industrial Internet of Things (IIoT) brokers (Rab-
bitMQ, Kafka, MQTT), storage and retrieval of time series
(InfluxDB). Kafka in particular (see Figure 2), is used to
provide high-throughput, low-latency channels for handling
real-time data streams from the machines to the processing
applications, and vice-versa.

3) LINE MANAGEMENT SYSTEM
Production management is handled at the highest level by
the Siemens OPCenter Execution Discrete manufacturing
execution system (MES) running on a virtual machine in the
HPC. To ensure the production activities are correctly set
up, tracked, and managed on the equipment, the laboratory
has developed an intermediate platform, the Automation
Manager [10], that implements the required production
recipes.

Furthermore, there is a Digital Twin [11] for the production
line developed using the Tecnomatix Plant Simulation
software. Digital Twin is the virtual representation of a
process, product, or service. In this case, it is the model
of the production line that allows both data analysis and
system monitoring. Specifically, there are two Digital Twins:
Connected and Autonomous.

The Connected Digital Twin, called Digital Shadow,
communicates with the machines’ OPC-UA servers to
monitor their status and visually replicate it in real-time.
It connects to the line with sensors and replicates the physical
plant, allowing real-time control over the entire system.

The Autonomous Digital Twin is asynchronous and is
designed to simulate the plant as a whole. In particular,
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FIGURE 2. Kafka-based infrastructure for data collection and distribution.

it incorporates accurate machines’ models, replicating their
functionality and can be used to test machinery that could
be integrated in the future. It is useful to obtain real-time
statistics, to study alternative configurations of the production
line, and optimize its timing; moreover, through data analysis,
it is possible to carry out predictive maintenance, detecting a
possible failure before it occurs.

4) DATA CENTERS
Our local processing power is provided by a Rancher
Kubernetes Engine (RKE) cluster running on nine Ubuntu
22.04 LTS nodes. RKE allows easy installation and operation
of the Kubernetes cluster and supports all the major
technologies for data collection, distribution, and storage.
Every application described below relies on a collection
of Kubernetes nodes that define and manage containerized
services. This local cluster, named ice-edge, is complemented
by a cloud-based cluster, named ice-cloud, hosted on the
University’s High Performance Computing (HPC) platform.
While the Data Integration Hub and the AutomationManager
reside on the ice-edge, the various MES and the management
tools reside on the ice-cloud where higher quality resources
can be requested as needed and provide further scalability for
future expansions.

5) COMPUTATION OFFLOAD
Some technologies used in the ICE laboratory are based
on deep learning algorithms which cannot be executed

completely on edge devices because of their heavy computa-
tional requirements, whereas current optimization techniques
(e.g., simplifying models, compression, distillation, etc.) may
reduce the inference quality [12].

Currently, a common practice is to transfer sensed data
to servers with high computing capabilities through the
network. This approach preserves full accuracy but increases
communication traffic and end-to-end latency, and it exposes
privacy concerns.

One alternative implemented in this project is Split
Computing (SC), a technique that intelligently divides a deep
neural network between an edge device and a remote server.
This approach improves privacy and reduces latency as well
as required transmission bandwidth since the tensors are
compressed through the use of an autoencoder.

Thanks to the contribution presented in [13], the prevalent
methods for identifying potential splitting points have
evolved from architecture-based techniques to more refined
neuron-based methods. The method, I-SPLIT, demonstrates
that both the architecture of the layers and the saliency of
individual layers are crucial factors. Specifically, a neuron’s
saliency is determined by its gradient in relation to the
accurate decision.

Then, the Split-Et-Impera framework [14] is proposed
as a fast and user-friendly solution that simplifies the
design of a distributed architecture for executing one or
more DNNs. Other than accurately mimicking diverse
communication protocols and application requirements,
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TABLE 2. Summary of all the equipment present in the laboratory, with the model, quantity, operative sector of the laboratory (work cell), and type of
equipment. The ‘‘technology’’ attribute in the work cell column refers to the equipment specifically used in the project as explained in Sec. IV.

Split-Et-Impera introduces a unique feature: it suggests the
proper configuration to match the application’s quality of
service (QoS) requirements and provide optimal performance
in terms of accuracy and latency time. Since manipulating
diverse SC configurations may require days of computation,
Split-Et-Impera allows eliminating several configurations
through communication-aware simulations.

At the same time, current state-of-the-art approaches
in different deep learning applications rely on advanced
learning procedures, such as Multi-Task Learning (MTL).
In particular, MTL is a paradigm in which multiple related
tasks are jointly learned to improve the generalizability of a
model by using shared knowledge across different aspects
of the input. As a result, in [15], a method is presented
to partition multi-tasking DNN to be deployed within an
SC framework. The proposed MTL-Split design can handle
multiple tasks concurrently instead of the current focus
on Single-Task Learning (STL) in SC, and through MTL,
increase task performance, overcoming the challenge of
preserving only the performance of the main task.

Moreover, in [16] is presented the effect of predefined
sparsity within the SC paradigm. This approach, demonstra-
bly effective for the first time in an SC scenario, allows
us to to further reduce the computational, storage and
energy demands significantly during training and inference,
regardless of the hardware platform.

Similarly, the work presented in [17] introduces a
novel hardware-aware split-computing platform, targeting
real-time human pose estimation. The goal of this platform
is to consider the bandwidth of the transmission network
and the load of the edge board hardware, to ensure a
minimumworking frequency. The platform, through a micro-
benchmarking phase, extracts the latency and the output
size of each layer of the neural network. To minimize
traffic on the network, transmitted data are quantized to
4 bits and compressed with lossless encoding, which allows
exploiting the large number of ‘‘0’’ numbers generated by
ReLu activation functions. Thanks to a performance monitor
on the board and an ad-hoc developed UDP-based network
protocol, the platform is able to monitor the instantaneous
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FIGURE 3. Camera locations. The yellow triangles are the RGB cameras,
and the blue triangles are the RGB-D cameras. The blue dot with the
number 9 is the PTZ camera location, and the dot with the number 8 is
the fisheye camera.

condition of the infrastructure, going from time to time to
change the split point in order to ensure the nonfunctional
constraints of the maximum required latency.

C. MULTI-CAMERA SYSTEM
In addition to the manufacturing equipment, the laboratory
is equipped with a multi-camera system, with both RGB and
RGB-D cameras. There are 7 RGB Bosch DINION IP 3000i
IR surveillance cameras, 7 RGB-D ZED-2 cameras, 1 PTZ
Bosch AUTODOME IP 5100i camera, and 1 fisheye camera.
Figure 4 shows the cameras mounted in the laboratory while
the exact position of each camera is reported in Figure 3. The
synchronization between the various cameras is maintained
using a local NTP server (but any public server could be
used). This is an important part of the system since wrong
synchronization could drastically affect the performance of
any system relying on cameras.

The surveillance cameras and the RGB-D cameras have
different purposes. The surveillance cameras are designed
to have a good resolution and wide opening to achieve
good coverage over the whole laboratory. These cameras
aim to demonstrate that a normal video-surveillance system,
possibly found in existing industrial plants, can be turned into
a powerful Industry 4.0 application by sending video fluxes
to a central machine learning system. At the opposite, RGB-
D cameras represent the case in which a new setup is needed
and privacy concerns are the main issue. In fact, each camera
is part of a smarter system with its own processing unit with
GPU capabilities (Nvidia Jetson Xavier NX). In this way, the
camera is completely privacy-preserving because no video
stream is allowed to be sent over the network channel, and the
only data transmitted is aggregated anonymized information
or metadata. Furthermore, these cameras provide a depth
channel, i.e., 3D information.

The use of one or the other set of streams (RGB
surveillance or RGB-D) depends on the application and the
computation required. Furthermore, the camera subnetwork
is isolated and all the data running under this subnet-
work is monitored and can only be accessed via access
control.

D. WORKERS’ EQUIPMENT
Besides the general equipment of ICE both infrastructure
and manufacturing-related, each worker can have particular

FIGURE 4. The cameras mounted in the laboratory. On the left: the Zed
RGB-D camera with the Jetson board in its enclosure. On the right: the
RGB Bosch camera.

equipment depending on the task they have to accomplish.
Each type of equipment has its own motivation and specific
task that it helps to achieve.

1) XR HEADSETS
HoloLens 2 head-mounted displays (HMD) are available in
the ICE Lab to support workers. Such devices allow for
augmented reality with spatial understanding thanks to the
built-in sensors, good autonomy in terms of battery, and
non-tedious portability for long periods of time. This device is
used to guide workers during the manufacturing process and
the inspection of the final product, and can be used to provide
important information for safety and error prevention.

Furthermore, thanks to the Hololens 2 finger-tracking
capabilities, it is possible to implement advanced interfaces
based on real-time 3D gesture recognition algorithms [18],
[19]. This is particularly important for human-robot col-
laborative scenarios, to enable faster and more effective
collaboration.

VR headsets (Meta Quest 2) are available as well to allow
training of workers and remote monitoring and collaboration.

2) WEARABLE DEVICE
The Nordic Thingy52 sensors, whose dimensions are com-
parable to those of commercial smartwatch devices like Tick
Watch or AppleWatch, are worn byworkers in the production
line and play an essential role in worker identification and
safety. Binding the device’s unique identifier and the worker’s
identity allows for the unique identification of each worker,
ensuring that individual movements and locations can be
tracked with precision. This capability is particularly crucial
in environments where worker safety and accountability are
paramount. In conjunction with the Human Pose Estimation
(HPE) system, the wearable device is used to associate the
3D set of key points representing the human skeleton of
the worker with his/her identity. Furthermore, the inertial
data provided by the wearable sensor allows fall detection.
By leveraging the underlying infrastructure of ICE Lab,
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immediate alerts can be sent to supervisors or emergency
response teams, ensuring rapid intervention and minimizing
potential injuries.

3) BRAIN COMPUTER INTERFACE DEVICE
Brain computer interface (BCI) represents an innovative field
of research within the broader domain of human-machine
interaction (HMI). A BCI system acts as a bridge enabling
a direct connection between the human brain and an external
device bypassing the neuromuscular pathway. This opens to
a wide range of applications including assisting individuals
in daily life activity and enabling the monitoring of the
cognitive state of subjects engaged in repetitive tasks for
preventing potential risks related to physiological stress and
fatigue. Mitigation of these two mental conditions would
improve productivity and reduce work accidents caused by
lowered reaction time, mind wandering, and sleepiness, all
phenomena that may occur while working on an assembly
line. Electroencephalography (EEG) is of particular interest
in the BCI field since it is a non-invasive technique that
allows recording the electrical activity of the brain by
means of electrodes distributed along the scalp. In the
ICE Laboratory, BCI experiments were performed using
a portable BeMicro EEG amplifier2 equipped with a cap
with 21 Ag/AgCl electrodes. To facilitate data acquisition
and storage, a proprietary software, Galileo (EBNeuro S.p.A,
Firenze, Italy), was used.

4) PPE
Personal protective equipments (PPEs) are specifically
designed to protect a person in an environment that presents
potential hazards to safety. Examples of these devices are
helmets, gloves, face shield visors, etc., and are common in
industrial environments. Depending on the task the worker
has to achieve, different PPEs are required to be worn.

During the COVID pandemic, a particular type of PPE, the
facial masks, was also enforced in workplaces [20]. It was
mandatory to verify the compliance of the workers with such
devices [21].

III. CONSIDERED USE CASES
In order to enhance the safety and privacy of workers in
the 4.0 industrial environments, such as the ICE Laboratory
explained in Section II, this work details six use cases that
highlight possible threats to either safety or privacy (or both).

Each use case was designed to solve issues and incidents
that can happen in a real-world industrial facility. In Industry
4.0, and even more so in 5.0, the shared space between
humans and robots gets increasingly important. Such shared
space requires the robots to be aware of the humans to prevent
injuries.

For instance, this may happen when humans work together
with robots, and such robots need to know what humans are

2EBNeuro S.p.A, Firenze, Italy, http://www.ebneuro.com/en/ambulatory-
eeg/be-micro

doing. If a human is posing himself in an unsafe manner, e.g.
being tired or distracted, the system must react to preserve
his/her safety. There is also the case in which a human makes
a wrong action that is not planned, e.g., a security system is
disabled.

At the same time, the human can be unsafe for many
reasons, some of which may be independent of the facility.
This could be the case of an unexpected fall that requires
human intervention (e.g., due to health reasons). In that case,
the system must act to avoid worsening the situation, e.g.,
notifying the facts to supervisors. A similar example can be
applied to situations involving multiple people, like a fire in
the facility, an earthquake, or any other environmental threat
to the lives of the workers.

Moreover, in various places of the facility, it could be
mandatory to wear personal protective equipment (PPE), but
someworkers may forget or use them improperly due to some
distractions. A safety system should acknowledge this and
enforce compliance. Finally, some areas may be subject to
controlled access for crowds, such as during the COVID-19
pandemic. In that scenario, the number of people in the room
should be monitored and restricted.

This section presents the use cases as they were designed,
presenting for each of them the consequences with respect to
safety concerns.

A. ADVERSE EVENT
Usually, the term adverse event is used in medicine to
represent any untoward medical occurrence in a subject
exposed to a pharmaceutical product. Similarly, as defined
here, an adverse event is any untoward occurrence that
can happen to a subject that requires immediate action and
attention. An example of this is the ‘‘man on the ground’’.
In this scenario, the worker suddenly fell unconscious due to
a sudden unknown cause, i.e., heart attack, stroke, or illness.

This is an extreme case for safety intervention. In par-
ticular, the worker may not be conscious or able to move
and could be injured by moving vehicles. In this case, the
system must acknowledge the situation and immediately
notify supervisors.

Implementing technologies to address such adverse events
can yield significant benefits. These include faster incident
detection and response, enhanced worker safety, and a
potential reduction in workplace accidents and fatalities.
Moreover, these technological interventions can improve data
collection for ongoing safety enhancements and potentially
lower costs associated with workplace incidents.

For an in-depth analysis of the technologies involved in this
use case, refer to the works [22], [23], [24], [25].

B. MIXED HUMAN-MACHINE ENVIRONMENT
Cobots (collaborative robots) are designed and intended
for direct human-robot interaction, in shared spaces where
humans and robots are in close proximity, operating for
cooperation and collaboration. In manufacturing, and in
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FIGURE 5. The ICE laboratory visualized in the Digital Twin tool. The 3D environment has accurate 3D models of all the devices and machinery existing
in the real world with the same sizes.

particular for Industry 4.0, it is a very recurrent theme [26],
[27], [28], and the research field is expanding [22], [29],
[30]. The existence of such shared spaces between humans
and robots determines definitely possible safety concerns.
This is true for both static robotic arms (such as collabo-
rative manufacturing) but also for moving robots used for
logistics.

Cobot safety may rely on lightweight construction materi-
als, rounded edges, and limitations in speed and force, or on
sensors and software that ensure safe behavior [31] but still,
the safety of the worker has to be considered with all the
possibilities. An event of collision, for instance, despite being
improbable and with low velocities, can still cause injuries to
an operator.

Implementing technologies to enhance cobot safety can
lead to several beneficial outcomes. These include reduced
workplace accidents, increased worker confidence and pro-
ductivity, and improved overall efficiency of human-robot
collaboration. Specifically, advanced sensing and AI-driven
predictive systems can anticipate potential collisions, allow-
ing for real-time adjustments in cobot behavior. This not
only minimizes the risk of injuries but also enables smoother
workflows and potentially expands the range of tasks suitable
for human-robot collaboration.

For an in-depth analysis of the technologies involved in this
use case, refer to the works [18], [22], [24], [32], [33], [34].

C. WRONG ACTION
We define a wrong action when an operator performs an
action that is not intended to be performed on a device or
hardware. This use case represents two different scenarios:
unattended access to a device and a worker’s mistake
operating a device.

A wrong action may lead to an accident, with damage
to objects or people. The prevention of wrong actions may
be integrated with access control to deny access to certain
routines or commands.

Implementing technologies to prevent wrong actions can
yield significant benefits in workplace safety and operational
efficiency. Expected outcomes include fewer accidents and
equipment damage, reducing downtime and maintenance
costs. Furthermore, these technologies can enhance overall
productivity by ensuring that only qualified personnel
perform specific tasks. Ultimately, these measures contribute
to a safer work environment, increased employee confidence,
and improved operational reliability.

For an in-depth analysis of the technologies involved in this
use case, refer to the works [24], [34], [35], [36], [37], [38],
[39].

D. ENVIRONMENTAL EVENT
With environmental event, are considered all the possible
threats caused by environmental events such as fires,
earthquakes, etc., and every situation that is life-threatening
and requires immediate evacuation of the facility.

This is a case in which safety is the main objective: such
unpredictable events can cause serious problems to the whole
facility, threatening the safety of the people involved.

Implementing technologies to address environmental
events can improve emergency response and overall safety.
Benefits include faster threat detection, more efficient
evacuation processes, and improved communication during
crises. Technologies can significantly reduce response times,
minimize potential casualties, and mitigate property damage.
Additionally, data gathered from these systems can inform
future safety protocols and facility designs, further enhancing
long-term safety and resilience.

For an in-depth analysis of the technologies involved in this
use case, refer to the works [23], [24], [35], [36], [40], [41].

E. PERSONAL PROTECTIVE EQUIPMENT COMPLIANCE
Enforcing Personal Protective Equipments (PPEs) in a
working environment is a matter of safety since they are
designed to protect the workers from threats that may happen
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in a workspace. PPEs, as described in Section II-D4, can
protect the worker from both environmental hazards and
injuries from distraction or incorrect usage of machinery.
In most states, the safety of workers in working environments
is enforced with the introduction of specific laws regarding
the usage of determined PPEs.

Monitoring and enforcing PPE usage can yield significant
benefits in workplace safety, reducing workplace injuries and
accidents, improving compliance with safety regulations, and
enhancing overall safety culture.

For an in-depth analysis of the technologies involved in this
use case, refer to the works [42], [43].

F. GATHERING
During the COVID-19 pandemic, along with PPEs, people
gathering detection and control was critical [44], [45]. The
restriction for people gatherings is not only suggested for
fighting the pandemic and safety in any environment: the
presence of too many people can cause bottlenecks, and
potentially block evacuation routes [46].
Detection of people gathering can provide significant

safety and operational benefits. Expected outcomes include
improved crowd management, reduced risk of disease
transmission (important, but not limited to, the COVID-19
pandemic), and enhanced emergency evacuation procedures.
Technologies can help maintain optimal occupancy levels,
ensure social distancing when necessary, and identify poten-
tial bottlenecks in real-time. Furthermore, the data collected
can be used to design improvements and optimize space
utilization, leading to safer and more efficient environments.

For an in-depth analysis of the technologies involved in this
use case, refer to the works [32], [40], [47].

IV. TECHNOLOGIES FOR SAFETY ENFORCEMENT
To address the safety concerns that each of the use cases
presented in the previous section may introduce, different
technologies are employed. This section presents the several
technologies adopted and the results obtained by each
technology in order to address the safety issues underlying
the use cases. Finally, details regarding the scalability and
integration with existing infrastructure are presented. Table 1
summarizes the technology that presents countermeasures in
order to take into account each specific use case.

A. VISUAL TRACKING
Visual tracking is useful to enable continuous human local-
ization and tracking inside the ICE Laboratory facility. This
tracking system uses solely the RGB surveillance system,
consisting of 7 cameras mounted in different locations inside
the facility.

The ICE laboratory is a perfect example of a highly
occluded indoor environment: the presence of several
machines and moving parts can create severe occlusions
for human operators who are moving and working in the
environment. A visual tracking systemmust take into account
this high level of occlusion. To achieve this, we argue that a

multi-camera system is fundamental and that it’s necessary to
associate different camera views to cover as many occluded
areas as possible. Therefore, we present a multi-camera
human tracking system that leverages appearance-based re-
identification features for multi-camera matching.

Visual tracking guarantees two main objectives: the
tracking of the people in the laboratory and compliance with
PPE requirements. In this sense, this technology addresses all
the use cases, since can provide meaningful information for
any use case we consider.

1) HUMAN TRACKING
The tracking algorithm is implemented as a multi-camera
tracker, that uses the frame of each camera to extract some
tracklets (the track of a person across the sequential frames)
and perform aggregation in the global reference system.
This is possible using a robust single-camera tracker [48] in
junction with a planar 2D homography between the camera
views and the planimetry of the facility. Moreover, the
localization and matching of the people tracked by the single
cameras is made possible by the homography transformation.
Homography is useful because it is easy to set up, since
only 4 correspondences are required to create the mapping
between the image and the plane, and can be performed with
just the camera view. This means it is easily generalizable in
any kind of similar environment.

Homography was also used to calculate the actual visual
coverage of each camera since it is possible tomap the camera
view directly to the planimetry.

Furthermore, to take into account the occlusions caused by
the laboratory hardware equipment, a novel open-world re-
identification (ReID) approach has been added to the tracker.
The re-identification module, based on [49], is designed to
keep track of each camera tracklet and provide a global
tag that represents a unique identifier of the person. This is
necessary to perform correct counting as well as potentially
provide effective access control. Note that there is no
association between this unique identifier and the actual
identity of the person.

TABLE 3. The performances in terms of accuracy, precision, and recall,
of the open-world occlusion resistant tracking system implemented
inside the ICE laboratory for achieving reliable human tracking. The visual
coverage column represents the percentage of the areas of the laboratory
covered.

The system runs in real-time over all the cameras, with
a messaging output frequency on the laboratory’s Kafka
backbone of 10Hz. Performances, w.r.t. the metrics of
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TABLE 4. Results in the open-set scenario. The results are provided with
the closed-set Marktet1501 [50], extending it as open-set following [51],
and the Facility-ReID dataset [40].

tracking and re-identification are schematized in Table 3. The
system was tested on an 8k frames benchmark dataset (2k per
camera from 4 different cameras) acquired in the laboratory
with 6 people moving in the laboratory creating occlusions
with devices, between each other, and hiding from the camera
views, in order to stress themulti-camera tracking capabilities
of the system [40]. Furthermore, to simulate more people in
the dataset, they were requested to exit from the laboratory
and change clothes to simulate the entrance of the same
person but with a different appearance in order to stress the
re-identification module. An example of this dataset is shown
in Figure 6. The performance of the system with respect to
the state-of-the-art benchmarks is reported in Table 4. Results
are reported in terms of precision, accuracy, and recall. More
details can be found in [40].

FIGURE 6. Example of the frames from the surveillance camera views of
the ICE laboratory. These frames are used for visual tracking.

The visual coverage was calculated using homography
with planimetry. Since not all camera locations are explicitly
designed for human tracking (such as the PTZ or the cameras

observing the robotic arms), the cameras selected for this task
were chosen to balance the field of view and the occlusions
caused by the machinery in the laboratory. As a result, the
use of three (3) partially overlapping cameras is performing
best, also considering the coverage of the environment.
This is because having more coverage requires the use of
cameras that have a very skewed point of view, leading to
a distorted appearance of the people, which directly affects
the performance of the tracking system.

The system has been containerized and distributed in the
computing architecture of the laboratory enabling a fast and
scalable way to include more cameras. Furthermore, to ease
the computation, split computing has been used to deploy
large neural networks on more constrained edge devices [13],
[14].

Finally, in an effort to detect the intention of interaction
with the laboratory devices, we studied the people’s visual
selective attention within the production line. For this reason,
we created a dataset with a set of baselines that allowed us
to get ground truth data related to people’s tracks and gaze
trajectories [32].

2) PPE DETECTION
With regards to compliance with PPEs equipment, the visual
tracking capabilities allow for a dense verification of the
law requirements. In this sense, during the period of the
COVID-19 pandemic until May 2023 [52], the system was
enabled to verify the compliance of the facial masks inside the
whole laboratory. The systemwas implemented using a facial
mask detector using a novel dataset, specifically designed to
enable face mask detection in crowded environments from
surveillance cameras, also created with images acquired from
the ICE laboratory [42]. The classifier performs with an
overall accuracy of 0.884 on the test partition. The complete
PPE detection system implements a combination of a 2D pose
estimation pipeline, to ensure the people are facing toward the
camera before verifying the compliance of PPEs, and a facial
detector that allows the verification of the compliance [43],
[53]. This can be, depending on the situation, integrated with
the multi-camera visual tracking, i.e., if an alert should be
raised, the information on the person’s location could be
provided.

Now that the COVID-19 pandemic has ended, the require-
ment for facial masks has also been loosened. Nevertheless,
given that this system was designed to consider small
(60 × 60 pixel) faces from a surveillance point-of-view,
it could be easily extended to any wearable PPE equipment
with slight modifications to the pipeline.

The visual tracking system offers a versatile solution for
workplace safety across all identified use cases. It excels
in real-time monitoring, providing immediate detection and
response capabilities without physical contact. This makes
them particularly effective for adverse event detection, cobot
interaction monitoring, and crowd management. At the same
time, in crowded scenarios, occlusions may reduce the
capabilities of the system for PPE compliance or wrong
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action prevention. While efficient in providing comprehen-
sive coverage, these systems face challenges such as potential
privacy concerns, dependence on lighting conditions, and the
need for advanced interpretation in complex scenarios. Their
effectiveness in environmental event detection varies based
on the nature of the threat.

B. HUMAN POSE ESTIMATION
Visual Human Pose Estimation (HPE) plays an increasingly
significant role in the context of Industry 4.0, by simplifying
the analysis of human motion through images and video data.
Operator position awareness plays a pivotal role in enhancing
human-robot collaboration, a fundamental aspect of Industry
4.0 [54], and even more in Industry 5.0 [55], [56], while also
serving as a critical safety measure to prevent collisions with
moving components, collaborative or mobile robots, and to
detect potential injuries and faints.

As mentioned in Section III-B, the industrial scenarios
are rich in machinery which shares the workspace with
the operators. This can cause occlusions and absence of
detection if a single-view system is used. Therefore, for
the ICE laboratory, we developed a multi-camera distributed
HPE system to have complete coverage and redundancy
of information [57]. For each view, an RGB-D camera is
connected to an embedded board equipped with a GPU,
which processes the images locally, thus reducing data
traffic on the communication network, ensuring scalability,
and avoiding the transmission of sensitive information.
In this type of architecture, there are several challenges to
overcome. The first is limited computational resources on
edge devices, and since the HPE software has to ensure
real-time constraints, it has to be lightweight sacrificing the
accuracy needed for human-robot interaction. The second
challenge is related to the transmission network which, being
standard and shared with other applications, uses industrial
protocols. This results in bandwidth fluctuations, packet
losses, and delays, making the synchronization of poses from
the same scene acquired by different edge nodes difficult.
The third main challenge is related to multi-person scenarios,
specifically associating information about the same operator
from various views (i.e., edge devices) that are not hardware
synchronized.

To overcome these challenges first, we customized a 2D
HPE framework designed for low-powered boards. Thanks
to the 2D keypoints that represent the human body joints
in the image space (in pixels) and the depth information
given by the sensor, we are able, through deprojections
and rototranslations and using parameters obtained during
a calibration phase, to obtain for each view a set of 3D
skeletons in a global reference system (in meters). Once
this information is obtained, it is encapsulated in a pub/sub
message labeled with a timestamp. The timestamps at the
time of sending can be assumed to be synchronized across
edge devices, relying on the NTP protocol. Finally, the
messages are sent to an aggregator that is responsible for

merging the contributions from the various views. First, the
messages are temporally synchronized thanks to an internal
virtual clock, and those that are too old are discarded.
Then clusters of points from the various views (in the
same reference system) that belong to the same person
are identified through a clustering algorithm. Using an
association algorithm, a temporal continuity is given between
the current instant to the previous, which is useful for
temporal filtering. Finally, the centralized unit, according
to fusion metrics, merges the data from the multiple views
to obtain complete information robust to occlusions and of
higher quality. This information is finally forwarded to Kafka
to become accessible to all applications that make use of
it. These applications use 3D positions to monitor operator
operations on the production line and detect irregularities
that can result from collisions with mobile and collaborative
robots [24], [41], [58], as well as fainting and illness. They
also are useful for locating operators in case of dangerous
situations. In addition, this information can be integrated with
inertial sensors to obtain even more robust and complete
information [23].

FIGURE 7. Scalability of the proposed platform (green bar), compared
with a full-centralized approach (red bar) and an RTSP-based centralized
system (cyan bar).

Figure 7 shows the scalability of the proposed system,
by varying the number of views. For the comparison, we used
two different approaches. The first is a centralized approach,
in which the views are connected directly to a server that
executes the several pose estimators. The second approach,
on the other hand, involves the transmission of information
about the views from the edge devices via the RTSP protocol,
with the pose estimators always executed on a centralized
server. As you can see, initially, the approach with a higher
working frequency is the centralized one, as there is no
transmission latency, and the server’s hardware is much
more performant. In contrast, the RTSP-based approach
suffers from significant transmission latencies due to image
compression and transmission. Both methods fail with more
than five views because of memory saturation caused by the
neural network models in the pose estimator. The proposed
methodology, on the other hand, is shown to be scalable with
a variable number of cameras, maintaining a constant frame
rate of about 20 fps.
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FIGURE 8. Accuracy, expressed in mean absolute error (a) and correlation
(b) of the proposed platform (green bar), compared with a full-centralized
approach (red bar) and an RTSP-based centralized system (cyan bar).

Figure 8 shows the accuracy of the proposed system
compared to the other two methodologies previously pre-
sented. The accuracy is expressed in terms of Mean Absolute
Error (MAE) and Correlation compared to an accurate and
heavyweight software (i.e., Openpose [59]), customized to
operate in multi-view, but not made for edge computing
devices. This test was done to demonstrate the degree to
which the proposed system can achieve comparable accuracy
results with centralized systems, overcoming issues due to
synchronization and the use of edge computing software.
As can be seen, by increasing the number of cameras,
MAE decreases. In particular, it is useful to note how the
proposed system (green bar) achieves similar results to the
centralized system (red bar). This means that the system
manages to be temporally synchronized, as opposed to the
solution implemented using the RTSP protocol (cyan bar).
The same conclusions can be drawn from the results in terms
of correlation.

Human pose estimation technology, applied to adverse
events, mixed human-machine environments, and PPE com-
pliance, offers a targeted approach to workplace safety.
This technology excels in detecting unusual body positions,
crucial for identifying adverse events like falls or accidents.
In human-machine interactions, it helps maintain safe
distances and predict potential collisions with cobots. For
PPE compliance, it can effectively detect whether workers are
wearing the required equipment since the localization of body
parts can help to enhance PPE detection performance.

The strength of pose estimation lies in its ability to provide
detailed, real-time information about worker positioning and
movement without relying on wearable devices. However,
it may struggle with occlusions or complex environments.
While generally effective, its accuracy can be affected by
clothing, lighting, and crowded scenes. Privacy concerns are
reduced compared to full visual tracking, but implementation
costs and computational requirements can be significant.

C. WEARABLES
To further strengthen the recognition capabilities of the HPE
platform and reduce the recognition errors in the multi-
person scenario, we introduced a dedicated wearable device
into the context of the ICE/Opera lab. The wearable is a

technological solution that leverages the nRF52832 System
on Chip (SoC). This wearable device is equipped with diverse
communication protocols, most notably Bluetooth 5 and
Bluetooth Low Energy (BLE). Its intrinsic on-chip power
management system ensures minimal energy consumption,
a critical aspect for prolonged operational effectiveness.
Beyond its communication capabilities, the wearable inte-
grates essential sensors, including motion (i.e., 3-axis
accelerometer, gyroscope, and compass) and environmental
(i.e., temperature, pressure, humidity). It presents on-device
(usually known as on-the-edge computation) computation
capabilities for calculating fundamental metrics like Euler
angles, quaternions, gravity vectors, and rotation matrices.
Moreover, to tailor its functionality to specific needs, the
sensor’s sampling frequency is fully adjustable, offering
a range spanning from 5Hz to 200Hz. This adaptability
caters to the granularity required to fulfill the intricacies
of the monitoring objectives. Within the broader context,
the fusion of different individual wearable devices coalesces
into establishing a coherent Wireless Body Area Network
(WBAN) [35]. This WBAN, meticulously designed, enables
seamless real-time monitoring and tracking, unburdened by
the constraints of physical wiring.

The wearable presents a unique identifier (ID) that serves
as a distinctive marker. Its primary function encompasses
gesture recognition, user identification, and synchronization
between the wearable and the pose estimation system. The
overarching objective is to ensure the continuity of the
association between users recognized by the pose estimation
system and the corresponding individuals uniquely identified
by their wearable IDs. This linkage is pivotal in maintaining
a robust connection between the two realms. The system
achieves this by aligning the wrist movements detected by
the wearables with those captured by the pose estimation
system, using a numerical correlation mechanism to establish
a meaningful connection. This correlation process effectively
bridges the two sources of data. Furthermore, the wearable
assumes a crucial role in monitoring operator status within
areas of the facility that lie beyond the coverage of the
tracking or pose estimation systems. In these scenarios,
the wearable becomes an indispensable tool, facilitating
the ongoing surveillance of the operator’s well-being and
activities [23].

The system underwent testing involving four male indi-
viduals with diverse body characteristics. The test protocol
entailed the execution of six repetitions of the following two
actions for a minimum of 1 second: a) the subject raises the
hand above the head and moves it from left to right or right to
left, and b) the subject raises the hand above the head and
executes a vertical rotation. Table 5 provides an overview
of the recognition tests performed over the wearable base
hand waving recognition and correlation accuracy of the hand
waving recognized by the HPE system. The first ‘‘Gesture’’
column presents the wearable device’s accuracy in detecting
the first type of gesture, which it proficiently recognizes.
Additionally, the system exhibits a strong correlation in

VOLUME 12, 2024 154583



F. Cunico et al.: Enhancing Safety and Privacy in Industry 4.0: The ICE Laboratory Case Study

TABLE 5. Wearable-based recognition performance on the two cases.
(a) the subject raises the hand above the head and moves left to right.
(b) the subject raises the hand above the head and executes a vertical
rotation.

recognizing handshakes via the wearable device and tracking
hand movements, as indicated in the first ‘‘Correlation’’
column of Table 5. However, it is noteworthy that the system’s
performance is less satisfactory regarding the handmovement
described in type b). Specifically, the wearable device excels
at accurately identifying vertical hand rotations (second
‘‘Gesture’’ column), whereas the HPE system struggles to
recognize such movements (second ‘‘Correlation’’ column).
This limitation is primarily attributed to the HPE’s inability
to discern rotation information at extended distances, as it can
only identify the subject’s wrist as a singular point in space,
offering insights into lateral and depth movements but falling
short in capturing rotational aspects.

Table 6 shows the results in terms of the accuracy of the
wearable solution of specific tasks on public benchmarks.

Finally, the software managing the wearable sensors
within the environment is encapsulated within a Docker
container and executed on the NVIDIA Jetson board, which
is also employed for the HPE, as outlined in Section IV-B.
Additionally, each wearable sensor transmits its data to Kafka
through the Jetson board, making it accessible for further
applications, such as the collision prediction system [24],
[41]. Depending on the configuration, the data can either be
streamed based on specific events (e.g., detection of a fall
or sensor shaking) or in its raw form (e.g., every captured
snapshot of inertial data). Figure 9 shows the wearable
employed.

1) USABILITY AND ACCEPTABILITY
To investigate the usability and acceptability of the pro-
posed wearable, we surveyed the users via an anonymous
questionnaire. The questionnaire features ten questions
about user-friendliness, training requirements, reliability, and
comfortability. Users’ feedback scores range from 0 to 3,
where 0 means ‘‘not at all’’, and 3 means ‘‘very true’’.
We surveyed eight users, and the survey outcome shows how
users found the wearable device helpful. The questionnaire
results are reported in [35].
Wearable devices, combined with human pose estimation,

offer an enhanced solution for adverse events, mixed human-
machine environments, and environmental events. This
combination significantly improves accuracy in multi-person
scenarios, addressing a key limitation of standalone systems.

FIGURE 9. The wearable device. On the top: the front and rear view of the
Nordic device. On the bottom: the enclosure case of the wearable device.

In adverse event detection, the integrated approach enables
more precise identification of falls or unusual movements.
For human-machine interactions, it allows for nuanced
gesture-based control of cobots, enhancing safety and
efficiency. During environmental events, the system can
interpret evacuation-related gestures, improving response
coordination.

This integrated approach reduces false positives and
enhances overall system reliability. It maintains the benefits
of continuous individual monitoring while mitigating the
challenges of occlusion and complex environments. Privacy
concerns remain low compared to visual-only systems. The
main trade-offs are increased complexity and potential cost.
Overall, this combined wearable and pose estimation system
offers a highly effective, privacy-conscious solution for the
specified use cases, particularly excelling in crowded or
dynamic work environments.

D. DATA-DRIVEN SAFETY ASSESSMENT
Risk prediction and avoidance in industrial scenarios are of
utmost importance. In the era of Industry 5.0, the interest
in this topic has been steadily increasing within smart
factories, where autonomous robots strongly interact with
humans. Contacts between humans and robots must be
managed carefully to avoid injuries and to prevent stops in
the production chain, especially in the case of collaborative
robotics. In this context, several techniques have been
developed to avoid collisions, particularly based on RGB
cameras and human pose estimation software. In all existing
solutions, the common challenge consists of implementing
a platform for the assessment of risky situations and the
prediction of human-robot collisions that guarantees both
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TABLE 6. Results of the wearable technology w.r.t. to state-of-the-art dataset and approaches.

accuracy and computational efficiency. These are, in fact,
conflicting requirements; accuracy generally comes at the
cost of very intensive computing activities lasting for long
periods (i.e., up to 24/7 in some cases), since large sets
of variables (i.e., 3D human joints and 3D robot joints)
must be monitored and their evolution simulated in realtime;
when resource-constrained computing platforms are used, the
cost of risk assessment and prediction can steal computing
power from ordinary tasks, negatively affecting the system’s
functionality. Section presents a Human-Robot Interaction
(HRI) framework that combines a lightweight assertion
mining-based engine, with a heavier collision prediction
system to pursue both accuracy and computational efficiency
in human vs. robot collision avoidance. A preliminary
description of the methodology can be found in [24].

FIGURE 10. Overview of the HRI risk assessment and prediction system.

The first goal of the proposed HRI framework is to predict
the risk of collisions in an unsafe human-robot environment
and to explain the causes leading to such a risk.

The second goal is to prevent the HRI framework from
depleting the computational resources of the whole system.

This allows the HRI framework to coexist with ordinary
applications in a resource-constraint computational platform;
these applications implement the actual functionality of the
target system, such as the monitoring and controlling of tasks
in a smart manufacturing line for Industry 4.0.

Figure 10 shows an overview of HRI. The inputs are the
temporal-synchronized traces representing the positions of
the human and robot joints in the 3D space.

A distributed real-time multi-view 3D human pose esti-
mation system extracts the traces of the human joints.
This system implements inference on RGB streams through
convolutional neural networks (CNNs) to extrapolate the
human joints in 2D. It combines such information with
the one extrapolated by a depth camera and implements
a subsequent pose aggregation step to reconstruct the 3D
skeletons representing the people in the scene. For robot trace
extraction, the platform exploits the geometrical position of
the robot joints and a set of discrete variables that allow
determining its discrete configuration. These two parts are
temporally and spatially synchronized through a network
time protocol [61] and a calibration phase [62].

The traces are analyzed at runtime by a risk detection
software based on theHARM [33]3 assertion miner. It contin-
uously monitors the system traces, searching for occurrences
of unsafe states by verifying position-based assertions. When
an assertion fires, the system is considered to have entered a
risky situation. Then HARM activates a collision prediction
module called OPERA,4 whose goal is to precisely generate
the temporal range within which a possible collision is
expected to occur. In parallel, HARM provides the user with
the causes that led to the unsafe state (e.g., the robot arm and
the human body were too near).
OPERA is the most computationally and memory-

consuming block inside HRI. It generates accurate results in
terms of collision prediction, as it provides spatial and tem-
poral information for possible future collisions between body
parts. On the contrary, HARM is sensibly lighter in detecting
unsafe states expressed as LTL formulas. However, LTL
assertions do not provide a detailed representation of the risky
state asOPERA does through its geometric representation and
prediction model. This approach implements an effective and
efficient continuous risk detection system, activatingOPERA
on demand when the target system enters an unsafe condition
and deactivating it once the system returns to a safe state.

3https://github.com/SamueleGerminiani/harm
4https://github.com/ariadne-cps/opera
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In this combined solution, the risk detection task (i.e.,
HARM) acts as a trigger for the collision prediction and risk
explanation. For this reason, it is always active.While the risk
detection task recognizes a safe state of the environment, the
collision predictionOPERA and the risk explanation modules
are not executed even ifOPERA still acquires robot messages
to derive a history of its behavior.

The result of this switched model is a multi-tasking
framework that efficiently manages the CPUs and memory
resources, providing a comprehensive interpretation of a risky
scenario that considers the prediction of collisions between
human and robot parts while determining the cause of the
hazardous scenario.

Data-driven safety assessment, as a risk prediction and
collision avoidance system, offers a proactive approach
to safety in adverse events, mixed human-machine envi-
ronments, and environmental events. For adverse events,
it can identify high-risk situations or individuals. In human-
machine interactions, it can anticipate and prevent potential
conflicts or collisions. For environmental events, it aids in
predicting and preparing for various scenarios.

The system’s strength lies in its ability to leverage
historical and real-time data for predictive insights, enabling
preemptive action. It’s highly effective in complex, data-
rich environments. However, its accuracy depends on the
quality and quantity of available data (such as for the linked
services like HPE and robot states). While it enhances
overall safety, it may struggle with unprecedented situations.
Privacy concerns are moderate, as it requires extensive data
collection. Finally, the implementation can be complex and
resource-intensive.

E. BRAIN COMPUTER INTERFACE
Brain Computer Interfaces (BCIs) encompass two distinct
categories: active and passive. Active BCI is a closed-
loop system, translating the user’s thoughts into actions
in real time. In contrast, passive BCI monitors the user’s
mental state over time. Passive BCI systems could hold
value in a manufacturing context, assessing the operators’
vigilance state for a safer mixed human-robot environment.
This helps prevent potentially harmful actions impacting
operators’ health and production capabilities. Vigilance,
defined as the ability to sustain attention over an extended
period of time, is crucial in contexts involving repetitive
stimuli [63]. Accidents are often the results of impaired
vigilance capabilities [64].

A correlate of vigilance can be studied by relying on
EEG. The electrical activity captured reveals an increase in
a specific frequency band (8-12 Hz), known as the α rhythm
when the subject is getting more tired and thus less vigilant.

In the pursuit of extracting relevant brain wave patterns
from EEG recordings for BCI applications, various signal
processing pipelines were devised using advanced signal
processing techniques. These strategies were implemented
to enhance the performance of active BCI systems during
motor imagery tasks. This involved integrating the empirical

FIGURE 11. Representation of the experimental procedure and signal
acquisition. a) A volunteer in the test environment; b) Robot workspace in
which three different movements are continuously repeated (i.e., from
position 1 to 2, from 2 to 3, from 3 to 1, etc.); c) Timing schedule of the
robot movements and an example of processed EEG signals acquired
during an experimental trial.

wavelet transform and scattering convolutional networks
within an innovative framework that embraces brain con-
nectivity measures. In comparison with existing methods,
both binary and multi-class pipelines have proven their
effectiveness in the classification tasks considered [37], [38],
[39].

Moreover, this research involved acquiring data sets in
the ICE Laboratory with the specific aim of monitoring
operators’ vigilance in the manufacturing pipeline. To this
end, 10 subjects performed a surveillance task, observing the
Kuka robotic arm while it moved cyclically a block between
‘‘right’’ and ‘‘wrong’’ positions and assessing the positions
as such (Figure 11). This task lasted 23 minutes. A single
trial of the experiment coincides with the total duration of a
pick-and-place operation and lasts approximately 11 seconds.
In total, 120 trials were performed. A consistent increase in
α frequency band activity was observed across all subjects,
discerned from the time-frequency behavior of the signal,
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FIGURE 12. a) α wave amplitude trend monitored along the task, for a single subject [light blue], average α power of subject’s resting state [red],
fitted line [black] and the 95% prediction interval [gray]. Graph are placed as to mimick the original electrodes position on the head, which can be
seen in Fig. b).

which was extracted through the continuous wavelet trans-
form. Figure 12 shows an example of increasingα oscillations
with time-on-task, especially in the centro-parietal channels
(C3, C4, P3, and P4).

On self-reported questionnaires, subjects express a general
sense of ‘‘Frustration’’ toward the task (mean value of 16.4 on
a scale from 1 to 20, with 1 being ‘‘no frustration’’ and
20 being ‘‘very frustrating’’), and the sensation of the task
being slow and boring (‘‘Temporal Demand’’ has mean value
of 2.9 on a scale from 1 to 20, with 1 being ‘‘too slow’’ and
20 being ‘‘too fast’’).

This analysis, an extension of what was presented in [34],
shows that modeling and forecasting the α frequency band
activity is a feasible strategy that can improve the safety
of operators working in a mixed human-robot environment.
Real-time prediction of a state of lowered vigilance can be
used tomitigate the effects of boredombymodulating the task
intensity, or by requiring additional user feedback. Studies
on air traffic controllers [64] demonstrate that having the
monitored system engage with the operators reduces the total
number of mistakes. The forecast would allow the planning
of the incoming tasks beforehand, improving productivity
across the whole assembly line.

While forecasting of the EEG signal has shown success
in other fields, such as predicting the onset of a crisis in
epilepsy [65], its application in the industrial context is still

unexplored, and it is a novel field of research. The α fluctua-
tions over time were estimated using a vector autoregressive
(VAR) mode, representing a linear multivariate time series
by incorporating the past n values [66]. The model order
selection was based on the Akaike information criterion
(AIC) for each subject; the final fitting was performed with
a model of order 6 for all subjects. Only four channels,
namely C3, C4, P3, and P4, which exhibited more significant
variations in activity within the frequency band of interest,
as illustrated in Figure 12, were included in the model. Mean
absolute error (MAE) between the forecast horizons (1/44,
1/4, 1/2, 3/4, 1 fractions of a trial) and the true signals
was computed for each data point of subjects’ α activity.
Results show that forecasting data points up to 2.75 seconds
ahead (1/4 of a trial) gives satisfactory performances (avg.
median over channels: 0.068, avg. upper whisker bound
over channels: 0.169), which degrade with further horizon
extensions (Figure 13). Still, the VAR model suffers from
limitations, as it is a linear method that may not fully capture
the oscillatory nature of attention-influenced EEG signals.
A more sophisticated and up-to-date approach to forecasting
will be adopted in future work, with a focus on using
recurrent neural networks [67] and temporal convolutional
networks [68], taking inspiration from successful forecasting
applications on biological time series, as in the case of
continuous glucose monitoring [69] or epilepsy prediction
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[70]. The vast majority of EEG-related works focus on the
classification of mental states over collected data rather than
on forecasting [71]. Hence, due to the original nature of
this work, and the specificity of the collected and processed
data, a direct comparison with EEG forecasting application
yields few basis. Nevertheless, the proposed approach has
the potential to anticipate risky situations for operators when
implemented within a manufacturing pipeline, especially if
combined with forecasting techniques proven effective in
similar domains.

FIGURE 13. VAR MAE results aggregated over the 10 subjects. Results are
reported on a log scale. Y-axis: MAE values for the predictions. X-axis:
forecast time horizon. Outliers were not plotted for clarity of
representation.

The constricted setting of the experiment is a consequence
of practical limitations: the equipment does not allow for
the subject’s movements, since even tiny oscillations of
the cables may cause heavy artifacts; furthermore, the
equipment intended use foresee a controlled environment
with electromagnetic shielding, since the extremely low
amplitude of the signal can easily be disrupted by external
interference. Another obstacle to the adoption of EEG
techniques in the industrial context is the need to wear
the headset for a prolonged time, which would require the
re-applying of the gel, causing annoyance.

Recent works offer possible solutions to the aforemen-
tioned issues; in particular, the adoption of portable EEG
headsets allow for effective monitoring and classification of
construction workers’ mental state with a reduced amount
of channels [72], [73], [74], a paradigm that mitigates the
challenges of a practical implementation.

On a final note, the extraction of a vigilance index
must be treated with extreme caution. The user’s informed
consent is necessary before performing any acquisition. Data
acquired in real-time must be inaccessible, anonymous, and
deleted at the end of the work shift. To study the difficulty
in maintaining focus during a specific task, an offline
application must have the collected data password-protected
and identified exclusively through a serial number. This

offline approach provides a reliable measure of operators’
engagement that could be used to optimize the working
shifts, tasks, and environment. Regarding the experiments,
participants were asked to give informed consent before
participating in the study. Data were collected according to
the protocol approved by the local ethical committee of the
University of Verona.5

Brain-Computer Interface technology using EEG for
predicting user alert states, fatigue, and stress offers a unique
approach to safety in mixed human-machine environments
and preventing wrong actions. This system provides real-time
insights into a worker’s cognitive state, potentially preventing
accidents due to fatigue or stress-induced errors.

In human-machine interactions, BCI can adjust cobot
behavior based on the operator’s mental state, enhancing
safety. For preventing wrong actions, it can trigger alerts
or interventions when detecting decreased alertness or high
stress levels.

The technology’s strength lies in its ability to detect
subtle cognitive changes before they manifest in observable
behavior. However, its effectiveness is currently limited by
the lack of portable devices and sensitivity to magnetic
fluctuations in industrial settings. While potentially highly
accurate for individual monitoring, it faces significant
implementation challenges. Privacy concerns are high due to
the nature of brain data collection. The research-stage status
also implies high costs and limited real-world validation.

Overall, BCI presents a promising but nascent approach
to workplace safety, offering unique insights but requiring
substantial development to overcome practical limitations
and privacy concerns.

F. MIXED REALITY AND ADVANCED INTERACTION
Mixed Reality technologies in the ICE lab are aimed at
(i) creating spatially registered augmentation for workers
providing relevant information to support tasks and prevent
errors; (ii) interacting with machines by manipulating virtual
objects or performing gestures; (iii) Collaborating with other
local and remote users through shared virtual artifacts; (iv)
support training in immersive virtual reality and remote
assistance. For this reason, it was realized: (a) a visually
accurate 3D model of the lab, with walls, ceiling, windows,
light sources, and including optimized digital models of
lab assets: mobile robots, transport line, and all the other
machines, optimized and available at multiple Levels of
Detail for fast rendering and with realistic materials applied;
(b) an AR app for the Hololens 2 (Figure 14) using selected
markers in the scene to create a good alignment of the virtual
and real lab, allowing the visualization of spatially registered
augmentations; (c) a VR app for the Meta Quest 2, where
subjects can navigate inside the virtual lab (Figure 15) where
the status of the machines can be simulated or updated in
real-time exploiting the Kafka messages.

5Comitato di approvazione della ricerca sulla persona [CARP]: protocol
n. 2.R1/2022.
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FIGURE 14. The Hololens 2 AR app allows workers to monitor the status
of the production line with spatially-referenced augmentations (left) and
to show alerts and prevent errors, showing instructions for emergency
actions (right).

FIGURE 15. The graphical twin of the ICE lab allows remote monitoring
and simulation of tasks in immersive VR.

These tools are currently ready for testing and several
experiments are planned to demonstrate safety-related use
cases in the industrial domain. The combination of mixed
reality and digital twin technologies is not new, but, as shown
in [75] the readiness level of effective AR-assisted digital
twins is low, few works showing complete implementations
of systems and/or user evaluation are available and typically
they are not focused on safety-oriented tasks.

Typical safety-related use cases for VR and AR are
related to training and monitoring specific tasks on the
machines. For this reason, a specialized framework is
currently being developed to support task definition, training,
and monitoring. The framework will allow experienced
workers to record sequences of actions defining an example
task simply by performing it in the real or in the virtual work
environment. The application will record it as a standardized
sequence of events. In the next step, a potential new worker
will then be able to be trained to complete the task in the
VR environment or in the real one with AR assistance. The
VR/AR application will guide the user and provide hints on
the next action required to complete the task. It will also
monitor the correct execution and raise warnings in case of
mistakes that could result in harmful behaviors.

An original aspect of this work is that both the AR and VR
applications feature custom solutions allowing the users to
interact ‘‘naturally’’ with the system using gestures.

This technology is particularly interesting for industrial
applications, as it supports an intuitive and quick command
execution in a potentially noisy environment but is challeng-
ing due to the low-latency constraints and the risk of false
detection. The custom gesture-recognition technology [18] is
specifically designed to recognize the gestures of a complex
dictionary [19], avoiding false positives and achieving state-
of-the-art classification accuracy. Table 7 presents the results
against existing competitors.

TABLE 7. Classification results of SHREC22 benchmark. The metrics are
the detection rate (DR), false positives scores (FP), the Jaccard Index (JI),
the delay in frames, and per-frame processing time. In brackets are the
standard deviations.

Preliminary tests demonstrated the effectiveness of the ges-
tural interfaces in controlling the task flow in the ICE lab, but
more complex experiments are needed to assess the impact of
its regular use on the network performance. The current work
investigates methods for creating optimal gesture dictionaries
for various tasks, focusing on maximizing the ease of gesture
execution, their learnability, and their recognizability by
AI-based systems.

Gesture recognition systems could significantly enhance
workplace safety. They can be used to detect/forecast
operators’ errors and to deliver related warnings in the
AR application. Gestural interfaces can also be an effective
solution inwork environments where human operators should
act on potentially harmful machines. In fact, by controlling
the machines at a distance by using gestures, it is possible to
eliminate the risk of injuries caused by the direct interaction
of the workers with possibly dangerous parts. The challenge
in this scenario is to design a gesture-based interface that
can keep the workers safe without hindering their ability
to effectively control the machines. Another significant
advantage of touchless gestural interfaces in terms of safety is
that they eliminate potential problems related to hygiene and
cleanliness of the interfaces.

Finally, a critical mechanism that can enhance safety
is the support for multiple users collaboration in tasks’
control, possibly involving both local and remote users.
To support collaborative work in mixed reality, preventing
risks of unwanted actions, some authors of this work recently
proposed a method to manage concurrency in the editing
of augmented/virtual spaces [78] that can be exploited in
collaborative industrial applications as well.

Mixed reality technologies, using devices like HoloLens
2 AR andMeta Quest 2, offer innovative solutions for adverse
events, mixed human-machine environments, and preventing
wrong actions. In adverse event scenarios, these systems
can overlay critical information and guide response actions
in real-time. For human-machine interactions, they provide
immersive visualizations of safety zones and potential
hazards around cobots. In preventing wrong actions, AR can
highlight correct procedures and warn against potential
errors.
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The strength of mixed reality lies in its ability to provide
context-rich, intuitive guidance directly in the user’s field of
view. However, adoption may be hindered by the need to
wear headsets, which could be cumbersome in some work
environments, and can be costly. While highly effective for
training and guided operations, their real-time responsiveness
to rapidly changing situations may be limited. Privacy
concerns are minimal, but data security for the augmented
information is crucial. Cost and user adaptation remain
significant factors.

G. TECHNOLOGY SELECTION CRITERIA
Some technologies are state-of-the-art with no existing
alternatives, so a proper comparison with other solutions is
not possible. This is the case, for instance, of the BCI solution.
Other more traditional solutions (like visual tracking, HPE,
etc. . . ) indeed have been extensively analyzed with the
possible alternatives in both methodological alternative
solutions and commercial ones.

For visual tracking and HPE, were initially evaluated
commercially available marker-based solutions. The issue
with these approaches is the high sensitivity to light-
ing changes, which, unfortunately, due to regulations on
natural illumination, is constantly happening during the
day.

For the XR devices, the HoloLens 2 by Microsoft is
one of the most advanced AR devices on the market,
featuring a wide field of view, precise hand tracking,
and natural interaction with holograms. These capabilities
make it particularly suitable for professional and industrial
applications. Widely appreciated in fields such as industrial
maintenance, professional training, architectural design, and
medicine, HoloLens 2 allows users to visualize and interact
with complex data intuitively. Furthermore, it is seamlessly
integrated with Microsoft’s enterprise tools and platforms. Its
design ensures comfort for extended use, with well-balanced
weight distribution and ergonomic features that reduce
fatigue and enhance productivity.

Regarding the issue of VR headsets, Meta has positioned
the Quest 2 as a cost-effective solution, making it one of
the most affordable high-quality VR headsets on the market.
This price advantage allows businesses to equip their teams
with advanced VR technology without a significant financial
burden. Additionally, Meta’s strategic development ensures
that all applications designed for Quest 2 will be easily
portable to the upcoming Quest 3. This forward-thinking
approach makes the Quest 2 a future-proof investment,
as businesses can confidently adopt the platform, knowing
that their software and tools will remain compatible with
future hardware iterations. The Quest 2 and HoloLens 2 are
standalone devices, meaning they do not require a connection
to a PC to function. This makes them highly portable
and easy to use in various environments without additional
hardware.

The wearable device, the Nordic Thingy 52, features the
nRF52832 SoC manufactured by Nordic Semiconductors.

Third-party manufacturers utilize this SoC in their wearable
devices. Besides, the Thingy 52 offers a versatile, cost-
effective solution with extensive developer support and the
possibility of developing custom firmware. The interaction
through BLE allows the efficient collection of the sensor’s
data regarding power consumption. On the other hand, other
devices like Shimmer 3 or Empatica E4 are more expensive,
and they require specific software to collect data, thus
without allowing firmware or sensor management software
customization.

H. SCALABILITY AND COMPATIBILITY
The technologies developed in the Laboratory were designed
to collaborate with other subsystems, even if they previously
existed. The laboratory’s infrastructure is designed for this
very scope. This happens thanks to pub-sub mechanisms
(such as those integrated with ROS for robotic systems and
Kafka for other software interfaces) that allow for intensive
network communication.

The solutions employed in the laboratory are released using
container technologies. This means the horizontal scalability
is provided by the availability of the computing resources
in the Kubernetes cluster, as specified in Section II. The
vertical scalability is entrusted to individual technologies
and their related maintainers. From the laboratory point of
view, a broad 1 Gigabit ethernet connection is implemented,
which is solely used for internal data transmission. The data
volume transmitted over the network consists of single status
messages from themachines, well below the bandwidth’s cap.

Finally, it is worth mentioning that many of the technolo-
gies were designed to be modular in the sense that they
can be inserted into facilities with different configurations.
For instance, visual tracking may work on a standard
video surveillance system without relying on acquiring new
cameras, or the HPE system can be installed using portable
PoE devices that compute directly on edge without relying on
a powerful server.

I. SUSTAINABILITY AND MAINTENANCE
Since the software components are deployed containerized,
updating such systems involves creating a new Docker image
that is then pushed to a local docker registry, which is then
sent to the Kubernetes cluster described in Section II. Each
technology provides input parameters and configurations
depending on the tasks they need to solve. For instance,
for the visual system, there are the calibration parameters
w.r.t. the laboratory’s reference system, thresholds for the
algorithms, etc. Every technology provides documentation
that is shared with the laboratory’s operatives.

Regarding obsolescence risks, the technologies employed
are well-known or state-of-the-art approaches. The backbone
software structures (Kafka, ROS, etc.) are standard for
industry-grade facilities, while state-of-the-art technologies
are the cutting-edge solutions to address safety and privacy
concerns.
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V. CONTEXT-AWARE PRIVACY MONITORING
This section discusses how the trade-off between safety
and privacy can be achieved in smart manufacturing envi-
ronments. Section V-A explores the privacy threats that
safety technologies can pose to workers and highlight the
necessity of implementing a privacy monitoring solution.
Then, Section. V-B presents the privacy monitoring solution
and discusses the challenges related to the implementation of
the solution in smart manufacturing environments.

A. ADDRESSING PRIVACY THREATS
The use of safety technologies that monitor workers’
activities, while aimed at enhancing workplace safety, raises
several privacy threats that can be identified using Daniel
Solove’s taxonomy of privacy flaws [79]. The taxonomy
includes four main categories of privacy threats: personal
data collection, processing, dissemination and invasions
into people private affairs. The main threat related to data
collection is surveillance of workers’ activities. Continuous
monitoring of employees’ activities, locations, and behaviors
through cameras, wearable devices, and BCI systems can
create an environment of constant observation. This perva-
sive surveillance can lead to a feeling of being watched,
eroding trust and potentially creating a stressful work
environment.

Moreover, the further processing of the information
collected by multi-camera human tracking systems, pose
estimation systems, BCI systems, and wearables exposes
workers to aggregation, identification, secondary use, and
exclusion privacy threats. By integrating data collected
from these systems (aggregation), employers can build
extensive profiles of workers, including detailed records
of their movements, interactions, and behaviors over
time.

This aggregated data can reveal sensitive information
about workers’ habits and routines. Additionally, the ability
to uniquely identify (identification) and track individuals
within the smart factory using wearables enhances the
system’s capability to link specific actions and behaviors to
particular workers. Data collected for safety and operational
efficiency might be repurposed (secondary use) without
workers’ consent for other uses, such as performance
evaluations, disciplinary actions, or marketing purposes,
extending beyond the original intent of the data collection.
Furthermore, workers are often unaware of the full extent of
data collection and processing related to the use of safety
enforcement systems and are typically excluded from the
decision-making processes regarding how their data is used,
stored, or shared (exclusion).

Information dissemination poses additional threats. If the
data collected by these systems is not adequately pro-
tected, it can be accessed by unauthorized individuals,
leading to breaches that expose sensitive data and result
in potential misuse, identity theft, or other harms (breach
of confidentiality). Moreover, data from safety enforcement
systems can be shared with third parties, such as insurance

companies or law enforcement, without the workers’ consent
(disclosure). This can lead to unintended consequences for
workers.

Invasion of privacy is another major concern with these
systems. The use of these safety enforcement systems in
the workplace can be seen as an intrusion into the personal
space of workers. Even though it is a workplace, workers
have a reasonable expectation of some level of privacy,
which can be eroded by constant monitoring (intrusion).
The knowledge that they are being constantly monitored can
influence workers’ behaviors and decisions, causing them to
alter their natural actions to avoid being flagged or scrutinized
by their employers (decisional interference).

To mitigate these privacy threats, it is essential to imple-
ment a privacy monitoring system that tracks information
flows from safety enforcement systems to other applications
within a smart manufacturing environment. This system
should only allow personal data flows in safety-critical sit-
uations or when restrictions are enforced to the consumption
of the data by these applications.

At the same time, implementing privacy monitoring
systems in real-world smart manufacturing settings poses
significant challenges. Ensuring compliance with General
Data Protection Regulation (GDPR) can be challenging
due to several obligations imposed. For example, before
deploying such a system, employers have to inform workers
about the processing of their personal data in a clear and
understandable manner, providing details about the purpose
of processing, data retention periods, and the rights of
workers with respect to the processing. They also have to
obtain workers’ consent before the system processes their
personal data. The system should also include functionalities
to facilitate the enforcement of workers’ rights, which include
for example the right to access their personal data, the right to
rectify inaccurate or incomplete data, and the right to delete
data when it is no longer needed for the purposes it was
collected for.

Moreover, the privacy monitoring system should imple-
ment appropriate technical and organizational measures
like encryption and access control to secure personal data
against unauthorized access, data breaches, and other security
risks.

Another critical issue is related to the integration of
the privacy monitoring system with the safety enforcement
systems. Due to controls performed by the privacymonitoring
system on the information flows, communication latency and
processing speeds may increase, negatively impacting the
detection of safety-critical situations and the productivity
of the smart manufacturing line. Moreover, in order to
ensure workforce acceptance, the integration of the privacy
monitoring system should be seamless and avoid to disrupt
working practices and activities. The acceptance level is also
likely to increase if workers are given control on the usage of
the data and the advantage of using the system to preserve
their right to privacy is communicated to the workers in
advance [80].
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B. APPLYING CONTEXTUAL INTEGRITY TO MONITOR
INFORMATION FLOWS
To allow the use of safety technologies while preserving
workers’ privacy, a privacy monitoring system based on
the notion of privacy as contextual integrity proposed by
Nissenaum [81] was designed. She argues that privacy is
not about confidentiality or user control but rather about the
appropriateness of information flowwithin a specific context.
Each context has a distinct set of normswhich govern the flow
of information within that context. Norms consist of four key
components: contexts, actors, attributes, and transmission
principles. Contexts represent social contexts (for example,
professional or emergency contexts) in which the information
is disseminated; actors represent users or software agents
involved in the information flow, and their role within the
flow e.g, sender, receiver, or information subjects; attributes
indicate the type or nature of information, while transmission
principles impose conditions on the flow of information from
party to party in a given context. For example, a doctor
(sender) could share sensitive information (information type)
about a patient (information subject) with other doctors
(receivers) without the explicit consent of the patient
(transmission principle) in an emergency situation (context).

Implementing context-aware privacy monitoring systems
presents several technical challenges. One of the first
challenges is related to how to model the context in which the
information is shared. Another major challenge is accurately
identifying the flows of information that involves personal
data [82] and the context in which data is being collected and
used, as the smart manufacturing environments are complex
and dynamic environments where context can rapidly change.
This requires advanced algorithms and machine learning
models capable of real-time analysis and decision-making.
Another challenge is ensuring data quality and consistency
across heterogeneous sources, as context-aware privacy
monitoring system often integrate data from various safety
enforcement systems, sensors, and devices with different
formats and standards. The interoperability can be achieved
by using a machine-readable format like JSON to share
information among the safety enforcement systems, and
the context-aware privacy monitoring system. Additionally,
the context-aware privacy monitoring system architecture
should be robust and scalable to process large volumes
of data while maintaining low latency and high reliability.
Furthermore, maintaining the security of data when it is
shared among the different components of the system and
when they are processed is essential to protect the data from
potential threats. This requires robust encryption protocols
and access control mechanisms to protect the information
flows.

Next sections present the context model and the system
architecture.

1) MODELING CONTEXT AND PRIVACY NORMS
To ensure privacy, sensitive data should only be released in
particular contexts that must be first defined and recognized.

FIGURE 16. The context dimension tree of this project’s use cases.

Contextual features are the different perspectives of the
reality in examination, useful to enforce privacy in the data
flow. These features are represented through a hierarchical
model, the Context Dimension Tree (CDT) [83]. The CDT
allows us to specify the points of view of the context with
different granularity levels, to be able to restrict and widen
access to subsets of sensitive data only in those contexts
where safety should take priority over privacy (e.g. adverse
events like amedical emergency or aman on the ground, or an
environmental event such as a fire emergency or a human-
robot collision, and gatherings).

Figure 16 shows a simplified CDT of the ICE lab: black
nodes represent the contextual features (i.e., spatio-temporal
information, the user, and the situation), whereas white
nodes represent the related values. It can be noted that the
Emergency situation can be specifiedwithmore detail w.r.t.
the type of emergency (e.g., Fire emergency, Medical
emergency, etc.). Double circle nodes represent parameters
whose values are provided by sensors at run-time. Given
a CDT C, a context C is a subtree of C, where at most
one white node is selected for each dimension, e.g., C1 =

⟨T_Room = Room($A)∧T_Emerg = FireEmergency⟩ is the
context representing a Fire Emergency in Room A of ICE
lab (assuming for each node the unique name assumption
holds, i.e., there is no need to include the path to the
node to characterize it). Each context is associated with a
condition that allows to determine whether it is active. For
example, C1 is active when a fire sensor in Room A is
on. Another, and more general, possible context is C2 =

⟨Location = ICE LAB ∧ Situation = Emergency⟩, which
is active when a generic emergency has been declared, for
example, by pressing a button on a totem.

To represent the personal data that can be disclosed in an
active context, the notion of privacy norms is introduced.
A privacy norm is a first-order logic formula defined as
follows:

φ(sndr, rcvr, info, sbj) → flow(sndr, rcvr, info, sbj) (1)
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FIGURE 17. Context-based publish-subscribe architecture for privacy
management.

where φ(sndr, rcvr, info, sbj) is a formula representing the
transmission principle, and flowi(sndr, rcvr, info, sbj) is a
predicate that represents a flow of information. For example,
the norm that specifies that the location of a worker should
be disclosed to the emergency responder if the worker is in
an emergency situation is formalized as follows:

inEmergencyContext(humantracking, rcvr,worker)∧

publish(humantracking, location)∧

own(worker, location) ∧ hasrole(rcvr, responder) →

flow(humantracking, responder, location,worker) (2)

2) SYSTEM COMPONENTS
The components of the context-aware privacy monitoring
system are presented in Figure 17. The system has been
implemented in Python on top of the data collection
architecture based on Kafka. The system consists of three
main components, i.e., the Context Manager, the Data
Filter, and Dashboard. The Context Manager
continuously pulls data from the Kafka topics where the
systems like the visual system, human tracking, and sensors
deployed in the ICE lab publish collected data. Then,
it evaluates which contexts are active among a set of possible
contexts representing the environments and the possible
situations workers and robots are acting in. Once active
contexts have been identified, for each of them, the Data
Filter executes a procedure that enforces the privacy norm
applicable to that context. The procedure pulls from Kafka
topics and an internal database (e.g. a worker’s medical data)
that are allowed to be published in that context based on
the privacy norm. Then, the Dashboard presents a list
of active contexts and the associated information that can
be displayed within those contexts. The following example
illustrates how the Data Filter selects and visualizes
different information.

FIGURE 18. Dashboard - Fire emergency context active.

Example 1. When there is a Regular situation, the
Dashboardwill only display the number of workers present
in the ICE lab. If the contextC1 is active, the Data Filter
component accesses the location of the workers published by
the human tracking system on a dedicated Kafka topic and
checks based on their location whether they are in proximity
to the assembly point. If some workers are not near the
assembly point, it publishes the location of these workers
on another Kafka topic. Then, the Dashboard will pull the
workers’ locations from the Kafka topic and display them so
that the workers can be rescued, as shown in Figure 18.

VI. CONCLUSION AND FUTURE WORK
In this work, we presented a case study for Safety and
Privacy enhanced Industry 4.0, showing a fully operational
automated manufacturing production environment, with
high-end devices. We employed many different technologies
to solve Industry 4.0 problems with state-of-the-art novel
approaches (and some of them are also applicable to Industry
5.0). We defined six use cases (presented in Section III),
representing the possible threats to the safety and privacy
of workers in an Industry 4.0 scenario. We implemented a
context-aware privacy enforcement method to address the
trade-off between a technology used to increase the safety
of a worker, and its impact on the worker’s privacy. Some
technologies were re-designed to accommodate for a change
in demands (i.e., the face mask detector that is now less
critical but can be implemented as a general workers’ PPE
detector), while others are still being explored and updated
following recent state-of-the-art approaches.

In this sense, the ICE laboratory is just a first step in
optimizing Industry 4.0 (and later 5.0), taking into account
real-world issues and problems such as privacy and safety,
while still researching different aspects of the technologies
employed.

Future work involves every technology presented, by try-
ing to improve the existing methods, increasing general-
ization capabilities, extending the interaction using natural
language search [84], and making new promising technolo-
gies a reality.
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