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Abstract—Smartphones have become integral to everyday
life, and despite the many advantages they bring, they also
raise privacy and security concerns, particularly regarding non-
transparent, unauthorized, or malicious data collection risks.
While users are aware of these issues, the means the smart-
phone’s operating system provides to manage the applications’
permissions and protect personal data often prove challenging or
overwhelming for non-technical users. In this context, this article
introduces Privacy Manager, a mobile application designed for
Android devices that relies on an End-User Development (EUD)
approach to offer personalized data protection and privacy
security measures to bridge the gap for regular users. The appli-
cation facilitates effective management of permissions granted
to installed applications through user-friendly interfaces and
customizable settings, enhancing user awareness and control over
their data. A validation study was carried out with 8 participants
over a week. The study involved an initial questionnaire followed
by a week-long period of real-world application usage. It con-
cluded with a final questionnaire with an assessment using the
System Usability Scale (SUS).

Index Terms—end-user development, privacy, mobile applica-
tions, android, permissions

I. INTRODUCTION

Smartphones have become integral to everyday life, offering
convenience, connectivity, and access to vast information.
However, they can present potential privacy and security issues
in their daily use. For instance, one of the most common
concerns relates to the collection of data by the application
developers to resell it, to display targeted advertising, or to
access the device’s location in a manner that is not transparent
to the user [1]. Indeed, users are increasingly concerned about
how mobile applications treat personal information, referring
to concerns related to location tracking, large amounts of
required permissions, and authorized selling data [2].

Several studies have analyzed the perception and trust of
end-users regarding the privacy and security of personal data
when using their smartphones. The results obtained demon-
strate how the majority of users lack trust in the applications
they install on their devices and in the means provided by the
smartphone’s operating system to manage their permissions
and protect personal data [3]-[5]. In Android, for instance, the
user has to agree to a set of permissions during installation.
If the user understands the technical details, he could judge
whether permissions are correct and be aware of possible
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privacy concerns they might encounter while using the ap-
plication. However, this does not apply to non-expert users,
who are at regular risk of getting their privacy and security
compromised [6], [[7]. Accordingly, the effectiveness of this
permission system has been questioned, mainly due to users’
inattention and misunderstanding of the system’s prompts [3]],
given that privacy settings are not easy to configure [9]].

The challenges users encounter in understanding and effi-
ciently managing their data when using mobile applications
stem partly from the lack of user-centered privacy designs
and control features that could empower them to assert more
control over their data (Bemmann, 2023; Mohsen, 2024). In
this sense, while End-User Development (EUD) techniques
have demonstrated their effectiveness in various contexts, such
as mobile environments [10]], smart homes [11]], and the
Internet of Things (IoT) [[12]], less attention has been paid to
security and privacy aspects in smartphone usage.

Motivated by exploring the extent to which an EUD ap-
proach can empower users to protect their privacy and gain
better insight into the permissions granted to smartphone appli-
cations, in this article, we present Privacy Manager. Privacy
Manager is an Android application designed to serve two pri-
mary objectives: firstly, to provide a user-friendly mechanism
for effectively managing the privacy and security of personal
data, mainly aimed at less experienced users, and secondly,
to enable the customization of data management based on
parameters that are most relevant to each user. A validation
study involving 8 participants was conducted over the span of
a week. Throughout this duration, participants interacted with
the application in real-life scenarios, subsequently assessing
its usability.

The remainder of this paper is structured as follows: Sec-
tion [[I) provides context for our research, focusing on two key
themes: EUD and privacy concerns in mobile environments.
Section [[1I| details the design considerations and implementa-
tion of the Privacy Manager application. In Section we
outline our methodology, participants, and results from the
validation process, along with general remarks on the findings.
Finally, Section |V|summarizes our conclusions and points out
future research directions.



II. BACKGROUND AND RELATED WORKS

According to the definition proposed by Lieberman et
al. [13]], EUD can be described as a set of methods, techniques,
and tools that enable computer system users, acting as non-
professional software developers, to create, modify, or extend
a software artifact. The dissemination of this paradigm is
driven by its empowerment of users without specific technical
backgrounds to create and customize artifacts according to
their needs [14]]. EUD is used in different areas, like IoT
and smart homes. In these domains, the aim has been to
empower end-users to transition from passive consumers to
active producers, shaping the behaviors of their smart envi-
ronments. However, regarding mobile environments, the use
of End-User Development has been less common. A study
by Barricelli et al. [15] found that it represents only a small
fraction (6%) of all EUD applications. Moreover, according
to Tetteroo et al. [16]], who reviewed research methods in
EUD, most research on understanding and evaluating EUD
tools has been conducted in lab settings, rather than in the
field or through qualitative interviews and surveys. In this
regard, our approach aims, on the one hand, to integrate EUD
into mobile applications in the relatively unexplored context
of privacy, and on the other hand, to validate this approach
through an in the wild study.

Meanwhile, privacy of information can be defined as the
right of individuals, groups, or institutions to autonomously
determine when, how, and to what extent the information
concerning them is communicated to others [[17]. In network-
connected mobile devices, this definition can extend to the
users’ ability to control access to their personal data [3],
[18]]. With the widespread adoption of smartphones and the
continuous growth of the mobile application market, user
data collection by service-providing companies has increased
significantly. Therefore, it becomes crucial in such a context
to implement measures that enable users to protect their data
adequately. There is a real risk that users may lack the
means to understand the nature of the collected data [19],
while companies often hinder the spread of user-friendly and
intuitive control mechanisms to gather more user information.

In such a context, addressing the security issues associated
with mobile applications is crucial. With the vast applica-
tion market, cybercriminals could lure users into installing
malicious applications, leading to potential threats such as
malware, ransomware, identity theft, and data breaches, par-
ticularly affecting less experienced users [6], [20]. Indeed,
to address security and privacy risks, Android introduced the
permissions mechanism. Applications use permissions to re-
quest access to specific device functionalities. Before Android
5.1 (Android Lollipopﬂ 2014), users were informed about all
permissions they had requested before installing the app. They
could either accept all conditions or refuse, thus preventing
installation. From version 6.0 (Android Marshmallo 2015),

I“Android Lollipop | Android Developers”, https://developer.android.com/
about/versions/lollipop, (accessed May 10, 2024).

2“Android 6.0 Marshmallow | Android Developers”, |https://developer.
android.com/about/versions/marshmallow, (accessed May 10, 2024).

permissions were introduced at runtime, allowing applications
to request access to specific functionalities during runtime,
avoiding the previous ‘all or nothing’ model. Since Android
1 (2019), this model has expanded to give users greater
transparency regarding which applications have which permis-
sions. Users can now grant permissions always, only during
use, or deny them.

Android updates have proven effective, with users finding
the runtime permission model more intuitive. However, there
is still a critical issue regarding users’ understanding of per-
mission alerts. Additionally, some users suffer from ‘warning
fatigue,” overlooking permissions due to alerts that do not con-
vey real risks [21]], [22]]. Consequently, at a general level, user
trust in privacy measures remains inadequate. For instance,
according to Zhou et al. [4], three out of four users feel
they lack sufficient control over their device data. Many are
unaware of specific settings or assume certain privacy settings
are already active, like ad profiling blocking. Additionally,
navigating device settings is challenging for some, leading to
the belief that manufacturers intentionally make it difficult to
maximize data collection profits [1].

Consequently, users recognize some of the risks associated
with granting specific permissions. However, they encounter
challenges in effectively utilizing the tools provided by their
smartphones for self-defense. In this context, it becomes
crucial to provide users with practical tools that can guide
them adequately in protecting their data and addressing their
difficulties and expectations. Privacy Manager aims to offer a
user-friendly solution that enables non-technical users to con-
sciously and effectively personalize the privacy permissions
they grant to mobile applications on their phones.

III. DESIGN AND IMPLEMENTATION

The underlying design principle that we envisioned for
the application was to empower the user to create security
rules based on a set of parameters. In this regard, we drew
inspiration from °‘If This Then That’ (IFTTTEI), which is a
widely diffused EUD web platform that enables users to
create chains of simple conditional statements, known as
applets or rules, which automate tasks based on changes in
other web services or devices [23]]. Users define triggers (‘if
this’) and actions (‘then that’) to specify what should occur
when certain conditions are met, enabling seamless automation
across various online services and devices.

In the Privacy Manager application, whose main screenshots
are presented in Figure [T} we defined these rules to encompass
four key parameters: permissions, applications, conditions, and
behavior (Figure[Th). Below, we will elaborate on each param-
eter and illustrate how they are set within the application.

o Permissions: Given the issues stemming from Android’s
permission model and its gaps, the decision was made

3“Android 10 | Platform | Android Developers”, https://developer.android.
com/about/versions/10, (accessed May 10, 2024).

4“IFTTT - Automate business & home”, https:/ifttt.com, (accessed May
10, 2024).
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Fig. 1. Screenshots of the Privacy Manager mobile application. In (a), users can create the security rule by defining all the essential parameters. Each button
corresponds to a specific parameter, allowing users to specify permissions, applications, and conditions. Later, in (b), after the user saves the rule and assigns
it a name (‘At work’), a summary displaying all the rule’s parameters is presented. In (c), the user is notified when an application performs an action (such
as receiving a push notification) that has been intercepted by any of the security rules defined by the user. Finally, in (d), the tutorial explains in detail the
various sections of the respective screen and how users can effectively utilize the application.

to base the definition of security rules precisely on
permissions.

Similarly, since not all permissions provided by Android
are equally critical or risky for users, it would be pointless
for users to define safeguarding measures based on func-
tionalities that do not compromise their security. For this
reason, following the work proposed by Liu et al. [24], it
was decided to consider only those permissions deemed
risky for users’ security and privacy.

Although the set of permissions managed by Android is
broader, due to the limitations imposed by the operating
system, only a restricted subset of these permissions
can be monitored without root permissions. Therefore,
those permissions included in the Privacy Manager were
location, calendar, and camera, detailed in Table m

TABLE 1
PERMISSIONS INCLUDED IN THE APPLICATION

Permission Description Potential Risk
. . Location-based attacks or
. Geographic location of . .
Location ' malware; location-based
the device ..
advertising
Activities recorded on Disclosure of users schedule
Calendar . .
the users calendar information
. Access to camera functionalit
Camera Capture of images ¥

without user awareness

Alongside these permissions, however, it has also been
decided to consider the notifications sent by the device’s
applications. Indeed, although not strictly risky for the
user’s security, they could compromise their privacy
under certain conditions. For this reason, we have also
decided to include them in the list of permissions that can
be monitored, also considering the flexibility provided
through the customizable conditions set by the user
during the rule definition phase.

« Applications: Refers to the specific applications installed

on the phone for which the previously defined permis-
sions will be monitored. In the Privacy Manager appli-
cations, users are presented only with applications with
access to previously included permissions.

o Conditions: Users also have the option to define a series

of conditions that the system must meet during the
monitoring. These conditions are optional, meaning users
can save a rule without specifying them. Table [I]lists the
customizable conditions and explains how they trigger
monitoring activation accordingly.

o Behaviors: Finally, once the previous parameters have

been defined, the user must select the action the system
should take in case a security rule intercepts an action
triggered by a monitored application. The selectable
actions are reporting or stopping, and if the user has also
selected notification permission, the actions of hiding and
blocking the notification will be available (Table [II) .



TABLE II
USER-CUSTOMIZABLE CONDITIONS

Condition Description Monitoring Activation

Days of the week and
corresponding time

Day and Time Dunqg the specified days
and time

Geographic location When the user is

Locations specified by the physically present in one
entered address of the specified locations
Name of.on'e (or When the device is
more) Wi-Fi networks, .
Network - connected to the specified
or the device’s data
R network
connection
When one (or more) of
Bluetooth Bluetooth devices the selected devices are
stored on the device connected to the
smartphone
L, When the device’s charge
Battery Device’s battery level is lower than the

charge percentage specified one

Once the security rule is created and activated (Figure [Tp),
the monitoring phase begins. This phase occurs in the back-
ground and tracks the behavior of the applications the user
selects. If the system detects that an application action has
been intercepted by a security rule, it will notify the user
through a notification. By clicking on the notification, a
screen will be displayed (Figure [Tk) to the user showing the
application action was intercepted by the security rule and the
name of the rule itself.

TABLE III
BEHAVIORS MANAGED BY PRIVACY MANAGER

Behavior Description

The notification sent by the application is not displayed.
Hide Instead, the system informs the user of a new notification

without specifying its content

The notification sent by the application is not displayed.
Block Instead, the system notifies the user that an application

has sent a notification that has been blocked, without
providing any information about the content

Additionally, since the application is aimed at non-expert
users, as seen in Figure , it was decided to include a set of
tutorials to present the system’s functions and various sections.
The tutorials are automatically displayed if the user opens
the application for the first time, ensuring proper guidance
and instruction. They can also be accessed later by pressing a
specific button on each screen.

Technically speaking, the Privacy Manager application was
developed on the Android platform using the native Kotlin
language. The infrastructure used for the system registration
process and for saving usage statistics in the cloud is rep-
resented by Firebase. In the case of Privacy Manager, the
components utilized are Firebase Authentication and Firestore.
The former facilitated the system registration phase by inte-
grating the process through users’ Google accounts. On the
other hand, the latter enabled the cloud storage of data and

statistics generated by users during system usage.

IV. VALIDATION

Once the application implementation was concluded, we
conducted an in-the-wild validation, in which users utilized
the Privacy Manager under real-world conditions, reflecting
their daily routines and habits without direct control over their
actions.

A. Methodology and participants

The validation design was ‘within-subjects’ [25]], granting
each participant access to all functionalities offered by the
application. The validation spanned one week and included: (i)
an initial questionnaire to gauge user perceptions regarding
device usage and privacy protection; (ii) one week of ap-
plication usage; and (iii) a final questionnaire, comprising
a System Usability Scale (SUS) [26] assessment to measure
application usability and a series of questions prompting users
to share their impressions and to inquire more specifically
about any unclear or malfunctioning aspects of the application.

Participants in this validation phase were individuals from
our circle recruited via private messages. Initially, 10 partici-
pants were contacted. Of these, 8 completed all phases of the
validation. Therefore, only the data from these 8 participants
were for result analysis. Among the 8 participants, five self-
identified as women, and three self-identified as men. Their
ages range from 20 to 30 years, with an average age of
approximately 24.

B. Results

The initial questionnaire, apart from gathering demo-
graphic data, comprised three questions for participants to rate
using a 5-point Likert scale:

Q1: How satisfied are you with the privacy and security
protections provided by the applications you use?

Q2: How easy do you find the way your smartphone
allows you to manage your privacy and security?

Q3: How interested would you be in having greater
control over how your smartphone and the applications
you use manage your privacy and security?

Q1 l

Q2 | l
o3 | [ I

o
o
I
=)
o

O10203m4ms

Fig. 2. Participants’ perceptions regarding the use of their device and the
protection of their privacy using a Likert scale ranging from ‘Not at all’ (1)
to ‘Very much so’ (5).

The answers to these questions are depicted in Figure
As can be observed in the graph, users’ perceptions of the



effectiveness of current privacy protection mechanisms (Q1)
suggest a moderately low overall opinion. However, when
evaluating the ease of use of the device-provided solutions
for security and privacy protection (Q2), the opinion appears
even lower, with two participants giving the minimum score on
the Likert scale. Conversely, responses were overwhelmingly
positive regarding the interest in having greater control over
privacy and security management by the device and applica-
tions (Q3).

Location ‘| | 12 =

Calendar I:l 6 *

Camera — | | 7 =

Notificat. - [ | 16 |-
(‘) J’S 1‘0 1‘5

Fig. 3. Permissions chosen by the participants when creating a security rule

Later, during the week of application usage, participants
collectively created 25 security rules. The number of rules
created by each user ranged from a minimum of 1 to a
maximum of 12, and most users (5 out of 8) created only
one security rule. These rules were quite heterogeneous in
terms of the monitored permissions. Generally, it is found that
users have preferred to monitor a single permission per rule
(72% of cases), likely the one they deemed most relevant.
Among the individual permissions that users preferred to
monitor, as shown in Figure [3] the highest preferences were
for notifications and location (36% and 24%, respectively).

T T
Day & Time | [ | 14 |-
Locations — I:l 2 ~
Network — I:l 2 L
Bluetooth I:l 1 ~
Battery -| (NN ¢ -
None | | | 11 =

| | | | | | | |

0 2 4 6 8 10 12 14

Fig. 4. Conditions defined by the participants when creating a security rule

When it comes to the conditions chosen during the creation
of the security rules, as can be seen in Figure ] a significant
majority is observed for the parameter related to the time slot.
Alternatively, users have often opted not to add any conditions,
thus enabling continuous monitoring upon rule activation.

Furthermore, from the collected data, we observed that the
users’ week of usage amounted to 24 actions intercepted by
the Privacy Manager application, and notifications caused a
percentage of 75% of these interceptions. Conversely, the
least reported permissions are calendar and camera, both
reported only once. The summary of reported interceptations is
depicted in Figure [5] Such data emphasizes the prevalence of

notification reporting. Nevertheless, it is important to consider
that notifications were the most monitored permission by users,
especially at the expense of the calendar and camera, which
consequently report minimal interceptions.

Location [~

Calendar — [

Camera — —

Notificat. — ~

| | | | |
0 5 10 15 20

Fig. 5. Applications’ actions intercepted by the security rules

Lastly, regarding the final questionnaire, done through
the SUS assessment, Privacy Manager was rated with an
average score of 76.56. Such a result exceeds the average
value of 68 provided as a reference by the scale, indicating a
general appreciation for the application’s usability. Regarding
the additional questions in the SUS questionnaire, there is a
noteworthy appreciation for the tutorials guiding users on how
to start using the application. Participants were asked to rate
the usefulness of these initial tutorials on a 5-point Likert scale
ranging from ‘Not at all’ (1) to ‘Very much so.” Out of the
respondents, 5 participants rated the tutorials as 4, while 3
participants rated them as 5.

C. General remarks

During the testing week, users frequently utilized Privacy
Manager, as evidenced by the number of security rules created.
Analysis revealed that location permissions were among the
most sought-after to protect, selected in 48% of rules. Addi-
tionally, introducing notifications to the list of monitorable per-
missions proved effective, with 64% of rules including them.
Instead, calendar and camera permissions were less popular,
chosen in only 24% and 28% of cases, respectively, suggesting
they were perceived as less risky by the participants.

Regarding optional conditions, many participants opted not
to include any (44% of cases), preferring continuous monitor-
ing and reporting. However, most users (56%) chose to include
a time slot, limiting monitoring to specific times deemed more
sensitive. Bluetooth-connected device conditions were rarely
chosen. Similarly, examining the most selected applications
for security rule creation, social media and banking applica-
tions were prominent choices, reflecting participants’ concerns
about privacy risks associated with these categories.

Finally, although certain preferences were predominant
among participants’ choices, it is worth underscoring the
diverse range of parameters considered in defining security
rules. This aspect is particularly significant for us since
our proposed approach aimed at empowering users to tailor
software components to their specific needs. After all, users
possess a unique understanding of what is most effective for
their requirements.



V. CONCLUSION AND FUTURE WORK

This article has presented the design considerations, imple-
mentation choices, and validation of Private Manager. This
mobile application relies on EUD to empower users to protect
their privacy and gain better insight into the permissions
granted to applications installed on their smartphones. After
conducting a one-week validation in the wild with eight partic-
ipants, utilizing a within-subjects study design, we determined
that the goals of providing a tool adaptable to users’ personal
needs and privacy protection through customized security rules
were achieved. For instance, participants found the application
to be very useful. However, as this validation phase involved
a limited number of participants and a short time window,
future work will focus on conducting a more comprehensive
testing phase over an extended period. This future validation
will involve evaluating various application parameters, such
as the frequency of application openings and the duration
of application usage, to enhance further its effectiveness in
empowering users and ensuring privacy protection.
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