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Multidomain Fault Models Covering the Analog
Side of a Smart or Cyber—Physical System

Francesco Tosoni ¥, Student, IEEE, Nicola Dall’Ora
Sara Vinco

Abstract—Over the last decade, the industrial world has
been involved in a massive revolution guided by the adoption
of digital technologies. In this context, complex systems like
cyber-physical systems play a fundamental role since they were
designed and realized by composing heterogeneous components.
The combined simulation of the behavioral models of these
components allows to reproduce the nominal behavior of the
real system. Similarly, a smart system is a device that integrates
heterogeneous components but in a miniaturized form factor. The
development of smart or cyber-physical systems, in combination
with faulty behaviors modeled for the different physical domains
composing the system, enables to support advanced functional
safety assessment at the system level. A methodology to create
and inject multi-domain fault models in the analog side of
these systems has been proposed by exploiting the physical
analogy between the electrical and mechanical domains to infer a
new mechanical fault taxonomy. Thus, standard electrical fault
models are injected into the electrical part, while the derived
mechanical fault models are injected directly into the mechanical
part. The entire flow has been applied to two case studies:
a direct current motor connected with a gear train, and a
three-axis accelerometer.

Index Terms—Cyber-physical systems, smart systems, fault
taxonomy, fault injection, electrical faults, mechanical faults.

1. INTRODUCTION

OWADAYS, in every industrial field, the design of com-
N plex systems is evolving quickly, as an effect of the adop-
tion of digital technologies, in the form of the current trend
named Industry 4.0, i.e., the fourth industrial revolution. The
new digital technologies allow indeed to closely monitor and
mimic the evolution of a Cyber-Physical System (CPS), thus
gaining more knowledge of the operating conditions, allowing
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to foresee future evolution and to observe complex interdepen-
dencies [1]. The modeling complexity is, on the other hand,
rewarded by the possibilities that it opens, in that it allows to
mirror the actual operation of the analog side of a CPS or a smart
system. A smart system is designed to integrate heterogeneous
components, such as digital, analog, communication modules,
Micro Electro Mechanical Systems (MEMS) in one single,
miniaturized device [2], [3]. Furthermore, the modeling of such
systems allows to perform what-if analysis, estimate the impact
of faults on the system or individual components, and better ex-
pose complex interdependencies between such heterogeneous
aspects in the generation and propagation of faulty behaviors
[4]. This procedure, called fault injection, supports the creation
of reliability mechanisms in the design phases of a smart system
or the analog side of a CPS, which underlines weaknesses that
could affect the system’s safety [5]. However, applying fault
injection to the context of CPSs (that are natively multi-domain
systems) differs depending on the part of the system and the
domain under analysis [6]. Overall, fault injection is the state
of the practice for ensuring functional safety of both digital and
analog circuits, as quoted by the ISO 26262 standard for the
functional safety of road vehicles [7]. In the digital domain,
the state-of-the-art fault models are stuck-at-0/1 faults [8]. For
the analog domain, the first attempt to standardize the analog
faults is made by the IEEE P2427 workgroup; the standard
is currently under revision [9]. At the state-of-the-art, such
techniques do not apply to other domains than the electrical
one, for instance, in an electromechanical system, where fault
models injected into the electrical part will deeply differ from
purely mechanical ones, and this applies even more to other
physical domains (e.g., thermal, hydraulic). In the mechanical
domain, the usage of fault injection techniques is not as widely
adopted as in the electrical one. Thus categorizing mechanical
components and machinery working conditions is complex be-
cause of a paradigm shift that is too recent to be supported by an
established and standardized procedure. Given the impact that
mechanical fault injection could have on the evaluation of safety
mechanisms, extending the fault injection techniques to the me-
chanical domain looks an attractive idea. A key resource comes
from the observation that analogies exist between the different
physical domains. The idea is that different domain-specific
behaviors can be mapped onto the same differential equations
by interpreting the quantities involved with different domain-
specific meanings. The following sections will show how such
analogies between mechanical and electrical systems can be
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Fig. 1. Overview of the proposed methodology to model and inject multi-
domain faults into the analog part of smart systems or CPSs described at the
behavioral level through differential equations.

exploited to perform safety analysis in the mechanical domain
by using a new non-electrical fault taxonomy. Moreover, the
purpose of the methodology presented in this paper is to model
faulty behaviors of a generic system utilizing such analogies,
regardless of the underlying physical domain. In this way, it
would be possible to apply advanced fault injection techniques,
well established in the electrical domain, to other domains,
e.g., the mechanical one. The goal, summarized in Fig. 1, is
to model a smart system (e.g., a car Electronic Control Unit
(ECU)) or the analog side of a CPS (e.g., a wind turbine [10])
with the adoption of different types of faults spanning across
different domains, to alter its functionality in many ways, and
to deeply explore the impact of faults on the different levels of
a system. To summarize, the main innovations proposed in this
article include:

1) Create a new mechanical fault taxonomy by identifying
mechanical fault models and injecting them directly into
the mechanical system;

2) Realize a new automatic tool for the automatic fault injec-
tion in multi-domain models (electrical and mechanical),
where the standard electrical faults are injected in the
electrical part, and the proposed mechanical faults are
injected in the mechanical part.

3) Verify the behaviors of the proposed system under differ-
ent faults and operating conditions; this allows to perform
functional qualification of the verification testbench.

The structure of this article is the following. Section II

describes the necessary background. Section III shows how
to exploit analogies to model mechanical systems and faults.
In Section IV, mechanical faults are derived from the elec-
trical domain to build a mechanical fault taxonomy, and
Section V presents injection techniques for the defined faults.
The proposed techniques are applied to complex case studies in
Section VI. Finally, conclusions are given in Section VII.

II. BACKGROUND AND STATE-OF-THE-ART

This section introduces the state of the art of behavioral
fault modeling in smart systems and CPSs through physical
analogies. Then, it covers the starting point of this paper, sum-
marizing the previous works in this context.
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A. Behavioral Fault Modeling

Modeling and simulation of a CPS are key steps for ensuring
the functional safety of such systems. At the state-of-the-art,
there are two ways to represent and simulate physical systems:
graphical tools, e.g., Modelica-based tools and Simulink/Sim-
scape, and adopting description languages, like Verilog-AMS,
VHDL-AMS, and SystemC-AMS. With the former solution, the
system is built by connecting pre-defined blocks belonging to
domain-specific libraries. Those pre-defined blocks hide their
internal dynamic, making the internal equations visible only
to the solver, which computes the system evolution over time.
However, the designer can customize the blocks since they
are parameterized. So, the fault injection process is limited in
such blocks-only environments [11]. Few works focus on fault
modeling in the literature. Several working groups deal with
fault detection or diagnosis [12], [13], but fault modeling is
still a poorly explored topic. The latter solution requires mod-
eling system evolution explicitly as differential and algebraic
equations enriched with the application of energy conservation
laws. Although the effort during the model realization is higher,
the designer can choose the accuracy of the model description.
Thus, injecting faults and faulty behaviors is feasible by ma-
nipulating the equations.

A fault represents a wrong response in system behavior
because of multiple scenarios, i.e., material aging, strain or
breaking of an internal component, a production defect, or a
digital failure [14]. Functional safety focuses on ensuring the
correct performance of systems in the presence of faults through
several procedures. Fault injection is one of these procedures,
which is formally described for the electrical domain in the ISO
26262 standard [7]. Furthermore, a transistor-level circuit can
be faulty by injecting specific fault models and using different
fault injection techniques, which describe how and where faults
are injected [9]. Instead, fault models and injection techniques
are not as advanced in the mechanical domain. Some fault
taxonomies exist for mechanical systems [15], [16], but they
focus only on the geometry of the system or other physical prop-
erties. In literature, the number of works that analyze the multi-
domain faults in the mechanical domain is limited. Therefore,
classifying fault models suitable for each mechanical model is
complex due to the high heterogeneity of the existing mechan-
ical systems, including MEMS. Moreover, all the real-world
physical conditions that might vary the behavior of a system
with a fault cannot be reproduced in a simulated environment.
This article proposes a way to overcome these research gaps.

B. Modeling Physical Systems Through Analogies

In industry and research fields, the electrical equivalent cir-
cuits have been adopted increasingly to model complex systems
over the years. Such equivalent models helped to bridge the gap
between the electrical and mechanical disciplines, allowing en-
gineers to leverage mathematical tools and concepts developed
for electrical circuits to the mechanical domain. These complex
systems are built based on analogies that link physical quantities
of a specific domain to quantities typical of another domain
and exploit the concepts of conservation of energy laws [17]
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applicable to different domains like thermal, magnetic, and hy-
draulic, especially with the electrical one [18]. As an example,
electrical circuits are used to model characteristic parameters
variability in energy components [19], and ocean wave power
takeoffs [20]. Nonlinear dynamical systems can be represented
with this methodology by simulating the nonlinear behavior us-
ing active electrical components. As such, electrical circuits can
be exploited to model translational/rotational mechanical sys-
tems through analogies. Using modern simulators (e.g., Spectre
and Eldo), simulating the equivalent circuits obtained is feasible
in a fast and accurate way. Alternatively, such electrical equiva-
lent circuits can be simulated via multi-physics simulators (e.g.,
Simulink, Siemens AMEsim, Modelica-based).

C. Previous Works

The starting points for achieving a complete multi-domain
fault simulation are the previous publications [21]. They intro-
duce the use of analogies between the electrical and mechanical
domains for fault injection into the mechanical domain. In these
earlier papers, the first step of the proposed methodology is
accomplished, namely, extending the electromechanical anal-
ogy to mechanical faults. Through various case studies, sev-
eral mechanical systems were translated into electrical circuits.
Next, these mechanical models transformed into electrical cir-
cuits were faulted, using techniques and fault models belonging
exclusively to the electrical domain. Each fault behavior was
studied by the authors to see if it could also have meaning in the
mechanical domain. Then, the behaviors that were significant in
the mechanical domain were added to the taxonomy produced
by this analysis. A new taxonomy of mechanical faults was
formed through the study of the fault behaviors of equivalent
electrical circuits. However, in this paper, the purpose is to test
the taxonomy produced directly on mechanical systems and
then perform a multi-domain fault analysis. In addition, two
very different systems, but both belonging to the analog domain,
were chosen as the main case studies for this paper. In fact,
what the authors want to prove is that the taxonomy produced
is applicable both to fundamental analog components of many
CPSs, but also to systems belonging to the MEMS world.

The proposed flow is exemplified through the adoption
of a typical multi-discipline Hardware Description Language
(HDL), i.e., Verilog-AMS, that describes a system as a set
of differential equations that can be easily modified to mimic
faulty behaviors [22]. An extension of this work concerns the
thermal physics domain, which also enjoys the analogy with
the electrical discipline [23]. In this paper, the model of one
of the case studies proposed in this paper is extended to its ther-
mal part, analyzing how a fault belonging to a specific discipline
also affects the other domains that compose the system.

III. EXPLOITING ANALOGIES FOR MODELING MECHANICAL
SYSTEMS AND FAULTS

The physical analogies correlating the mechanical and the
electrical domains are used to build equivalent systems that
share the same behavior [24]. In particular, those analogies are:

Force-Voltage
Analogy

NANNNNN
3

Force-Current "]
Analogy

Fig. 2. Mapping of a mechanical system to an electrical one by exploiting
the physical analogies between mechanical (left) and the electrical equivalent
systems (right) according to the force-voltage (top) and the force-current
(bottom) analogies.

TABLE I
MAPPING BETWEEN ELECTRICAL AND MECHANICAL
QUANTITIES IN THE FORCE-VOLTAGE ANALOGY

Type Mechanical Mechanical Analogous
P translation rotation electrical
Effort
Variable Force Torque Voltage
FloW Velocity Angu.l ar Current
Variable velocity
Damping RoFatlonal Resistance
resistance
Mass MOH.lem of Inductance
nertia
Elements . Rotational .
Compliance . Capacitance
compliance
Mechanical Mechanical Electrical
impedance impedance impedance

e force-voltage analogy: mathematical equations of me-
chanical systems are compared with mesh equations of the
electrical system; this analogy is considered the easiest to
use (top-right of Fig. 2);

e force-current analogy: mathematical equations of the me-
chanical system are compared with the nodal equations of
the electrical system, thus being more conservative of the
system structure (bottom-right of Fig. 2).

From a mathematical perspective, neither analogy is superior
since they both lead to valid and consistent results. Therefore,
the choice of which one is to be adopted remains arbitrary. The
proposed methodology builds upon the force-voltage analogy
because it is more intuitive than the force-current one [25].

A. Force-Voltage Analogy Between the Mechanical and the
Electrical Domain

Through the force-voltage analogy, a mechanical system can
be represented as an electrical one by mapping each mechan-
ical component in a corresponding electrical one, as shown in
the Table I:

« force, effort variable in the mechanical domain, is repre-

sented by voltage in the electrical domain;
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System 1 System 2

Fig. 3. Mechanical representation of a Tuned Mass-Spring-Damper system
connected to a fixed reference.

« velocity, the mechanical flow variable, is related to the

current in the electrical domain,;

« all the other equivalence relations between physical quan-

tities in the two domains are mathematically derived from
the first two equivalencies: e.g., a damper is equivalent to a
resistor because both represent energy loss in their domain.

Several mechanical systems and MEMS can be represented
through an electrical circuit due to the mathematical analogies
between the physical quantities, and they can be handled with
electrical methodologies and tools. By translating the mechan-
ical system into an electrical representation, well-established
electrical techniques and tools can be directly used to ana-
lyze the mechanical system without the need for adaptations.
Moreover, when an electromechanical system is transformed
into an equivalent circuit, it can be analyzed as a unified
electrical entity.

1) Mechanical System: Let us consider the tuned Mass-
Spring-Damper system shown in Fig. 3 as an example of the
mechanical system. This system is composed of a mass (my)
connected to the ground reference by a spring (ko) and a damper
(bp), and to a second mass (m) through a spring (k;) and a
damper (b;). Usually, the first mass (my) is bigger than the
second mass (mi). This configuration of the system, com-
posing two Mass-Spring-Dampers, allows the damping of the
movement amplitude in one oscillator by installing a second
oscillator on it. Thus, if tuned properly, the maximum oscil-
lation amplitude of the first system, with respect to a peri-
odic input signal, will be lowered. The Mass-Spring-Damper
behavior is described by the differential equations shown in
Equations (1) and (2).

moto = F + ka(x1 — xo) + b1 (21 — 2o) — koxo — boZo (1)
mg = —ki(z1 — xo) — bi(&) — Zo) )

2) Conversion to a Mechanical Network: In order to convert
the mechanical model (Fig. 3) to its electrical equivalent, pass-
ing through a representation of the dual mechanical network
is useful, as the force-voltage analogy does not preserve the
topology of the mechanical network during the realization of the
electrical circuit [25]. In Fig. 4 the two nodes xy and x; express
the movements (zo(t) and z;(t)) of the two masses in the
mechanical system. Each node connects the mechanical compo-
nents, or branches, which are exposed to the same displacement
resulting from a force. The state space model of a mechanical
system can be derived easily through its mechanical network

IEEE TRANSACTIONS ON COMPUTERS, VOL. 73, NO. 3, MARCH 2024

System 1

System 2

Fig. 4. Representation of a Tuned Mass-Spring-Damper system as a
mechanical network.

System 1 System 2
AWM
1 L 1. g 7 i
v | Bo 0 Co ! 78 :
1 1 .
! ' !
a T !
= Vin Oy L1§ :
1 1! 1
1 1! |
: :: R1 i

Fig. 5. Electrical equivalent representation of the tuned Mass-Spring-
Damper system (double-RLC).

description. Moreover, such conversion to the mechanical net-
work is a very useful step to obtain the equivalent electrical
circuit, especially using the force-voltage analogy. However, the
choice of using mechanical networks is mainly because they can
be drawn easily when adopting force-voltage analogy and they
make the conversion step in the electrical domain simpler [26].
3) Electrical Equivalent: The electrical equivalent circuit
is a simple electrical system composed of two resistance-
inductance-capacitance (RLC) branches shown in Fig. 5.
Components of the mechanical network connected to the same
displacement x,, are connected in series in the electric circuit
since they are affected by the same electric current (force-
voltage analogy consequence). Vice versa, components con-
nected to different displacements will be connected in parallel
since they are not affected by the same electric current. The
complete behavior of the double-RLC is defined through the
differential equations shown in Equations (3) and (4).

. dig 1 . diy
— Vi, — Roig — Lo™0 — %2
0= Vi, — Roio 0 CO/Zodt+ T 3)

di 1 [ .
Oled—;—i—a/zldt—&-Rlzl )

B. Standardized Analog Faults

For several years, the set of fault models was limited to
open circuit, short circuit, sources, and parameter deviations
for the electrical domain. However, what today is known as
the IEEE P2427 draft standard [9] has been produced by its
working group. The development group of the P2427 standard
is working on standardizing the defect modeling, simulation
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nl R1 n2 nl R1 n2

Vm L1 Vm L1

p n p n p

(a) Fault-free circuit. (b) Short circuit.

Fig. 6.

techniques, and coverage metrics for both analog and mixed-
signal circuits. In order to determine the behavior of each analog
fault, the IEEE P2427 standard specifies that faults need to be
injected one model at a time and in a single point of the circuit.
In details:

o short electrical fault is equivalent to a bridge fault in an
analog circuit, where two points of the circuit are joined
by a not intended connection: this fault model has been
introduced to ensure a connection between two points of
the circuit by injecting it in parallel to a circuit component.
Usually, the short fault model is added through a small
resistance in parallel to a component (see Fig. 6b).

e an open electrical fault represents a lack of a planned
connection between two points in the circuit; thus, the
electrons flowing in the circuit are not able to pass through
the original branch anymore. Therefore, the open fault
is injected with a large resistor in series before or af-
ter a single component (see Fig. 6¢) to stop the current
from flowing.

o a current pulse fault is related to extra-currents injected
in the circuit, usually modeled as pulses and injected in
parallel with a component (see Fig. 6d).

o avoltage pulse fault refers to an abnormal voltage differ-
ence added in an electrical circuit; it is usually realized
as pulses, and it is injected in series with a component
(see Fig. 6e).

o parametric faults are related to the variation of a parameter
inside a model, e.g., a smaller resistance value in a circuit
due to errors in manufacturing.

IV. A NOVEL MECHANICAL FAULT TAXONOMY

In literature, mechanical faults are categorized based on
the component’s physical characteristics [16] in relation to
a potential cause (e.g. an overload) and a failure mode that
specifies how the component fails. The fault outcomes mainly
involve changes in materials, component geometries, shapes,
and dimensions.

The behavior of mechanical systems is the main focus of
this paper; therefore, a methodology relying entirely on the
behavioral-level of abstraction has been investigated. Repre-
senting mechanical systems as mechanical networks and de-
scribing their behavior using equations allows inferring a fault
taxonomy closer to this level. The fault modeling and fault
injection operations of the electrical domain are also suitable

nl R1 n3

(c) Open circuit.

n2 nl R1 n2
— \N\N—o
L1 N vm L1
n p n

(d) Current pulse.

(e) Voltage pulse.

Representation of a simple electrical circuit in the fault-free configuration and in four faulty configurations.

for mechanical networks representing our mechanical system
since the injection is performed into single branches in both
cases. Moreover, building a mechanical network is structurally
very similar to electrical circuits since both descriptions consist
of nodes and branches, which have their own equations. For
this reason, modeling a mechanical system through an electri-
cal circuit seems to be a good approach for simulating faulty
mechanical behaviors.

It is important to note that physical analogies do not provide
any information about faults. The behavior is mathematically
equal across the domains, but this does not mean that they are
functionally equal, and thus, the correspondence of electrical
faults with mechanical ones is not obvious. If the behavior
of a faulty system makes sense from both an electrical and
a mechanical perspective, then the fault models belonging to
different domains are equivalent. This correlation can be estab-
lished by simulating equivalent faulty electrical circuits using
electrical fault injection techniques and then by studying the
obtained behavior from the mechanical point of view. Some
mechanical faults can be assimilated to the faulty behaviors
obtained through electrical fault simulation, as defined in [15],
[16]. Table II shows how mechanical fault behaviors can be
derived by simulating faulty electrical circuits equivalent to
mechanical systems. Now let us see how from electrical faults,
the corresponding mechanical faults can be inferred.

A. Open Circuit Fault

The open fault simulates a break in the circuit line, resulting
in a significant reduction of the current flow. Conceptually, the
introduction of a braking agent in a mechanical system can be
correlated to the open fault, as both results in a significant re-
duction in the flow variable (electric current or velocity, respec-
tively). The fault can be thought of as increasing friction on the
system’s surface caused by many factors, such as temperature,
wear, or debris.

B. Short Circuit Fault

The short circuit fault consists of an unintended connection
between two points in the circuit that are not meant to be
connected. This fault represents a disconnection of mechanical
components from the remaining part of the system, such as
springs or dampers. This fault can occur if the component is
damaged by excessive backlash or a rupture.
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TABLE 11
MECHANICAL FAULT TAXONOMY DERIVED FROM THE ANALYSIS OF ELECTRICAL FAULTS INJECTED IN THE EQUIVALENT MECHANICAL CIRCUIT

Mechanical Behavior Mechanical Effect

Mechanical Fault

Electrical Fault Equivalent

Brake/ friction Added/increased braking force on failed Galling/Seizure, Creep, Spalling, Wear/- Open
component Corrosion
Disconnection The failed component detaches from the Rupture, excess of Backlash Short

system

External force An abnormal (external) force affects the

component

It can cause deformations or cracks or
ruptures (from impact of fatigue)

Voltage source

Limited movement The direction of displacement of a com-

ponent is abnormally modified

Rupture, Deformation, Wear

Current source

Intrinsic characteristics of the failed com-
ponent altered

Parametric

Wear (component aging) and all the pa-
rameters changes

Parametric

C. Voltage and Current Sources Faults

Voltage and current sources change the voltage and the cur-
rent at a given point in the circuit in an unexpected trend.
These sources of interference can be caused by surrounding
electrical circuits or by alpha particles coming from outer space
impacting the circuit. Considering the analogy, the voltage
source is analogous to an unexpected external force on the
faulty component. On the other hand, a current source can be
considered as a changing factor of the velocity. Therefore, a
current source changes the displacement or rotational velocity
of the component affected by the fault.

D. Parametric Faults

Parametric faults are equivalent in both domains since they
consist of simple parameter variations.

The taxonomy shown in Table II is derived essentially from
the simulation of several mechanical systems described through
the electrical analogy: a mass-spring-damper, a tuned mass-
spring-damper, a double pendulum, and a DC motor [21], [27].
Thus, the presented fault taxonomy can be extended by building
equivalent circuits of more complex mechanical systems and
simulating their behavior. After forming the taxonomy, fault
analysis becomes multi-domain: faults are injected and then
simulated in their own domain of belonging. For example, the
mechanical faults produced are injected into mechanical sys-
tems or into the purely mechanical parts of the tested systems.
In the following sections, the procedures of injection and fault
simulation become multi-domain and they are illustrated and
then exemplified on two complex systems: a DC motor con-
nected to a gear train, which is the analog part of many CPSs,
and a 3-axis accelerometer, which is a typical MEMS sensor.

V. MULTI-DOMAIN FAULT INJECTION

In this section, we present a methodology to inject
the fault models introduced in Section IV through the
Verilog-AMS language.

A. Modeling Multi-Domain Systems via Verilog-AMS

Verilog-AMS is the latest extension of the Verilog language
created for combining the digital and the analog part. The
communication between the digital and the analog part is pos-
sible through pre-defined language functions, e.g., timer (),
activating a timer inside an analog design, and cross (), de-
scribing a crossing routine when the monitored analog function
crosses the zero value of magnitude.

The Verilog-AMS language also defines constructs to model
systems belonging to different physical domains, in particu-
lar, electrical, mechanical, and thermal. Complex models can
be defined by combining various physical domains, e.g., by
modeling electro-mechanical systems such as a direct current
motor. A discipline represents a physical domain (e.g. electrical
or mechanical), and it is composed by natures. For instance,
the electrical domain is represented by the electrical dis-
cipline. The natures composing the discipline are the voltage
and the current, and they are accessible respectively through the
functions V() and I (). Conservative systems are defined by
introducing potential and flow variables. Moreover, it is possible
to define custom disciplines by changing the pre-defined poten-
tial and flow natures. The behavior of the conservative systems
is modeled by the evolution of the natures of each domain over
time, which needs to be specified. Building an electrical circuit
is feasible by using the branch statement, which creates a
connection between two nodes. Simulating behavioral Verilog-
AMS models can be achieved in an efficient trend by using
commercial SPICE-based simulators. The simulation can be
handled by custom testbenches modules developed in SPICE-
based code, e.g., Eldo and Spectre languages.

B. Behavioral Fault Injection

Fault injection in an analog system treats separately the in-
jection of faults in the different physical domains. In the case of
an electromechanical system, the injection process follows dif-
ferent rules for electrical equations and mechanical equations.
Thus, let us introduce the procedures for injecting faults in the
electrical and mechanical disciplines.



TOSONI et al.: MULTIDOMAIN FAULT MODELS COVERING THE ANALOG SIDE OF A SMART OR CPS 835

1) Faults in the Electrical Discipline: Fig. 6 shows the
location of the faults injected in a typical electrical circuit: Let
us take as reference the short circuit fault between nodes p and
nl shown in Fig. 6(b). We can model that fault in Verilog-AMS
with the following statement:

I(p, nl) <+ V(p, nl) / rshort

modeling a small resistor inserted between two nodes p and n,
which is in parallel to the voltage source Vm.

We can model an open-circuit fault in Verilog-AMS, like the
one shown in Fig. 6(c), with the following statement:

V(n3, n2) <+ I(n3, n2) * ropen

which is a high resistive contribution to the series of branches
that goes from node nl to node n2 of the circuit. Conversely
to what we did with the short circuit, here we need to add
a new node n3 between resistor R1 and node n2, to inject
our open fault.

Similarly to the short and open fault, voltage and current
sources are also injected by following the same guidelines.
These sources are unwanted external contributions in the branch
in which they are injected, affecting its behavior. Adding a
current source to a branch is done by injecting the equation in
parallel on a specific branch, as described for the short fault.
A voltage source is injected by adding the fault equation in
series to the specific branch, as described for the open fault.
Furthermore, parametric faults can be injected to alter the values
of inductors and resistors.

2) Faults in the Mechanical Disciplines: In the mechanical
domain, including both translational and rotational mechanics,
faults are injected as a direct contribution to the branch that
composes a mechanical system. The mechanical disciplines
of Verilog-AMS are non-conservative; thus, the system is not
modeled by a composition of mechanical nodes. The following
statement represents a damper fault modeled in Verilog-AMS:

Tau (p, n) <+ Omega(p, n) * value

where value represents the value of resistance to motion. The
higher this value, the greater the braking power will be to
interrupt the component motion. The damper is injected in the
same way into a translational mechanic model by replacing
Tau with F and Omega with Pos (kinematic discipline) or
Vel (kinematic_v discipline). Similarly, an external torque
exerted on the rotational component included between the nodes
p and n is modeled as:

Tau(p, n) <+ transition(100, 0, 0.1, 0.1)

where transition is a function that characterizes a transient
contribution, i.e., not constant during the time with an associ-
ated rise and fall time.

C. Fault Injection Framework

The faults presented in Section V-B are injected automat-
ically into Verilog-AMS descriptions by a developed tool.
Currently, the framework supports the manipulation of the elec-
trical and mechanical discipline of Verilog-AMS. As mentioned

“Gircutt ]
Circuit For each branch
v
l— Which fault j
Open & Voltage Source
1. New node Short & Current Source
2. New branch 1. Copy current branch
3. Edit current branch 2. Inject fault in the new
4. Inject fault in the branch
new branch
L» Output J
Faulty T T
Electrical |«
Circuit
Fig. 7. Structure of the fault injection framework for altering electrical

descriptions. Red boxes identify the injection process, while blue striped boxes
the input and output circuits.

before, only one fault model is injected at a time and at a
single point in the system, according to the fault taxonomies
shown in Section IV. The fault injection framework is built as
an additional tool of HIFSuite [28], which allows manipulation
of various HDL descriptions, including Verilog/A-MS. Fig. 7
explains how the fault injection process takes place for the
electrical part: the tool converts any circuit described in Verilog-
AMS into XML as an intermediate modeling representation for
simpler fault injection. Depending on the fault model being
injected, there is a procedure for faults injected in series to a
branch (i.e. open and voltage source faults) and one for faults
injected in parallel (i.e. short and current source faults). Finally,
the tool returns all the faulty circuits, based on the electrical
fault models, in their original HDL language.

The same procedure is followed for the injection of mechani-
cal faults into Verilog-AMS models. The injection tool is able to
generate multiple faulty descriptions of the original mechanical
model with the same steps as with electrical circuits. Referring
to Table II, the braking agent and the external force faults will
be injected once in each mechanical branch. The disconnection
and the limited movement are injected between each couple of
mechanical nodes in the Verilog-AMS module. The simulation
is run by a testbench module, which instantiates both the fault-
free model and the faulty models using the alter command
(see Fig. 8). The instantiated modules provide their simulation
output to the comparator, which will detect which fault pattern
has been injected and at what point in the simulation time.
This testbench module simulates every module only once for
all comparisons, obtaining all results in a dedicated file.

D. Functional Qualification of the Verification Testbench

The behavioral fault models presented in the previous sec-
tions are defined to be applied in analog descriptions that allow
the representation of faulty continuous behaviors. This situation
could present many variabilities due to the model itself and due
to the stimulus provided to the model by the testbench. Thus
the testbench quality is fundamental to adequately stimulate the
model in the presence of nominal and faulty conditions [29].
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These stimuli can be applied at different points of the model,
depending on the physical system under analysis. For example,
a direct current motor can be stimulated by applying different
source waveforms to the electrical part enabling a different
response of the motor dynamic. This implies that different input
waveforms can stimulate different faults injected into the model
by changing the diagnostic coverage metrics calculated to asses
the functional safety of complex systems. These variabilities
due to the input waveforms are described in the literature for
the analog domain as testbench qualification [30], [31].

The same concepts can be applied to systems described
at the behavioral level, as proposed in this article. Conse-
quently, an in-depth analysis should be performed to retrieve
the range of values in which the input waveforms need to be
positioned to stimulate the system correctly, e.g., by applying
a specific waveform frequency range as input. By combin-
ing ad-hoc testbenches with systematical fault injection cam-
paigns in multi-domain systems, correct diagnostic coverage
metrics can be calculated to guarantee the functional safety
of the overall system. In this article, the proposed case study
(see Section VI) has been analyzed under different faulty con-
ditions (see Section IV) and various operating conditions. The
latter scenario has been created by applying different stimuli
to the system under test. These stimuli change the behavior
of the system, and they are obtained through a refinement of
the testbench module. Refining means building the testbench
that stimulates the widest amount of the system’s components,
namely activating the largest number of faults among all the
injected into the system.

VI. APPLICATION TO COMPLEX SYSTEMS

The fault taxonomies presented in Section IV are validated
on two complex cases of study. The first one is a Direct Current
(DC) motor with a gear train shown in Fig. 9. The second
one is a 3-axis accelerometer realized as a MEMS sensor.
Every physical domain is subject to variations due to faults.
Consequently, the different faults (adapted for specific physical
domains) can be applied to different classes of systems, ranging
from smart systems to the analog side of CPSs. If considered an
open fault applied on a subcomponent of a smart system, e.g.,
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TABLE III
DC MOTOR WITH GEAR TRAIN PARAMETERS

Variable Name Value ST Unit
Input voltage Vi 120 A%
Back-EMF coefficient  Kpg 0.1785 V-s/rad
Torque coefficient Kr 252756  N-m/ere
Armature resistance Ra 8.4 Q
Armature inductance La 0.0084 H
Motor inertia Ji 0.0035 kg-m?
Motor friction By 0.064 -
Gear inertia Jr 0.035 kg-m?
Gear friction B 2.64 -
Motor shaft radius 8] 0.02 m
Gear shaft radius ) 0.16 m
Gear ratio N ra/ry -
W,
/ B IR X - X
\/Tl(t)
() f
[o.
d, Gear DC-Motor 1
/o

AN

B,—

Fig. 9. DC motor with a gear train: the DC motor (on the right top of the
figure) is connected with the gear train (center of the figure).

an RF switch MEMS [32], the movement of the internal switch
will be blocked to one of its configurations, forcing the internal
resistance in the on or off-state limiting the functionalities of
the smart system. The presented results are exemplified on a
DC motor due to its extensive application in every industrial
field, from miniaturization scale [3] to a bigger scale [33]. The
same consideration holds for the accelerometer model, which
is a very common sensor in multiple working environments
[22]. The two models are initially modeled with differential
equations, then written in Verilog-AMS and simulated with a
SPICE-based simulator.

A. DC Motor With Gear Train

The DC motor is an electromechanical component; conse-
quently, it is modeled with electrical and mechanical differential
equations, while the gear train component receives the torque
from the connection with the DC motor and is modeled only
with mechanical equations. The following constitutive relations
model the dynamics of the motor connected to the gear train:

d(I
Vi=Kg-wi+Ra-Ia+Ly- (d:)’ ®)
d(w
T1=Kr-Ia—Jp- (dtl)_Bl'wl’ ©)
d
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(b) Schematic of the internal components of a
single accelerometer model [22].

Fig. 10. The overall structure of the second case study.

where V| represents the input voltage source for controlling
the velocity of the rotor; the variable 4 represents the current
flowing in the motor’s windings; the angular velocity of the
shaft is given by the variable w, while the torque on the shaft
by the variable 7. K1 and K are motor coefficients used to
specify the size of the motor. Section V-D lists the value of each
parameter used in this test case. Equation (5) and Equation (6)
represent the electrical and mechanical rotational dynamics of
the DC motor, while Equation (7) represents the dynamic of
the gear train that receives the opposite torque (i.e., it turns
in the opposite directions of the motor) from the motor shaft
reduced by factor N representing the reduction factor. This
mechanical system is used in many applications to increase the
torque on the gear train shaft, e.g., as the driver of the joints of
an anthropomorphic manipulator [34].

B. MEMS 3-Axis Accelerometer

As the second case of study, we chose the MEMS model
of a 3-axis accelerometer, shown in Fig. 10. Until a few years
ago, accelerometers were intended mainly for scientific, mili-
tary, or civilian uses. However, due to the recent evolution of
electronics, reduction of costs, and development of applications,
accelerometers are widely used on everyday objects [35]. The
sensor considered in this article was made by combining three
individual accelerometers [22], orienting them in three different
directions perpendicular to each other.

The structure of the 3-axis accelerometer is depicted in
Fig. 10(a). The three accelerometers, identified as Al, A2 and
A3, are identical and, for this reason, powered by the same
voltage sources V1 and V2. Each accelerometer is stimulated
by different external forces, F1, F2 and F3, since they are
positioned orthogonally, thus producing three different output
voltages. The internal structure of each single-axis accelerom-
eter is shown in Fig. 10(b). Like the motor, this model is also
a system composed of mechanical and electrical parts. First,
the acceleration exerted on the seismic mass is caused by the
force F' exerted from outside. The displacement of the mass,
limited by the spring and the damper, is directly proportional
to the intensity of the acceleration experienced by the system.
This purely mechanical behavior is expressed by Equation (8),

dx d*(x)
F(t)—K$+Ddt+M i ®)
where x is the displacement of the mass, M is the mass weight,
D is the damping factor, and K is the spring stiffness. Thus, the
displacement exerted by the mass has an impact on the electrical
part of the accelerometer. It consists of two capacitors, both con-
nected to a dedicated voltage source. The mass forms the middle
plate of the differential capacitive circuit: the intervals between
the plates change when the mass is not in equilibrium anymore,
thus changing the capacitive value of the whole circuit. These
changes are expressed by Equation (9),

cA €A
o do — z’ b= do +x
where A is the area of the capacitor plate, d the gap between the
plates at equilibrium, and ¢ is the vacuum permittivity constant
(8.85e—12 F/m). Finally, Equation (10) shows the behavior
of the currents flowing through the two physical capacitors,
producing the output voltage value of acceleration.

dVy dvy,
L =Ci— Iy =Cy—
t tdta b bdt

Ct

®

(10)

C. Multi-Domain Fault Injection and Simulation

In this section, the fault taxonomy produced by applying
the methodology expressed in this article is used to perform
a fault analysis on the two case studies presented. Both case
studies were modeled using Verilog-AMS through multiple
modules. The simulation environment is set up on a CentOS
machine built of an i7-9700 with 3.0 GHz frequency and 16
GB RAM memory. The Verilog-AMS code is simulated with
the Questa-ADMS tool (that uses Eldo as an analog simulator
and Questa as a digital simulator) by Siemens EDA. The faults
of the two domains composing both the systems have been
injected through the automatic fault injection tool presented in
the previous sections.

1) DC Motor: The DC motor with gear train has been
modeled with two different modules described with the Verilog-
AMS language and shown in Listing 1. The first mod-
ule contains the DC motor equations (Equation (5) and
Equation (6)), while the second module includes the gear
train (Equation (7)). The two modules are interconnected by a
rotational omega port that allows the torque exchange
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Listing 1. Verilog-AMS modules implementing the DC motor and the gear
train.

1 ‘include "disciplines.vams"

2 ‘include "constants.vams"

3 ‘timescale 1lus / 1lus

4

5 module dcmotor (tau_drive, p, n, tau load);

6 // Parameters

7 e

8 // Ports

9 output tau drive;

10 input p, n, tau_load;

11 // Nodes

12 p, n, nl, n2;

13 tau_drive, tau load, rgnd;
14 // Reference nodes

15 rgnd;

16 // Branches

17 branch (p, nl) vm; // motor voltage
18 branch (nl, n2) ra; // motor resistance
19 branch (n2, n) 1la; // motor inductance

20 branch (tau_drive, rgnd) motor; // DC motor
21 // Behavior

22 analog begin

23 // Electrical motor internal dynamic

24 V(vm) <+ Ke * Omega (motor) ;

25 V(ra) <+ Ra * I(ra);

26 V(la) <+ La * ddt(I(la));

27 // Motor dynamic

28 Tau (motor) <+ + (Kt * I(vm));

29 Tau (motor) <+ - (Bl * Omega (motor)) ;

30 Tau (motor) <+ - (J1 * ddt(Omega (motor))) ;
31 // Gear contribution

32 Tau (motor) <+ + (coef) * (Tau(tau_load)) ;
33 end

34 endmodule

35

36 module reductor (tau_drive, tau load) ;

37 // Parameters

38 .

39 // Ports

40 output tau_load;

41 input tau drive;

42 // Nodes

43 tau_drive, tau load, gnd mec;
44 // Reference nodes

45 gnd_mec;

46 // Branches

47 branch (tau_load, gnd mec) gear;
48 // Behavior

49 analog begin

50 N =1r2 / rl;

51 // Gear train dynamic

52 Tau(gear) <+ - (N * Tau(tau drive));

53 Tau (gear) <+ + (B2 * Omega (gear)) ;

54 Tau (gear) <+ + (J2 * ddt (Omega(gear))) ;
55 end

56 endmodule

between the two components. Regarding fault injection in the
electrical part, consisting of three branches, the tool injected
3 open, 12 shorts, 3 voltage sources, and 12 current sources.
On the other hand, the mechanical faults of Table II, except
the parametric, have been injected once per mechanical branch,
then 2 faults. The entire model has been simulated in different
operating conditions, and the faults from Table II have been
tested on this system. Moreover, the system has been stimulated
with different input curves, e.g., step or sine curve, in order to
analyze the different faulty behaviors. Fig. 11 shows the simu-
lation results for this first case study. The plots are related to the
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angular velocity of the DC motor with the gear train simulated
for 10 seconds: they report fault-free simulation (dotted blue
line) and four different fault models:

« one from the electrical domain: an open fault in the elec-
trical part of the motor (open-m-100, green line);

« three mechanical domain faults: an external torque source
on the motor with a value of 120N - m (7-source-m-120,
red line), a damper on the motor with a value of 1e03
(damper-m-1e03, magenta line), and a torque source on
the gear train with a value of 40N - m (7-source-r-40,
yellow line).

Note that Fig. 11(b) and Fig. 11(c) are related to the sim-
ulation of the system stimulated with a voltage step of 120
V for 5 seconds. Furthermore, Fig. 11(d) and Fig. 11(e) are
related to the simulation of the system stimulated with a sin
curve of 120 V with frequency 0.1 Hz for 5 seconds. The plots
show the fault-free response of the system reflecting system
equations (blue dotted line) and the effect of faults: the external
torque accelerates the two components drastically (red line); the
damper stops motor rotation (magenta line), and the open fault
reduces the voltage feed for the motor, allowing the system to
rotate less than the normal response (green line). The presented
simulation results have been obtained by feeding the system
with stimuli that allow the detection of all the injected fault
models. We can notice how, by feeding the system with different
stimuli, faulty behaviors act in a different way.

For example, with an insufficient supply voltage source to the
motor, the effect of a damper on the motor cannot be visible
because the motor would not move anyway. However, with
a torque source on the gearbox, it is still possible to detect
the faulty behavior of this fault (because everything should be
stopped). Instead, a high input voltage source implies that the
motor works at high velocity: a torque source on the gearbox
cannot be noticed, whereas the effects of a damper on the motor
will be detected. This type of analysis highlights how the quality
of the testbench module affects the system behavior during the
fault campaign simulation.

These considerations take place in the digital domain as
functional qualification of the testbench verification analysis
[36]. In the analog field, this approach needs to be considered to
verify the correctness of the design by using the multi-domain
fault modeling presented in this article. Consequently, an in-
depth analysis should be performed to retrieve the range of
values in which the input waveforms need to be positioned
to stimulate the system correctly, e.g., by applying a specific
waveform frequency range as input [30].

2) MEMS Accelerometer: Moving to the 3-axis accelerom-
eter, the faults have been injected into both physical disciplines
that form the system. In the electrical part, we injected 6 open
circuits, 27 short circuits, 6 voltage sources, and 27 current
sources were injected. In the mechanical part, we injected 12
faults were injected, 3 for each present in the taxonomy, see
Table II. The model was stimulated under several scenarios
through different forces applied to the system, e.g., shocks
through force pulses or continuous acceleration through sine
waves. Fig. 12 shows the simulation results for this second
case study. In particular, all mass displacements related to the
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Fig. 11.  Fault-free and faulty DC Motor waveforms. Fig. 12.  Fault-free and faulty accelerometer waveforms.
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different scenarios, fault-free and faulted ones, have been in-
cluded in Fig. 12(a). The colors represent different working con-
ditions and each color is related to its own acceleration output
in the next plots. For example, the fault-free displacement is
represented with a blue line, and the related acceleration value,
depicted in Fig. 12(b), is drawn with the same line format.
The same rule lasts for all the faulty behaviors shown as well.
The model was simulated for 200 us and it was fed with a
sinusoidal acceleration. Fig. 12(a) and Fig. 12(b) highlight that
the measured acceleration is greater when the mass movement
is more intense.

Let us now analyze some examples of faulty behaviors in
the MEMS accelerometer. Fig. 12(c) represents the model’s
response when suffering a damping fault, which can be caused
by many factors, such as an increased friction value or an
object that slows the movement of the mass. This fault has been
represented both in Fig. 12(a) and Fig. 12(c) with a yellow line.
This time, the fault is transient, meaning that it is not active
for the entire simulation duration but only for a limited period.
The motivation behind this choice is just to model a more
realistic fault scenario. The duration of the effect of this fault
is 100 ps, specifically, from 80 ps to 180 ps. While this fault
is active, the oscillation of the mass is limited (see Fig. 12a).
Consequently, the acceleration measured by the accelerometer
will be incorrectly lower (see Fig. 12c¢).

Another fault model tested on the system is the unexpected
external force drawn with ared line. In particular, the system has
been subjected to a force that is not part of the input provided
to the system. In this scenario, the mass suffers a displacement
that is not due to the force exerted on the whole system, as can
be seen in Fig. 12(a). As a result, the accelerometer measures an
acceleration that does not fully reflect the force given as input to
the system, but the one indicated by the erroneous displacement
of the mass. This transient fault is active from 50 ps to 130 ps,
for a total duration of 80 ps. For this reason, the acceleration
measured after the fault disappears reflects the behavior of the
fault-free model.

Finally, Fig. 12(e) shows the effect of an electrical fault
injected on the upper capacitor of the sensor, C;. The fault rep-
resents an anomalous current source connected to the branch,
thus adding additional current to the capacitor’s current. Again,
this is a transient fault: the source is active from 30 us to 65 s,
and from 95 psto 135 us, but with doubled intensity. Fig. 12(e)
depicts clearly how the current source changes the intensity of
the acceleration measured by the accelerometer, changing the
amplitudes in the first three oscillations.

VII. CONCLUSION

This study proposes techniques to support the functional
safety in the analog side of a smart system or CPS by defin-
ing an automatic flow to inject faults into multi-domain mod-
els and create an efficient simulation environment to analyze
faulty behaviors. Starting from the electrical faults described in
state-of-the-art, a mechanical fault taxonomy is derived from
analogy. The fault taxonomy is derived by analyzing the faulty
behaviors of equivalent mechanical systems represented as
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an electrical circuit extended with electrical faults. Then, a
framework that allows injecting systematically multi-domain
faults into Verilog-AMS descriptions is presented and validated
through different case studies. The faulty models produced by
using the framework are then simulated through an automated
simulation flow that exploits the SPICE-simulators’ potential-
ities. The entire methodology helps to understand the failure
mechanisms of multi-domain systems and propose mitigation
solutions in the design phases allowing to test accurately the
correct functionality of the safety mechanisms. Future works
will explore how a fault injected in one physical domain com-
posing a smart system or CPSs will impact the overall function-
ality of these systems. Moreover, we will explore how to test
the correct functionality of functional safety mechanisms when
multi-domain faults occur in the system.
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