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Abstract—The Industry 4.0 paradigm has deeply changed
classical manufacturing by introducing data-based analytics and
decision-support strategies. At the state of the art, data used for
manufacturing monitoring is mostly originated by sensors, that
undergo a fusion step to align different data sources. However,
this data is only relative to the monitored process, and it does not
include the corresponding operating conditions and parameters,
that are known by the Manufacturing Execution System (MES).
Such information is currently either not included or labeled
by hand, thus incurring in errors and limiting the amount of
available labeled data. To overcome this issue and go beyond
the sole data fusion of sensor data, this paper proposes an
infrastructure that automatically label time series generated by
sensors with information extracted from the MES, to achieve
enhanced monitoring of the production process. The relevance
of the proposed solution and the possibilities opened by its
application are stressed with the application to a robotic arm.

Index Terms—Industry 4.0, Industrial IoT sensors, Data fusion,
Process monitoring, Anomaly detection.

I. INTRODUCTION

Manufacturing over the past decade has invested mas-
sive budgets in the digitalization of factory equipment [1].
Sensors supported by Industrial Internet of Things (IIoT)
infrastructures can now collect and analyze large quantities
of data rapidly and accurately, thus reducing human error,
and enhancing production quality [2]. After collection, data
originated by different sensors are typically combined and
aligned in a process called data fusion, which aims to produce
more consistent, accurate, and useful information reflecting
the current status over time of the monitored equipment. The
ultimate goal of this process is to provide a sound database
for the application of data analytics techniques, and especially
Machine Learning (ML) approaches, to extract relevant in-
formation and patterns, ensure lifelong process monitoring,
identify and react to anomalous behaviors and unexpected
conditions, and reduce machine downtime [3]. Nonetheless,
the application of such techniques typically requires a time-
consuming manual annotation of time series to relate measured
quantities with information about production parameters or to
distinguish regular from anomalous behaviors [4], [5]. This
manual step introduces many potential pitfalls, as labels may
be incorrect or misaligned in time or applied to few samples,
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Figure 1. Overview of the proposed data fusion infrastructure that fuses
sensor data with recipe data extracted from the MES inside the DIH module,
avoiding time-consuming and error-prone manual annotation of the dataset,
allowing enhanced extraction of knowledge with data analytics and ML.

thus not allowing effective knowledge extraction. This article
proposes an important step forward in data management of
manufacturing lines to go beyond the aforementioned limita-
tions. The key idea is the development of a Data Integration
HUB (DIH), depicted in Figure 1, that automatically aligns
sensor time series and correlates them with information about
the production process, extracted from the MES. The gener-
ated data reconstructs a complete view of the system state over
time, including sensed data and MES production configuration.
To achieve this, the solution proposed in this article:

1) merges data originated by sensors transmitted at dif-
ferent sampling frequencies and with different proto-
cols through data fusion and the adoption of a global
timestep, thus achieving homogeneous data traces;

2) automatically labels data with information extracted
from the MES related to the production recipe, i.e.,
machine settings used by equipment, performed actions
(i.e., pick), and relative parameters (i.e., speed) [6].

3) applies both steps automatically to avoid manual inter-
vention and potential errors, and to easily produce ex-
tensive datasets, more suited for an effective application
of data analytics to extract relevant information.



Figure 2. Role of the DIH. Given inputs data coming from sensors (potentially at different frequencies and through different protocols, left) and commands
originating from the Automation Controller (with relative parameters, right top), the DIH fuses all data traces by aligning the timestamps and by automatically
annotating sensor data with production information. The parts highlighted in red are the novelties introduced w.r.t. sensor data fusion.

II. BACKGROUND AND STATE OF THE ART

Advanced data fusion architectures are necessary in modern
manufacturing plants to collect and exploit data to enhance
the governance of the manufacturing system in all production
phases [7]. In this scenario, data fusion focuses on aggregating
data from different sensors, to generate a coherent state
estimation of the manufacturing equipment. The industrial data
fusion approaches can be categorized based on the main target
of each specific architecture [8]. The most common targets
are control and optimization of the manufacturing system
schedule [9], [10], ensemble learning of production appli-
cations [11], [12], and the monitoring of machinery status:
anomaly detection, chatter detection [13], wear detection [14],
and prognosis applications [15].

In a typical industrial scenario, raw data is generated by
IIoT sensors placed within the manufacturing system. Such
data streams are called time series, as they sample given
quantities (e.g., an acceleration, a pressure) over time. The
sensed values are transmitted by the sensors through a dedi-
cated industrial communication networks [16], and then re-
directed through specific local or distributed architectures
responsible for storing and managing large data series [17],
creating the so-called data lakes. As a subsequent step, the
proper data fusion occurs, as the process that correlates and
combines data originated by different sensors by abstracting
from the specific data format and communication protocol,
to build a coherent database for the subsequent application
of knowledge-extraction algorithms [7]. This step is crucial
to allow the correct estimation of the state of the industrial
scenario over time, and a coherent and sound application
of learning and monitoring algorithms. A limitation of such
information flow is that the focus is on the sensor-generated
data: all information relative to production management, stored
in the company MES, are not fused with the sensor data. This
is a limitation, as it does not allow aligning sensor data with
the production parameters that generated such conditions.

III. IIOT AND MES DATA FUSION

This paper aims to go beyond the traditional idea of data
fusion, where the MES is a mere receiver of sensor-generated
data rather than an active actor in the data generation process.
The data fusion infrastructure is thus extended to take into
account not only sensor data but also data available in the pro-
duction MES, that describes production settings. Such MES-
generated data is used as a descriptor of the production steps,
and aligned with the correspondingly generated sensor samples
to derive a global state of the manufacturing system. The
explanation of the different parts of the proposed methodology
follows the schema depicted in Figure 2.

A. Communication with sensors and equipment
With the term smart sensors, we identify those that are

characterized by high heterogeneity in terms of monitored
phenomena (i.e., accelerators, acoustic emissions), sampling
frequency (i.e., seconds, milliseconds), technology, and com-
munication protocols (i.e., cabled or wireless) [16], [18].

Let us focus on the sources of data coming from the sensors
placed on a robotic arm, as shown in the left-hand side
of Figure 2. From this piece of equipment, we can detect
acceleration, rotation, and power values. This high degree
of heterogeneity creates a big issue for data management,
as each smart sensor produces data at different timescales
and with different protocols: all these factors contribute to
increasing the complexity of collecting data and deriving a
global state of the manufacturing system. Additionally, moni-
toring a manufacturing system requires collecting information
from digitalized production machines with built-in sensors and
support machine-to-machine communication, typically using
OPC UA protocols [19].

The first challenge encountered by the DIH is thus the
collection of data from heterogeneous data sources. This is
realized with the typical data collection architecture, imple-
mented as a centralized broker that communicates with a
number of drivers that directly communicate with the sensors.



a) Protocol-specific drivers: The drivers communicate
with the sensors with the suited sampling frequency, tech-
nology, and communication protocol. Their goal is to allow
sensor- and machine-specific communication and to make it
available to the subsequent blocks of the DIH infrastructure. It
is important to note that new drivers can be added whenever
necessary, thus guaranteeing the extensibility and flexibility
of the infrastructure. Examples of protocols range from wired
ones (i.e. Profibus, ModBus) or Ethernet-based ones (i.e.
Modbus/TCP, Profinet) to lightweight wireless protocols for
resource-constrained devices (i.e. Wi-Fi, ZigBee) [20].

b) Centralized broker: Sensor data is then collected in
a centralized broker through a publish-subscribe approach:
drivers act as publishers, that send messages (i.e. sensed
data) to the centralized broker with no indication of specific
receivers. This allows to easily aggregate data received from
different sensors in a single repository, still guaranteeing high
throughput and accessibility and low communication latency.
A typical broker used for sensor data management is the Kafka
broker, suited for environments with low latency and high
throughput are primary concerns [21].

It is important to note that this approach enables bidirec-
tional communication: sensors may indeed expose setup and
reconfiguration services, allowing run-time changes of their
data publishing frequency on demand, i.e., to avoid bandwidth
over-saturation by reducing the frequency of idle machines.

B. Communication with the MES

To allow the fusion also of data generated from the MES,
it is necessary to build a similar communication infrastructure
also towards the MES itself. Production information extracted
from the MES, including machine state (i.e., performed ac-
tions) and relative parameters (i.e., speed, object weight), is
indeed crucial to allow the construction of a global state of
the manufacturing system.

The target MES is an extended MES, as proposed by [10],
that extends the standard capabilities with advanced auto-
mated features (right of Figure 2), such as reconfiguration
of the production line, autonomous execution of production
orders, resource management, and advanced scheduling. This
introduces, in fact, an intermediate software component be-
tween the MES and the DIH, called Automation Controller
in Figure 2. The Automation Controller communicates with
the MES through Remote Procedure Call (RPC) interfaces
to navigate through the MES configuration and to notify any
actions, such as execution of operations and reconfiguration.
This allows the creation of custom logic, such as scheduling
policies, automatic execution, and automatic feedback from
the production plant.

The communication between the DIH, the Automation
Controller, and the MES reflects the organization of the
communication with the sensors. A broker connects the DIH
to the Automation Controller. In this case, the broker is
RabbitMQ that relies on a request-response message-based
communication protocol where producers publish messages

into a queue [22] that supports delivery acknowledgment and
permission-based security, and it supports RPC.

The Automation Controller communicates with the produc-
tion machines through the DIH by publishing to the RabbitMQ
broker its parameters and all its state changes, identified by
CMD in Figure 2. These states represent the evolution of a com-
mand, as seen from the Automation Controller perspective:

• Init: when the Automation Controller has sent the
command to a machine, but the machine’s response is
still unknown;

• Start: corresponds to a positive response from the
machine for the received command, and thus to the
beginning of its execution;

• End: sent by the machine to identify the end of the
received command;

• Error: notifies if the machine or a component moni-
toring the machine raises an error that requires human
intervention. This state can only derive from external
inputs, generated by the machine itself, a human operator,
or anomaly detection components, and it identifies a
specific condition in which a rescheduling policy can be
activated as a reaction to an unexpected event;

• Failed: if the machine rejects the received command.
This information can be extremely useful when associated

with the correspondingly sensed measurements (originated
by sensors) and to other machine information (provided by
production machines), as it allows to correlate sensed data with
the production parameters that determine such evolution. Thus,
this paper aims to collect, fuse, and handle such information
that is normally not exploited for more than the simple
activation of production machinery.

C. Data Fusion

The goal of this block is to implement data fusion, that is,
to make a comprehensive merge of several sources of data
extracted from multiple sources. This approach extends the
classical definition of data fusion, which generally addresses
data generated from sensors (either external or embedded in
the most advanced production machines). The idea is to fuse
both sensor data and data available in the MES to provide more
reliable and accurate information and build a global state of
the manufacturing system.

This problem entails three challenges: 1) deriving a com-
mon notion of time to associate data items referring to the
same instant, 2) bringing sensor data to a common format,
and 3) annotating sensory data and machine-generated data
with information coming from the MES and the Automation
Controller. It is important to note that applying such data
transformations manually is not feasible due to the high
volume of data, its frequent generation, and the inherent data
conversion challenges.

1) Timestamp alignment: Distributed architectures, such as
the proposed DIH, do not have a shared notion of time and,
therefore, a unique global timestamp. We address this problem
by exploiting the Precision Time Protocol (PTP) [23], a
state-of-the-practice industrial clock synchronization protocol



that guarantees microsecond clock accuracy. Due to its low-
computation requirements and software implementation, PTP
is also supported by constrained devices, making it the best
option for a manufacturing system. This allows to align data
generated by different sources temporally, and to associate a
timestep to the global state information, computed as a result
of the data fusion steps.

2) Data aggregation: The next step is to aggregate sensor
data in a common format to preserve only measurement data
and remove protocol-specific information. Data is merged with
data fusion approaches to build local status information, here,
specific to a single device or production line [8]. The data is
generated with the frequency of the highest frequency sensor,
as not to miss any update; successive downsamplings can be
applied at later stages during the application of data analytics.
In each record, all data measurements recorded at the relative
time step are listed together with the time step. If no new data
is available for a data source (e.g., a lower frequency sensor),
the relative sample is equal to the latest measurement available
as still considered valid.

3) Labeling with MES information: The last step is to
associate sensor-based data with the states generated by the
Automation Controller and the MES. The goal is to associate
the fused sensor information with the corresponding machine
commands and related parameters as an automatically gener-
ated label. This goes beyond traditional data fusion approaches
that focus only on sensor-generated data. Additionally, it
allows to infer meaningful knowledge about the relationship
between machine status and operation and the corresponding
physical evolution, as detected by the sensors.

The first step in this direction is to associate to each ma-
chine the corresponding sensors. This requires the knowledge
of the hierarchical structure of the production plant. Such
information is stored in an ISA-95 hierarchy model of the
manufacturing site, which is stored in the MES and contains a
view of the manufacturing site as equipment in each working
unit, plus correspondingly installed sensors.

The second step is to detect the time window in which each
command issued for the machine is active. As explained in
the former section, the boundaries of this time window for a
given command are identified by the Init state (starting the
command) and either the End state or the Failed state, as
the corresponding end event.

Then, all rows in such time window are labeled with
the command plus command-specific information, i.e., speed,
weight. As a result, all data related to a piece of equipment
are aggregated into a single row, identifying a local state
described as: global timestamp, current machine commands
with relative state and parameters, and for each sensor, its last
value received.

D. Generated fused dataset

The resulting generated data is a dataset where each record
lists the state of all monitored equipment, reporting the global
timestamp, and for each monitored piece of equipment: the
value of sensors and machine information, plus any commands

(with relative parameters) issued by the Automation Con-
troller and the MES. This creates a dataset where measured
data is automatically labeled with machine commands and
configuration, avoiding manual intervention and guaranteeing
correct temporal correlation of the aggregated information.
The dataset can be saved on a timeseries database, like
InfluxDB, suitable for storing time series of data coming from
heterogeneous sources and for performing real-time analytics.

E. Data analytics

The characteristics of the generated dataset make it very
promising for the application of subsequent data analysis tech-
niques, i.e., based on ML techniques that are widely adopted
for dealing with a variety of production line problems [3]. The
Data Analytics block of Figure 2 is not novel per se, but it
can rather be filled with any data analytics technique available
at the state-of-the-art, i.e., for detecting product failure and
outliers w.r.t. the normal operation, for filtering noisy or repet-
itive data points and highly correlated or irrelevant features,
or for reducing the size of the data collected over time for the
manufacturing system. The novelty here lies on the dataset,
that provides sensor data automatically labeled with MES-
generated information. Given that the results obtained with
data analytics strictly depend on the quality of the information
that can be extracted from the collected data [11], this opens
interesting scenarios, as a large amount of data is made
available with reliable and meaningful labels.

F. Implementation

The proposed DIH is implemented following the microser-
vices paradigm, i.e., as a suite of small services, each running
in its own process and covering one of the various blocks
of the DIH architecture. Each component of the proposed
DIH is containerized and deployed in a cluster managed by
Kubernetes, a portable, extensible, open-source platform for
managing containerized services [17]. This approach allows
for enhancing modularity, scalability, future extensibility, and
integration of new sensors and devices, as new protocols can
be simply supported by adding the respective drivers. This
allows taking full benefit from a parallel architecture, both for
storage and performance matters.

IV. APPLICATION TO AN INDUSTRIAL ROBOTIC ARM

The proposed infrastructure enabling data fusion has been
implemented within an industrial research laboratory consist-
ing of a full-fledged production line in which all different
types of industrial processing are present, i.e., additive man-
ufacturing, subtractive manufacturing, collaborative robots,
and different types of material transport between different
processing stations. The whole architecture is applicable to
different industrial machinery; in this work, it is exempli-
fied on a collaborative anthropomorphic manipulator, a Kuka
Lightweight Robot (LR), with seven degrees of freedom.



Figure 3. Pictorial representation of the data fusion process exemplified on the Kuka robotic arm. The ISA-95 equipment hierarchy model (top) is used to
derive the hierarchical structure of the plant to accurately correlate MES commands for the Kuka’s arm with the connected sensors (yellow nodes). Sensed
data (generated by the energy monitor and two accelerometers, middle left) and MES commands for the Kuka robot arm (middle right) are temporally aligned.
Data relative to the same timestamp are then fused in one record containing: the machine name, sensed data measurements, current machine commands with
relative state and parameters, and global timestamp (bottom).

A. Communication with sensors and the Kuka’s arm

The Kuka has been augmented with a number of sensors,
depicted on the left-hand side of Figure 2:

• five 6-axis motion sensors equipped with an accelerom-
eter and a gyroscope, which are installed in correspon-
dence to the joints and collect acceleration, orientation,
and angular velocity at 200 Hz;

• a single-phase energy meter collecting current, power, and
energy at 1 Hz.

The chosen sensor types monitoring the Kuka manipulator
belong to the different classes of sensors that can be exploited
for monitoring an electric motor defined in the ISO 17359
specification [24]; as such, their installation is compliant with
the guidelines defined by the ISO 13373-1 standard [25].

The accelerometers transmit data wirelessly by publishing
it on the MQTT broker, while the energy meter transmits via
Ethernet with Modbus. The Kuka robot hosts an OPC Unified
Architecture (OPC UA) server, which is used to communicate
with the DIH and convert MES high-level commands into
specific arm movements. A Kafka broker is used to collect
all data and make it available to the DIH infrastructure.

B. Communication with the MES

The production line is managed by a Siemens OPCenter
Execution Discrete MES, extended with the Automation Con-
troller proposed in [10]. The Automation Controller controls
the Kuka manipulator by sending high-level commands corre-
sponding to arm movements. The commands are sent to the

RabbitMQ broker, while communication between the MES and
the Automation Controller occurs via RPCs.

C. Data Fusion

The data fusion process for the Kuka robot arm is exem-
plified in Figure 3. The ISA-95 equipment hierarchy model
(top of the figure) is used to identify which sensors are on
board the Kuka robot arm (right-hand side of the hierarchy,
in yellow) and to filter Kuka-related commands. Then, data
traces relative to Kuka sensors (middle left) and the MES
commands (middle right) are temporally aligned by using the
global timestamp. The complete dataset is then constructed by
creating one record every 5ms (corresponding to the highest
sensor frequency, 200 Hz) by reporting: the machine name
(i.e., Kuka), the data measurements sensed at the current global
timestamp (or latest measured value, if the data has a lower
generation frequency), current machine command with relative
state and parameters, and global timestamp (bottom). This
allows reconstructing the global state of the Kuka robot arm
in all its aspects, i.e., to automatically correlate measured data
originated from different sensors with MES commands.

As an example, the first rows of the global dataset are
labeled with pickFromPallet(2,2) as the time step of
such sensor measurements is between the time at which Kuka
status changes to Init and the time at which it moves to
End for the pickFromPallet(2,2) command issued by
the MES. This allows to correlate sensor measurements with
the pick operation.
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Figure 4. Overview of the data analytics pipeline used for dataset validation.
The raw signals (i.e., sensor_id5_AngY) are windowed based on the robot’s
actions and associated with corresponding labels. Then, signals are fed into
the TSFEL library to extract statistical features, which are reduced to a 50-
dimensional set by feature selection. The final feature set is fed into a classifier.

Once the global state of the Kuka robot is reconstructed,
multiple actors can exploit the enclosed information by extract-
ing additional knowledge and implementing additional data
analysis. The Automation Controller can query the database
at runtime through the RabbitMQ broker to apply data-aware
policies. At the same time, the data analytics module can ben-
efit both from runtime data generation and from the collection
of historical data, to train the algorithms.

In the following sections, all analytics are built on an initial
dataset containing 3 hours of data collection.

D. Analysis of the fused global dataset

To prove the relevance and robustness of the generated
dataset, we exploit data analytics approaches, that prove
whether the dataset allows the extraction of any knowledge
about the operation of the Kuka robot arm.

1) From sensors to features: Data analytics are not applied
to raw signals but rather to numerical features that can be
processed while preserving the information in the original
dataset. As visually represented in Figure 4, each raw signal
is appropriately windowed over time according to the corre-
sponding action of the robot. Then, we extract a set of 1,980
statistical features exploiting the TSFEL Python package.

To ease the following data analytics, the extracted features
undergo feature standardizationand feature selection, through
the Minimum Redundancy Maximum Relevance (mRMR)
algorithm [26], that reduces the features to a set of 50 features
mutually and maximally dissimilar, thus representing more
effectively the target class.

2) Machine states classification: The subsequent step is to
demonstrate the consistency of the relation between the sensor
data and the corresponding MES commands. To achieve this
result, we reduced it to a classification problem, where the
commands represent the class labels. The question is, is it
possible to infer the MES command given the sensed data? If
so, then we can reasonably consider the relation solid.

In our experiments, we put into effect five different state-
of-the-art classifiers: RandomForest (RF), Support Vector Ma-
chine (SVM), and AdaBoost (AB), implemented with the
Scikit-learn library, plus Multilayer Perceptron (MLP) and
Bayesian Multilayer Perceptron (MLP-B), built on top of the
Keras framework. Hyper-parameters optimization is performed
through randomized search [27], and we implement a standard
5-fold cross-validation strategy.

Figure 5 provides the mean cross-validation accuracy of
the classifiers at different sampling rates of the sensed data

Figure 5. Mean cross-validation accuracy of different machine state classifiers
at different sampling rates of the sensed data. Error bars indicate the standard
deviation of accuracy among different classes.

(respectively: 1, 10, 100, 200 Hz), by reproducing different
data collection settings of the overall infrastructure. The error
bars in the graph indicate the standard deviation of the
accuracy among the different classes (that is: the shorter the
bars, the more balanced the classification accuracy).

As can be seen from Figure 5, all the tested classifiers
are successful, with increasing accuracy values at increasing
sampling frequency. MLP is the one that provides the highest
and most balanced mean accuracy values (about 97.6± 2.5%
at 10 Hz). The most important result of this experiment is that
the relation between sensor data and MES labels is verified,
and the dataset annotated with information extracted from the
MES constructs a solid base for data analytics approaches.

Interestingly, the accuracy curve presents a clear elbow point
at 10 Hz, which provides a very useful indication of the best
compromise between sampling rate and classification perfor-
mance: at this sampling rate, most of the tested classifiers have
mean accuracy above 80%. This indicates that the data col-
lection infrastructure can be reconfigured to operate at 10Hz,
thus reducing sampling frequency. This allows applying the
proposed solution also to older production lines, where the pre-
existing sensors work at lower frequencies, and to moderate
traffic for production control, not affecting the normal and
safety-critical operations of the production line.

Given the obtained results, we will focus the downstream
analysis on raw signals always sampled at 10 Hz. Obtaining
data at this frequency is possible by configuring the sensors
and the OPC UA servers accordingly, as enabled by the
bidirectional communication of the Kafka broker.

3) From features to sensor: The last step is to understand
which sensors and/or specific physical properties had a higher
impact on the classifier decisions, to provide better insights
on the relevance of the sensed data to machine state predic-
tion. This is important to guide optimization of the sensing
infrastructure (i.e., by removing/replacing irrelevant sensors).

We adopt the following strategy to circumvent the intrinsic
black-box nature of ML techniques. We start from the top
50 features obtained after the feature selection step, and we
reconstruct the association to their raw input signal and the
corresponding sensor and physical property. Thus, we group



Physical property

1     2    3     4     5    P

Max 
relevance

Min 
relevance

Sensor

Figure 6. Sensors/physical properties color-mapped by their relevance. The
sensor positioning is depicted in the bottom-left of Figure 2.

feature occurrences by the sensor/physical property. The ratio
is: the higher the occurrence of features derived from a
given sensor/physical property, the higher its relevance for the
machine states classification task.

The obtained results, after scaling, are represented in Fig-
ure 6, where darker color means higher feature occurrence
(and hence, higher relevance) of the corresponding sensor.
As can be observed, accelerometers 2, 4, and 5 (position
visible in Figure 2) provide most of the information to the
classifier, while the most relevant physical properties appear
to be the acceleration and angle of the machine arms. Vice
versa, accelerometer 1, as well as all gyroscopes data, seems
to have a much lower relevance to the task. This gives relevant
feedback for constructing the production line, as sensors may
be configured to extract only relevant data, thus reducing
bandwidth occupation. Less relevant sensors can be removed
and installed on other parts of the line, without losing essential
information. While the specific outcome of this analysis is
not generalizable, because it is tied to the classification task
and commands that were analyzed, it indeed provides a
relevant example of how the data fusion infrastructure can
be exploited with data analytics to support the configuration
and optimization of the production line.

E. Anomaly detection

Finally, we propose an example of implementation of the
data analytics box in Figure 2. A typical task applied for
manufacturing monitoring is anomaly detection, i.e., the early
detection of anomalous behaviors of the production line, that
is crucial to avoid severe deterioration in productivity and
prevent dangerous accidents [28]. Anomaly detection is still a
challenging open problem because anomaly data records are
(i) rare; (ii) irregular; (iii) typically lacking prior information,
and (iv) hardly predictable [29], [30]. In this regard, training
a supervised ML algorithm to recognize anomalies would
require a huge amount of training data, with many pre-
annotated anomalies as the target classes. Such a dataset is
extremely cumbersome to collect and more often unfeasible
in the early life of the production line when the equipment is
still behaving correctly most of the time [28].

On top of these considerations, we chose a different ap-
proach in our work, which does not require specific super-
vision of the anomalies. We start from the machine state
classifier described in the previous sections, which is built on
top of data without anomalies. Then, we exploit this model
to indirectly identify anomalous behaviors at inference time.
Such a learning paradigm, where a supervised model learns
a pretext task (in this case, machine states classification) to

CTH

Figure 7. Distribution of the confidence values (MSR) of MLP-B predictions
for the normal events (left) and for the anomalies (right). The threshold CTH

is indicated by an arrow.

solve a different downstream task, is generally known in the
literature as Self-Supervised Learning (SSL) [31].

In our case, anomalies can be indirectly identified by the
machine states classifier, in two scenarios: (1) the action
predicted by the classifier is different from the one specified by
the MES; (2) the predicted action is correct, but the decision
has relatively low confidence. This is reasonable to assume,
given that the classifier is asked to perform a prediction on data
that are anomalous, thus significantly different from the ones
it was trained on. While the first scenario is straightforward,
the second requires a statistically sound measure of predic-
tion confidence, generally not provided by deterministic ML
models. For this purpose, we exploit MLP-B, a probabilistic
implementation of MLP based on Bayesian theory. Differently
from conventional training methods that attempt to find a
single set of optimal values for the neural network weights,
the Bayesian approach estimates the posterior distribution
of the weights and makes a prediction by integrating over
this distribution [32]. To produce a distribution of weights
(and hence, of predictions), in our work, we use the Monte
Carlo Dropout method, in the popular implementation by [32]:
random dropouts (i.e., random switching-off of neurons) are
used to produce many different networks at inference time,
that can be treated as Monte Carlo samples from the space
of all available models. This allows inferring a distribution of
predictions per each given input, providing the mathematical
grounds to estimate a confidence level: the so-called Maxi-
mum Softmax Response (MSR) (i.e., the maximum value of
Softmax activations in the last MLP layer).

To assess the goodness of our approach, we extend the
available dataset, already described in the previous sections,
by artificially adding 56 anomalies created by manually
hampering the robot motion at random instants during data
acquisition. The so-obtained dataset is fed into the MLP-B,
and the distribution of MSR confidence values obtained during
machine states classification are shown in Figure 7, separately
for the normal events (on the left) and the anomalies (on the
right). From these plots, we can see how MLP-B confidence
is very high with normal events (peak of distribution in
the left plot is at MSR=1.0) and significantly drops in the
presence of anomalies (peak of the right plot is at MSR=0.2).
This demonstrates our initial hypothesis that the classifier
confidence can be indirectly used to identify anomalies.

Starting from these considerations, it is reasonable to as-



sume that the overall distribution of the predictive confidence
is bi-modal, where the highest mode is associated with high-
confidence values, which are the majority, and the second
to the low-confidence ones (i.e., anomalies). Hence, to au-
tomatically identify an anomaly, we just need to establish a
threshold CTH on the confidence level. The easiest way to do
so is to compute the value that splits the confidence values
of the training dataset into two groups with maximum inter-
group variance (see the arrow in Figure 7). By applying this
approach to our dataset with artificial anomalies, with a 5-
fold cross-validation strategy, we obtain that anomalous events
are recognized with a mean accuracy of 79% (sensitivity
84%, specificity 75%). These results are remarkable for two
reasons: i) the anomaly detection is fairly accurate, even
without having received specific training on the anomalies to
be detected, which would be difficult to implement in real
industrial applications; ii) the training only relies on data that
is automatically collected, integrated and annotated during
a normal production process. This further demonstrates the
usefulness of our proposed data fusion infrastructure.

V. CONCLUSIONS

This work presents an enhanced solution for effectively
implementing a data fusion approach in the context of Industry
4.0. The proposed DIH merges data traces produced by differ-
ent sensors with recipe data extracted from the MES, generat-
ing sound datasets with advanced production information. The
proposed infrastructure is showcased on an anthropomorphic
manipulator located in an industrial research laboratory and
is demonstrated applicable to different industrial machinery.
The relevance and robustness of the fused data is proven by
the application of state-of-the-art data analytics algorithms.
Future works will try to i) extend the infrastructure with more
data analytics functionalities, and ii) map these algorithms on
embedded platforms, enabling computation on the edge and
real-time monitoring.
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