
Next Generation of Hybrid Threats
Fulvio Valenza

fulvio.valenza@polito.it
Politecnico di Torino, Dip. Automatica e Informatica

Torino, Italy

ABSTRACT
Novel technologies and paradigms such as Cloud and Edge Com-
puting, the Internet of Things (IoT), Network virtualization such as
Software Defined Network (SDN), and Network Function Virtual-
ization (NFV) are anymore present in our everyday life. They have
been used in many use-cases and environments, like industrial con-
trol systems, modern buildings, homes, transportation, and critical
infrastructures. Moreover, nowadays, novel devices and environ-
ments become more and more interconnected, fast, intelligent, and
dynamic. The increasing use of these "smart" devices and environ-
ments brings a novel technological revolution that generates new
opportunities and functionalities for consumers across all sectors,
from agriculture to manufacturing, healthcare to transport, and
industry to home[3, 5].

However, these novel advantages and benefits introduce new
risks and challenges. Indeed, these novel and complex systems
leveraging intelligent devices are vulnerable to attacks that exploit
their physical, human, and cyber vulnerabilities by combining them
in any order. People are exposed to new risks from the outside world
as more threats can undermine cybersecurity[1, 2].

Generally, we can define “hybrid systems” as interconnected
human, physical and cyber components and elements and “hybrid
attacks” as multistep attacks that exploit the combination of human,
physical, or cyber vulnerabilities in a hybrid system. Indeed, the
physical security of a system, its cybersecurity, and human security
are traditionally managed separately and by different people/teams
within an organization. In hybrid systems, the cyber, physical, and
human aspects can be leveraged in combination as part of the
same attack. They typically also complement each other and must
be protected together to mitigate and respond to the new hybrid
threats. For example, human or digital surveillance can monitor
a physical space. This novel and larger exposition surface, caused
by hybrid threats, has impacted individuals’ privacy and wellness.
Configuring enough and suitable protection and detecting the errors
and vulnerabilities that new hybrid threats may exploit in these
hybrid systems is more challenging than traditional systems and
environments.

These challenges are also accentuated by many aspects and char-
acteristics that include low computational power, inadequate soft-
ware quality, and, more importantly, such environments combine
human, physical and digital (cyber) aspects to the system design
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and implementation. These considerations are supported by the
most recent Data Breach Investigations Report by Verizon1, which
show as cyber and physical attacks evolve as fast as the deployment
of intelligent systems and are outpacing efforts to stop them.

Unfortunately, in the most recent state of the art, there is no
notation and no framework to be able to represent threats that
propagate across the physical, human, and digital aspects of a sys-
tem or how to use them in combination. For example, how human
vulnerabilities (e.g., phishing or bribery) can lead to threats to the
cyber or physical aspects of the system or how cyber vulnerabilities
can lead to threats to the physical environment. It is not sufficient
for such a framework to combine the different aspects/components
of the system. It must also represent the relationships between
them, their inter-dependencies, and the compositional nature of
systems[4, 6].
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