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ABSTRACT Due to the low received power of Global Navigation Satellite Signals (GNSS), the
performance of GNSS receivers can be disrupted by anthropogenic radio frequency interferences, with
intentional jamming and spoofing activities being among the most critical threats. It is reported in the
literature that modern, GNSS-equipped Android smartphones are generally resistant to simplistic spoof-
ing, and many recent contributions support such a biased belief. In this paper, we present the results of
a test campaign designed to further stress the resilience of such devices to simplistic spoofing attacks
and highlight their actual vulnerability. We then propose an effective spoofing detection technique, that
exploits the spatial and temporal correlation of the counterfeit signals by leveraging the statistical anal-
ysis of raw GNSS measurements. By not requiring access to the low signal processing level of the
GNSS receiver, the proposed solution applies to any device embedding a GNSS receiver that provides
raw GNSS measurements, such as current Android smartphones. Vulnerability analysis and validation of
the proposed technique were conducted in a controlled environment by transmitting realistic, counterfeit
Global Positioning System L1/CA navigation signals to a variety of Android smartphones embedding
also different GNSS chipsets. We show that, under proper conditions, the devices were vulnerable to
the attacks and that the effects were visible through their raw measurements, i.e., Carrier-to-noise ratio
(C/Nyp), pseudo-range measurements, and position estimates. In particular, the study demonstrates that
cross-correlation between the C/Ny time series provided by each device for different GNSS satellites
increases under spoofing conditions, thus constituting an effective metric to detect the attack within a few
seconds.

INDEX TERMS Radio frequency interference, simplistic spoofing, global navigation satellite system
(GNSS), GNSS receiver, smartphone, GNSS raw measurements.

. INTRODUCTION

ITH the rapid development of positioning and navi-

gation technology based on the Global Navigation
Satellite System (GNSS), mass-market applications have
significantly increased with a demand for more accurate
and reliable Positioning, Navigation and Timing (PNT)
services. According to the latest market analysis issued
by International Data Corporation, global smartphone ship-
ments increased by 1.6 % in 2022 compared to last year [1].

Moreover, the European Agency for the Space Programme
market report 2022 forecasts that, by 2031, more than 10
billion GNSS devices will be in use across the world and
currently global smartphone and wearable sales contribute to
roughly 91% of global shipments [2]. In May 2016, Google
announced the disclosure of raw GNSS measurements
starting with Android" 7 [3]. For the first time, devel-
opers could access carrier and code measurements, internal
clock information and decoded navigation messages from
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mass-market devices. To date, raw GNSS measurements sup-
port is mandatory for devices running Android" 10 (API
level 29) or higher. Around 82 % of available Android
phones currently support raw measurements data [3]. This
data include internal clock measurements like the time
of signal reception, clock drift, clock discontinuities, etc.,
and the GNSS receiver measurements such as the received
GNSS satellite time, i.e., Time of Week (TOW), Doppler
frequency, carrier phase measurements as well as constella-
tion status, and further navigation data. The full description
of the available raw measurements can be found in [3].
More recently, the Google Service Framework  has pro-
vided Automatic Gain Control (AGC) measurements through
updated AndroidTM classes, with the release of Android v
API 9.0. However, not all the GNSS chipsets are fully com-
pliant with all those measurements and the quality of such
data may vary from device to device [4]. Their use can lead
to improved GNSS performance by opening the door to more
advanced processing techniques previously reserved only to
high-end GNSS receivers. These benefits have been demon-
strated for code-based, aided, differential and precise point
positioning [4], [5], [6]. Furthermore, collaborative naviga-
tion approaches leveraged raw measurements to offer a naive
collaborative distancing technique [7] and a GNSS-only
enhancement of Position, Velocity, Timing (PVT) estima-
tion accuracy [8]. Although the standalone position computed
from raw GNSS data may not be as accurate as the ones
obtained through an onboard sensor and network integra-
tion (i.e., Google Fused Location Provider), the use of raw
GNSS data and ad-hoc implemented algorithms can improve
the solution with respect to unaided, standalone GNSS solu-
tions. However, positioning improvement is not the only
possible exploitation of raw measurements. Since they pro-
vide, to a certain extent, an insight of the processing taking
place inside the chipset, they can be used to analyse the
effects of radio-frequency (RF) impairments affecting the
GNSS received signals, as well as to compute new metrics
for the quality assessment of the associated output solu-
tion [9]. As an example, it is known that due to the weakness
of GNSS signals, GNSS receiver performance can be eas-
ily disrupted by anthropogenic interferences, with jamming
and spoofing activities being critical threats in this con-
text. Swept-frequency and frequency-modulated jamming are
typical intentional Radio Frequency Interference (RFI) that
can be emitted by personal privacy devices with a carrier
frequency that varies across GNSS bands. Spoofing, on the
other hand, refers to the transmission of counterfeit, yet plau-
sible GNSS signals with the intent of inducing false PVT
estimates at a victim’s receiver. Countermeasures for jam-
ming and spoofing threats have been extensively discussed
and proposed in the literature [10], and, as far as spoof-
ing is concerned and targeted by our test campaign, a brief
review will be covered in this article. As recalled later on,
many of the proposed spoofing detection techniques require
the implementation of sophisticated algorithms that need to
have access to the low-level signal processing stages of the
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GNSS receiver in order to be effective against simplistic to
advanced spoofing attacks [11], [12], [13], [14], [15], [16].

A classical technique for spoofing detection, based on the
carrier-to-noise ratio (C/Np), is proposed in [13], where the
measured C/Ng of received GNSS signals are compared to
a known or expected value. The C/Ny measures the strength
of the carrier signal compared to the background noise. If
C/Nj is significantly lower than the expected value, it could
indicate that an unspecified RFI is ongoing, and the sig-
nal should be discarded. However, if a spoofing signal is
unspread, it can show a C/Ny value within a nominal range,
even though jamming or spoofing is performed. Detection
of such malicious actions can be difficult in this case, as
the C/Np measurement may not show any abnormalities. In
such cases, other techniques operating over frequency or time
domains, or the use of integrity messages from augmentation
systems, can be used in conjunction with C/Ny monitor-
ing to provide a more robust spoofing detection. Some of
these techniques can detect spoofing even when the spoofer
uses the same codes, frequencies, and power levels as the
legitimate signal [17].

However, such techniques might not be usable in systems
and platforms embedding a GNSS chipset for which only a
limited number of outputs is available to the user or to the
higher application layers, such as in smartphones and several
other mass-market devices. For this reason, it is of interest
to devise interference detection and classification techniques,
based only on the observation and the statistical processing
of common outputs of GNSS receivers, and i in particular of
the raw measurements provided by Android = smartphones
as well as by a growing number of low-cost receivers, as
reported in [11].

In this paper, taking the smartphone platform as a ref-
erence case study, we propose and assess the performance
of a technique for the detection of single-antenna spoofing
attacks. The proposed solution exploits the spatial and tem-
poral correlation of the spoofing signals, and it is validated
through an experimental campaign based on the analysis
of the correlation of the raw output data provided by vari-
ous Android smartphones. Therefore, the present article
aims at

« analyzing the effect of single-antenna, simplistic spoof-

ing attacks on the raw GNSS measurements provided
by different smartphones embedding various GNSS
chipsets

« identifying the most suitable time series of raw GNSS

measurements and a suitable figure of merit allowing
for a prompt and robust detection of the attacks

« defining a methodology for the analysis of the raw data

of interest and of the associated figure of merit towards
an effective detection of the attack

« experimentally assess the proposed technique through

data collections retrieved from an on-field test campaign
including 18 devices
The rest of the paper is organised as follows: Section II
recalls reference studies and fundamental aspects of spoofing
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attacks against GNSS receivers. Section III describes the
setup for the vulnerability analysis and the effects on raw
GNSS measurements and position estimation. Section IV
introduces the methodology for a spoofing detection strat-
egy exclusively based on raw GNSS data. A performance
assessment is then presented in Section V and, eventually,
conclusions are drawn in Section VI.

Il. BACKGROUND AND RELATED WORKS

Recent studies have proposed various techniques for inves-
tigating the impact of spoofing attacks on GNSS receivers.
Such an effort has been fundamental to enhance security and
reliability in GNSS-based applications.

A GNSS satellite simulator was utilized for the first time
in a GNSS spoofing experiment in [16]. In [18] researchers
investigated the practical aspects of a satellite lock takeover,
where a victim receives spoofed signals after first being
locked on to legitimate Global Positioning System (GPS) sig-
nals. In [19], researchers at the University of Texas (Austin)
developed a portable low-cost GPS intermediate spoofer. A
successful spoofing attack was carried out on a commer-
cial super yacht using intermediate spoofing techniques, thus
highlighting the potential threat against civil PNT systems.
Various techniques have since been developed to evalu-
ate the active resilience of GNSS devices and to mitigate
the risk of spoofing attacks for improved GNSS security
in [20].

Early countermeasures were proposed in [21] to counter-
act simplistic spoofing attacks. Later advances in the field
fostered the development of advanced spoofing detection and
mitigation techniques at various stages of signal processing
in GNSS receivers [22]. While high-end GNSS receivers now
implement spoofing alert systems at their application layers,
Android smartphones do not provide proper warnings to
the user yet, and effective spoofing attacks may stealthily
hinder their PNT capabilities. Indeed, upcoming GPS Chips-
Message Robust Authentication (Chimera) [23] and Galileo
Open Service Navigation Message Authentication [24]
services allow receivers to be resilient against counterfeit sig-
nals at the cost of implementing the respective authentication
algorithms.

At the present, it is worth examining the potential effects
of intentional interference on mass-market GNSS-equipped
devices, as well as assessing the resilience of their embedded
receivers and their capability to live detect ongoing attacks
with reasonable latency. Some demonstrations of spoofing
against Google’s Android Operating System (OS) were
presented in [25] with realistic spoofing and fake Google
MapsTM integration. This work demonstrated that spoofing
might impact the device’s navigation unit with obvious cas-
cading effects on popular location-based services. In [26],
Unicorn Team demonstrated the risk of spoofing attacks by
recording legitimate GPS signal through an Ettus Research
USRP"™ B210 and replaying them by an Software Defined
Radio (SDR) platform, i.e., BladeRFTM, to effectively fool
PVT solutions in a smartphone. The attack succeeded in
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highlighting smartphone vulnerability, as demonstrated by a
PVT logging app installed on the phone. In [27] a simple
spoofing methodology was demonstrated as being capable
of fooling the navigation solution of a smartphone using
SDR and complementary equipment. In [28], inertial nav-
igation sensors such as magnetometer, accelerometer, and
barometer were used for triggering possible spoofing event
detection in smartphones. By exploiting the availability of
GNSS raw measurements, in [29], [30], the impact of spoof-
ing attacks against mobile phones were analysed and specific
techniques were suggested to enhance security such as the
use of cheap accelerometers together with the monitoring
of raw GNSS measurements. The possibility to compare or
combine metrics to better identifies spoofing and meaconing
attacks was also investigated in [31]. In the study, GNSS
anti-spoofing defense were proposed based upon a cooper-
ative positioning approach leveraging the exchange of raw
GNSS measurements. The results allowed the identification
of possible metrics to be monitored to identify malicious
attacks against the positioning and navigation systems in
mass-market connected devices. In [32] researchers pro-
vided a mobile application for detecting GNSS jamming
and spoofing. The application used four different meth-
ods to detect attacks: compariTn the GNSS and network
locations, checking the Android = mock location flag, com-
paring the GNSS and system times, and observing the AGC
and carrier to noise density ratio (C/Np) signal metrics.
In [33] the authors looked at AGC measurements from
multiple smartphone models which have different GNSS
chipsets, assesse their behavior under RFI, and point out
the current limitations, and improvements that would assist
in its usage as a GNSS RFI indicator. The Signal Quality
Monitoring Technique, a spoofing-detection methodology,
was presented in [34] for realistic spoofing scenarios. This
solution is based on the quality of the correlation of the
incoming signal and the receiver’s local replica and on
the cooperative use of a pair of extra correlators to find
vestiges of the signal. In [35], the authors suggested how
the National Marine Electronics Association messages pro-
vided by the GNSS receivers can be utilized to detect
instances of spoofing and identify suspicious, potentially
spoofed satellite signals. Authors in [36], by appropriately
evaluating key measurements supplied in the raw GNSS
engine and using software tools native to the Android oS,
demonstrated the efficiency of Android smartphones in
reporting interference occurrences as per the Standardization
of GNSS Threat Reporting and Receiver Testing through
International Knowledge Exchange, Experimentation and
Exploitation Threat Monitoring and Reporting standard. A
further research work attempted to simulate cost-effective
and realistic spoofing attacks by evaluating their impact on
output raw measurements [44]. The main limitation of the
study was its narrow focus on only a few GNSS chipsets
integrated into consumer devices, which may not be repre-
sentative of the broader range of devices available in the
market.
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Moreover, it was observed that the AndroidTM smart-
phones under the test were generally resilient. A recent
work proposes a combined jamming and spoofing detec-
tion technique based on AGC and C/Ny observations [45].
The proposed strategy leverages two theoretical assumptions
from [46], [47]

1) if AGC value decreases and C/Ny decreases, jamming

is likely.

2) if AGC value decreases and C/Ny is relatively con-

stant, spoofing is more likely than jamming.

Despite offering a relatively simple detection algorithm, it
has to be remarked that, for many devices, AGC mea-
surements may be an unreliable metric due to the rough
resolution of the values and the fact that it is not even
provided as an output by some GNSS chipsets. Depending
on the different AndroidTM versions, AGC values are not
granted for old devices and, generally speaking, they are
not as reliable as other types of raw GNSS measurements,
as highlighted in [45]. Furthermore, standalone C/Np time
series have to be compared with a pre-defined threshold that
may be not straightforward to be determined. Therefore, in
order to provide a more robust detection, the algorithm is
hybridized in an Android"" application named GNSS Alarm
in charge to concurrently

o compare GNSS estimated location and estimates from

other location providers (e.g., network)

« check for the Android = mock location flag

o compare the GNSS and Android system times.

In this work, starting from the results presented in the
existing literature, an extended investhi/lgation is performed,
testing a wider variety of Android" smartphones and
spoofing attacks in different scenarios via an extensive test
campaign, that unveils the actual, unsolved vulnerability of
the smartphones against these threats. Differently from the
approaches recalled in this literature review, our technique
aims at

« leveraging a single data source, by looking for a unique

figure of merit that only relies on GNSS data with no
need for external location providers or access to O.S.
flags

« detecting spoofing on a signal-basis and not only as

an aggregated flag (constellation/band), thus providing
a more detailed view of the attack (if required). It is
worth remarking that spoofing attacks may affect only
a subset of available satellites and AGC data cannot
provide such a detailed view

« relying on a threshold that is independent from the mag-

nitude of the data under analysis and does not require
further normalization or runtime updates.

A. SPOOFING MODELING AND CLASSIFICATIONS

Unstructured RFI such as jamming disturbance can sig-
nificantly impair the receiver by disrupting its operational
capabilities at the early signal processing stages. On the other
hand, spoofing disturbances act stealthily, as the receiver
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operation is typically not interrupted from a user standpoint.
Spoofing methodologies are mostly classified on the basis of
the time-coherence of the spoofing signals and their legit-
imate counterparts. The difficulty in performing coherent
attacks also determines the practical feasibility and associ-
ated risk of such threats [37]. Furthermore, the possibility
of detection from a receiver’s standpoint may rise a further
level of classification [10]. In [38], researchers classified
spoofing attacks using a multilayered model, distinguishing
between development architectures, acquisition strategy, con-
trol strategy, and application. This allowed them to assess the
risks and strategies of operational spoofers with prevention.
Depending on the features of the spoofing and the complex-
ity of the attack, it is possible to classify these disturbances
into three categories: simplistic, intermediate and sophisti-
cated spoofing attacks. They are recalled hereafter for the
sake of completeness [10], [16], [37].

1) SIMPLISTIC OR ASYNCHRONOUS SPOOFING

These attacks are characterized as the incoherent transmis-
sion of counterfeit GNSS signals over a pre-determined
bandwidth aiming at forcing victim receivers to estimate
a fake PVT solution. The lack of synchronisation between
spoofers and GNSS timescale can be often used to detect
ongoing attacks [45]. This class of spoofer can be also
built by using a signal simulator that re-transmits counterfeit
signals by means of mass-market SDR components [39].

2) INTERMEDIATE OR SYNCHRONOUS SPOOFING

This attack foresees a spoofer architecture embedding a
GNSS, built-in receiver that acquire and tracks legitimate
GNSS signals in order to coherently generate their counter-
feit counterparts. By receiving real-time GNSS signals and
estimating the main parameters of interest (i.e., code phase
offset and Doppler shift) the spoofer can perform real-time
signal transmission of the counterfeit signal by modifying
these parameters on its need. A downside of an intermediate
spoofing attack is that, in order to be effective, some a-
priori information about the victim receiver must be known.
To successfully mislead the target PVT estimate, different
factors must be known, except in the case of a self-spoofing
scenario in which the spoofer and the victim receiver may be
co-located. Some implementations of intermediate spoofing
scenarios of GPS signals to exploit a modified software-
defined receiver integrated with the front-end, are presented
in [10].

3) SOPHISTICATED OR MULTI-ANTENNA
SYNCHRONOUS SPOOFING

This attack is also referred to as nulling attack and it aims
at transmitting a disruptive interference signal along with
counterfeit, spoofing signals. The use of multiple transmit-
ters increases the effectiveness of the attack against physical
detection methods based, for instance, on the angle of arrival.
Sophisticated spoofing is the most insidious technique as
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it takes control of the target receiver without being typ-
ically detected. As described in [40], the malicious action
leveraged a soft-take-over through a time-synchronised trans-
mission. It starts with a low level of power which is increased
slowly till the receiver has acquired and started to track the
spoofed signals. In [13], research conducted sophisticated
spoofing scenarios in a multi-layered processing architec-
ture. However, this type of spoofing uses multiple antennas
to broadcast GNSS signals, thus overcoming state-of-the-
art anti-spoofing countermeasures. Practically, this threat is
rarely deployed due to its high cost and complexity and is
typically not affordable without advanced expertise.

Due to its affordable cost and practicability, simplistic
spoofing is the target threat we experimentally addressed in
the current study. However, in the following, single-antenna
attacks are modelled that cover, in principle, both simplistic
and intermediate spoofing scenarios.

B. LEGITIMATE AND COUNTERFEIT SIGNALS
MODELING

In absence of interferences, the GNSS signal received at
the antenna can be modeled as the sum of N, independent
satellites’ signals

Ny

50 = Y [VPriDitt = T)Cilt = 7

i=1
x cos(27 (£ + fui(0))t + Ae,)] @) (1)

where Pp; is the received signal power, D;(t) is the naviga-
tion data stream, C;(¢) is the pseudo-random code sequence,
fo is the carrier frequency shifted by the observed Doppler
shift f;;, t; is the propagation delay and A6; is the phase
offset. Eventually, n(¢) is the thermal noise contribution. The
received power of each signal, Pg,, reflects the unique prop-
erties of the propagation path it covered between transmitting
and receiving antennas.

1) MODELLING OF SPOOFING GNSS SIGNALS

In order to fake a GNSS receiver, a spoofer must replicate
all the components of the navigation signals defined in (1),
such as its spreading code, Radio Frequency (RF) carrier, and
the navigation data symbols of the selected constellation. A
simplistic GNSS spoofer generates and transmits GNSS-like
signals. However, it cannot keep phase and time coherence
w.r.t. to the legitimate signals without an external time and
frequency sources. The generated counterfeit signals have
a similar structure to the legitimate signals, however, they
may differ in terms of Doppler and phase shifts of both code
and carrier. Furthermore, different power levels are usually
observed at the receiver location for spoofing and legiti-
mate signals, respectively. Advanced attacks may calibrate
the signal power to be similar enough to the received power
of each legitimate GNSS signal. However, such a calibration
would require accurate knowledge of the attacker-to-victim
range, thus of the victim’s location, as typically addressed
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by sophisticated spoofing actions. In the following, spoofing
GNSS signals will be identified through the apex (). A
simplistic spoofer will generate Ny, counterfeit signals char-
acterized by code delay ri(s), carrier phase AGi(S), Doppler
shift ftgi) () and data bit stream Bi fori=1,2,3,..., Nyg.
A further Doppler shift, f;s) (¥) may be introduced by the
relative kinematics of the transmitting and receiving anten-
nas and is assumed equal to zero when both are static or
carried on the same moving rigid body. The expression for
the sum of Ny, single frequency, single constellation spoofed
signals is

Nsp

) (S) 7 ) ()
0= S #)el—)
1

) x cos(27 (fe +£7 0 +£57 0 )1 + 26{) | + (o)
(2)

where the received power at the antenna, P;es,z., reflects the
different amplitude attributed to each signal to simulate dif-
ferent path losses, and the D; highlights possible differences
w.r.t. the legitimate navigation message data stream foreseen
in (1). The value of P}S’)i, as for the real signals, may actually
change over time, but differently from the case of (1), such
variations depend on

« the misalignment of transmitting and receiving antennas
as well as any changes in their relative heading during
the spoofing attack

« the fading effects introduced by the terrestrial channel
and mostly due to multipath which is very relevant
when the attacker is at the same altitude of the victim
receiver.

When a GNSS receiver is under a spoofing attack, it receives
both authentic and spoofed signals, and additive thermal
noise affects their sum. Therefore, the total signal at the
victim receiver’s front-end is modeled as

Xior(1) = 3. (1) + X (1) + n(0) 3)

where the notation x indicates the noiseless, legitimate and
spoofing signals derived from (1) and (2) by neglecting the
respective noise terms. Without any lack of generality, f. will
be referred hereafter as to GPS L1/CA center frequency, i.e.,
1575.42 MHz.

2) IDENTIFICATION OF SPOOFING GNSS SIGNALS

From a geometrical and physical standpoint, legitimate
GNSS signals propagate through different channels. The free
space path loss mainly contributes to the differences in the
received power observed for each satellite. Multipath-related
constructive and destructive interferences may be responsible
for fluctuations in the received power, being conditioned by
the elevation at which each satellite is observed. Differently
from the authentic GNSS signals, all the spoofing signals
travel through the same propagation path from the spoofer’s
to the receiver’s antenna, thus experiencing a common, yet
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FIGURE 1. High-level diagram of the low-cost portable spoofer (left). The transmitter architecture (right) produces I/Q modulated GPS L1/CA signals transmitted at L1 center
frequency f. = 1575.42 MHz, through the digital-to-analog conversion and up-mixing of baseband signal samples (BB-Il, BB-Q).

unique physical channel. The aforementioned power varia-
tions will then reflect in a similar way on each generated
satellite’s signal by introducing strong spatial and temporal
correlation. In the following preliminary analysis we look
for such correlations through the time series of the GNSS
raw measurements to identify the spoofing attacks.

lll. PRELIMINARY ANALYSIS

Through the assessment of the smartphone vulnerability
to simplistic spoofing attacks, the following analysis aims
at identifying the set of observables, among the available
GNSS raw measurements, being suitable to the design of
the proposed spoofing detection method.

A. EXPERIMENTAL SETUP AND TEST PROCEDURE
To perform the vulnerability analysis, we developed a low-
cost portable spoofer based on a Great Scott Gadgets
HackRF One platform [39] and a Raspberry PI 4B.
A high-level diagram of the system is shown in Figure 1.
The HackRF OneTM is a low-cost, open-source SDR front-
end allowing fast and accurate RF signal transmission from
binary files (.bin). Such files contain the numerical sam-
ples of Intermediate Frequency (IF) or baseband signals.
The device is a transceiver supporting center frequencies
from 1 MHz to 6 GHz with tunable transmitting power and
channel bandwidth. The software used to numerically gen-
erate the spoofed GPS signal is the GPS-SDR-SIM [41], an
open GPS L1 C/A signal generator toolbox distributed with
an MIT license [42]. The attack was planned to simulate
a static position, and all the visible satellites belonging to
the GPS constellations and their signals were transmitted
by means of the SDR transceiver. An optional 10 MHz ref-
erence, i.e., Oven Controlled Crystal (Xtal) Oscillator was
connected to the front-end to discipline the signal genera-
tion. The power supply was provided through a mass-market,
10000 mAh battery pack compliant to the supply spemﬁca-
tion of the Raspberry PI 4B. The HackRF One  can be
in turn supplied by the Raspberry PI through its USB 3.0
interface. The spoofing attack was performed through the
portable spoofer according to the following procedure:
1) Numerical Counterfeit signal gemneration. The coor-
dinates of the fake static location were chosen and
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configured to the GPS-SDR-SIM. The software also
requires in input the daily GPS broadcast ephemeris
(i.e., RINEX v2 brdc file). Once such inputs are pro-
vided, it generates the simulated pseudorange and
Doppler shifts for the GPS satellites in view. Such
a simulated data is used to produce a binary file with
In-phase/Quadrature (IQ) samples of the complex base-
band GNSS signal, ready to be reproduced by the SDR
front-end (i.e., HackRF One ) according to the block
diagram in Figure 1.

2) A.bin file transmlsszon The.bin file is read by the
HackRF One through the USB interface of the
Raspberry PI 4B.

3) Digital to analogue conversion. The transmlttlng mod-
ule of the front-end (HackRF One' ) is in charge
to perform the digital-to-analog conversion by mix-
ing the baseband signal provided at step 2 to the
carrier frequency generated through the VCO (i.e.,
GPS L1 C/A), thus, transmitting I/Q modulated GNSS
signals in L1/CA band. A block diagram is pro-
vided on the right side of Figure 1 that shows its
architecture.

4) RF signal transmission. After baseband signal samples
are generated, HackRF OneTM mixes them to the car-
rier frequency, f., and transmits the RF signal through
the antenna of the SDR platform. Specifically, the
transmission command is used to spread the IF or
baseband samples using HackRF OneTM), at L1/CA
center frequency f. = 1575.42 MHz.

1) DEVICES UNDER TEST

A variety of Android smartphones with single and multi-
frequency GNSS chipsets were chosen to test the effects of
the simplistic spoofing attacks performed through the afore-
mentioned portable spoofer. The list of devices under test
is reported in Table 1. These devices are all equipped w1th
Google Android"" OS and the GNSS Logger Android"™

application provided by Google was installed for the
procurement of GNSS raw measurements. Additionally,
their PVT solutions were logged through the Android

National Marine Electronics Association (NMEA) Tools
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TABLE 1. Android™ devices under test and embedded GNSS chipsets with
supported frequency bands.

Model System on chip (SOC) GPS Bands

Samsung A30 Qualcomm Exynos 7904 Octa L1
Qualcomm Snapdragon 720G L1
Qualcomm Exynos 7420 Octa L1
Qualcomm Exynos 7884 Octa L1

Qualcomm Snapdragon 835 L1

Samsung A32
Samsung S6
Samsung A20
Samsung Note 8
Samsung Note 20 Qualcomm Exynos 990 L1
Samsung A2ls Qualcomm Snapdragon 720G L1
Samsung Note 22 Qualcomm Snapdragon 8 L1
Qualcomm Snapdragon 720G L1

Mediatek MT6762 Helio P22 L1

Samsung A72

Xiaomi Redmi 6

Xiaomi Redmi 6 Pro  Qualcomm Snapdragon 636 L1
Xiaomi Redmi 8 Qualcomm Snapdragon 845 L14L5
Xiaomi Redmi 8 Pro  Qualcomm Snapdragon 845 L1+L5
Xiaomi Note 9 MediaTek Helio G85 L1+L5
Xiaomi Note 11 Qualcomm Snapdragon 680 4G LI1+L5
Xiaomi 12x Qualcomm Snapdragon 870 LI1+L5
Huawei Y9 Octacore HiSilicon Kirin 710 L1
Honor X8 Qualcomm Snapdragon 680 L1

application, which provides the GNSS standalone position
of the smartphone in standard NMEA format [43].

2) TEST METHODOLOGY

Experiments on smartphones were carried out in a dedi-
cated test campaign. Each test foresaw 600 s data collections
for two complementary scenarios, in controlled environmen-
tal conditions. The range of the spoofer was kept at about
3m, and, in order to prevent any RFI disturbances beyond
the range of the experimental setup, a 30dB attenuator was
applied at the coaxial cable to reduce transmitting signal
power levels and limit the spoofer coverage. The actual
locations of the smartphones, i.e., the test site, were at N
45°3°52.4711” E 7°39°42.7179”, 2022-06-14 at 14:50 UTC
+00:00 while the portable spoofer broadcast spoofing signals
over GPS L1 band with a fake location at N 45°09°28.5”
E 7°34°47.9”, 2022-06-14 at 14:00 UTC +00:00 which
was approximately 12 km away from the test location.
Based on the results of the previous test campaigns [31],
[44], we modified the test settings to achieveT IV¥he most vul-
nerable conditions under which an Android = smartphone
could be spoofed by a simplistic attack. To this aim, the
test has been executed in both normal and pilot/airplane
modes. Normal operational modes in smartphone foresees
wireless data connectivity that allows smartphones to down-
load updated GNSS ephemeris. Such a data can be used
for cross-checking the time-consistency of the received nav-
igation message in rudimentary anti-spoofing techniques.
However, in Section III-B it has been shown that no rele-
vant differences have been observed by operating the devices
under test in the two modes. For a conservative approach,
all the results presented in this article have been obtained in
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TABLE 2. GPS PRNs identifiers distinguished between available and counterfeit
satellites signals during the non-spoofed and spoofed scenarios.

GPS satellites subset! GPS L1/CA PRN

1, 3, 8, 10, 14, 21, 22, 32
1, 3, 8, 10, 14, 21, 22, 27, 32
1, 3, 8, 10, 14, 21, 22, 32

Real (legitimate signals)
Counterfeit (spoofing signals)

Common

1 The relative geometry of the constellations as seen by the receiver under
test is shown in skyplots of Figure 2

normal operational modes. For an exhaustive analysis, we
reproduced two simplistic spoofing scenarios.

1) In Scenario 1, the devices received real GNSS sig-
nals for 150s, then transmitted spoofed signals for
the remaining 7 = 350s. During the initial timespan
of 150s, the devices kept tracking legitimate GNSS
signals only.

2) In Scenario 2, the spoofer transmitted counterfeit sig-
nals for 350s, then the devices switched to track live
GNSS signals upon spoofing interruption.

The set of visible real satellite signals during the test cam-
paign is reported in Table 2 for Scenarios 1 and 2. During the
spoofing attacks, the set of counterfeit signals were generated
to force the GNSS receiver to estimate a faked PVT solu-
tion. Counterfeit and real satellite signals are distinguished
in Table 2. As it can be seen, such a set includes i) satel-
lite signals that would be broadcasted by satellites that are
not actually visible to the receivers at the time and location
of the tests, and ii) satellite signals that are already being
tracked by the receivers, for which the spoofing signal has to
replace the real signals under tracking. The overall satellite
skyplot of the visible satellites and of the counterfeit con-
stellation generated during the tests are shown in Figure 2a
and Figure 2b, respectively. The skyplots depict azimuth and
elevation angles of the satellites w.r.t. the user location. For
static users, they highlight the difference in the observed
scenarios in terms of relative geometry of the satellites w.r.t.
the receiver location.

3) RAW GNSS MEASUREMENTS OF INTEREST

Among all the available raw GNSS measurements, the data
fields of interest for the investigations pursued within this
study are:

o Automatic Gain Control (AGC). The AGC implementa-
tion in a smartphone acts as a variable gain amplifier
adjusting the power of the incoming signal. Changes in
the value are typical indicators of power fluctuations of
the input signal in a given frequency band. AGC value
and its variations affect all the received GNSS signals.
Independent effects on each signal cannot be inferred
from such data.

o Carrier-to-noise Density Ratio (C/Nyp): The C/Ny mea-
sures the power density of the useful GNSS signal w.r.t.
the noise floor power density and has a direct relation-
ship with the signal strength as well as the accuracy of
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FIGURE 2. Skyplot showing the constellation geometry of the real and counterfeit
satellites for the respective legitimate and spoofed signals.

the associated measurements. In fact, strong received
signals return high C/Ny values, typically leading to
better signal tracking and PVT determination. Abrupt
variations to it can indicate the presence of interference
while an unnaturally high value could also indicate the
presence of a counterfeit satellite signal. C/Ny is esti-
mated by each tracking channel independently, therefore
data is available for each received signal.

o Pseudorange and Pseudorange rate (PrtM): The pseu-
dorange is a measurement of the distance between the
user and satellite, affected by the clock offset of the
receiver clock w.r.t. the satellite timescale. The obser-
vation of the behavior of the pseudorange and of its
variation over time (i.e., pseudorange rate), allows to
inspect the effect of the spoofing signals (when they
are tracked by the receiver) and to motivate any impact
of the interference on the subsequent PVT solution.

For the sake of completeness, the output position estimates
from the computed PVT solutions have been also investigated
to provide evidence of the vulnerability of the devices under
test to the simplistic spoofing attack. It is worth recalling
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FIGURE 3. Comparison of samples AGC time series between two Android™ devices
under the proposed spoofing scenarios.

that misleading PVT solutions are indeed the usual objective
of such deliberate malicious actions.

B. SPOOFING EFFECTS ON SMARTPHONES RAW
MEASUREMENTS

In this section, we analyze the effects of the designed spoof-
ing test on the raw GNSS measurements of interest as well
as on the position estimates provided by the devices under
the test scenarios 1 and 2 described in Section IV. The
effects of the spoofing signals are hereafter reported by
means of measurements time series. The discussion follows
the signal processing flow of a conventional GNSS receiver
architecture, i.e., from the AGC to the PVT computation.

1) AUTOMATIC GAIN CONTROL (AGC)

Figure 3 plots the AGC value (in dB) observed under the
test Scenarios 1 and 2 for the devices under test. From
test Scenario 1 (Figure 3a), it can be seen that the effect of
turning on the spoofer is similar to what in-band jamming or
interference would cause. Due to the presence of an in-band,
powerful signals, the receiver reduces the amplification of the
incoming signals. By collaterally attenuating the legitimate
GNSS signals, it creates the conditions for the acquisition of
counterfeit signals. In the same figure, the AGC amplification
dramatically drops from 48 to 45dB for Redmi 8 Pro of
the smartphone, and down to about 40dB for the Redmi
8 once the spoofing is turned on at time ¢z = 150s. In the
Scenario 2, being the spoofing signals broadcast with the
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same power level as in Scenario 1, the initial values of the
AGC amplification are similar as during the spoofing period
in Scenario 1. When spoofing is ended at time t = 350s
during the test Scenario 2, the AGC increases back to its
initial level, as it can be seen in Figure 3b.

The jump in the AGC value for the Redmi8 device could
indeed be due to a loss of lock on authentic signals and
subsequent reacquisition and relock on spoofing signals. The
strength and persistence of the spoofing signal could also be
a factor in determining whether there is a gap in the mea-
surements output or not. If the spoofing signal is strong and
persistent enough, it could cause the GNSS receiver to lose
lock for a longer period, resulting in a gap in GNSS out-
put. On the other hand, if the spoofing signal is weaker or
less persistent, the GNSS receiver may be able to maintain
a lock on authentic signals and produce continuous out-
put, even in the presence of the spoofing signal. Hardware
and software differences in the GNSS receiver could also
play a role in determining the response to spoofing signals.
Different receivers may have different sensitivities, filtering
capabilities, or other features that affect their ability to be
resilient to spoofing attacks.

This variation brings evidence of the presence of the spoof-
ing signal, and detection techniques based on the observation
of the AGC level has been indeed proposed [33], [45], [48].

However, by itself, the AGC variation cannot be sufficient
to declare the presence of a spoofing signal, but it only
allows for raising an alert. Unconventional AGC behaviors
may indeed subtend jamming attacks; therefore, the AGC
variation has to be cross-checked together with the spectral
distortion of the input signal or the C/Ny value of each
channel [49], or further independent metrics.

2) CARRIER-TO-NOISE DENSITY RATIO (C/Np)

Figure 4 shows GNSS receiver’s C/Ny values estimated for
GPS signals for the entire test duration by the Xiaomi RedMi
8 smartphone under test. Similar behaviors can be reported
for all the other devices under test without any lack of gen-
erality. As it can be seen, in Figure 4a, under non-spoofing
conditions (i.e., up to time t = 150s, the estimated C/Ny
assumes values between 15dB-Hz and 45dB-Hz depend-
ing on the strength of the received signal. The individual
trends reflect different propagation conditions of each sig-
nal, being the transmitting satellites observed at different
elevations and azimuth angles with respect to the receiver.
Satellites at different elevations have different distances from
the user, thus inducing different received signal power.
Furthermore, received signals from low-elevation satellites
may be degraded by multipath due to the presence of build-
ings and other obstacles. When the spoofer is turned on
at time r = 150s, it can be seen in Figure 4a that it acts
as generic RFI over the L1 frequency band by disturbing
the reception of the legitimate signals up to their loss-of-
lock. In parallel, the attack forces the GNSS receiver to
acquire and lock on the spoofing signals. However, concern-
ing the counterfeit signals, their received power is higher,
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FIGURE 4. Comparison between sample C/N, time series between the proposed
spoofing scenarios.

thus leading to a raise of the C/Ny value. The most relevant
observation is the similarity of the behavior over time of the
C/Ny, where despite variability in the range 35-45 dB-Hz,
there is a remarkable common trend in time. This can be
explained considering that the spoofer is emulating a satel-
lite scenario generating signals with different power levels
in order to mimic the different distances of the satellites.
However, at the same time, all the signals are generated
through the same transmitting hardware and are subject to
the very same propagation conditions, as discussed through
the signal modeling in Section II. Similar remarks can be
done by observing Figure 4b for the Scenario 2. It also
shows similar trends during the spoofing period and a larger
variability and diversity of such trends after the spoofer is
turned off. These observations suggest that the correlation
between the raw measurements, could be evidence of the
spoofing presence and it is the basis of the spoofing detection
technique presented and discussed in Section IV.

3) PSEUDORANGE MEASUREMENTS (PRM)

Figure 5 compares the pseudoranges value between all PRNs
during the entire test period for the smartphone RedMi 8.
When the simplistic spoofer is turned on at time t = 150s
the spoofed signals are tracked and the pseudorange value
is altered accordingly. Some weaker real signal suffers from
the in-band jamming effect and is not tracked anymore, such
that their pseudorange is not provided during the spoofing
period, as it can be seen in Figure 6. As for the common
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FIGURE 5. Comparison of PrM time series between the proposed spoofing
scenarios.

PRNSs, the higher power of the spoofed signals forces the
receiver to lose the lock and relock on the new signal, as
shown by the jump in the pseudorange value. A dual effect
can be noticed in Figure 7 when the spoofer is turned off.
An interesting finding is that when the signal is switched
from real to spoofing, there is a high jump in the pseu-
doranges that cannot be attributed to the spoofed location.
Indeed, the counterfeit location set in these tests would not
justify such a large variation. The reason for this is the
different user clock biases estimated in spoofing presence.
The observed anomalous magnitude of the pseudorange mea-
surements is attributed to an altered estimate of the signal’s
time-of-flight due to the outdated TOW carried by spoofing
signals. In the experiments, the estimation of the pseudor-
ange measurements is based on such a TOW and on the local
time at the receiver. When spoofing occurs, local time is not
shifted accordingly to the TOW of the spoofed signals and
the resulting time of flight becomes higher than expected in
nominal conditions.

4) POSITION ESTIMATION

As a cross-check of the spoofing vulnerability, according
to the NMEA stream it was observed that both the time
and locations of all the smartphones under investigation
were successfully spoofed. Figure 8a and Figure 8b repre-
sent the shifts in latitude, longitude and altitude reported in
the NMEA log files in both the test Scenarios 1 and 2 for the
Xiaomi RedMIS8 device. The vertical dotted lines in Figure 8
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delimit the timespan corresponding to the spoofing period.

It can be seen in Figure 9 that two different positions were
estimated during the test. The solution is shifted from the real

VOLUME 4, 2023



‘IEEES IEEE Open Journal of the
Comdoc communications Society

4515799 [ B
SPOOFING PERIOD
15.06472

Lat|[degre

L L L
0 100 200 300 400 50D 600

757994 F

egree]

7.66192

Lon|c

I I I
0 100 200 300 400 50D 600

300

1t[m]

200

100 i
0 100 200 300 400 501
Time [s

) 600

(a) Scenario 1

$'45.15799 " v - -

&F SPOOFING PERIOD
= 45.06472

I I I I
q 100 200 300 400 500 600

7.57994

7.66192

Lon{degree]

I I I I .
100 200 300 400 500 600

250+
2001

150
100

Alt[m

| !
0 100 200 300 400 500 600
Time [5

(b) Scenario 2
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to the fake location a few seconds after the spoofing starts
(Scenario 1), and vice versa when after its end (Scenario 2).
It can be noted that in test Scenario 2, Figure 8b shows a
discontinuity of operation between ¢ = 350s and = 450
on the estimated latitude, longitude and altitude coordinates.
This is due to the misalignment between real and simulated
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timescales and also depends on the outdated GPS ephemeris
employed for the spoofing signal generation.

IV. METHODOLOGY FOR SPOOFING DETECTION

One of the main observations of the previously described
test campaign is that spoofing induces significant varia-
tions in the estimated C/Ny and PrM data, also showing
a similar trend over time of these time series for differ-
ent satellite signals [50]. Based on the measurement model
described in Section II-B along with these observations, we
introduce a methodology for the analysis of possible correla-
tions between the raw data time series obtained for different
tracked signals and observed within a common time window,
T),. In the following analysis, we will focus on the C/Ny time
series as the target data. In fact, the proposed methodology
forgets about the physical meaning of the measurements,
treating the observed data as time series of noisy raw GNSS
measurements that have to be considered as realizations of
non-stationary, stochastic processes.

A. SPOOFING DETECTION STRATEGY THROUGH
PEARSON CORRELATION COEFFICIENTS

In order to provide a quantitive analysis of the similarity
between data series along the experiment time, the pairwise
cross-correlation function between two-time series X4 and
Xp can be computed

Ryy (11, 12) = E[Xz(11)Xp(t2)] “4)

where E(-) represents the mean operator, ¢; and #, identifies
two generic time instants, and the (-)* indicates the complex
conjugate of the argument. By subtracting the respective
mean to each series in (4), we obtain the cross-covariance
function

Cxy(t1, 1) = E[(Xa(t1) — px, (11))
X (Xp(t2) — pxy (12)*)]- (5

In the proposed applications short observation windows are
expected to be monitored, thus long-term trends that typically
characterize the investigated quantities can be neglected with
no lack of validity. In light of this, wide-sense stationarity
of the processes can be assumed and (5) is modified as

Cxy (v) = E[(Xa(t) — px, (1))
X (Xp(t+ 1) — pxt+ )] (6)

where t = t; — fp, and denotes the independence on the
choice of #; and f, of the cross-covariance, i.e., the cross-
covariance of a Wide-Sense Stationary (WSS) process. In
order to obtain a scale-free metric of the correlation between
the time series, a normalization is introduced in (6), by
defining

Cxy(7)

O’XAO'XB

)

PX4.Xp (T) =
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FIGURE 10. Pictorial view of the Neyman-Pearson Criterion applied to spoofing detection based on the Pearson correlation coefficients of C/N, time series. PDFs of single
Pearson’s correlation coefficients (a) and of aggregated data, i.e., average Pearson correlation coefficient (b).

that is known as Pearson correlation function. The maximum
value assumed by (7) corresponds to the well-known Pearson
correlation coefficient [51], [52], and is computed as
cov(Xqa, Xp)
0a0p

px4.x5 = max{px, x; (1)} = 3)
In case X4 and Xp are identical time series (i.e., they are
of the same length and assume the same values), the max-
imum of (7) is located at T = 0. Furthermore, the Pearson
correlation coefficient assumes values in the range (—1, 1).
px,.xz = 1 highlights a perfect positive relationship, while
px,.xg = —1 denotes a perfect negative relationship, and
Px,.x; = 0 indicates the absence of a linear relationship
between the random variables. Pearson correlation coefficient
also relates to the slope of the linear regression between the
time series. Therefore, it is exploited in the proposed solution
to track temporal and spatial correlation that characterizes
the spoofing signals.

B. IMPLEMENTATION OF PEARSON COEFFICIENTS
ESTIMATION

In absence of repeatability conditions, multiple realizations
of the random processes of interest are not available in the
target application. Therefore, sample means and standard
deviations in (6) must be estimated. By further assuming
ergodicity of the observed data, the time average can be
considered in place of the sample means for the estimation
of ux,, and ux,, thus Cxy(t) can be estimated through (6).
Similarly, standard deviations computed on time can be used
in place of their statistical counterpart. The proposed imple-
mentation acts on pairs of input time series by a) computing
their time average, b) independently subtracting them to each,
c¢) performing the discrete cross-correlation, d) normalizing
the value by the product of their standard deviation, and even-
tually extracting its maximum, i.e., the Pearson Correlation
Coefficient. An estimate of (8) is hence provided through
the approximated Pearson correlation coefficient

321 (@ — @) (b — b)
\/221(% - 5)2\/221 (b: =)’

€))

ﬁa,h -
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where T, is the window size, a;, b; are the time series sam-
ples observed at the t-th instant, and a,b are the sample
means. The proposed approximated correlation coefficient,
Oab» can be computed for all the available pairs to verify their
pairwise correlation. It is worth remarking that the estimation
accuracy of pgp can depend on the size of the observation
window, T},. Short windows may lead to misleading correla-
tion information but long windows introduce a considerable
latency for the collection of the data samples. A K x K
symmetric, correlation matrix is eventually populated with
the estimated correlation coefficients for each pair of tracked
GNSS signals (9)

1L pi2 O3 o1k
02,1 I P23 P.K
=1 . . ) (10
k1 Pk2 Pr3 ... 1

and aggregated metrics can be used to build a decision
logic over the whole set of tracked signals, such as the
average cross-correlation coefficient computed on the lower
triangular matrix

2
K - = bap Ya>b, ac(1,K 11
w K(k_l);pa,b a>b, aec(l,K) (1)

where a and b defines and columns indices,

respectively.

Trows

C. DECISION LOGIC

The proposed decision logic for the detection of simplistic
spoofing is hence based on a binary decision rule. Two
hypotheses are tested in the context of a classical Neyman-
Pearson decision problem, as depicted in Figure 10

e Hp: only legitimate GNSS signals are received and
tracked. Under such a hypothesis, i, is typically low
due to a poor cross-correlation among the C/Ny time
series, and its distribution follows a given PDF, fy(r).

e Hj: legitimate and spoofing GNSS signals are concur-
rently received and spoofing signals are tracked in place
of the legitimate ones. Under this hypothesis, u, is
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FIGURE 11. Decision logic scheme for the proposed spoofing detection strategy. The decision threshold can be established by fixing the false alarm probability, Pr, or

heuristically derived by means of historical datasets.

expected to be as closer to 1 as many spoofed satel-
lites are tracked by the receiver, with a PDF distributed
according to fi(r).
Analytic expressions for fo(r) and fj (r) can be approximated
through the series

231 — pz)%(l _Rz)%—z

nl'(n—2)

o
k=0

2

where r is a variable defined in the range (—1, 1), I'(:) is the
Gamma function, n is the number of Pearson’s correlation
samples in a given experiment, and p is the known level
of correlation [53]. The PDF described in (12) is a skew
distribution with a skewness factor that increases with p.
However, according to the Central Limit Theorem, (12) can
be transformed through the Fisher transformation

1l 1+r
= —In
T2

1—r
such that (12) approaches a normal distribution as n increase,
with standard deviation

fr) =

2 2Rp)*
k!

(12)

) = tanh~ ' (r) (13)

1
Jn=3
This step is depicted by the plots of Figure 10. Single cor-
relation coefficient will define the distribution of Figure 10a

(14)

0, =
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while averaging multiple coefficients will shift the deci-
sion problem to the Gaussian-like distributions defined
through (13) and centered at the average correlation coef-
ficient, as in Figure 10b. In order to establish a decision
threshold, y, we express the probability of a false alarm as
1
Pp ~ / fo@) dz=« (15)
y/

where fé(z) is the transformed PDF according to (13), and «
is the design parameter for the decision logic. The threshold

y" is computed by fixing the probability of a false alarm,
a, as

y'=0"@
where Q(-) is the Marcum Q-function and Y’ must be
reverted to y by inverting (13). As an example, by fix-
ing a probability of false alarm of 1.5 % through o = 0.015,
we obtain y’ >~ 2.17. This value corresponds to a threshold
y =~ 0.5 for the original PDF (12) of Figure 10b. y ~ 0.5
is hence the value that will be utilized in the experimen-
tal validation of our technique to establish the detection.
Such a threshold will be also cross-validated by means of
experimental datasets in Section V.

16)

1) IMPLEMENTATION OF THE DECISION LOGIC

A block diagram for the implementation of the proposed
decision logic is provided in Figure 11. The algorithm
aims at
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1) determining the correlation threshold, y, under Hp and
‘H1 hypothesis. y can be estimated by fixing the false
alarm probability.

2) comparing the current mean correlation coefficient
,ugK) estimated through real-time data over a window
of Ty s, with the threshold y.

3) deciding for spoofing or non-spoofing conditions
within the observed time window by accepting
or rejecting H; according to the Neyman-Pearson
criterion.

For a large set of training datasets, the decision thresh-
old, y can be heuristically selected by identifying the
average correlation coefficients observed under the afore-
mentioned hypothesis. Figure 11 highlights both theoretical
and empirical threshold estimation on the right side of the
diagram.

V. RESULTS

The performance of the proposed spoofing detection algo-
rithm was assessed through the analysis of the pairwise
cross-correlation between C/Ny time series for each datasets.
For the sake of clarity, in the following, GPS L1/CA signals
are referred through the corresponding PRN code.

A. LINEAR CORRELATION OF C/Ny TIME SERIES

As an example, the cross-correlation results of the different
PRN’s C/Ny values are shown in Figure 12, by considering
an observation window of 50s. In detail, Figure 12a shows
the C/Ny values of GPS PRN 1 and PRN 3 for Xiaomi
Redmi 8 being tested between the spoofing (top) and non
spoofing (bottom) periods. As one can see, the C/Ny of PRN
1 and PRN 3 are limited in the range 35-55 dB-Hz within the
spoofing period. A remarkable difference is instead visible
in non-spoofing conditions in which C/Ny assumes values in
the range 20-40 dB-Hz with a slow decreasing trend and spo-
radic discontinuities at low C/Ny values. Their correlation in
both spoofed and non-spoofed cases was verified by plotting
the linear regression among the time series and evaluating
their approximated Pearson correlation coefficients (9).

A higher linear correlation is evident in the upper plot,
for which spoofing action induced a correlation value of
p1,3 = 0.99. Data discontinuities and dissimilar trends of the
non-spoofed C/Ny time series provide instead a poor correla-
tion of p13 = —0.76. Where zero values indicate undefined
numeric results. The comparison of the two observation win-
dows returns unambiguous classifications for spoofing and
non-spoofing period. Similar outcomes can be observed in
Figure 12b, and Figure 12c, in which 50s observation win-
dows return strong linear correlation of spoofed time series
with correlation coefficients 613 = 0.98 and pg 21 = 0.99,
respectively. Non-spoofing observations return a poor corre-
lation coefficient in 12b while a larger value is visible in
Figure 12c. In the latter, linear correlation appears stronger
for higher values of C/Ny but the overall correlation coeftfi-
cient is still remarkably lower than the spoofing period. It is
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FIGURE 12. Comparison of C/N, time series for different PRNs during the spoofing
and non spoofing period (left subplots), and associated linear correlation plot (right
subplots). Discontinuities in the time series are mapped to null values in the
correlation plots. Observation window of duration T, = 50s.

worth remarking that single pairwise observation cannot be
considered as reliable inputs for the decision logic described
in Section IV, and aggregated metrics, i.e., the average cross
correlation coefficient defined in (11), must be used instead.

B. CORRELATION MATRIX AND AVERAGE PEARSON
COEFFICIENTS

The patterns of the correlation matrices of 18 datasets have
been evaluated to better understand the behaviour of the
proposed indices. Figure 13, illustrates the results of Pearson
correlation coefficients for the sample datasets DI, D2
and D8, showing each element of the matrix equation (10)
obtained considering the C/Ny measurements associated to
each PRN. The numerical value indicating the rows and the
columns of the matrix corresponding to a given PRN. Results
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TABLE 3. Mean Pearson correlation coefficients and average correlation increment evaluated under T, = 50 s for each dataset under non-spoofed and spoofed conditions.

Dataset ID  Device under test Average Pearson
(Smartphone model)

on legitimate signals

correlation coefficient

Average Pearson Average Pearson

correlation coefficient  correlation coefficient

on spoofing signals increment on spoofing attack

(fip,NS) (fip,s) Ofip)
DI1* Samsung A30 0.069 0.977 92.94%
D2* Samsung A32 0.042 0.988 95.75%
D3 Samsung S6 0.015 0.963 98.44%
D4 Samsung A20 0.040 0.967 95.86%
D5 Samsung Note 8 0.008 0.969 99.17%
D6 Samsung Note 20 0.144 0.974 85.21%
D7 Samsung A21s 0.104 0.969 89.27%
D8* Samsung Note 22 0.204 0.986 79.31%
D9 Samsung A72 0.069 0.967 92.86%
D10 Xiaomi Redmi 6 0.042 0.988 95.75%
D11 Xiaomi Redmi 6 Pro 0.132 0.986 86.61%
D12 Xiaomi Redmi 8 0.001 0.970 99.89%
D13 Xiaomi Redmi 8 Pro 0.023 0.961 97.60%
D14 Xiaomi Note 9 0.078 0.967 91.93%
D15 Xiaomi Note 11 0.002 0.976 99.80%
D16 Xiaomi 12x 0.050 0.970 94.85%
D17 Huawei Y9 0.051 0.968 94.73%
D18 Honor X8 0.002 0.990 99.80%

*Reference datasets presented in Section V through the plots of the correlation matrices.

are presented using a heatmap based on a color code. To
highlight the overall correlation increment due to spoofing
attacks, we further defined an average Pearson correlation
increment as

S, = 100<M> a7)

Mp,S

A summary of the results of all the experiments is given
in Table 3. It can be seen that the Pearson correlation
increment varies depending on the dataset but is always
experimentally verified during the spoofing period for all
the devices under test. As an example, we discuss here-
after the results of three representative datasets. As it can
be observed, in the D1 dataset Figure 13b, one of the high-
est correlations corresponding to the pair PRN 1 and PRN 3
(p1.3 = 0.99). Similarly, PRN 1 and PRN 3 were highly cor-
related in the D2 and D8 dataset, as shown in Figure 13d
(p1.3 = 0.98) and Figure 13f (613 = 0.99). In both the
datasets, the C/Ny time series increases the value of the
Pearson coefficient of 81, = 92.94 %, §j1, = 95.75 % and
81, = 79.31 % during the spoofing time period, with respect
to the non-spoofed one where lower or negative correlation
coefficients, p13 = —0.76, p1.3 = 0.18 and p;3 = —0.30
are observed in both Figure 13a, Figure 13c and Figure 13e
populations. The characteristics of the remaining datasets
are reported in Table 3, which summarizes the remarkable
difference between correlation coefficients under spoofed
and non-spoofed periods. The complete analysis of all the
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datasets confirms how a significant increment on the cor-
relation between the time series can be observed for all
the pairs of the PRNs. In light of this the mean of the
Pearson coefficient defined in equation (11) is a suitable met-
ric for the detection of a single-antenna spoofing attack based
exclusively on the observation of raw GNSS measurements.

1) OBSERVATION WINDOW LENGTH AND DETECTION
LATENCY

The results presented in Section V-A have been obtained for a
pre-defined length of the observation window, i.e., T, = 50s.
In order to identify a minimum latency for the detection of
a possible spoofing attack through the proposed technique,
the average Pearson correlation coefficients, uﬁ)k), have been
evaluated for different window lengths in the range of 5s
to 400s. Figure 14 shows the behaviour of M},"’ and of the
estimated threshold, y, by varying the length of the obser-
vation windows for all the devices under test. In the interval
between 5s and 50s we reported the coefficients with a
step of 5s. As it can be observed, the observation windows
can be both shortened and extended without any remark-
able impact on the performance of the proposed method.
Shorter windows reduce the latency of the decision logic
as well as the data buffering requirement but the output
coefficients may turn unreliable as in the case of Samsung
A32 in Scenario 2 (see, Figure 14b). Increasing 7, leads
of course to an increased latency being also prone to the
variability of the environment within the timespan. These
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FIGURE 13. Sample heatmaps showing Pearson correlation coeffici between a

ilable PRNs according to (10). Results were computed over an observation window of

duration T, = 50 s during the spoofing (a, c, e) and non spoofing periods (b, d, f) for the Scenario 1.

remarks justify the observation window of 7,, = 50s that
have been hence considered in this work. According to this
analysis, it is a valuable and safe trade-off between latency
and reliable correlation coefficients.

VI. CONCLUSION

In this paper, starting from the analysis of the effects
that single-antenna, simplistic spoofing has on the GNSS
receivers embedded in a variety of Android " smartphones,
a spoofer detection technique based on the processing of raw
measurement was proposed. The most relevant observation
is that raw GNSS measurements, i.e., Carrier-to-noise ratio
C/Nyp and pseudorange measurements, show a considerable
correlation of the output time series. The estimation of the
C/Ny for spoofed signals is indeed sensitive to the spatial
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and temporal correlation introduced by the spoofer transmis-
sion of multiple signals over a single propagation channel.
Such a peculiar feature of single-antenna spoofing attacks
constitutes a considerable difference w.r.t. the received legit-
imate GNSS signals. It has been shown how estimating an
average Pearson correlation coefficient considering all the
PRNSs pairs provides a suitable metric for detecting the attack.
Furthermore, the analysis of such coefficients for the differ-
ent devices under test showed that the performance does
not depend on the target device and the observation win-
dow of the C/Ny time series. Since the input needed for the
proposed method are time-series of typical raw GNSS mea-
surements, i.e., as C/Ny values, future works will investigate
the applicability of the proposed technique to other classes
of GNSS devices, exploring different conditions of the
attacks.
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