
11 April 2024

POLITECNICO DI TORINO
Repository ISTITUZIONALE

Development of Anomaly Detectors for HVAC Systems Using Machine Learning / Borda, Davide; Bergagio, Mattia;
Amerio, Massimo; Masoero, Marco Carlo; Borchiellini, Romano; Papurello, Davide. - In: PROCESSES. - ISSN 2227-
9717. - ELETTRONICO. - 11:2(2023), p. 535. [10.3390/pr11020535]

Original

Development of Anomaly Detectors for HVAC Systems Using Machine Learning

Publisher:

Published
DOI:10.3390/pr11020535

Terms of use:

Publisher copyright

(Article begins on next page)

This article is made available under terms and conditions as specified in the  corresponding bibliographic description in
the repository

Availability:
This version is available at: 11583/2975947 since: 2023-02-12T07:21:36Z

mdpi



Citation: Borda, D.; Bergagio, M.;

Amerio, M.; Masoero, M.C.;

Borchiellini, R.; Papurello, D.

Development of Anomaly Detectors

for HVAC Systems Using Machine

Learning. Processes 2023, 11, 535.

https://doi.org/10.3390/pr11020535

Academic Editor: Hsin-Jang Shieh

Received: 28 December 2022

Revised: 23 January 2023

Accepted: 7 February 2023

Published: 10 February 2023

Copyright: © 2023 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license (https://

creativecommons.org/licenses/by/

4.0/).

processes

Article

Development of Anomaly Detectors for HVAC Systems Using
Machine Learning
Davide Borda 1,2,* , Mattia Bergagio 1,2,* , Massimo Amerio 1,2 , Marco Carlo Masoero 3 ,
Romano Borchiellini 2,3 and Davide Papurello 2,3

1 EURIX, Corso Vittorio Emanuele II, 61, 10128 Turin, Italy
2 Energy Center Initiative, Polytechnic University of Turin, Via Paolo Borsellino, 38/16, 10138 Turin, Italy
3 Department of Energy (DENERG), Polytechnic University of Turin, Corso Duca degli Abruzzi, 24,

10129 Turin, Italy
* Correspondence: borda@eurixgroup.com (D.B.); bergagio@eurixgroup.com (M.B.)

Abstract: Faults and anomalous behavior affect the operation of Heating, Ventilation and Air Condi-
tioning (HVAC) systems. This causes performance loss, energy waste, noncompliance with regula-
tions and discomfort among occupants. To prevent damage, automated, fast identification of faults
in HVAC systems is needed. Fault Detection and Diagnosis (FDD) techniques are very effective for
these purposes. The best FDD methods, in terms of cost effectiveness and data exploitation, are based
on process history; i.e., on sensor data from automation systems. In this work, supervised and semi-
supervised models were developed. Other than with regard to outdoor temperature and humidity,
the input parameters of an HVAC system have few internal variables. Performance of traditional
methods (e.g., VAR, Random Forest) is low, so Artificial Neural Networks (ANNs) were selected,
since they can capture nonlinear relationships among features and are easily optimized. ANNs can
detect simultaneous faults from different classes. ANN metrics are easily evaluated. The ground
truth is obtained from process history (supervised case) and from a mix of deterministic methods
and clustering (semi-supervised case). The derivation of the ground truth in the semi-supervised
case, and extensive comparison with advanced supervised models, set this work apart from previous
studies. The Mean Absolute Error (MAE) of the best supervised model was 0.032 over 15 min and
0.034 over 30 min. The Balanced Accuracy Score (BAS) of the best semi-supervised model was 86%.

Keywords: HVAC; fault detection and diagnosis; anomaly detection; artificial intelligence; machine
learning; energy savings

1. Introduction

Construction and operation of buildings accounted for 36% of worldwide energy
demand and for 37% of energy-related CO2 emissions in 2020 [1]. As per the impact assess-
ment for the Climate Target Plan 2030, residential and services buildings should reduce
their GHG emissions by 60%, compared to 2015 [2]. Previous studies show that buildings
can use 20–40% less energy if poor HVAC control strategies are detected and improved and
if more up-to-date HVAC controllers are developed [3–5]. To curb energy consumption,
some buildings, especially the most modern and large ones, feature automation systems,
such as Building Management Systems (BMSs), which monitor and control the HVAC,
mechanical and electrical equipment. HVAC systems usually account for 40% of the energy
used in buildings [6], and if lighting is included, this figure can reach 70% [7]. The recast
Energy Performance of Buildings Directive (EPBD) [8] has spurred on the installation of
services, such as building automation, smart meters and control systems, that can ensure
high energy savings. Collecting, monitoring and processing HVAC data through the above
services helps to detect potential sources of energy waste and faults using FDD techniques,
namely, analytical tools enabling the detection of faults in HVAC systems and which pro-
vide useful information to plan troubleshooting strategies. Faulty HVAC components
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account for no less than 30% of the energy used in commercial buildings [9] and this share
can be reduced using FDD.

According to Kim and Katipamula [9] FDD methods for building systems can be
based (1) on qualitative models, such as rules or qualitative physics; (2) on quantitative
models, such as detailed or simplified physical models; and (3) on process history. Quan-
titative models use algebraic and differential equations that describe the behavior of the
systems. Differences between actual measurements and results of these models mark faults.
However, solving the underlying equations often requires much effort. HVAC processes
are always multivariable, and nonlinear, and involve complex heat and mass transfer.
Moreover, validating quantitative models requires detailed experimental data about the
building physics and the setup of each system. This makes building quantitative models
and using them time-consuming. Quantitative models are very useful for retrofit analysis
or for defining renovation strategies [10].

Qualitative models build sets of rules or qualitative equations on a priori knowledge
of the systems under study. In rule-based techniques, thresholds are derived by analyzing
monitoring data. Qualitative models can be used for real-time control; e.g., for model
predictive control [11,12]. They are simple and easy to develop and use. However, they
are often tailored to a given system or process, so they are hard to apply to other systems
or processes.

Methods based on process history tap the vast amount of sensor data from automation
systems, such as BMSs. These methods are cost-effective and can achieve accurate, real-time
control of the building systems without in-depth knowledge of the physics of the system or
process. Unlike previous models, methods based on process history are highly dependent
on the quality of the data provided. Similarly to qualitative models, methods based on
process history are often hard to apply outside the data range used to build them.

As quantitative and qualitative models were not viable here, methods based on
process history were examined instead. They often rely on supervised learning models
(classification for discrete predictors, regression for continuous ones); in other words, they
often rely on models requiring labeled data. Methods based on process history can also
use unsupervised learning models (e.g., clustering, dimensionality reduction, association
rules), these being models using unlabeled data. However, evaluating the performance of
these models is case-dependent; thus, they were ignored here.

A labeled dataset is a set of structured data consisting of input and output variables.
The latter are termed “label” or “labeled data”. The label can be binary for fault detection
and binary fault diagnosis (i.e., whether a data sample is normal or faulty) or multiclass
for multiclass fault diagnosis (i.e., whether a data sample marks different health states of a
machine or process; e.g., normal, faulty or recovering operation in the case of three classes).

A key challenge in developing methods based on process history is the lack of labeled
data, due to the fact that labeling often requires human experts and so collecting enough
labeled data to classify faults is time- and resource-consuming. Moreover, samples could
be incorrectly labeled [13]. Supervised learning-based FDD of HVAC systems use the
following: Support Vector Machines (SVMs) [14–16], decision trees [15,16], gradient boosted
trees [14,17], random forests [14,16,17], shallow neural networks [15], deep feedforward
neural networks [15,18], Recurrent Neural Networks (RNNs) [17,19]. Zhou et al. [15]
compared the performance of SVMs, decision trees, clustering (unsupervised method),
shallow and deep neural networks to diagnose faults in a variable refrigerant flow system.
The SVM model proved to be the best for diagnosing single faults (here, the training dataset
included only one fault class), while deep neural networks excelled at diagnosing multiple
faults (here, the training dataset included several fault classes). The dynamics of the system
and faults related to it were neglected.

Shahnazari et al. [19] used RNNs. Their method could isolate faults in HVAC systems
without the need for plant fault history, mechanistic models or expert rules. However,
performance was not extensively compared among different RNNs.
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Mirnaghi and Haghighat [13] noted that supervised learning-based FDD of HVAC
systems was more suitable for steady-state conditions than transient ones. Moreover, they
noted that FDD should neglect faulty samples from older HVAC components, as well as
the first months or year of operation of HVAC components. This helps in selecting proper
case studies.

Available datasets of building systems often include a small amount of labeled data
and a large amount of unlabeled data. Semi-supervised learning models can leverage
such datasets. Moreover, supervised learning models can seldom identify novel faults [13],
unlike semi-supervised learning models.. Dey et al. [20] used SVM to classify normal and
faulty patterns in a terminal unit of an HVAC system. The SVM was trained on historical
(i.e., labeled) data. The SVM models outperformed k-NN classifiers trained and tested on
the same data.

To tackle the imbalanced training data problem for AHU FDD (i.e., datasets including a
large amount of normal samples and a small amount of anomalies) Yan et al. [21] developed
a semi-supervised method using SVM as the base classifier. Samples with confidence levels
(classification probabilities) higher than a threshold were pseudo-labeled and added to
the training dataset to improve the SVM performance at the next training iteration. The
proposed method outperformed existing semi-supervised methods.

Fan et al. [22] and Fan et al. [23] used the same dataset as Yan et al. [21] and adopted
a similar approach using three-layer neural networks for both fault diagnosis (16-class
classification task) and unseen fault detection. Unseen (unknown) faults are those which
are not in training datasets. Many combinations of semi-supervised learning parameters,
these being the number of labeled data (per class), minimum confidence score for pseudo-
labeling, learning rate, and maximum number of model updates, were examined. To better
detect unseen faults, large confidence thresholds and learning rates were suggested.

Elnour et al. [24] developed and validated a semi-supervised attack detection method
based on isolation forests for a simulated multi-zone HVAC system.

Li et al. [25] addressed the problem of data scarcity using semi-generative adversarial
networks (GANs). However, the proposed method could not diagnose unknown faults
in the examined system. Moreover, two different types of faults occurring simultaneously
could not be diagnosed.

Martinez-Viol et al. [26] developed a parameter transfer learning approach, in which a
reference classifier was trained on data from the source domain and the weights and biases
of the reference classifier were used to initialize the classifier for the target domain. The
target domain was trained on target data resembling source data. This study proved that
transfer learning in HVAC FDD tasks required a high degree of similarity between source
and target domains.

Albayati et al. [27] used data collected from a rooftop HVAC unit under normal op-
erating conditions. Five classes of faults were analyzed. Multiple faults could occur at
once. Two semi-supervised models were developed: model 1 used SVM as the supervised
method, and k-NN labeling as the unsupervised method; model 2 used SVM as the super-
vised method, and clustering as the unsupervised method. These models classified the
minority class in imbalanced datasets more accurately than the supervised model used as
baseline. However, the datasets were small: datasets 1 and 2 included 3336 and 2099 sam-
ples, respectively. Thus, the applicability of the developed semi-supervised models on
larger datasets was not assessed.

Mirnaghi and Haghighat [13] noted that semi-supervised learning-based FDD of
HVAC systems required adjusting hyperparameters to different setups of the systems. This
type of FDD also required a large amount of normal operation data, which needed to be
available beforehand. Overall, semi-supervised learning-based FDD calls for more automa-
tion and enough monitored variables to fully define the operating status of the system.
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Key Objectives

This work aimed to develop two types of models that perform FDD of proven, well
run-in HVAC systems in non-residential buildings:

1. predictive models that can forecast transient states;
2. classification models that can be trained on partially labeled datasets with a small

number of variables.

These models should be:

• highly accurate in terms of common ML metrics; and
• easily applicable without extensive feature engineering.

2. Materials and Methods
2.1. Case Study Building

The case study building was the Energy Center, an office building in Turin, Italy (see
Figure 1). This building is described in Becchio et al. [28] and Di Già and Papurello [29].
It has five floors, including a basement. The basement houses car parking, laboratories
and technical rooms. The first floor houses an exposition hall, which runs through all
four above-ground floors, an auditorium and a research laboratory. From the second to
the fourth floor, the building houses offices and meeting rooms for companies and start-
ups. The following two energy vectors cover most of the energy demand of the building:
(1) electricity, through the connection to the medium-voltage grid; and (2) heat, through the
connection to the district heating network of Turin. The building is equipped with HVAC
systems and with a BMS that controls and manages the entire facility and its equipment.

Figure 1. The Energy Center.

2.2. Case Study AHU

AHUs bring in outdoor air, control its parameters and feed it to the building’s duct-
work for distribution. The controlled parameters are variables, such as temperature, humid-
ity, speed and quality, that ensure the air supplied provides thermo-hygrometric comfort
in the room, according to standards such as ISO 7730:2005 [30], EN 16798-1:2019 [31] and
ASHRAE 55-2020 [32]. Five all-air recirculating, modular AHUs condition indoor air in
the Energy Center. The AHUs monitor the concentration of pollutants in the return air
to condition room air and ensure it meets air quality standards. The flow rate of supply
air is varied based on Volatile Organic Compounds (VOCs) in the return air, which is
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partially replaced by outdoor air to replenish oxygen and to remove pollutants and carbon
dioxide. The remaining return air is mixed with fresh air and recirculated to reduce energy
consumption. Each AHU independently controls one of the following thermal zones:

1. laboratories (basement);
2. lobby (from ground floor to third floor);
3. auditorium (ground floor);
4. offices (first, second and third floors).

More specifically,

1. a terminal reheat/cooling AHU in the basement serves the laboratories;
2. a terminal reheat/cooling AHU in the basement serves the lobby;
3. a terminal reheat/cooling AHU on the roof serves offices in the northwest wing;
4. a terminal reheat/cooling AHU on the roof serves offices in the northeast wing;
5. a single-zone AHU on the roof serves the auditorium.

Single-zone and terminal reheat/cooling AHUs are defined in Seyam [33]. The single-
zone AHUs supply the required sensible and latent heating/cooling load to ensure local
thermal comfort. The terminal reheat/cooling AHUs supply the required latent heat-
ing/cooling load and most of the sensible heating/cooling load. The zone terminal units,
such as ceiling radiant panels, supply the remaining part of the sensible heating/cooling
load to ensure local thermal comfort.

The AHU serving offices in the northeast wing was analyzed here. It provides the
most consistent and complete monitoring data among all AHUs. This AHU conditions air
on all three floors of the office area, in both winter and summer.

Figure 2 shows the front section of the AHU serving offices in the northeast wing.

1
2

3

4 5

5

Outdoor Air

Exhaust Air

Return Air

Supply Air

Figure 2. Front section of the AHU. Numbers mark sensors and meters: 1: Outdoor temperature
and humidity. 2: Supply air temperature and humidity. 3: Return air temperature and humidity;
temperature setpoint. 4: Saturation temperature. 5: Power and energy of plug fans.

Understanding the AHU’s winter operation helped to do the following:

• assign a different importance to each feature in the dataset;
• interpret FDD results;
• perform inspection and maintenance only if need be;
• set physics-based thresholds for confirming or rejecting anomalies identified by data-

driven FDD methods; and
• focus on a specific stage of the AHU between two or more sensors.

2.3. Dataset

AHU monitoring data, see Section 2.2, was collected by the Energy Center BMS. Ideally,
the sensors and meters in the AHUs measure temperature, humidity, pressure, flow rate
and energy. Nevertheless, only temperature and humidity sensors are installed in most
AHUs. Pressure, flow rate and energy meters are expensive and optional for HVAC control.
Yan et al. [21] used a feature selection algorithm to identify key features for AHU FDD in
winter and summer datasets. In the current study, features included air temperatures and
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humidity in different stages of the AHUs. The dataset contained the following 11 features
from the AHU serving offices in the northeast wing:

1. timestamp;
2. temperatures of return, supply and outdoor air;
3. relative humidity of return, supply and outdoor air;
4. the temperature setpoint of the return air;
5. the saturation temperature in the humidifier (see Figure 2);
6. energy and power supplied to the fans.

Data was acquired every 15 min. The AHU’s winter operation differs from its summer
operation. To reduce the number of seasonal models to be developed, data from winter
2019–2020 and from winter 2020–2021 were used here.

With so few variables available, and with scant knowledge of the control of the AHU at
hand, physics-based methods and rule-based methods were ruled out; instead, data-driven
methods were used.

The dataset was preprocessed.

• If fewer than 16 samples of a feature were missing in a row, the missing samples were
piecewise-linearly interpolated. If more than 16 samples of a feature were missing in a
row, data cleaning was applied.

• Features were standardized by removing the mean and by scaling to unit variance.

The number of samples in the preprocessed dataset was 33,984.

2.4. ML Methods

Two types of ML models trained and tested on the multivariable dataset above were
the following: (1) supervised models; and (2) semi-supervised models. Both types are
designed to detect multiple classes of faults in the same observation. The supervised
models capture the system dynamics and detect faults in time sequences. Conversely, the
semi-supervised models neglect the system dynamics. Figure 3 shows the flowchart of the
FDD workflow for each type of model.

(a)

Figure 3. Cont.
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(b)

Figure 3. FDD workflow developed for each type of model. (a) Flowchart of supervised models.
(b) Flowchart of semi-supervised models.

2.5. Supervised Method

The supervised model implemented adopts a Multi-Input Multi-Output (MIMO)
approach. In this complex scenario, all variables in a given time window (here, one day)
are fed into the model, which outputs their predicted values. This approach aims to
spot variable-wise reconstruction errors that could be related to faults. The predicted
time sequences can be used to detect anomalies because, if the actual time sequences are
compared with the predicted ones, the actual samples that greatly differ from the predicted
ones are labeled as anomalies. Reconstruction errors are evaluated through metrics: Mean
Absolute Error (MAE), Mean Absolute Percentage Error (MAPE) and Root Mean Square
Error (RMSE). The MAE is computed as:

MAE =
1
T
T
∑

t

1
N

N

∑
i
|yi,t − ŷi,t|︸ ︷︷ ︸

absolute error

. (1)

The MAPE is computed as:

MAPE =
1
T
T
∑

t

1
N

N

∑
i

|yi,t − ŷi,t|
yi,t

. (2)

The RMSE is computed as:

RMSE =

√√√√ 1
T
T
∑

t

1
N

N

∑
i
(yi,t − ŷi,t)

2 , (3)

where yi,t is the actual sample of features i at time t. ŷi,t is the reconstructed sample of
features i at time t. T is the number of samples. N is the number of features.

Through a time sequence generator, a time window of size l is shifted over the input
time series by one time step forward, so that all samples in the window become an input se-
quence, while the m samples after the window become the corresponding output sequence.
All future sequences form the output of the model. In this way, a labeled dataset suitable
for supervised methods is obtained.
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This study stemmed from the poor performance of traditional statistical methods,
such as Vector AutoRegression (VAR). Its MAE on the test dataset is equal to 0.23 and
too low for FDD in HVAC systems. Therefore, this study analyzed the performance of
some RNNs applied to a labeled dataset. Specifically, the hidden layers consisted of Long
Short-Term Memory (LSTM) cells and of Gated Recurrent Unit (GRU) cells. LSTMs have
hidden states (short-term memory) and cell states (long-term memory), while GRUs only
have hidden states.

Variants such as Bidirectional LSTM (BiLSTM) and Bidirectional GRU (BiGRU) were
investigated, which add a backward LSTM (GRU) layer to a traditional forward LSTM
(GRU) layer. The original input sequence is fed into the forward layer, while the reversed
sequence is fed into the backward layer. The outputs of both layers can be combined
in several ways, such as concatenation or element-wise sum, average or multiplication.
Here concatenation was selected. Bidirectional versions were designed to overcome the
shortcomings of traditional versions. They preserve the input information from both past
and future at a given time interval, and, hence, long-term relationships are better captured.

Moreover, the different performance of stateless and stateful networks was examined.
Sequence-processing models can be stateless or stateful. Stateless models use sequences of
identically distributed and independent training samples, while stateful models consider
time dependence between batches. In stateless models, the states of the model are reset
each time a new batch is processed. This forces the model to forget the states learned from
previous batches. In stateful models, the training batches are assumed to be related to one
another. Thus, propagating the learned internal states from one batch to another is useful,
as the model better captures the time dependence. As batch size increases, stateless models
tend to approach stateful models. Stateful models require batches to be time-sorted, so they
can be seen as one sequence, and, hence, shuffling (changing the order of training batches)
is not allowed.

This section describes the elements that made up the final network. The network
consisted of an input layer, an output layer, and an arbitrary number of intermediate
hidden layers. Each layer had a specific activation function. Here, six RNNs were trained
and tested. The developed RNNs used the hyperbolic tangent (tanh) as the activation
function. This choice enabled the use of the cuDNN implementation, which sped up
training [34]. The activation function of the output layer was linear as predicting sequences
is a regression problem. The batch size was set to 64 for stateless models and to 13 for
stateful models. Stateful models need a batch size that divides the training dataset into
equal-size batches. The maximum number of epochs was set to 500. However, to prevent
overfitting, an early stopping scheme was set and a dropout of 0.5 was applied to hidden
layers as a regularization technique. The input features are listed in Section 2.3. However,
18 input features were used, because timestamps were replaced by hours and one-hot
encoded days of the week. The input size was (96, 18). The sequence length was 96 as the
time span considered was 24 h and data was measured and collected every 15 min; hence,
96 measurements spanned a full day’s cycle. The output size was (2, 18). The sequence
length was 2 as the model should predict how variables evolve 30 min ahead.

As stated above, this study compared the performance of six variants of a model. This
model was an encoder–decoder RNN, which combines the strengths of an autoencoder
with those of an RNN. Between two RNN (LSTM or GRU) layers lies a Repeat Vector layer,
which allows for a dimensionality reduction of the problem; namely, from 3D to 2D. The
RNN layer before the Repeat Vector layer outputs a vector of 2D encoded variables. This
vector is decoded by the Repeat Vector layer, which outputs 3D vectors. One of their three
dimensions is the number of time steps to be predicted. The network ends with a Time
Distributed layer and a Dense layer, which outputs the prediction.

The six variants were:

1. stateless LSTM;
2. stateless BiLSTM;
3. stateful LSTM;



Processes 2023, 11, 535 9 of 26

4. stateful BiLSTM;
5. stateless GRU;
6. stateless BiGRU.

Each model was trained and tuned on three hyperparameters: (1) number of hidden
layers; (2) number of neurons per hidden layer; (3) L1 and L2 activity regularization in
the input layer. Table 1 lists candidate values of these hyperparameters. The Hyperband
algorithm of the Keras Tuner [35] automatically tuned the hyperparameters.

Table 1. Candidate values of the model hyperparameters.

Hyperparameter Candidate Values

Number of hidden layers {1, 2, 3}
Number of neurons in the first hidden layer {x : x = 64 n, n ∈ {1, · · · , 6}}
L1 and L2 activity regularization factors {1× 10−6, 1× 10−5, 1× 10−4, 1× 10−3}

The models were trained using Adam as optimizer and using MAE as metrics and as
the loss function. The initial dataset was split into training and test datasets, using a 70:30
split ratio. The data split was not random but along time, as the model had to predict the
future and keep memory of the past.

As stated above, the reconstruction errors and performance of the models were evalu-
ated using three metrics: MAE, MAPE and RMSE. Conversely, the anomaly detection was
evaluated using the absolute error from Equation (1). This prevented the model from being
particularly sensitive to noise, thus, causing false positives. For example, RMSE errors
were squared before being averaged, which gave more weight to larger errors. As the
data showed seasonal trends, anomalies were detected using a dynamic threshold; namely,
using the Exponential Moving Average (EMA) in Equation (4):

EMA0 = value0,

EMAn = α valuen + (1− α)EMAn−1 if n > 0 , (4)

where valuen is the value of absolute error at time n; EMAn−1 is the EMA at time n− 1;
α is a smoothing parameter. Here, α = 10/22. A higher α gave more weight to the absolute
error and made the threshold more sensitive to seasonality. Dynamic thresholds are more
sensitive to data behavior than static thresholds.

2.6. Semi-Supervised Method

The semi-supervised FDD method implemented built on Fan et al. [23]. There, the
self-training strategy was an iterative training process for developing semi-supervised
neural networks.

1. In Step 1, the initial classifier (baseline model) was developed from the small amount
of labeled data at hand. Input and output data were termed Xl and Yl , respectively.
The train–test split ratio of the labeled dataset for training and testing the classifier
at the first learning iteration was set to 20:80. In this way, a consistent test dataset
was obtained and its size could be compared with the training dataset, which grew
in size during the self-training iterations. The input features are listed in Section 2.3.
However, timestamps were replaced by days of the week.

2. In Step 2. the classifier was tested on the unlabeled data, termed Xu, to generate
pseudo-labels.

3. In Step 3, a learning parameter, termed confidence threshold, was introduced to select
the pseudo-labels and only pseudo-labels with a relatively high confidence were kept
to update the model in the next learning iteration. For example, given a confidence
threshold of 0.9, only pseudo-labels with a confidence score of 0.9 or more were kept
because they were reliable.
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4. In Step 4, a learning parameter, termed learning rate, which ranged from 0 to 1, was
introduced to specify the training weights of the pseudo-labeled data. For example,
given a learning rate of 0.1, the weight of a pseudo-labeled data sample with a
confidence score of 0.92 was 0.092 (i.e., 0.92 × 0.1 = 0.092) in the next learning
iteration. Initial data samples were weighted 1.

5. In Step 5, the whole self-training was rerun to update the classifier.

Figure 4 shows the self-training process.

Figure 4. Self-training process. Dashed region refers to new labeled training dataset.

The self-training strategy was based on three learning parameters: (1) the confidence
threshold for the selection of pseudo-labeled data; (2) the learning rate for using the pseudo-
labeled data; and (3) the number of learning iterations. Table 2 lists candidate values of
these parameters.

Table 2. Candidate values of the semi-supervised learning parameters.

Parameter Candidate Values

Confidence threshold {0.6, 0.7, 0.8, 0.9}
Learning rate {0.1, 0.2, 0.3, 0.4, 0.5}
Number of iterations {5}

As stated in Fan et al. [22], a small confidence threshold enabled the selection of more
pseudo-labels for the self-training process and, hence, the model could exploit unlabeled
data more efficiently. Conversely, a high confidence threshold removed unreliable pseudo-
labels, to strengthen the self-training process.

The self-training strategy assumed a subset of labeled data was available. The labeled
data size was 1.16–9.26% of the data size, depending on the labeled data availability
per fault [23]. In this study, however, labeled data was missing and, hence, a mix of
deterministic methods and clustering was used to label data (i.e., to detect anomalous and
normal HVAC data) to start the self-training strategy. The size of the initial labeled dataset
thus obtained was equal to 13.8% of the whole dataset, which was deemed enough to label
the unlabeled dataset.
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The deterministic methods above should be based on the energy analysis of the HVAC
operation. However, the available data and variables did not allow for a comprehensive
energy analysis, as many of the variables needed to describe the physics of the problem,
such as mass flow rates, valve states (open/closed) and thermal energy usage, were
unknown. Deterministic methods help to compute suitable energy Key Performance
Indicators (KPIs). These KPIs describe the overall performance and/or operational criteria
of an HVAC system. In this work, the main energy KPI was defined as:

KPI(Tout, RHout, Tsup, RHsup) =
∆h
(
Tout, RHout, Tsup, RHsup

)
∆ĥ(Tout, RHout)

, (5)

where Tout is the dry-bulb temperature of outdoor air; RHout is the relative humidity of
outdoor air; Tsup is the dry-bulb temperature of supply air; RHsup is the relative humidity
of supply air. Numerator ∆h = hsup − hout is the difference between enthalpy of supply
air hsup := h(Tsup, RHsup) and enthalpy of outdoor air hout := h(Tout, RHout). Hence, the
numerator gauges the heating provided by the AHU so that air supplied to the room mixes
with indoor air and ensures comfort. Denominator ∆ĥ is the linear best fit of enthalpy array
∆h versus temperature array Twb, out; that is,

∆ĥ = a Twb, out + b , (6)

where a and b are constants determined from Huber regression, a linear regression tech-
nique that is robust to outliers. Twb, out is the outdoor wet-bulb temperature, which depends
on Tout and RHout. Equation (6) alters the energy signature, that is, the linear best fit of
energy demand versus outdoor temperature, to account for outdoor relative humidity,
similarly to Krese et al. [36]. Consequently, the KPI in Equation (5) compares the energy re-
quired to ensure comfort under current conditions (namely, supply and outdoor conditions)
with the energy usually required to ensure comfort under current outdoor conditions.

This study stemmed from the poor performance of traditional shallow learning meth-
ods, such as Random Forest, whose Balanced Accuracy Score (BAS; see Equation (8)) on
the test dataset was equal to 0.65 and too low for FDD in HVAC systems. Therefore, this
study analyzed the performance of some ANN classifiers. The self-training aimed to train
an ANN classifier. The model should classify data samples as related to faulty or normal
operation. The output layer of the model contained two neurons and used softmax as
the activation function. Hence, the model output the classification probability; i.e., the
likelihood that a data sample belonged to each of the two classes (faulty operation, normal
operation). This likelihood was taken as the confidence score. The input layer of the
classifier took in all features in the dataset at hand (see Section 2.3) as they were crucial
for fault detection. The model was trained using Adam as optimizer, binary cross-entropy
as the loss function and accuracy as metrics. The maximum number of epochs was set to
1000. The batch size was set to 64. A dropout of 0.3 was applied to the hidden layers as
regularization technique. Moreover, in each learning iteration the model was trained using
an early stopping scheme, which stopped the training if the performance of the model
on the validation data did not improve after 50 training iterations. Dropout and early
stopping prevented overfitting. The model weights from the epoch with the best value of
the monitored quantity (here, validation loss) were used in the final model. The validation
dataset was the same as the test dataset.

The performance of a classifier depends on the structure of the model and on its hyper-
parameters. The classifier was trained and tuned on four hyperparameters: (1) activation
function; (2) number of hidden layers; (3) number of neurons per hidden layer; (4) L1
and L2 activity regularization in the input layer. Table 3 lists candidate values of these
hyperparameters.
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Table 3. Candidate values of the classifier hyperparameters.

Hyperparameter Candidate Values

Activation function {tanh, ELU, ReLU, LeakyReLU}
Number of hidden layers {1, 2, 3}
Number of neurons in the first hidden layer {x : x = 10 + 2 n, n ∈ {0, · · · , 127}}
L1 and L2 activity regularization factors {1× 10−6, 1× 10−5, 1× 10−4, 1× 10−3}

We designed and tested Algorithm 1 to train the classifier:

Algorithm 1 Function maximized by the differential evolution algorithm. The semi-
supervised classifier was trained here.

1: procedure CLASSIFIERACCURACY(set of classifier hyperparameters)
2: use current hyperparameters to update the classifier
3: for j ∈ sets of learning parameters do
4: for k ∈ {1, . . . , number of learning iterations} do
5: run self-training iteration
6: compute BAS on the test set
7: end for
8: save BAS on the test set as j-th BAS
9: end for

10: return best BAS on the test set at current evaluation
11: end procedure

The sets of classifier hyperparameters were combinations of lists in Table 3. The sets
of learning parameters were all combinations of lists in Table 2; i.e., their Cartesian product.
A differential evolution algorithm [37] as implemented in SciPy 1.8 [38] aimed to maximize
the value returned by the procedure in Algorithm 1; i.e., the best BAS on the test set at
the last self-training iteration (i.e., at k = number of learning iterations), over all sets
of learning parameters. To this end, the SciPy algorithm evaluated the procedure up to
180 times, or until relative convergence was met. While doing so, it updated the classifier
hyperparameters.

Accuracy Score (AS) and BAS assess the performance of the classifier; i.e., how well it
predicts the right class. In binary classification they are defined as:

AS =
TP + TN

P + N
(7)

and

BAS =
1
2

(
TP
P

+
TN
N

)
, (8)

respectively. TP are true positives; TN are true negatives; FP are false positives; FN are
false negatives. P = TP + FN. N = TN + FP. TP/P is termed sensitivity; TN/N is termed
specificity. BAS is used for imbalanced datasets. Both BAS and AS range from 0 to 1; the
higher the metrics, the better the classification. The classifier was expected to improve its
performance during the self-training iterations so that its (balanced) accuracy score at the
last iteration was higher than at the first.

All deep learning models used Keras 2.8 [39].

3. Results and Discussion
3.1. Supervised Method

Figure A1 (see Appendix A) shows the final structures of the analyzed networks after
hyperparameter tuning. Each structure featured one hidden layer in the encoder and one
hidden layer in the decoder. As per Huang et al. [40], an accurate ANN model needs not
be large, as oversized networks can lead to large prediction errors. The more complex the
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model, the more likely it is to overfit the data instead of generalizing its behavior. Hence,
the number of neurons in the hidden layers was also low. Dropout and early stopping
thwart overfitting.

This analysis aimed to identify the best supervised model for detecting faults. The
models were compared in terms of MAE, MAPE and RMSE. Tables 4 and 5 show the
performance of the models for a forecast horizon of 15 min and 30 min, respectively.

Table 4. Performance metrics results for a 15 min forecast horizon.

Model MAE MAPE RMSE

stateless LSTM 0.075 0.531 0.133
stateless BiLSTM 0.066 0.499 0.110

stateful LSTM 0.122 0.771 0.182
stateful BiLSTM 0.093 0.578 0.160
stateless GRU 0.036 0.242 0.075

stateless BiGRU 0.032 0.230 0.053

Table 5. Performance metrics results for a 30 min forecast horizon.

Model MAE MAPE RMSE

stateless LSTM 0.077 0.524 0.141
stateless BiLSTM 0.068 0.494 0.113

stateful LSTM 0.123 0.772 0.184
stateful BiLSTM 0.094 0.579 0.165
stateless GRU 0.042 0.263 0.095

stateless BiGRU 0.034 0.226 0.064

Tables 4 and 5 show that the best performing model was the BiGRU. Its MAE was
0.032 for a 15 min forecast horizon and 0.034 for a 30 min forecast horizon. Concerning
hyperparameter tuning, the best model featured 5 hidden layers; 256 (128× 2) neurons in
the GRU encoder layer; 256 (128× 2) neurons in the GRU decoder layer; 128 neurons in the
TimeDistributed layer; 18 neurons in the output Dense layer; and 1× 10−6 as L1 and L2
activity regularization factors in the first hidden layer.

Figure 5 shows the anomalies detected by the best model on the test dataset, as
explained in Section 2.5. Figure 5a exemplifies anomalies detected for a 15 min forecast
horizon. Out of 9698 test samples, 99 were anomalous; that is, 1.02%. Figure 5b exemplifies
anomalies detected for a 30 min forecast horizon. Out of 9698 test samples, 184 were
anomalous; that is, 1.90%.

The results suggested that, on average, the reconstruction error was small. The best
model was able to predict the normal operation of the system with high accuracy; therefore,
when the MAE was higher than a certain preset threshold, anomalous operation was
detected. The model performed well on the test dataset. Tables 4 and 5 show that the
model performed worse when the forecast horizon was longer. However, the model
allowed the timely detection of faults and, hence, the performance over the time horizons
examined was considered acceptable. As highlighted in Mtibaa et al. [41] and in Di Già
and Papurello [29], the MIMO model appeared to be suitable for predicting the state of the
system. Nevertheless, Mtibaa et al. [41] and Di Già and Papurello [29] consider an MIMO
model made of LSTM cells. This work highlights how an MIMO network made of GRU
encoder–decoders could improve the prediction of the state of the system.
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Figure 5. Anomalies detected. An anomaly occurs when the absolute error (AE) exceeds the EMA. A
subset of the anomalies detected on the test dataset is shown for clarity. (a) Anomalies detected for a
15 min forecast horizon. (b) Anomalies detected for a 30 min forecast horizon.

The performance of the stateless BiGRU model was tested on three smaller training
datasets, equal to 3⁄7, 4⁄7 and 5⁄7 of the initial training dataset. The test dataset was left
unchanged. The MAE on the test dataset increased from 0.032 to 0.073, 0.074 and 0.076,
respectively. This result suggested that the performance of the model above improved with
a larger training dataset. However, the performance dropped and plateaued out for small
training datasets.
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3.2. Semi-Supervised Method

Figure 6 shows the modified energy signature in Equation (6). A negative correlation
between energy demand and wet-bulb temperature can be noted: the lower the outdoor
wet-bulb temperature, the higher the energy demand, and vice versa. However, the analysis
conducted was not physically accurate, nor was it meant to be. The KPI in Equation (5)
aimed to be a practical tool to tell the normal operation of the HVAC system apart from
the anomalous one. Specifically, the farther the points were from the best-fit line (i.e., the
farther the KPI in Equation (5) was from 1), the more they marked anomalous operation of
the HVAC system.
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Figure 6. Left: Kernel Density Estimation (KDE) plots. KDE estimates the probability density of the
samples in the dataset. Red line: energy signature from Equation (6). Right: Twb, out (top) and ∆h
(bottom) in each winter. (a) Winter 2019–2020. (b) Winter 2020–2021.
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Unsupervised methods were used to determine the initial labeled dataset (see
Section 2.6) from Equation (6). Density-Based Spatial Clustering of Applications with Noise
(DBSCAN) was used as the clustering algorithm. DBSCAN used scikit-learn 1.0.2 [42].
Figure 7 shows DBSCAN clusters from two different sets of hyperparameters: Figure 7a,c
show the initial subsets of anomalous data for the self-training process in 2019 and 2020, re-
spectively. Likewise, Figure 7b,d show the initial subsets of normal data for the self-training
process in 2019 and 2020, respectively. These four subsets formed the initial labeled dataset
for the self-training. Two hyperparameters were set here:

1. ε; i.e., the maximum distance between two points for them to be regarded as neighbors.
2. minPts; i.e., the minimum number of neighbors of a point for it to be regarded as a

core point. The point itself is included in minPts.

The selected hyperparameters ensured that the number of anomalous samples was
roughly 1/10 that of normal samples. The initial labeled dataset included 455 anomalies
and 4245 normal samples. This outcome matched reality, in that, the number of anomalous
samples is usually an order of magnitude lower than that of normal samples. The initial
labeled dataset was 28.0% of the whole dataset. Therefore, the dataset was split as follows:
8% of it was the labeled training dataset for training the baseline model; 20% was the
labeled test dataset for testing the model; and 72% was the unlabeled dataset.
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Figure 7. Cont.
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Figure 7. DBSCAN clusters used as initial labeled data (anomalies, normal data) in the self-training
process. Red line: energy signature. (a) Winter 2019–2020. 3 clusters. ε = 1.1. minPts = 30. Points in
cluster −1 are anomalies. (b) Winter 2019–2020. 4 clusters. ε = 0.7. minPts = 30. Points in cluster
0 are normal data. (c) Winter 2020–2021. 4 clusters. ε = 0.5. minPts = 20. Points in cluster −1 are
anomalies. (d) Winter 2020–2021. 6 clusters. ε = 0.4. minPts = 20. Points in cluster 0 are normal data.

Concerning semi-supervised learning parameters, confidence threshold = 0.9 and
learning rate = 0.1 yielded the best balanced accuracy. This was the strictest combination
as it allowed pseudo-labeling of data only if the likelihood of belonging to a given class
was higher than 90%. Moreover, a small learning rate weighted pseudo-labeled data less to
ensure that the model, while self-trained, maintained high performance. As stressed in Fan
et al. [23], small learning rates should be used if improving the detection of faults already
found in the labeled data is the main goal.

Concerning classifier hyperparameters, Figure A2a (see Appendix A) shows the best
model. 3 hidden layers; 112 neurons in hidden layer 1, 56 neurons in hidden layer 2,
28 neurons in hidden layer 3; the Rectified Linear Unit (ReLU) as the activation function
in the hidden layers; 1× 10−4 as L1 and L2 activity regularization factors in the first
hidden layer.

Figure A2b (see Appendix A) shows the worst model: 2 hidden layers; 14 neurons in
hidden layer 1, 8 neurons in hidden layer 2; Exponential Linear Unit (ELU) as activation
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function in the hidden layers; 1× 10−4 as L1 and L2 activity regularization factors in the first
hidden layer.

Figure 8a shows that the best model was highly accurate throughout the self-training.
Moreover, as the self-training proceeded, both accuracy and balanced accuracy score
increased, by 1.5% and 5.5%, respectively. The BAS went from 80.5% (first self-learning
iteration) to 86% (last self-learning iteration).
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Figure 8. Performance of best and worst classifier. Confidence threshold = 0.9. Learning rate = 0.1.
(a) Performance of the best model. (b) Performance of the worst model.
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Figure 8b shows that the worst model was fairly accurate throughout the self-training.
During the self-training both accuracy and balanced accuracy score increased, by 0.5% and
4%, respectively. However, the confusion matrix at the last iteration showed that the model
had low classification performance on the test dataset.

As stressed in Albayati et al. [27], the common semi-supervised models can only detect
one type of fault at a time, whereas the proposed method enabled the detection of multiple
types of faults at once. This matched reality, as many different kinds of faults can occur
simultaneously. The good results could allow transfer of knowledge from this AHU to
other AHUs, under the same operating conditions.

3.3. Overall Discussion

The results of this HVAC FDD should be interpreted and explained based on the
operation of the AHU at hand. Data-driven HVAC FDD should be combined with physical
knowledge of the AHU transformations and components (see Section 2.2).

The performance metrics should account for the importance of each feature by, for
example, weighting them differently. This is left to future work.

4. Conclusions

The conclusions are summarized below:

• Hyperparameter tuning was performed on six supervised models. Their feature
prediction was tested over 15 min and 30 min. The MAE of the best model was 0.032
in the former case and 0.034 in the latter case. The best model could predict both
normal and anomalous HVAC operation with high accuracy because its MAE was
reasonably low.

• The semi-supervised approach required an initial labeled dataset to label unlabeled
samples as normal or anomalous. The percentage of anomalies in the initial labeled
dataset closely matched reality, thanks to the deterministic method used and to DB-
SCAN. Hyperparameter tuning was performed on semi-supervised models. The tuner
could test up to 180 models on 20 combinations of learning parameters. The BAS
of the best model increased from 80.5% (first iteration of the self-learning process)
to 86% (last iteration), which was deemed acceptable to automate HVAC FDD in
non-residential buildings.

• The models above do not require extensive feature engineering or fully labeled datasets
to perform well and, therefore, they are a stepping stone to transferring data-driven
FDD methods from the energy systems of non-residential buildings to other energy
systems; e.g., Industry 4.0, smart grids and smart homes.

• These methods are transferable to other energy systems if the amount and quality
of historical data are high enough. Similar performance can be expected on AHUs
with similar system specifications and monitored variables. However, these models
could perform poorly when tackling new operational conditions. MLOps (Machine
Learning Operations) pipelines can automatically retrain models if model drift occurs
(i.e., lower performance of the model on new data). Future work could focus on
transfer learning between similar energy systems with fewer historical samples.
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Abbreviations
The following abbreviations are used in this manuscript:

AE absolute error
AHU Air Handling Unit
ANN Artificial Neural Network
BAS Balanced Accuracy Score
BiGRU Bidirectional Gated Recurrent Unit
BiLSTM Bidirectional Long Short-Term Memory
BMS Building Management System
cuDNN NVIDIA CUDA Deep Neural Network
DBSCAN Density-Based Spatial Clustering of Applications with Noise
EPBD Energy Performance of Buildings Directive
ELU Exponential Linear Unit
EMA Exponential Moving Average
FDD Fault Detection and Diagnosis
FN False Negative
FP False Positive
GAN Generative Adversarial Network
GHG Greenhouse Gases
GRU Gated Recurrent Unit
HVAC Heating Ventilation and Air Conditioning
KPI Key Performance Indicator
LeakyReLU Leaky Rectified Linear Unit
LSTM Long Short-Term Memory
MAE Mean Absolute Error
MAPE Mean Absolute Percentage Error
MIMO Multi Input Multi Output
ML Machine Learning
MLOps Machine Learning Operations
ReLU Rectified Linear Unit
RMSE Root Mean Square Error
RNN Recurrent Neural Network
SVM Support Vector Machine
tanh Hyperbolic Tangent
TN True Negative
TP True Positive
VAR Vector AutoRegression
VOC Volatile Organic Compound

Appendix A

Figure A1 shows the best supervised network structures after hyperparameter tuning.
Figure A2 shows best and worst semi-supervised structures after hyperparameter tuning.
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Figure A1. Best supervised network structures after hyperparameter tuning. (a) Structure of the stateless LSTM. (b) Structure of the stateless Bidirectional LSTM.
(c) Structure of the stateful LSTM. (d) Structure of the stateful Bidirectional LSTM. (e) Structure of the stateless GRU. (f) Structure of the stateless Bidirectional GRU.
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