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Abstract 9 

Recently, the spread of IoT technologies has led to an unprecedented acquisition of energy-related data providing accessible knowledge 10 
on the actual performance of buildings during their operation. A proper analysis of such data supports energy and facility managers in 11 
spotting valuable energy saving opportunities. In this context, anomaly detection and diagnosis (ADD) tools allow a prompt and 12 
automatic recognition of abnormal and non-optimal energy performance patterns enabling a better decision-making to reduce energy 13 
wastes and system inefficiencies. To this aim, this paper introduces a novel meter-level ADD process capable to identify energy 14 
consumption anomalies at meter-level and perform diagnosis by exploiting information at sub-load level. The process leverages 15 
supervised and unsupervised analytics techniques coupled with the distance-based contextual matrix profile (CMP) algorithm to 16 
discover infrequent subsequences in energy consumption timeseries considering specific boundary conditions. The proposed process 17 
has self-tuning capabilities and can rank anomalies at both meter and sub-load level by means of robust severity score. The methodology 18 
is tested on one-year energy consumption timeseries of a medium/low voltage transformation cabin of the university campus of 19 
Politecnico di Torino leading to the detection of 55 anomalous subsequences that are diagnosed by analysing a group of 8 different 20 
sub-loads. 21 
 22 
Keywords: building energy consumption, anomaly detection and diagnosis, contextual matrix profile, timeseries analytics 23 

1. Introduction 24 

In the last few years, the increasing widespread use of IoT sensors in buildings for the pervasive monitoring of energy-25 

related data, has led to an unprecedented acquisition of reliable and accessible knowledge related to the actual 26 

performance of buildings during their operation. Considering that in Europe the building sector accounts for 40% of final 27 

energy use [1] and almost 90% of the total energy consumed during the life cycle of a building depends on its operation 28 

[2], supporting building owners and energy managers to extract valuable information from monitoring data is of 29 

paramount importance to (i) reduce energy consumption, (ii) increase system efficiency, (iii) prevent energy wastes and 30 

vi) operate their buildings more efficiently. 31 

Although a great deal of research has been done, the increasing data volume still overwhelms end-users [3], making it 32 

hard to clearly spot energy reduction opportunities, find the root cause of anomalies or simply be aware of energy usage 33 

of buildings and systems. Building-related data are heterogeneous and reflects the complex interactions occurring between 34 

occupants, energy systems, building envelope, and forcing conditions [4]. If properly managed, ingested and analysed, 35 

such data provide the opportunity to gain insight on the building operational behaviour discovering valuable and ready-36 

to-implement energy conservation measures [5].  37 

A robust coupling of IoT sensors data, artificial intelligence (AI) and energy domain knowledge proved to be effective 38 

in achieving relevant energy saving by exploiting a variety of energy management solutions [6]. The tools providing such 39 

capabilities are the so-called energy management and information systems (EMIS) which are employed to monitor, 40 
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analyse and control energy systems in buildings leveraging advanced data analytics technologies for supporting facility 41 

staff to enhance energy performance and efficiency [6]. Depending on the level of detail of the measured data, EMIS 42 

solutions can be classified as meter-level or system-level: the first includes analysis of high-level measurements (e.g., 43 

data related to the whole-building electrical load or to the main sub-loads) while the second focuses on more detailed data 44 

pertaining to the operation of specific energy systems or components (e.g., component operation of air handling units in 45 

HVAC systems). 46 

A subgroup of EMIS, conceived for the collection and analysis of meter-level data, are the so-called energy information 47 

systems (EIS). EIS typically focus on data not usually collected through building automation systems (BAS) providing 48 

visual and analytical insights also enabling predictive energy management strategies. According to Granderson et al. [9] 49 

EIS tools, such as energy consumption forecasting [7–10], anomaly detection and diagnosis (ADD) [11–15], advanced 50 

energy benchmarking [16–19], load profiling [20–22], and schedule optimization of building energy systems [23,24] 51 

proved to lead to systematic energy saving and, as reported in [6], to an average two-year simple payback period, thus 52 

demonstrating their high competitiveness as profitable investment option in the building sector. 53 

Among these solutions, ADD has been the most underdeveloped for application on meter-level data [11,12]. ADD 54 

tools allow a prompt and automatic recognition of abnormal and non-optimal performance patterns of energy systems 55 

providing information for the identification of energy waste and for the prioritization of corrective interventions. While 56 

fault detection and diagnosis (FDD) tools analyse system/component-level data to detect faults and anomalies, ADD tools 57 

generally rely on aggregated meter-level data to automatically detect anomalous energy trends at whole-building scale. 58 

Although performing a meter-level analysis poses several challenges related to the influence of several factors (e.g., 59 

building features, climatic conditions, occupant behaviour, comfort requirements, operating schedules and management) 60 

it is of considerable value in real world case studies where the available measured variables are commonly related to the 61 

meter scale [15]. In this context, the main objectives for an ADD process are: (i) the recognition of typical patterns in the 62 

whole-building energy consumption timeseries, (ii) the detection of infrequent/anomalous patterns and (iii) the diagnosis 63 

of the detected anomalies by inferring the occurrence of anomalous patterns at sub-load level. 64 

According to these objectives, this paper introduces the conceptualization and development of a novel EIS tool capable 65 

of robustly performing a meter-level ADD on building electrical energy consumption timeseries. The proposed approach 66 

employs a pattern recognition technique derived from the matrix profile (MP) [25] algorithm, called contextual matrix 67 

profile (CMP) [26] for the automatic detection of energy consumption anomalies at the whole-building level and their 68 

diagnosis by analysing the group of associated sub-loads. The following sections review the main works related to ADD 69 

in the energy and buildings field and to the application of MP-based algorithms as anomaly detection methods in 70 

timeseries. 71 

1.1. Related work 72 

Generally speaking an anomaly is a region of data with significantly different behaviour from other data and that do 73 

not conform to expected values [27]. It can be referred as discord, deviation or exception and its definition is significantly 74 

different depending on the field of application and the analysis performed. In the energy and buildings field, which mainly 75 

involves univariate timeseries data (e.g., electrical energy consumption), the definition of anomaly is very domain-76 

specific and may include abnormal behaviour of occupants, faulty operations of appliances, incorrect management of 77 

energy systems, anomalous sub-load energy consumption and technical and non-technical energy losses [28]. Thus, the 78 

nature of energy timeseries data in buildings requires to carefully address the definition of anomaly, which can be 79 

classified as point, collective, or contextual [29]. A point anomaly is one individual instance or observation that can be 80 
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considered anomalous when compared to the remaining data. A collective anomaly is a collection of anomalous instances 81 

with respect to the entire dataset. Eventually, a context anomaly is so defined only if considered in a certain context (i.e., 82 

boundary conditions) and may not be considered an anomaly in a different context [30].  83 

ADD has been traditionally addressed by means of statistical analysis, however the increasing spread of advanced 84 

machine learning and data analytics techniques coupled with the large volume of available data have opened new 85 

possibility to develop more sophisticated and reliable data-driven processes [3].  86 

In ADD, the detection phase is usually accomplished by estimating a reference baseline representing normal behaviour 87 

according to specific boundary conditions, and labelling each observation that diverges from it as anomalous [29]. The 88 

discrimination between normal and abnormal behaviour is essential, so both the robust development of a reference model 89 

and the proper selection of the features, used to define anomalies, are of paramount importance. 90 

Supervised methods have been used to train machine learning algorithms using labelled dataset (i.e., datasets with 91 

verified ground truth about the presence of an anomaly) to create reference models able to distinguish anomalous from 92 

normal energy consumption. Support vector machines (SVM) and multi-layer perceptron are largely used to perform 93 

model-based anomaly detection [31]. Zhao et al. [32] developed an SVM-based process that proved to be effective in 94 

detecting anomalies with different severities in chiller operation. Regression and decision tree classifiers are other widely 95 

used supervised techniques to develop energy consumption reference models for discovering abnormal patterns [33]. An 96 

evolutionary tree model was employed as a detection method in [12] to effectively discover frequent and infrequent 97 

patterns in meter-level electrical loads. A hybrid neural net ARIMA model was employed in [34] to predict the energy 98 

consumption and then identify anomalies comparing the actual and predicted energy consumption using the two-sigma 99 

rule. In [11] a regression model, for detecting the anomalous trends in electrical energy consumption, was developed by 100 

coupling artificial neural network (ANN) and regression tree (RT).  101 

Although supervised approach can achieve very accurate results, its adoption in real-world ADD applications is still 102 

limited compared to unsupervised methods, mainly due to the absence of reliable annotated datasets [28,35] and the 103 

difficulty in obtaining high quality training data [23] for machine learning algorithms.  104 

Unsupervised anomaly detection is more promising for practical ADD applications since it makes it possible to detect 105 

rare and unknown anomalous patterns, without any a-priori knowledge and does not require pre-labelled datasets [36]. 106 

Beside statistical unsupervised methods, such as principal component analysis (PCA) [37] or generalized extreme 107 

studentized deviate (GESD) [8], data mining methods, such as association rule mining (ARM) [27] and clustering analysis 108 

[38], gained popularity thanks to their capability to automatically extract significant relations between complex and 109 

massive data [5,39,40]. In this context, timeseries analytics has been stimulating a great deal of interest in the scientific 110 

literature in recent years, since building-related data are often stored in datasets in form of timeseries on which the 111 

anomaly detection is performed also considering the time domain. A typical timeseries data mining approach for anomaly 112 

detection involves the extraction of subsequences related to discordant observations (i.e., discords) that diverges from the 113 

rest of the dataset [28,41,42]. Li et al. [43] employed GESD to identify anomalous observations in electricity usage 114 

timeseries referred to 40 buildings. Fan et al. [8] identified typical daily load profiles through entropy-weighted k-means 115 

(EWKM) clustering and then abnormal daily energy consumption profiles were identified through GESD. An anomaly 116 

detection framework applied on smart meter data stream was presented in [44], where ARM and categorical clustering 117 

were used to detect anomalies.  118 

In some cases, a reduction and transformation of timeseries data, could enhance the performance and reduce the 119 

computational time of anomaly detection techniques, also helping to effectively extract useful information. Lin et. al [45] 120 

proposed symbolic aggregate approximation (SAX) as a method for the reduction of a timeseries and its transformation 121 
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in a symbolic sequence for an easy detection of relevant symbolic strings (i.e., motifs and discords). This method, which 122 

introduces a simple and low-computational cost process to reduce a timeseries while preserving the key information, is 123 

an extension of the piecewise aggregate approximation (PAA) technique and was employed in the literature also for the 124 

recognition of frequent/infrequent patterns in energy consumption timeseries of buildings [46,47]. Miller et al. [13] 125 

through a SAX-based analysis identified the most infrequent symbolic sequences referred to daily load profiles of non-126 

residential buildings and furtherly characterized those patterns carrying out a cluster analysis. SAX and temporal 127 

association rule mining (TARM) were employed in [14] to extract discords in the energy consumption timeseries, assess 128 

building system performance and suggest the implementation of possible energy conservation measures. An adaptive 129 

SAX method (aSAX) was employed in [15] to optimize the dimensionality reduction of an energy consumption timeseries 130 

and to enhance the detection of frequent and infrequent patterns through a classification tree model [12].  131 

Despite SAX introduced a lot of opportunities in the field of ADD in timeseries, it is an approximation-based pattern 132 

recognition technique and the dimensionality reduction provided by PAA method coupled with the symbolic encoding 133 

always lead to information loss from the original timeseries [47]. In addition, the information loss is particularly sensitive 134 

respect to the setting of input parameters such as the time window length and the number of symbols for the timeseries 135 

encoding [13].  136 

One of the most promising timeseries analytics techniques, that is not subjected to information loss, is matrix profile 137 

(MP). Introduced by [25], MP is a novel exact pattern recognition algorithm that performs all-similarity-join-search (i.e., 138 

full-join) among timeseries, i.e. given a collection of data objects it retrieves the nearest neighbour for every object (where 139 

the considered object is intended to be a timeseries subsequence). MP is an unsupervised distance-based anomaly 140 

detection algorithm that proposes a fast similarity search under the z-normalized Euclidean distance, does not reduce 141 

dimensionality, calculates the full-join among timeseries and eliminates the need of setting a threshold making the method 142 

almost parameter-free and exact. MP algorithm allows the method to be incrementally maintainable, deterministic in time 143 

and so parallelizable on multicore processor and distributed systems. 144 

The MP method has been successfully applied in different fields of anomaly detection. Alshaer at al. [48] proposed a 145 

real time MP-based anomaly detection method which was tested on electro-cardiogram (ECG) timeseries. The method 146 

employs the concept of shaplet [49] to perform continuous learning of anomalies, which are extracted though MP 147 

algorithm, stored in an anomaly library and then used for sliding-window based anomaly detection. An industrial 148 

application was reported in [50], where the MP was combined with the hamming distance to automatically detect 149 

intrusions in the network of a water processing facility. PanMP is a generalization of MP algorithm able to discover 150 

anomalous subsequences of different lengths that was introduced in [51], where it was employed to perform anomaly 151 

detection in automated pedestrian counting system developed in Taipei.  152 

MP has been also largely employed to identify anomalies in IT field. Herath et al. [52] introduced a real time anomaly 153 

detection framework based on MP, called real-time aggregated matrix profile (RAMP), that can identify anomalies in 154 

scientific workflows. De Paepe et al.[53] applied a noise elimination technique on real Yahoo! internet traffic timeseries 155 

and detected anomalous behaviours through MP; while in [54] was demonstrated how the elimination of noise can help 156 

in anomaly detection of noisy dataset by testing the algorithm on Numenta Benchmark [55].  157 

In the energy field few implementation studies of MP algorithm are available. Nichiforov et al. [56] used the MP to 158 

provide insights about the dominant energy usage patterns in large academic buildings. The authors applied the MP 159 

approach with daily, weekly, and monthly time window length as a feature extraction method to identify unusual 160 

behaviours in energy consumption timeseries of a large academic building dataset with a length of one year. The process 161 

was tested on 422 buildings whose end-uses were classrooms, offices, laboratories and dormitory. Zhu et al. [57] 162 
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demonstrated how MP can be useful in detecting rare anomalous electricity consumption occasionally produced by a 163 

meter swapping events. The algorithm was tested on a synthetic meter swapping event built on top of two timeseries of 164 

household electrical demand and was proven to be effective to discover the suspicious similarity between the two 165 

timeseries. Park et al. [21] applied MP as a part of an automated load profile discord identification (ALDI) based on 166 

statistic comparison between normal and anomalous energy consumption patterns in a large portfolio of buildings. The 167 

MP method was used to quantify the similarities of daily electrical load subsequences under z-normalized distance. The 168 

computed MP values were then compared with typical-day MP distribution and it was effective in the identification of 169 

unique load shape patterns and discords.  170 

Despite MP proved to be effective in several application fields, in its full-join formulation, it may compare regions of 171 

timeseries characterized by different operating and boundary conditions (i.e., contexts) and, in specific domains of 172 

application, may conduct to misleading results in terms of pattern similarity. For this reason, in [26] was introduced a 173 

matrix profile-based algorithm called contextual matrix profile (CMP). CMP allows to identify contexts in the timeseries, 174 

in which it is possible to compare between each other only subsequences that are characterized by homogeneous boundary 175 

conditions, avoiding the identification of meaningless similarity matches. In brief, while MP searches for unique patterns 176 

(i.e., discords) in the whole timeseries, the CMP performs the same search within a reference context set by the analyst. 177 

An application of the CMP method, for anomaly detection in buildings, is presented in [26], where the method was 178 

applied to a dataset including different variables related to indoor air quality (e.g., temperature, humidity, CO2 etc.) 179 

measured in residential built environments. CMP was applied on CO2 concentration timeseries, enabling the identification 180 

of six behavioural anomalies (i.e., subsequences) occurring only during weekend mornings. Moreover, the authors were 181 

able to identify periodic behavioural patterns even if there was not a time alignment among them. The case study 182 

demonstrated the flexibility of the anomaly detection method and its effectiveness when coupled with domain knowledge. 183 

Therefore, it emerges a great potential in the application of CMP in the building energy field, in which the definition of 184 

anomaly is strongly related to the expert definition of contexts and boundary conditions, also leading to the robust 185 

recognition of patterns not easy to be detected. To the best of author knowledge, other applications of CMP in buildings, 186 

including ADD in energy consumption timeseries, are so far missing in the literature. In the next section, the main 187 

theoretical aspects related to the MP and CMP algorithms are introduced and discussed to better highlight the 188 

contributions brought by this study in the field of ADD in energy and buildings. 189 

1.2. Matrix profile and contextual matrix profile method for anomaly detection 190 

As defined in [25], given a collection of data objects (e.g., timeseries), MP performs the so-called similarity-join-191 

search which is able to find the nearest neighbour for every object (e.g., identification of nearest pairs of subsequences) 192 

from the two collections. 193 

Given two timeseries and a subsequence length, the MP algorithm produces two new series: the MP and matrix profile 194 

index (MPI). MP is a one-dimensional timeseries that stores the z-normalized Euclidean distance values between each 195 

subsequence, of the first series, and the closest matching subsequence (i.e., nearest neighbour) of the second timeseries. 196 

MPI is a one-dimensional timeseries that contains the position index of the nearest neighbour in the second timeseries. 197 

By joining information of MP and MPI useful knowledge could be extracted. By finding the minimum value of the MP 198 

it is possible to identify the best matching subsequences in a series (i.e., motif discovery), on the other hand, by finding 199 

the maximum value of the MP it is possible to identify the subsequence with the largest distance from its nearest match 200 

(i.e., discord discovery) [25]. In this sense, discord discovery may be interpreted as an anomaly detection procedure that 201 

identifies the most unique subsequences in a dataset.  202 
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With reference to Figure 1, some fundamental concepts and definitions need to be introduced before going deeper into 203 

the topic.  204 

 205 

Figure 1. Description of MP and CMP calculation steps in case of self-join of a timeseries 𝑇1 = 𝑇2. From left to right is explained the calculation of 206 
the element 𝑑𝑖,𝑗 of the distance vector 𝐷𝑖  given the query 𝑇i.m. By calculating the distance vector for the all-subsequences-set of 𝑇, and storing those 207 
values in a matrix, the full distance matrix is obtained. MP is the row wise minimum while the CMP is the minimum over rectangular regions. 208 

First, a timeseries 𝑇 ∈ 𝑅𝑛 is a sequence of real-valued numbers 𝑡𝑖 ∈ 𝑅 :  𝑇 = { 𝑡1, 𝑡2, … , 𝑡𝑛  } with 1 ≤ 𝑖 ≤ 𝑛 where 𝑛 209 

is the length of 𝑇. Since the focus is on local properties of timeseries (i.e., portions of timeseries), a subsequence 𝑇𝑖,𝑚  ∈210 

 𝑅𝑚  is defined as a continuous subset of values from 𝑇  of length 𝑚  starting in position 𝑖 ; formally defined as 211 

𝑡𝑖  ∈  𝑅 ∶  𝑇𝑖,𝑚  =  {𝑡𝑖 , 𝑡𝑖+1, … , 𝑡𝑖+𝑚−1 } with 1 ≤ 𝑖 ≤ 𝑛 − 𝑚 + 1. 212 

An ordered set of all possible subsequences of 𝑇, obtained by sliding a window of length 𝑚 across 𝑇, is called all-213 

subsequences-set 𝐴 of a timeseries 𝑇 and is formally defined as follows: 𝐴 = {𝑇1,𝑚 , 𝑇2,𝑚 , … , 𝑇𝑛−𝑚+1,𝑚  } where 𝑚 is a 214 

user-defined subsequence length. 215 

By computing the distance between a given query (i.e., subsequence 𝑇𝑖,𝑚 ) and each subsequence in the all-216 

subsequences-set 𝐴, it is possible to define a vector of distances called distance profile 𝐷𝑖 of a timeseries 𝑇. Formally, 217 

𝐷𝑖  =  [𝑑𝑖,1, 𝑑𝑖,2, … , 𝑑𝑖,𝑛−𝑚+1], where 𝑑𝑖,𝑗 = dist(𝑇𝑖,𝑚 , 𝑇𝑗,𝑚) for all 𝑗 ∈  [1,2, … , 𝑛 − 𝑚 + 1], where 𝑖 ≠  𝑗 and dist is the 218 

distance metric applied. It is possible to adopt different kind of distances to compute the distance profile as reported in 219 

[57–59] but the original MP method makes use of Euclidean distance between the z-normalized subsequences.  220 

If the distance profile is calculated between a query in 𝑇𝑖,𝑚  and the all-subsequences-set of 𝑇 (i.e., self-join), by 221 

definition the 𝑖𝑡ℎ location of the distance profile 𝐷𝑖 is zero since the distance is calculated between the query and itself, 222 

𝑑𝑖,𝑖  =  dist(𝑇𝑖,𝑚 , 𝑇𝑖,𝑚) = 0. Moreover, the distance is close to zero just before and after this position. Those matches are 223 

called trivial matches and are usually avoided during similarity-search by imposing an exclusion zone before and after 224 

this location (as function of 𝑚, usually set to 𝑚/4).  225 

By calculating all the distance profiles for the all-subsequences-set of 𝑇, the full distance matrix is obtained. Formally 226 

defined as ℳ = [𝐷1, 𝐷2, … , 𝐷𝑛−𝑚+1], it includes 𝑛 − 𝑚 + 1 distance profiles arranged in a square matrix. 227 

Eventually it is possible to define MP as the vector that stores the z-normalized Euclidean distance values between 228 

each subsequence 𝑇𝑖,𝑚 and its nearest neighbour. Formally, 𝑀𝑃 = [min(𝐷1), min(𝐷2), … , min(𝐷𝑛−𝑚+1)], where 𝐷𝑖 is 229 

the distance profile corresponding to query 𝑇𝑖,𝑚 and timeseries 𝑇. In other words, it can be generated by extracting the 230 

smallest value in each row/column of the full distance matrix ℳ. With reference to Figure 1, the MP is the column wise 231 

minimum over the entire full distance matrix, meaning that it finds the best matching 𝑇1  subsequence for any subsequence 232 
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in 𝑇2 . Of course, the construction of the full distance matrix is the most straightforward method but even the less 233 

computational efficient, this is the reason why many algorithms have been proposed for the MP calculation to reduce time 234 

and dimensionality complexity such as STAMP, STAMPI and STOMP based on MASS algorithm [60], approximated 235 

AMPSA and AMP [61] and multidimensional mSTAMP [62]. 236 

MP represents a reference algorithm in the field of timeseries analytics and in particular among similarity-join-search 237 

algorithms. However, performing a similarity-join-search considering all the possible subsequence pairs in a timeseries 238 

is not always the most robust way to discover motifs and discords. In fact, when the domain of application constraints the 239 

meaningfulness of the similarity search in a timeseries, it could be useful to retrieve the most similar pattern of each 240 

subsequence also exploiting user’s knowledge. The concept of Annotation Vector (AV) can be then used to introduce 241 

domain knowledge in the process of motif and discord discovery [63], which allows to find results that respect user 242 

defined constraints and produce robust results, closer to expectations of the analyst. AV is a meta timeseries used to 243 

correct a-posteriori the values of the original MP, changing its shape and then manipulating the motif/discord search [64]. 244 

However, this method does not modify the MP calculation itself: all-pairs-similarity-search is always performed and then 245 

a downstream processing is conducted. 246 

As a possible solution, in [26] was introduced the concept of contextual matrix profile (CMP), defined as the minimum 247 

over rectangular regions of the full distance matrix (see Figure 1), allowing then the search of the best matching 248 

subsequences over 𝑇1  and 𝑇2  only considering a-priori determined set of timeseries segments and excluding others.  249 

This allows to group data in the timeseries in a custom way comparing only portions of 𝑇1  with portions of 𝑇2 . The 250 

CMP calculation is based on the definition of contexts 𝑚𝑐, intended as lapse of time, during which a subsequence of 251 

length 𝑚 may start. Figure 2 shows an example of context and subsequence length definition. Suppose that in an electrical 252 

load timeseries 𝑇 with 1ℎ timestep an analyst wants to find for every day, included in the timeseries, the nearest neighbour 253 

between the 3 subsequences of length 8h that could start at 04:00, 05:00 or 06:00 a.m., avoiding then similarity search in 254 

other time intervals. To this aim the subsequence length must be set to 𝑚 =  8, (grey regions in Figure 2) and the context 255 

length 𝑚𝑐 =  3 (yellow regions in Figure 2) and the resulting self-join CMP will have a row/column for each day. Each 256 

point of the CMP would display the distance between the best matching 8h-long subsequences occurring in two different 257 

days: lower the distance better the match and vice versa. While context is suitable to define a-priori the subsequence 258 

matching in the timeseries, once the CMP is calculated it is even possible to further divide the CMP in fragments, so-259 

called groups. For instance, in the case of building energy consumption timeseries, it is possible to fragment the CMP by 260 

keeping only weekdays or weekends in order to consider the existence of different occupancy-based operational schedules 261 

in the discovery of motif and discords. Considering the main features and parameters (i.e., context and subsequence 262 

lengths, groups) of the CMP algorithm, in the next section are introduced the contributions of this study and the research 263 

gaps that this research aims to bridge. 264 
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 265 

Figure 2. Focus on the definition of subsequence length 𝑚  and contexts 𝑚𝑐  in an electrical load timeseries 𝑇  and their importance in the CMP 266 
calculation. The timeseries has one hour frequency and for each day a context of 𝑚𝑐 = 3 (yellow) and a subsequence length of 𝑚 = 8 (grey) are defined. 267 
When calculating the CMP, the nearest neighbour search is performed only on the subsequences that start within the defined context. The nearest 268 
neighbour subsequences between Day 2 and Day 3 are highlighted in orange. The Euclidean distance between the nearest neighbour subsequences is 269 
calculated and stored in the CMP shown on the right side. 270 

1.3. Research gap and contribution of the paper 271 

The MP algorithm has been successfully employed in different anomaly detection applications and researchers have 272 

proposed different MP implementations according to specific constraints and boundary conditions that are characteristic 273 

of the domain of interest.  274 

In buildings, anomalous subsequences in energy consumption timeseries are defined as unexpected behaviours that 275 

result in subsequences with atypical shape and/or magnitude. The original MP algorithm, through z-score normalization 276 

of the subsequences, searches the nearest neighbour based on shape similarity by losing information related to the 277 

magnitude. Figure 3(a) shows a real electrical load timeseries for a non-residential building (i.e., university campus) in 278 

May and June. It is possible to observe how the electrical load changes significantly from weekdays to weekends when 279 

the load profile is almost flat. Applying the MP algorithm with a subsequence length of one day, the two subsequences 280 

highlighted respectively in blue and green are identified as nearest neighbours. As shown in Figure 3(b) under z-score 281 

normalization they are almost overlapping. However, Figure 3(c) shows that the not-normalized subsequences have very 282 

different amplitudes and are referred to distinct energy consumption patterns that are typical of weekdays and weekends 283 

respectively. This is a clear example of how the subsequence normalization could led to misleading results in terms of 284 

subsequence similarity. 285 
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 286 

Figure 3. Effect of z-score normalization on two electrical load timeseries subsequences (blue, green) of length 24h and a timestep of 15-min (96 287 
observations per day): (a) full electrical load timeseries; (b) comparison between z-score normalized subsequences; (c) comparison between not 288 
normalized subsequences. 289 

Z-score normalization not only minimizes magnitude effects in the research of motifs and discords but also tends to 290 

emphasize any fluctuation and noise in the timeseries. By comparing two relatively flat subsequences under z-score 291 

normalization the resulting z-normalized Euclidean distance is higher if compared to non-flat subsequences, leading to 292 

high values of MP in flat regions of the timeseries. In Figure 4 a comparison between two noisy synthetics timeseries is 293 

shown. In Figure 4(a) the two timeseries are relatively flat while in Figure 4(b) the two timeseries present a positive slope. 294 

In the first case, the normalization led to an amplification of the noise of the original subsequences (Figure 4(c)), resulting 295 

into a high Euclidean distance d = 9.25, while in the second case (Figure 4(d)), the Euclidean distance is much lower (d 296 

= 1.5). This issue has been largely analysed in [53], considering as possible solution to discard flat regions from the 297 

analysis, to change the subsequence length, or to smooth the timeseries. As a clear consequence of normalization, in an 298 

electrical load timeseries (Figure 3(a)), the MP method would identify the weekends as discords since they are typically 299 

associated to flat profiles compared to weekdays subsequences. This is a critical aspect when dealing with energy 300 

consumption timeseries of buildings that, by their nature, often present a strong pattern periodicity among working and 301 

not working days.  302 
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 303 

Figure 4. Effect of z-score normalization on noisy flat subsequences (a-c) and on noisy subsequences with positive slope (b-d). Adapted from [54] 304 

In this perspective, comparing subsequences belonging to different energy patterns could be not so useful, making the 305 

introduction of domain knowledge, extremely important to drive the motif and discord discovery in timeseries. As 306 

previously discussed, a possible solution has been proposed by [26] introducing the CMP algorithm. In some applications 307 

CMP can be useful, since it allows to exclude some regions, or to split subsequences into different groups, and then 308 

perform the similarity search. 309 

The application of CMP, coupled with domain knowledge, can be effectively exploited for the accurate discovery of 310 

anomalies in energy consumption timeseries, reducing energy wastes and enhancing energy management in buildings. 311 

Domain expertise should be used for an aware setting of the parameters of CMP algorithm (i.e., subsequence length, 312 

context length and groups) to avoid undesirable results and to make the ADD process as robust as possible. However, this 313 

is not a task that can be easily generalizable and still requires research effort for applications in the energy and building 314 

field. 315 

To this purpose, according to the previous literature review and to the reasoning on MP and CMP methods, this paper 316 

intends to contribute as follows: 317 

1) Develop a contextual ADD methodology by introducing a CMP-based process that employs supervised and 318 

unsupervised algorithms (i.e., clustering and decision tree) for the identification of parameters such as 319 

subsequence length, groups and contexts, systematically introducing domain expertise in the whole analytical 320 

framework.  321 

2) Develop an ADD methodology based on the concept of similarity-join without any loss of information in the 322 

discovery of motifs and discords (e.g., avoiding dimensionality reduction and transformation of timeseries as 323 

in SAX algorithm) that is flexible enough to identify anomalous/typical patterns even if they are not perfectly 324 

aligned in time (i.e., time-tolerant analysis according to the length of the contexts). 325 

3) Perform a discord discovery that is sensitive to both shape and magnitude of energy consumption patterns. 326 

To this purpose normalization aspects are considered upstream the computation of subsequence distances in 327 

CMP allowing a knowledge-based comparison between energy patterns in the analysed time series. 328 

4) Introduce a robust severity score, based on different statistical methods and domain knowledge, that allows 329 

potential meter-level anomalies to be identified, ranked and diagnosed, within particular boundary conditions.  330 
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The rest of the paper is organized as follows. Section 2 provides the description of the methodological framework 331 

introduced. Section 3 presents the case study and the obtained ADD results while Section 4 critically discusses the 332 

outcomes and includes the concluding remarks. 333 

2. Methodology 334 

In this section the methodological framework employed to conduct ADD in energy consumption timeseries of 335 

buildings is presented. The framework is based on the application of the CMP coupled with unsupervised and supervised 336 

data analytics techniques, such as cluster analysis and classification and regression trees (CART), to perform the tuning 337 

of CMP parameters (subsequence length, context length, groups). The procedure, depicted in Figure 5, unfolds over of 338 

six steps described in detail in the following paragraphs. 339 

 340 

Figure 5. Graphical representation of the methodological framework. 341 

2.1. Pre-processing.  342 

The first step consists in data pre-processing and is performed through univariate statistical approaches. Punctual 343 

statistical outliers and inconsistencies (e.g., negative values of electrical load) in the timeseries are identified and removed 344 

by means of boxplot analysis. Then all the missing values are replaced by means of linear interpolation. 345 
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2.2. Contextual matrix profile.  346 

By following the methodological framework in Figure 5, the application of the CMP method goes through the 347 

following steps: subsequence and context definition (step 2), group definition (step 3) and CMP calculation (step 4). 348 

Within the energy consumption timeseries of buildings, different characteristic sub-daily load patterns (e.g., base load, 349 

peak load, ramp-up and ramp-down period) can be identified and set as relevant subsequences to perform similarity-join-350 

search by means of CMP algorithm. Such subsequences, with their relative lengths, can be statistically defined or inferred 351 

from the typical building operational and occupational schedule [65,66] The methodology proposed in this paper 352 

identifies sub-daily subsequences (𝑡𝑤) through the implementation of recursive partitioning Classification and Regression 353 

Tree (CART) [15]. Starting from the root node (that contains all the available observations) this method proceeds through 354 

a set of binary decisions to split the instances in purer subsets (nodes) in a forward stepwise fashion, minimizing at each 355 

decision step the impurity/variance of each node [15,27,67], yielding local optimum [68] once a stopping condition is 356 

satisfied. To address this task, the decision tree was set as a regression model using the electrical load values as numeric 357 

target attribute and the hour of the day as explanatory attribute. This allows to identify, through a cost complexity process, 358 

a set of leaf nodes that group together hours with similar electrical load values in 𝑛  non-overlapping sub-daily 359 

subsequences in the time domain 𝑡𝑤,𝑖 ∈ {𝑡𝑤,1, 𝑡𝑤,2, … , 𝑡𝑤,𝑛}. As a reference, the choice to not setting the time variable as 360 

a categorical one, allows CART to not indiscriminately group together electrical load values pertaining to the early 361 

morning with those referring to the night. 362 

Thus, for each leaf node it is possible to extract a start and end-time of the subsequence and its length in terms of time 363 

duration (𝑚𝑖  =  𝑡𝑤,𝑖). Once, all the interesting subsequences are identified, for each of them a context period is set to 364 

drive their similarity-join-search in the analysed time series of energy consumption. As reported in Figure 2 the context 365 

is defined as the time lapse during which can be located the start-time of a subsequence. This allows to investigate 366 

similarity of subsequences of the same length but not necessarily aligned in the time domain. Specifically, the context 𝑖 367 

ends at the beginning of the subsequence 𝑡𝑤,𝑖, assuming as reference start time of 𝑡𝑤,𝑖 the one extracted from the leaf node 368 

of the regression tree. Instead, the context length is set equal to the half of the smallest subsequence length 369 

(𝑚𝑐  =  min(𝑡𝑤,𝑖) /2) identified through the regression tree. For instance, if the smallest subsequence is two hours long 370 

𝑡𝑤 = 2ℎ (e.g., from 6:00 to 8:00 a.m.) the context is defined as one hour long 𝑚𝑐  =  1h (i.e., from 5:00 to 6:00 a.m.). 371 

The following step is then aimed to define groups in CMP. This step is based on daily load profile clustering. An 372 

expert-based approach is firstly applied to split working days, holidays/not working days and partially working days (e.g., 373 

Saturdays). Then a nested hierarchical clustering analysis is performed on the daily profiles of working days to better 374 

characterize them. The hierarchical clustering generates non-overlapping groups by splitting instances based on a 375 

geometrical distance measure and each cluster can be further divided into subclusters and so on, creating a tree structure 376 

(i.e., dendrogram). The grouping of daily load profiles in representative clusters of specific energy consumption patterns, 377 

allows the CMP results to be evaluated in groups with high internal similarity and to make the anomaly detection process 378 

more robust. 379 

Once contexts and subsequence lengths are defined, the CMP is calculated for each context under the hypothesis of 380 

not-normalized Euclidean distance. According to previous definitions, each day has 𝑛 not overlapping contexts and the 381 

resulting CMP contains one row/column for each day. Eventually, the obtained overall CMP matrix is split into different 382 

sub-matrices according to the membership of each day to a specific group identified by means of the cluster analysis. 383 

After this, the anomaly detection process can be carried out for each context in each group. 384 
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2.3. Anomaly detection 385 

The anomaly detection process, shown in Figure 6, is carried out in each group after performing the similarity-join-386 

search of subsequences in their relative context, and consists in the definition of a severity score through the use of four 387 

statistical univariate outlier detection methods. The considered four methods are applied on two vectors i.e., 𝑉𝐶𝑀𝑃 and 388 

𝑉𝐸𝑁. The first vector 𝑉𝐶𝑀𝑃  contains the median value of each row/column of the CMP i.e., the median of the Euclidean 389 

distances between a specific subsequence and its nearest neighbours in the associated context considering only the days 390 

in the same group (i.e., cluster of daily load profiles). The second vector 𝑉𝐸𝑁 , contains for each subsequence the 391 

corresponding energy consumption. In this way it is possible to label as anomalous, subsequences with Euclidean distance 392 

and energy consumption values that are out-of-range respect to the domain that is considered normal for both 𝑉𝐶𝑀𝑃 and 393 

𝑉𝐸𝑁. With reference to Figure 6, as a first step the CMP matrix is reduced into a vector 𝑉𝐶𝑀𝑃 by calculating the median 394 

of each row/column, then the four outlier detection methods are applied to each component of 𝑉𝐶𝑀𝑃 producing 4 new 395 

vectors that define whether an element is anomalous or not in a boolean form 𝐵𝑖 = {0,1}. Then the severity score 396 

associated to a subsequence is calculated counting the number of positive detections 𝑆𝐶𝑀𝑃 = ∑ 𝐵𝑖
4
𝑖=1 . To make more 397 

robust the anomaly detection process and consider only positive anomalies (e.g., anomalies that resulted into an over-398 

consumption of energy) the energy consumption for each subsequence is calculated and stored in a vector 𝑉𝐸𝑁 which 399 

undergoes to the same process described before: outlier methods are applied and then the severity is calculated. With 400 

reference to Figure 6, given 𝑛 = 4 outlier detection methods the severity vector 𝑆𝐶𝑀𝑃 and 𝑆𝐸𝑁 range from a minimum of 401 

0 (four methods out of four did not tag the subsequence as out-of-range observation) to a severity of 4 (four methods out 402 

of four found tagged the subsequence as out-of-range observation). By summing 𝑆𝐶𝑀𝑃  and 𝑆𝐸𝑁 the resulting overall 403 

severity 𝑆 ranges from 0 (four methods out of four did not tag the subsequence as out-of-range observation for both energy 404 

and Euclidean distance vector) to 8 (four methods out of four tagged the subsequence as out-of-range observation for 405 

both energy and Euclidean distance vector). 406 

To avoid spurious alerts and reduce the number of feedbacks only the subsequences with severity 6-7-8 were 407 

considered and further analysed in the diagnosis phase.  408 

 409 

Figure 6. Graphical representation of the anomaly detection phase. 410 

The four univariate outlier detection methods are: (i) inter quartile range analysis, (ii) Z-score, (iii) elbow method and 411 

(iv) Generalized Extreme Studentized Deviate. The basic principles behind these statistical methods are introduced and 412 

described below. 413 
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Inter quartile range analysis defines as outlier any observation that falls below 𝑄1 − 1.5 ∗ 𝐼𝑄𝑅 and above 𝑄3 + 1.5 ∗414 

𝐼𝑄𝑅 where the interquartile range (𝐼𝑄𝑅) is defined as the difference between the third quartile and the first quartile 𝐼𝑄𝑅 =415 

𝑄3 − 𝑄1 of the population of observations. In this study only positive outliers are considered i.e., values above 𝑄3 + 1.5 ∗416 

𝐼𝑄𝑅. 417 

Z-score, or standard score, is the output of data standardization process and is intended as the number of standard 418 

deviations by which an object, in a population of observations, is above or below the mean value. Observations above the 419 

mean have positive Z-scores, while those below the mean value have negative Z-scores. This method can be employed 420 

to identify extremal observations (i.e., outliers) by setting a z-score threshold value. For instance, define a Z-score 421 

threshold equal to 2 means that the all the observations that differ from the mean more than 2𝜎 are tagged as outliers, and 422 

in the case of normally distributed observations they represent the 2.3% of the whole population. 423 

Elbow method is a heuristic method that allows to find the elbow (or knee) of a curve. The implemented method 424 

employs the kneedle algorithm [69] to identify the point of maximum curvature and thus locate the elbow. By finding the 425 

elbow of a univariate vector ordered in descending values it is possible to identify two different regions: the region below 426 

the elbow and the one above the elbow, where observations are tagged as outliers.  427 

Generalized Extreme Studentized Deviate (GESD): is an iterative method that progressively evaluates the presence of 428 

outliers in a univariate timeseries 𝑇 = { 𝑡1, 𝑡2, … , 𝑡𝑛  } through a statistical test [8]. The method initialization requires 429 

(𝑖 =  1) a presumed number of outliers 𝑟 and confidence interval 𝛼, then the following statistical test is performed:  430 

• 𝐻0 There are no outliers in the timeseries 431 

• 𝐻𝑎 There are up to 𝑟 outliers in the timeseries 432 

The hypotheses test is performed by calculating the 𝑅𝑖 statistic and the critical value 𝜆𝑖 as follows: 433 

𝑅𝑖 =
max|𝑡𝑖 − 𝜇𝑇)| 

𝜎𝑇

 𝜆𝑖 =
(𝑛 − 𝑖) ∗ 𝑡𝑝,𝑛−𝑖−1

√(𝑛 − 𝑖 − 1 + 𝑡𝑝,𝑛−𝑖−1 
2 ) ∗ (𝑛 − 𝑖 + 1)

  434 

Where 𝜇𝑇  and 𝜎𝑇  denote sample mean and sample standard deviation of the timeseries, 𝑛  is the timeseries length, 435 

𝑖 =  {1,2, … , 𝑟}  is the iteration number,  𝑡𝑝,𝜈  is the 100p percentage point from the t distribution with ν degrees of 436 

freedom and 𝑝 = 1 −
𝛼

2(𝑛−𝑖+1)
 437 

2.4. Anomaly diagnosis phase 438 

Once the anomaly at meter-level is identified (i.e., anomalous subsequence with at least a severity score S equal to 6), 439 

the diagnosis phase is enabled with the aim to identify if also sub-loads are anomalous in the same time interval and 440 

contribute to the diagnosis definition. The diagnosis process involves only those subsequences that resulted to be 441 

anomalous at meter-level and extend the analysis at sub-load level.  442 

By keeping the same hyperparameter settings (i.e., contexts, subsequence length and group) as previously described, 443 

each sub-load timeseries undergoes through CMP calculation and anomaly detection process using the 4 outlier methods 444 

previously presented. In this way, for each subsequence of the sub-loads, it is possible to assess if the sub-load is 445 

anomalous by calculating the severity score that allows to rank the sub-loads accordingly (i.e., from low to high severity). 446 

The sub-loads that present severity scores in the range (6 - 8) are assumed as anomalous and contribute to the diagnosis 447 

of the anomaly detected at higher level. Otherwise, if no sub-load, for a specific anomalous subsequence at meter level, 448 

reaches an anomaly score at least of 6, the anomaly is considered as undiagnosed. 449 

https://www.itl.nist.gov/div898/handbook/eda/section3/eda3664.htm
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3. Results 450 

The analysis was carried out using the R statistical software [70] for the pre-processing, regression analysis, cluster 451 

analysis and visualization, and Python [71] for the CMP calculation and anomaly detection process.  452 

The presented methodology has been tested on the energy consumption timeseries of a MV/LV transformer cabin (i.e., 453 

substation C) that serves part of the university campus of Politecnico di Torino located in the norther Italy. The monitoring 454 

infrastructure continuously provides both meter-level and sub-meter level measurements of the mean electrical load with 455 

a timestamp of 15 min. The hierarchical structure of the installed monitoring infrastructure is shown in Figure 7: the first 456 

level (blue) refers to the total electrical load of substation C, while the second level (green) shows the associated sub-457 

loads. In addition, the breakdown in terms of average annual energy consumption was provided for each sub-load. 458 

The substation serves a bar and a staff canteen that are at disposal of students and campus staff and, on average, 459 

represent the 2.75% and 15.98% of the yearly electrical energy consumption of substation C respectively. The university 460 

data centre accounts for the 13.17% of the total energy consumption. The administration offices (Rectorate) correspond 461 

to the 3.84% of energy consumption while the mathematics department (DIMAT) to the 2.21%. A relevant amount of 462 

energy consumption (12.18%) is related to the mechanical room. The equipment located in this room includes hot and 463 

chilled water circuits with their associated auxiliaries such as recirculation pumps. The chilled water is produced by two 464 

chillers with nominal electrical power of 220 kW and a rated cooling capacity of 1120 kW, and a reversible water-water 465 

heat pump, with nominal a power and cooling capacity of 165 kW and 590 kW, respectively. 466 

The remaining energy consumption is aggregated under a single synthetic sub-load tagged as “Not labelled” as showed 467 

in Figure 7. It accounted for 48.85% of the yearly energy consumption of the substation and since it is not directly 468 

measured cannot be labelled, as the other sub-loads, respect to the energy service provided or building served. The authors 469 

tested the presented methodology on a one-year dataset that spans from 01/01/2019 to 12/31/2019. The year 2019 was 470 

selected, even if more recent data were available, mainly because the pandemic COVID-19 completely changed the 471 

operational patterns due to the closure of the university campus from February 2020. The raw dataset includes 35040 472 

observations with 15-min timestep. The dataset is characterised by a missing value ratio of less than 0.1%. Inconsistences 473 

were removed and missing values replaced through linear interpolation following the first step of the methodology. 474 

 475 

Figure 7. Hierarchical structure of the electrical load database under study. 476 
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3.1. Contextual matrix profile results  477 

To identify the subsequences to be used for the similarity-join-search through CMP, not overlapping time periods 478 

were evaluated through CART algorithm using the meter-level 15-min electrical load as target variable, and hour of the 479 

day as numeric predictive variable. To preserve the accuracy of the model in the leaf nodes, pertaining the operation hours 480 

of the energy systems (e.g., from 07:00 to 19:00), only working days were considered and days with a low standard 481 

deviation of the electricity demand (e.g., Sundays, holidays) were excluded. 482 

In fact, for days with a low standard deviation of the electricity demand, that are almost flat, the ADD results would 483 

be less sensitive to the subsequence definition. On the other hand, for days with high variability of electricity demand it 484 

is particularly important to extract the best patterns that can properly characterize the load variation over time. In particular 485 

the CART is extremely effective to identify leaf nodes (in this case associated with subsequence length) with low variable 486 

load and others that instead include all the load variability (i.e., morning ramp-up, evening ramp-down). Indeed, even 487 

though the accuracy is not the highest achievable, the results that can be obtained are exactly the ones of interest. 488 

 The adopted stopping criterion, to avoid overfitting of the regression tree, was based on the minimum number of 489 

objects in a child node in order to identify subsequences with a length of at least 2.5 hours. The tree was subjected to 490 

cross validation and cost-complexity pruning, resulting in the five-leaf tree shown in Figure 8(a). For completeness the 491 

leaf nodes resulting from the tree are represented as sub-daily subsequences also in the Figure 8(b), where are reported 492 

with their duration on a daily scale.  493 

 494 

Figure 8. (a) Identification of sub-daily subsequence by means of the CART algorithm (b) graphical representation of the daily load profiles and the 495 
identified subsequences on daily scale.  496 

The model was able to effectively separate the night hours (subsequences 1 and 5 extracted from leaf node 2 and 4 497 

respectively of the tree in Figure 8(a)) from the diurnal operation and was able to identify the ramp-up (subsequence 2 498 

extracted from leaf node 6 of the tree in Figure 8(a)), mid-day operation (subsequence 3 extracted from leaf node 9 of the 499 

tree in Figure 8(a)) and ramp-down (subsequence 4 extracted from leaf node 8 of the tree in Figure 8(a)). The smallest 500 

subsequence lasts 2.5 hours. Following the methodological process, once the reference sub-daily subsequences are 501 

evaluated the contexts for the definition of the CMP can be identified. In this study the context length was defined as the 502 

half of the smallest subsequence length identified (𝑚𝑐  =  2.5h/2 ≅  1ℎ). The outcome of this preliminary step led to 503 

the definition of the lengths of 5 subsequences and 5 contexts (i.e., the number of observations in each subsequence and 504 

context) with their durations for the CMP calculation (Table 1). For instance, the third sub-daily subsequence, that ranges 505 

in [09:00 – 15:45) (as extracted from the tree in Figure 8(a)), has a length of 27 observations (i.e., 27 ∗ 15 𝑚𝑖𝑛 =506 
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6 ℎ 45 𝑚𝑖𝑛) and in the similarity-join-search with CMP all the subsequences of length 27 that starts in the 1ℎ context 507 

[08:15 – 09:15) are compared to identify pairs of nearest neighbours among days in the same group. 508 

Table 1. Context and subsequence lengths. 509 

Subsequence Context 

ID Time interval Duration Length ID Time interval Duration Length 

tw,1 = m1 [00:00 - 06:30) 6 h 30 min 26 mc,1 [23:15 - 00:15) 1 h 4 

tw,2= m2 [06:30 - 09:00) 2 h 30 min 10 mc,2 [05:45 - 06:45) 1 h 4 

tw,3= m3 [09:00 - 15:45) 6 h 45 min 27 mc,3 [08:15 - 09:15) 1 h 4 

tw,4= m4 [15:45 - 19:15) 3 h 30 min 14 mc,4 [15:00 – 16:00)  1 h 4 

tw,5= m5 [19:15 - 24:00) 4 h 45 min 19 mc,5 [18:30 - 19:30) 1 h 4 

 510 

The second step consists in the definition of the groups and was performed using a semi-supervised approach applied 511 

on the set of 365 daily load profiles available in the dataset. Firstly the 75 daily load profiles corresponding to public 512 

holidays, university closures and Sundays were extracted and grouped together in a cluster labelled as Cluster 1. Secondly, 513 

the 47 daily load profiles of half-working days and Saturdays were extracted and assigned to Cluster 2. The remaining 514 

243 daily load profiles, corresponding to working days, were organized into a MxN matrix 243x96 where M is the number 515 

of days considered and N the number of observations per day (i.e., 96 observations considering a 15-min timestep). Then 516 

a hierarchical clustering algorithm with Ward method was implemented on the not normalized daily load profiles. The 517 

silhouette index, implemented in the package NbClust [72], was used to search the optimal number of clusters in a range 518 

between 2 and 6. Three clusters were identified as the optimal partition and were labelled as follows: Cluster 3 (36 519 

profiles), Cluster 4 (183 profiles), Cluster 5 (24 profiles).  520 

Figure 9 shows the five final clusters identified: the grey lines represent the daily load profiles belonging to the cluster 521 

while the coloured line represents the cluster centroids. The clustering process led to well-defined groups of load profiles 522 

each one representing a typical load condition useful to split the CMP for a given context into homogeneous groups for 523 

conducting the anomaly detection process. 524 

 525 

Figure 9. Clusters of daily electrical load profiles with the corresponding centroids. 526 

The CMP was then calculated by self-joining the data for each of the 5 contexts using the Euclidean distance between 527 

not normalized subsequences. The calculation was performed using the open-source Python code [26] implementing the 528 

Series Distance Matrix framework to calculate the CMP. As a representative example in Figure 10 is reported the CMP 529 

for context 5. Since the dataset contains 365 days and a specific context occurs one time per day the resulting CMP is a 530 

365x365 symmetric matrix where each value represents the Euclidean distance between the best matching subsequences 531 
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among two days considering all the possible subsequences that start during the same context. The higher the distance 532 

value the higher the dissimilarity between a pair of nearest neighbours. 533 

 The overall CMP (on the left of Figure 10) shows a weekly regularity: there are typically 5 days with the same 534 

behaviour (green) followed by two days with different behaviour (yellow). Moreover, a change of typical patterns during 535 

summer can be observed, especially during July and August, corresponding to holidays and summer closures of the 536 

facilities of university campus. By further splitting the CMP in the previously defined groups (i.e., clusters), days expected 537 

to behave in a similar manner are grouped together to perform a more robust inspection of anomalous patterns. For 538 

instance, the day 10th of November 2019 (highlighted in Figure 10 at index 62 of cluster 1 sub-matrix of CMP) stands out 539 

to be remarkably different from all the other days in the same cluster, which is not so evident by only visualizing the full 540 

CMP. This highlights the impact that the group definition has, after the CMP computation, for the identification of 541 

contextual anomalies, given the relative importance that a pattern could have according to the group in which it is 542 

compared with its nearest neighbours. As a reference, performing clustering after the definition of the subsequences (and 543 

so contexts) makes it possible to extracted more general patterns (i.e., occurrence time of an anomaly) that can be 544 

compared among groups regardless to their composition (even in the case they change over time).  545 

 546 

Figure 10. On the left the CMP result is reported for the similarity-join search of subsequences that start in context 5. Each value of the matrix shows 547 
the Euclidean distance between the best matching subsequences. Lower the distance better the match. The CMP is divided on the right side into 548 
submatrices according to the membership of each day to one of the predefined groups (i.e., clusters). 549 

3.2. Anomaly detection results 550 

The anomaly detection is performed among the subsequences that start in the same context considering a group at 551 

time. For each context-group CMP matrix, median values of columns/rows of the CMP and the energy consumption 552 

related to the subsequences are stored in the vector 𝑉𝐶𝑀𝑃 and 𝑉𝐸𝑁 respectively, and the four univariate outlier detection 553 
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methods are applied. The methods are tuned as follows: the IQR method is calibrated to consider only the positive outliers 554 

over 1.5 * IQR + Q3, the z-score method considers only the positive observations over a value of 2, GESD method is 555 

initialized with presumed number of outliers 𝑟 = 10 and confidence interval 𝛼 = 0.05 and eventually, the elbow method, 556 

since it is a pure graphical method, considers as outliers all the observations above the evaluated knee point. Each method 557 

defines whether a subsequence is anomalous or not in a Boolean form 𝐵𝑖 = {0,1}. Then, the severity is obtained summing 558 

up the number of positive detections. By summing the two resulting severity vectors 𝑆𝐶𝑀𝑃 and 𝑆𝐸𝑁 an overall severity 𝑆 559 

ranging from 0 to 8 was calculated to robustly rank anomalies from the most to the least severe one.  560 

Figure 11 reports the anomaly detection results obtained for subsequences pertaining the context 5 considering days 561 

in cluster 2. In detail, Figure 11(a) shows the case of the outlier methods applied on the vector of the median Euclidean 562 

distances while the Figure 11(b) on the vector of the energy consumption. It is possible to easily verify that two days, 9th 563 

of November 2019 and 6th of July 2019, were detected as anomalous by all the methods in both the Euclidean distance 564 

and energy consumption vector and this resulted into an overall severity score of 8. 565 

 566 

Figure 11. Example of severity calculation on (a) median Euclidean distance vector and (b) energy consumption vector using the four anomaly detection 567 
methods respectively IQR method, Z-score method, elbow method and GESD. 568 

To reduce the number of spurious alerts, only the severities 6-7-8 were considered as relevant, resulting in 55 569 

anomalous subsequences detected: 20 with severity 6, 7 with severity 7 and 28 with severity 8. A high severity denotes a 570 

significant difference in terms of shape and magnitude of a subsequence within the relative group and context.  571 

Results are summarized in Figure 12 through a calendar plot which shows anomalies over the year for the 5 contexts 572 

considered in the CMP similarity-join-search. According to Figure 12, anomalies resulted to be more frequent at the 573 

beginning and end of the day: 13 anomalous subsequences started in the 1st context, 10 in the 2nd context, 7 in the 3rd 574 

context, 13 in the 4th context and 12 in the 5th and last context. Moreover, the calendar plot clearly shows as 44 anomalies 575 

out of 55 detected, occurred during summer, from June to August, compared to the rest of the year where only 11 576 

anomalous subsequences were detected.  577 

The definition of the 5 contexts and related subsequences, with diversified lengths among contexts, allowed the ADD 578 

process to be effective in finding anomalous subsequences that are limited to one context during the day (i.e., spot 579 

anomalies) and others that instead persisted among subsequent contexts and last until the end of the day (i.e., persistent 580 

anomalies). 581 
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 582 

Figure 12. Calendar plot reporting the occurrence of the detected anomalies through the whole year dataset. Each row corresponds to a different context. 583 
For each day, the colour fill, represents the severity of the anomaly while the symbol represents the cluster membership. 584 

An example of a spot anomaly is the subsequence starting at 05:45 in the second context of Friday 27th of December 585 

2019 that was tagged as anomalous with a severity score of 8. Referring to Figure 13(a) this is a holiday belonging to 586 

cluster 1 where a flat profile is expected to be found. However, a rise of the electrical load after 6:00 and an abrupt switch 587 

off at 9:00 was detected, resulting in a deviation from the centroid of about 285 kWh. The same pattern, shown in 588 

Figure 13 (b), was detected during summer season in the subsequence starting at starting at 05:45 of Monday 12th of 589 

August 2019, when despite the university campus was closed for the summer break, an abnormal increase in electrical 590 

load in the second context was detected resulting into a deviation of more than 280 kWh from the cluster centroid. These 591 

two examples are symptoms of a wrong schedule of the energy systems pertaining to the substation C. 592 
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 593 

Figure 13. Anomalous subsequences identified as spot anomalies, respectively: (a) Monday 12th August 2019 (context 2, cluster 1); (b) Friday 27th 594 
December 2019 (context 2, cluster 1). The daily load profile which includes the anomalous subsequence is represented with the red line while the grey 595 
lines correspond to the daily load profiles included in the relative cluster. The vertical orange band denotes the anomalous subsequence while the band 596 
width is related to the subsequence length. 597 

An example of persisting anomaly is Saturday 6th of July 2019 that presents anomalous subsequences of severity 8 for 598 

the whole day. With reference to Figure 14 (a), starting from an unexpected peak during night hours, the load profile was 599 

anomalous also during the following periods of day by keeping an average offset of almost 80 kW compared with the 600 

cluster centroid, leading to an overall deviation compared to the cluster centroid of about 2490 kWh at the end of the day. 601 

This behaviour is a symptom of energy systems running under unusual conditions, that may be related to a fault, a wrong 602 

schedule, or an exceptional outdoor boundary condition (e.g., high external temperature). A similar behaviour was 603 

observed on Monday the 15th of July 2019 where a wrong schedule of start-up and switch-off resulted in anomalies 604 

starting at 00:00 in contexts 1 and at 19:15 in context 5 leading to a deviation of about 800 kWh compared to the average 605 

cluster energy consumption, see Figure 14 (b). Another example of persisting anomaly is shown Figure 14 (c) where 606 

during winter season on Sunday the 10th of November 2019 an anomalous energy consumption involving subsequences 607 

that respectively start in contexts 3-4-5, is detected, leading to a deviation of about 1620 kWh from the reference 608 

behaviour of cluster centroid.  609 

 610 

Figure 14. Anomalous daily load profiles identified as persisting anomalies, respectively: (a) Saturday 6th July 2019 (context 1, 2, 3, 4, 5 - cluster 2); 611 
(b) Monday 15th July 2019 (context 1, 5 - cluster 4); (c) Sunday 10th November 2019 (context 3, 4, 5 - cluster 1). The anomalous load profile is 612 
represented with the red line while the grey lines correspond to the load profiles contained in the relative cluster. The vertical band denotes the anomalous 613 
subsequences, the band colours are referred to the contexts considered, while the band widths are related to the subsequence lengths. 614 

3.3. Anomaly diagnosis results 615 

The diagnosis process aims to assess if during anomalous subsequences at meter-level also anomalies at sub-load level 616 

occurred, in order to provide an explanation to the detected infrequent energy consumption patterns. A sub-load with high 617 

severity score (i.e., higher than 6) is considered in the diagnosis of meter-level anomalies. The 55 anomalies discovered 618 

at meter-level are investigated and results are presented in the following. In particular, for 8 out 55 anomalous 619 

subsequences, any sub-load does not reach a severity score at least of 6. It means that those anomalies are considered as 620 
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undiagnosed given that it is not possible to clearly recognize abnormal patterns among sub-loads according to the 621 

developed severity score. However, for those subsequences, the “Mechanical room” resulted to be the sub-load with the 622 

highest severity score (ranging between 3 and 5) in any case supporting the end user in the process of interpreting the 623 

detected anomalous energy consumption pattern. For what concerns the 47 remaining anomalies, 30 times are associated 624 

with the occurrence of a single anomalous sub-load (i.e., with severity score at least of 6), 12 times with two anomalous 625 

sub-loads, and 5 times with three anomalous sub-loads. Additional results are reported in Table 2. The table reports the 626 

number of times in which a sub-load or group of sub-loads was identified as a potential root cause to the meter-level 627 

anomaly due to severity scores at least of 6. “Not labelled” and “Mechanical room” are most frequently included in the 628 

lists of sub-loads contributing to the diagnosis of the detected anomalies at meter level, occurring respectively 24 times 629 

and 26 times (also considering the co-occurrence with other sub-loads). Other sub-loads, such as “Canteen”, “Data centre” 630 

were found to be anomalous 4 times while the “Print shop” exhibited an abnormal pattern 11 times. It is worth to note, 631 

that the severity score is formulated to reveal the occurrence of infrequent shapes and magnitudes of the subsequences by 632 

means of analysis that are internal to the timeseries of the single sub-load. It means that, even though some sub-loads 633 

have a relatively low impact in terms of yearly energy consumption on the total one of the whole substation C, the 634 

diagnosis process is able to highlight if they are normally behaving during an anomalous subsequence at meter-level 635 

regardless to their contribution to the total energy consumption. 636 

Table 2. Summary of the diagnosis results. 637 

Number of occurrences Sub-loads contributing to the diagnosis 

16 Not labelled 

11 Mechanical room 

5 Not labelled, Mechanical room 

4 Mechanical room, Print shop 

3 Not labelled, Mechanical room, Print shop 

1 Canteen 

1 Data centre 

1 Print shop 

1 Canteen, Print shop 

1 Mechanical room, Data centre 

1 Canteen, Data centre 

1 Canteen, Mechanical room, Print shop 

1 Data centre, Mechanical room, Print shop 

 638 

Figure 15 reports two representative examples in which the diagnosis approach was able to clearly identify and isolate 639 

the anomalous sub-loads responsible for the anomaly detected at meter-level. Figure 15(a) shows the load profiles of 640 

Saturday 6th of July 2019 during which both the “Mechanical room” and “Not labelled” sub-load contributed to the 641 

anomalous trend detected on the total electrical load of substation C, starting in contexts 1-2-3-4-5. For subsequences 642 

starting in contexts 1-2 the “Mechanical room” and “Not labelled” are both responsible for the anomaly detected. In detail, 643 

to the “Mechanical room” sub-load, is associated a severity score of 8 in both contexts while the “Not labelled” sub-load 644 

has a severity score of 8 for the subsequence starting in context 1 and severity 6 for the one starting in context 2. The 645 

“Mechanical room” was characterized by an unexpected switch-on/off during night hours (00:00 to 01:30) followed by a 646 

second switch-on at 04:00 that, superposed to the infrequent high night load of the “Not labelled”, led to an abnormal 647 

behaviour at meter-level. Then, for the remaining subsequences starting in contexts 3-4-5 only the “Mechanical room” 648 

was identified as responsible with a severity of 8 while the “Not labelled” load showed no impact at meter-level (i.e., very 649 
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low severity, less than 1). Figure 15 shows that the anomalous load of “Mechanical room” after 12:00 led to a deviation 650 

of the “Total Power” load at meter-level until the end of the day.  651 

Figure 15(b) shows the load profiles of Tuesday 30th of July 2019 in which a single sub-load contributed to the meter-652 

level anomaly detected. An early morning start-up at 4:00 of the “Mechanical room” identified by a severity 7 contributed 653 

to the “Total power” anomaly of severity 6 starting in the first context. While an unexpected activity of the “Canteen” 654 

load after 19:00, tagged with severity 8, contributed to the occurrence of an anomalous subsequence of severity 8 at meter-655 

level that started at 19:15 in context 5.  656 

It is very likely that the anomalous behaviour of the “Mechanical room” during night hours, the early start-up and late 657 

switch-off was caused by both incorrect operation and wrong schedule of the chillers. This kind of anomaly can be easily 658 

detected, diagnosed and rectified by facility managers by reviewing the system ON-OFF logics. On the other hand, the 659 

correction of energy management procedures pertaining the “Not labelled” load can be more challenging since there is 660 

no detail about the energy systems served by this sub-load of the substation C. 661 

 662 

Figure 15. Comparison between anomalous meter-level daily electrical load profile and responsible sub-load identified though the diagnosis process. 663 
The figure shows the load profiles of (a) Saturday 6th of July 2019 belonging to cluster 2 and the load profiles of (b) Tuesday 30th of July 2019 belonging 664 
to cluster 4. The vertical bands denote the anomalous subsequences at meter and sub-load level, the band colours are referred to the contexts considered, 665 
while the band widths are related to the subsequence lengths. 666 

4. Discussion and conclusion 667 

In this paper a meter-level ADD process is proposed in order to demonstrate (i) the capabilities of the CMP algorithm 668 

as unsupervised method for detecting anomalies in energy consumption timeseries and (ii) the potential of integrating 669 

such tool in a building energy management system to gain insights on infrequent energy consumption patterns of sub-670 

loads, promoting the correction of anomalies and reduction of energy wastes. The methodology is based on the coupling 671 

of unsupervised, supervised and timeseries analytics methods with domain knowledge to detect infrequent/anomalous 672 

patterns in energy consumption timeseries of building collected at meter-level. 673 
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The capability to identify anomalies that start in specific sub-daily periods (i.e., context) represents an opportunity for 674 

the early-stage identification and prompt correction of incorrect operations that can help prevent energy wastes over time. 675 

The recognized 55 anomalous subsequences start at different times in the identified contexts demonstrating the 676 

importance that the relaxation of temporal constraints (i.e., time alignment in the search of frequent/infrequent patterns) 677 

has in the detection of frequent and infrequent patterns in energy consumption timeseries of buildings. 678 

As a matter of fact, in Figure 16 is reported the percentage of best matching subsequences that begin in each of the 4 679 

possible start-positions of the considered 5 contexts with a duration of 1h, where for instance position 3 is located three 680 

15-min timesteps apart from the beginning of the context. In particular, it is possible to observe that the context length 681 

was fully exploited in the similarity-join-search, allowing to identify pairs of similar subsequences that have 682 

approximately the same overall shape and magnitude even though they are slightly shifted between each other in the time 683 

axis. 684 

 685 

Figure 16. Relative frequency associated to the start positions of best matching subsequences identified through CMP for each context. The start 686 
positions corresponding to the four 15-min timesteps in a context are numbered from 1 to 4.  687 

Correctly defining the number and the length of contexts and subsequences for tuning the similarity-join-search is a 688 

complex task and their wrong setting may negatively affect the capability to isolate important features of the daily load 689 

profile such as the periods related to the start-up or shut down of building energy systems. The regression tree model 690 

(developed using the CART algorithm) has proven to be flexible enough to adapt to different load conditions (also with 691 

reference to different building end-uses as reported in [15]) thanks to the easily generalizable criteria in the tuning of 692 

model parameters. The introduction of the concept of context, i.e., the time interval during which a subsequence of interest 693 

may start, allows to compare subsequences that are not perfectly aligned in the time domain and at the same time to avoid 694 

the computation of similarity-joins that are meaningless considering the operation schedule of the analysed building. 695 

The methodology was tested off-line on a static dataset but was conceptualized to work in semi-real time, by enabling 696 

the ADD process at the end of each reference time interval of subsequences that were extracted from the regression tree 697 

(reported in Table 1). However, the practical implementation requires to tackle different technical challenges.  698 

Firstly, the ADD process must follow the time constraint of the data stream, meaning that the execution time must be 699 

lower that the interval between two subsequent triggers of the procedure itself. The proposed methodology was not 700 

intended to be a pure real-time process preformed upon every new incoming datapoint, rather it was conceived as a semi 701 

real-time batch process that can be performed at the end of each reference time interval; where for batch process is 702 

intended a process in which the whole timeseries must be available before calculating the CMP [25]. In this perspective, 703 

the process execution is triggered only when the last subsequence, that may start in a context, has been fully collected 704 

(i.e., at the end of the reference time intervals). In the analysed case study, the minimum interval of time between 705 

subsequent triggers of the ADD process is 2.5 hours (i.e., the length of the smallest subsequence), meaning that the 706 
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execution time of the whole ADD procedure including CMP calculation on all the timeseries (meter-level and sub-meter 707 

level) must be lower than 2.5 hours. The actual execution time on the offline one-year dataset, tested on 32 GB RAM 708 

Intel(R) Core(TM) i7-4790, is of 1 min and 45 seconds for each load which is far less than 2.5 hours proving that a semi-709 

real-time batch approach is suitable for this kind of analysis and further scalable to a higher number of sub-loads. 710 

However, a streaming approach is more desirable and would enable an even earlier recognition of anomalies. The 711 

computational burden could be reduced performing the CMP calculation by using an incremental approach like the 712 

STAMPI algorithm [25] that adjusts the CMP rather than re-compute it once a new observation is collected.  713 

The second challenge, that exists in the deployment phase of the ADD process is related the so-called cold-start 714 

problem, intended as scarcity of initial data useful to perform an accurate definition of subsequences, contexts, groups for 715 

the CMP calculation. One advantage of the MP algorithm is that, differently from CMP, it does not require a minimum 716 

length of the timeseries to be calculated. On the other hand, since the CMP objective is to perform a similarity-join-search 717 

to discover frequent and infrequent patterns within specific segments of timeseries that may be characterized by a certain 718 

periodicity, with a small dataset CMP may fail to recognize and highlight relevant patterns. A dataset containing at least 719 

4 weeks of observations is desirable in order to have a minimum set of daily load profiles on which it is possible to 720 

perform a more robust discord/motif discovery. With respect to the hyperparameters of CMP (subsequences, contexts and 721 

groups), in the first deployment period, they can be easily defined based on domain knowledge, setting a reasonable 722 

context length and by grouping daily load profiles according to typical building operational schedules. As a first 723 

configuration it is possible to define the subsequences by simply split the 24h into N not overlapping time windows of 724 

fixed length. As a reference, this approach was followed by [13] in the definition of SAX parameters for the 725 

characterization of daily load profiles, where after a sensitivity analysis the suggested setting for N was between 3 and 4. 726 

Instead, the initial number of groups (i.e., clusters) can be based on the weekly operational calendar. For example, a 727 

possible hyperparameter setting may consist in 3 groups (weekday, Saturday and Sundays/holidays), 4 fixed-length 728 

subsequences of 6 hours with the corresponding context of 1h length.  729 

To better discuss this scenario, the authors performed the same experiment on the entire one-year dataset, using this 730 

hyperparameter setting. The results obtained, although not comparable with the ADD results presented in the paper since 731 

no ground truth is available, shows that 40 anomalous sub-sequences were detected at meter-level (almost in the same 732 

periods of the presented results). However, it was possible to noticed that, despite the a-priori grouping and a-priori 733 

subsequence definition is a good compromise, it was not effective as the proposed process, since the context-group CMPs 734 

exhibited very high internal variability of distance values, meaning that the subsequences of daily load profiles within the 735 

same group were not so homogeneous. In this way, a wider distribution of the distances made the identification of isolated 736 

and extremal observations, by means of statistical methods, more difficult to be performed. 737 

Along with the data scarcity, for the CMP algorithm even the abundance of data may represent a critical issue, not 738 

only under the computational point of view but mainly from the conceptual one. Frequent and rare subsequences in the 739 

original concept of CMP are defined as the ones with smallest/largest 1st nearest neighbour distance [25]. This implies 740 

that if a rare subsequence occurs more than once in the timeseries it may be considered as common or even frequent 741 

pattern [73] and tackle this issue is of paramount importance in building energy management since an anomaly if not 742 

promptly detected may persists in time and must not be considered as a motif. A repeated anomaly would cause false 743 

negatives due to the previous anomaly instance being part of all subsequence set: this issue is recognized in the literature 744 

as the twin freak problem [73].  745 

To address the twin freak problem, in the future, the implementation of the kNN distance instead of 1st Nearest 746 

Neighbour distance in the CMP calculation presented in this paper can be included as a process improvement. One of the 747 
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possible algorithmic implementation was discussed in [73] where the authors proposed a density based approach for the 748 

kNN calculation applied in the MP algorithm. A further step would be to enhance the robustness of the ADD 749 

methodology, through the dynamic adjustment of parameters and weights, based on human users’ feedbacks to report 750 

anomaly using a human-in-the-loop training scheme.  751 

Given the variety of building load conditions and their variability throughout the day due to multiple forcing factors 752 

such as the building occupancy, user behaviour, system failures and external boundary conditions it is necessary to assist 753 

energy managers during building operation by means of easily interpretable and effective informative tools. To this aim, 754 

the detection and diagnosis output of the proposed ADD process has been represented with an easy interpretable anomaly 755 

severity score, coupled with an effective visualization that allows to immediately compare the detected anomalous 756 

behaviour with the reference one for the same context and group (i.e., cluster centroid profile). Thanks to the proposed 757 

hierarchical methodological framework, the user is not overwhelmed by the stream of information and data but instead is 758 

supported in the ADD process and involved only in the case the sub-loads determine the occurrence of an anomalous 759 

energy trend at meter-level de facto rationalizing the quality and number of feedbacks he/she receive during the day-by-760 

day energy management operations. 761 
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