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Abstract

The �exibility and dynamism brought over by softwarization for network management have increased the frequency

of con�guration changes. In this context, when a distributed security function is subject to a series of con�guration

changes, a problem that arises is the preservation of the security. The transient from the application of the �rst change

to the last one may present unsecure temporary states, where the required security protection is missing. Establishing a

safe scheduling of the con�guration changes can signi�cantly limit the number of unsecure states and decrease the time

period where the network may be at risk. However, the literature challenged this problem only for centralized �rewalls

or SDN switches, and without applying formal methods to ensure the correctness of the computed scheduling. In order

to overcome these limitations, this paper addresses the problem for distributed �rewalls, aiming to satisfy the largest

number of user-speci�ed network security policies in each transient state. To this end, it proposes a formal methodology

relying on the combination of three main features: automation, formal veri�cation and optimization. This combination

is achieved by pursuing a correctness-by-construction approach, based on the formulation of a Maximum Satis�ability

Modulo Theories problem. A framework has been developed on the basis of this methodology, so that validation tests

have been experimentally executed to assess the feasibility, e�cacy and scalability of the approach.
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1. Introduction

In the last decade, network softwarization has deeply

revolutionized the traditional approaches for both com-

puter network management and security con�guration. The

two most well-known declinations, Network Functions Vir-

tualization (NFV) and Software-De�ned Networking (SDN),

have brought over important contributions, such as the

agility and resilience that network and security admin-

istrators had been always searching for. The orchestra-

tion and security con�guration of large-scale complex net-

worked services have been progressively becoming feasible,

since human beings are currently aided by automated soft-

ware [1]. In this scenario, network updates have become
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extremely frequent (e.g., the creation of a mirror server or

the removal of a deployed function). Consequently, the se-

curity must be updated at the same speed as the network.

The redistribution of the security functions in the logical

topology of the virtual network and their recon�guration

are now more frequent and happen in quite strict times.

This high dynamism characterizing the management

of modern computer networks has severely impacted the

preservation of the security during the updates [2]. A secu-

rity recon�guration commonly occurs when new security

policies, describing the security behavior of the network,

must be enforced. When this con�guration update a�ects

a distributed security function (e.g., new instances of the

function must be deployed in the network, or the rules in-

stalled in some instances must be modi�ed), a transient
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starts from the moment the �rst con�guration change is

applied to when the last one has been applied. In-between

the initial and last change, there are several intermediate

states where the con�guration of the distributed function

has already been modi�ed with respect to the initial one,

but the update is not yet complete. For example, a func-

tion instance has been already removed, but a new one

has not yet been installed. The order in which the con�g-

uration changes are applied in this period of time might

result in unsecure transient states, i.e., states where the

security policies are violated. In particular, a type of net-

work security function for which this problem is critical

is the distributed packet �ltering �rewall, the most com-

monly used function to enforce connectivity security poli-

cies, i.e., to establish which packets are allowed or must

be blocked in a network [3]. Regarding the enforcement

of these policies, an incorrect scheduling of the changes

for the con�guration of a distributed �rewall might result

in a provisional service interruption or, even worse, in a

temporary breach which attackers might exploit, thus en-

dangering the systems connected to the network. As the

presence of transient unsecure states may be impossible to

avoid, a network administrator would want to minimize

them as far as possible, depending on which policies they

prioritize.

Minimizing these unsecure states is especially impor-

tant for environments, such as industrial networks leverag-

ing network virtualization [4], where the presence of safety-

critical and mission-critical systems requires a guarantee

for the correctness of the security management operations

performed in this context. In those networks, the viola-

tion of a connectivity policy might lead to dramatic conse-

quences (e.g., a device should always be reachable during

a security update, or a network component victim of an

attack should be immediately isolated from the rest of the

network). Nonetheless, having the guarantee that the con-

nectivity policies are enforced in as many transient states

as possible would be important for all types of virtualized

networks. Therefore, it is necessary that the problem of

establishing a correct scheduling of the �rewall con�gura-

tion changes is challenged in a formal and provably correct

way. Formal veri�cation solutions have been proposed in

literature to verify network invariants [5] [6] [7], and they

might be applied after the scheduling of the con�gura-

tion changes is computed. However, if then any issues are

identi�ed, the scheduling should be modi�ed and veri�ed

again, and this process might be repeated multiple times.

Instead, a better solution would be that the scheduling

computation would bring alongside a formal proof of its

correctness by pursuing a correctness-by-construction ap-

proach [8], so that a single occurrence of this operation

would be su�cient.

In light of all these motivations, this paper faces the

open problem of optimizing �rewall recon�guration tran-

sients by proposing a novel methodology, called FirewAll

Transients Optimizer (FATO). The aim is to de�ne a

scheduling of the con�guration changes for a distributed

virtual �rewall, that maximizes the number of secure states,

i.e., states where the minimum number of connectivity se-

curity policies is violated, depending on their priority. Op-

timality and higher con�dence in the solution correctness

are achieved throughout the formulation of a Maximum

Satis�ability Modulo Theories (MaxSMT) problem, a tra-

ditional approach to pursue correctness-by-construction [9].

The optimality obtained by MaxSMT also allows to go

beyond the sub-optimality provided by heuristics, which

represent the most common way to face a network update

problem.

The reminder of this paper is structured as follows.

Section 2 overviews the related literature, and remarks the

novelties of this contribution. Section 3 states the problem

challenged in this work precisely. Section 4 describes the

approach that is pursued to face the problem. Section 5

formalizes the models of network components and security

policies. Section 6 illustrates how a ranking is generated

to be associated to the security policies. Section 7 formu-
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lates the MaxSMT problem representing the scheduling

problem for the distributed �rewall con�guration changes.

Section 8 describes the implementation based on the pro-

posed approach, and shows how its e�ectiveness, scalabil-

ity and optimization have been validated. Section 9 dis-

cusses the applicability of this approach to other contexts.

Section 10 concludes the paper and outlines future work.

2. Related Work

State-of-the-art studies have broadly investigated the

problem of guaranteeing that some network security prop-

erties are still valid during a network recon�guration, as an

exhaustive review of this topic discusses [2]. In particular,

during a transient unfolding when a network con�gura-

tion changes, there are three types of security properties

that may be violated: i) when the network fails in deliver-

ing packets to their respective destinations (e.g., because

an intermediate node has been temporarily shut down be-

fore installing a new function), connectivity consistency is

not preserved; ii) when packets can still reach their des-

tination, but not through a speci�c path of middleboxes

during the whole transient, policy (or path) consistency is

not preserved; iii) when availability and boundaries of re-

sources as bandwidth and latency are not guaranteed due

to transitory states, capacity consistency is not preserved.

The methodology presented in this paper contributes

to improving this research area's state-of-the-art with a

broader generalization of the connectivity consistency. All

past works aim at guaranteeing the consistency of a single

category of connectivity policies, called reachability poli-

cies [10]. This property namely aims at preserving the

reachability among network nodes, thus avoiding service

disruptions. Instead, we also consider isolation policies, in

order to deal with attack vectors such as undetected in-

trusions, which may also lead to access control violations

and privilege escalation [11].

This paper challenges this problem for recon�guring

virtual packet �ltering �rewalls, the most commonly used

function for enforcing connectivity policies. The main gaps

of the literature that we propose to �ll are the following:

i) to address the transient problem for distributed �re-

walls, as currently it has been challenged only for central-

ized �rewalls (see Subsection 2.1 for details); ii) to extend

the literature of transient management in programmable

networks, overcoming the limitations deriving of existing

works about the recon�guration of SDN switches (see Sub-

section 2.2 for details); iii) to leverage formal modeling to

de�ne a representation of the behavior for the network

where the �rewall instances are installed (see Subsection

2.3 for details); iv) to apply formal veri�cation to provide

assurance of the solution correctness (see Subsection 2.4

for details).

2.1. Transients in intra-�rewall recon�guration

The literature related to the management of a recon-

�guration transient for packet �ltering �rewalls is lim-

ited. The studies challenging this problem ([12], [13], [14],

[15], [16]) exclusively focus on centralized �rewalls. There-

fore, the transient problem is reduced to a simpler intra-

�rewall policy deployment, where the �rewall con�gura-

tion is meant to be only its rule set. The only objective

is to identify a safe scheduling of the update operations

for the �ltering rules of a single �rewall. The operations

that are considered by these studies are rule appending or

deleting for �rewalls of Type I ([12], [13], [14]), and ad-

ditionally rule moving for �rewalls of Type II ([12], [15],

[16]).

This lack of studies represents a gap that needs to be

�lled, because the complexity of transient management for

inter-�rewall recon�guration is much higher. Inter-�rewall

recon�guration takes longer, so the number of transient

states is higher and passing through unsecure states is

more dangerous. This complexity derives from a larger

number of recon�guration operations that must be consid-

ered (e.g., deployment of new instances, removal of useless

instances). Besides, the intra-�rewall problem becomes
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even less important in virtualized networks, as it is easier

and faster to launch a new virtual �rewall with the new

�ltering rule set to replace the old one, instead of modify-

ing single rules. Therefore this paper aims to address the

problem for inter-�rewall recon�guration.

Besides, the approaches described so far lack formal

veri�cation: they are simply based on greedy algorithms,

which cannot provide correctness of the computed schedul-

ing, and their result might not be the most e�cient by their

admission [12]. In all this, the only type of security policy

that is considered by these approaches is an internal coher-

ence of �rewall policy states, i.e., any packet that is per-

mitted (or denied) by both the initial and target policies is

always permitted (or denied) in the intermediate policies

of the recon�guration transient. Consequently, di�erently

from our work, they never consider connectivity policies,

which would require considering the connection of a �re-

wall to a network where multiple communications might

happen among the connected devices. Lastly, these papers

mainly targeted traditional �rewalls: situations deriving

from network softwarization, such as the usage of contain-

ers (e.g., Dockers) that require the deployment of a new

process if the con�guration of the previous one must be

changed, are totally overlooked.

2.2. Transients in SDN network recon�guration

The advent of SDN has revived interest in the tran-

sient management problem, casting it into the context of

programmable networks [17]. Automation has become a

critical factor in reducing operational times, so recon�gu-

ration of network and security functions can easily occur

with a higher frequency than with hardware-based middle-

boxes. This possibility has allowed reaching better scala-

bility in network management [18], improve elasticity con-

trol of network functions [19], and automatize their con-

�guration [20].

Managing recon�guration transients is a problem that

evidently �ts the current research trend. Nevertheless,

it has been scarcely studied for distributed virtual func-

tions. In fact, the problem of transient optimization for

distributed functions has been investigated in the litera-

ture only for SDN switches so far [2]. These studies are

limited only to two speci�c types of policies. The most

common type, addressed by the majority of related pa-

pers ([21], [22], [23] [24], [25], [26], [27]), is the Per-Packet

Consistency (PPC) policy. In this case, only two paths

must be crossed by the packets: one related to the orig-

inal con�guration of the SDN switches, the other one to

the �nal con�guration after the changes. Therefore, this

kind of policy requires that every packet travels either on

its initial or �nal path, never on intermediate ones. How-

ever, PPC might result too restrictive in some instances

(e.g., sometimes it is su�cient to guarantee that the traf-

�c passes through a �rewall, independently of the other

crossed functions). As such, in some papers ([28], [29]) a

mitigation of PPC is represented by the Way-Point En-

forcement (WPE) policy, for which it is just required that

the packets can always cross a set of speci�c waypoints

during the transient. There also exist studies ([30], [31])

where policies are more complex (e.g., it may be required

that, in the network of a large Internet Service Provider,

speci�c tra�c �ows follow certain sub-paths). However, in

all the mentioned cases, the speci�cation of connectivity

policies is not addressed. This shortcoming translates into

a limitation for the proposed approaches, because connec-

tivity policies represent the most general type of security

policies through which it is possible to check the reachabil-

ity or isolation of tra�c �ow (e.g., checking if a reachabil-

ity policy is satis�ed in a transient state means to analyze

all the possible paths where the tra�c might �ow, and

consider the behavior and con�guration of all the possibly

crossed functions).

Focusing exclusively on SDN switches is a limitation

that our approach aims to overcome by addressing the

transient management problem for more general packet �l-

tering �rewalls. On the one hand side, studies about SDN
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switches address security issues concerning the violation

of connectivity policies only partially, because the con�g-

uration of SDN switches is mainly de�ned to challenge

networking issues with respect to �rewalls. On the other

hand, they overlook the analysis of the impact that the

behavior of other network or security functions, which are

present in the network, may cause to the recon�guration

transient. Moreover, the approach proposed in this pa-

per can enforce optimization criteria (e.g., maximization of

the secure transient states depending on the importance of

each connectivity policy), thanks to the problem formula-

tion as MaxSMT. Instead, in most of the studies analyzed

so far only heuristics and greedy approaches are pursued,

except for [28] and [29], where exact algorithms based on

a Mixed-Integer Program (MIP) formulation are de�ned

for computing an update scheme requiring the minimal

number of intermediate states. Therefore, di�erently from

most state-of-the-art approaches, the method proposed in

this paper can guarantee that the computed solution is

optimal with respect to the de�ned cost functions.

2.3. Formal models of network service graphs

The approach proposed in this paper relies on the for-

malization of network service graphs where the transient

unfolds. The previously described studies related to the

transient management problem for intra-�rewall or SDN

network recon�guration do not lay their foundations on

formal models. However, formalization of network graphs

is common in the literature related to security optimization

against cyber-attacks. Examples of relevant state-of-the-

art approaches that use formal models of network service

graphs are [32], [33] and [34]. However, despite the sound-

ness and richness of their models, they di�er from the ones

proposed in this paper, as they could not be adapted to

solve the �rewall transient management problem. On the

one hand, [32] and [33] model network graphs with a rep-

resentation named resource graph. This formalization is

syntactically equivalent to attack graphs, as those mod-

eled in [35], but it models network resources instead of

vulnerabilities di�erently from the latter. Resource graphs

also model possible changes to be applied to the network

topology, e.g., the removal of existing services, the addi-

tion of services not initially present, and the relocation of

services from one host to another. On the other hand, [34]

pursues a time-driven approach to capture network states

at di�erent times. However, these formal approaches are

not enough for managing a transient deriving from a �re-

wall recon�guration. Solving this problem also requires

modeling the tra�c �ows crossing the network, because

intermediate functions can modify packets before reach-

ing a �rewall instance. Therefore, di�erently from them,

we also model the behavior of other network and security

functions (e.g., load balancers, network address transla-

tors) which compose the network service where the recon-

�guration transient occurs. Besides, our approach specif-

ically introduces models that are compliant with a rank-

ing of the isolation and reachability policies that must be

guaranteed in the network, so that they can have di�erent

relative priorities.

2.4. Application of formal veri�cation

Most of the cited papers do not enforce formal veri�ca-

tion techniques (e.g., model checking or state exploration)

to increase the con�dence in the correctness of the solu-

tion for the transient problem. Instead, the methodology

proposed in this paper is inspired by the many approaches

that in literature have been proposed to formally verify

network security policies in computer networks ([36, 37,

38, 5, 6, 7]). However, the scope of these approaches is

di�erent with respect to the work described in this paper,

because they lay their foundations on performing formal

veri�cation on static snapshots of the network data plane.

However, pursuing a similar modeling strategy and embed-

ding it in the context of a correctness-by-construction ap-

proach is helpful to solve the transient problem in a formal

way, through which the behavior of the entire network is
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analyzed before the solution to the problem is established.

Thanks to this approach, we can provide higher con�dence

in guaranteeing that the computed solution is e�ectively

correct with respect to studies that do not leverage formal

methods.

3. Problem Statement

This section �rstly characterizes the transient problem

for a distributed �rewall recon�guration. Then, it explains

the issues that may derive from an incorrect or unopti-

mized transient management under real-world constraints.

A motivating example, based on a realistic network, is used

to underline further the problems occurring when connec-

tivity policies are not adequately respected during a recon-

�guration transient. Finally, automation, formal methods

and optimization strategies are proposed as solutions to

overcome the issues.

3.1. Characterization of a �rewall recon�guration transient

The con�guration of a distributed packet �ltering �re-

wall requires a security manager to contemplate two man-

agement aspects at the same time: the establishment of

the allocation scheme and the de�nition of the �ltering

rules.

The �rst aspect, i.e., the de�nition of an allocation

scheme, involves deciding the positions where the �rewall

instances should be allocated in the network service. In-

stead, the second aspect consists of generating the �ltering

rules through which each �rewall can decide if the input

packets should be discarded or forwarded to the next hop

in the path towards their destination. The �rewall alloca-

tion scheme and �ltering rules are typically established to

enforce some connectivity policies, i.e., security properties

for the communications that might happen in the network.

Since the con�guration of a distributed packet �lter-

ing �rewall requires considering both these management

aspects, it is clearly a complex task. It also requires a

high level of expertise if manually managed by a human

being. Nevertheless, multiple approaches have been pre-

sented in the literature, where this task is performed auto-

matically without the need of manual interventions ([39],

[20]). These contributions have eased the work of security

managers and, at the same time, have strengthened the

security guaranteed by such a kind of network functions.

In light of this, nowadays it is easier and more common to

establish a new �rewall con�guration, when the original

con�guration is not valid anymore.

When a new �rewall con�guration is thus computed,

it di�ers from the initial con�guration for at least one of

the two management aspects: the allocation scheme might

have changed (e.g., a new �rewall instance is introduced,

or an existing one is removed), or the �rewall rules might

have been adjusted to be compliant with the connectivity

policies. Therefore, the initial status of the security ser-

vice must be accordingly updated with a series of di�erent

types of operations: deployment of a new virtual �rewall,

removal of an existing �rewall, update of the �ltering rules

of a �rewall instance, deviation of a tra�c �ow so that it

can reach a new node that was not present in the initial

service. The �rewall recon�guration transient consists of

a speci�c ordering of these operations, so that the global

con�guration is changed from the initial state to the target

one. The number of intermediate states corresponding to

this transient is thus equal to the number of changes that

are applied to the �rewall con�guration, i.e., the number

of newly deployed instances, the number of removed in-

stances, the number of modi�ed �ltering rule sets.

3.2. Issues of a �rewall recon�guration transient

Under real-world constraints, the security preservation

of the connectivity policies during recon�guration tran-

sients becomes an important matter when the time length

of these transients is not negligible. If a transient lasts only

a few seconds, the problem is less felt because, in such a

short span of time, an attacker could not easily perform

access control violations, privilege escalations, or other at-
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tack types that undermine the connectivity policies. How-

ever, this is not the typical case of virtual networks.

From the analysis of the studies discussed in Section 2,

typical transients that have been evaluated are composed

of a few tens of states. Each state consists of the de-

ployment/removal of a virtual function (e.g., a softwarized

SDN switch, a Virtual Machine) or updating the function

rules (e.g., all the rules of a virtual �rewall). The time re-

quired for these operations may be not negligible. On the

one hand, Openstack requires more than 5 seconds to de-

ploy a single machine [40], and it has an update rate of 250

rules per second [41], if all the rules pertain to the same

machine. On the other hand, a well-known NFV orchestra-

tor, i.e., Open Source MANO, requires a Deployment Pro-

cess Delay (DPD) of 134s [42], where DPD is the time the

orchestrator takes to deploy and instantiate a VNF within

an already booted VM and setup an operational network

service. Therefore, supposing that a transient is composed

of 20 states and each of them consists of the deployment

of a virtual machine, the transient may require around 100

seconds in an environment based on Openstack, more than

10 minutes with Open Source MANO. Parallelization may

improve these worst-case times, but not drastically. Tran-

sients requiring some minutes are common in big virtual

networks, and these long times are perfect chances for in-

truders to exploit intermediate states where services are

not protected.

During the recon�guration transient, not all the con-

nectivity policies (i.e., reachability and isolation policies)

might be satis�ed in each intermediate state, even though

preserving their satisfaction as much as possible would be

required to ensure a higher level of security during the con-

�guration. In particular, two well-known issues that may

occur due to this problem are the following ones.

The �rst issue is service disruption. For example, we

can suppose that a service is linked to clients external to

its subnetwork through two paths, guarded by a �rewall

each, but only one of them has an allowing rule for commu-

𝑓7

𝑒1

𝑒2

𝑓10 𝑓8 𝑓9

𝑓12 𝑒5

𝑒6

𝑒3

𝑓11𝑒4

Figure 1: Network topology example

nications between the server and the clients. If the �rewall

recon�guration establishes that the allowing rule must be

removed from the original �rewall node and added to the

other one, if the latter operation is executed some seconds

or minutes after the former, the service is not available

anymore to be accessed.

The second issue is possible opening to cyber-attacks

related to undetected intrusions. For example, we can sup-

pose that a �rewall must be removed, another one must be

set up in a di�erent position of the graph, and the �rst op-

eration happens before the second one. In that case, there

might exist a period (i.e., some intermediate states of the

transient) where some kinds of tra�c, which were previ-

ously blocked by the removed �rewall and would be later

blocked by the �rewall to be deployed, can pass through

those positions, thus violating some isolation policies.

3.3. Motivating example

These problems can also be explained with the aid of

a motivating example. Figure 1 represents a snapshot of

the con�guration of a distributed �rewall, with three in-

stances, in a network whose topology is a simpli�ed version

of a real one, i.e., the network of our university depart-

ment. At a certain time, a cyber-attacker manages to take

over node 𝑒2, hosting a mysql service. This event demands

to block any communication towards 𝑒2, and at the same

time to make the mysql service hosted by node 𝑒5 avail-

able for any other network component, as it is a mirror

of that in 𝑒2. The security manager is thus required to

perform multiple changes to the �rewall con�guration: (i)

a new instance must be deployed between 𝑒2 and 𝑓7 to

make the former inaccessible; (ii) 𝑓12 must be removed, as
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𝑒5 must become the replacement of 𝑒2; (iii) the rule sets

of 𝑓10 and 𝑓11 must be updated, so as to allow tra�c re-

spectively between 𝑒1 and 𝑒4 on one side, and the mysql

service listening to port 3306 on the other side.

Deciding the ordering of these operations is not trivial

and it can impact network security or service availability

during the transient. If the new �rewall instance blocking

𝑒2 is deployed before removing 𝑓12 or updating 𝑓10 and 𝑓11,

any secondary e�ect of the cyber-attack is immediately

stopped, but the mysql service remains unavailable for a

longer time. Alternatively, if �rst 𝑓12 is removed, that

service can be accessed by some network nodes (but not

all of them, until 𝑓10 and 𝑓11 are not updated). However,

the attacker that has taken control over of 𝑒2 would still

have some time to propagate the attack to other parts

of the company. Therefore, the decision depends on the

priority that is assigned to the connectivity policies.

Additionally, this decision should be taken in quite

strict times, as demanded by ever-changing virtual envi-

ronments. Due to these circumstances, human beings are

under more pressure and more prone to make mistakes.

So, not only the scheduling of con�guration changes may

be sub-optimal (i.e., the connectivity policies are not en-

forced in as many states as possible), but it may even be

incorrect (e.g., a policy that must not be violated in any

transient state is violated in at least one of them).

3.4. Solutions to improve transient management

In light of all these considerations, it would be thus cru-

cial to identify the ordering of the con�guration changes

which would maximize the security for the intermediate

states of the transient from an initial con�guration to a

di�erent one. In our vision, this objective translates into

maximizing the number of connectivity policies that are

satis�ed in each transient state. The advantage of this ob-

jective de�nition for the transient optimization is twofold.

On the one hand, each state would result to be as much

secure as possible, because the majority of the security

requirements for which the recon�guration occurs are en-

forced in it. On the other hand, in almost all the cases,

the security policies are also satis�ed as early as possible,

because the enunciate objective aims at their enforcement

since the �rst states of the transient. For example, when

the position of a �rewall must be changed to block a spe-

ci�c tra�c �ow, the recon�guration transient involves two

operations as it is common practice in virtual networks,

i.e., removing the current instance and deploying the new

one in the required position. Only performing the latter

operation before the former satis�es the optimization ob-

jective previously expressed, because in this way the isola-

tion policy related to that tra�c �ows is already satis�ed,

even before removing the old instance.

However, establishing an optimal scheduling of a dis-

tributed �rewall recon�guration changes, compliant with

the de�nition of this objective, is commonly unfeasible

and unbearable for human beings, due to the composite

complexity of all the involved parties (i.e., the initial and

target security service topologies, the connectivity poli-

cies). Therefore, this task should be automated so that

the scheduling is automatically computed based on infor-

mation related to the network topology and the connec-

tivity policies. Additionally, by automatizing this task,

it is possible to enrich the process with two other impor-

tant factors, i.e., optimization and formal veri�cation. On

one side, commonly some policies are more important than

others. This aspect should thus be considered when com-

puting the scheduling of the operation changes, but at the

same time represents another factor that makes a man-

ual operation impractical or deeply unoptimized. On the

other side, providing higher assurance that the computed

scheduling is correct would be an important feature for

environments where safety-critical or mission-critical sys-

tems are present.

To summarize, automation, paired with formal meth-

ods and optimization, comes in handy for overcoming these

limitations, and reaching a solution in fast times with

8
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higher con�dence in its correctness.

4. The Proposed Approach

This section describes the approach pursued in the

de�nition of the FirewAll Transients Optimizer (FATO)

methodology, which aims to solve the stated problem au-

tomatically. Figure 2 depicts the full work�ow of the pro-

posed approach, showing the inputs speci�ed by the user

(Subection 4.1) and the interaction among the di�erent

components of the FATO methodology (Subsection 4.2).

4.1. Inputs for FATO

FATO requires the following inputs:

� the initial virtual network topology, together with

the initial con�guration of the distributed �rewall

(i.e., the beginning state of the recon�guration tran-

sient);

� the target virtual network topology, together with

the target con�guration of the distributed �rewall

(i.e., the �nal state of the recon�guration transient);

� a set of target connectivity policies that must be sat-

is�ed by the target con�guration. Optionally, a sub-

set of these policies may be speci�ed as a special

class, called persistent policies: when a policy be-

longs to this class, it must be satis�ed throughout

the whole transient, not only in the �nal state;

� an optimization pro�le, providing FATO with use-

ful information to establish the relative priority of

the connectivity policies. Some optimization pro�les

additionally require the speci�cation of a partial or

total order relationship for the policies.

The �rst inputs are the initial and target network topolo-

gies, enriched with the initial and target �rewall con�gu-

rations. They are referred to as initial Security Service

Graph (𝐺 𝐼 ) and target Security Service Graph (𝐺𝑇 ). For

each one of them, the �rewall con�guration is composed

of the allocation scheme of the �rewall instances and the

�ltering rules of each instance. The allocation scheme rep-

resents how the �rewalls have been positioned in the net-

work topology, which may also be composed of other types

of network and security functions. Instead, the �ltering

rules for each instance of the packet �ltering �rewall are

composed of a set of well-known IP 5-tuple-based rules

and a default action applied whenever no rule matches a

received packet. Speci�cally, each �rewall rule de�nes the

conditions to be matched by the values of the �ve elements

of the IP 5-tuple (i.e., source and destination IP addresses,

9



source and destination ports, transport-level protocol) and

the corresponding action to be enforced when the condi-

tions are satis�ed. The �rewall rules belonging to the ini-

tial and target con�guration are respectively called initial

Firewall Rules (𝑅𝐼 ) and target Firewall Rules (𝑅𝑇 ). All

the information captured by these inputs (e.g., the network

topology, the tra�c �ows crossing them, the �rewall con-

�gurations) is formally represented in the FATO method-

ology through the models illustrated from Subsection 5.1

to Subsection 5.4.

The third input is a set of connectivity policies, in this

paper also called target Network Security Policies (𝑃𝑇 ),

which the target �rewall con�guration must enforce. The

connectivity policies establish which packet �ows, iden-

ti�ed by the values of the IP 5-tuple �elds, must reach

their destination, and which ones must instead be blocked.

Therefore, they can be respectively divided into reachabil-

ity and isolation policies. The 𝑃𝑇 set includes both per-

sistent and non-persistent policies. The formal model for

𝑃𝑇 is illustrated in Subsection 5.5.

The fourth input is an optimization pro�le, i.e., a com-

pact indication for FATO about the relative priority of the

connectivity policies. Some pro�les additionally require

that the user speci�es a partial or total order relationship

for 𝑃𝑇 (i.e., the speci�cation of the fact that each policy

or group of policies is more or less important than one

or a group of other policies). In particular, the following

pro�les have been de�ned, but more can be de�ned:

� security-max : the objective is that the isolation poli-

cies must have higher priority than the reachability

policies;

� service-max : the objective is that the reachability

policies must have higher priority than the isolation

policies;

� policy-max : the objective is to maximize the num-

ber of policies that are satis�ed in each intermediate

state;

� state-max : the objective is to maximize the number

of intermediate states where each policy is satis�ed

depending on an order relationship speci�ed by the

user.

The �rst two pro�les (i.e., security-max and service-

max ) allow the user to additionally specify a partial order

relationship for each group of policies (i.e., for the group

of isolation policies and the group of reachability policies).

For each group, the user can de�ne some policies with

higher priority and other policies with lower priority. The

policy-max pro�le does not allow the user to specify any re-

lationship between policies. Instead, the state-max pro�le

always requires a partial or total order relationship de�ned

by the user for the policies. Note that relationships can-

not be de�ned for persistent policies, because they must

be enforced in any intermediate transient state a-priori.

4.2. FATO Methodology

The FATO methodology works as follows.

Firstly, from the speci�cation of the optimization pro-

�le and, optionally, the partial or total order relationship

for the policies, FATO de�nes a ranking for the input poli-

cies (with the exclusion of the persistent policies, because

they must be enforced in any intermediate state), as it

comes handy for the de�nition of the optimization prob-

lem. The same rank can be assigned to multiple policies, if

they have the same relative priority. The user could have

personally de�ned this ranking. Still, such an operation

would not have been suitable to be manually performed

by a human being. Possible reasons may be that the num-

ber of policies may be high, or the person in charge of

this task may want to specify only a partial order rela-

tionship between the policies instead of a complete rank-

ing. Additional information about the ranking generation

is provided in Section 6.

Then, the initial and target security graphs with the

�rewall con�gurations, the target policies and their rank-

ing are used by FATO to formulate a Maximum Satis�a-

10



bility Modulo Theories (MaxSMT) problem. With respect

to the traditional Satis�ability (SAT) problem which is

well-known in mathematical logic, an SMT formulation is

based on predicate logic, and it exploits additional theories

than the only Boolean algebra (e.g., integer and string the-

ories). Additionally, a MaxSMT formulation di�ers from a

standard SMT formulation because it is composed of two

types of constraints. A �rst category is made by hard con-

straints, which must always be satis�ed to �nd a correct

solution to the problem. If at least a hard constraint is not

ful�lled, then the problem is unsatis�able. Other clauses,

called soft constraints, do not strictly require satisfaction

for reaching a solution. They are given a weight, and the

objective is to maximize the sum of the weights assigned

only to the soft constraints that are e�ectively ful�lled.

On the basis of this de�nition, the FATO methodol-

ogy builds a MaxSMT problem composed of the hard and

soft constraints illustrated in Section 7. Throughout this

formulation, the aim of the methodology is to maximize

the number of intermediate states in the transient from

𝐺 𝐼 to 𝐺𝑇 where the policies of the 𝑃𝑇 set are enforced.

After solving this optimization problem, FATO identi�es

the optimal order of con�guration changes, in such a way

that the optimization ful�lls the criteria derived from the

ranking (i.e., from the optimization pro�le and the order

relationship for the policies, speci�ed by the user). This

scheduling can be followed by a human who manages the

virtual network, or a state-of-the-art orchestrator can ex-

ploit it to perform the required actions.

According to the correctness-by-construction principle

enabled by MaxSMT, the computed solution is correct,

as long as the formal models de�ned for the problem (i.e.,

the set of �rst-order logic formulas that express them) cor-

rectly model the real problem. Speci�cally, the formal

models whose correctness impacts the correctness of the

solution itself are those of network functions and tra�c.

About the former, in literature approaches, such as [43],

are already de�ned for automatically extracting formal

models of network functions starting from a representa-

tion, expressed in a high-level programming language like

Java, of a given virtual function. With these approaches,

it is possible to get models that provide high con�dence

about their adherence to the function behavior. About

the latter, the tra�c model proposed in Subsection 5.3

is intuitively coherent with the representation of network

packets, as it is based on the �ve traditional �elds of the

IP 5-tuple. For all these reasons, the FATO methodology

can provide higher con�dence in the solution correctness

than a solution computed manually or with a standard

algorithm.

Finally, there might be cases where the FATO method-

ology cannot compute a solution. A �rst case of error

occurs when the initial and target security graphs spec-

i�ed by the user have totally di�erent topologies. For

FATO, the problem is formulated in a way that, whenever

a scheduling can be successfully computed for the �rewall

recon�guration changes, the number of transient states is

�nite and predetermined, as it corresponds to the number

of recon�guration changes itself. In case the topologies

of the initial and �nal graphs are totally di�erent, then

the transient length would not be predetermined. How-

ever, this speci�c case represents an error condition for the

problem, because we are interested in managing recon�g-

uration transients speci�cally for changes related to dis-

tributed �rewalls, not to other functions that are present

in the network. A second case of error occurs when no so-

lution that satis�es the user requirements can be computed

for a problem instance, e.g., because the input connectiv-

ity policies are con�icting or a persistent policy is violated

in at least a transient state. Under these circumstances,

FATO noti�es the user with a non-enforceability report

about the unsatis�ability of the problem, so that they can

modify the inputs accordingly.
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Figure 3: Security Service Graph with �rewall allocation scheme

5. Formal Models

A formalization of the network components and the se-

curity policies is required so that the solution computed for

the MaxSMT problem can be formally correct. Therefore,

this section deals with the illustration of their formal mod-

els. The formal models of tra�c �ows, of network func-

tions and partially of security policies are mutated from

the modeling approach proposed in [7]. TABLE 1 includes

the main formal notations (symbols, functions, predicates,

operators) used in the next sections.

5.1. Security Service Graphs model

The initial Security Service Graph is modeled as a di-

rected graph 𝐺 𝐼 = (𝑁𝐼 , 𝐿𝐼 ) where 𝑁𝐼 is the set of ver-

tices, representing the network nodes, while 𝐿𝐼 is the set

of edges, representing directed connections between nodes.

This graph represents how the allocation scheme of the

distributed �rewall is de�ned at the initial state of the

transient, and it is internally represented in the FATO

methodology as follows. Assuming that Figure 3 depicts a

Security Service Graph, the dotted circled boxes appearing

in the picture, called Allocation Places (APs), represent all

the logical positions where a �rewall instance may be po-

sitioned. In this example, two of them are e�ectively �lled

with �rewalls (i.e., 𝑓12 and 𝑓16). The others are empty, but

some instances may be deployed there in a Security Ser-

vice Graph representing a di�erent state of the transient

(e.g., the �nal one).

Focusing on the two sets composing the 𝐺 𝐼 model, the

𝑁𝐼 set includes end points among which communications

might happen, service functions such as load balancers and

Symbol/Function/Predicate/Operator De�nition

B = {true, false} Boolean set
𝐺 𝐼 = (𝑁𝐼 , 𝐿𝐼 ), 𝐺𝑇 = (𝑁𝑇 , 𝐿𝑇 ) initial and target Security Service Graphs
𝐺𝑈 = 𝐺 𝐼 ∪ 𝐺𝑇 = (𝑁𝑈 , 𝐿𝑈 ) union Security Service Graph
𝑛𝑘 ∈ 𝑁𝑈 the element of 𝑁𝑆 identi�ed by 𝑘

𝑐1 = |𝑁𝑈\𝑁𝐼 | number of times when a �rewall becomes active
𝑐2 = |𝑁𝑈\𝑁𝑇 | number of times when a �rewall is removed
𝑐 = 𝑐1 + 𝑐2 number of transient states
𝑆 = [𝑠0, 𝑠1, .., 𝑠𝑐−1, 𝑠𝑐] state sequence
𝑇 set of all the packet classes
𝑡 = (IPSrc, IPDst, pSrc, pDst, tProto) single tra�c
𝑡, 𝑡0 a class of packets and empty set of packets
𝐹 set of all tra�c �ows
𝑓 = [𝑛𝑠 , 𝑡𝑠𝑎, 𝑛𝑎, 𝑡𝑎𝑏 , 𝑛𝑏 , ..., 𝑛𝑘 , 𝑡𝑘𝑑 , 𝑛𝑑] tra�c �ow
𝑑𝑛 default action of �rewall 𝑛
𝑅𝑛 �ltering rules of �rewall 𝑛
𝑟 = (𝑐𝑟 , 𝑎𝑟 ) single rule of �rewall 𝑛
𝑐𝑟 = (IPSrc, IPDst, pSrc, pDst, tProto) rule condition of �rewall 𝑛
𝑎𝑟 rule action of �rewall 𝑛
𝑃𝑇 = 𝑃𝑃

𝑇
∪ 𝑃𝑁

𝑇
set of Network Security Policies

𝑃𝑃
𝑇

persistent Network Security Policies
𝑃𝑁
𝑇

non-persistent Network Security Policies
𝑝 = (𝐶, 𝑎) single Network Security Policy
𝑝.𝐶 = (IPSrc, IPDst, pSrc, pDst, tProto) policy condition
𝑝.𝑎 policy action
𝑀𝐷 dominance matrix
𝜋: 𝐹 → (𝑁𝑈 )∗ maps a �ow to the ordered list of
𝜏: 𝐹 × 𝑁𝑈 → 𝑇 maps a �ow and a node to the ingress tra�c
transform: 𝑁𝑈 × 𝑇→𝑇 maps a node and a tra�c to the transformed tra�c
bti: B × {0, 1}→𝑇 maps a Boolean value to the corresponding integer
active: 𝑁𝑈 × 𝑆 → B true ⇔ the node is active in the state 𝑠

con�gUpdate: 𝑁𝑈 × 𝑁𝑈 → B true ⇔ the two nodes share the same AP
deny: 𝑁𝑈 × 𝑇→B true ⇔ 𝑛 drops all the packets of tra�c 𝑡

match: 𝑅𝑛 × 𝑇 → B true ⇔ the rule conditions match the tra�c
satis�ed: 𝑃𝑇 × 𝑆→B true ⇔ the policy is satis�ed in the state 𝑠

𝑡1 ⊆ 𝑡2 ∈ 𝑇 𝑡1 is a sub-tra�c of 𝑡2
𝑝 � 𝑝′ ∈ 𝑃𝑁

𝑇
𝑝 dominates 𝑝′

𝑝 ‖ 𝑝′ ∈ 𝑃𝑁
𝑇

𝑝 and 𝑝′ are independent
∧, ∨, ¬ used for conjunction, disjunction, negation
. used to denote a speci�c tuple element (e.g., given a tuple

𝑡 = (𝑎, 𝑏, 𝑐), 𝑡.𝑎 identi�es element 𝑎 of tuple 𝑡)

Table 1: Notation

tra�c monitors, the APs that have not been �lled with a

�rewall instance, and the �rewalls that instead have been

allocated. Each element of 𝑁𝐼 is uniquely identi�ed by a

non-negative integer index 𝑘, and 𝑛𝑘 denotes the element

of 𝑁𝐼 identi�ed by 𝑘. In this way, each element of 𝐿𝐼 is

uniquely identi�ed by a pair of non-negative integers, i.e.,

𝑙𝑖 𝑗 ∈ 𝐿𝑆, with 𝑖 ≠ 𝑗 , is the edge from 𝑛𝑖 to 𝑛 𝑗 . To this end,

it can be de�ned that index(𝑛𝑘 ) = 𝑘.

The target Security Service Graph is similarly de�ned

as a directed graph 𝐺𝑇 = (𝑁𝑇 , 𝐿𝑇 ). As for 𝑁𝐼 , each ele-

ment of 𝑁𝑇 is uniquely identi�ed by a non-negative integer

index 𝑘, and index(𝑛𝑘 ) = 𝑘. It is possible that an element

of 𝑁𝑇 has the same index as an element of 𝑁𝐼 , and it is

possible that an element of 𝐿𝑇 is denoted by the same pair

of non-negative integers as an element of 𝐿𝐼 . This simply

means that the elements are the same for both the graphs.

At this stage, the concept of union Security Service

Graph (𝐺𝑈 ) is introduced. It is a directed graph modeled

as 𝐺𝑈 = (𝑁𝑈 , 𝐿𝑈 ), where 𝑁𝑈 = 𝑁𝐼 ∪𝑁𝑇 and 𝐿𝑈 = 𝐿𝐼 ∪𝐿𝑇 .

It basically represents the union of the initial and target

graphs, where a single instance of the nodes with the same
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Figure 4: Generation of the union Security Service Graph

index which appear in both is kept, and the same is applied

to the links. It is evident that, in this graph, nodes which

are not active at the same time might be present (e.g., a

�rewall which was present in 𝐺 𝐼 , but has been removed in

𝐺𝑇 ). Nevertheless, this representation is useful to consider

all the possible paths in any situation, independently of the

moment when a node might be active.

A clarifying example of how 𝐺𝑈 is computed from the

input 𝐺 𝐼 and 𝐺𝑇 is represented in Figure 4. In their

models, the APs that have not been �lled with �rewall

instances are still present, but they have the simple role

of forwarders, i.e., it is as if they forward each received

packet to the next hop. Their presence eases the formal-

ization of the state models and the hard constraints of the

MaxSMT problem. In the automatically derived 𝐺𝑈 , it is

possible that two �rewalls, with di�erent indexes, refer to

the same logical position (as for nodes 𝑓20 and 𝑓22). This

means that, even though they share the same position in

the allocation scheme, they have di�erent rules, so they

are distinct entities in the model.

To this regard, in some types of virtualized networks

(e.g., where �rewalls are implemented as Virtual Machines,

and not as containers), the con�guration of a single in-

stance is allowed, without the need to instantiate a new

process replacing it. This possibility is modeled with the

con�gUpdate : 𝑁𝑈 × 𝑁𝑈 → B predicate, which is true

if the two input nodes of 𝑁𝑈 share the same AP and

they represent two di�erent con�gurations of the same

virtual �rewall instance. Referring to the previous ex-

ample of Figure 4, if 𝐺𝑈 derives from the representa-

tion of an NFV-based network, and 𝑓20 and 𝑓22 represent

two di�erent con�gurations for the same instance, then

con�gUpdate( 𝑓20, 𝑓22) = true.

5.2. State Sequence model

In the transformation of 𝐺 𝐼 into 𝐺𝑇 , four elemental

con�guration changes have been considered: (1) deploy-

ment of a new �rewall instance, (2) removal of an existing

�rewall instance, (3) update of the �ltering rules for a �re-

wall instance, (4) deviation of the tra�c that was sent to

a removed �rewall instance to another instance that has

been deployed. In modeling the sequence of states charac-

terizing the transient due to the distributed �rewall recon-

�guration, however, it is enough to consider the number of

changes of type (1) and (2), i.e., deployment and removal

of single instances. The reasons why the other change

types are not explicitly represented for the state sequence

models are the following.

Regarding the update of the �ltering rules for a �rewall

instance, this event cannot be always performed instanta-

neously. If a �rewall implemented as a virtual machine in

a NFV-based networks could be e�ectively updated, the

same does not apply to a container, where there is instead

the necessity to launch a new �rewalling process, with the
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newly required rule set. Therefore, the rule update can

be represented as a combination of �rewall deployment

and removal operations, and for the NFV-based example

it is enough to introduce a speci�c hard constraint in the

MaxSMT problem so that during the rule update other

con�guration changes are not performed (more details are

presented later, in Subsection 7.2).

Regarding the deviation of a tra�c �ow so that it can

reach a di�erent �rewall located in the same AP where

a removed one was previously present, this operation can

be represented as well through a hard constraint. This

constraint can impose that the new instance becomes ef-

fectively active (i.e., it can receive and forward packets)

only after the previous one has been deactivated (i.e., it

cannot receive anymore the tra�c).

Combinations of these elemental operations are also

enough to represent more complex types of con�guration

changes. For example, a �rewall policy migration can be

modeled as the removal of the node of the 𝑁𝑈 set repre-

senting the old con�guration, and the introduction of the

node representing the new one, also in a di�erent position

of the topology. Instead, a �rewall policy combination can

be modeled as the removal of two nodes of 𝑁𝑈 , and the

introduction of a new one.

In light of these considerations, the total number of

states for the recon�guration transient is computed as 𝑐 =

𝑐1 + 𝑐2. Speci�cally, 𝑐1 = |𝑁𝑈\𝑁𝐼 | and 𝑐2 = |𝑁𝑈\𝑁𝑇 |,

where, given two sets of nodes 𝑁𝑥 and 𝑁𝑦, 𝑁𝑥\𝑁𝑦 repre-

sents the set of nodes which are present in 𝑁𝑥 , but not in

𝑁𝑦. In this de�nition, 𝑐1 represents the number of times

when a �rewall that was not present in the service is de-

ployed and becomes active, while 𝑐2 represents the number

of times when a �rewall that was previously active is re-

moved.

Once computed 𝑐, a state sequence 𝑆 is created, de�ned

as a list 𝑆 = [𝑠0, 𝑠1, ..., 𝑠𝑐−1, 𝑠𝑐]. Each 𝑠 ∈ 𝑆 is a state of the

transient, and in-between two consecutive states a single

action (i.e., �rewall deployment or removal) is performed.

Having thus formalized the concept of state sequence,

the active : 𝑁𝑈 × 𝑆 → B predicate can be now introduced.

This predicate is applied to a node 𝑛 ∈ 𝑁𝑈 and a state

𝑠 ∈ 𝑆, and it returns true if the node is active (i.e., already

deployed and capable of receiving tra�c) at the transient

state identi�ed by 𝑠. The presence of this predicate in

the proposed formal model for the state sequence allows

capturing the changes in the �rewall con�guration over the

time for the optimization problem. Even if 𝐺𝑈 includes

all the �rewall instances and rule sets that were present in

both 𝐺 𝐼 and 𝐺𝑇 , the active predicate can discriminate if in

a state 𝑠 a certain �rewall instance or rule set is e�ectively

in use or not. For example, if 𝑎𝑐𝑡𝑖𝑣𝑒(𝑛, 𝑠) = false for each

𝑠 ≺ 𝑠𝑐, and 𝑎𝑐𝑡𝑖𝑣𝑒(𝑛, 𝑠′) = true for each 𝑠′ � 𝑠𝑐, this

means that �rewall 𝑛 instance was not present in the time

interval before the state 𝑠′, then it gets deployed in 𝑠′

and from then it �lters the packet it received according to

its rule set. Consequently, several hard constraints of the

MaxSMT problem will be imposed upon this predicate, as

it represents the key element for the computation of the

scheduling of the recon�guration changes.

5.3. Tra�c Flows model

A class of packets (also called tra�c in this paper)

𝑡 ∈ 𝑇 , where 𝑇 is the set of all the possible packet classes, is

modeled as a conjunction of �ve predicates that are de�ned

over the IP 5-tuple packet �elds. The formal representa-

tion of a tra�c 𝑡 is the following:

𝑡 = (IPSrc, IPDst, pSrc, pDst, tProto)

According to this formalization, a packet belongs to class 𝑡

if and only if each �eld of its 5-tuple satis�es the condition

imposed by the corresponding predicate (IPSrc stands for

the predicate upon the source IP address, IPDst stands

for the predicate upon the destination IP address, pSrc

stands for the predicate upon the source transport-level

port, pDst stands for the predicate upon the destination

transport-level port, and tProto stands for the predicate

upon the transport-level protocol). Additionally, given two
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packet classes 𝑡1 ∈ 𝑇 and 𝑡2 ∈ 𝑇 , 𝑡1 ⊆ 𝑡2 (i.e., 𝑡1 is a

sub-tra�c of 𝑡2), if 𝑡1 represents a subset of the packets

represented by 𝑡2.

The tra�c model represents the basic building block

for modeling the concept of tra�c �ows. Given the set

of all the possible tra�c �ows 𝐹, a �ow 𝑓 ∈ 𝐹 repre-

sents a class of packets that are generated by a source

endpoint 𝑛𝑠 ∈ 𝑁𝑈 , directed to a destination endpoint 𝑛𝑑 ∈

𝑁𝑈 , and steered to pass through an ordered list of in-

termediate nodes 𝑛𝑎, 𝑛𝑏 , ... ∈ 𝑁𝐴 that may forward them

at each hop, possibly changing them, or dropping them.

Accordingly, a �ow is formally modeled as a list: 𝑓 =

[𝑛𝑠 , 𝑡𝑠𝑎, 𝑛𝑎, 𝑡𝑎𝑏 , 𝑛𝑏 , ..., 𝑛𝑘 , 𝑡𝑘𝑑 , 𝑛𝑑], where 𝑡𝑖 𝑗 represents the

tra�c (i.e., class of packets) transmitted from 𝑛𝑖 to 𝑛 𝑗 ,

and each 𝑡𝑖 𝑗 is the result of the transformation of the pre-

vious tra�c in the �ow by node 𝑛𝑖. In this formalization,

all the packets belonging to the class 𝑡𝑖 𝑗 are handled in the

same way by 𝑛 𝑗 , i.e., either all of them or none of them

are dropped and, if 𝑛 𝑗 applies di�erent transformations to

di�erent classes of packets, they belong all to the same

class.

Two auxiliary functions based on the tra�c �ows mod-

els and required for the de�nition of some hard constraints

in the MaxSMT problem are illustrated in the following:

� 𝜋: 𝐹 → (𝑁𝑈 )∗ associates a �ow 𝑓 to the ordered list

of nodes that are traversed by packets belonging to

𝑓 ;

� 𝜏: 𝐹 × 𝑁𝑈 → 𝑇 maps a �ow 𝑓 and a node 𝑛 to the

packet class, belonging to 𝑓 , that is received by 𝑛.

In case 𝑓 does not cross 𝑛, 𝜏( 𝑓 , 𝑛) = 𝑡0, where 𝑡0

is a special element of 𝑇 that represents absence of

tra�c.

5.4. Network Functions model

The network functions model covers two main aspects:

their con�guration and their behavior.

The con�guration model varies on the basis of the dif-

ferent kinds of network function. As an example, the con-

�guration of a �rewall instance 𝑛 ∈ 𝑁𝑈 is modeled as a pair

(𝑑𝑛, 𝑅𝑛). In this pair, 𝑅𝑛 is a set of �ltering rules that are

evaluated whenever the �rewall received a packet, while 𝑑𝑛

represent the default action to be applied in case the rules

in 𝑅𝑛 do not indicate how a certain type of tra�c should

be managed. Each 𝑟 ∈ 𝑅𝑛 is modeled as 𝑟 = (𝑐𝑟 , 𝑎𝑟 ), where

𝑐𝑟 is the rule condition, while 𝑎𝑟 is the action that must

be applied when the condition is satis�ed1. In greater de-

tail, each 𝑐𝑟 is a predicate, given by the conjunction of �ve

predicates:

𝑐𝑟 = (IPSrc, IPDst, pSrc, pDst, tProto)

Similarly as for the tra�c model, each predicate composing

𝑐𝑟 expresses a condition on a �eld of the IP 5-tuple. The

default action 𝑑𝑛 and each rule action 𝑎𝑟 can be �allow� or

�deny�.

The network functions behavior is then modeled by

means of two functions, which correspond to the forward-

ing behavior and the transformation behavior. The former

is related to establishing which types of tra�c are allowed

or dropped by the network function, the latter expresses

how the packets might be modi�ed by the function.

The function that models the forwarding behavior of

the VNF in node 𝑛 ∈ 𝑁𝑈 is the predicate deny: 𝑁𝑈 ×𝑇→B

which is true for node 𝑛 ∈ 𝑁𝑈 and ingress tra�c 𝑡 ∈ 𝑇 ,

if and only if 𝑛 drops all the packets represented by 𝑡.

Instead, the transformation behavior of the VNF in node

𝑛 ∈ 𝑁𝑈 is modeled by the function transform: 𝑁𝑈 ×𝑇 → 𝑇 ,

which maps an input tra�c to the corresponding output

tra�c.

5.5. Network Security Policies model

Each policy 𝑝 of the 𝑃𝑇 set (i.e., the set of all the

target Network Security Policies) is formally de�ned as a

1The proposed model supports �rewall that do not require order
dependencies among the rules except for the default action (i.e., �re-
walls that work only in blacklisting or whitelisting mode). However,
as reported in literature, the con�guration of a �rewall with ordered
rules can be always equivalently expressed in our model, with algo-
rithms such as the one described in [44].
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Action IPSrc IPDst pSrc pDst tProto

allow 192.168.1.∗ 192.168.2.∗ ∗ ∗ ∗
allow 192.168.2.∗ 192.168.1.∗ ∗ ∗ ∗
allow 192.168.1.∗ 130.10.0.∗ ∗ 80 TCP
deny 192.168.1.∗ 130.10.0.∗ ∗ ≠80 TCP
deny 192.168.1.∗ 130.10.0.∗ ∗ ∗ UDP
deny 192.168.2.∗ 130.10.0.∗ ∗ ∗ ∗
allow 130.10.0.∗ 192.168.1.∗ ∗ ∗ ∗
allow 40.40.41.∗ 130.10.0.∗ ∗ 110 TCP
deny 40.40.41.∗ 130.10.0.∗ ∗ ≠110 TCP
deny 40.40.41.∗ 130.10.0.∗ ∗ ∗ UDP

Table 2: Target Network Security Policies

pair 𝑝 = (𝐶, 𝑎). In this de�nition, C represents the policy

condition, whereas 𝑎 is the action that is applied on all the

tra�c �ows satisfying the condition.

Each condition C is a predicate similar to the ones

de�ned for modeling packet classes:

𝐶 = (IPSrc, IPDst, pSrc, pDst, tProto)

The predicates IPSrc and pSrc specify the tra�c sources

the policy refers to. Instead, the predicates IPDst, pDst,

and tProto specify the tra�c destinations and the protocol

the policy refers to. A �ow 𝑓 = [𝑚𝑠 , 𝑡𝑠𝑎, ..., 𝑡𝑘𝑑 , 𝑛𝑑] satis-

�es 𝐶 if the following three conditions are satis�ed: 1) the

source and destination endpoints 𝑛𝑠, 𝑛𝑑 have IP addresses

respectively matching IPSrc and IPDst ; 2) its source traf-

�c satis�es IPSrc and pSrc, i.e., 𝑡𝑠𝑎 ⊆ (𝐶.IPSrc, ∗, 𝐶.pSrc, ∗, ∗);

3) its destination tra�c satis�es IPDst, pDst, and tProto,

i.e., 𝑡𝑘𝑑 ⊆ (∗, 𝐶.IPDst, ∗, 𝐶.pDst, 𝐶.tProto). Let then 𝐹𝑝 ⊆

𝐹 denote the set of �ows that satisfy 𝑝.𝐶.

Each action 𝑎 is one of the two elements of the set

𝐴 = {allow , deny}. When 𝑝.𝑎 = allow , then 𝑝 is de�ned a

reachability policy: a policy of this type is satis�ed in an

intermediate state of the transient if, in that state, there

exists at least a �ow satisfying the policy condition that

reaches its destination. Instead, when 𝑝.𝑎 = deny , 𝑝 is de-

�ned an isolation policy: in this case, the policy is satis�ed

in a state if all the �ows satisfying its conditions cannot

reache their destination.

An example 𝑃𝑇 set is shown in Table 2.

The 𝑃𝑇 set is split into two subsets, i.e., 𝑃𝑇 = 𝑃𝑃
𝑇
∪𝑃𝑁

𝑇
.

The elements of 𝑃𝑃
𝑇
are the persistent policies, for which

the MaxSMT problem requires the formulation of hard

constraints, because these requirements must be satis�ed

in all the intermediate states of the recon�guration tran-

sient. Instead, the element of 𝑃𝑁
𝑇

are all the other non-

persistent policies. They must be organized in a ranking

and their satisfaction is not strictly required for any inter-

mediate state; therefore, their presence is re�ected to a set

of soft constraints.

Finally, the satis�ed : 𝑃𝑇 × 𝑆 → B predicate is in-

troduced. This predicate returns true if the input pol-

icy is satis�ed in the input state of the transient. In the

MaxSMT problem, some constraints will be imposed upon

the active and satis�ed predicates, to enforce or require

that they assume speci�c values in some conditions, while

in other cases their values will be established by the solver

as output.

6. Ranking Generation

The FATO methodology requires that a ranking is de-

�ned for all the policies of the 𝑃𝑁
𝑇

set, before the for-

mulation of the optimization problem. As anticipated in

Section 4, the generation of this ranking is performed by

FATO as long as the user provides the methodology with

an optimization pro�le, i.e., a working mode for the rank-

ing computation. Some pro�les additionally require that

the user speci�es a partial or total order relationship for

the elements in 𝑃𝑁
𝑇

(i.e., the speci�cation of the fact that

each policy or group of policies is more or less important

than one or a group of other policies).

The computation of the ranking is then performed on

the basis of this information provided by the user through-

out two steps: 1) computation of a matrix, called domi-

nance matrix, which captures the information about the

relationships between any pair of policies in 𝑃𝑁
𝑇

(Subsec-

tion 6.1); 2) generation of the ranking on the basis of the

dominance matrix previously computed (Subsection 6.2).

Alternatively, the ranking might be directly de�ned by the
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user, if she has the required skills (e.g., she has total con-

trol on the network, and a high level of security expertise).

In this particular case, the usage pro�le and the relation-

ship set for the policies are not required by FATO, which

directly receives the ranking from the user.

6.1. Dominance Matrix Computation

The relationship between each pair of policies 𝑝, 𝑝′ ∈

𝑃𝑁
𝑇

can be of two di�erent types:

� a dominance relationship, when 𝑝 � 𝑝′ if 𝑝 domi-

nates 𝑝′ (complimentary, 𝑝′ ≺ 𝑝 and 𝑝′ is dominated

by 𝑝), i.e., if 𝑝 has a higher priority for satisfaction

in the transient than 𝑝′;

� an independence relationship, when 𝑝 ‖ 𝑝′ if 𝑝 and

𝑝′ are independent, i.e., there is not a strict imposi-

tion that a policy dominates the other.

The dominance operators � and ≺ are characterized by the

transitivity property. This property does not characterize,

instead, the ‖ operator.

The relationships among the elements of 𝑃𝑁
𝑇

are es-

tablished depending on the working pro�le selected by

the user for the Ranking Generation algorithm. As ex-

plained in Subsection 4.2, there are four available pro�les:

security-max, service-max, policy-max and state-max.

Security-max pro�le. This pro�le determines two types

of constraints. On the one hand, each isolation policy dom-

inates any reachability policy. This constraints is repre-

sented in (1), according to which, given a policy 𝑝 whose

action 𝑝.𝑎 is deny and a policy 𝑝′ whose action 𝑝′.𝑎 is al-

low, the former must have higher priority than the latter.

On the other hand, two policies of the same type are in-

dependent, unless the user speci�cally forces a dominance

relationship between them, as it is in their facility.. This

constraints is represented in (2), according to which, given

two policies 𝑝 whose actions 𝑝.𝑎 and 𝑝′.𝑎 are the same

(both are deny or allow), neither of them has necessarily

higher priority than the other.

∀𝑝 ∈ 𝑃𝑁
𝑇 | 𝑝.𝑎 = deny. ∀𝑝′ ∈ 𝑃𝑁

𝑇 | 𝑝.𝑎 = allow. (𝑟 � 𝑟 ′) (1)

∀𝑝, 𝑝′ ∈ 𝑃𝑁
𝑇 | 𝑝.𝑎 = 𝑝′.𝑎. (𝑝 ‖ 𝑝′) (2)

Service-max pro�le. This pro�le determines two types

of constraints. On the one hand, each reachability policy

dominates any isolation policy. This constraints is repre-

sented in (3), according to which, given a policy 𝑝 whose

action 𝑝.𝑎 is allow and a policy 𝑝′ whose action 𝑝′.𝑎 is

deny, the former must have higher priority than the latter.

On the other hand, two policies of the same type are in-

dependent, unless the user speci�cally forces a dominance

relationship between them, as it is in their facility. This

constraints is represented in (4), according to which, given

two policies 𝑝 whose actions 𝑝.𝑎 and 𝑝′.𝑎 are the same

(both are deny or allow), neither of them has necessarily

higher priority than the other.

∀𝑝 ∈ 𝑃𝑁
𝑇 | 𝑝.𝑎 = allow. ∀𝑝′ ∈ 𝑃𝑁

𝑇 | 𝑝.𝑎 = deny. (𝑝 � 𝑝′) (3)

∀𝑝, 𝑝′ ∈ 𝑃𝑁
𝑇 | 𝑝.𝑎 = 𝑝′.𝑎. (𝑝 ‖ 𝑝′) (4)

Policy-max pro�le. The user has the facility to spec-

ify some dominance relationships between pairs of policies.

The policies in each pair for which a dominance relation-

ship is not enforced are independent.

State-max pro�le. Each pair of policies, independently

of their types, is characterized by an independence rela-

tionship. This constraints is represented in (5), accord-

ing to which, given two policies 𝑝 whose actions 𝑝.𝑎 and

𝑝′.𝑎 are the same (both are deny or allow), neither of

them has necessarily higher priority than the other. This

guarantees that, when trying to enforce their satis�abil-

ity in each transient state, no policy has a higher prior-

ity than another. Therefore, the global objective of the

FATO methodology, i.e., maximizing the number of states

where each policy is satis�ed, translates into maximizing

the number of policies satis�ed in each intermediate state.

∀𝑝, 𝑝′ ∈ 𝑃𝑁
𝑇 . (𝑝 ‖ 𝑝′) (5)

Note that FATO can be easily extended to support other

pro�les. It is enough to specify how the dominance and

independence relationships are speci�ed for the policies in

𝑃𝑁
𝑇

for each new pro�le, in a similar say as it has been

explained for the four ones that are currently supported.
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𝑀𝐷 𝑝1 𝑝2 𝑝3 𝑝4 𝑝5 𝑝6 𝑝7 𝑝8

𝑝1 0 0 0 0 1 1 1 1
𝑝2 0 0 0 0 1 1 1 1
𝑝3 0 0 0 0 1 1 1 1
𝑝4 0 0 0 0 1 1 1 1
𝑝5 0 0 0 0 0 0 0 0
𝑝6 0 0 0 0 0 0 0 0
𝑝7 0 0 0 0 0 0 0 0
𝑝8 0 0 0 0 0 0 0 0

Table 3: First matrix example

𝑀𝐷 𝑝1 𝑝2 𝑝3 𝑝4 𝑝5 𝑝6 𝑝7 𝑝8

𝑝1 1 1 1 1 1 1 1 1
𝑝2 0 0 0 0 1 1 1 1
𝑝3 0 0 0 0 1 1 1 1
𝑝4 0 0 0 0 1 1 1 1
𝑝5 0 0 0 0 0 0 0 0
𝑝6 0 0 0 0 1 0 0 0
𝑝7 0 0 0 0 1 0 0 0
𝑝8 0 0 0 0 1 0 0 0

Table 4: Second matrix example

𝑀𝐷 𝑝1 𝑝2 𝑝3 𝑝4 𝑝5 𝑝6 𝑝7 𝑝8

𝑝1 0 0 0 0 0 0 0 0
𝑝2 0 0 0 0 0 0 0 0
𝑝3 0 0 0 0 0 0 0 0
𝑝4 0 0 0 0 0 0 0 0
𝑝5 0 0 0 0 0 0 0 0
𝑝6 0 0 0 0 0 0 0 0
𝑝7 0 0 0 0 0 0 0 0
𝑝8 0 0 0 0 0 0 0 0

Table 5: Third matrix example

Then, the computation of a matrix 𝑀𝐷, called dom-

inance matrix is performed. If the number of policies in

𝑃𝑁
𝑇

is 𝑛, and de�ning 𝑁 = {0, 1}, then 𝑀𝐷 ∈ 𝑁𝑛×𝑛 summa-

rizes the information about all the relationships between

elements of 𝑃𝑁
𝑇

in a compact way. In particular, for each

pair 𝑝, 𝑝′ ∈ 𝑃𝑁
𝑇
, 𝑀𝐷 [𝑝, 𝑝′] expresses their relationship,

and this value is computed following two simple rules:

� if 𝑝 � 𝑝′, then 𝑀𝐷 [𝑝, 𝑝′] = 1;

� in all the other cases, 𝑀𝐷 [𝑝, 𝑝′] = 0.

A few examples of dominance matrices are illustrated

in the following to clarify the computation mechanism. To

this end, let us consider the following set of policies 𝑃𝑁
𝑇

=

{𝑝1, 𝑝2, 𝑝3, 𝑝4, 𝑝5, 𝑝6, 𝑝7, 𝑝8}, where 𝑝1, 𝑝2, 𝑝3, 𝑝4, are

isolation policies, while the others are reachability policies.

Three di�erent scenarios are analyzed:

� the user decides to adopt a security-oriented pro�le,

without specifying any dominance relationship for

policies of the same type (i.e., isolation or reacha-

bility). The resulting dominance matrix is shown in

Table 3;

� the user decides to adopt a security-oriented pro�le,

and speci�es that 𝑝1 dominates all the other isola-

tion policies, while 𝑝5 is dominated by all the other

reachability policies. The resulting dominance ma-

trix is shown in Table 4;

� the user decides to adopt a complete pro�le. The

resulting dominance matrix is shown in Table 5.

6.2. Ranking Generation Algorithm

Supposing that the cardinality of 𝑃𝑁
𝑇

is 𝑛, the asso-

ciative array rank, composed by 𝑛 elements, associates a

policy 𝑝 ∈ 𝑃𝑁
𝑇

to the corresponding rank. The value of

each element rank [𝑝] is computed on the basis of the dom-

inance matrix 𝑀𝐷 throughout Algorithm 1.

Initially (line 2), all the elements of the associative ar-

ray dominated, whose indexes are the 𝑛 policies of 𝑃𝑁
𝑇
, are

initialized to 0. The value of each dominated [p] element

identi�es the number of policies that 𝑝 dominates. This

value is computed by summing all the elements of the line

in 𝑀𝐷 corresponding to 𝑝 (line 4).

Next (line 5), the policies are ordered according to the

descending order of the number of policies each one domi-

nates. As such, the descendingOrder function works on the

𝑃𝑁
𝑇
set and the dominated array, so as to compute another

array, identi�ed by 𝑙𝑃. If two or more policies dominates

the same number of policies, their relative ordering is in-

di�erent. This array can be accessed by means of integer

indexes from 1 to 𝑛, and in particular 𝑙𝑃 [𝑖] returns the

policy in i-th position in the computed descending order-

ing.

The �nal operation is the computation of the value of

rank [p] for each 𝑝 ∈ 𝑃𝑁
𝑇
. To this end, after initializing

the auxiliary variable rankCounter to 1 (line 6), the poli-

cies are analyzed one at a time, according to the previ-

ously computed ordering. At each i-th iteration step, the

rankCounter variable is incremented by one unit, if the

following conditions are satis�ed (lines 8-9): (1) the policy

returned by dominated [𝑙𝑃 [𝑖]] dominates a larger number of

policies than the policy dominated [𝑙𝑃 [𝑖 + 1]] (because they
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Algorithm 1 computation of the ranking

Input: the set of 𝑛 policies 𝑃𝑁
𝑇
, and the relationship matrix

𝑀𝐷

Output: the value of rank[𝑝] for each 𝑝 ∈ 𝑃𝑁
𝑇

1: for each 𝑝 ∈ 𝑃𝑁
𝑇

do

2: dominated[𝑝] ← 0
3: for each 𝑝′ ∈ 𝑃𝑁

𝑇
do

4: dominated[𝑝] ← dominated[𝑝] + 𝑀𝐷 [𝑝, 𝑝′]
5: 𝑙𝑃 ← descendingOrder(𝑃𝑁

𝑇
, numPrevious)

6: rankCounter ← 1
7: for each 𝑖 = 1, 2, ..., 𝑛 do

8: if 𝑖 ≠ 𝑛 ∧ dominated[𝑙𝑃 [𝑖]] > dominated[𝑙𝑃 [𝑖 + 1]] ∧
9: 𝑙𝑃 [𝑖] � 𝑙𝑃 [𝑖 + 1] then
10: rankCounter ← rankCounter + 1

11: rank[𝑝] ← rankCounter

12: return rank

might have the same value of dominated policies, and in

that case the i+th policy antecedes the (i+1)-th one in this

ordering is casual); and (2) the i-th policy dominates the

(i+1)-th one (because it might happen that they are inde-

pendent, so there is not relative priority between them).

After the decision on increasing the rankCounter vari-

able, its updated value is assigned to rank [𝑝] (line 11). Af-

ter this operation is repeated for all the policies, the value

of rank [𝑝] for each 𝑝 ∈ 𝑃𝑁
𝑇

has been computed. These

values will come in hand for the formalization of the soft

constraints of the MaxSMT problem.

7. MaxSMT Problem Formulation

The optimization problem for the recon�guration tran-

sient is formulated as a MaxSMT problem. In this section,

the hard and soft constraints of this formulation are illus-

trated.

7.1. Hard constraints on boundary states

The presence of a node in the 𝑁𝐼 or 𝑁𝑇 sets (i.e., re-

spectively in the 𝐺 𝐼 or in the 𝐺𝑇 graphs) determines some

boundary conditions on the initial and �nal states of the

recon�guration transient. These conditions are formalized

as three classes of hard constraints, represented by equa-

tions (6), (7) and (8). In these formulas, the outcome of

the active predicate is constrained when applied to the ini-

tial state 𝑠0 and the �nal state 𝑠𝑐, because the conditions

of each node in those states are already known from the in-

puts of the approach. In light of these considerations, the

three classes of hard constraints are formulated as follows:

� A node 𝑛 ∈ 𝑁𝑈 that is present in 𝑁𝐼 but not in 𝑁𝑇

is active in 𝑠0, while not active in 𝑠𝑐.

∀ 𝑛 ∈ 𝑁𝑈\𝑁𝑇 . (active(𝑛, 𝑠0) ∧ ¬active(𝑛, 𝑠𝑐)) (6)

� A node 𝑛 ∈ 𝑁𝑈 that is present in 𝑁𝑇 but not in 𝑁𝐼

is not active in 𝑠0, while active in 𝑠𝑐.

∀ 𝑛 ∈ 𝑁𝑈\𝑁𝐼 . (¬active(𝑛, 𝑠0) ∧ active(𝑛, 𝑠𝑐)) (7)

� A node 𝑛 ∈ 𝑁𝑈 that is present in both 𝑁𝐼 and 𝑁𝑇 is

active in both 𝑠0 and 𝑠𝑐.

∀ 𝑛 ∈ 𝑁𝐼 ∩ 𝑁𝑇 . (active(𝑛, 𝑠0) ∧ active(𝑛, 𝑠𝑐)) (8)

7.2. Hard constraints on intermediate states

For the majority of the pairs composed of a node 𝑛 ∈

𝑁𝑈 and a state 𝑠 ∈ 𝑆, the outcome of the active predi-

cate is established by the MaxSMT solver when the solu-

tion is computed. However, there are some cases where

this outcome can be determined in advance, and they can

be represented as hard constraints. For their formulation

the introduction of the bti : B → {0, 1} (�bti� stands for

�bool_to_int�) function is required. This function returns

0 if the Boolean input is false, 1 otherwise.

In greater detail, three classes of hard clauses are de-

�ned for the conditions on the intermediate states of the

transient, and they are represented by equations (9), (10)

and (11).

� For each node 𝑛 that is active in both 𝑠0 and 𝑠𝑐, no

change of state is required in the transient. There-

fore, for each state 𝑠 that composes the transient,

the outcome of the 𝑎𝑐𝑡𝑖𝑣𝑒 predicate is forced to be

true when it is applied to node 𝑛 and state 𝑠.

∀ 𝑛 ∈ 𝑁𝑈 . ( (active(𝑛, 𝑠0) ∧ active(𝑛, 𝑠𝑐)) =⇒

(∀𝑠 ∈ 𝑆. (active(𝑛, 𝑠))))
(9)
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� For each node such that its initial and �nal states are

di�erent, then only one change of state is required in

the transient. Therefore, the active predicate, when

applied to that node 𝑛, changes value from a state 𝑠𝑖

to the following state 𝑠𝑖+1 only once. This constraint

is enforced by imposing that the module of the di�er-

ence between active(𝑛, 𝑠𝑖+1) and active(𝑛, 𝑠𝑖) is equal

to 1 only once, i.e., that the sum of all the di�erences

for each pair of consecutive states is still equal to 1.

∀ 𝑛 ∈ 𝑁𝑈 . ( (active(𝑛, 𝑠0) ≠ active(𝑛, 𝑠𝑐)) =⇒( ∑︁
𝑠𝑖∈(𝑆\𝑠𝑐 )

( |bti(active(𝑛, 𝑠𝑖+1)) − bti(active(𝑛, 𝑠𝑖)) |) = 1)
)
(10)

� For each intermediate state, only for one node the

state is di�erent from the previous one, because a

single operation is performed in-between two con-

secutive states. Therefore, it is imposed that, given

two consecutive states 𝑠𝑖 and 𝑠𝑖+1, it occurs only for

a node 𝑛 that the outcome of active(𝑛, 𝑠𝑖) id di�erent

from the one of active(𝑛, 𝑠𝑖+1.

∀ 𝑠𝑖 , 𝑠𝑖+1 ∈ 𝑆. ∃!𝑛 ∈ 𝑁𝑈 . (active(𝑛, 𝑠𝑖) ≠ active(𝑛, 𝑠𝑖+1)) (11)

Additionally, the case where two nodes 𝑛, 𝑛′ ∈ 𝑁𝑈 share

the same AP and their update is allowed without the need

of instantiating a new software process (i.e., as explained

in Subsection 5.1, con�gUpdate(𝑛, 𝑛′) = true) is formulated

with hard constraints as well. This translates into the hard

constraint shown in (12), stating that, when the node 𝑛 is

not active anymore in a state 𝑠𝑖, then in the next state

𝑠𝑖+1, the node that has become active must be 𝑛′. Thus,

even though in the modelization the nodes are distinct, the

result is the same as if they were a single one, and only

the con�guration was changed.

∀ 𝑛, 𝑛′ ∈ 𝑁𝑈 . (con�gUpdate(𝑛, 𝑛′) ∧ active(𝑛, 𝑠0)∧

¬active(𝑛′, 𝑠0) =⇒ (∃𝑖. ¬active(𝑛, 𝑠𝑖) =⇒ active(𝑛′, 𝑠𝑖+1)))
(12)

7.3. Hard constraints on the forwarding behavior

The forwarding behavior of the network functions (i.e.,

the decision if a middlebox must drop the input tra�c or

forward it) is formalized with some hard constraints im-

pacting on the outcome of the deny predicate. The truth

or falseness of this predicate, in turn, impacts the sat-

is�ability of the hard constraints related to the security

policies, as it will be described in Subsection 7.4. Each

network function type is characterized by di�erent hard

constraints, in accordance with the approach that has been

pursued for modeling the network functions in [7]. In the

following, we present two representative examples.

Simple functions such as normal forwarders never block

packets, because they do not have �ltering functionalities.

This behavior characterizes also the APs that have not

been �lled with a �rewall instance in 𝐺 𝐼 or 𝐺𝑇 , and there-

fore are present in 𝐺𝑈 as well. For a node 𝑛 ∈ 𝑁𝑈 of

such a type, it is enough to force the outcome of the deny

predicate to false for each possible tra�c in input to 𝑛. As

shown in (13), the condition that node 𝑁 may receive the

tra�c is checked by verifying if the node belongs to the

path of the tra�c �ow, i.e., if 𝑛 ∈ 𝜋( 𝑓 ).

∀ 𝑝 ∈ 𝑃𝑇 . ∀ 𝑓 ∈ 𝐹𝑝 . (𝑛 ∈ 𝜋 ( 𝑓 ) =⇒ ¬deny(𝑛, 𝜏 ( 𝑓 , 𝑛))) (13)

A �rewall instance has, instead, a more complex be-

havior, because it can block the tra�c depending on its

con�guration (i.e., its default action and �ltering rules).

Considering a packet �lter 𝑛 ∈ 𝑁𝑈 , the hard constraint im-

posed upon the deny predicate to represent the forwarding

behavior of this kind of function is represented in (14).

deny(𝑛, 𝑡) ⇐⇒ (𝑎) ∨ (𝑏)

(𝑎) := (𝑑𝑛 = deny) ∧ (�𝑟 ∈ 𝑅𝑛.match(𝑟 , 𝑡))

(𝑏) := (𝑑𝑛 = allow) ∧ (∃𝑟 ∈ 𝑅𝑛.match(𝑟 , 𝑡))

(14)

In the de�nition of this hard constraint, the match : 𝑅𝑛 ×

𝑇 → B predicate is employed. This predicate returns true

if the input tra�c positively matches the conditions of the

input �ltering rule. The relation of the match outcome

with the rule conditions is shown in (15).

match(𝑟 , 𝑡) = 𝑡 .IPSrc ⊆ 𝑟 .IPSrc ∧ 𝑡 .IPDst ⊆ 𝑟 .IPDst ∧

𝑡 .pSrc ⊆ 𝑟 .pSrc ∧ 𝑡 .pDst ⊆ 𝑟 .pDst ∧ 𝑡 .tProto ⊆ 𝑟 .tProto

(15)

In light of the de�nition of this predicate, the hard con-

straint (14) can be explained as follows. A �rewall instance
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𝑛 may show two alternative behaviors. If 𝑛 has a deny de-

fault action, then it blocks a tra�c 𝑡 if there is not any

speci�c rule, with allow action, that matches that traf-

�c. Alternatively, if 𝑛 has an allow default action, then it

blocks a tra�c 𝑡 only it there is a speci�c rule, with deny

action, that matches that tra�c.

7.4. Hard constraints on the security policies

A �rst consideration related to the satis�ability of the

security policies is that all the elements of the 𝑃𝑇 set must

be satis�ed in the �nal state of the transient (i.e., in 𝑠𝑐).

Therefore, this statement translates in hard constraints

that impose the truth of the satis�ed predicate, when ap-

plied for each policy on the state 𝑠𝑐.

∀ 𝑝 ∈ 𝑃𝑇 . (satis�ed(𝑝, 𝑠𝑐)) (16)

For all the intermediate states of the transient, a set of

hard constraints must be introduced to map the outcome

of the satis�ed predicate to the forwarding behavior of

the functions that are present in the paths crossed by the

�ows satisfying the conditions of each policy. The hard

constraints are di�erent depending on the policy type (i.e.,

reachability or isolation). The formalization of the hard

constraints for a reachability policy 𝑝 ∈ 𝑃𝑇 is shown in

(17). In a state 𝑠 the policy 𝑝 is satis�ed if there exists

at least a �ow 𝑓 satisfying 𝑝.𝐶 such that all the nodes of

the paths crossed by 𝑓 are active in that state and do not

block the incoming tra�c of 𝑓 .

∀𝑠 ∈ 𝑆.(satis�ed(𝑝, 𝑠) ⇐⇒ (∃ 𝑓 ∈ 𝐹𝑝 .

(∀𝑛 ∈ 𝜋 ( 𝑓 ) .(active(𝑛, 𝑠) ∧ ¬deny(𝑛, 𝜏 ( 𝑓 , 𝑛))))))
(17)

Instead, the formalization of the hard constraints for an

isolation policy 𝑝 ∈ 𝑃𝑇 is shown in (18). In a state 𝑠 the

policy 𝑝 is satis�ed if for each �ow 𝑓 satisfying 𝑝.𝐶 there

exists at least a node of the path of 𝑓 that is not active

in that state (i.e., it cannot receive tra�c), or it is active

and blocks the incoming tra�c of 𝑓 .

∀𝑆 ∈ 𝑆.(satis�ed(𝑝, 𝑠) ⇐⇒ (∀ 𝑓 ∈ 𝐹𝑝 .

(∃𝑛 ∈ 𝜋 ( 𝑓 ) .(¬active(𝑛, 𝑠) ∨ (active(𝑛, 𝑠) ∧ deny(𝑛, 𝜏 ( 𝑓 , 𝑛)))))))
(18)

Algorithm 2 computation of the weights for the soft con-
straints of the MaxSMT problem

Input: the set of policies 𝑃N
𝑇
, the associative array rank, the

number of ranks 𝑚, and the number of transient states 𝑐

Output: the value of weight[𝑝] for each 𝑝 ∈ 𝑃𝑁
𝑇

1: weightSum ← 0, weightValue ← 1
2: for each 𝑖 = 𝑚, 𝑚 − 1, ..., 2, 1 do

3: for each 𝑝 ∈ 𝑃𝑁
𝑇

do

4: if rank[p] = i then
5: weight[p] ← weightValue
6: weightSum ← weightSum + (weightValue · 𝑐)
7: weightValue ← weightSum + 1

8: return weight

Finally, if 𝑝 ∈ 𝑃𝑃
𝑇
, i.e., it is a persistent policy, then it

must be satis�ed in each intermediate state. Therefore, the

class of constraints shown in (19) imposes that the satis�ed

predicate must be true when applied to a persistent policy

𝑝 and to any state, because that policy must be satis�ed

in any intermediate state of the transient.

∀ 𝑝 ∈ 𝑃𝑃
𝑇 . (∀𝑠 ∈ 𝑆.(satis�ed(𝑝, 𝑠))) (19)

7.5. Soft constraints

The optimization objective of the MaxSMT problem

is to maximize the number of transient states where each

policy 𝑝 ∈ 𝑃𝑁
𝑇

is satis�ed, while considering their relative

priority expressed throughout the ranking computed as il-

lustrated in Section 6. The persistent policies are excluded

from this objective, because they are already managed as

shown in (19). The achievement of this objective requires

the formalization of some weighted soft constraints, so that

the MaxSMT solver gives priority in the satisfaction of the

clauses with the highest weight, trying to maximize the

sum of the weights assigned to the satis�ed soft clauses.

Each soft constraint is related to the application of the

satis�ed predicate to a pair composed of a policy 𝑝 and a

state 𝑠. Therefore, if the number of states is 𝑐 (excluding

the �nal state), the total number of soft constraints is 𝑐 ·

|𝑃𝑁
𝑇
|. The computation of their weights is described in

Algorithm 2, and these weights are returned by means of

the associative array weight, indexed by the elements of

𝑃𝑁
𝑇
. Supposing that the number of di�erent ranks is 𝑚, the
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algorithm starts to assign the weights to policies having the

lowest rank, i.e., the 𝑚-th rank (line 2). The weight that

is assigned to all the policies within the same rank must

be the same as well. Initially, the weight assigned to the

policies, identi�ed by the auxiliary variable weightValue, is

set to a conventional number, which is 1 for simplicity (line

1). Whenever an element of the weight array is assigned

with the proper value (line 5), a counter (weightSum) is

incremented by the product of the current weight value

(weightValue) and the number of states 𝑐 (line 6). The

reason is that this same weight will be used for that policy

for 𝑐 soft constraints, for each transient state. Then, when

the algorithms iterates to a higher rank, the value of the

variable of weightValue is incremented by the sum of all

the previous weights (weightSum) plus 1 (line 7), so that

the soft constraints will be characterized by a weight that

is higher than the sum of all the weights assigned to soft

clauses for policies of lower rank.

The formulation of the soft constraints is represented in

(20). In this representation, the Soft(𝑐, 𝑤) notation iden-

ti�es a soft clause, expressing the constraint 𝑐 and having

weight 𝑤. Each soft constraint simply assigns weight[𝑝],

computed as previously explained, to the satis�ed predi-

cate, applied to the speci�c policy 𝑝 and to any transient

state 𝑠.

∀𝑝 ∈ 𝑃𝑁
𝑇 . ∀𝑠 ∈ 𝑆\{𝑠𝑐 }. (Soft(satis�ed(𝑝, 𝑠) ,weight[𝑝])) (20)

7.6. Solution Computation

After the MaxSMT problem is built by combining the

hard and soft constraints illustrated beforehand, a MaxSMT

solver is employed to compute the optimal and correct

solution. In case the problem is not satis�able (e.g., a

persistent policy cannot be satis�ed in all the intermedi-

ate states of the transient), the solver cannot reach any

correct solution for the problem. Instead, it assigns the

most appropriate Boolean values for the active and satis-

�ed predicates so as to achieve most of the optimization

objectives. From the results of the active predicate, in

particular, it is possible to identify the order in which the

nodes are introduced or removed in 𝐺𝑇 with respect to

𝐺 𝐼 , i.e., the optimal scheduling of the operations. In fact,

when a node becomes active in a state after not being ac-

tive in the previous state, it means that in-between these

two states the tra�c �ows have been redirected to this

node, which has been successfully deployed in the virtual

network.

8. Implementation and validation

The FATO methodology has been implemented as a

Java-based framework, employing a state-of-the-art theo-

rem prover called Z3 for the formulation and resolution of

the MaxSMT problem. This framework o�ers REST APIs

for the interaction with other tools, e.g., a tool for the auto-

matic computation of �rewall con�gurations in virtualized

networks [20]. Through this RESTful interface, the frame-

work can also interact with NFV MANO (Management

and orchestration) tools, such as Open Source MANO.

More speci�cally, the framework can retrieve information

about the virtual network from the MANO. Then, after

running the FATO methodology, it provides the MANO

with information about the order the di�erent operations

composing the distributed �rewall recon�guration must be

executed in the network.

The framework has been validated in di�erent ways: i)

the e�ectiveness and feasibility of the approach have been

proved with some realistic use cases, based on computer

networks having varying topologies (Subsection 8.1); ii)

the computation time and memory usage of the approach

has been evaluated with an extensive series of scalability

tests (Subsection 8.2); iii) the optimization provided by

our approach has been evaluated to assess how optimized

the scheduling of the con�guration changes e�ectively is

(Subsection 8.2). All the tests have been carried out on an

8-core Intel Core i7-10700E CPU @ 2.90GHz workstation

with 32 GB RAM. For these tests, the adopted Z3 version

is 4.8.5.
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Figure 5: Topology of the three-layer data center network

8.1. Validation of the e�ectiveness

The e�ectiveness of the approach has been checked

with some use cases, based on di�erent networks having

topological structures that vary from simple to complex.

Four networks topologies have been considered: i) the net-

work of our university department; ii) a three-tier data

center network; iii) the GÉANT2 topology; iv) the Inter-

net23 topology.

Both the solution optimization and correctness have

been checked. About the optimization, we have enumer-

ated all the possible solutions in solving the transient re-

con�guration problem for the networks. Then, we have

run the framework and checked that the output produced

by the MaxSMT solver corresponds to the optimal solu-

tion, i.e., it minimizes the number of intermediate tran-

sient states where policies are violated. About the correct-

ness, we have simulated the intermediate states of the tran-

sient derived from the solution computed by the framework

by using GNS3, a software that allows real-time network

simulation for pre-deployment testing without the need for

network hardware4. Under those conditions, we have tried

to establish some communications in the network and we

2https://geant3plus.archive.geant.net/
3https://www.internet2.edu/
4https://www.gns3.com/

# Action Source Destination Required changes

1 Deny 𝑒32 𝑒1 𝑓19 → 𝑓33
2 Deny 𝑒4,5,6 𝑒4,5,6 𝑓21 → 𝑓34
3 Allow 𝑒1 𝑒10 𝑓19 → 𝑓33, 𝑓26 → 𝑓36, 𝑓30 → 𝑓37
4 Allow 𝑒16 𝑒18 𝑓24 → 𝑓35

Table 6: Network Security Policies

have checked if the speci�ed security policies were violated

or not in the transient states.

Here we report the way the e�ectiveness validation has

been performed for a fairly complex network topology, i.e.,

the three-tier data center network depicted in Figure 5. We

can suppose that the human user, i.e., a network adminis-

trator, has speci�ed four security policies and has assigned

them with the rank shown in Table 6. The table also re-

ports the �rewall con�guration changes required for the

full enforcement of the corresponding policy.

The FATO methodology establishes that the follow-

ing order of the con�guration changes must be scheduled:

𝑓19 → 𝑓33, 𝑓21 → 𝑓34, 𝑓26 → 𝑓36, 𝑓30 → 𝑓37, and 𝑓24 → 𝑓35.

In the following, we explain how the intermediate states

of the transient of the computed solution still maintaining

security and service availability according to the require-

ments deriving from speci�ed ranking.

State after 𝑓19 → 𝑓33: the network administrator re-

quired that 𝑒1 and 𝑒32 must be isolated as soon as possi-
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ble, with a higher priority than the isolation policy among

hosts of the subnetworks 𝑒4, 𝑒5 and 𝑒6. An example reason

may be that an external attacker, represented by 𝑒32, has

found out a breach in 𝑒1 and is currently exploiting it for

privilege escalation. The consequences would be dramatic

for the whole data center. So 𝑓19 is immediately replaced

by 𝑓33, which can block packets coming from 𝑒32. Unfor-

tunately, the policy inquiring isolation among 𝑒4, 𝑒5 and

𝑒6 is not satis�ed yet. The required security is not fully

maintained in this transient state, but it shows how the

most important security policy is prioritized.

State after 𝑓21 → 𝑓34: the network administrator re-

quired that hosts of the subnetworks 𝑒4, 𝑒5 and 𝑒6 must be

isolated one from each other, e.g., because Dockers belong-

ing to di�erent companies have been launched and they

cannot interact due to privacy. As the security level is

thought inferior than the previous policy, 𝑓21 is replaced

by 𝑓34 after the 𝑓19 → 𝑓33 con�guration change. At this

point, the intermediate state fully maintains the desired

level of security, as all tra�c �ows that must be blocked

cannot reach their destinations. However, service avail-

ability is not complete, because both the reachability poli-

cies (between 𝑒1 and 𝑒10, between 𝑒16 and 𝑒18) are not

satis�ed.

State after 𝑓26 → 𝑓36: the reachability policy between

between 𝑒1 and 𝑒10 must be prioritized than the policy

between 𝑒16 and 𝑒18. Consequently, more transient states

will occur before the result is achieved, as multiple con�g-

uration changes must be scheduled. The 𝑓19 → 𝑓33 was

already scheduled at the beginning of the solution. Now

𝑓26 → 𝑓36 is scheduled, but is still not su�cient. There-

fore, this transient state does not change anything with

respect to the previous, in terms of policy satisfaction.

State after 𝑓30 → 𝑓37: the reachability policy between

between 𝑒1 and 𝑒10 is ful�lled only after 𝑓30 is replaced

by 𝑓37. In this intermediate state, service availability im-

proves, and the transient is almost concluded. Unfortu-

nately, the reachability policy between 𝑒16 and 𝑒18 is not

Topology # �rewalls Time (10 states) Time (20 states)

University department 6 0.64 s 7.73 s
Three-tier data center 17 1.47 s 12.88 s

GÉANT 35 3.83 s 15.10 s
Internet2 40 6.61 s 23.91 s

Table 7: Computation times for the four network topologies

satis�ed yet, even though it only required a single change.

The reason is that its rank was the lowest, so minimum

priority was assigned to it.

State after 𝑓24 → 𝑓35: this last con�guration change

concludes the transient, and the �nal state achieves both

maximum security and service availability.

Even though only 5 con�guration changes had to be

scheduled in this exemplifying use case, 120 di�erent so-

lutions could be produced. The scheduling computed by

FATO is optimal, as the transient states maintain security

and service availability compatibly with the ranking. For

example, might have been scheduled before 𝑓26 → 𝑓36 and

𝑓30 → 𝑓37 to satisfy the fourth policy immediately. How-

ever, the enforcement of the third policy would have been

postponed, and this was not an optimal solution as it had

a higher priority.

Additionally, Table 7 reports the time that was re-

quired for computing the optimal scheduling for the four

di�erent topologies, alongside their number of �rewalls.

The experiments were carried out under two di�erent tran-

sient lengths, respectively 10 and 20 states. In both cases,

the FATO methodology succeeded in computing the solu-

tion in a reasonable time with the requirements of virtual

networks, as already discussed in Section 8. This consid-

eration also holds for more complex and varied topologies

(e.g., GÉANT and Internet2), where the number of �l-

tering functions is much higher and the structure of their

allocation scheme is not trivial.

8.2. Evaluation of scalability

The scalability performance with respect to computa-

tion time and memory usage has been validated with a

series of tests to show the feasibility of the framework com-
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Figure 6: Time scalability

patibly with the requirements of virtualized networks. The

four metrics that have been considered for the scalability

evaluation are: i) the number of transient states; ii) the

number of nodes composing the network topology; iii) the

number of network security policies that determined the

recon�guration transient; iv) the number of �ltering rules

in each instance of the distributed �rewall.

Figure 6 and Figure 7 report the results of the time

scalability tests. First, Figure 6a analyzes the performance

of the implementation when the number of transient states

(i.e., the number of changes occurred in the transient from

𝐺 𝐼 to 𝐺𝑇 , as formalized in Subsection 5.2) progressively

increases. For those tests, each scenario characterized by a

certain number of transient states is based on a topology of

corresponding dimension (e.g., when the number of states

is 20, in the resulting 𝐺𝑈 the number of �rewalls subject

to con�guration changes is 20). The enforcement of a con-

gruent number of network security policies is requested as

well. Second, Figure 6b analyzes how the framework be-

haves for increasing dimension of the network on which it is

applied (i.e., the 𝐺𝑈 ), while keeping the number of tran-

sient states �xed to 20 and the number of policies �xed

to 50. Third, Figure 6c evaluates the scalability versus

the number of network security policies that should be en-

forced in the recon�guration transient, while keeping the

number of transient states �xed to 20 and the network di-

mension �xed to 50 nodes. Fourth, Figure 7 depicts the

experimental results for the scalability tests related to the

number of �ltering rules (from 25 to 100) in each �re-

wall instance. The percentage of �rewall instances is 2/3

for testing the scalability versus �rewall rules, so that the

framework is evaluated in situations that might be stress-

ful for its application. The number of intermediate states

of the transients is again �xed to 20.

For all these time scalability tests, the topology is an

extension synthetically derived from the network repre-

sented in Figure 4, whereas the policies are similar to

the examples shown in Table 2. Besides, for each sce-

nario, the corresponding whisker plot shows minimum, 5th

percentile, median, 95th percentile and maximum values,

computed over the results of 500 iterations. Many itera-

tions have been performed because the computation time

of Z3 for the resolution of optimization problems involving

the integer theory may di�er depending on the e�ective

integers employed in the de�nition of the IP addresses.

Therefore, each iteration di�ers from the others for each

scenario only because di�erent addresses are assigned to

the networks nodes, both end points and middleboxes.

The previously mentioned �gures are semi-logarithmic plots,

with a logarithmic scale for the Y-axis (�Computation time�)

and a linear scale for the X-axis. Through this representa-

tion, whisker plots depicted for low numbers of transient

states can be better visualized, while they would be oth-

erwise stretched to the bottom part of the plot.
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As it has been discussed in the problem statement of

Section 3, the number of transient states is equal to the

number of the distributed �rewall con�guration changes.

In virtualized networks, the best practice is to deploy a

new instance with the required con�guration instead of

the previous one. Therefore, the number of states is also

directly proportional to the number of �rewall instances

that are subject to the recon�guration. In light of these

considerations, the numbers of transient states and secu-

rity function instances characterizing the scenarios under

which our approach has been tested are in line with the

experimental tests carried out for the validation of related

approaches ([28][29][45]). In those studies, the maximum

number of nodes composing the distributed function ar-

chitecture of SDN is 20-30. Considering that not all of the

instances are usually subject to changes during a recon-

�guration, then this shows that the transient length we

considered as reference is also the most recurrent one.

From the results shown in Figure 6a, the computation

time of the MaxSMT solver progressively increases with

a quadratic behavior when the number of states of the

transients gets bigger. On the one hand, the scalability

is worse when the number of states is bigger than 20. On

the other hand, the framework is particularly fast for tran-

sients composed of at most 20 states: all the MaxSMT in-

stances representing the evaluated scenario are successfully

solved in less than 10 seconds. Considering that related

approaches work on a similar number of transient states as

mentioned before, this is a signi�cant result for validating

the methodology illustrated in this paper. It can also be

noted that in [28] some problem instances with more than

20 functions could not be solved in 600 seconds, while in

[29] the time required to �nd a �rst feasible solution for the

optimization problem is in the same magnitude order as

the results of our validation tests. Di�erently from those

papers, our solution also provides the additional bene�ts

that have been described in the discussion of related work

in Section 2.

Similar considerations apply to the scalability versus

the number of nodes in 𝐺𝑈 and the number of network

security policies. The results plotted in Figure 6b and

Figure 6c respectively show that the proposed approach

can successfully manage networks of fairly big dimension

and it can check the satis�ability of a large set of policies.

The scalability with respect to the network dimension and

the policy set cardinality is even better than the scalabil-

ity with respect to the number of transient states. This

is due to the fact that the increment of soft constraints

in the formulation of MaxSMT problem is lower. Addi-

tionally, Figure 7 shows that, even if the number of rules

in each �rewall instance increases, the di�erence among

the resulting computation times is not signi�cantly large.

As such, the methodology is also suitable for managing

�rewalls with a high number of rules.

This time scalability is also in line with the times that

state-of-the-art approaches required for the security man-
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Figure 8: Memory scalability

agement of virtualized networks. The common work�ow

to enforce security in a virtualized networks is composed of

multiple steps [46]: i) establishing the con�guration of the

security functions; ii) determining the embedding scheme

of their virtual implementations in the physical infrastruc-

ture; iii) the instantiation of the virtual security service;

iv) the e�ective deployment of the virtual functions. The

same process should be also followed in case of a recon�gu-

ration, as such the one that determines the transients stud-

ies in this paper. By looking at the related literatures, the

computation times that are commonly needed to perform

those tasks are bigger than the ones we can reach for the

management of the recon�guration transient. [47] reports

that con�guring a security service with a distributed �re-

wall composed of 100 instances requires around 3 minutes.

[48] underlines that establishing the embedding scheme of

10 virtual functions on a physical network composed of 50

nodes varies according to the adopted methodology, from

1400s for the resolution of the exact problem to around

100ms when the heuristic that is proposed there ix exe-

cuted. [49] experimentally checked that the instantation

time of a network security service takes more than 100

seconds, when the service is composed of around 30 vir-

tual functions, for the Virtual Infrastructure Managers of

two-well known orchestrators: Open Source MANO and

Openstack. [42] states that DPD time related to the de-

ployment of a single virtual function is 134s. If these num-

bers are combined, it is clear that the time introduced by

our framework does not represent a delay, as the schedul-

ing of the recon�guration changes may be easily computed

by FATO while another step, such as the service instan-

tation, is performed. This is even more evident when the

DPD time is compared to the time scalability of our ap-

proach. In transients composed of 20 states, more than a

single virtual function must be deployed and instantiated,

but just deploying one takes more time than running our

methodology. Therefore, we have decided to represent the

value of the DPD time for reference as a red dotted hori-

zontal line in Figure 6 and Figure 7.

Finally, the peak memory scalability has been evalu-

ated by running the framework under the same conditions

of Figure 6. This analysis was required, because memory

may be a critical parameter for the solver, which is highly

memory-demanding. The results are reported in Figure 8,

where whisker plots are not used because memory usage

is not in�uenced by the di�erent IP addresses used in the

MaxSMT formulation, di�erently from the computation

time. Two considerations can be derived from these plots.

On the one hand, the memory usage increases linearly with

respect to all the analyzed metrics. On the one hand, even

the worst case that was identi�ed (i.e., when 100 network

security policies are formalized in the MaxSMT problem)

is inferior to 26 MB. Therefore, all these results shows that

the implementation of our methodology can work without
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Figure 9: Evaluation of optimization

any worrisome limitation due to memory.

8.3. Evaluation of optimization

The objective of the FATO methodology is to maxi-

mize the number of connectivity security policies that are

satis�ed in each transient state. Therefore, the optimiza-

tion with respect to this goal has been evaluated by check-

ing how many policies are e�ectively satis�ed during the

whole transient, so as to assess the bene�ts that the pro-

posed approach can bring over unoptimized strategies. For

this validation, we have run the framework on 10 di�er-

ent networks topologies, that are synthetically generated

as extension of the topology shown in Figure 4, as we have

also done for the tests of Figure 6. Each network topology

has a di�erent structure (e.g., di�erent connections among

nodes, di�erent paths crossed by tra�c �ows). The num-

ber of transient states is kept �xed to 20, and the number

of networks ecurity policies that have to be enforced is kept

�xed to 40. After running the framework on each network

topology, we have computed the number of policies satis-

�ed in each state. We have derived this information by

extracting the value of the satis�ed(p,s) predicate for each

pair (policy 𝑝, state 𝑠) from the output of the Z3 solver.

Figure 9 plots the average percentage number of sat-

is�ed policies in each transient state. As it can be seen,

most of the policies are already enforced in the early states

of the transient: over 50% are satis�ed in average in the

third state, and over 75% in the seventh state. Therefore,

this experimental result shows that the proposed approach

largely improves the security level during a recon�guration

transient. It also con�rms the indirect bene�t provided by

our optimization objective, already stated in Subsection

3.4, i.e., maximizing the satisfactions of the policies in each

state leads to satisfy them as early as possible. This result

adds to the other ones of this section, proving that FATO

is a full-�edged methodology that automatically applies

optimization to a state-of-the-art problem, ensuring the

correctness of its solution and guaranteeing times that are

compatible with the management of virtualized networks.

9. Final discussion

The FATO methodology has been designed to exploit

the main characteristics of virtualized networks. The def-

inition of formal models takes into account best practices

for management of virtualized networks (e.g., during a

recon�guration, a new virtual instance is commonly de-

ployed with the new con�guration, in place of an existing

one), and it introduces the formal correctness that state-

of-the-art orchestrators often lack. Besides, as it has been

proved with an extensive validation, the proposed method-

ology can successfully reach the promised optimization ob-

jective, i.e., maximizing the number of connectivity poli-

cies satis�ed in each transient state, with computation

times that do not introduce delay in the process of security

recon�guration.

However, there may be scenarios where this strategy

would not be the best, and it would require extensions

and modi�cations to be applied. For example, industrial

computer networks have been subject to new challenges
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in terms of security management in recent years, as new

paradigms like Industry 4.0 and Internet-of-Things revo-

lutionized their organization. There, guaranteeing service

continuity is often the most critical requirement, as servers

should be reachable in any moment of the day to pro-

vide vital assistance. Our approach would require some

changes to support this context. At the same time, it is

�exible enough to make these changes feasible. On the

one hand, some formal models of network functions may

require extension, e.g., to introduce the peculiarities of in-

dustrial switches, but some other ones (network graphs,

connectivity policies, state sequence, tra�c �ows) would

be already compliant. On the other hand, new optimiza-

tion objectives must be included, e.g., related to latency

and bandwidth. Nevertheless, since the optimization ob-

jectives are modeled in our strategy with soft constraints,

which are distinct entities from hard constraints in the

MaxSMT formulation, if a certain context required di�er-

ent objectives, they could be modeled without impacting

most of the hard constraints of the problem de�nition.

In light of these considerations, the FATOmethodology

has been designed to be e�ciently optimized for virtualized

networks. At the same time, future research developments

may adapt it to more peculiar environments. This con-

�rms that the proposed approach is a valid research path

that is worth being further investigated also in the future

for the transient management problem.

10. Conclusions

This paper presented a novel methodology to compute

the scheduling of the recon�guration changes for a vir-

tual distributed packet �lter, so as to automatically man-

age the problems deriving from the recon�guration tran-

sient. The problem formulation as MaxSMT is founded on

a correctness-by-construction approach to provide higher

con�dence in the correctness of the computed schedul-

ing. Optimization objectives are integrated within the

proposed methodology (e.g., an objective is to maximize

the number of intermediate transient states in which each

connectivity security policy is satis�ed). This is the �rst

time a method featuring all these properties has been pro-

posed to manage transients due to the recon�guration of

a distributed packet �lter.

This represents a �rst step forward in the literature,

but some limitations still exist. In particular, the pro-

posed approach can only support stateless packet �ltering

�rewalls, characterized only by �deny� and �allow� actions,

that represent the most commonly used type. Therefore,

in the future, a �rst work will be to extend the presented

method to optimize transients due to the recon�guration of

other types of �rewalling functions, e.g., web-application

�rewalls, stateful �rewalls, or anti-spam �lters. Other

types of network security functions will be explored as

well. Finally, a direct integration of this methodology with

mitigation and reaction mechanisms is planned, with the

objective to create an autonomic process for the dynamic

orchestration and recon�guration of virtual security func-

tions.
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