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Abstract

Electrical anomalies in residential buildings represent a serious problem that can unpredictably
change the power profiles of end-users, causing a sub-optimal energy distribution. In addition, elec-
trical faults can cause unnoticed energy wastages and higher energy bills, or even severe damages
for properties and people in the most critical cases. In this paper, we introduce a novel anomaly
detection method for detecting electrical faults in household appliances based on the analysis of
their power signatures with unsupervised deep learning techniques. For this purpose, we trained a
variational autoencoder to reconstruct the power signatures of three commonly used devices: the
dishwasher, the washing machine and the dryer. For each use case, we injected several randomly
generated anomalies that simulate to our best realistic electrical faults in these devices. To demon-
strate the effectiveness of our method, we compared the accuracy of the variational autoencoder
with the classification performance of a one-class support vector machine (OC-SVM) trained with
two manual features: the energy consumption and duration of the appliance’s operations. The vari-
ational autoencoder showed higher classification accuracy with respect to the OC-SVM, reporting
an Fl-score greater than 90% in all the use cases. Most importantly, the results demonstrate that
deep anomaly detection methods outperform traditional algorithms based on handcrafted features,
allowing to better characterize the set of normal cycles and produce more precise alerts for the
monitored devices.
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1. Introduction

The accelerating depletion of fossil fuels and the impending rise of worldwide temperatures
require an urgent intervention from governments to find more sustainable energy sources (COP26,
2021). As for now, renewable energy sources already provide for a quarter of the world’s electricity
supply and shows a very promising upward trend in several countries (Ritchie & Roser, 2020).
Despite that fact, renewable sources such as solar and wind still pose important challenges for
their full integration in our energy mix, mainly because their intermittent nature makes them less
reliable (Castangia et al., 2021a).

The development of Smart Grids enables new opportunities for grid operators, that can now
leverage the capabilities of Information and Communication Technologies (ICT) to close the gap
between energy providers and consumers. In particular, consumers can be involved in demand-
response (DR) programs in which they commit to change their energy demand in response to
variations in the available power supply from utilities (Siano, 2014). With the higher penetration
of renewable sources into the electricity grids, DR programs are mainly used to match the energy
demand of end-users with the unstable power supply of renewables. To maintain the balance
between power supply and demand, grid operators need accurate estimates on both sides of the
grid (Mocanu et al., 2016).

The presence of electrical anomalies in the power consumption of residential buildings can seri-
ously hinder the optimal scheduling of energy distribution. In fact, unpredictable electrical loads can
easily invalidate the estimates of grid operators about the future end-users’ consumption, causing
a sub-optimal energy distribution. For this reason, utilities are interested in promptly identifying
electrical anomalies and get rid of them to improve their models of the consumers’ power profiles.
In addition to that, there is an obvious energy wastage for the end-user, that ends up paying higher
costs in the energy bill. In the most critical cases, electrical anomalies can even evolve in more
severe damages, with a serious risk for both properties and people.

The only way to truly fix an electrical fault is to find the responsible device, which can be
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repaired or replaced by the end-user afterwards. It has been largely demonstrated that anomaly
detection performed at the aggregate-level, i.e. at the main meter of the house, do not provide
enough details to find the faulty device (Himeur et al., 2021). Conversely, power consumption
collected at the appliance-level can provide the right level of details to evaluate the health status of
the appliance. The development of Internet of Things (IoT) allowed the creation of more affordable
monitoring devices that can be deployed at scale in our houses. For example, monitoring devices
such as Smart Plugs can be used to monitor the power consumption of the major household’s
appliances, including fridges, dishwashers, washing machines and air conditioners (Alsalemi et al.,
2020).

In this study, we introduce a new approach to find electrical anomalies in the power consumption
of household appliances through the analysis of their power signatures with deep learning techniques.
In particular, we exploit a public data set of power measurements collected directly from the
monitored device at regular intervals of 1 second. To demonstrate the effectiveness of our anomaly
detection framework, we analyzed the power signatures of three common household appliances:
the dishwasher, the washing machine and the clothes’ dryer. Similarly to other anomaly detection
methods, we want to model the normal behaviours in the data set and recognize irregular instances
at test time. However, this task can be particularly challenging in the presence of household
appliances with more complex power signatures and multiple modes of operation. In those cases,
traditional anomaly detection algorithms risk to overfit the normal behaviours of the appliance if
their hyper-parameters are not properly chosen a priori, such as the expected future percentage of
anomalies. In addition, the extraction of handcrafted features is a tedious task that can easily lead to
sub-optimal features that do not fully characterize the raw data set. To cope with these problems,
we adopted deep learning techniques that are well-known for their capabilities of automatically
learning complex features and can model very convoluted input sequences (Oord et al., 2016). More
specifically, we implemented a variational autoencoder to model the normal operation mode of the
monitored appliance. Then, at test time we compare the reconstruction error of the autoencoder
with an anomaly threshold previously estimated from the training errors, looking for significant
deviations. Whenever the reconstruction error exceeds our threshold, we found an anomalous
operation cycle.

With respect to our previous work (Castangia et al., 2021b), we significantly extended our

investigation on anomalous household appliances in the following ways:
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e The set of analyzed devices has been expanded from low-power equipments (e.g. fridge,
stereos, TVs, baseline) to more energy-intensive appliances such as the washing machine, the

dishwasher and the clothes’ dryers.

e The study of the device’s power consumption has been refined, passing from the hourly
analysis of energy consumption to the study of instantaneous power measurements, with a

tremendous increase in the amount of details.

The rest of this paper is organized as follows: Section 2 provides an overview of the previous
works on the task of anomaly detection at the appliance-level. Section 3 gives a description of the
data set. Section 4 describes the different stages of our anomaly detection framework. Section 5
presents the adopted evaluation procedure, followed by an in depth discussion of the classifica-
tion results for the different devices analyzed. Finally, Section 7 highlights the most significant

achievements of this work, providing some directions for potential improvements.

2. Related works

Many researchers studied anomalies in household appliances from a behavioural point of view,
exploiting the presence of patterns in the daily habits of end-users. Mao et al. in (Mao et al., 2019)
present an anomaly detection framework based on frequent pattern mining aimed at identifying
anomalies in the daily usage of various home appliances. The proposed framework monitors the
number of daily operations and consider as anomalous those days that significantly deviate from
the expected number of appliance’s usages. To distinguish between normal and anomalous days,
the authors altered the number of operations in normal days and trained a classifier to recognize
those anomalous instances. Patricio et al. in (Patricio et al., 2019) analyzed the operations of
many devices during the day with the goal of finding anomalous behaviours in elderly people.
The authors firstly extracted a lower data representation of the hourly power consumption of the
target device with an autoencoder neural network. Then, they trained a random forest classifier to
identify anomalous behaviours, that were previously generated by changing the daily patterns of
the devices during the day. Similarly, Gonzalez et al. in (Gonzalez et al., 2021) proposed a method
to identify anomalous behaviours in elderly people based on deep autoencoders. In particular,
the authors compared the performance of autoencoders and variational autoencoders in extracting

relevant representations of the usage patterns. The extracted representation are given as input to a
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random forest classifier for predicting abnormal behaviours, with the help of synthetically generated
anomalous patterns. In the end, the solution with the variational autoencoder seems to be the most
effective for all the appliances analyzed.

Another interesting field of research investigates the detection of faulty appliances through the
analysis of their power consumption. Himeur et al. in (Himeur et al., 2020) extracted a set of micro-
moments classes by analyzing each device in terms of its power range, maximum operation time and
standby consumption. To find anomalous power consumption, the authors trained a deep neural
network to recognize the extracted micro-moments classes, including the anomalous ones. Hosseini
et al. in (Hosseini et al., 2020) introduced a semi-supervised framework for detecting electrical
anomalies in the power consumption of a fridge. The authors characterized the fridge’s power
profile in terms of its daily energy consumption. The normal values are extracted by monitoring
the fridge’s power during a first calibration period. Their algorithm recognizes an anomalous day
whenever the daily consumption exceeds the mean value by more than three standard deviations.
Benninger et al. in (Benninger et al., 2020) presented a completely unsupervised anomaly detection
framework that works in real-time with high frequency (1Hz) current measurements. The proposed
framework firstly applies a k-means clustering to divide the samples into the different operation
modes of the device. Then, a one-class support vector machine (OC-SVM) is trained for each
operation mode, assuming a 20% of samples belonging to the anomalous class in normal conditions.
In the test phase, samples that deviates more than 20% from their assigned operation mode are
considered anomalous for that device. Rashid et al in (Rashid et al., 2019) tried to find anomalies
in household appliances by extracting their power consumption with non-intrusive load monitoring
(NILM) techniques. To find the anomalies, they applied some thresholds to the energy consumption
and duration of the device’s activation based on their expected normal power profile. The authors
concluded that current state-of-the-art NILM techniques are not sufficiently accurate to perform
anomaly detection, which is otherwise very effective when working with sub-metered data. In our
previous work (Castangia et al., 2021b), we analyzed the power consumption of three different
sources of power absorption, namely the baseline, the fridge and some electronic devices (TVs,
stereos), with the aim of finding both electrical and behavioural anomalies. In detail, we analyzed
the selected devices in terms of their daily/hourly energy consumption, duration and time of the
day. In this paper, which extends our previous work, we want to elaborate further on the study of

anomalous appliances by extending the set of analyzed devices to more energy-intensive equipments.
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In particular, instead of studying the hourly energy consumption of the monitored devices, we
want to investigate the characteristics of their instantaneous power measurements, which provide
a greater level of detail. As a matter fact, the power signature of the monitored device reflects the
functioning of its internal electrical components. Consequently, we can recognize electrical faults
in the appliance by analyzing the temporal features of its power consumption.

The proposed solution based on the use of deep learning techniques is specifically aimed at solv-
ing the limitations of previous literature works. First of all, we avoided using a supervised learning
approach because it is unfeasible to know in advance all the possible anomalous behaviours for a
certain appliance. Indeed, a better method consists of using an unsupervised approach, considering
any deviation from the expected behaviour as a potential anomaly in the monitored device. In the
same spirit, we avoided models that assume a predetermined percentage of anomalous instances in
the data set, such as the OC-SVM proposed in (Benninger et al., 2020). Conversely, we preferred
to use a more adaptive anomaly threshold, which is determined by the specific characteristics of
the training data at hand. Most importantly, we escaped the use of manual features by employ-
ing a deep learning approach, which automatically derives useful features as part of its training
process (Chalapathy & Chawla, 2019). In fact, handcrafted features risk to provide only a limited
description of the appliance’s behaviour and may be unsuitable to characterize more complex de-
vices presenting multiple modes of operations. For the sake of clarity, Table 1 provides an overview
of the main differences between our methodology and those proposed in the literature. To demon-
strate the advantage of deep learning with respect to previous solutions employing manual features,
we compared our anomaly detection method with a one-class support vector machine trained with

two features: the energy consumption and the duration of the appliance’s power signatures.

Table 1: Differences between our methodology and the related works focusing on anomalous appliance detection.

Reference Learning method Anomaly threshold Feature extraction
(Himeur et al., 2020) supervised adaptive manual
(Hosseini et al., 2020) unsupervised adaptive manual

(Benninger et al., 2020) unsupervised hard-coded manual
(Rashid et al., 2019) unsupervised adaptive manual
Proposed solution unsupervised adaptive automatic
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3. Dataset

To run our experiments we used the Electricity Consumption and Occupancy (ECO) data set
(Beckel et al., 2014) collected from 6 households in Switzerland between June 2012 and January
2013. This data set is particularly suitable for our purposes because it provides power measurements
at the appliance-level with a very high resolution (1Hz). Besides, the long monitoring period
(8 months) guarantees a considerable number of appliance’s operations and a good diversity of
appliance’s programs, which is important to test the robustness of our approach. As a matter of
fact, we decided to focus only on household appliances that present a repeatable power signature,
which is determined mainly by the specific appliance’s program selected by the end-user. The most
notable appliances that fall into this category are the washing machine, the dishwasher and the
dryer. The reason behind our choice is that appliance’s programs present a certain regularity over
time, that can be modeled and exploited to detect major anomalies in the electrical components of
the device. For this category of appliances, simple statistics such as the total energy consumption
and duration of the operation do not totally describe the operational behaviour of the electrical
components, thus preventing the identification of more subtle anomalies. In fact, the possibility
of selecting multiple programs in the same appliance may determine the presence of two different
operation modes with almost the same energy consumption and duration. In these cases, the
operations are discernible only by considering the temporal correlations of the different phases that
constitute their specific power signatures. Table 2 reports the initial number of operation cycles
that we extracted from the raw power measurements of the washing machine, the dishwasher and
the dryer in the ECO data set. The segmentation procedure used to extract the operation cycles is

described in the next Section 4.

Table 2: Data set.

Appliance Building Num. of cycles Monitoring period

Dishwasher 2 62 2012/06/01 - 2013/01/31
Dryer 1 78 2012/06/01 - 2013/01/23
Washing machine 1 274 2012/06/01 - 2013/01/23
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4. Methodology

Figure 1 shows the complete pipeline of our anomaly detection framework. The pipeline can be
divided in two main steps: the training phase and the test phase. Both phases firstly involve the
separation of the individual operation cycles and their preparation to be processed by the variational
autoencoder. The purpose of the training procedure is to properly model the power profiles of the
normal operation cycles and determine the best anomaly threshold to separate the normal cycles
from the anomalous ones. In the test phase, we apply the variational autoencoder to reconstruct
the power signatures observed at inference time. To recognize anomalous instances, we compare the
reconstruction errors with the anomaly threshold determined at the end of the training phase: we
consider anomalous all those instances whose reconstruction error exceeds our anomaly threshold.
In the following, we provide a thorough explanation of the different components of our pipeline.
In addition, we give a brief description of the procedures that we used to generate the synthetic

anomalies to test our framework.
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Figure 1: Pipeline of our proposed anomaly detection framework.

4.1. Segmentation of operation cycles

The segmentation of the individual appliance’s operations is the very first stage of our data
pipeline. Indeed, we need to analyze each appliance’s activation separately in order to model the
typical power signature of the monitored device. Massidda et al. in (Massidda et al., 2020) devised
a simple segmentation procedure that processes the power measurements from the sub-meter in
linear time, and gives the start and stop times of each appliance’s activation. The algorithm
requires three input parameters that the authors called min power, min off and min on. The

first argument (min power) specifies the minimum power threshold to consider the appliance in its
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operational state, i.e. active. The second argument (min off) is the minimum elapsed time with
the power consumption below the min power threshold to assume that the appliance’s operation
has been completed. Finally, the third argument (min on) specifies the minimum elapsed time with
the power consumption above the min power threshold to consider the appliance’s state as active.
Table 3 reports the arguments of the segmentation procedure for the three household appliances
analyzed in this work. The best values for these parameters were found in an empirical way by
studying the duration and the minimum power consumption of each device. The same parameters
can work also with other data sets since they are based on universal features that characterize the
power signatures of the monitored devices. More advanced segmentation procedures based on deep
neural networks can be implemented, but they are out of the scope of this work and do not provide

significant benefits with respect to our method.

Table 3: Selected values for the main parameters of the segmentation procedure.

min power [W] min on [s] min off [s]

Dishwasher 10 120 180
Dryer 10 120 150
Washing machine 10 120 180

4.2. Data cleaning

Before feeding the data into our variational autoencoder, we must make sure that the training
set contains only normal operation cycles. Unfortunately, the appliance’s operations extracted by
the segmentation procedure may contain spurious cycles that do not represent authentic power
signatures. An incorrect segmentation can have three possible causes: i) an error in the sub-meter
measurements, ii) a voluntary interruption of the operation by the end-user, and iii) a failure of
the segmentation algorithm in separating very close consecutive cycles. In either case, the result
is a power signature that is uncommon and therefore not representative of the normal operational
cycle of the target device. To detect spurious operation cycles we exploited the Isolation Forest
algorithm (Liu et al., 2008), fitted with the duration and the energy consumption of the individual
cycles. In this way, every appliance’s activation with an unusual duration or an unexpected energy

consumption has been removed from the data set.
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4.3. Preprocessing

The variational autoencoder uses as input the sub-metered power consumption of the monitored
appliance measured with a sampling frequency of 1 Hz. In particular, the model has been designed
to handle sequences of instantaneous power measurements whose maximum length has been set to
8000 samples, which correspond roughly to 2 hours of activity. For this reason, all input sequences
have been capped to 8000 samples to ensure consistency in the training set. Shorter sequences
have been zero padded up to the right number of samples. To improve the training procedure, we

normalized the input sequences with the following formula:

Tt (1)

Oy

Tscaled =

where z is the power signature, p, is the mean power in the training set and o, is the standard

deviation. The same values are used at test time to prepare the input sequences for the analysis.

4-4. Variational autoencoder

Autoencoders are neural networks that are trained to minimize the reconstruction error between
the inputs and the outputs in the presence of some constraint (Hinton & Salakhutdinov, 2006). The
most commonly used constraint consists on reducing the dimensionality of the hidden layers, such
that the neural network retains only the most relevant features necessary to reconstruct the in-
put signal. The variational autoencoder was firstly introduced in (Kingma & Welling, 2013) as
an effective way for performing Bayesian inference in the presence of continuous latent variables
with intractable posterior distributions. Differently from classical autoencoders, that always have
a deterministic output at inference time, variational autoencoders present a probabilistic compo-
nent that partially depends on randomness, even at inference time. More specifically, the variables
composing the latent representation are sampled from a multivariate random distribution, whose
mean and standard deviation are determined by the encoder network. In addition to the typical
reconstruction error, variational autoencoders are also trained to minimize the Kullback—Leibler
divergence between the distribution of the extracted latent representations and a Gaussian distri-
bution. This second loss acts as a regularization factor and pushes the network to learn better data
representations. The latent loss is described in Equation 2, where Zg;,, is the number of latent
variables of our model, and y; and p are the outputs of the encoder network. Notice that the en-
coder predicts y; = log(c?) rather than generating directly o because it leads to better convergence

during training.

10
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The encoder network is composed by a stack of six convolutional layers that drastically reduce
the dimension of the input sequences. Then, the encoder terminates with two dense layers that
generates the mean and the variance of the latent variables, respectively. The parameters are
combined with the output of a normal distribution with zero mean and unit variance to produce
20 the final latent representation. Finally, the latent variables are passed to a decoder network with a

stack of six transposed convolutional layers, that brings everything to the original sequence length.
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Figure 2: Architecture of the variational autoencoder.

The hyperparameters of the training procedure are reported in Table 4. We used the adaptive

11
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moment estimation (Adam) algorithm with default arguments to optimize the network’s parameters.
The training can run for at most 500 epochs. We kept 20% of the training set for validating the
network’s performance at the end of each epoch, stopping the training if the loss does not show
improvements for more than 25 epochs (early stopping criteria). A default batch size of 32 has been
used. The network is implemented in Python with the help of the Keras library (Chollet et al.,
2015)

Table 4: Training hyperparameters of the variational autoencoder.

Hyperparameter Value

Optimizer Adam

Learning rate 0.001
Epochs 500
Batch size 32

Stopping criteria early stopping with patience equal to 25

4.5. Synthetic anomalies in the washing machine

The power signature of the washing machine is generally characterized by two main features:
the water heating and the spin cycles. The spin cycles represent only a minor contribution to the
total energy consumption of the washing machine. Indeed, it has been observed that more than 90%
of the energy consumption in a single operation is due to the water heating stage (Issi & Kaplan,
2018). For this reason, we modeled electrical anomalies in the washing machine as unexpected
water heating stages randomly inserted in the operation. A detailed description of the procedure
for generating washing machine’s anomalies is reported in Algorithm 1. Figure 3 shows an artificial
anomaly randomly generated for the washing machine, in which the duration of the heating stage
has been significantly altered, resulting in an increase of the energy consumption. Indeed, detecting
this kind of anomalies is very important for assessing the energy efficiency of the device, that can

unexpectedly consume more power than what is actually required by the selected program.

12
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Algorithm 1 Steps for generating anomalous washing machine’s operations.

1: Use the end of the first heating stage as the starting point of the anomaly;

2: If there are no heating stages (cold wash), then randomly select a starting point between 2 and

20 minutes from the beginning of the operation;

3: Pick up the end point of the anomaly by randomly selecting a duration time between 5 and 20
minutes;

Increase the power consumption from the starting point to the end point by 2200 W, except for

the samples that are already in a heating stage, i.e. where the power is greater than 1500 W.

Energy consumption: 0.43 kWh Energy consumption: 0.76 kWh

2500 2500 —— Anomaly

2000 2000

=
£.1500 4

= 1500
g
15
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I 1000 -

Power [W]

500 4 500

04

00:00 00:30 01:00 01:30 02:00 00:00

00:30 01:00 01:30 02:00
Duration [hh:mm)]

Duration [hh:mm)]

(a) Normal washing machine operation (b) Anomalous washing machine operation

Figure 3: Examples of a normal washing machine operation and the corresponding anomalous cycle generated.

4.6. Synthetic anomalies in the dishwasher

The dishwasher presents a power signature characterized by the alternation of multiple heating
stages with different duration. Each dishwasher’s program has its own specific pattern, that makes
the task of anomaly detection more challenging. Electrical anomalies in the dishwasher can be
represented by a corruption in the duration of the different heating stages constituting the single
operation cycle. Therefore, we decided to randomly change the duration of the heating stages in
order to simulate potential electrical anomalies in the dishwasher. The different steps for generating
the dishwasher’s anomalies are described in Algorithm 2. Figure 4 depicts an anomaly of this kind,
in which the duration of the first heating cycle has been incremented to simulate a general electrical
anomaly in the dishwasher. Similarly to the case of the washing machine, this kind of anomalies

are useful for detecting inefficiency in the appliance’s operations, which may cause a systematic

increase in the overall energy consumption of the device.

13



Algorithm 2 Steps for generating anomalous dishwasher’s operations.

1: Use the end of a randomly selected heating stage as the starting point of the anomaly;

2: Pick up the end point of the anomaly by randomly selecting a duration time between 5 and 20
minutes;

3: Increase the power consumption from the starting point to the end point by 2100 W, except for

the samples that are already in a heating stage, i.e. where the power is greater than 1500 W.

Energy consumption: 1.22 kWh Energy consumption: 1.63 kWh

2500

2500 —— Anomaly
2000 2000

=
1500 A 1500

Power

1000 A 1000 A

Power [W]

500 500

0 — 0
00:00 00:30 01:00 01:30 02:00
Duration [hh:mm]

P

00:00 00:30 01:00 01:30 02:00
Duration [hh:mm)]

(a) Normal dishwasher operation (b) Anomalous dishwasher operation

Figure 4: Examples of a normal dishwasher operation and the corresponding anomalous cycle generated.

as 4.7. Synthetic anomalies in the dryer

The dryer shows a simple power signature with a single long heating stage that interests a major
part of its operation cycle. Indeed, we do not have a complex pattern to model since there is no
alternation of heating stages in the dryer’s case. However, we can still replicate a realistic electrical
anomaly by increasing the overall power consumption of the principal heating phase. The pseudo

20 code for generating the dryer’s anomalies is reported in Algorithm 3. Figure 5 shows an anomaly
in the power signature of the dryer in which the power consumption of the heating stage has been
increased by 300 W. Similarly to the other use cases, an increase in the energy consumption is an

important concern for the efficiency of the household appliance.

Algorithm 3 Steps for generating anomalous dryer’s operations.

1: Use the start of the main heating stage as the starting point of the anomaly;
2: Use the end of the main heating stage as the end point of the anomaly;

3: Increase the power consumption from the starting point to the end point by 300 W.

14
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Figure 5: Examples of a normal dryer operation and the corresponding anomalous cycle generated.

5. Results

In the following, we present the results of our deep anomaly detection method applied to the
different appliances considered in this study. Firstly, we introduce the validation procedure and the
classification metrics that we used to evaluate our methodology. Then, we describe the computation
of the anomaly threshold that we used to distinguish between normal and anomalous instances.
To conclude, we compare the classification scores of the variational autoencoder with the results
obtained by a classical anomaly detection algorithm trained on some handcrafted features, providing

some motivations for the superiority of our method.

5.1. K-fold cross validation

In general, it is desirable to have both a large training set and a wide validation set to test the
performance of our models in a vast range of different scenarios. In this study, we are dealing with a
limited amount of data points, which collides with the previous expectations. However, we can still
perform an extensive evaluation by employing a K-fold cross validation. In detail, we run a 5-fold
cross validation for each appliance, training the variarional autoencoders on the first 4 folds and
testing on the remaining one. After each iteration, the data set is rotated by one fold to generate
a new partition between training and test sets. In this way, the model is evaluated on unseen data
points at every iteration, which guarantees an exhaustive evaluation of our methodology (Bengio
& Grandvalet, 2004).

The synthetic anomalies described in Section 4 were injected in the test set at the beginning of

each iteration of the K-fold cross validation. In the real-world, anomalies usually constitute only a

15
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minor percentage of the data set, since they are uncommon data points by definition. In our case,
we decided to keep an equal percentage of normal and anomalous instances in order to evaluate the
performance of our approach in a variety of different scenarios. Furthermore, we are not limited by
the number of anomalies because they were randomly generated at each iteration. Thus, each test
set created during the K-fold cross validation contains an equal amount of normal and anomalous
operation cycles. Please, notice that the anomalous instances in the test set were generated by

altering the normal operation cycles of the same test set.

5.2. Fwvaluation metrics

The task of anomaly detection can be easily seen as a binary classification problem, where the
negative class represents the normal data points and the positive class corresponds to the anomalous

instances. Therefore, we adopted the typical classification metrics listed below:

B TP +TN )
Y = TP Y TN + FP + FN
. TP
precision = s (4)
TP
ll=——— 5
reca TPLFN (5)
Pl — o i Precision x recall (6)

precision + recall
where true positives (TP) indicate truly anomalous cycles classified as anomalous, true negatives
(TN) are normal cycles correctly predicted as normal, false positives (FP) denote normal instances
wrongly predicted as anomalies and false negatives (FN) are anomalous instances erroneously pre-
dicted as normal. In brief, the accuracy just reports how many times our predictions are actually
correct. The precision gives us the ratio of true positives over the total number of positive predic-
tions, whereas the recall gives the ratio of true positives over the total number of positive instances.
To summarize precision and recall, we can compute their harmonic mean which is expressed by the

F1-score.

5.83. Anomaly threshold

The reconstruction error can be used to distinguish between normal and anomalous instances.

As a matter of fact, normal operation cycles are reconstructed quite accurately by the autoencoder,

16



330

335

340

345

350

355

since they have been already seen in the training set. Conversely, anomalous operation cycles
present a high reconstruction error because they are completely unknown to the autoencoder and
do not respect the training data distribution. In this work, we defined the reconstruction error as
the mean absolute error between the input sequence y and the reconstructed sequence ¢, both with
length equal to n.
. 1 ¢ )
reconstruction error = - ; ly: — il (7)
Once the reconstruction error has been defined, we must select an anomaly threshold to optimally
separate normal and anomalous instances at inference time. In a first attempt, we tried to use the
maximum reconstruction error achieved in the training set as our threshold. However, we early
found that the maximum error on the training set is susceptible to the presence of outliers in the
training data. Therefore, we finally decided to use an anomaly threshold equal to three standard
deviations above the mean reconstruction error obtained on the training set. Indeed, according
to the empirical rule of statistics, we can assume that 99.7% of data lies within three standard
deviations of the mean. In this way, the threshold is more robust and is not contaminated by

potential outliers in the training set.

5.4. Analysis of the classification performance

To test the effectiveness of the variational autoencoder, we compared our model with a one-
class support vector machine (OC-SVM) (Yin et al., 2014) trained with two features, i.e. the total
energy consumption and the duration of the operation cycles. The OC-SVM has been favoured
by optimizing both the contamination factor and the gamma parameter in order to maximize the
F1-score obtained on the test set. Notice that in a real-world scenario those parameters must be
selected aprioristically, depending on the specific characteristics of the data set and the expected
percentage of anomalous instances. Table 5 reports the classification results of the two models
for the three appliances considered in this study. In particular, we reported the mean scores
obtained across the five iterations of the K-fold cross validation. In all the use cases, the variational
autoencoder overcomes the classification performance of the OC-SVM algorithm, both in terms of
accuracy and Fl-score. In particular, the accuracy of the variational autoencoder is greater than
90% for all the appliances analyzed, outperforming the results of the OC-SVM by more than 10%

for the dryer and by more than 4% for both the washing machine and the dishwasher. The same
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improvements can be noticed on the F1-score, which exceeds the 90% threshold in all the use cases.
Figure 6 shows the difference in the reconstruction errors when the variational autoencoder is fed
with a normal cycle or an anomalous one. In the latter case, the reconstruction error is way higher,
0 since the variational autoencoder is not able to properly reconstruct unknown operation cycles that
deviate from normal power signatures. The proposed approach also proved particularly efficient
in terms of computational costs, requiring less than 5 ms to reconstruct a single power signature
and compare the reconstruction error with the reference anomaly threshold. The computational
times demonstrate that our anomaly detection framework can be also deployed on edge computing

s devices with minor processing capabilities, including smart plugs and smart appliances.

Table 5: Classification results for the different appliances.

Appliance Model Accuracy Precision Recall F1l-score
OC-SVM 0.88 0.83 0.95 0.89
Washing machine
VAE 0.92 0.97 0.86 0.91
OC-SVM 0.91 0.91 0.93 0.91
Dishwasher
VAE 0.95 0.95 0.95 0.95
OC-SVM 0.84 0.81 0.90 0.85
Dryer
VAE 0.98 0.97 0.98 0.98
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Figure 6: Difference in the signal reconstruction between normal (left column) and anomalous (right column) oper-

ation cycles in the washing machine, the dishwasher and the dryer, respectively.

The advantage of our anomaly detection method with respect to the OC-SVM algorithm lies in
the greater generalization capabilities of the variational autoencoder, which seems to better cope
with the diversity of the different appliance’s programs. With reference to the results of Table 5,
the OC-SVM showed lower precision scores with respect to the variational autoencoder, revealing
a significant number of false positives in all the use cases. Therefore, we can deduce that the OC-

SVM is more prone to overfitting the distribution of the training samples in comparison to the deep
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autoencoders, causing a higher number of false positives at test time. Figure 7 shows the optimal
decision boundaries described by the OC-SVM once trained on the set of normal instances. Each
column reports the decision boundaries obtained on each fold of the cross-validation procedure for
a single appliance. The plots reported in Figure 7 clearly show the complexity of the operation
cycles when represented in terms of their total energy consumption (horizontal axis) and duration
(vertical axis). Indeed, the presence of multiple appliance’s programs with different cardinalities
makes it difficult for the OC-SVM algorithm to find an optimal decision boundary to separate
normal instances from the anomalous ones. Furthermore, the decision boundaries vary based on
the specific input parameters of the OC-SVM algorithm and must be optimized depending on the
specific characteristics of the training set. However, in the real-world those parameters cannot be
optimized and must be selected a priori based on precise assumptions on the number of anomalies
and the data distribution.

Figure 8 shows the distributions of the reconstruction errors in the five folds of the cross vali-
dation procedure for the washing machine (first column), the dishwasher (second column) and the
dryer (third column). Each Figure reports the reconstruction errors of both normal (histograms
in blue) and anomalous instances (histograms in red), including the anomaly threshold determined
from the distribution of the training errors. Notice that the position of the threshold changes
across the different folds, showing its adaptability on the specific distribution of the training errors.
Most importantly, the histograms reported in Figure 8 demonstrate that the reconstruction error
is an excellent criterion to separate normal instances from the anomalous ones, independently of
the nature of the original input data. Indeed, the variational autoencoder makes sure that normal
instances obtain a low reconstruction error, whereas the errors of abnormal instances exceed the
anomaly threshold determined at the end of the training phase.

To conclude, the variational autoencoder achieves a greater generalization performance with
respect to the OC-SVM thanks to an improved data representation that facilitates the separation
between normal and anomalous instances. In addition, the variational autoencoder is more indicated
for a real-world application because it does not require any aprioristic assumption on its parameters,
which are instead dynamically determined based on the specific characteristics of the data set at

hand.
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Figure 7: Decision boundaries of the OC-SVM in the five folds of the cross validation procedure for the washing

machine (first column), the dishwasher (second column) and the dryer (third column).
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Figure 8: Distribution of the reconstruction errors in the five folds of the cross validation procedure for the washing

machine (first column), the dishwasher (second column) and the dryer (third column).
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6. Limitations

Similarly to other anomaly detection methods, the proposed approach can suffer from a low rep-
resentation of the complete set of operational cycles for the monitored device. Indeed, we always
assume that the set of normal instances used to train our variational autoencoder already covers
the vast majority of operation modes selected by the end-user. If this condition is not respected,
then we can encounter a false positive whenever the user selects an appliance’s program that was
not present in the original training set. The only way to overcome this limitation consists of col-
lecting a sufficiently large training set before deploying our variational autoencoder. In general, a
long monitoring period guarantees a good coverage of the full set of operation cycles for a specific
appliance, due to the fact that end-users usually present habits in the selection of their programs. It
is worth mentioning that the training period for the appliances analyzed in this work is less than six
months and test data rarely deviates from the distribution of the training data. This fact demon-
strates that with a sufficiently long monitoring period the occurrence of unseen operation cycles
represents an extremely uncommon event. Nevertheless, we must also consider that our method
can be implemented directly by manufacturing companies to monitor the health status of their ap-
pliances and offer maintenance services to their customers. In this second scenario, we can assume
that manufacturers already know the complete set of appliance’s programs to train the variational
autoencoder, thus completely avoiding the occurrence of unseen operation cycles at inference time.
To summarize the limitations, we can state that anomaly detection methods generally require a
sufficiently long monitoring period to learn the characteristics of normal instances, and the same is

true for deep learning-based anomaly detection methods such as the one presented in this work.

7. Conclusion

In this study, we presented a new framework for detecting electrical anomalies in the power con-
sumption of household appliances based on the analysis of their power signatures with unsupervised
deep learning techniques. The methodology exploits the capabilities of variational autoencoders in
order to overcome the limitations of previous methods based on manual features. In fact, deep learn-
ing allows us to automatically select the most relevant features to describe the power signatures,
thus avoiding the cumbersome task of extracting handcrafted features. In addition, variational

autoencoders work in a completely unsupervised fashion, without the need for synthetic anomalous
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instances that can lead to high generalization errors.

The framework has been tested on three different household appliances with quite dissimilar
power signatures, which are the dishwasher, the washing machine and the clothes’ dryer. The
results show very good classification performance on all the three use cases, reporting an F1l-score
greater than 90% on average. The proposed method outperformed the one-class support vector
machine trained with classical features such as the total energy consumption and the duration of
the operation cycles, showing that deep learning can better characterize the set of normal instances
with respect to traditional anomaly detection methods.

The detection of anomalous appliances can significantly improve the estimation of the end users’
power profiles, allowing grid operators to perform a more accurate scheduling of the energy dis-
tribution. Furthermore, the end-users can easily save energy by repairing or substituting faulty
appliances that cause an increment in their overall energy demand. Finally, manufacturing com-
panies can harness smart appliances with anomaly detection capabilities in order to automatically
notify anomalies to maintainers and trigger their interventions when necessary.

As a future work, we want to apply the proposed method to a set of realistic electrical anoma-
lies observed in true faulty appliances. Alternatively, we will also extend this work to analyze

behavioural anomalies affecting the usage patterns of the end-users.
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