
17 April 2024

POLITECNICO DI TORINO
Repository ISTITUZIONALE

5G Networks Towards Smart and Sustainable Cities: A Review of Recent Developments, Applications and Future
Perspectives / Shehab, Muhammad; Kassem, I.; Kutty, A. A.; Kucukvar, M.; Onat, N; Khattab, T.. - In: IEEE ACCESS. -
ISSN 2169-3536. - ELETTRONICO. - 10:(2022), pp. 2987-3006. [10.1109/ACCESS.2021.3139436]

Original

5G Networks Towards Smart and Sustainable Cities: A Review of Recent Developments, Applications
and Future Perspectives

Publisher:

Published
DOI:10.1109/ACCESS.2021.3139436

Terms of use:

Publisher copyright

(Article begins on next page)

This article is made available under terms and conditions as specified in the  corresponding bibliographic description in
the repository

Availability:
This version is available at: 11583/2954760 since: 2022-04-11T09:29:38Z

Institute of Electrical and Electronics Engineers Inc.



Received December 10, 2021, accepted December 25, 2021, date of publication December 30, 2021,
date of current version January 10, 2022.

Digital Object Identifier 10.1109/ACCESS.2021.3139436

5G Networks Towards Smart and Sustainable
Cities: A Review of Recent Developments,
Applications and Future Perspectives
MUHAMMAD J. SHEHAB 1, (Member, IEEE), IHAB KASSEM 2, ADEEB A. KUTTY3,
MURAT KUCUKVAR 3, NURI ONAT4, AND TAMER KHATTAB 1, (Senior Member, IEEE)
1Electrical Engineering Department, Qatar University, Doha, Qatar
2Computer Science and Engineering Department, Qatar University, Doha, Qatar
3Industrial and Systems Engineering Department, Qatar University, Doha, Qatar
4Qatar Transportation and Traffic Safety Centre, Qatar University, Doha, Qatar

Corresponding author: Murat Kucukvar (mkucukvar@qu.edu.qa)

The work of Muhammad J. Shehab and Tamer Khattab was supported by the Qatar National Research Fund (QNRF) (a member of the
Qatar Foundation, QF) under Grant AICC03-0530-200033. The work of Adeeb A. Kutty and Murat Kucukvar was supported in part by
Qatar University through the Graduate Research Support Program under Grant QUST-2-CENG-2021-218.

ABSTRACT 5G wireless communication systems provide massive system capacity with high data rates,
very short low-latency, and ultra-high reliability, in addition to high connection density with a positive
experience on smart cities and the Internet of Things (IoT). Future networks are anticipated to revolutionize
typical applications such as the enhanced mobile broadband services (EMBB), ultra-reliable low latency
communication (uRLLC), and massive machine-type communications (mMTC) anywhere and everywhere.
This rationalizes the need to investigate the sustainable elements of 5G networks in smart cities to understand
how 5G networks can be more environmentally- friendly and energy-efficient. This paper aims to investigate
how 5G networks can act as key enablers in achieving sustainability in smart cities, using a macroscopic
review. An overview of 5G communication networks and several 5G technologies used in smart city
applications to enhance sustainability is presented. This is followed by investigating the indicators that
measure sustainability in 5G networks across the environmental, social, and economic dimensions; and
sub-dimensions such as energy efficiency, power consumption, carbon footprint, pollution, cost, health,
safety, and security. The results show that the majority of research papers focus on the environmental
dimensions of sustainability (42%) when attempting to address sustainability in 5G systems and smart
cities. The findings also showed a huge interest in the economic (37%) and social (21%) dimensions as
well. Further, when examining the sub-dimensions, it was found that most of the studies focused on energy
efficiency (20%), power consumption (17%), and cost (15%).

INDEX TERMS 5G wireless communication system, energy efficiency, Internet of Things, smart cities,
sustainability.

I. INTRODUCTION
Technological advancements in the area of network services
and telecommunication, accompanied by the emergence of
smart cities and the Internet of Things (IoT) have boosted the
necessity of sustainable practices in 5G networks and smart
cities. As identified in the Brundtland report [1], sustainable
development satisfies the demands of the present without
compromising the capability of future descents by judiciously
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utilizing the existing resources. Such development strategies
are vital when technologies lead societal development in the
current smart era [2].

A. STATE OF THE ART CONTRIBUTION AND NOVELTY
The rigorous demands of the 5G networks and the key perfor-
mance indicators (KPIs) that 5G is promising to provide have
made sustainability in mobile communications a key element
for the design of the forthcoming 5G wireless networks and
one of the research priorities in this area. Understanding
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FIGURE 1. Description of the review paper stages.

the sustainability challenges in the 5G networks and smart
cities is essential to reduce the influence of these challenges
and determine a way to utilize the enabling technologies to
enhance sustainability in smart cities. As mentioned in [2],
5G entails multi-radio connectivity to smart devices and relies
on virtual networks. New services will emerge due to the
utilization of the new spectrum. Network technologies such
as software-defined networking (SDN) and network func-
tion virtualization (NFV) will allow the new services to be
programmable among various network components. Mobile
Edge Computing (MEC) will assist in minimizing the latency
in the network since the traffic will not be going back to
the core, and network slicing will enable numerous virtual
networks in the air interface. To this end, 5G networks and
smart cities will feature a massive number of sensors, smart
management via developed networks, and advanced learning
via real-time data analytics. Accordingly, these networks will
enhance environmental sustainability and assist in securing
and protecting public health [2].

A macroscopic review is conducted to investigate how 5G
networks can act as key enablers in enhancing sustainabil-
ity in smart cities. The research framework is presented in
Fig 1. Initially, an overview of 5G networks is discussed
covering the enhanced mobile broadband (eMBB), massive
machine-type communications (mMTC), and ultra-reliable
low-latency communication (uRLLC). Next, the Key per-
formance indicators (KPIs) in 5G networks are, identified
and discussed, which include the energy efficiency (EE),
spectrum efficiency (SE), area traffic capacity (ATC), latency,
mobility, peak data rate (PDR), and user experience data rate
(UEDR). Further, the green technologies in the 5G network
are presented, such as the millimeter wave (mmWave), mas-
sive multiple-input multiple-output (MIMO), and ultra-dense
networks (UDNs).

In addition, this paper identifies 5G/6G communication
networks as key enablers for smart city applications and
explains the technologies that assist in enabling sustainability
through the use of digital innovation. The applications that
constitute the architecture of smart cities, such as the IoT,
smart transportation, smart health care, smart manufacturing,
and smart grid, are explained. This is followed by exam-
ining the modern technologies used in these applications,
such as vehicle-to-vehicle (V2V), autonomous and electric
vehicles (EVs), wireless power transfer (WPT), and energy
harvesting (EH). The capabilities of the multidimensional
5G/6G communications to enable a sustainable smart city is
demonstrated. The strength of integrating terrestrial commu-
nication networks with non-terrestrial networks in enabling
sustainability for IoT applications is exploited. To this end,
sustainability is investigated based on the five layers of com-
munication network, space, air, ground, underground, and
underwater.

The conducted review investigates the sustainability indi-
cators focusing on energy efficiency, power consumption,
spectrum efficiency, carbon footprint, pollution, cost, human
health, safety, and security. These indicators are categorized
based on their impact on social, economic, and environmental
indicators. The review targets studies’ focus on sustainability
indicators and demonstrates the most inspected indicators
while assessing sustainability in 5G systems. We concen-
trate on references from Scopus and IEEE databases on
‘‘5G + Sustainability’’ and ‘‘5G + Green communication’’
in either title, abstract, or keywords for the period between
2010 and 2021, accessed on December 2021. The struc-
ture examines the percentage of papers focusing on envi-
ronmental, economic, and social indicators. Thus the main
contributions that add novelty to this study can be listed as
follows:
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• A first of its kind systematic review that considers the
holistic sustainability concept including socio-economic
and environmental pillars of sustainability under the 5G
network paradigm.

• Most of the reviews in the literature to date have focused
on the relevance of 5G networks and the significance
of converting cities into smarter living units. However,
no studies have yet attempted to bring a possible link
for 5G networks to act as key enablers in transforming
cities into smart sustainable cities.

• The review presents an extended coverage over the
sub-indicators of sustainability concerning 5G net-
works, where most of the review articles to date
have broken down sustainability dimensions to only
indicators with no coverage of sub-indicators.

• The review investigates the capabilities of the multi-
dimensional 5G/6G communications in enabling sus-
tainable smart cities, a unique approach in integrating
terrestrial with non-terrestrial networks.

II. OVERVIEW OF 5G NETWORKS
With the increasing development in wireless communication
and the fruition of smart cities and IoT. 5G mobile networks
are anticipated to provide users with applications such as
virtual and augmented reality, smart transportation including
autonomous vehicles, smart healthcare including telediag-
nosis, telerehabilitation, telesurgery, smart hospitality, smart
community, smart grid, smart factory, and smart warehouse.
5G networks can be considered as an enabling technology for
IoT, and smart cities are applications on IoT. Therefore, 5G
and smart cities are inherently related [3].

FIGURE 2. 5G system requirements.

A. 5G SYSTEM REQUIREMENTS AND MAIN SERVICES
The 5G system requirements are shown in Fig 2 as identi-
fied by the International Telecommunication Union (ITU).
In addition to the requirements, there are three main services
for 5G systems, which are the eMBB, mMTC, and uRLLC.

1) ENHANCED MOBILE BROADBAND
The eMBB is one of the primary use cases for the 5G new
radio. To enable applications over a wide coverage area with
high data rate requirements as shown in Fig 3, we need to
enhance the eMBB service that focuses on increasing the sys-
tem capacity and end-user data rates. The fundamental factors
for enabling the eMBB are the PDR and the UEDR [4].

FIGURE 3. Applications on eMBB.

2) MASSIVE MACHINE TYPE COMMUNICATION
The mMTC is another use case for the 5G new radio.
It involves an enormous number of devices connected to a
base station (BS) as shown in Fig 4. There are several applica-
tions to mMTC such as IoT, smart meters, smart environment,
smart grid, intelligent transportation, industrial control and
automation, e-health, security, public safety, and drone deliv-
ery [4], [5]. The main technical challenge of mMTC is to sup-
port a massive number of devices in mobile networks. Other
challenges include the congestion of the radio access network
(RAN), Quality of Service (QoS) provisioning, huge signal-
ing overhead, and handling highly mobile and intermittent

FIGURE 4. Applications on mMTCs.
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MTC traffic. The two key requirements for enabling mMTC
are the connection density and network energy efficiency [6].

3) ULTRA-RELIABLE LOW LATENCY COMMUNICATION
The third use case for the 5G new radio is the uRLLC,
it is anticipated to aid novel levels of highly reliable and
low latency communications as shown in Fig 5. There are
several potential applications to uRLLC which operate either
in licensed or unlicensed bands, such as smart grid, intelligent
transportation system, high-speed train, self-driving car, fac-
tory automation, industrial automation, remote surgery, V2V,
and tactile internet which is the next evolution of the IoT that
includes machine-to-machine and human-to-machine inter-
action. The two important requirements for enabling uRLLC
are latency and mobility [6].

FIGURE 5. Applications on uRLLC.

B. GREEN 5G COMMUNICATIONS AND KPIS
To achieve green communication networks as shown in Fig 6
and Table 1, we need to focus on several aspects such as
EE, SE, cost-efficiency, power consumption, and increased
security. The KPIs for the 5G networks shown in Fig 7 are
specified by the ITU. These include fiber-like-access data rate
up to 20 Gbps, a latency that is mere milliseconds, UEDRs
up to 100 Mbps, and ATC up to 10 Mbit/s/m2. The spec-
tral efficiencies are expected to reach 15 bit/s/Hz for uplink
and 30 bit/s/Hz for downlink, while mobility is expected
to reach up to 500 km/hr, and connection density up to
106 devices/km2 [7]. The network EE factor is anticipated to
increase from 1x on 4G LTE to 100x on 5G IMT-2020, which
is an important factor to enable sustainable and green 5G
networks [8]. EE is considered as a significant 5G KPI, and it
is defined as the ability of the radio access technology (RAT)
to minimize the energy consumption of the RAN relative to
the traffic capacity supplied. Green requirements for reducing
energy consumption and achieving optimal networks need
to be considered from the beginning, unlike previous mobile
networks [9].

To empower green 5G communication networks, several
new technologies are suggested to increase the EE, which is
the most widely embraced green design factor and is required
to be 100x compared to 4G LTE communication networks.
This can be achieved by minimizing energy consumption
while preserving the QoS. In this context, EH technologies
can be utilized to enable the BSs, wireless devices, and
communication transceivers to harvest energy from ambi-
ent radio frequency and different renewable sources such
as kinetic sources, thermal, solar, vibration, and wind [8].
EH can be used in 5G networks to prolong the battery
duration of the devices and communication networks and to
safeguard the environment. This enables us to achieve sus-
tainable development goals (SDG 3 – good health, SDG 7 –
renewable energy, SDG 9- innovation and infrastructure,
SDG 13 – climate action, SDG 15 – life on land) [3]. Integrat-
ing renewable energy resources into future mobile networks
is a fundamental factor leading to a sustainable smart city
(SDG 11 – sustainable cities and communities).

C. ENSURING GREEN 5G TECHNOLOGIES
1) MILLIMETER WAVE
The relationship between the frequency, f , wavelength, λ, and
the speed of light in free space, c, is λ = c

f , = v/f . mmWave
communication is a vital technology used to scale up the
capacity in 5G networks due to its considerable frequency
range 30 – 300 GHz [10]. It is more affiliated with small cells
and its wavelength size ranges between 1mm and 10mm. The
shorter mmWave wavelengths can produce narrower beams,
which enables the mmWave to transmit data more securely at
a high speed with better resolution and low latency. Its range
of the spectrum lies between the microwave spectrum band
and the infrared spectrum band, which enables mmWaves
to be used for high-speed communication since this band
is considered as extremely high frequency (EHF). Due to
obstacles and harsh path loss, mmWaves face problems with
long distances, which brings the need for small cells that aids
short-range communications in high dense areas [11], [12].
mmWave is considered a green 5G technology to enlarge the
spectrum availability. It increases the throughput as it expands
the available spectrum and it enhances the SE [8].

2) MASSIVE MULTIPLE-INPUT MULTIPLE-OUTPUT
TheMIMO technology allows the transmission and reception
of multiple simultaneous data signals over a single radio
channel, it uses two to four antennas on the transmitter and
the receiver, whereas massiveMIMO (M-MIMO) uses a huge
number of antennas from tens to hundreds since mmWaves
are in the high band spectrum, which allows the wireless
devices to deploy more small size antennas. The advantage of
this technology is that it achieves high data rates, high-energy
efficiency, high transmission bandwidth, high transfer capac-
ity, and increased spectral efficiency of the network without
demanding more spectrum. In addition, it improves energy
efficiency since it focuses the energy into ever-smaller areas
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FIGURE 6. Green 5G technologies and sustainability indicators.

of space, which makes it a promising technology for sustain-
able 5G networks [12]–[14]. In [15] the authors discussed the
scenarios of boosting the energy efficiency gains provided
by the M-MIMO system, such as reducing the power loss of
the amplifiers, lowering the RF chain requirements, executing
low complexity operations at the BS, and scaling the number
of antennas at the BS. Thus, it enables the operators to lower
the operating expenditure (SDG 8 – economic growth).

3) ULTRA-DENSE MOBILE NETWORKS AND SMALL CELLS
The presence of small wavelengths and narrow beams in 5G
networks increases the communication speed and restricts
the transmission distance of mmWaves to 100 meters, which
brings the need for a large number of small cells, and this is
called ultra-dense networks [12].

Small cells are small size base stations that demand min-
imal power to operate and can be located every 250 meters.
To prohibit signals from being dropped, thousands of these
stations could be installed in a city. This would compose a
dense network that performs like a relay team, handing off
signals and routing data to users at any place. The concept of

the small cells is to increase the achievable data rate, lower the
energy consumption (SDG 3 - good health, SDG 7- renewable
energy) for the circuit power, and reduce the latency. It can
support a huge number of user equipment in the small cell
since the small distance between the transmitter and the user
can reduce the loss of the propagation and avert the interfer-
ence. M-MIMO wireless communication system and small
cells emerging technologies are one of the key elements in 5G
networks. M-MIMO can be utilized jointly with small cells
to increase the QoS, the capacity of the system, and eliminate
the additive white gaussian noise (AWGN) [13], [14].

In UDNs there exist a large number of small cells. This
enhances the network efficiency and results in high energy
and spectral efficiency (SDG 7 - renewable energy) [16].
UDN is considered a green 5G technology since it reduces
the distance between the transmitter and the receiver. This
increases the spectrum efficiency, provides links with high
quality, and increases the spatial reuse element, which is
considered high compared to 4G wireless networks [8].

The authors in [15] inspected the energy efficiency for
5G networks and the challenge of the green backhauling.
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TABLE 1. Green 5G/B5G technologies.

Their objective was to minimize the power consumption of
the backhaul traffic between the small cells and the core
network by deploying both passive optical fiber networks
and mmWave technologies. Their idea was based on the
reality that optical networks are more energy-efficient for
heavy load situations while small cells provide more energy
efficiency for low load situations. Due to this, they proposed
a solution based on estimating the traffic load per hour and
obtaining the best energy-efficient design for the backhaul for
different hours of the day. Their proposed solution showed a
huge reduction in energy consumption. Optical fiber commu-
nication provides sustainable and faster connectivity (SDG
9 – innovation and infrastructure). It is considered a green
solution for the networks since it reduces waste (SDG 15 –
life on land), energy consumption (SDG 7- renewable energy)
and it is environment friendly (SDG 13 – climate action) [12].

III. 5G NETWORK ENABLING SMART CITIES
APPLICATIONS
In this section, we discuss some of the various smart city
components presented in Fig 8, such as the smart grid; smart
transportation, smart healthcare, and smart manufacturing.
However, the components of a smart city differ among the
cities depending on the interest areas [17], [18].

A. 5G NETWORK ENABLING SMART GRID
The smart grid refers to the smart electrical network,
which involves a set of energy operations and measures
such as smart appliances, smart meters, energy-efficient
resources, and renewable energy resources. It is a digitized

FIGURE 7. 5G KPIs.

and intelligent electricity network that supplies electricity
from the source generator to the customers.

To optimize the connectivity in smart electrical grids there
is a demand for flexible and reliable network connectivity to
meet the requirements of various grid services. 5G network
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slicing is a promising technology to enhance the performance
of smart electrical networks [18]. The reason is that it sim-
plifies the network infrastructure into a single and shared
network to implement multiple services. These services can
be deployed using two automation technologies such as NFV
and SDN to combine various layers of access, transport, and
core network domains to produce custom slices for every use
case. Therefore, a smart grid is one of the areas that can be
revolutionized using 5G network slicing [19].

There are several technologies used in smart grids which
heavily depends on the 5G technologies such as the
drone/UAV based grid maintenance and inspection, smart
environment monitoring of substations, vehicle to grid (V2G)
communication, distribution automation (DA), advanced
metering infrastructure (AMI), demand response (DR), vir-
tual power plants (VPPs) and distributed energy resources
(DERs) [19]. 5G networks increase the energy efficiency and
improve the connectivity in crowded areas and inside build-
ings because it supports high connection density and relia-
bility (SDG 9 – innovation and infrastructure) [12]. Hence,
5G networks can control and manage multiple sections of
energy grids in a consolidated manner. This makes the smart
energy grids more cost-effective (SDG 8 – economic growth)
for energy consumers and utilities. The smart grid is the
foundation of smart energy, and it is significant in boosting
social and economic harmony. This enhances sustainable
development (SDG 11 – sustainable cities). It enables a
cleaner environment (SDG 13 – climate action), better life
(SDG 15 – life on land), and more consistent society (SDG
3 – good health). This assists in refining energy management
and allows the transformation to electrical energy and clean
energy (SDG 7 – renewable energy) [18].

Furthermore, renewable energy sources are anticipated to
enable the future generation of EVs, which contribute toward
the green environment (SDG 15 – life on land) and dimin-
ishedCO2 emissions (SDG13 – climate action) [20]. EVs can
enable a sustainable transportation sector since it contributes
to fewer noise emissions and pollution (SDG 13 – climate
action, SDG 15 – life on land). It solves the negative effects
related to the problem of the internal combustion engine [21].

B. 5G NETWORK ENABLING SMART TRANSPORTATION
5G communication networks are key enablers for sustain-
able transport systems, because of the low latency feature
which is less than 1 ms. 5G networks provide connectivity to
autonomous vehicles that operate with safety (SDG 3 – good
health) and reliability. Fig 9 and Fig 10 show the 5G use cases
and benefits in smart transportation respectively. Moreover,
the ways of interaction for the vehicle to everything (V2X),
V2V, vehicle to infrastructure (V2I), vehicle to the network
(V2N), vehicle to pedestrian (V2P), vehicle to cloud (V2C),
vehicle to grid (V2G) and vehicle to the device (V2D) enables
equipped vehicles to share data and information related to
vehicle’s speed and locations via 4G, 5G, Wi-Fi, and Blue-
tooth. These technologies assist the drivers in avoiding colli-
sions (SDG 3 – good health), enhance the required safety of

FIGURE 8. 5G to empower smart cities.

the road (SDG 3 – good health), increase the traffic efficiency
and save energy (SDG 7 – renewable energy) [22], [23].

FIGURE 9. Some possible applications of 5G systems in smart
transportation.

Green Internet of vehicles (IoV) was introduced in [23]
and the authors focused on minimizing the energy con-
sumption (SDG 7 – renewable energy) and maximizing
resource utilization taking into consideration the existing
environment. The technologies used for 5G enabled green
IoV were highlighted, such as the device-to-device (D2D),
machine-to-machine (M2M), NFV, SDN, self-organizing net-
works (SON) and non-orthogonal multiple access (NOMA)
[23]. In D2D, H2H, and M2M technologies, communication
is established between the devices/machines directly without
being forwarded through the base station (BS). This improves
the spectrum and energy efficiency, minimizes the load on
the BS, saves transmission resources, increases the mobile
system throughput, and reduces the latency [23], [24].

In 5G mobile systems, SDN is used for the network to
be programmed, and NFV is used for network virtualization.
Applying both technologies provide more options, improves
vehicle connectivity, and facilitates network management.
Further, SON enabled features such as self-configuration,
self-planning in network deployment, self-healing, and
self-optimization in network maintenance, minimize the
human resources and reduce the operation cost for complex
5G networks. NOMA enables several users to reuse spectrum
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resources, which increases spectrum efficiency [23]. NOMA
combines efficient computing and spectrum reuse to mini-
mize network stress. Thus, it improves the traffic load effi-
ciency, and it increases the transmission speed [23], [25].

FIGURE 10. Possible benefits of 5G systems in smart transportation.

C. 5G NETWORK ENABLING THE SMART HEALTHCARE
5G networks play a vital role in powering the smart healthcare
(SDG 3 – good health), since 5G will enable telemedicine,
remote surgery and teaching, remote patient and intra-
hospital monitoring, augmented (AR) and virtual reality
(VR), data analysis, large file transfers, remote consultation,
wireless specialist diagnosis, and quick emergency response
in addition to decentralizing the health care model (SDG
3 – good health). The reason is that these applications
demand a network that can support better connections, live
video with high quality, and increased data transfer capacity.
Telemedicine is present today but 5G will assist in increasing
its connection’s speed and edge computing in 5Gwill encour-
age its adoption. Distance patient monitoring will administer
andmodifymedication based on analyzing and collecting live
data. By utilizing IoT endpoints, the health care providers can
track medications, monitor vitals, and transfer data to assist
staff makes faster decisions remotely. AR andVR can assist in
training clinicians and taking care of patients remotely. Thus,
AR/VR powered by 5G will enable staff, interns, nurses,
and doctors to optimize their education (SDG 4 – quality
education).

5G networks will allow the exchange of highly secure data
needed for achieving an enhanced analysis. In healthcare,
data is an important factor to reduce operational costs and
enhance efficiencies. 5G is anticipated to support low laten-
cies of less than 1ms, which allows edge computing to rapidly
process data at the network edge. 5G can enable the medical
industry to provide patients with medical care outside the
hospital and close to the patients through setting up, walk-in
clinics, care centers, home healthcare settings, and outpatient
surgery centers (SDG 3 – good health). Moreover, it can
also assist in enhancing the ability of hospitals to transfer
huge image files. When a network is high on bandwidth, the
transmission will take short time to send or receive data with
high network performance [26], [27].

D. 5G NETWORK ENABLING SMART MANUFACTURING
5G networks with SDN and NFV will assist in enabling
smart manufacturing since 5G networks will be utilized to
connect machine parks, production machines, and factory
sites to allow for new possibilities in respect of automation,
flexibility, and novel applications [28]. Smart manufactur-
ing is a technology that uses internet-connected machinery
to supervise the process of production. The objective of
smart manufacturing is to find out opportunities to automate
operations and use data analytics to optimize manufacturing
performance (SDG 9 – innovation and infrastructure, SDG
11 – sustainable cities). Smart manufacturing is recognized
as a particular application of industrial IoT (IIoT). Imple-
mentations include installing sensors in machines to gather
information and data on their performance and operational
status. Before, the data was kept in databases, which is local
on individual devices and utilized only to evaluate the reason
for equipment failures after it occurs. Currently, by analyzing
the information streamed off a whole factory’s machines,
engineers can check the signs for failure in specific parts.
This allows preventivemaintenance to avert unplanned down-
time on equipment. Also, engineers can analyze the trends
in the information to find out in their processes where the
production is insufficient or slows down in their use of mate-
rials. Additionally, data scientists and engineers can utilize
the information to run simulations of various operations to
obtain the best effective and dynamic approach of doing
things [28]–[30].

The authors in [31] inspected smart manufacturing and
IIoT as one of the fundamental factors to realize the
cyber-physical manufacturing systems (CPMS) since it gen-
erates a large amount of data in the manufacturing process.
To attain real-time transmission and processing of an enor-
mous amount of information in the manufacturing opera-
tion (SDG 9 – innovation and infrastructure), the authors
mentioned the communication technology requirements for
CPMS, which are the high transmission rate, high reliability,
low latency, high security, high coverage and a huge number
of connections. 5G communication systems havemagnificent
power to enable IIoT based CPMS manufacturing since 3G
and 4G technologies cannot satisfy the requirements of the
CPMs. Moreover, the authors investigated the manufacturing
scenarios under the three 5G use cases, which are the eMBB,
mMTC, and uRLLC.

Smart manufacturing is becoming more popular with the
emergence of IoT where machines become connected to the
internet. This enables machines to communicate with each
other’s and support a high automation level (SDG 9 – inno-
vation and infrastructure).

E. A MULTIDIMENSIONAL 5G/6G COMMUNICATIONS
FOR ENABLING SUSTAINABLE SMART CITIES
5G/6G communication systems are key enablers for a wide
range of various IoT applications in diverse areas to attain
sustainable development. The power of the existing mobile
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FIGURE 11. Sustainable smart city.

networks is not sufficient to provide ubiquitous connec-
tivity and coverage needs of a sustainable city in energy,
ocean, water, and climate regions. Thus, to enable sustain-
able IoT applications, a multidimensional communication
network is required with the ability to consolidate terrestrial
and non-terrestrial communication networks. A five layers
communication network can support this consolidation and
includes space, air, ground, underground and underwater [32]
as shown in Fig 11. In the following, we discuss the five
layers of communication networks, which include the terres-
trial communication network, space communication network,
aerial communication network, underwater communication
network, and underground communication network [33].

1) TERRESTRIAL COMMUNICATION NETWORKS
The terrestrial communication networks are the base for
supporting wireless communication connectivity for many
sustainable IoT applications mentioned in this paper. The
terrestrial communications are capable of operating at low
frequencies, mmWave, microwave, and THz spectrum bands.
To aid high-speed communications and high data rates, as in
sustainable climate and water measurements, we can use
the THz band. mmWave technology based on the M-MIMO
hybrid beamforming method can provide high data rate and
real-time communication requirements (SDG 9 – innovation
and infrastructure) [33]. These communication networks will
be densely deployed because the mmWaves do not travel long
due to high attenuation and path loss, which calls the demand
for small cells to assist short-range communications in dense

areas. Moreover, to address the demand for a sustainable
and green future for mobile networks, researchers started
focusing on large and reconfigurable intelligent surfaces,
which are considered beyond M-MIMO. These intelligent
surfaces have a significant role in promoting energy (SDG
7 – renewable energy) and spectral efficiencies, enhancing
the communication system performance (SDG 9 – innovation
and infrastructure), and controlling the propagation environ-
ment [34].

Further, many considerable emerging technologies assist
in achieving sustainability in smart cities and enable smart
applications such as theD2D,V2V,V2X,V2G,V2I, V2P, and
EV. These technologies enable smart transportation and can
be implemented in vehicles to achieve futuremobility (SDG 9
– innovation and infrastructure) in cities and aid in enhancing
sustainability (SDG 11 – sustainable cities). Other technolo-
gies such as EH, renewable energy sources, WPT, and UDNs
assist in achieving energy efficiency (SDG 7 – renewable
energy) in 5G networks [23]. WPT is an important and attrac-
tive technology in 5G wireless networks since it is capable
of supplying power to IoT endpoints, especially where the
cost of maintenance is high, or the replacement of the battery
is intractable (SDG 8 – economic growth) [35]. The authors
in [36] suggested a scheme by applying the concept of effec-
tive energy efficiency, effective capacity, and simultaneous
wireless power and information transfer (SWIPT) to achieve
low latency and high-energy efficiency (SDG 7 - renewable
energy). In [37], radiofrequency energy harvesting (RF-EH),
WPT and SWIPT were addressed to satisfy the growing
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needs in the energy consumption, lower the operational costs
(SDG 8 – economic growth), and achieve sustainability in the
wireless networks. RF-EH utilizes the RF signals to recharge
the batteries of the wireless nodes rather than using traditional
energy sources and power grids. In this regard, RF energy can
be harvested from the surrounding electromagnetic sources or
the sources that transmit RF energy directionally.

Many other terrestrial communication technologies, such
as the optical fiber, contribute to sustainable and green com-
munication systems (SDG 11 – sustainable cities), since it
reduces energy consumption (SDG 7 – renewable energy),
reduces wastes (SDG 15 – life on land), optimizes the con-
nectivity, enhances the infrastructure design (SDG 9 – inno-
vation and infrastructure), provides scalability, and reduces
construction materials. The optical fiber is considered a
backbone for a lot of terrestrial networks. Plenty other
terrestrial communication technologies play a significant role
in boosting sustainability such as the mmWave communica-
tion [38], Terahertz communications, M-MIMO, full-duplex,
cognitive radios, narrowBand low power wide area network
(NB-LPWAN), interference cancellation, wireless sensor net-
work (WSN), cyber threat defense, green mobile networks,
smart grid, SDN, mobile edge networking, cloud-fog plat-
forms, and the conventional software-defined radio (SDR).
SDR along with the mmWave technology can be utilized
to enable significant solutions by mixing the beam agility
for high-speed directional communication with ultra-low
power features. Designing hybrid and low loss electroni-
cally scanned arrays with the ability of beamforming at
mmWave frequencies for the next generation of high-speed
communications will be prime for realizing sustainable
IoT [33].

Low power wide area network (LPWAN) technologies are
also promising technologies in sustainable smart cities. These
include sigfox, long-range (LoRa), and LoRaWAN protocols.
The traditional mobile networks cannot be used for deploying
IoT devices because it’s very expensive and energy inefficient
for driver-less vehicles that use batteries for several years.
LPWAN technologies are non-cellular wireless protocols and
promising technologies in smart cities where there exists a
massive number of wireless sensors and IoT devices. LoRA is
considered one of the best communication protocols for smart
cities, it is the radio physical layer or wireless modulation
technology that enables long-range wireless communication,
and LoRaWAN is the mac layer that functions as a gateway
for the IoT endpoints. Sigfox is an ultra-narrowband technol-
ogy that uses radio transmission modulation technique binary
phase shift key (BPSK), it picks extremely tight chunks of
the spectrum and modifies the phase of the carrier wave to
encode data. It enables the receiver to listen only to a very
small chunk of the spectrum, which lessens the influence of
the noise. Both sigfox and LoRa technologies possess several
features, such as long-range communication, low power con-
sumption, energy-efficient communication protocols, high
scalability, and low cost, but they have some different char-
acteristics between them [39]–[42].

2) SPACE COMMUNICATION NETWORKS
To achieve sustainability, the wireless coverage demand for
IoT applications can be aided by space communications by
utilizing the satellites [39], [43]. In future, the space com-
munications can use the geostationary, medium, and low
earth orbit satellites to furnish uncovered areas with wireless
connectivity, such as supporting IoT sensors for agricultural
sustainability (SDG 15 – life on land).

For example, in agriculture, automated technologies have
broadly superseded the use of manual and hand-heldmoisture
technologies due to the difficulties affiliated with taking the
readings of hand-held soil moisture in the production domain
in distant areas. Recently, the advancements in the technol-
ogy of wireless information harvesting provided users and
managers with instantaneous access to the data and readings
of soil moisture. These technologies will result in more effi-
cient decision-making for water management. However, the
technology advancements for wireless measurements in soil
moisture still face some practical challenges such as the short-
age of robust and consistent wireless services in rural areas,
which prohibit instant access to soil moisture information
and measurements. Another challenge is installing sensors
at the beginning of the crop season and dismantling them
end-of-season. Nowadays, users are driving long distances to
deploy or dismantle sensors in various areas over the crop
season. This causes problems in implementing innovative
technologies in the field of crop production.

Thus, the wireless sensors for the soil moisture embedded
in the soil connected with continuous, reliable, and robust
wireless network services via satellites in rural agricultural
areas will effectively lead to the adoption of sustainable
practices and technologies in the production fields. To attain
a high data rate and long-range satellite connections in agri-
cultural sustainability (SDG 15 – life on land), the mmWave
communications with satellites can be implemented [33].

3) AERIAL COMMUNICATION NETWORKS
The modern advancements in digital technology facilitated
the deployment of aerial communications in the low fre-
quency, mmWave, and microwave spectrum bands by uti-
lizing aerial base stations (ABSs) on the drones or UAVs
consummated by space communications.

Aerial communications can allow for IoT applications in
severe areas that are not covered by terrestrial communi-
cations (SDG 9 – innovation and infrastructure) [44]. One
use case of aerial communications is in IoT application for
sustainable water where the monitoring of pollution level
and measuring of the mineral nutrients are utilized in water
bodies to evaluate the quality of water to aid regulators for
generating a policy for the pollution (SDG 14 – life below
water). Nowadays, UAV/drone use cases in sustainable IoT
applications is restricted to whether it can navigate spaces
properly and in a cost-efficient way. The existing approaches
for supporting localization are usually obstructed by cost
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(e.x GPS-RTK), overcrowded and congested environments
(e.x. GPS), or service gaps (cell towers) [33].

4) UNDERWATER COMMUNICATION NETWORKS
This type of communication will be a key enabler for sustain-
ability in IoT applications such as monitoring in wetlands,
lakes, canals, rivers, streams, and oceans [45]–[48]. Because
of the various characteristics of wave propagation in the water
medium from over the air, the laser and acoustics propagation
can be used to achieve high data rates and high-speed com-
munications for underwater networking and communication.
There are applications in monitoring undersea earthquakes
(SDG 14 – life belowwater), in tsunami (SDG 14 – life below
water), and in IoT sustainable climate (SDG 13 – climate
action) [33].

5) UNDERGROUND COMMUNICATION NETWORKS
This is an active research area of wireless communication
[49], [50] where radios are entombed under the ground
and the communication is partially performed via the earth.
The solutions and applications for underground communi-
cation (UC) are still in their beginning and rely on radios,
which are not intended for the medium. As an example,
we cannot establish multi-hop underground communications
since the underground-to-underground communication lines
are restricted to only a few meters. Further, the underground
radios can communicate with the above-ground radio devices
to a distance of over 200meters. However, this distance is still
restricted to some applications, and the data rates achieved
by this solution are limited to tens of kilobits per second.
This prevents applications, which need a lot of data, includ-
ing the real-time navigation and control components [33].
To optimize the ranges of underground communications,
a significant approach for underground beamforming utiliz-
ing adaptive array antenna to enhance the underground wire-
less communication has been studied in [51]. An algorithm
called soil moisture adaptive beamforming was designed and
simulation results reveal that with various optimization meth-
ods the range can effectively be enhanced.

Underground communication networks support sustain-
ability for many IoT applications such as wastewater (SDG
6 – clean water and sanitation) and stormwater (SDG 14 –
life below water) monitoring in addition to agricultural IoT
(SDG 15 – life on land). Moreover, the current solutions
for wireless communications over the air face many diffi-
culties in satisfying the demands of agricultural IoT appli-
cations. Thus, IoT applications for sustainability can utilize
various groups of underground networks. The incorporation
of underground communication networks with agricultural
IoT will aid in conserving water resources and enhance
crop yields (SDG 15 – life on land) [52]–[54]. Advancements
in the agricultural IoT will improve the landslide monitor-
ing (SDG 15 – life on land) and underground infrastructure
(SDG 9), pipeline evaluation, border patrol (SDG 3 – good
health), and underground mining (SDG 1 - no poverty) [50],
[55]–[60].

IV. SUSTAINABILITY INDICATORS IN 5G NETWORKS
AND SMART CITIES
Several indicators are used to measure the degree of sustain-
ability in 5G network systems and smart cities. These indi-
cators are categorized under the environmental, social, and
economic dimensions of sustainability. Each indicator branch
into numerous sub-indicators, for example, the environmen-
tal indicator involves energy efficiency, power consumption,
carbon dioxide emissions (CO2), and pollution. The social
indicator includes human health, safety, and security, whereas
the economic indicator involves the cost and the spectrum
efficiency. Table 2 shows the key references along with the
sustainability indicators and sub-indicators discussed in each
reference.

In the general review that was conducted to reveal the per-
centage of articles focusing on environmental, economic, and
social dimensions, the keywords (‘‘5G and Sustainability’’,
‘‘5G andGreenCommunication’’, ‘‘Smart Cities and Sustain-
ability’’) were searched either in title, abstract, or keywords
for the period between 2010 and 2021, accessed onDecember
2021. Scopus and IEEE databases were used to conduct the
structured macroscopic review under the selected keyword
combination. According to this research, we noticed that
there is a growing interest in environmental indicators (42%)
to achieve green and sustainable 5G networks. Nonetheless,
a high number of studies are focusing on economical (37%),
and social (21%) indicators as shown in Fig 12.
Revealing the percentage of articles that focus on several

sustainability indicators, the review was narrowed down to
reveal the percentage of the sub-indicators searched in each
paper. As shown in Fig 12 the majority of the assessed stud-
ies related to sustainability in 5G networks and smart cities
concentrated on the energy efficiency (20%), followed by the
power consumption (17%), cost (15%), spectrum efficiency
(11%), human health (9%), carbon footprint (9%), security
(7%), pollution (6%), and safety (6%). Thus, 5G networks act
as a key enabler in fostering sustainability in smart cities. [7].

While considering the effect of different sustainability
indicators, studies have focused on defining sustainability
from an intergenerational perspective that combines a set of
socio-economic and environmental performance with no true
essence on describing how variations in smart initiatives and
technological advancements can alter sustainable develop-
ment over time. Few studies to date have developed indicator
systems that consider sustainable development with an eye
for several stakeholder perspectives. Negligible studies exist
in bringing out indicator systems that understand changes in
the use of network technologies like 5G/6G on key aspects of
safety and security, climate change, health, and quality of life.
In addition, the contribution of business practice indicators
in the proposed areas of the 5G network and smart cities
to manage projects that promise sustainable outcomes to
meet the smart sustainable targets is skeptical. The business
practice indicators can bring in sound investment decisions
from a fiscal sustainability point of view, an indicator system
with prospects to describe performance in communication
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TABLE 2. Some of the indicators used to measure sustainability in 5G networks and smart cities.
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TABLE 2. (Continued.) Some of the indicators used to measure sustainability in 5G networks and smart cities.

FIGURE 12. Percentage of journal and conference papers discussing on a) sustainability indicators and b) sub-indicators.

networks and smart cities. The authors possibly argue on the
existing approaches considered in the literature to develop
indicators tailored to achieve sustainability in 5G networks.
Indicators in the existing studies focus on addressing stake-
holder concerns and directives of corporate strategies in
smart-based technologies to manage concerns of sustainable
development that most likely focus on business directives.
These indicators are more likely prioritize in reporting ‘‘off
the shelf’’ outcomes. The effect of the latter can appraise the
former, were to harmonize and manage sustainable develop-
ment issues, different indicators are combined using ‘‘top-
down’’ – ‘‘expert derived’’ and ‘‘bottom-up’’ – ‘‘stakeholder
scoped’’ approaches.

V. DISCUSSIONS AND CONCLUSION
With the increasing innovations in wireless communications,
the global market needs to consider the influence that 5G
will have on the environment, social and economy before
deploying it widely. This is significant so that the risks and
dangers are addressed and understood. The technology used
to power 5G communication networks will certainly modify
how mobile equipment is utilized as well as its capabilities.
Further, the advancements in technology will also modify
how the technology interacts with the environment. The
paradigm shifts from utilizing the radio waves to employing
the mmWaves and the new role of small cells will enable a
massive number of devices to be manufactured and utilized.
Therefore, 5G developers need to carry out the sustainability

assessment, which includes the social, environmental, and
economic impact evaluation.

Various methods are utilized to achieve the sustainability
indicators mentioned in this paper, such as energy harvesting,
alternative energy sources, green 5G technologies, massive
IoT sensors, smart meters, and life cycle assessment (LCA).
One of the most important methods that assist in achieving
sustainability in 5G networks is the deployment of IoT sen-
sors. The authors in [2] discussed the sustainability in 5G
networks from the environmental, economic, and social per-
spectives. They highlighted the usage of IoT sensors in many
applications such as in urban areas for water conservation
(SDG 6 – clean water and sanitation), building design, traffic
management, and measuring air quality (SDG 13 – climate
action). More applications on IoT sensors such as its usage
in agriculture to provide farmers with certain information
that assists in decision-making (SDG 15 – life on land).
The authors in [2] also examined the usage of smart meters
to optimize energy efficiency, which is also an important
indicator used to access sustainability in 5G network systems.
Smart meters can be deployed to measure energy utilization
to enhance the usage, and reduce the energy cost (SDG 8 –
economic growth), thus improving the energy efficiency fac-
tor. On top of this, to ensure that the communications of the
IoT sensor networks are efficient and stable, and to overcome
the challenges that the IoT networks face when operating
in a highly variable and complex environment, the authors
in [124] worked on analyzing and predicting the outage prob-
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ability for these networks. This increases the adaptability of
IoT networks to the environment.

Many other factors can enhance sustainability such as
boosting the spectrum efficiency, harmonization, and the
agreement of the global markets which results in a common
factor in the technical specifications and regulatory require-
ments. This will assist in minimizing the complexity and
the cost of deploying 5G worldwide (SDG 8 – economic
growth). Further, the interoperability among IoT devices, the
enhancement of the procurement policy (SDG 8 – economic
growth), and the promotion of building the smart cities, com-
munity, and building design, are all key elements in rein-
forcing sustainability in smart cities (SDG 11 – sustainable
cities). However, massive IoT devices in smart cities need a
high quality, fast, and reliable connection, which reveals the
significant role of 5G in supporting these IoT devices that aid
in achieving sustainability [2].

Promoting sustainability in the 5G communication net-
works was discussed in [8], where different approaches and
methodologies were investigated such as utilizing the green
5G technologies to enlarge the spectrum, this included the
mmWave technology and the LTE in the unlicensed band.
These green technologies will assist in increasing the spec-
trum and energy efficiency by taking advantage of the extra
spectrum.More, the authors listed the green 5G technologies,
which reduce the distance between the transmitter and the
receiver such as the UDNs and D2D communications [8].
UDNs include small cells [16], which together with D2D
communication will facilitate energy saving, specifically for
prolonging the duration of the battery of the mobile devices.
Further, M-MIMO was inspected in [8] as a green 5G tech-
nology to improve the spatial degree of freedom. This tech-
nology has an important role in increasing the energy and
spectrum efficiency [8], [11]–[15] since it improves the array
and multiplexing gain. Another important method to increase
the energy efficiency (SDG 7 – clean energy) is by adopt-
ing energy harvesting and alternative energy sources such
as solar power, fuel cells, and wind power which improves
sustainability by reducing the environmental impact, mini-
mizing costs, and assisting in making mobile networks more
affordable for the clients [3], [8], [87].

Furthermore, the approach of the life cycle assess-
ment (LCA) of mobiles and smartphones is considerably sig-
nificant for assessing the influence of 5G on the environment.
LCA can be utilized to evaluate the effect that mobile and IoT
devices will have on the carbon emissions, from the device
manufacture to the energy needed to power on the device and
substantially the waste produced when throwing the device
into the garbage [88]. Being cognizant of the influence of
the emerging technologies on the environment will aid in
combating the negative impacts in an effective way [125].

In general, smart cities which are considered applica-
tions on the IoT can involve many applications that enhance
sustainability, such as e-health, environmental monitoring,
smart industry, supply chain management, energy, and water
management. Thus, it has the potential to address plenty of

the environmental, health, and economical needs of humans.
Therefore, it contributes to achieving the objectives of the
sustainable development goals (SDGs). The reason is that
smart cities can involve a secure, efficient, and effective
ecosystem of connected devices to manage the major chal-
lenges faced by future generations. We can make use of the
IoT technologies to achieve and enhance sustainable develop-
ment (SDG 11 – sustainable cities) and build a brighter future.

Moreover, the 5G communication network is considered
a powerful key enabler for achieving sustainability in smart
cities and IoT applications. For example, investing in deploy-
ing 5G networks and seizing all the opportunities to build
these networks makes it possible to enhance the quality of
education as well. A vital approach is to make use of 5G
networks to provide an enhanced distance learning oppor-
tunity. This will eliminate the necessity for building edu-
cational institutions and procuring large land while keeping
the procurement limited process to the investment in the 5G
technology itself. Remote Education already exists in several
countries, but with 5G the quality of education will improve
because of the ultra-fast connectivity it offers. This will
enable instant interactivity without consuming much energy,
which will allow students to participate in live class sessions.
Further, utilizing 5G to enhance the quality of distance educa-
tionwill increase the number of qualified teachers available to
teach the students. Increasing the quality of education (SDG
4 – quality education), assist in fulfilling other objectives,
since increasing the quality of education will increase the
number of high-skilled workforces. These highly skilled peo-
ple will be well prepared to ensure productive employment.
This will enhance the economic growth (SDG 8 – economic
growth), and make up powerful institutions (SDG 16- strong
institutions). Achieving the SDGs is challenging, but with 5G
we have a powerful tool, and thus it can be utilized to over-
come this challenge. Furthermore, deploying 5G can facilitate
the usage of 3D imaging and virtual reality, in addition to
enabling surgeons to assist in remote operations (SDG 3 –
good health). With 5G connectivity, we can enable remote
surgery, remote patient monitoring in addition to training
aspiring doctors. Currently, 5G communication networks are
anticipated to be significant drivers for IoT and sustainable
communities such as smart health, smart transportation, smart
manufacturing, and smart grid. The reason is that 5G systems
are superior to 4G systems in terms of data rate, latency,
mobility, energy efficiency, spectrum efficiency, area traffic
capacity, and connection density. However, 5G performance
suffers from some drawbacks such as the issues of the small
packet size [126], which is considered as a limiting ele-
ment for increased data rates. Further, the aid for sensing
things and communications is confined in 5G networks and
additional enhancements are required in this domain [127].
These issues can be solved with 6G network architecture.
6G communications will be able to operate at frequencies
in the terahertz and visible spectrum bands, it will support
quite a large and wide spectrum. More, 6G networks will
be highly energy-efficient, characterized by ultra-low latency
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TABLE 3. List of abbreviations.

which is expected to be a few microseconds, in addition to
having global coverage and connectivity due to convergence
of ground and space-based wireless communications [128].
Thus, the key drivers for 6G in sustainable IoT systems are
the support of considerably high data rates, which is antici-
pated to attain Tbps, intelligence and automation in wireless
communications, which relies on ML and AI, and the more
dynamic and robust network architect. All these innovations
will aid in meeting the SDGs, and improve the development
of novel applications.

Furthermore, the integration of tools such as machine
learning (ML), artificial intelligence (AI), and big data will
enable the circular economy and enhance the traceability
of materials. A circular economy represents an economical
model and regenerative system, whose purpose is to lessen
the use of resources such as energy, water, and raw materials
as well as the production of waste. Thus it sustainably pro-
duces services and goods. The exponential growth in digital
transformation and wireless communications along with the
circular economy adds many environmental, economical, and

social benefits. With big data and AI, the efficiency will
be improved since smart sensors can tag assets and proper-
ties to detect the possible issues, which increases lifecycles.
In several domains, such as logistics and manufacturing the
geospatial data enables the business to track the pathway
and flow of materials. Thus, managing big data with AI can
predict the power consumption models and recognize the
performance problems.

On top of that, the authors in [123] inspected the role of
ML and deep learning (DL) in securing 5G networks and
IoT applications, where privacy, security, safety (SDG 15
– life on land), healthcare (SDG 3 – life on land), energy
efficiency (SDG 7 – clean energy), and power consumption
are important sustainability indicators inspected in this study.
IoT connects a massive number of devices where smart living
units will operate with minimum human interference. Also,
the integration of IoT with other emerging technologies such
as block-chain and 5G networks will affect the security and
privacy of humans. To cope with this, there is a need to
implement security by focusing on communication security,
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authentication, authorization, encryption, and access control.
This calls the need for the use of ML and DL tools that
assist in realizing and coping with intelligent security sys-
tems. DL algorithms assist in overcoming many challenges
in IoT security and pave the way for the amalgamation of
IoT with emerging technologies such as edge computing,
block-chain, and 5G. Further, the use of ML and AI tools
will enable new functionalities and features in 5G that speeds
up the implementation. Nowadays, legacy networks are using
energy-saving features, which enable a significant reduction
in energy consumption (SDG 7 – clean energy) throughout
the least traffic hours. In this period, the transmitting power
can be reduced, or the equipment can be put into sleep mode.
However, there is always a deep pretesting procedure to
determine that users do not suffer or experience any outage
which is time-consuming. The use of accurateML algorithms
will allow for new features that enable faster deployment.
Modern ML and AI technologies such as the RAN Intelligent
Controller will allow for new use cases that automatically
adjust 5G network configuration parameters to contribute to
better QoS, network management, and reduction in energy
consumption (SDG 7 – clean energy) [129].

In the future, investigations will be conducted in detail
to understand the role of ML and DL in 5G to achieve
sustainability, and challenges for B5G and 6G networks to
address a sustainable and secure smart city will be inspected
as well. Further, explanations on how future communication
systems are anticipated to accelerate productivity and eco-
nomic growth (SDG 8 – decent work and economic growth)
will be investigated.
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