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Abstract: Recently, the spread of smart metering infrastructures has enabled the easier collection of
building-related data. It has been proven that a proper analysis of such data can bring significant
benefits for the characterization of building performance and spotting valuable saving opportunities.
More and more researchers worldwide are focused on the development of more robust frameworks
of analysis capable of extracting from meter-level data useful information to enhance the process of
energy management in buildings, for instance, by detecting inefficiencies or anomalous energy behavior during operation. This paper proposes an innovative anomaly detection and diagnosis (ADD)
methodology to automatically detect at whole-building meter level anomalous energy consumption
and then perform a diagnosis on the sub-loads responsible for anomalous patterns. The process
consists of multiple steps combining data analytics techniques. A set of evolutionary classification
trees is developed to discover frequent and infrequent aggregated energy patterns, properly transformed through an adaptive symbolic aggregate approximation (aSAX) process. Then a post-mining
analysis based on association rule mining (ARM) is performed to discover the main sub-loads which
mostly affect the anomaly detected at the whole-building level. The methodology is developed and
tested on monitored data of a medium voltage/low voltage (MV/LV) transformation cabin of a
university campus.
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1. Introduction
The building sector is globally recognized as one of the most energy-intensive, and
its energy demand continues to increase as a result of a combination of various factors
such as extreme climatic events, increased demand for energy services, and in particular
those related to air conditioning and quality of the built environment. According to the
International Energy Agency (IEA) for the EU member states, buildings are responsible for
around 21% of primary energy consumption [1].
As a result, this sector is currently among the most strategic ones for reducing global
energy demand, improving energy efficiency, and achieving specific decarbonization
targets. In the last years, the great focus on buildings has also been encouraged by the
introduction of a robust regulatory framework that puts in evidence the importance of
a more responsible building energy management. In this perspective, the technological
advancements that characterized the world of IoT (Internet of Things) and ICT (information
and communication technology) has played a fundamental role in determining an everincreasing spread of advanced monitoring and automation infrastructures in buildings,
making it is possible to collect a huge amount of data and information related to the real
performance in the operation of such complex systems.
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The analysis of data collected represents a huge opportunity to identify and define
effective energy-saving strategies and to optimize building performance in operation [2,3].
This process can be considered as the starting point of all the activities that are aimed at
reducing the gap between the actual and expected building energy performance that is
often generated by incorrect occupant behavior, equipment faults, and wrong or ineffective
control strategies of energy systems [4].
Moreover, thanks to the growing availability of open access building data sets [5–7],
analysts can quantitatively compare different processes of analysis, evaluating algorithm
performance and assessing building energy performance in a more objective and transparent way [8].
Nonetheless, professional figures involved in the energy management process of buildings are now facing great difficulties in managing these large amounts of data and setting
their analyses in a systematic way in order to extract useful knowledge and consequently
the desired value.
For this purpose, energy management and information systems (EMISs) can be employed. EMISs belong to the rapidly evolving family of tools that monitor, analyze, and
control building energy use and system performance, often leveraging advanced data
analytics-based technologies. According to [9], the first classification of EMISs distinguishes
such systems considering if their functionalities are enabled at the meter or system-level.
The first category of EMISs considers data measurements at a high level (e.g., data related
to the total load or of the main sub-loads) while system-level EMISs are focused on more
detailed data related to the operation of specific systems or components. energy information systems (EISs) are part of EMIS and integrate software solutions conceived for the
analysis of meter-level monitored data of buildings that are not usually collected through
building automation systems (BAS). EISs typically enable predictive pattern recognition
analysis for performing essential tasks in building energy management such as energy
consumption forecasting, anomaly detection and diagnosis, advanced benchmarking, load
profiling, and schedule optimization of building energy systems [4].
Among these tasks, anomaly detection and diagnosis has been the most underdeveloped for application on meter-level data.
Anomaly detection and diagnosis (ADD) in buildings is often related to fault detection
and diagnosis (FDD) analysis conducted at system/component-level where the scale of
analysis is small (e.g., air handling unit components). However, in most real cases, just a few
aggregate variables related to the total energy consumption of the building are monitored
and collected. Improving the building energy performance by analyzing aggregate data
is challenging, especially if several factors such as occupant behavior, comfort levels,
operational schedules of systems may generate different energy consumption patterns
not always easily inferable. In this context, an EIS tool capable to automatically detect
anomalous energy trends in building energy consumption allows energy managers to be
promptly informed when the building is not behaving as expected and to avoid inefficient
energy management procedures.
In the process of ADD, pattern recognition techniques play a key role in the analysis of
patterns and trends in high-dimensional time series of building energy consumption [10].
There are three main expected goals behind ADD analysis in buildings that can be summarised as follows:

•
•
•

Identification of typical load patterns in whole-building energy consumption time series.
Detection of anomalous load patterns when typical ones are violated over time.
Diagnosis of the detected anomalies by means of inference analysis performed on the
main sub-loads.

According to the aforementioned objectives, this work proposes an EIS tool capable of
performing ADD analysis in buildings by exploiting meter-level data. ADD procedures
are usually performed offline and on small subsets of historical data, but more and more
interest is growing in developing an automatic framework of analysis for online implementations. For this purpose in this paper, an innovative ADD methodology conceived
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for application in a real testbed (i.e., the university campus of Politecnico di Torino) is
presented. The proposed methodology enables the automatic detection of energy anomalies at the whole-building level and their diagnosis at the sub-load level, revealing which
sub-load/sub-loads are responsible for the anomalies detected. According to the objective
of this paper, the next paragraph reports and discusses the literature concerning the implementation of ADD processes in buildings and presents the main contributions introduced
in this work.
Related Work and Contribution of the Paper
ADD is extremely valuable for improving building energy performance and promising
in terms of cost reduction potential if implemented in currently adopted EISs [11]. Despite
the great potential offered by ADD at different levels of investigation in buildings, the
implementation of this kind of analysis has been majorly focused at the system/componentlevel (e.g., heating, ventilation, and air conditioning (HVAC) systems), often neglecting
applications at whole-building. This trend has been justified by the great availability of
system-level data collected by building automation systems (BASs) in buildings. However,
extracting any kind of meaningful information from BASs (especially from the outdated
ones) can be a complicated task usually characterized by limitations on the data availability.
Conversely, the collection of meter-level data in buildings is often performed by means
of modern IoT devices that make monitored data easily available as never before. In this
context, EIS tools focused on the analysis of meter-level data (especially ADD analysis) are
becoming a very fast-growing market in the context of building analytics technologies.
According to the literature, the field of ADD in buildings is progressively leveraging
on the application of data analytics techniques [12] for addressing both detection and
diagnosis tasks.
The first task is often accomplished through the use of classification, regression, and
pattern recognition techniques capable of providing estimations of the building energy
consumption in normal operation according to specific boundary conditions (e.g., outdoor
climatic conditions). The estimations are then used as a reference baseline for detecting
the occurrence of abnormal patterns in the time series that significantly differs from the
majority of processed data and/or from the expected trend [13].
For what concerns the implementation of supervised techniques for anomaly detection,
in [14] the building energy consumption anomalies are identified comparing the actual
consumption with the prediction of a hybrid artificial neural network (ANN) model.
A similar approach is adopted in [15], where a deep neural network autoencoder was
used to create a prediction model able to successfully detect abnormal energy patterns
in the building operational data of an educational building in Hong Kong. Similarly, a
general anomaly detection process is also proposed in [16], where the authors employed
a variational recurrent autoencoder. Among supervised techniques also classification
algorithms proved to be effective in anomaly detection. A robust methodology based
on classification trees (CT) was proposed in [17]. In more detail, in that study, a set of
classifiers were used for predicting the occurrence of categorical patterns in the time series
of the total building electrical load, making it possible to detect a potential anomaly in the
case of misclassification (i.e., the same concept of residual analysis in the case of regression
models). The study underlined the prediction capabilities of CT algorithms and, most of
all, the possibility of exploiting their interpretable nature in anomaly detection problems
by extracting useful “if-then” decision rules.
In the context of unsupervised learning for anomaly detection, clustering, and association rule mining (ARM) are the most used techniques [18,19]. In [20], the authors
used k-means clustering to automatically discover anomalies in whole-building energy
consumption among daily load profiles characterized by an infrequent trend. In [21],
an agglomerative hierarchical clustering-based strategy and three different dissimilarity
measures were used to identify typical electrical usage profiles that enabled the detection
of the abnormal ones.
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As previously stated, the use of decision rules in the form of “if-then” implications is
extremely valuable in anomaly detection. Following an unsupervised approach, this can be
achieved by extracting association rules from building an operational dataset. association
rules mining (ARM) algorithms have been widely used to discover abnormal patterns in
the energy consumption of buildings and systems and then to enhance their performance.
ARM allows discovering causal relationships between events also in the time domain [22].
This kind of algorithm is particularly suitable in extracting hidden knowledge from large
databases, as it is reported in [23], where an extensive rules extraction is performed to
detect energy wastes in the operation of a lighting system. Similarly, in [10], an improved
ARM-based method was employed to discover and detect abnormal operational patterns
of HVAC systems installed in a commercial building in Shenzhen (China).
More sophisticated approaches for anomaly detection consist of combining several
techniques to maximize the amount of knowledge discovered and automatize the process
of analysis.
The study conducted in [24] introduced the concept of collective anomaly detection,
described as an event that is considered anomalous only if considered in relation to other
events. In the proposed framework, ARM, performed through the Apriori algorithm, was
used to extract the most frequent items from a time series related to smart grid operation.
Then, anomalous behavior was identified through clustering analysis, considering silhouette indicator as a quality metric. Also, in [25], an anomaly detection process based on
an ensembling technique was proposed. In detail, typical building operational patterns
were identified by means of clustering analysis, and then an ARM algorithm was used
to discover an anomalous load of a cooling chiller system installed in a building in Hong
Kong. In [26], a multi-step clustering analysis was performed for removing anomalous
daily load profiles from the energy consumption time series of a university campus. Then
a regression model was developed on the anomaly-free dataset, combining artificial neural
network (ANN) and regression tree (RT), to be used in online applications for detecting the
occurrence of anomalous trends in the electrical energy consumption.
Another crucial aspect that arises from the literature review deals with the use of
data reduction and transformation methods for (i) reducing the computational cost of
the analysis, (ii) easily extracting the main patterns from time series, (iii) improving the
effectiveness of supervised and unsupervised algorithms in detecting anomalies. In fact,
directly analyzing raw data of time series could be extremely onerous, making difficult
the handling and the characterization of the data under investigation. In this perspective,
dimensionality reduction can be used with a low computational cost, for example, for
removing irrelevant patterns and redundancy from energy consumption datasets. As
reviewed in [12], various techniques were explored to enable the classification of data as
normal or anomalous, such as principal component analysis (PCA) [27], linear discriminant
analysis (LDA) [28], singular variable decomposition (SVD) [29].
In this context, symbolic aggregate approximation (SAX) [30] is one of the most
promising techniques available to reduce the size of a time series without losing key
information [31]. The SAX algorithm is conceived for the reduction of the time series
through a piecewise technique and on its transformation into symbolic strings. Frequent
symbolic sub-sequences in the whole sequence can then be extracted and defined as
motifs (i.e., normal patterns), while infrequent ones can be isolated and labeled as discords
(i.e., potential anomalies). In [31], SAX was used to discover patterns in time series related
to the energy consumption of the International Commerce Centre (ICC) in Hong Kong and
to recognize inefficient operating conditions that could cause energy wastes. Also, in [20],
SAX was used for enabling the extraction of infrequent operating patterns in the energy
consumption time series of a school campus and an office building. In particular, discords
were detected, setting a minimum frequency threshold to the occurrence of SAX symbol
sub-sequences representative of the original daily load profiles. In [17], an enhanced
version of SAX called adaptive SAX (aSAX) was used for minimizing the information loss
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due to the reduction and transformation of energy consumption time series and recognizing
motif and discord symbolic patterns by means of classification models.
Once the detection of anomalies in energy consumption is performed, a diagnosis
analysis makes it possible to identify the main causes associated with them. The field
of anomaly diagnosis has been widely explored in buildings but with a greater focus
on system-level applications rather than whole-building level. Also, this research field
largely benefits from the use of data analytics techniques following both supervised and
unsupervised approaches. The study in [32] proposed a process based on the development
of a CT for diagnosing anomalies in the operation of air handling unit (AHU) components.
Moreover, in [22], a CT was used for diagnosing up to 11 typical faults in AHU with an
accuracy higher than 90%. Indeed, similarly to previously presented studies focused on
anomaly detection, also the diagnosis analysis often exploits algorithms that allow the
extraction of decision rules. Such a condition is particularly favorable for the final user due
to the high interpretability of the diagnosis process, which meaningfulness can then be
easily validated by domain expertise. To this aim also ARM algorithms can be employed
as reported in [33–36].
On the basis of the literature review, in most of the cases, only meter level anomaly detection is performed at the whole-building level without any further analysis for identifying
anomaly causes among sub-loads at a lower level.
The work presented in this paper aims to bridge this literature gap by introducing a
novel hierarchical multi-level approach in the ADD process. The proposed methodology
allows to perform the anomaly detection phase at the whole-building level, and only
if an anomalous pattern is detected, an event-based diagnostic process is activated for
finding root causes at the sub-load level. The event-based hierarchical approach in anomaly
diagnosis makes it possible to reduce the computational cost of the analysis and also to
rationalize the number and the quality of feedback generated by the ADD tool during
operation. Indeed, the final user is not required to visually inspect the trends of all subloads in real-time, but he/she is alerted only when interesting events occur, i.e., when
specific anomalous conditions among the sub-loads trends generate a divergence of the
total load from the expected pattern.
This work combines different advanced data analytics techniques with the aim of
maintaining the output of the ADD process human-readable and interpretable while
providing accurate results.
The paper considers as a case study the energy consumption data gathered from
a monitoring infrastructure installed in the university campus of Politecnico di Torino.
The data refer to the electrical energy consumption of a medium voltage/low voltage
(MV/LV) transformation cabin that serves different buildings/zones of the campus. In
particular, about ten sub-loads of the cabin are available for developing the introduced
hierarchical ADD process. The methodology leverages the reduction and transformation
of the analyzed time series through an enhanced and adaptive process based on symbolic
aggregate approximation (aSAX) as presented in [17]. The aSAX transformation enabled a
reduction of the dataset and an effective identification of unexpected operational energy
consumption patterns at the sub-daily time windows level. Furthermore, the diagnosis of
the abnormal patterns detected at the total load level (i.e., MV/LV transformation cabin)
was provided by implementing an association rule mining (ARM) algorithm on the subload time series. In this context, the main innovative aspects introduced by the present
paper can be summarised as follows:

•

In order to further enhance the pattern recognition process enabled by the aSAX-based
process introduced in [17], different features of the energy consumption time series
were encoded in symbols in addition to the mean value evaluated in each time window
for data reduction purposes. In particular, the encoding of trend features of the time
series was performed, allowing an improved characterization of energy consumption
behavior and making it possible to reduce the information loss that is always related
to the application of temporal abstraction processes such as aSAX. In addition, both
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•

•

•

the number of time windows and alphabet size for the encoding of the time series in
symbols were tuned during the analysis through a fully automatic process.
The identification of the normal energy consumption pattern is evaluated for specific
time periods during the day (i.e., aSAX time windows) by means of classification models capable of estimating the most probable symbol encoded through the aSAX-based
process. In particular, globally optimal evolutionary trees were used to accomplish this
task. The use of evolutionary trees introduce a twofold advantage in the classification
task: (i) the results obtained from their application are fully interpretable as they can be
translated in “if-then” decision rules, (ii) the achievable accuracy in high-dimensional
problems can be significantly higher than the performance of standard decision trees
(e.g., locally optimal classification trees [37]).
The anomaly diagnosis is performed at the sub-load level by implementing an unsupervised data analytics technique based on an ARM algorithm. The diagnostic
process is capable of automatically updating an anomaly library in the form of “ifthen” association rules extracted from historical data. This opportunity allows the
developed ADD tool to evolve during building operation, significantly increasing
its generalizability.
The whole methodology was conceived for being applied in a real testbed paying
attention to its generalizability and scalability to other buildings. In this perspective,
the developed ADD process is capable of self-tuning its hyper-parameters ensuring
a robust performance in online implementations. As a reference, the algorithms
for both detection and diagnosis of the energy anomalies can be easily retrained
periodically or considering an event-based approach (e.g., the occurrence of a not
pre-identified anomaly).

The rest of the paper is organized as follows. Section 2 provides an overview and
a brief theoretical description of the data analytics methods used for conducting ADD
analysis. Section 3 presents and describes the case study considered for the analysis.
Section 4 introduces the methodological framework on the basis of the ADD analysis
performed. Eventually, Sections 5 and 6 presents and discusses the results obtained, while
in Section 7, the concluding remarks and future research perspectives are reported.
2. Description of the Data Analysis Methods
In this section, the data analytics methods employed in this work are briefly described.
The method description is not intended to be exhaustive, but it is aimed to underline the
usefulness in the framework of this study and building energy data exploitation.
2.1. Adaptive Symbolic Aggregate Approximation (aSAX)
Meter-level data measurements are collected in the so-called time series: a twodimensional matrix where each row corresponds to a single observation in time and
the column to a measured variable [31]. The sampling frequency determines the time
interval between two consecutive observations, and for building applications, it is usually
in the order of minutes. As a consequence, the resulting high-dimensional time series is
often computationally expensive to be stored and analyzed in its original form. In this
context, many dimensionality reductions and transformation techniques were proposed
in the literature; one of the most widely used is the symbolic aggregate approximation
(SAX), which makes it possible to compress time series while preserving its fundamental
characteristics [30]. This process segments the original time series in sub-sequences, each of
them is summarised with a single numerical value (e.g., mean value) that is then encoded
into the alphabetic symbol and finally combined into a string. The resulting string is
much shorter than the original time series and enables the application of various pattern
recognition techniques while reducing the computational cost. In the last years, some
variations to the original algorithm have been proposed in the literature, especially with the
aim of generalizing some initial assumptions (e.g., data distribution) and facing information
loss issues always generated from the reduction and transformation of time series. In the
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author’s opinion, one of the greatest improvements to the SAX was introduced through
the so-called adaptive symbolic aggregate approximation (aSAX) [38]. In the following, the
main steps of aSAX process are presented, with specific reference to their implementation
in the present work.

•

•

Chunking: The original time series (y(t) = {y1 , . . . yn }) of length n is divided into
N non-overlapping sub-sequences (T = {T1 , . . . TN }) chosen for the specific context.
In the case of energy consumption time series, the selection of the length of the subsequences is influenced by the periodicity of the energy pattern observed, and for
building applications, it is usually set to 24 h. Each sub-sequence is further divided
into W segments called time windows (τ = {τ1 , . . . τW }). The parameter W is word
size. During this process, it is possible to choose time windows with equal or different
length, based on user preference [17,39];
Feature extraction: In this step, an aggregated numerical feature is calculated starting
from the sub-sequence of the original time series that falls in the generic time window
τi, and this value is considered as representative of all the data points included in
that window. Aggregated features can extract some important characteristics of the
time series while losing some other information. The analyst chooses which feature
is the most significant and whether one or more features are needed for the purpose
of the study. The most used and known approach is called piecewise aggregate
approximation (PAA), which performs a constant approximation of the original time
series y(t) by replacing the values that fall into the same time window τ with their
mean [40]. Many other statistical features can be extracted (mean, variance, kurtosis,
skewness) not only from the time domain but even from other domains such as the
frequency one [41]. A feature representing important characteristics of time series is,
for example, the trend angle [42]. This feature is particularly effective in describing
the time series trend, and it was employed in this study. In detail, given a time series
y(t) = {y1 , . . . yn } of length n in a given time window τ = {t1 , . . . tn }, defined ∆q(t1 )
and ∆q(tn ) the first order distance between the initial and final point with the time
series mean, can be defined a trend triangle as shown as in Figure 1. The trend angle
feature θ, green in Figure 1, is defined with the following equation:
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2.2. Recursive Partitioning and Globally Optimal Evolutionary Tree
Classification is the task of assigning a class label to unlabelled data instances through
a classifier model, providing prediction or description of a given dataset [43]. The classification model is created through an inductive learning algorithm using a training set, which
is a data frame with attributes and labeled instances. Once the model has been created,
its performance is evaluated on a test set through the comparison between the predicted
and real labels. The decision tree is the most commonly used model for classification,
thanks to its understandable graphical representation. Depending on the type of target
attribute, discrete categorical or continuous numerical, a decision tree is called, either
a classification tree or regression tree, respectively. The tree consists of a root, internal
nodes, and leaves, all connected by branches. The construction of a tree classifier can be
performed through different algorithms; in this framework, recursive partitioning and
globally optimal evolutionary tree are considered.
The most commonly used recursive partitioning method is the classification and
regression tree (CART), which is a binary decision tree based on the splitting of the instances

Energies 2021, 14, 237

9 of 28

in purer subsets (i.e., nodes) through decision rules [44]. It proceeds in a forward step-wise
approach by maximizing homogeneity in each child node, yielding to a local optimal tree.
Conversely, the so-called evolutionary decision tree is based on a stochastic algorithm that aims to construct a globally optimum classification model [37]. This process randomly initializes the root node split, then at each iteration, variation operators (i.e., split, prune, major split rule mutation, minor split rule mutation, crossover) are
applied. The survivor is selected, and the process is repeated until the stopping criterion
is satisfied. The evolutionary tree algorithm used in this paper is implemented in the R
package “evtree” [37].
One of the most important hyper-parameter that can be set for this algorithm is the
variation operator probability, which refers to the probability that a given variation operator
is chosen at a generic iteration. The default operator probability considered is c20m40sp40,
meaning that the algorithm has a 20% probability of selecting the crossover operator, a 40%
probability for selecting one of the mutation operators (20% for minor split rule mutation
and 20% for major split rule mutation) and a 40% probability for selecting one of the split
(with 20% probability) or the prune operators (with 20% probability).
The advantage of an evolutionary tree algorithm is that it tends to offer higher accuracy
in prediction than recursive partitioning algorithms [37] while maintaining the same
interpretable tree structure.
2.3. Association Rules Mining (ARM)
ARM is a widely used technique that allows extracting static causal relationships and
correlations between attributes in a dataset. The objective is to find a group of variables
(items) that frequently occur together in a database. This technique can only handle
categorical variables, and it is usually computationally costly. One of the most used ARM
algorithms is the iterative Apriori algorithm based on a frequent itemset that allows the
extraction of static rules from a categorical transactional dataset [45]. Association rules
are defined between a set of items (or itemset) in the form A ⇒ B, where A is the itemset
called antecedent (LHS = left-hand side of the rule) and B consequent (RHS = right-hand
side of the rule) and A ∩ B = ∅. Rule extraction is usually restricted to only an item in
the consequent.
Some user-defined parameters (confidence, support, and lift) need to be set in order
to evaluate the significance of the obtained rules and filter out the less important. A
domain expert sets those parameters according to each specific case. The support is
calculated as the probability of the intersection between the antecedent A and consequent B
(supp(A ⇒ B) = P(A ∩ B)), expressing the co-occurrence of the two events. The confidence
(conf (A ⇒ B) = P(B|A)), defined as the conditional probability between A and B, allows
assessment of the reliability of a rule. It gives the probability of the consequent event in
all transactions containing the antecedent. The lift is the ratio between the confidence
and support of consequent B (lift(A ⇒ B) = P(B|A) / P(B)). When the lift is higher than
1, it means that B is positively correlated with A, while if the lift is lower than 1, it
suggests a negative correlation; otherwise, if the lift is equal to 1, there is no correlation
at all. This parameter is particularly important since it allows one to select the most
interesting rules [31]. In this paper, the ARM Apriori algorithm was used to extract
interesting associations between the total building load and its sub-loads, especially during
events detected as anomalous. This data analytics method was perfectly integrated with
the outcome of the aSAX and classification processes, of which the results consist of
categorical values.
3. Case Study
The case study analyzed refers to the energy consumption of a MV/LV transformer
cabin identified as “substation C”, that serves a part of the main campus of Politecnico di
Torino (PoliTo), an Italian university located in Turin. Data related to the total electrical
load and to some sub-loads are available with 15 min timesteps from 1 January 2015 to 31
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consumption. The administration offices (rectory) corresponded to 3.83% of energy con‐
sumption and the mathematics department (DIMAT) for 2.21%. A large share of energy
consumption (12.22%) was related to the mechanical room. The equipment located in this
room included hot and chilled water circuits and auxiliaries such as recirculation pumps.
The chilled water was provided by two chillers of nominal electrical power of10220
of 28kW and
a rated cooling capacity of 1120 kW, and a reversible water‐water heat pump, with nomi‐
nal a power and cooling capacity of 165 kW and 590 kW, respectively.
The remaining
consumption
under
a unique
instance
December
2019. The energy
hierarchical
structure ofwas
the aggregated
available data
is shown
in Figure
3: the tagged
as
“Unlabelled_load”
as
showed
in
Figure
3.
It
accounted
for
48.76%
of
the
total
first level refers to the total electrical load of substation C, while the second level shows
the energy
consumption,
and since
it was not
measured,
cannot
assigned
to aenergy
specific sub‐
available sub-loads.
In addition,
the directly
load breakdown
in terms
of be
average
annual
load.
consumption was provided.

Figure 3.
3. Hierarchical
Hierarchical structure
of of
thethe
electrical
loadload
database
underunder
study.study.
Figure
structure
electrical
database

In particular, a bar and a canteen were at the disposal of students and campus staff and
accounted for 2.75% and 16.03%, respectively, of the total electrical energy consumption of
substation C. The university data center accounted for 13.16% of the total energy consumption. The administration offices (rectory) corresponded to 3.83% of energy consumption
and the mathematics department (DIMAT) for 2.21%. A large share of energy consumption
(12.22%) was related to the mechanical room. The equipment located in this room included
hot and chilled water circuits and auxiliaries such as recirculation pumps. The chilled
water was provided by two chillers of nominal electrical power of 220 kW and a rated
cooling capacity of 1120 kW, and a reversible water-water heat pump, with nominal a
power and cooling capacity of 165 kW and 590 kW, respectively.
The remaining energy consumption was aggregated under a unique instance tagged
as “Unlabelled_load” as showed in Figure 3. It accounted for 48.76% of the total energy
consumption, and since it was not directly measured, cannot be assigned to a specific
sub-load.
4. Methodological Framework
In this section the conceived ADD methodology is presented and described. The
proposed methodology aims to develop a two-level ADD analysis capable of making in a
first step a high-level detection on total electrical load time series (at meter level) and in
a second step performing the anomaly diagnosis on sub-loads (at sub-meter level). The
methodology follows the flow chart structure shown in Figure 4.
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Diagnosis at sub‐load level: Once the classification models were developed, a post‐
mining phase was performed. The post‐mining phase was aimed at searching histor‐
ical relationships between misclassified total electrical load symbols and specific
trends of sub‐loads occurred in same time window. The process is described in Fig‐
ure 6. The anomalous symbols identified in the training phase of the models were
extracted and stored in a categorical data frame (Step‐1 in Figure 6). From time series
of sub‐loads, the mean value and the trend angle were extracted. They were catego‐
rised through the aSAX process and then added to the categorical data frame (Step‐
2 in Figure 6). This data frame was then transformed into a transactional database on
which ARM was applied (Step‐3 in Figure 6). The LHS is composed of the additional
categorical variables related to sub‐loads, while RHS contains only the total electrical
load anomalous symbol. ARM automatically extracts a set of rules which connects
the historical infrequent behaviour of the total electrical load with the sub‐load con‐
ditions. This process was implemented through the R package “arules” [47]. Result‐
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5.2. Time Series Abstraction
In order to perform the data transformation and dimensionality reduction, the original
time series of the electrical load was split into 24 h intervals since a daily periodical pattern
was observed.
The time windows of daily load profiles were evaluated through a RT, considering the
total electrical load as a numerical target and the hours of the day as a predictive attribute.
The total electrical load from 2015 to 2019 was analyzed.
Holidays and weekends were excluded from the analysis since they usually present
profiles that are flat or with low variance, and include those days in the model would
have reduced the accuracy of the results. The splitting criterion adopted was based on
the variance reduction around the numerical target’s mean in each leaf node. In this way,
the daily pattern was split into homogeneous consumption time windows. As a stopping
criterion, a minimum number of objects in the child nodes at each split was set in order to
have a time window length of at least 2 h.
The RT automatically identified the optimal number of windows thanks to a cost
complexity pruning process. This procedure allowed us to choose the best tree by generating a fully expanded tree and then prune it iteratively. According to [17], this procedure
enables the identification of an optimal trade-off between misclassification error and model
complexity. The selection of the optimal tree size was performed according to the one
standard error rule (i.e. 1-SE rule) [49].
The resulting tree had five leaves, which corresponded to five sub-daily time windows,
which are summarised in Table 1. It can be seen that the first and fifth-time windows
corresponded to the night hours during which the university was closed and not occupied.
On the opposite, the remaining time windows correspond to occupied hours of the campus.
Table 1. Sub-daily time windows for total electrical load.
ID

Time Window

Duration

1
2
3
4
5

00:00–06:29
06:30–08:59
09:00–15:44
15:45–19:14
19:15–23:59

6 h 30 min
2 h 30 min
6 h 45 min
3 h 30 min
4 h 45 min

Once the time windows were identified, the PAA was performed in order to prepare
the dataset for the encoding through the aSAX process.
A fundamental parameter to be set in the aSAX process is the alphabet size (α), which
determines how many symbols are going to be used for the encoding, and as a consequence,
also the number of breakpoints to search. While in the literature, the alphabet size is usually
selected according to domain expertise [17,20,31], in this framework, an unsupervised
technique consisting of k-means partitive clustering was used. In particular, the reduced
data of the time series (through PAA) were clustered in order to find homogeneous groups
and determine the optimal number of breakpoints. For this purpose, during the clustering
process, several cluster quality indices, embedded in the R package NbClust [46], were
calculated in order to assess the optimal number of clusters (k) according to a majority rule
approach, setting a search space between k = 3 and k = 8. The results obtained suggested
the partition with k = 6 as the optimal one, then determining the setting of the alphabet
size value also equal to 6.
In detail, the positions of breakpoints, calculated under equally probability assumption,
were used as initialization of the aSAX iterative algorithm [38]. As shown in Figure 8, those
breakpoints (dotted lines) were not able to divide the distributions effectively, producing
narrow intervals at low values and wider intervals for higher values of the reduced PAA
time series. The final adaptive breakpoints (solid lines) were evaluated once a tolerance of
10− 10 on the representation error was reached (after about 60 iterations).
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Figure 9b shows the histograms of electrical load symbols divided by time windows
and years. From this representation was evident how the load patterns had changed dur‐
ing the years from 2015 to 2019. In particular, in the first and fifth‐time windows, a change
of pattern from the symbol “b” to the symbol “a” was visible due to a lower baseload
during night hours, when the campus was unoccupied. This behavior could be related to
the refurbishment of buildings and/or systems served by substation C. The same trend
was seen in the third time window where a change of pattern from the symbol “f” to the
symbol “e” was visible, resulting in a lower electrical load during peak hours. This behav‐
ior suggests that the energy performance of the campus was improving over time. Further
considerations about changes in the load patterns of the campus have been made in the
following when the selection of a proper training period for the classification models is
discussed.
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5.3. Anomaly Detection at Total Electrical Load Level
For each time window, a globally optimal evolutionary tree was developed in order
to further investigate the dependency of the total electrical load (i.e., target variable) from
the boundary conditions (i.e., predictive variables).
To create a model that automatically learns new patterns as the building energy con‐
sumption changes, a training period that is consistent with the recent past was selected.
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Figure 9b shows the histograms of electrical load symbols divided by time windows
and years. From this representation was evident how the load patterns had changed during
the years from 2015 to 2019. In particular, in the first and fifth-time windows, a change
of pattern from the symbol “b” to the symbol “a” was visible due to a lower baseload
during night hours, when the campus was unoccupied. This behavior could be related to
the refurbishment of buildings and/or systems served by substation C. The same trend
was seen in the third time window where a change of pattern from the symbol “f” to
the symbol “e” was visible, resulting in a lower electrical load during peak hours. This
behavior suggests that the energy performance of the campus was improving over time.
Further considerations about changes in the load patterns of the campus have been made
in the following when the selection of a proper training period for the classification models
is discussed.
5.3. Anomaly Detection at Total Electrical Load Level
For each time window, a globally optimal evolutionary tree was developed in order to
further investigate the dependency of the total electrical load (i.e., target variable) from the
boundary conditions (i.e., predictive variables).
To create a model that automatically learns new patterns as the building energy consumption changes, a training period that is consistent with the recent past was selected. In
fact, as previously discussed, older patterns of energy consumption strongly differed from
more recent ones, and including them in the learning training set could have compromised
the capabilities of the models in terms of accuracy on the validation set. Therefore, the
classification models were trained and tested on 2018 data and for simulating an online
deployment of the process were validated on the first month of 2019. In particular, the 2018
dataset was split, with 80% placed into the train set and 20% into the test set, through a
random sampling process.
The attributes considered in the evolutionary classification trees are listed in the
following:

•
•
•
•
•
•

Day type: input ordinal categorical variable representative of each day of the week
with values from 1 (Monday) to 7 (Sunday);
Holiday: input binary categorical variable YES/NO capable of distinguishing working
from non-working days;
Total Power pre: mean total electrical load (in kW) calculated in the previous time
window to the one considered for the classification (numerical input variable);
Canteen: mean electrical load (in kW) of the canteen calculated in the time window
considered for the classification (numerical input variable);
Mechanical room: mean electrical load (in kW) of the mechanical room calculated in
the time window considered for the classification (numerical input variable);
Symbol: target categorical variable representative of the encoded symbol of the total
electrical load in a time window.

The choice to use as predictive values some sub-loads and not others was driven
by a sensitivity analysis and by their percentage weight on the total electrical load. The
canteen and the mechanical room weights were 12.22% and 16.03%, respectively, on the
total electrical load (Figure 3). Moreover, among the labeled sub-loads, they showed the
highest variance in 2018, as well as significant variations during the day. It is clear how
they could be extremely useful in characterizing the relationships that existed between the
normal operation of the substation C and their electrical demand.
For all the time windows, the maximum depth of the classification tree was set to 6,
the minimum number of observations in each node was set to 20, and the default setting
c20m40sp40 for variation operators was assumed (20% crossover, 40% mutation, and 40%
split/prune).
Since the evolutionary algorithm and the splitting process were randomly initialized,
the seed for the random number generator was set in the code in order to replicate the
analysis easily.
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Figure 10 shows the tree resulting from the training phase for the second time window.
It shows that it effectively classified in each leaf node the most frequent symbol from the
others while maintaining a readable and understandable structure. The developed set
of evolutionary trees (one for each time window) was aimed at extracting very accurate
decision rules so that in the leaf node, a high occurring symbol can be found. If this
condition is satisfied, the low occurring symbols can be considered as potential anomalies
for the considered time window. Those potential anomalies could then be subject to further19 of 28
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investigation in order to understand which sub-load can be assumed as the cause for that
infrequent behavior (anomaly diagnosis).

Figure 10. Globally optimum classification tree for the second time window (06:30–08:59).
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58.06%
15:45–19:14
86.64%
86.30%
96.77%
19:15–24:00
89.72%
86.30%
96.77%
Mean
88.91%
86.22%
89.03%

5.4. Diagnosis at Sub‐Load Level
Once the classification models were created, the subset of anomalous symbols
(higher than expected symbols) included in each node was transformed into a transac‐
tional database that contains the categorical target variable (total electrical load symbol)
and some additional explanatory variables related to the sub‐loads.
To extract those additional categorical variables, the sub‐loads were subjected to the
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Table 2. Decision rules extracted from globally optimal trees created in each time window on the training period.
Time Window

Node

Decision Rule

Symbol

Accuracy

00:00–06:29

1

-

⇒a

97.3%

06:30–08:59

2

IF Holiday = Yes
IF Holiday = No AND Mechanical room < 85.84 kW AND Canteen <
96.4 kW
IF Holiday = No AND Mechanical room < 85.84 kW AND Canteen ≥
96.4 kW
IF Holiday = No AND Mechanical room ≥ 85.84 kW AND Canteen <
108.4 kW
IF Holiday = No AND Mechanical room ≥ 85.84 kW AND Canteen ≥
108.4 kW

⇒a

92.0%

⇒b

82.1%

⇒d

89.7%

⇒c

71.4%

⇒e

86.5%

⇒a

96.0%

⇒b

76.5%

⇒c

85.0%

⇒e
⇒e
⇒f

73.9%
86.0%
81.1%

5
6
8
9
09:00–15:44

3

8
10
11

IF Canteen < 54.4 kW AND Holiday = Yes
IF Canteen < 54.4 kW AND Holiday = No AND Total Power pre <
257.1 kW
IF Canteen < 54.4 kW AND Holiday = No AND Total Power pre ≥
257.1 kW
IF Canteen ≥ 54.4 kW AND Canteen < 143.5 kW
IF Canteen ≥ 143.5 kW AND Mechanical room < 38 kW
IF Canteen ≥ 143.5 kW AND Mechanical room ≥ 38 kW

15:45–19:14

2
4
5

IF Total Power pre < 388.8 kW
IF Total Power pre ≥ 388.8 kW AND Total Power pre < 614 kW
IF Total Power pre ≥ 388.8 kW AND Total Power pre ≥ 614 kW

⇒a
⇒d
⇒d

87.4%
86.5%
85.4%

19:15–23:59

2
4
6
7

IF Holiday = Yes
IF Holiday = No AND Day Type = {6,7}
IF Holiday = No AND Day Type = {1,2,3,4,5} AND Canteen < 16.5 kW
IF Holiday = No AND Day Type = {1,2,3,4,5} AND Canteen ≥ 16.5 kW

⇒a
⇒a
⇒a
⇒b

96.0%
97.2%
85.5%
87.6%

5
6

Table 3. Accuracy results from a comparison between test and validation.
Time Window

Training
(80% 2018)

Test
(20% 2018)

Validation
(Jan. 2019)

00:00–06:29
06:30–08:59
09:00–15:44
15:45–19:14
19:15–24:00

97.30%
87.33%
83.56%
86.64%
89.72%

96.89%
82.19%
79.45%
86.30%
86.30%

100%
93.55%
58.06%
96.77%
96.77%

Mean

88.91%

86.22%

89.03%

5.4. Diagnosis at Sub-Load Level
Once the classification models were created, the subset of anomalous symbols (higher
than expected symbols) included in each node was transformed into a transactional
database that contains the categorical target variable (total electrical load symbol) and some
additional explanatory variables related to the sub-loads.
To extract those additional categorical variables, the sub-loads were subjected to the
same time series abstraction process described for the total electrical load in Section 5.2.
Using the same time window discretization as the total electrical load and the same alphabet size (α = 6), each time series of the available sub-loads was encoded through the
aSAX process.
In order to further enrich information about sub-loads, the trend angle was also
extracted and encoded (see Figure 11).
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load conditions that were found to be significantly influencing the abnormal total electri‐
cal load.
An example of the procedure is shown in Figure 13 for node five of the second time
window. In this node, the most frequent symbol was “b”, and the only infrequent inter‐
21 of
28
esting symbol (higher electrical load) was “c”. The transactional database was then
con‐
structed: the LHS was composed of the additional categorical variables related to sub‐
loads (electrical load symbol and trend angle symbol), while RHS contained only the total
electrical load anomalous symbol (symbol “c”). ARM automatically extracts 338 rules, of
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13. Diagnosis
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ofthe
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Figure
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An example
of the
procedure
is shown in Figure 13 for node five of the second
5.5. Deployment
of the
ADD
Tool
time The
window.
In
this
node,
the
most
symbol wasin“b”,
and the only
methodology was conceivedfrequent
to be implemented
a real‐time
data infrequent
acquisition
interesting
symbol
electrical infrastructure.
load) was “c”. The
The transactional
database was
then
tool connected
to a(higher
smart metering
metering infrastructure
continu‐
constructed:
the
LHS
was
composed
of
the
additional
categorical
variables
related
to
ously collects data, and once a time window ends, the symbol of the total electrical subload
loads (electrical load symbol and trend angle symbol), while RHS contained only the total
electrical load anomalous symbol (symbol “c”). ARM automatically extracts 338 rules, of
which 180 resulted redundantly, and 158 rules were significant. After filtering, only 19 rules
were stored in the anomaly library. In this particular case, the most frequent items in the
anomaly library were: mechanical room symbol “d”; canteen symbol “c”; rectory symbol
“d”. For example, among the 19 rules considered, rule four (IF sym_Mechanical_room =
“d” AND sym_Canteen = “c” ⇒ sym_Total_Power = “c”) had a lift value of about five and
confidence of 100%. It means that if during the operation of the ADD process this rule was
matched, then the diagnosis was extremely robust, given that the anomaly detected was
already present in the analyzed historical database.
5.5. Deployment of the ADD Tool
The methodology was conceived to be implemented in a real-time data acquisition
tool connected to a smart metering infrastructure. The metering infrastructure continuously
collects data, and once a time window ends, the symbol of the total electrical load was
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Figure 14. Confusion matrix for the globally optimal classification tree predicting January 2019 total
electrical load symbol in the 2nd time window. Red square: the detected anomalous behavior.
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total electrical load symbol in the 2nd time window. Red square: the detected anomalous behav‐
ior.
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Figure 15. Comparison between the actual (red lines) and expected (green lines) electrical load with the relative standard
deviation (grey areas) on 4 January 2019. The dashed green and red lines represent the PAA segments for the actual and
expected load respectively. The blue horizontal solid line on the top graph represents the aSAX breakpoint related to the
total power.
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The combined effect of the three sub-loads (i.e., mechanical room, printshop, canteen)
led to an overall electrical load higher than expected. The mean total electrical load
rose from 236 kW (symbol “b”) to 283 kW (symbol “c”), and it was easy to verify that
the identified sub-loads contributed almost 90% to the power shift upward of the total
electrical load. It is worth noting that although the printshop presented an anomalous
electrical load pattern, the observed profile (red line) did not significantly deviate from the
normal one (green line).
6. Discussion of the Results
This paper focused on the development of ADD methodology able to analyze meterlevel electrical load data in order to detect anomalous patterns and perform a diagnosis
process on sub-loads. This methodological framework was conceived to be highly scalable
and reliable in order to be implemented in energy data monitoring infrastructure for
supporting a prompt detection of anomalies avoiding energy wastes over time.
The time window size and alphabet size for the aSAX encoding are key parameters.
In [20] is reported an interesting sensitivity analysis based on these two parameters, showing that a trade-off between window numbers and alphabet size has to be found in order
to minimize the variance between patterns and resolution needed. In this paper, the time
window number was chosen by using an RT and the alphabet size by a k-means clustering
evaluation. Once those parameters are set, the aSAX encoding procedure can be considered
completely automatic. Moreover, the conducted analysis showed that considering the trend
angle as an additional feature, a robust sub-loads characterization could be performed
without adding computational burden.
Moreover, the selection of the predictive variables for the globally optimal classification tree needs particular attention. The overall energy consumption of a building is
strongly related to the occupancy schedule, environmental conditions, thermo-physical
features of the building, and the behavior of users. For this reason, those variables should
be all included in the classification model and could help in describing infrequent but
non-anomalous patterns. On the other hand, trustworthy values are difficult to retrieve
or measure with continuity. Surely, the inclusion of those variables could qualitatively
increase the model predictions.
A further interesting aspect of being considered is related to the data that should
be used for training and how often training is needed. It is well known that building
electrical load varies over the years due to the electrification of end-uses and the seek of the
higher performance of appliances and facilities. For this reason, a good trade-off between
retraining rate and computational effort should be performed. In our study, we validated
the model in the first month of 2019 in order to assess its accuracy.
In addition, in order to prove the effectiveness of monthly retraining of the tool,
a comparison was performed between two different deployment approaches. The first
deployment considered was static, with the hypothesis of using the same classification
models trained in 2018 for six months in 2019. The second deployment was dynamic,
considering monthly retraining of the classification models with a one-year moving window
training set. Results showed that the average classification accuracy was 82.85% for the
dynamic deployment and was 78.77% for the static one. Therefore, with a dynamic
deployment, the anomaly detection capabilities improved, given that the classifiers are able
to learn new patterns that change over time. Following the same reasoning, the authors
propose to implement a monthly update also for the association rules included in the
anomaly library.
7. Conclusions and Future Work
This paper proposed a multiple-step ADD methodology to automatically detect at
whole-building meter level anomalous energy consumption and then perform a diagnosis
on the sub-loads responsible for that anomalous pattern. Frequent and infrequent electrical
load patterns, properly transformed through an adaptive symbolic aggregate approxima-
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