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Abstract— In a world with computation at the epicenter of
every activity, computing systems must be highly resilient to
errors even if miniaturization makes the underlying hardware
unreliable. Techniques able to guarantee high reliability are
associated to high costs. Early resilience analysis has the
potential to support informed design decisions to maximize
system-level reliability while minimizing the associated costs.
This tutorial focuses on early cross-layer (hardware and
software) resilience analysis considering the full computing
continuum (from IoT/CPS to HPC applications) with emphasis
on soft errors.

I. INTRODUCTION

The tutorial proposes a bottom-up approach to early
resilience assessment of computing systems against hardware
faults. Fig. 1 depicts how faults caused by different sources of
failure at the silicon level (e.g., manufacturing defects, particle
strikes) go through the different abstraction levels and design
levels until they become a system failure, i.e., a visible error
for the user.
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Fig. 1. Faults Propagation

The tutorial will cover the methodologies used to compute
the vulnerability (derating) factors at each layer of the system
stack: technology (TVF), circuit (CVF), microarchitecture
(uAVF), architecture (AVF), and software/program (SVF).
These separate vulnerability factors, when combined together,
can potentially deliver the evaluation of the overall system
reliability. This is need not only to evaluate the effect of
hardware fault on the final system. Being able to early analyze
the system error rate -already at the design time- provides
designer a tool to better estimate the system error rate; as well
as, analyzing the effect of their specific countermeasures -at
any level- for the whole system [1][2].

II. TUTORIAL ORGANIZATION

A. Introduction to Reliability

Reliability is a very broad domain in which several
communities have provided significant contributions.
However, definitions and metrics have different meaning in
different communities creating a serious obstacle in sharing of
knowledge and in the efficient implementation of cross-layer
reliability techniques that require synergy between all layers
of the system stack.

B. Cross-Layer Reliability Techniques Overview

Cross-layer reliability (or cross-layer resilience) is gaining
increasing relevance both in the academic and industrial
sectors. In a cross-layer resilient system, physical and circuit
level techniques can mitigate low-level faults. Hardware
redundancy can be used to manage errors at the hardware
architecture layer. Eventually, software implemented error
detection and correction mechanisms can manage those errors
that escaped the lower layers of the stack. In order to
understand the potential but also the complexity of this design
paradigm the tutorial provides a brief overview of the most
used protection techniques available at the different layers
including: Logic, Architectural, ISA/Software and System-
Layer. The goal is not to provide an exhaustive review of the
state-of-the-art but to give and idea of the building blocks that
can be exploited in a cross-layer resilient design and most
importantly to let the audience understand the size and
complexity of the related design space that makes the
reliability analysis a crucial task in the early phases of the
design.

C. Reliability analysis in a Cross-Layer Domain

The decision of how to distribute the error management
across the different layers has the goal to meet the system
reliability requirements of a specific application, considering
its sensitivity to hardware faults, while minimizing the related
reliability tax. Overall, by considering multiple layers, one can
exploit a wider range of information when handling errors.
This leads to globally optimized error management strategies
dedicated not only to reliability, but also to other design
constraints. However, despite a cross-layer holistic design
approach has several advantages compared to traditional
single layer techniques, it increases the complexity of the
design process since a larger design space must be explored.
This translates into an increasing demand for system-level
reliability analysis frameworks able to evaluate different
combinations of cross-layer error protection techniques early
in the design cycle. Unfortunately, such tools still lack
maturity, especially compared to those available to optimize
other design parameters such as power and performance.
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