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ABSTRACT From the software point of view, the development of 10T applications differs from other kinds of
applications due to the speci c features that the former exhibit. In this paper, we investigate how developers
contribute to 10T applications in the Open Source Software (OSS) context, to gain a deeper understanding
of how their work differs from that of non-loT applications. To that end, we conducted a quantitative
analysis of a broad set of the 60 most popular publicly available 10T and non-1oT projects on GitHub.
By comparing how developers contribute to these projects, our analysis provides insight into the purpose and
characteristics of the code, the behavior of the contributors, and the maturity of the 10T software development
ecosystem. Results reveal signi cant differences between 10T and non-10T application development, in terms
of how applications are realized, in the diversity of developers’ specializations, and in how code is reused.
This work provides evidence about some Open Source loT software development peculiarities to be
considered by future research efforts aimed at better satisfying software engineering needs in the loT

scenario.

INDEX TERMS Internet of Things, open source software, software mining, developers.

I. INTRODUCTION

Nowadays, the Internet of Things (10T) is a well-established
paradigm that has gained prominence in several aspects of
our everyday lives [1]. Roughly speaking, it is based on
embedding computing and communication capabilities into
objects of common use [2]. This concept has given rise to
the development of various kinds of solutions in several
domains such as smart buildings, smart cities, environmental
monitoring, healthcare, smart business, smart agriculture, and
security and surveillance [3] [5].

From a technical point of view, several de nitions have
been proposed for the Internet of Things [6] and various
enabling technologies are considered to characterize loT
applications. According to Atzori et al. [7], these tech-
nologies may be categorized into identi cation, sensing
and communication technologies; middleware components;
end-user software applications; services composition; service
management; and object abstraction. While identi cation,
sensing and communication technologies mainly concern
hardware components, the other enabling technologies rely
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on software to address diverse features that 10T applications
expose [2].

From the software point of view, in addition, the imple-
mentation of loT applications is particularly complex and
differs from the development of mobile and web appli-
cations. According to Taivalsaari et al. [8], for instance,
10T development differs from mainstream mobile app and
web application development in several ways, summarized
by the authors into a set of dimensions that are unfamil-
iar to most software developers. Multi-device programming,
the reactive nature of the application, the distributed nature
of the software, and the need to write fault-tolerant software,
are among these dimensions, which loT developers must
consider.

Against this backdrop, the present work relies upon soft-
ware mining to gain understanding, from a practical point
of view, about how developing 10T applications is different
from developing non-1o0T applications in the Open Source
Software (OSS) context. To this end, this paper reports the
comparison and quantitative analysis between the behavior of
developers in the most popular 10T and non-10T OSS projects
hosted on a world leading software development platform as
is GitHub.

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see http://creativecommons.org/licenses/by/4.0/ 28337
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In particular, we conducted an empirical study mining
60 OSS repositories publicly available on GitHub. We mined
30 IoT OSS and 30 non-loT OSS projects to analyze a) the
way developers contribute to their projects, b) the les that
they tend to modify the most, and c) the specialization and
the evolution of these modi cations. Finally, we assessed the
maturity of the loT software development ecosystem based
on a dependency analysis in the selected projects. Besides
leveraging a characterization of 1oT OSS projects currently
available for 10T developers, this work aims at providing
evidence from a practical point of view about the loT software
development peculiarities that should guide future research
efforts to better understand and satisfy software engineering
needs in the loT context.

The remainder of the paper is structured as follows.
Section Il describes the research goal and questions and
outlines the selection process. Section Il characterizes the
selected OSS projects and describes the quantitative analysis
conducted over them as well as the outcome of the analysis.
Section IV discusses the results and presents further impli-
cations, while threats to validity are outlined in Section V.
Section VI presents the related work, while Section VII con-
cludes the article.

Il. RESEARCH GOAL AND QUESTIONS

The overall goal of this research is to explore the potential
differences between the development practices for 10T and
non-10T projects in the OSS context. In particular, we are
interested in identifying (a) the behavior of developers and
the diversity of resources they manage, and (b) the reuse of
features through the adopted dependencies. These two criteria
lead us to the research questions set out below.

A. RESEARCH QUESTIONS
We want to investigate whether and how developers adopt
different programming languages and cover various special-
izations in 10T vs. non-10T OSS projects. In particular, we are
interested inV
how different programming languages are used in the
two domains;
whether 10T developers are more specialized in any
programming languages or certain types of les in their
project;
how the usage of such programming languages evolve
over time.
Therefore, our rst research question is:

RQ1: How developers of 10T vs. non-loT OSS applications
contribute to their projects regarding the programming lan-
guages that they adopt?

Our guantitative investigation, furthermore, exploits OSS
repositories by focusing on the maturity of the 10T ecosystem
for a software development point of view. We investigate this
aspect in the repositories we selected by analyzing project
dependencies, how many they are, and which are the most
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popular ones. Additionally, focusing on the 10T OSS projects,
we wanted to identify which aspects of 10T application devel-
opment these dependencies address and how often they are
used by loT developers. This leads to our second research
question:

RQ2: How developers exploit dependencies to reuse features
in 10T vs. non-10T OSS projects?

B. SELECTION OF THE ANALYZED REPOSITORIES

To select a prominent widely-known and widely-used set
of 10T OSS repositories from GitHub, we rst ltered
them by topic, choosing the ones that belong to the Tot
or internet-of-things topics on GitHub. Topics are
labels to classify a repository based on its intended purpose,
subject area, community, or language. They appear on the
main page of a repository and repository administrators can
add as many topics as they want to a repository.

Once the repositories belonging to the 10T topic were

Itered, 4,696 repositories were retrieved. Therefore, to pri-
oritize the most popular and well-evaluated ones, we sorted
them according to the decreasing number of stars. Stars
enable GitHub users to keep track of repositories they nd
interesting and to discover similar repositories [9], as well
as to show appreciation to the repository maintainers for
their work.! Lastly, we took the 30 top-starred repositories,
provided they were open source code repositories. In fact,
since a large portion of repositories on GitHub are not for
software development [10], we inspected them manually to
exclude the ones that were not software related (i.e., tutorials,
documentation pages, icon-packs, fonts) or without an open
source license.

The same procedure was followed to select the non-loT
repositories. The only difference was that the Iter was modi-

ed to include repositories belonging to any topic except 1ot
and internet-of-things.

The data used in the analyses reported in this article was
mined from GitHub in August 2018. Tables 1 and 2 list the
selected 10T and non-loT repositories along with their salient
characteristics. Most of the information about the repositories
was gathered through the GitHub GraphQL API v4.2

I11. OSS PROJECTS ANALYSIS

A. PROJECTS CHARACTERIZATION

Before diving into the research questions, we report a charac-
terization of the selected projects, to provide a brief but com-
plete overview and to set the stage for the subsequent analysis.
Each project was examined individually to understand its pur-
pose and to assign it a genre. The genres aimed at describing
the nature of the projects. Then, through the GitHub API,
several characteristics were gathered, namely: the topics,
their size (kB and lines of code), their primary language, and
their total number of programming languages. Additionally,

1https://help.github.com/articles/about-stars/, last visited on June 6, 2019
2https://developer.github.com/v4/, last visited on June 6, 2019
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TABLE 1. 10T popular Open Source GitHub repositories.

Repository name Genre Size (kB) LOC  Prim.Lang. #Langs. #Depend. Commits Contributors
netdata Monitoring agent 24,473 259k C 14 18 7,321 223
kong API gateway 9,802 151k Lua 4 24 4,118 141
home-assistant Home automation 85,734 562k Python 4 456 14,773 1,211
johnny-five Robotics programming framework 92,868 136k JavaScript 3 338 3,215 152
gun Graph database engine 29,683 124k JavaScript 5 139 1,532 66
timescaledb Time-series database 2,975 159k C 9 0 833 33
gobot Programming framework 9,668 179k Go 4 16 2,507 109
node-serialport Package to access serial ports 2,688 19k JavaScript 5 18 1,208 145
emqx MQTT broker 11,682 29k Erlang 2 4 3,060 53
cylon Programming framework 20,046 7k JavaScript 2 5 1,323 26
urh Wireless protocols monitoring 43,538 197k Python 4 4 2,579 13
ArduinoJson Arduino library 3,242 34k C++ 6 0 984 10
platformio-core Cross-platform IDE 34,704 10k Python 5 6 3,626 27
crate Distributed SQL database 86,570 667k Java 6 15 8,775 62
RIOT Operating system 56,065 2.04M C 10 0 19,368 287
thingsboard IoT platform 8,785 257k Java 9 109 1,510 59
rt-thread Operating system 254,378 13.38M C 24 0 6,549 226
blynk-library ToT platform 9,318 33k C++ 7 0 1,691 19
openthread Thread networking protocol 50,835 1.5M C++ 10 4 2,443 85
mongoose-0s Firmware development framework 44,630 106k C 10 0 4,212 32
vernemq MQTT broker 11,426 67k Erlang 8 21 1,713 22
BerryNet Deep learning gateway 181 14k Python 4 14 159 6
PJON Network protocol 4,529 29k C++ 2 0 1,999 34
zephyr Operating system 123,632 10.05M C 12 0 23,231 420
blynk-server 10T platform 29,763 81k Java 6 21 4,545 14
paho.mgtt.android ~ MQTT client library 2,014 15k Java 3 0 194 20
tock Operating system 136,163 79k Rust 8 0 4,085 82
kaa IoT platform 180,031 775k Java 16 3 6,691 109
Sming Programming framework 52,066 195k C++ 16 11 1,236 97
homie-esp8266 MQTT convention 1,305 10k HTML 5 142 1,714 155

to put into perspective the comparison of the projects’ size,
we illustrate through the heatmap graphs in Figures 1 and 2
the growth of the source code along the projects’ lifetime.

As observed in Table 1, the genre of the 10T OSS projects
is heterogeneous, as they are scattered across operating sys-
tems, programming frameworks, libraries, network proto-
cols, databases, 10T platforms, and IDEs. At rst glance,
no clear trend emerged concerning their purpose or appli-
cation domain. On the contrary, when analyzing non-loT
projects (Table 2), we can notice that most of them are related
to the web development area, with just 12 exceptions, such as
a machine learning framework, a Zsh framework, an operat-
ing system kernel, an IDE, a text editor, and a couple of open
source programming languages.

The fteen most commonly used topics across the loT
projects (mqtt, raspberry-pi, arduino, hardware, esp8266,
esp32, embedded, robotics, javascript, java, iot-platform, i2c,
home-automation, gpio, docker) did not reveal a prevail-
ing technology or application domain. Instead, the 15 top-
ics across the non-loT projects (javascript, nodejs, html,
framework, electron, css, windows, web, ui, react, python,
macos, linux, go, frontend) are mostly about web develop-
ment. This fact leads us to think that neither in our classi -
cation nor in the labels assigned by the owners to their loT
projects, there is a strong focus towards a particular domain
or technology, thus further motivating our investigation and
research questions. Furthermore, our initial observations
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regarding the genre and the topics of the projects seem to
be in line with various authors [6], [8], [11], who point out
that the development of IoT applications is more complex
and requires programmers with skills and expertise in sev-
eral domains as might be, for instance, mobile and cloud
computing, embedded devices, database design, and web
development.

Concerning the size of the projects (in kB), the aver-
age non-1oT project is almost three times larger (4.56 )
than a typical loT project. However, if we look at LOC
(Lines Of Code), this difference decreases signi cantly: on
average, non-1oT projects contains 1.9M LOC, while loT
projects 1.0M (1.9 ). The largest 10T project, for both
kB and LOC, corresponds to rt-thread, a real-time
loT operating system for embedded devices. Similarly,
the largest non-10T project is the Linux kernel followed far
behind by kubernetes. The smallest 10T project, in kB,
is BerryNet, a project to turn edge devices such as Rasp-
berry Pi 3 into intelligent gateways with deep learning capa-
bilities running locally, on the edge device itself, without the
need of an Internet connection. For what concerns LOCs,
instead, the smallest 10T project is cylon, a JavaScript
framework for robots, drones, and the loT, developed for
Arduino and similar boards. As may be observed in these
last two projects, achieving a small size is fundamental given
the fact that in most cases 10T software components are
deployed on constrained devices with low computational
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