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Abstract— The design of a solution for the authentication of
both navigation data bits and spreading code chips, referred to as
SNAP and suitable for the evolution of the Galileo E1 OS signal,
is presented in the paper. Though the technique is innovative and
able to achieve predefined authentication performance, it exploits
the structure of the legacy Galileo signal and the characteristics
of the OS NMA.

A detailed overview of the open choices for the design of
signal components dedicated to authentication is provided,
together with an analysis of signal parameters definition. A
possible implementation option of the SNAP solution is also
presented.

Keywords—Spreading code and navigation data based
authentication proposal; Galileo; open service; navigation message
authentication; spreading code authentication.

L INTRODUCTION

Though the vulnerability of Global Navigation Satellite
Systems (GNSSs) to Radio Frequency Interference (RFI) is a
reason of concern since many years [1], the awareness of this
kind of threats has been recently further strengthen, also thanks
to the increased number of reported events of intentional
interference [2].

The large availability of personal jammer devices, that can
be easily purchased over the web and (illegally) used, makes
them the primary source of intentional interference, both of
malicious and uninformed nature. According to the
classification given in [3], jamming broadcasted on or near
GNSS frequencies is intended to damage GNSS users
(malicious interference), but in the majority of the cases, there
is no the intent to cause harm to third parties (uninformed
interference) [4]. In addition, in the last years the attention
went more to structured forms of interference, known as
spoofing attacks, which have the goal of producing false
information within the victim receiver. Not only the feasibility
of such attacks have been widely demonstrated trough
experiments and trials [5][6], but, more recently, their real
implementation in the civil domain has been also documented

(2].

Several anti-spoofing techniques have been proposed
[7][8], based on a wide variety of different approaches. A first
macro classification of such methods separates among those
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implemented at the receiver level and those directly applied at
the signal level. The formers work on specific observables
available along the receiver chain (e.g., antenna-aided
techniques, methods based on the signal power monitoring or
consistency check with other navigation sensors); while a
second group consists of techniques that implement civil-signal
authentication and cryptographic defense algorithms [9]. In this
sense, a proper partition between system and receiver
contribution to the robustness against spoofing represents a key
aspect [10], in order to take advantage from both
cryptographically secure features in the Signal In Space (SIS),
and the implementation of non-cryptographic countermeasures.

In the design of the authentication solutions for a new
generation of civil GNSS signals one can act on different
signal’s components. As described in [10], the Navigation
Message Authentication (NMA) denotes the protection of the
navigation message bits (i.e., the full data frame or a portion of
it) and can be implemented by digitally signing the navigation
data, thus keeping the navigation message unencrypted.
Spreading Code Authentication (SCA) inserts, within the
nominal (unencrypted) spreading code, unpredictable portions
of chips, which are later verified through cryptographic
functions.

Within this context, the work has been encouraged by the
need of increasing the level of the SIS robustness, required in
many applications. The paper proposes an authentication
concept able to exploit some of the characteristics of the
current Galileo Open Service (OS) signal [11] and those of the
OS NMA [12], that will be transmitted starting from 2018 [13].

The paper firstly provides a detailed analysis on the open
choices for the design of signal components dedicated to
authentication, describing tangible benefits and considering
possible limitations of each solutions. In addition, on the basis
of the presented analysis, the paper presents the Spreading
code and Navigation data based Authentication Proposal
(SNAP), a solution to provide authentication both at the
navigation data and spreading code levels and tailored to the
evolution of the Galileo E1 OS signal. In detail, the proposed
approach builds upon the structure and the characteristics of the
OS NMA, thus being capable of increasing its spoofing
robustness performance.



The remaining of the paper is organized as follows: section
II provides an overview of the signal design aspects relevant
for authentication at the spreading code level, while section III
is dedicated to the description of the SNAP concept. After
investigating the performance of the solution under different
families of spoofing attacks (section 1V), a trade-off analysis,
addressed to the definition of the solution parameters, is
presented in section V. Section VI drafts a possible
implementation of the SNAP concept, referred to as working
point. The conclusions of the work are summarized in section
VII, that also highlights the open points and sketches some
ideas for future activities.

II.  SIGNAL DESIGN: A GENERAL OVERVIEW

In the design of the signal authentication solutions one can
act on different signal’s components. NMA and SCA
techniques work at the navigation message and spreading code
levels respectively, but in principle signal components
dedicated to authentication can be also inserted at other levels,
e.g., unpredictable features at subcarrier or carrier level, as
variable pulse shaping, frequency hopping, etc.

The options for the design of an authentication solution
based on spreading code are listed in Fig. 1. It presents a tree
for each parameter that is considered relevant for the SCA
authentication technique. The main possible parameters’
alternatives, as identified by the authors, are listed as tree’s
leaves. In light orange are highlighted those ideas still draft, not
consolidated in the literature and/or not demonstrated to be
feasible. Though the discussion of the impact of each choice is
out of the scope of the paper, for the sake of examples four of
the most relevant aspects are analyzed hereafter: the High-
Level Authentication Concept, the Signal Component, the
Relative Power Level, and the Distribution of Chips over Time.

The choice of a specific High-Level Authentication Concept
has an intrinsic impact on the achievable performance and on
the implied complexity at both the system and user levels.
Among the concepts available in the public literature, the
following ones can be considered particularly relevant:

o Spread Spectrum Security Codes (SSSC) [14],
especially the Public-SCA concept, similar to the
hidden markers proposed in [15], is one of the
simplest authentication approaches working at the
spreading code level. The public-SCA is based on the
idea of inserting bursts on unpredictable chips, called
SSSC bursts, in the open spreading code sequence.
The SSSC bursts are interleaved with a time division
approach;

o Signal Authentication Sequences (SAS) is an approach
similar to the previous one and described in [16] and
[17];

o Supersonic Codes [18][19] is a sophisticated concept,
suitable to implement a robust authentication
technique, at the cost of a remarkable increase of the
complexity. It exploits the Code Shift Keying (CSK)
modulation principle for authentication purposes. The
basic idea is to apply circular shifts to some or all the

spreading code periods (i.e. partial or complete CSK)
in order to encode specific data symbols;

e new emerging solutions can also be considered,
together with techniques resulting from combinations
or adaptations of existing ideas. Among others, it is
worth mentioning the Chips-Message Robust
Authentication (CHIMERA), recently proposed in
[20] for the GPS L1C signal.

As for the Signal Component, the authentication schemes
can basically be implemented in two ways: by modifying an
existing signal component (e.g., E1-B, E1-C, E5a, ESb) or by
introducing a new one (e.g., E1-D or non-SIS channel). A new
component offers more flexibility in the design of the
authentication scheme, thus reducing the constraints related to
the backward compatibility. In addition, in the case existing
signal components are used, possible performance degradations
for non-participant users have to be considered. Alternative
options can include the use a non-SIS channel with an
architecture based on a remote authentication server [20].

The choices for the Relative Power Level of the
authentication component basically are: same power as other
open components, lower power level (e.g. 1/11 of the nominal
power), or variable power (i.e. amplitude modulation). Low
power level options tend to increase the robustness against
some spoofing attacks (i.e., requiring high gain antennas),
though they affect the authentication performance of
participant receivers, mainly in terms of conventional metrics
as the Time Between Authentication (TBA), the Time To Alarm
(TTA), and the Time To First Authenticated Fix (TTFAF), due
to a reduction on the effective Carrier to Noise ratio (C/N,) of
the received signal.

Last but not least, the Distribution of Authentication Chips
over Time is another relevant aspect to be properly designed.
Apart the case of having a full encrypted sequence of chips
(that, strictly speaking, belongs to the category of Spreading
Code Encryption — SCE — and thus is beyond the SCA
options), there are basically two types of distribution of the
chips over time: time division and time hopping.

In the former case, dedicated slots are allocated for the
SCA bursts, while in latter a randomized pattern is used for the
time allocation of cryptographically generated spreading code
chips. The time division was first proposed in the SSSC
concept [14], while the time hopping approach, also known as
“puncturing”, is adopted for example in CHIMERA [20],
where both the punctured code chips (i.e. “marker frames”) and
their insertion pattern in the spreading code (i.e. “look-up table
schedule”) are cryptographically generated.

Considering not only a system perspective but also a
receiver point of view, it must be highlighted that the time
division and time hopping options present different advantages
and specific drawbacks that can be summarized as follows:

e if an existing open signal is modified, the time
division offers a lower backward compatibility, since
systematic portions of the signal are unsuitable to be
tracked by a legacy receiver. On the other hand, a
punctured code (i.e. time hopping) can still be tracked,
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with an equivalent C/N, degradation proportional to
the percentage of punctured chips [10] [20];

e atime hopping with an unpredictable insertion pattern
significantly increases the complexity both at system
level and receiver level. In fact, both the punctured
code and the insertion pattern have to be
cryptographically generated. In addition, the receiver
is forced to store both open and encrypted code chips
(i.e. several seconds of raw signal samples), while a
deterministic time division approach allows to easily
discard all the open code portions (e.g. 90% of the
time), thus obtaining a significant memory saving;

e a deterministic time division shows a potentially
higher vulnerability to “denial of service” attacks. In
fact, if the position of the SCA bursts is known a
priori, an attacker can possibly implement a
systematic jamming of these signal portions [21].
Even if this kind of attack is easy to implement, it can
be associated to a lower risk with respect to spoofing
attacks, because it can be easily detected (with a
failure on the authentication process) and it cannot
force the victim receiver to compute a false position;

e the time hopping option can be considered as more
vulnerable to specific spoofing attacks. In fact,
considering the overall entropy of the punctured code
chips, their distribution over long time windows (e.g.
3 minutes in the case of the “slow” channel of in
CHIMERA [20]) can potentially reduce the
effectiveness of the solution against specific spoofers.

Concerning the last item it must be noted that, for instance,
the principle of the State Modeling Attack (proposed against
NMA in [22] ) can be generalized to work also at the spreading
code level. In this case, the spoofer can try to transmit random
guesses of the punctured code chips and then a-posteriori
verifies the correctness of its guesses. To do so, it needs to
estimate the correct code sequences with multiple high-gain
directional antennas (one for each satellite in view, see section
IV), or to be connected to a remote server with such resources.
If the spoofer is capable to perform such verification with a
limited latency (e.g. few microseconds), it can compensate
possible errors in previous random guesses by increasing the

Overview of the main signal design aspects relevant for authentication at the spreading code level.

transmission power of the following code chips. Aiming to
maximize the success rate of the attack, it can also combine
this basic idea with more sophisticate strategies, as those
mentioned in [21], [22], or [23]. In this sense, a time division
solution would concentrate the same entropy (at the spreading
code level) in a shorter time slot, thus introducing more
stringent constraints from a spoofer perspective (i.e. less time
to guess/estimate/modify future code chips).

A proper design of the distribution of the chips over time
requires a careful tradeoff between previous aspects and
strongly depends on the specific application requirements and
on the receiver constraints. Focusing on civil mass-market
receivers, the time division approach offers significant savings
in terms of memory and computational resources and a better
robustness against specific attacks, thus it will be considered in
the following discussion as a preferable option.

III. THE SNAP SOLUTION

After a brief description of the prefixed requirements of
design (section III.A), the SNAP solution is presented hereafter
(section II1.B), together with a proposal for the possible time
scheduling of the SCA bursts (section II1.C).

A. Prefixed Requirements

In the design of the SNAP the main objective was twofold:
provide authentication solution addressed to civil applications
and receivers, and, at the same time, suitable for the evolution
of the current Galileo E1 OS signal.

This means that the solution must:

e be able to raise the bar against spoofing, inserting
cryptographic features at the spreading code level,
hard to predict/ extract/ manipulate by attackers, thus
forcing a potential spoofer to use multiple high-gain
directional antennas;

e be easy to process and verify by participant receivers,
e.g., mass-market devices without tamper resistant
modules;

and, at the same time:

e reuse the OS NMA cryptographic data;



e offer an additional protection to the E1 OS signal
against specific spoofing attacks;

e not make the E1 OS obsolete. In fact, the main goal is
to provide a service capable of authenticating the
current Galileo E1 OS signal, i.e.: E1-B/C. This does
not necessary imply the modification of current OS
components, as long as the solutions implemented
through the use of other (new) signal components are
capable to also authenticate the E1-B/C signals.

B. The high level concept

The design of the SNAP technique has been initially
inspired from other solutions available in the state of the art,
mainly focusing on the benefits of the following three
approaches: the public-SCA concept [14], the Supersonic
Codes [18][19], and the Signature-Amortization scheme. The
former two are briefly described in the previous section, while
the Signature-Amortization is an NMA concept, presented in
[24], and alternative with respect to the OS NMA [25] [26].

The rationale behind the SNAP solution is to introduce
segments of spreading code chips in the SIS that can be
considered as umpredictable from a spoofer perspective, but
can be easily a-posteriori verified by a participant receiver. The
benefits of a CSK modulation scheme are also exploited in
order to enhance the flexibility and the authentication
performance of the scheme, as discussed later.

In detail, the SNAP foresees the use of two types of SCA
bursts, inserted in the open pseudo-random noise (PRN) code
sequence with a time division approach and at different rates,
as illustrated for example in Fig. 2.

Slow SCA bursts (indicated in yellow as CSKg in Fig. 2)
allow for a robust a-posteriori verification with moderate
latency (e.g., TBA of about 10 seconds). On the other hand,
fast SCA bursts (indicated in green as CSKg in Fig. 2) are
inserted at higher rate in the PRN code sequence, being
intended to reduce the TBA (e.g. to about 2 seconds) under a
wide set of spoofing attacks.

Both slow and fast bursts should be cryptographically
generated and a-posteriori verified by participant receivers. For
the sake of simplicity but without losing of generality, the
following presentation of the SNAP concept is based on two
main assumptions:

e the inputs of the bursts generation are exclusively
based on the re-use of the E1-B OS NMA data [25]
[26], as the Timed Efficient Stream Loss-Tolerant
Authentication (TESLA) key chain and Message
Authentication Code (MAC) tags;

e the bursts are allocated on a generic signal component
(i.e. a modified E1-B or E1-C, or a new component).

These initial assumptions are reasonable for a conservative
scenario, aiming to a SNAP implementation with minimal
changes and complexity increase at system/receiver level.
Other relevant alternatives will be traded-off in section V.

The following presentation of the SNAP concept is based
on the schematic sketched in Fig. 3. At the top, the figure

I PRN | CSKs | PRN ICSK, | PRN ICSK, | PRN |CSK; | PRN |CSK; | PRN | CSKs | PRN |CSK; I PRN ICSK;

Fig. 2.
sequence.

Scheme for the insertion of slow and fast bursts in the PRN

illustrates the flow of the OS NMA data in the Galileo E1-B
I/NAV message, whose basic principles are briefly recalled
hereafter (for more details, please refer to [25] and [26]). At the
bottom, Fig. 3 sketches the proposed concept, depicting both
slow and fast bursts, together with their possible relation with
OS NMA data.

The time scheduling and the relations between subsequent
TESLA keys and MAC tags in a typical OS NMA
configuration are also illustrated in Fig. 3, according to the
specifications presented in [26]. Each I/NAV page (with a
length of 2 seconds) is composed by two parts, denoted as even
and odd pages parts and lasting 1 second each. Only odd page
parts contain the field referred to as 'reserved 1', which has a
length of 40 bits and is devoted to the transmission of NMA
data. By processing such fields, the receiver is able to
demodulate 40 bits every 2 seconds from each received SIS,
for an equivalent data rate of 20 bits per second, dedicated to
OS NMA service.

For the sake of simplicity, Fig. 3 assumes that the
information (and the entropy) related to the 40 bits is uniformly
spread in the time slot of each odd page part. This means that
the reception of such bits will require the processing of 1
second of symbols every odd second of the Galileo System
Time (GST). In fact, all the data bits in each I/NAV page part
are convolutionally encoded, with rate 4, and interleaved with
a block interleaver characterized by 30 columns and 8 rows
[27]. This channel coding scheme makes a direct identification
of each 'reserved 1' bit in the stream of SIS symbols a non-
straightforward task [28]. Among the 40 bits of each 'reserved
1' field, 8 bits are dedicated to the transmission of the NMA
headers and the signed root key (i.e. the HKROOT section),
while the remaining 32 bits carry on the truncated MAC tags
and the keys of the TESLA chain (i.e. the MACK section).
According to [26], a typical NMA configuration allows
transmitting a MACK section every 10 seconds. Each MACK
section contains 3 MAC tags (and their related 'MAC-info'
fields) and 1 key. In this example, each MAC tag consists of 10
bits, while each MAC-info field has a length of 16 bits. Thus,
each MAC tag+info section has a total length of 26 bits. In a
window of 10 seconds (i.e. from ¢t, to t; + 10 s in Fig. 3), the
3 MAC tag+info sections are spread over about 4.4 seconds in
the received satellite signal, as shown by the yellow boxes in
Fig. 3. Similarly, a single TESLA key (e.g. kj,4 in Fig. 3) has a
length of 82 bits and is spread over about 4.6 seconds.

Fig. 3 also shows that, at the time instant GST,, = t,, a
receiver has only received the current TESLA key k;, together
with the previous I/NAV message. At this point, it has to wait
at least 9 seconds (i.e. until approximately t, + 9 s) in order to
retrieve the necessary data to perform the NMA verification
procedure. In fact, the receiver needs to correctly decode the 3
MAC tag+info sections and the next key kj, 4, then to verify
the validity of k;,, against previous k;, and finally to re-
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compute and check the 3 MAC tags with k;, 1, as shown by the
blue arrows in the figure.

In the example, a burst (CSKg or CSKy) with a length of 1
second is transmitted every 2 seconds, thus maintaining at least
1 second of nominal (predictable) code sequence, suitable to be
potentially processed even by non-participant receivers (i.e.,
not capable/interested to process the authentication
information). As anticipated in section II, the time distribution
of the code chips and, thus, the length of each burst is a
relevant design parameter. In principle, such time slot length
can be increased up to the limit of encrypting the whole code
sequence, without leaving any portion of nominal PRN
sequence in the transmitted signal.

In principle, these bursts can be generated by the satellites
reusing the OS NMA data (i.e. MACs and keys). The same
information can be used also by a participant receiver in order
to verify the received bursts, as discussed later.

An innovative aspect of the SNAP concept resides in the
fact that, contrary to those authentication solutions in which the
verification at the receiver is performed separately on each
single channel, the SNAP is able to exploit the information
received from all the in-view satellites, thus obtaining a
solution suitable for a two-steps authentication procedure.
More in detail, the fast bursts for all the satellite signals can be
generated from the same cryptographically-generated
spreading code chips, but a unique circular shift, that depends
on the satellite identifier can be applied to each of them. In this
way, the bursts received from different satellites at a given time
instant consist of the same code chips sequence, just shifted in
a different way for every satellite. As an example, the CSKg
bursts for all the satellite signals can be generated from the

Schematic of the SNAP concept: tentative time scheduling and relation between NMA bits and SCA bursts.

same code chips, using a block or stream cipher initialized by a
common cryptographic key computed as follows:

crypto key,,, « Hash{ kji1 | GST, } (1)
where Hash{-} represents a cryptographically secure hash
function (i.e. a digest), kj,, is the successive TESLA key, and
GST,, is the current Galileo System Time. Note that the symbol
o is used for the sake of generality, aiming to cover also the
case of a non-linear operation on the output of the hash
function (e.g. a truncation).

Then, different CSK shifts can be applied to each burst,
depending on the satellite identifier (Sat. ID), previous key k;,
and next NMA bits (next 'reserved 1' field, that will be
disclosed 1 second later):
shift,, < Hash {Sat ID. | k; |next 'reserved 1' field} 2)

Being the crypto key,, independent from the Sat. ID, the
bursts received from different satellites at a given time instant
GST,, consist of the same code chips sequence, just shifted in a
different way for every satellite. In this way, the receiver can
first cross-authenticate couples of satellite signals by applying
a codeless CSK correlation between bursts from two satellites,
properly shifted and aligned, i.e., first step authentication. It
can then a-posteriori verify both slow and fast bursts, as soon
as k;,.1 will be disclosed i.e., second step authentication.

The concept for the working principle of the two steps
authentication at the receiver level is schematically represented
in Fig. 4. The receiver, before being able to verify the content
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of the fast bursts, can check the consistency among signals
from different satellites. The bursts from couples of satellites
can be stored in a buffer, properly shifted on the basis of the
value of the last k; and then correlated to verify their
consistency. As obvious, a codeless correlation gives different
performance respect to a classical correlation operation, and the
technique might be suitable for proper working scenario
conditions. At the same time, the 1% step authentication is able
to considerably improve the authentication performance,
reducing the TBA and TTA metrics (e.g. from 10 to 2 seconds)
under different kinds of attack.

This two-step procedure is tailored to the CSKg bursts,
while a simplified approach can be used for the generation and
the verification of the CSKg bursts (e.g. similar to the Public-
SCA concept in [14]). In this case, a different code burst can be
transmitted by each satellite, for example simply using a
different key kj,, or by adding the Sat. ID as an additional
input of the hash function in (1). In this way, at the receiver
side, the information related to crypto keys and CSK shifts will
be retrieved from the NMA bits, thus achieving a TBA of about
10 seconds. In principle, the authentication latency of some
CSKgs bursts can potentially be extended to several minutes,
periodically introducing a delayed release of the TESLA key
with some similarities to what done in the case of “slow
MACs” in [26].

C. A tentative time schedule and verification procedure

Referring again to Fig. 3, we present here a first practical
example with a high-level implementation of the SCA concept.

At the time t;, a CSKg burst has just been received. At this
point, in order to verify it, the receiver must wait to correctly
decode the next key k;,.; from the OS NMA component. Thus,
the authentication latency between the beginning of a CSKg
burst (i.e. tp —1s) and the last bit of k;,; (approximately
to + 9 s) is consistent with the target TBA of 10 seconds. Such

time scheduling for the reception and the a-posteriori
verification of CSKg bursts also repeats in following time
windows, as shown by the orange arrows of Fig. 3.

As for the CSKy bursts, a different approach is adopted for
their generation, enabling the two-steps authentication. At the
time to, the key k; has just been disclosed, while the next key
kj.1 is still unpredictable from a spoofer point of view. For this
reason, the code chips of the following 4 CSK bursts can be
generated by means of a (block or stream) cipher, initialized by
a crypto key computed as described by equation (1), and
circularly shifted by following equation (2).

At the time ty + 2 s a CSKg burst has just been received
from each satellite in view. In order to perform the 1% step
verification, the receiver must wait until the next 'reserved 1'
field will be received in an odd I/NAV page part (i.e. until
about t; + 3 s). At this point, the shift of each CSKy burst can
be recomputed, and the burst shifted back. Since they have
been generated starting from the same (yet unknown) code
sequence, they can finally be used in a codeless correlation to
check the consistency of bursts received from pairs of
satellites, as shown in Fig. 4.

In this case, the authentication latency between the
beginning of a fast burst (i.e. t, + 1 s) and the last 'reserved 1'
bit needed for the codeless verification (approx. t, + 3 s) leads
to a TBA of 2 seconds. Such 1% step verification procedure is
repeated for the 3 subsequent CSKy. bursts (i.e. from ¢ty + 3 s to
to + 8s), as shown by the green arrows of Fig. 3.

The next key kj.,; can be considered as completely
disclosed only at time ty, + 9 s, when the receiver is able to
verify the CSKg burst previously received from t, — 1 s to t,.
In addition, at t, + 9 s, the receiver is able to implement the
2" step verification also on each previous CSKy bursts, using
kj.1, to locally generate an exact replica of the bursts and
verify them by means of a classical (non-codeless) correlation.

As a final remark, it is worth mentioning that the
verification procedures for the CSKg bursts and the 2™ step
check on the CSKy bursts mainly take advantage by the
cryptographic robustness of the TESLA chain of keys. On the
other hand, the 1% step verification of CSKy bursts is based on
all the 'reserved 1' bits, thus using not only the TESLA keys,
but also the MAC tags. In fact, the 3 MAC tags received
approximately from t, to t;+4.4s can be considered
unpredictable until the disclosure of k;. ;.

IV. ROBUSTNESS AGAINST DIFFERENT THREATS

When designing an authentication scheme, it is essential to
define potential threats and attack scenarios the technique shall
be able to cope with. Considering recent results from the
scientific literature [9][10], different families of attacks have
been identified as likely future threats for several applications
based on GNSS. They are listed hereafter, sorted according to
an increasing associated cost and complexity, i.e. from low-
cost attacks, more likely to be implemented, to the most
expensive ones, with limited feasibility on a large scale:

e Meaconing-like attacks are based on the reception and
rebroadcasting of an entire block of radio frequency



(RF) spectrum containing an ensemble of received
GNSS signals, without distinctions between different
satellite signals. A basic attack belonging to this
category can be easily implemented with a receiving
antenna, connected to an amplifier and to a
transmitting antenna (i.e. signal repeater). It is mostly
applicable to a stationary victim only, being quite
complex or impractical to move the meaconer in a
plausible way in dynamic conditions.

o  Simplistic or Intermediate spoofing  (without
directional antennas): in this case the attacker is able
to generate counterfeit GNSS signals, not necessarily
reflecting any information on the current broadcast
signals. It can be put in practice by using low cost
hardware for receiving and replaying the GNSS
signals, potentially including customized software-
defined signal simulators/synthesizers in order to
control and/or modify some of the signals parameters,
or by using commercial hardware RF simulators, that
are normally expensive and moderately complex to
use. In the case of intermediate attacks, the spoofer
can implement specific approaches to perform an on
the fly estimation-and-replay of each symbol of the
navigation message, i.e., Security Code Estimation
And Replay (SCER) [29]. In addition, the spoofer can
also take advantage of some kind of prediction, as in
the case of the Forward Estimation Attack (FEA) or
the State Modeling Attack (SMA) [22].

o Sophisticated attacks with (multiple) high-gain
directional antenna(s): these attacks are based on the
use of one single antenna or multiple antennas with
enough gain to directly estimate and spoof all the
signal components from a single or multiple GNSS
satellites. In detail, each antenna is pointed toward a
satellite and, thanks to the directional gain of the
antenna, it is possible to raise unknown or encrypted
code chips beyond the noise floor, to directly read and
rebroadcast them with limited latency. These attacks
are clearly more expensive and complex, due to the
high costs related to the high gain antennas and
complexity associated to the attack setting-up.

Meaconing-like and sophisticated attacks with directional
antennas can be considered as threats beyond of the scope of
the SIS design and/or not relevant for directly assessing the
robustness of NMA and SCA solutions, since they also require
specific countermeasures at the receiver level.

On the contrary, for Simplistic or Intermediate attacks, the
SNAP technique is able to increase the spoofing robustness of
the basic OS NMA verification, by making impractical or
detectable several specific types of attacks. The fact that the
data message and spreading code solutions work
interconnected to each other further protect the authenticated
data bits, thus increasing the overall level of security, as also
highlighted for example in [20].

V. TRADE-OFF ANALYSIS AND PARAMETERS DEFINITION

As said, the implementation of an authentication concept is
open to several choices and optimizations, mainly related to

specific signal characteristics. It is worth remarking that the
achievable performance of the proposed SCA concept strongly
depends on specific implementation requirements and design
choices.

After briefly recalling the used methodology in section
V.A, section V.B describes trade-off analysis and section V.C
summarizes the consequent recommendations.

A. Used Methodology: the Driving Criteria

The methodology used to trade-off all the available signal
options takes into account both quantitative results from
simulations (e.g. as those already presented by the authors in
[10]) and qualitative analyses based on the maximization and
harmonization of three main criteria. In details:

o first of all, the authentication performance has been
taken into account, in order to assess the technique
mainly in terms of two metrics, the TBA and the
TTA,

e in addition, the criterion of spoofing robustness has
been used to measure the level of resilience against a
set of specific spoofing attacks, considered significant
for applications based on the open services;

e the third criteria, referred to as current signal
valorization, has been adopted to assess the level of
reuse and valorization of the current Galileo OS signal
and messages structures.

In the definition of the authentication method, the three
criteria have not been considered separately, nor maximized
independently from each other. On the contrary, the
methodology we followed tried to balance all the criteria and
find a solution, suitable for the evolution of the Galileo OS
signal, and able to achieve competitive performance in terms of
authentication requirement and spoofing robustness.

B. Trade-off analysis

On the basis of the three introduced criteria, this section
analyses the trade-off for four specific signal characteristics: /)
Inputs for the SCA bursts generation, 2) Signal component for
the SCA bursts allocation, 3) Type of allocation of SCA bursts,
and 4) Power level of each component carrying authentication
features.

1) Inputs for the SCA bursts generation.

In principle, the SCA bursts can be generated starting from
different inputs. In fact, the needed cryptographic keys and/or
seeds can be obtained by using:

e only OS NMA bits (TESLA keys and MACs);

e only bits transmitted on a new data signal component
(e.g., CSK modulated);

e an intermediate solution, using bits from OS NMA
plus few additional bits from a new component.

All the three solutions present good authentication
performance. In the case the inputs for the SCA burst
generation are only OS NMA bits, it is possible to obtain a
reduced TBA (e.g. 2 s), and a TTA limited to 10 s (worst case).



In the case an additional data component is used, the
authentication performance can be further enhanced. As for an
example, longer keys (e.g., more than 82 bits) can be
transmitted on the new component and/or a higher data rate can
be achieved (e.g., by means of a CSK modulation). In this case,
the 1% step authentication can potentially achieve TTA ~ TBA
~ 2 s, or even less.

As presented in section IV, the solution based on the use of
OS NMA bits only is able to make impractical and/or
detectable several spoofing attacks. The use of bits from a new
data component might be able to provide robustness also
against the specific attacks based on the transmission of
arbitrary NMA bits, consistent with the CSK bursts. On the
other hand, it has to be considered that the first option allows
for the further protection of the NMA bits, used as SCA inputs.

Finally, the use of OS NMA bits (OS NMA only or
intermediate solution) adds value fo the current signal design
and, in addition, NMA bits will be intrinsically protected by
SCA.

2) Signal component for the SCA bursts allocation.

SCA bursts, both fast and slow, can be allocated on
different signal components:

e on a modified version of the E1-B component;
e on a modified version of the E1-C component;
e on the new signal component E1-D.

Solutions based on the use of E1-B or C have to consider
potential performance degradations for non-participant
receivers. More in details, in the case of bursts inserted only on
E1-B, data demodulation performance is typically affected (if
the tracking is done on E1-C), while, in the case of bursts only
on E1-C, the tracking performance is affected. On the opposite,
solutions based on the new component E1-D present potential
higher flexibility for implementing both NMA and SCA. In
fact, they present less constraints on SCA burst length, the
SCA latency is potentially lower (not constrained by E1-B OS
NMA data rate bottleneck), and the values of TBA, TTA, and
TTFAF can be potentially reduced.

In the case of authentication features only on E1-B (NMA
and SCA on the same component), a reduced spoofing
robustness can be experienced, since the spoofer is only forced
to attack a single component. On the contrary, in case of E1-C
or E1-D, authentication features on separated components
might increase the spoofing robustness.

The higher values of current signal valorization can be
obtained by using a modified E1-B or EI-C component, but
with a possible impact on its backward compatibility.

3) Type of allocation of SCA bursts.
Fast and slow SCA bursts can be allocated:

e on a single component (joint allocation);

e on multiple signal components (separated allocation).

Solutions based on separated allocation of fast and slow
bursts are able to optimize the burst scheduling, thus enhancing
the authentication performance.

In the case the SCA bursts are split on multiple signal
components, the spoofer might be forced to attack each of
them, modifying and making consistent each authentication
feature. For this reason the spoofing robustness is considered
higher in this case.

The level of valorization depends on which are the signal
components used to allocate the SCA bursts, rather than on the
choice of using single or multiple components. Nonetheless, a
solution based on multiple components would potentially
reuse/valorize at least one existing signal component.

4) Power level of each component carrying authentication
features.

For instance, the power levels of each signal component
carrying authentication features can be:

e at nominal value (referred to as 0 dB);
e at-10 dB from nominal power.

As obvious, solutions at nominal power present higher
authentication performance. For example, signal components
at -10 dB are not suitable for the allocation of fast bursts,
leading to an excessive increase on the required burst length in
order to be compatible with the 1% step codeless check.

On the other hand, low power signals are generally more
robust to spoofing attacks, since they force a higher
cost/complexity at the attacker side. In the case of a SCA
component at -10 dB, in fact, a spoofer that wants to read on-
the-fly the values of the code chips needs an antenna with a
gain of 10 dB higher.

Finally, signal components at -10 dB would better fit with
the current signal structure. For example, in this case, there is
the possibility to reuse one or more E1 OS components, as the
BOC(6,1) portion of the CBOC modulated signals.

C. Recommendations

The analysis on the threats robustness together with that
that on the parameters trade-off allows for the drafting of the
following list of recommendations, thus helping in the
definition of an implementation option (see section VI).

First of all, a SCA approach can offer additional protection
to the OS NMA concept for Galileo E1-B. This is motivated by
the time binding concept, recently mentioned in [20]. A joint
NMA + SCA approach implies that authenticated navigation
data and spreading code chips are bound together, thus forcing
the attacker to contemporaneously spoof both of them. A joint
approach, in fact, is able to detect specific attacks undetectable
by NMA alone and/or improve the overall authentication
performance (e.g., reducing the TBA and TTA from 10 to 2 s).

The transmission of SCA bursts and the delayed release of
crypto keys via NMA must happen in well separated time slots.
This is necessary to limit the feasibility of attacks exploiting on
the fly estimation or prediction of NMA symbols, as for attacks
like SCER, FEA, or SMA.



It is recommended to use the possible additional capacity
on a new data component (e.g. E1-D) not to further reduce the
TBA (by a faster key release), but to further protect the EI-B
OS NMA data, for example allowing to detect and mitigate data
demodulation errors on the I/NAV in case of degraded signal
conditions (e.g. low C /N, in urban scenarios).

Specific design choices can also offer the possibility of a
multi-step synchronization and authentication procedure,
suitable to an incremental adoption/exploitation and to relax
the receiver synchronization requirements.

Finally, it is recommended to adopt a solution based on two
signal components, that offer different power levels and
frequency diversity, thus enhancing the robustness against
specific spoofing attacks. One component at nominal power
level to assure high authentication performance, and one low
power component to constrain possible spoofers to use high-
gain directional antennas.

VI. A POSSIBLE WORKING POINT

This section presents an example of implementation option,
following referred to as working point, for the SNAP solution.

The schematic of the power spectral density (PSD) of the
designed signal is represented in Fig. 5, together with the
allocation of the authentication bursts.

The working point foresees the use of two new signals
components (in addition to the existing E1-B and E1-C):

e EI-D: data channel at nominal power level, possibly
located at an offset carrier with respect to the El
carrier frequency. It can be used in time multiplexing,
for alternatively carrying bursts and cryptographic
data for the bursts verification;

e EI1-E: low power component (e.g. -10 dB w.r.t. other
signal components), possibly located around El
carrier frequency. It is not compatible to data
demodulation, thus potentially carrying a fully
encrypted spreading code sequence (or open and
encrypted codes time multiplexed).

As for the four signal characteristics traded-off in section
V.B, the SNAP working point proposes to have:

1) Inputs for the SCA bursts generation:

Input data from E1-B OS NMA plus additional data from the
E1-D data channel.

2) Signal component for the SCA bursts allocation:

Slow bursts on the E1-E component, and fas¢ bursts on the
EI-D component. A Binary Offset Carrier BOC(6,1)
modulation can be used for the slow bursts, while an Offset
Binary Phase Shift Keying (OBPSK) modulation can be
adopted for the fast bursts.

3) Type of allocation of SCA bursts:
Fast and slow bursts are allocated on multiple signal
components.

4) Power level of each component carrying authentication
features:

PSD E1-B

E1-E

Bursts 4/\":|
[

Slow Slow

Fast

Fig. 5. Possible working point: schematic of the power spectral
density of the signal components and allocation of the bursts.

The two signal components are at different power levels:
slow bursts on E1-E at -10 dB, and fast bursts on EI1-D at
nominal power level. The first component is intended to
constrain possible spoofers to use directional antennas with a
very high-gain, while the second component is suitable to
speed up the authentication performance by means of fast
bursts.

The SNAP solution implemented in this way is capable to
provide two levels of service, depending on possible receiver
implementation profiles. In the case a low-complexity
processing is required, the receiver can only use E1-B and E1-
E components: the authentication information will be retrieved
from the OS NMA bits of E1-B and used to verify the slow
bursts on EI-E. Obviously, this profile will give limited
authentication performance, leading to a TBA of the order of
10 seconds. On the other hand, a full complexity receiver, able
to use E1-B, E1-E, and E1-D will provide a high performance
service, with TBA of around 2 seconds.

In addition, SNAP is potentially compatible to alternative
and intermediate implementation profiles, suitable to a medium
complexity implementation. The receiver in fact can use E1-B
plus E1-E to verify the slow burst and E1-D only to perform
the 1% step authentication, with the codeless correlation on the
fast bursts. This implementation profile will lead to an
intermediate level of performance: the TBA is again of the
order of 2 seconds, though a possible availability degradation
has to be considered in low C /N, conditions.

VII. CONCLUSIONS AND FUTURE WORK

The SNAP concept is an innovative solution for the
authentication of both navigation data bits and spreading code
chips, designed to be compatible with an evolution of the
Galileo E1 OS signal. In principle, it can be potentially adapted
also to other civil GNSS signals. The significance of the work
mainly lies in three elements.

First, though the technique is innovative and able to achieve
predefined authentication performance, it exploits the structure
of the legacy Galileo signal and the characteristics of the OS



NMA, thus
robustness.

being capable of increasing the spoofing

Second, the work investigates the performance of the
solution under different families of spoofing attacks. The
advantages of the SNAP are described against solutions
entirely based on the authentication of the navigation data
components only, and those techniques that implement both
NMA and SCA, but leave them independent from each other.

Third, the two-steps authentication concept allows the
receiver to adapt its authentication verification process,
depending on specific requirements and conditions. For
example, receivers used for applications with low
authentication requirements might decide to only verify the
first step authentication, while more demanding users might
implement the full two-step process, at a cost of an increased
complexity within the receiver.

A. Open Points and Future Activities

The work presented in the paper gives several cues for
future studies, concerning both the system and receiver levels.
As for the formers, example of activities focused on the signal
design are:

e the investigation of the use of an additional data
channel (non-SIS) for authentication purposes, as also
outlined in [20];

e the study of alternative/complementary authentication
solutions, based on specific design parameters (e.g.,
variable waveform, frequency hopping, variable
power level, etc.).

On the other hand, strategies for the verification of the
authentication information at the user side can be further
studied and optimized:

e as an example, specific approaches that exploit
information available within the receiver (e.g., C/Ny)
for the verification of authentication information
should be investigated. Such algorithms would allow
the receiver to output not only a binary information
(i.e. authentic signal or not), but also an associated
confidence interval,

e in addition, another important aspect to consolidate
concerns the achievable performance of both 1% step
and 2™ step authentication verification in terms of
detection and false alarm probabilities (i.e. Receiver
Operating Characteristic — ROC curves). Preliminary
simulations have been already carried out in Additive
White Gaussian Noise (AWGN) channel, confirming
the feasibility of the SNAP concept and showing
promising performance results. In any case, future
activities should include the validation of the concept,
also with extensive simulations covering more
realistic channel models (e.g. presence of multipath,
fading, and dynamic conditions);

e furthermore, additional studies should be conducted
introducing refinements able to strengthen the
solution availability also in degraded scenarios. For
example, a simple detection strategy based on the

mutual correlation among a set (instead of pairs) of
satellites signals shall be investigated. This can limit
the impact of false alarms on single channels, thus
improving the overall performance.
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