POLITECNICO DI TORINO
Repository ISTITUZIONALE

Impact and Detection of GNSS Jammers on Consumer Grade Satellite Navigation Receivers

Original

Impact and Detection of GNSS Jammers on Consumer Grade Satellite Navigation Receivers / Borio, Daniele; Dovis,
Fabio; Kuusniemi, Heidi; LO PRESTI, Letizia. - In: PROCEEDINGS OF THE IEEE. - ISSN 0018-9219. - ELETTRONICO.
- 104:6(2016), pp. 1233-1245. [10.1109/JPROC.2016.2543266]

Availability:
This version is available at: 11583/2646380 since: 2016-08-26T14:21:03Z

Publisher:
Institute of Electrical and Electronics Engineers Inc.

Published
DOI:10.1109/JPROC.2016.2543266

Terms of use:

This article is made available under terms and conditions as specified in the corresponding bibliographic description in
the repository

Publisher copyright

(Article begins on next page)

19 April 2024




Borio et al.: Impact and Detection of GNSS Jammers on Consumer Grade Satellite Navigation Receivers

uBfox 5H groundplot with respect {o true coordinates

—&— /S~ 25dB
NS5~ 15 dB | 4
= N jamming

Nerth {maters]
R
[~}

80

100 " i L " L 2 X
-40 20 0 20 40 €0 80 100 120

East [melers]

Fig. B. Positioning results around the true coordinates of a
u-tox 5H recelver in a single-frequency Jamming test.

of the impact of jamming on the navigation message de-
coding process is out of the scope of this paper.

D. Impact on the Position

Provided that the interfered signal can still be proc-
essed by both acquisition and tracking stages, the GNSS
receiver would be able to output an estimate of the posi-
tion, which will be degraded by the fact that it will be
based on interference-affected pseudoranges. The actual
error in the position domain is strongly dependent on
the positioning algorithm employed, and a general rule
to quantify the performance degradation in terms of posi-
tioning error is hard to be found. Typically, the jamming
signal deteriorates the position solution or induces total
loss of lock of the GNSS signals depending on the per-
ceived J/S at the receiver. For sake of example, Fig. 8
presents in more detail the positioning accuracy of a
u-blox 5H receiver where two test cases are considered.
In the first case, J/S = 25 dB while for the second case
]/8 = 15 dB. Interference-free conditions are also con-
sidered. When J/§ = 25 dB, a maximum horizontal error
of 129.3 m was observed and the position solution was
available only 16% of the time. The duration of the
experiment was 24 h.

IV. JAMMING DETECTION

Jamming detection is the process of revealing the pres-
ence of a jamming source. It is generally formulated as a
binary hypothesis testing [29] problem where it is neces-
sary to decide between

Hy : absence of interference

Iy : presence of interference

(7)
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Fig. 9. classlcal detection process: A decision variable is formed
using the data from an information source. The decision statistic
D Is formed according to a decislon rule based on the source
characteristics. The final decision is taken by comparing D with
the decision threshoid T,,.

where Hp and H; are the null and alternative hypotheses,
respectively. Problem definition (7) is general and needs
to be specified with respect to
+ the source of information adopted to formulate
the problem;
+ the characteristics of the source used to decide
between Hy and H.
In order to illustrate this principle, consider the digital
samples in (4). The detection problem in (7) can be for-
mulated as

Hy @ y[n] = sie[n] + w(n], forn=0,1,....N=1
Hy : yln| = sig[n] + vgfn] + wln}, forn=0,1,...,N—1
(8)

where additional hypotheses on vg|n] could be made. In
(8), a decision is taken using N digital samples. A gen-
eral approach is to use such samples and construct a de-
cision statistic D. A decision between Hy and H, is then
taken by comparing D with a decision threshold Ty,
which can be set according to several criteria. This pro-
cess is depicted in Fig. 9 where the decision variable is
formed using the data from an information source, The
decision statistic D is formed according to a decision
rule based on the source characteristics. Such character-
istics can be, for example, a statistical model describing
the behavior of the digital samples in the absence and
in the presence of jamming. Well-known approaches are
available for the design of decision rules. In classical {or
frequentist) statistics, the most popular appreaches are
the likelihood ratio test (LRT) and the generalized likeli-
hood ratio test (GLRT) {29] which need a (partial) sta-
tistical characterization of the information source under
both Hy and H;.

Detection techniques are usually characterized in
terms of receiver operating characteristic (ROCs) [29]
that are the plot of the detection probability as a func-
tion of the false alarm rate. The detection probability
is the probability that the detector correctly reveals the
presence of jamming. Conversely, the false alarm rate
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