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Chapter 1

Introduction

Navigation is defined as the science of getting a craft or person from one place
to another. The development of radio in the past century brought fort new
navigation aids that enabled users, or rather their receivers, to compute their
position with the help of signals from one or more radio-navigation system
[1].

The U.S. Global Positioning System (GPS) was envisioned as a satellite sys-
tem for three-dimensional position and velocity determination fulfilling the
following key attributes: global coverage, continuous/all weather operation,
ability to serve high-dynamic platforms, and high accuracy. It represents
the fruition of several technologies, which matured and came together in the
second half of the 20th century. In particular, stable space-born platforms,
ultra-stable atomic frequency standards, spread spectrum signaling, and mi-
croelectronics are the key developments in the realization and success of GPS
[2].

While GPS was under development, the Soviet Union undertook to develop
a similar system called GLObalnaya NAvigatsionnaya Sputnikovaya Sistema
(GLONASS). Both GLONASS and GPS were designed primarily for the mil-
itary, but have transitioned in the past decades towards providing civilian

and Safety-of-Life services as well. Other Global Navigation Satellite Systems

1



1 — Introduction

(GNSS) are now being developed and deployed by governments, international
consortia, and commercial interests. Among these are the European system
Galileo and the Chinese system Beidou [2]. Other regional systems are the
Japanese Quasi-Zenith Satellite System and the Indian Gagan.

GNSS have become a crucial component in countless modern systems, e.g. in
telecommunication, navigation, remote sensing, precise agriculture, aviation
and timing. One of the main threats to the reliable and safe operation of
GNSS are the variable propagation conditions encountered by GNSS signals
as they pass through the upper atmosphere of the Earth.

In particular, irregular concentration of electrons in the ionosphere induce
fast fluctuations in the amplitude and phase of GNSS signals called scintilla-
tions [3]. The latter can greatly degrade the performance of GNSS receivers,
with consequent economical impacts on service providers and users of high
performance applications. New GNSS navigation signals and codes are ex-
pected to help mitigate such effects, although to what degree is still unknown.
Furthermore, these new technologies will only come on line incrementally over
the next decade as new GNSS satellites become operational. In the mean-
time, GPS users who need high performance navigation solution, e.g., offshore
drilling companies, might be forced to postpone operations for which precision
position knowledge is required until the ionospheric disturbances are over [4].
For this reason continuous monitoring of scintillations has become a priority
in order to try to predict its occurrence. Indeed, it is a growing scientific and

industrial activity, as evidenced in [5], [6], [7] and [8].

However, Radio Frequency (RF) Interference from other telecommunication
systems might threaten the monitoring of scintillation activity. Currently, the
majority of the GNSS based application are highly exposed to unintentional
or intentional interference issues [9]. The extremely weak power of the GNSS
signals, which is actually completely buried in the noise floor at the user re-
ceiver antenna level, puts interference among the external error contributions

that most degrade GNSS performance.
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1 — Introduction

It is then of interest to study the effects these external systems may have
on the estimation of ionosphere activity with GNSS. In this dissertation, we
investigate the effect of propagation issues in GNSS, focusing on scintillations,

interference and the joint effect of the two phenomena.

1.1 Research Objectives

Having considered the basic motivations behind this work, the research was

organized according to the following steps:

e Study and analyze the existing methods to monitor ionospheric scintil-
lations with GPS. More specifically to understand the theoretical ba-
sis behind amplitude and phase scintillation measurements in order to
clearly identify their merits and, more importantly, their limitations

when implemented by means of GNSS receivers.

e Investigate and analyze the signal processing tweaks needed in order to
monitor scintillations through low cost software receivers. In particu-
lar, the incidence that a low cost oscillator in the front-end has in the

estimation of phase scintillations must be analyzed and overcome.

e Analyze and implement the necessary adjustments in the receiver signal
processing in order to take advantage of new GNSS systems such as
Galileo, in order to maximize the monitoring probes of the ionosphere

from a single GNSS receiver.

e [nvestigate the most suitable methods for ionospheric scintillation sim-
ulation on GNSS signals to allow for controlled analysis and testing of

receiver architectures when subjected to scintillating signals.

e Analyze and investigate the effects that Continuous Wave and Wide-
band interferences have over the estimation of scintillation activity with

both GPS and Galileo signals. More specifically, perform analysis on the

3



1 — Introduction

basis of the interference signal characteristics such as power, bandwidth

and frequency offset with respect to the GNSS signals.

e Investigate suitable interference mitigation techniques in order tailored
to the type of interference signals under analysis. In particular, explore
the feasibility of retrieving the original scintillation measurement once

the interference signals has been partially or completely mitigated.

1.2 Thesis Outline

In order to give an overview, this section provides the outline of the thesis.

The thesis is organized in eight chapters:

Chapter 1, the present, serves as an introduction to the thesis where the basic

motivation and objectives of the research are described.

Chapter 2 provides an overview of the modern GNSS infrastructure and fre-
quency plans. The GNSS receiver architecture is introduced along with sig-
nal processing operations the receiver has to perform in order to compute a

position.

Chapter 3 introduces the phenomenon of ionospheric scintillations, the ef-
fects it has on GNSS signals /applications as well as the basis for estimating
scintillation activities using GNSS receivers. It also gives an overview on scin-
tillation models in order to simulate scintillating signals to test GNSS receiver

architectures.

Chapter 4 discusses hardware and software considerations to take into ac-
count when deploying units to monitor scintillation activity. Results are
demonstrated through a real data campaign that was ran over an equatorial

region.

Chapter 5 gives an overview of of the main terrestrial sources potentially

generating interference signals in GNSS bands. The effects these signals can

4
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have over the GNSS receiver processing stages is also summarized, together

with examples of common interferences in the GNSS context.

Chapter 6 introduces the effects of interference when monitoring ionospheric
scintillations for several type of interferences. Then it will focus on the Con-
tinuous wave type interferences only, where several remarks are drawn based

on different interference characteristics such as power and frequency offset.

Chapter 7 gives an overview of the existing mechanisms available in GNSS
to counter interference signals. It then takes to analyse the use these tech-
niques can have in a scintillation plus interference environment, in order to

adequately retrieve scintillation information embedded in the GNSS signal.

Chapter 8 serves as an overview of the Marie Curie TRANSMIT project,
which funded the research presented here, and the framework of which this
work was performed. A collaborative software tool developed with project

partners is also presented in this chapter.

Finally, Chapter 9 provides summary and remarks of the thesis.

1.3 Publications arising from this thesis

e Romero R., Dovis F., Tonospheric Scintillation: A Comparison between
GPS and Galileo 4th International Colloquium on Scientific and Fun-
damental Aspects of the Galileo Programme, 2013. (Chapters 3 and
4).

e Romero R., Dovis F., Effect of interference in the calculation of the am-

plitude scintillation index S4. International Conference on Localization

and GNSS (ICL-GNSS), 2013. (Chapters 5 and 6).

e Romero R., Dovis F., Towards Analyzing the Effect of Interference Mon-
itoring in GNSS Scintillation . Mitigation of Ionospheric Threats to
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GNSS: an Appraisal of the scientific and technological outputs of the
TRANSMIT project, 2014. (Chapters 5 and 6).

Romero R., Susi M., Vuckocvic M., Dovis, F., Andreotti M., Aquino M.,
A GPS and Galileo carrier tracking architecture robust to ionospheric

scintillation. European Navigation Conference (ENC 2014). (Chapters
6, 7 and 8).

Susi M., Romero R., Dovis F., Aquino M., Andreotti M. Design of a Ro-
bust Receiver Architecture for Scintillation Monitoring. In IEEE/ION
PLANS 2014. (Chapters 6, 7 and 8).

Shaikh M.M., Notarpietro R., Romero R., Dovis F. Impact of Tono-
spheric Horizontal Asymmetry on Electron Density Profiles Derived by
GNSS Radio Occultation. In Proc. of Institute Of Navigation (ION)
GNSS+ 2013. (Chapter 8).



Chapter 2

GNSS Signals and Receivers

This chapter gives a general overview of GNSS, presenting a summary of the
infrastructure, positioning method and frequency plans. For GPS and Galileo
a more detailed review on their signal structure is given, as signals from both
of these systems will be the focus of the analysis in Chapters ahead. A
summary of the the usual operations carried out by the GNSS receiver signal

processing chain is also presented.

2.1 GNSS Overview

Before satellite navigation was developed, earlier radio navigation systems
used terrestrial long wave radio transmitters instead of satellites. These posi-
tioning systems broadcasted a radio pulse from a known master location, fol-
lowed by repeated pulses from a number of slave stations. The delay between
the reception and sending of the signal at the slaves was carefully controlled,
allowing the receivers to compare the delay between reception and the delay
between sending . From this the distance to each of the slaves could be deter-
mined, providing a position estimate (fix) [10]. Examples of such systems are

the long range terrestrial systems to date : DECCA, LORAN, and OMEGA.
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The space age began in 1957 with the launch of Sputnik I by the Soviet Union.
The pattern of Doppler shifts in the signals transmitted by the satellite and
measured from a single ground station at a known position was discovered to
be enough to determine the orbit of the satellite. It was then deducted that if
the satellite orbits were known, a radio receiver measuring the Doppler shifts

could determine its position on earth.

The first satellite based radio navigation system born from this concept was
the U.S. TRANSIT, also known as NAVSAT (for Navy Navigation Satel-
lite System). Early space-based systems such as TRANSIT and the Russian
Tsikida provided two-dimensional high-accuracy positioning services. How-
ever, position fix frequency was dependant on latitude and only suitable for
low-dynamic users. Such shortcomings led to the development of the U.S.

GPS in the early 1970’s [1].

GPS was envisioned as a satellite system for three-dimensional position and
velocity determination. Its program was approved in 1973, when the number
of satellites, their position and the relative inclination were optimized to

ensure an adequate global coverage [10].

While GPS was under development, the Soviet Union undertook to develop
a similar system called GLONASS. Other Global Navigation Satellite Sys-
tems (GNSS) aiming to provide global coverage are now being developed and
deployed by governments, international consortia, and commercial interests.
Among these are the European system Galileo and the Chinese system Beidou
[2]. Other regional systems are the Japanese Quasi-Zenith Satellite System
and the Indian Gagan.

2.1.1 GNSS Infrastructure

The elements that compose these systems can be categorized into three seg-

ments: Space segment, Control segment and User segment.

8



2 — GNSS Signals and Receivers

Space segment: the space segment is the constellation of satellites. Different
systems have different orbits, including the orbit radium and the number of
orbits. The first operational GPS satellite was launched in February 1989.
As of January 2015, there are 31 active satellites in the GPS constellation.
This is more than the designed 24 satellites, in order to provide redundant
measurements to the receiver and guarantee global coverage in case of outages.
GPS satellites are on six orbital planes with an inclination of about 55 degrees
to the equator. The mean altitude of a GPS satellite is about 20200km above
the surface of the earth with a linear velocity of around 3.9km/s, giving an

orbital period of 11 hours and 59 minutes.

The European system, Galileo, is planned to have 30 satellites on three orbital
planes at 29600km altitude. At present it has three active In-Orbit Validation
(IOV) satellites (out of four). Two additional satellites, the so called Full
Operational Capability or FOC satellites were recently launched in August
2014, but unfortunately were placed in wrong orbits. The Russian GLONASS
has 28 satellites in constellation with 24 in operation. The Chinese COMPASS
possess at the moment 17 active satellites on orbits, which provide a regional

coverage over the Asia-Pacific area.

Control segment: The control segment consists of a network of ground that
continually monitor the satellites. It consists of master control stations, data
uploading stations and monitoring stations. Their functions are to coordi-
nate the activities between satellites, monitor the orbits and health status
of satellites, synchronize the atomic clocks and exchange information for the

construction of navigation messages.

User segment: The User segment consists of the GNSS receivers and the
user community. The receivers can receive and process the GNSS signal to ob-
tain their position and time. Based on this information, different applications

are developed. Details of GNSS receivers will be explained in Section 2.3.

9
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2.1.2 GNSS Positioning

Modern GNSS systems work on the principle of trilateration, an estimation
of the position based on measurements of distances. If u = (z,,y,,2,) and
s = (x4,ys,25) are respectively the locations of a receiver and a satellite in the
Earth Centered Earth Fixed (ECEF) coordinate systems, then the receiver

to satellite vector r can be denoted as:

r=s—u (2.1)

The magnitude of r is defined as

r= el = s — ull (2.2)

which is the geometric distance from the satellite to the receiver. In (2.2), r
can be measured from multiplying the signal propagation time by the speed
of light. As radio waves travel at a known speed, if the transit time of a
signal from a transmitting station can be measured then the distance between
transmitter and the observer can be determined. Each satellite transmits a
long digital pattern (a pseudo-random code) as part of its signal at a given
time. Timing information is embedded within the satellite ranging signal in
order to enable the receiver to calculate when the signal left the satellite based
on the satellite clock time. By noting the time when the signal was received,
the satellite-to-user propagation time can be computed, thus, the distance is

obtained from multiplying that propagation time by the speed of light.

In the case of GNSS the position reference of the transmitters are the satel-
lites. Despite being in constant movement their position, s, can be estimated
with an error no larger than a few meters and passed down to the receiver
through the navigation message. Only the position of the receiver u is un-
known. Given distances to three satellites which locations are known, the
receiver can compute his position unambiguously by solving the set of three

independent quadratic equations. However, to accurately measure the travel

10
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time of the signal it is necessary that the clocks at the satellites and receivers
be maintained synchronized since the radio signals travel at about 3*10%m/s,
and a synchronization error of 1us would result in an error of 300m in distance

measurement [2]|.

Clocks onboard satellites of a given GNSS constellation are synchronized. In
the case of GPS, the synchronization is referenced to an internal system time
scale called GPS system time. Atomic clocks onboard satellite are expensive
and not a viable option for receiver manufacturing when compared to the
inexpensive quartz oscillators. The requirement of a very expensive clock in
the receiver is easily sidestepped by the use of a fourth satellite. The bias
in the receiver clock at the instant of the measurements affects the observed
transit times for all satellites in the same way. Therefore, the measured

distance is in fact not the geometric range but a pseudorange, given by:
p = c[T + (dt, — 6t%)] (2.3)

where 0t, and 6t° are the offsets from the common system time of the receiver
and satellite clocks. The latter is known, as the ground control segment of
GNSS uploads to the satellites the correction for the system time offset, which
is then broadcasted to the user via the navigation message. Substituting
(2.3) into (2.2) leaves the receiver clock bias 0t, as the fourth unknown to
be estimated in addition to the three coordinates of position (x,Yu,zy). As
a consequence, a minimum of four satellite signals are needed in order to

compute a fix |2|. The concept of GNSS based location is shown in Figure 2.1.

GNSS positioning is then the solution to the following set of equations:

;

p1 = (@5, — 2u)? + (Ys, — Yu)? + (25, — 2u)? + Ot
P2 =\ (Tsy — 2u)? + (Ysy — Yu)? + (25, — 2u)? + Ot (2.4)
ps =/ (Tsy — T0)2 + Yoy — Yu)2 + (255 — 24)? + €Ot

(P2 = V(@ = 2)? + Yoy — Yu)? + (20, — 22)? + Oty
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Figure 2.1: The effect of the clock bias on distance measurement.

Solving (2.4) gives the user location and the value of dt,, allowing the user
to synchronize its own receiver to the GNSS time scale [1]. If more than four
satellites are in view then a better estimation of the positioning solution is

achieved.

2.2 GPS and Galileo Signal Structure

GNSS systems broadcast different ranging signals on different carrier frequen-
cies. Each ranging signal consists of a RF carrier which is modulated by a
Pseudo-Random Noise (PRN) code and a data signal. The former allows the
receiver to determine the travel time of radio signal from satellite to receiver.
The latter carries the navigation message that is subsequently used by the
receiver to determine the position of the satellites, clock bias parameters and

other complementary information.

A summary of the frequency plans and modulation schemes for the four global

systems is given in Table 2.1 and Figure 2.2 as in [11].

12
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Table 2.1: GNSS frequency plans.

System GPS GLONASS Galileo COMPASS
Country USA Russia European China
Union

Modulation | BPSK / | BPSK / | BOC / | BOC /

/ Coding CDMA FDMA,CDMA| CDMA CDMA

Number of | 36 31 30 35

Satellites

(Planned)

Carriers -L.1=1.57542GHz, -L1,FDMA = 1602 | -E1-L1-E2=1.559- -B1=1.561098CGHz
-L2=1.22760GHz 4+ n X 0.5625 MHz 1.592GHz - -B1-2=1.589742GHz
-L3=1.38105GHz -L2, FDMA =1246 E6=1.260-1.300GHz -B2=1.20714GHz
-L4=1.37991GHz 4+ n X 0.4375 MHz - -E5=1.164-1.215GHz -B3=1.26852GHz
-L.5=1.17645GHz L1,CDMA=1.5754GHz

L2,CDMA=1.242GHz

L3,CDMA=1.20714GHz|

L5,CDMA=1176.45GHz|

GPS L1 C/A (Coarse/Acquisition) remains the GNSS signal most widely used
for scintillation monitoring and will be reviewed in more detail in following
sections. Galileo signals on the same band will also be reviewed, as they have
been designed with the aim to be interoperable with the already existing GPS

receiver infrastructure.

2.2.1 GPS L1 Signal

The GPS L1 signal consist of a civilian and a military signal. The civilian
signal is usually referred as C/A signal and the military signal (transmitted
also on a second band, L.2) as P(Y). The transmitted signal on L1 can be

written as:
SB(k) (t) = APk (t)Dk(t) Sin(Z’ﬂ'let + ¢1) + ACk (t)Dk(t) COS(27TfL1t + le) (25)

where () is the signal from the k-th satellite, A is the amplitude of the P
code; Py(t) = £1 and C(t) = £1 are the binary P code and C/A code; Dy (t)
is the navigation data; fr; is the L1 frequency; and ¢, is the initial phase.

Further analysis will focus solely in the in-phase component of ( 2.5), the civil

signal C/A.

13
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Figure 2.2: GNSS frequency bands.
2.2.1.1 Signal Amplitude

The signal amplitude for the k-th satellite is related to the transmitted signal

power Pr as A =

%. The transmitted signal power level for the C/A code

signal are set to guarantee a minimum received power level of —160d BW for

a user equipment employing a 0dBic antenna on the ground.
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2.2.1.2 Navigation Data

Navigation data D(t) is a binary sequence modulated onto the carrier fre-
quency by means of Binary Phase Shift Keying (BPSK) modulation. Each
+1 or -1 of the navigation data is called a bit, and the bit stream carries the
information required from the satellite for position fixing. The rate of this
data is different for different GNSS systems. In the case of GPS C/A this
rate is [y = Tib = 50Hz. The start of each data bit is perfectly synchronized
with the start of the PRN code period.

2.2.1.3 PRN Code

For spread spectrum signals, the PRN code allows the use of very low power
levels at the transmitting end by employing a very large bandwidth for the
signal. The received signal is actually buried under noise floor. Due to this
spreading, the transmitted signal appears as random noise to all the other
system, avoiding data reading and more importantly, it allows the multiplex-
ing of different satellite signals on a single carrier frequency. As was the case
of the navigation data, the code uses BPSK to modulate the transmitted
carrier. Each elemental pulse of +1 or -1 is called a chip, with a chip being
much shorter than a bit. The C/A signal uses Gold codes due to their high
auto-correlation and low cross-correlation properties. C/A codes have length
of L. = 1023 chips and rate of R, = 1.023Mcps. The PRN codes of the C/A

signal are periodic.

The key to successful operation of any GNSS receiver is the correlation prop-
erty of PRN codes. If Doppler is zero, when the incoming code is correlated
with a perfectly synchronized local code a peak is obtained, called auto-
correlation function (ACF) peak. But if the correlation is carried out with a
code of a different satellite we will get almost zero correlation, called cross-
correlation function (CCF). This process, as seen in Figure 7.14, helps to iden-

tify different satellites and also to synchronize the local code of the receiver
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with the incoming code.
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Figure 2.3: Auto-correlation and cross-correlation of GPS C/A codes.

The ideal ACF is a delta function in the point where two codes are perfectly
synchronized. However, some sidelobes appear which are very low compared
to the main peak. When the time shift is constrained to be an integer multiple
of a chip width, the ACF for any Gold sequence is equal to one of the four

following values [2]:

1 B(n) Bn) -2
< Ci,Ci > € {1, — L—C, — L. , L. } (26)
B(n) =1+ 25 (2.7)

where < C;,C; > represents the ACF of the PRN code from i-th satellite,
L. = 2" —11is the length of the code and the symbol |a| denotes the greatest
integer larger than a. Unity autocorrelation only occurs for zero shift; the

other values are the ACF sidelobes.

CCF of Gold codes take three values:

1
< CGi,C; > € {—— - (2.8)

where < C;,C; > represents the CCF between two different PRN codes from i-
th and j-th satellites. ACF and CCF operations allow the receiver to separate
the signals of different satellites and make the alignment between the local

and received codes to achieve a coarse estimation of the signal received time.
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The C/A code spectrum consists of discrete line components separated in
frequency by the inverse code period, equal to 1 KHz, due to its periodicity.
The lines are not uniform in height and have a (sin(x)/x)? type power spectral

envelope [10], as seen in Figure 2.4.
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Figure 2.4: Typical Gold spectrum (amplitude).

When the GPS codes are combined with the 50 Hz navigation message data,
there is essentially an imperceptible effect on the resulting autocorrelation
functions [1]. However, the navigation message breaks the periodicity of the
code. The final signal spectrum is a convolution of the C/A line spectrum
with the narrow spectral component of the type sinc(z)/x from the navigation
message. When these are modulated onto the L-band carrier, there is a

translation to L-band of the power spectrum from the baseband frequencies.

2.2.2 Galileo E1 Signal

The European Galileo system was designed to be inter-operable with the
existing GPS. It shares with GPS some of the signal carrier frequencies: The
E1 band has a carrier frequency at 1575.42 MHz as GPS L1 and the Eba has a
carrier at are 1575.42 MHz, same as GPS L5. In this way, GNSS receivers can
seamlessly combine GPS and Galileo signals in their positioning and timing

applications.
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The use of Galileo signals is expected to increase with the availability of the
full Galileo constellation in the coming decade. It aims to provide a variety

of new, high accuracy services such as [11] [12]:

e The Open Service (OS): Provides positioning, velocity and timing in-
formation that can be accessed free of direct user charge. This service
is suitable for mass-market applications, such as in-car navigation and
hybridisation with mobile telephones. The Open Service is accessible to
any user equipped with a receiver, with no authorisation required. In
general, Open Service applications will use a combination of Galileo and
GPS signals, which will improve performance in severe environments

such as urban areas.

e The Commercial Service (CS): Aimed at market applications requiring
higher performance than offered by the Open Service. It provides added
value services on payment of a fee. Galileo CS uses combination of two
encrypted signals for higher data throughput rate and higher accuracy

authenticated data.

e The Public Regulated Service (PRS): Will be used by groups such as
police, coast-guards and customs. Civil institutions will control the
access to the encrypted PRS. The PRS is operational at all times and
in all circumstances, including during periods of crisis. A major PRS
driver is the robustness of its signal, which protects it against jamming

and spoofing.

e The Search and Rescue Service (SAR): Galileo satellites will be able
to pick up signals from emergency beacons carried on ships, planes or
persons and ultimately send these back to national rescue centres. From

this, a rescue centre can know the precise location of an accident.

The whole transmitted Galileo E1 signal consists of the multiplexing of the

three following components:
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e The E1 Open Service Data channel eg;_p(t)

e The E1 Open Service Pilot channel eg_¢(t)

e The E1 PRS channel, also denoted as E1-A

Our focus is on the Open Service components. The E1 Open Service (OS)
modulation receives the name of CBOC (Composite Binary Offset Carrier)
and is a particular implementation of MBOC (Multiplexed BOC) [13].

MBOC(6,1,1/11) is the result of multiplexing a wideband signal, BOC(6,1),
with a narrowband signal, BOC(1,1), in such a way that 1/11 of the power is
allocated, in average, to the high frequency component. A data component

given by:

ep1-B(t) = dp1—p(t)cpi-p(t)scpoc(t) (2.9)

and a pilot component given by:

eEl—C(t) = CEl—C(t)SCBOC(t) (210)

where dgy_p(t) is the navigation binary signal, cgi_p(t)/cp1—c(t) are the
spreading codes and scpoc(t) are the Composite Binary Offset Carriers CBOC
(6,1,1/11). The BOC modulation applies a squared subcarrier to a BPSK sig-
nal so that the maximum of the power spectrum is shifted with respect to
the center frequency. For comparison, the Power Spectral Density (PSD) of
the GPS C/A and the Galileo basic BOC(1,1) are shown in Figure 2.5. It is
observed how the BOC is shifted with respect to C/A code PSD due to the

presence of sub-carrier in the Galileo signal-in-space (SIS).
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Figure 2.5: Baseband power spectral density of GPS C/A and Galileo
BOC(1,1) signals.

2.3 GNSS Receivers

This Section gives an overview of the main operations performed by the GNSS
receiver. More detailed information can be found in [1], [10] and [2]. The
receiver model that will be used as foundation for our analysis can be seen in

Figure 2.6.

The GNSS receiver is separated into two functional blocks: an analog part

and digital part.

e Analog part: this part consists of the receiver antenna, mixers, filters,
amplifiers and Analog-to-Digital Convertor (ADC). In this part, the
signals are analogue. The main goal of this part is to receive the weak

satellite signals, pre-amplify them and downconvert them from RF to
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Figure 2.6: GNSS receiver model.

an Intermediate Frequency (IF), typically in the range of MHz. At the
end of this part, the IF signals are sampled and converted to digits as

input for the digital part.

e Digital part: It is the most critical part of a GNSS receiver. The main
processes of this part are acquisition, tracking, demodulation of the
navigation message and the PVT computation. In the design of these
functions, important SIS characteristics (e.g.,Doppler range and rate)
have to be considered. These functions can be implemented both in

hardware and software.

The basic tasks of any GNSS receivers are:

To capture and separate the Signals In Space (SIS) transmitted by the

satellites in view;

To measure the pseudorange of each received signal;

To demodulate the navigation message;

To estimate the Position, Velocity and Time (PVT).

These tasks take place in the digital part of the receiver and are described

next.

21



2 — GNSS Signals and Receivers

2.3.1 Acquisition

The fundamental task of the receiver is to synchronize its local time scale with
the satellite time scale, which is the GNSS time scale, in order to estimate
the position by ranging measurements. The initial synchronization process
takes place during the acquisition stage in all channels of the receiver in order
to obtain a rough alignment between the codes broadcasted by the satellites

and the locally generated ones [1][2].

Further analysis will focus solely in the in-phase component of ( 2.5), the civil

signal C/A. The received GPS C/A signal can be written as:

y® (1) = /2PrCr(t — 7)Dy(t — 7) cos(2m(fr1 + fa)t + ¢1) + N(t)  (2.11)

where y*) is the received signal from the k-th satellite, Py is the total power
of the signal; Cy(t — 7) = %1 is the C/A code; Dy(t — 7) is the navigation
data; fr; is the L1 frequency; f; is the Doppler shift, ¢; is the initial phase

and N (t) is the (non-filtered) noise contribution.

The received signal contains a number of unknown parameters like the PRN
code delay, the Doppler frequency, the unknown carrier phase and the un-
known data bits as it is seen from (2.11). In the acquisition stage only code
delay and Doppler are treated as unknown parameters in order to restrict the
computations to two-dimensions and fasten the whole process [1|. However,
it is still a time consuming task, as the receiver must test all possible align-
ments (combinations of code phase and doppler shifts) until the correlation
peak is detected. To do this, the receiver sets a search space, which is a grid
of points to estimate the pair (7,f;) based on the evaluation of the Cross
Ambiguity Function (CAF). CAF is defined as the correlation between the
incoming signal and a local replica of the desired satellite signal to acquire,
where the delay and Doppler shift are variable. Estimation is usually per-
formed on the squared envelop of the CAF, in order to be insensitive to the

phase of the incoming signal and also to the sign of the bits in case a data

22



2 — GNSS Signals and Receivers

channel is acquired. Figure 2.7 shows an example of CAF. More details on

the acquisition strategy can be found in [1| and [2].

- 6000
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Frequency bin 0 o Delay bin

Figure 2.7: Example of Cross Ambiguity Function.

Modern acquisition strategies are based on the Fast Fourier Transform (FFT)
to speed up the process by searching in parallel either the frequency doppler
or the code delay [14]. These two parameters will be used by the tracking
stage to precisely calculate the delay and frequency shift.

2.3.2 Tracking

The tracking stage is responsible of refining the code delay and doppler shift
estimates from the acquisition and then keeping track of their evolution as
the time passes. Two coupled loops are required, a Delay Lock Loop (DLL)
for the code and a Phase Lock Loop (PLL) for the carrier tracking. The
DLL continuously adjusts the local code replica to keep it aligned with the
code of the incoming signal. When the two codes are perfectly aligned, the
PRN code is removed from the signal (code wipe-off), leaving just the carrier

modulated by the navigation messages. This signal is the input of the PLL,
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which estimates the carrier frequency to perform a carrier wipe-off. After
carrier wipe-off the DLL can synchronize the local carrier and the incoming
carrier. This process continuously goes on during the receiver operations [1].

If any of the loops loses its lock the other loop automatically loses the lock.

Generally, the carrier loop is the weaker loop as the carrier wavelength is
much shorter than the chip duration and also because the carrier loop has
to track all the dynamics, while the code loop has to track only the dynamic
difference between the carrier loop and the code loop in this aiding process
|15]. For these reason, more emphasis is put on the improvement of the carrier

tracking loops.

There is not only the PLL for carrier tracking but a variety of other archi-
tectures have been designed as well, such as frequency locked loop (FLL).
The PLL is able to track both the instantaneous phase and frequency of the
incoming carrier, while FLL is only able to track the carrier frequency. Other
configurations include FLL assisted PLL and Kalman Filters based carrier

tracking loops.

All three types of signal trackers, DLL, PLL and FLL, are sophisticated sys-
tems and can be modeled as control systems like the one shown in Figure 2.8.
The first operation to be performed is the correlation between the incoming
signal and a locally generated replica signal. During this operation, L sam-
ples of the incoming signal are mixed with the locally generated signal and
the result is integrated to produce an output which is subsequently used by
the discriminator. The most common approach in GNSS is to deploy a bank
of well known early-prompt-late correlators, where early and late correlator
outputs are used by the code discriminator while the prompt correlator is

utilized by phase/frequency discriminators.

Discriminators are highly non-linear functions carefully chosen to extract the
parameter to be estimated and suppress the effect of other unknown param-

eters. For example, the PLL discriminator must be sensitive only to carrier
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Figure 2.8: General model of tracking loop.

phase errors but insensitive to code phase errors and data modulation.

The loop filter is used to combine the present and past values of the error
signal to estimate the code delay rate or phase rate depending on the loop
type and produce the command signal for the local replica signal generator.
Hence its function is two-fold: firstly, as the received signal and, thus, the
discriminator output is corrupted by thermal noise, the filter is required to
provide a degree of noise rejection. Secondly, it enables the processing of

higher order dynamics.

The local replica signal generator is the plant that we wish to control. In
PLL and FLL this local signal generator is usually the so-called numerically
controlled oscillator (NCO) or simply local oscillator (LO) while in DLL it is
usually termed as code generator (CG). The NCO in PLL or FLL is akin to
the CG in DLL, except that it produces the replica carrier rather than the

replica code.

The performance of the tracking stage of any GNSS receiver is assessed using

two parameters:

o Tracking Jitter: Tracking jitter measures the capability of the loop to re-

duce the system noise which includes thermal noise and oscillator noise.
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Oscillator noise is further categorized into vibration-induced jitter and

Allan-deviation induced jitter of both satellite and user platform.

o Dynamic Stress Error: Dynamic stress error measures the capability of
the loop to sustain the signal dynamics without losing the lock. This

error depends on the loop noise bandwidth, B and order of the loop.

2.3.2.1 Tracking High Dynamic Signals

Given the signal dynamics normally encountered in GNSS applications a sec-
ond order loop filter is sufficient to track through most of the changes in the
signal. In the context of scintillations, particularly for moderate to strong
activity, the higher dynamics encountered in the signal are better followed
with a higher order loop, such as the classical third order loop. This filter
can be used for unaided carrier loops, remaining stable for bandwidth of less
than 18Hz [1|. The overall transfer function for a third order PLL is given
by:

B 2w, s? + 2wks + w?
s34 2uwls +wd

H(s) (2.12)

where s is the Laplace variable and w, is the natural frequency of the filter.

The noise bandwidth of this filter is defined to be:

wy(azbi + a3 — by
4(@3()3 - 1)

B, = (2.13)

where a3 = 1.1 and b3 = 2.4 are the filter coefficients, leaving the relationship

between bandwidth and natural frequency as:

B, = 0.7845w, (2.14)

The classical third order PLL will be the one considered as tracking architec-

ture for the analysis in the following chapters.
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2.3.3 Position Velocity and Time

The PVT or navigation solution involves the simultaneous solutions of four
unknowns: three dimensional position of the user’s receiver and the receiver
clock bias, as it was analysed in Section 2.4. PVT analysis does not make
part of the work analysed in further sections, for more details on the system

positioning solution the reader can refer to [2].
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Chapter 3

Ionospheric Scintillations

Scintillations are random fluctuations in the received signal amplitude and
phase. Isaac Newton was the first to associate this phenomenon with the
atmosphere. Later, when astronomy moved to radio frequencies, its effects

had been discovered by monitoring signals from other galaxies [16].

A GNSS signal, being allocated in the L. band, is subject to amplitude and
phase scintillations caused by its propagation through the ionosphere. The
effect of signal scintillation is important for navigation and geodetic applica-
tions, because it affects receiver performance to a point where it may lose lock

of the signals and stop tracking, thus not providing any positioning solution.

This chapter will review ionospheric scintillations in the context of GNSS. A
summary of the effect at receiver level will be presented as well as the most

relevant models of the phenomena in the context of satellite navigation.

3.1 The Ionosphere

How a radio signal propagates through the Earth’s atmosphere depends to a
great degree on the signal carrier frequency. Indeed, the atmosphere affects

GNSS signals by causing ray bending, signal delays, and frequency, amplitude
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and phase fluctuations. In the atmosphere, the ionosphere is a layer of ionized

electrons surrounding Earth at altitudes from about 50 to 1000km.

Solar radiation and cosmic rays ionize the upper parts of the atmosphere
and create free electrons and positively charged ions. The amount of solar
radiation which reaches the Earth’s atmosphere depends on time of day, time
of year and the number of sunspots. Its intensity also varies through an 11
year solar cycle [16] [17]. A typical vertical profile of ionospheric electron
density is divided into regions D, E and F according to different ionization

and recombination principles [18]:

e D region is the lowest part of the ionosphere, extending from about
50 to 90km. This region is formed by two different layers: the D layer
(with a maximum of ionization at about 65km) and the C layer (with
a maximum of ionization at about 55km). During quiet conditions this
region is present only at daylight hours; however additional D-layers
may be produced at any time of day or night by high-energy electrons
and protons originating from the sun, and associated with geomagnetic

disturbances.

e E region extends from about 90 to 140km above the Earth. It is char-
acterized by a single maximum of electron density, the E layer, at about
120km and it is mainly a diurnal region. The free electron concentra-
tion in this region is strongly dependent on the solar zenith angle, with
a daily maximum in correspondence of the maximum elevation and a
seasonal maximum in summer. During quiet conditions the E layer may

have a residual of ionization at nighttime.

e F region extends from about 140 to 500km. During the day there are
two separate layers in the F region, the F1 and F2 layers. At night these
two layers combine to form a single F layer, usually called F2 layer. The
F1 layer is the lower part of the daytime F layer. It exists only during
daylight hours, disappearing at night. The F2 layer is present 24 hours
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a day but varies in altitude with geographical location, solar activity,

and local time.

Figure 3.1 shows the ionosphere layers together with their daily variation.
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Figure 3.1: Typical day and night profiles of electron density in the
ionosphere.

The ionosphere is a dispersive medium, as its refractive index and correspond-
ing dielectric constant are dependent on signal frequency. The refractive index
determines how is the signal propagation speed in the medium in relation to
the signal propagation speed in vacuum or speed of light. This dependency
is caused by plasma ionization and in turn is a function of the number of free

electrons.

A GNSS signal in general, as seen in Chapter 2, consists of a carrier modulated
by a spreading code. When the signal goes through the ionosphere the code
is delayed and the carrier, on the contrary, is advanced according to the
refractive index. If these effects are not accounted for, the measurements

become corrupted by errors. Therefore, GNSS signal propagation through
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the ionosphere should be modeled, and these models should be used when we

retrieve code and carrier observables.

The total delay depends on refractive index along the ray path. Refractive
index depends in turn on the Total Electron Content (TEC) from the satellite
to the receiver antenna. TEC is defined as the total number of electron in a
tube of 1m? cross-section along the GNSS signal path trough the ionosphere.
The slant TEC or sTEC is calculated along the ray path from a satellite to a
receiver and is therefore a function of satellite and user position. Being unique
to each user, sSTEC can not be used for mapping the ionosphere. Therefore
vertical TEC (vTEC) or TEC along the local vertical is used. Maps of vITEC
can be supplied to users and each user should recalculate vI'EC to line of

sight sSTEC for each satellite [16].

There are several possibilities to compensate for the ionospheric effect on
GNSS signals. When performing single frequency measurements, ionosphere
errors can be corrected in part by making use of Satellite Augmentation
System (SBAS) service, if the receiver supports it, such as the U.S. Wide
Area Augmentation System WAAS or the European Geostationary Naviga-
tion Overlay Service EGNOS to obtain information of the condition of the
nearby ionosphere from a network of reference stations. Single frequency mea-
surements also have the possibility to use reduced vI'EC maps with model
parameters broadcasted by GNSS satellites, as is the case in GPS and its
background ionosphere model Klobuchar and Galileo with NeQuick . How-
ever, models provide only an approximate correction, for up to 70% of the

ionosphere delay [10].

The Klobuchar model was developed in 1975 keeping in mind limited compu-
tation memory and capability of receivers, therefore, the model algorithm is
very fast and has minimum complexity [19]. One of the main criteria of the
algorithm design was to fit best the daily period with the largest TEC values,
i.e. afternoon period. It is a single layer model, thus it does not require

knowledge of vertical electron density profiles and can be implemented using
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only ground-based observations, in this case a GPS global network. GPS
satellites broadcast eight parameters for the single-layer model, which should
be used by the single-frequency user to correct for the ionosphere delay. It
is estimated that this model corrects for more than 50% of error due to the

ionosphere [16].

NeQuick, on the other hand, is a more complex electron density model allow-
ing to distinguish ionosphere features not possible to identify with Klobuchar
model [20]. It is a multi-layer model able to calculate electron density profile
at any given location in the ionosphere. Therefore, STEC is obtained by inte-
grating electron density along the line of sight and can be directly translated
to the ionospheric error between any two given points [16]. A comprehensive

comparison of background ionosphere models can be found in [21].

Errors can also be corrected entirely in the case of dual frequency measure-
ments by taking advantage of the dispersive nature of the ionosphere [1].
This approach called ionosphere-free combination can remove about 99% of

the ionospheric error [18].

However, a second group of ionospheric variations include sudden ionospheric
disturbances or small rapid changes in the electron density. Even though
these phenomena are often observed, they do not show any behaviour pat-
tern and cannot be modeled by empirical models [21]. When these electron
density irregularities appear in the ionosphere they can disrupt further the
propagation of the radio waves, introducing fluctuations in amplitude and

phase called scintillations [3].

The ionosphere drifts with respect to the earth at a velocity in the range
of 100m/s at low latitudes, velocity that may reach values ten times higher
at high latitudes. When electron density irregularities are present, due to
the motion of both the transmitter (satellite) and the medium (ionosphere)

with respect to the receiver, scattering inside the medium causes the phase
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fluctuations and concurrent intensity fluctuations in the signal known as scin-
tillations [22]. Tonospheric scintillation is responsible for signal degradation
of several telecommunication systems from the VHF up to the C band and
affects in particular the performance of satellite based navigation systems.

Following sections focus on this particular phenomenon.

3.2 Ionospheric Scintillations

Ionospheric scintillations, rapid fluctuations in the received signal amplitude
and phase of transionospheric radio signals, are originated from a scattering

effect in the ionosphere due to zones with irregular electron concentration.

The fact that the source of scintillations is in the atmosphere of the Earth was
discovered in the 1950s by analyzing radio signals from other galaxies . Fur-
ther research on these extragalactic sources and later research with satellite
data have established that scintillation is caused specifically by TEC irregu-
larities mostly in the F layer [16]. As presented in Section 3.1, electron concen-
tration along the propagation path of satellite signals in the ionosphere cause
GNSS signals to experience range delays when traveling through. However,
under perturbed conditions electron concentration irregularities can induce

scintillation phenomenon.

The irregularities causing scintillation can be classified in two major groups:
Irregularities with enhanced ionization and irregularities with depleted ion-
ization or plasma bubbles. According to the source, irregularities can be
classified as either global large-scale irregularities or local small-scale ones.
Large-scale irregularities originate through the influence of the sun and the
geomagnetic field. Local irregularities may appear as a result of volcanoes

eruptions, earthquakes, and other disturbances.

The wave scattering mechanism that cause scintillation depends on the size

of the irregularities which cause the scattering in comparison to the Fresnel
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zone. Fresnel Zone length is defined as the fundamental length scale when

diffraction effects are important, as:

Ip = VAH (3.1)

where A is wavelength and H is distance from a receiver to the Fresnel zone.
In terms of scintillation, Fresnel length defines the scale at which irregularities
produce amplitude scintillation when a receiver is at distances farther than
H. The structures that are larger than that contribute directly to phase, as
their contribution to amplitude is suppressed by Fresnel filtering|16].

During scintillation, the ionosphere does not absorb the signal. Instead, ir-
regularities in the index of refraction scatter the signal in random directions
with respect to the principal propagation direction. As the signal continues to
propagate down to the ground, small changes in the distance of propagation
along the scattered ray-path cause the signal to self-interfere, alternately at-
tenuating or reinforcing the signal measured by the user. The average received
power is unchanged, as brief, deep fades are followed by longer, shallower

enhancements [23|. This process is illustrated in Figure 3.2.
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Figure 3.2: Illustration of scattering mechanism originating ionospheric
scintillation.
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3.2.1 Equatorial and Polar Scintillations

The geographic regions where the ionosphere shows to be highly irregular
and hardly predictable are the equatorial bands extending from about 20°N
to 20°S geomagnetic latitudes and the high latitude (auroral and polar cap)
regions. However, scintillation that results from these irregularities has a
global impact because for a receiver located at any place, the line-of-sight to
some satellites may go through these portions of the sky. It is however rarely
experienced at mid-latitude regions, occurring only in response to extreme
levels of ionospheric storms or during solar maximum periods [24][25][26].

Figure 3.3 shows the global frequency of scintillations as in |24].

Frequent

Infrequent

Figure 3.3: Global frequency of scintillation disturbances at solar maximum.

3.2.1.1 Equatorial Scintillation

Equatorial effects are mostly produced after the local sunset by the com-
bined effects of the chemical recombination and the electrodynamic lifting of
the ionospheric F-region by the Pre-Reversal Enhancement|27|, a sharp up-

ward spike in the vertical ion drifts velocity shortly after local sunset. Low
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latitude ionosphere is characterized by the Equatorial Anomaly (EA): a re-
gion band extending from about 20°N to 20°S the magnetic equator that has
high electron density concentration at F2 height. The Earth’s magnetic field
lines are horizontal at the magnetic equator. Solar heating and tidal oscilla-
tions in the lower ionosphere move plasma up and across the magnetic field
lines. This sets up a sheet of electric current in the E region which, with
the horizontal magnetic field, forces ionization up into the F layer, reducing
ionization directly over the magnetic equator and increases the increasing it
over the anomaly regions at + 20° degrees from the magnetic equator. The
word anomaly signifies that although the sun shines above the equator, the
ionization attains its maximum density away from the equator [23|. This

phenomenon is known as the equatorial fountain, as illustrated in Figure 3.4.
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Figure 3.4: Equatorial fountain effect.

Plume-like structures or funnels contain rising bubbles with low electron den-
sity. If the size of the bubbles exceeds the Fresnel zone as observed from the
ground station, the signal is affected by refraction. Diffraction comes into
play when the size of the irregularities is equal to or smaller than the Fresnel
zone. Bubbles when they are moving generate small irregularities, with size
down to centimeters. These irregularities generate scintillation by diffraction
[16]. Low latitude scintillation is seasonally dependent and it is limited to

local nighttime hours.

36



3 — Ionospheric Scintillations

3.2.1.2 Polar scintillation

The auroral and polar cap ionospheric phenomena, on the other hand, are
mainly the result of geomagnetic storms which are associated with solar flares,
coronal mass ejections and coronal holes. Here the main source of ionization
is due to the collisions between the atmospheric components and the extra-
terrestrial charged particles. The central polar region (greater than 75° mag-
netic latitude) is surrounded by a ring of increased ionospheric activity called
the auroral oval. At night, energetic particles, trapped by magnetic field lines,
are precipitated into the auroral oval and irregularities of electron density are
formed that cause scintillation in the signals. A limited region in the dayside
oval, centered closely around the direction of the sun, often receives irregu-
lar ionization from mid latitudes. As such, scintillation of satellite signals is
also encountered in the dayside oval, near this region called the cups. Same
phenomenon causes the aurora, the latter sometimes accompanying the scin-
tillation occurrence. Figure 3.5 shows a concept of solar activity disturbing

the Earth’s atmosphere taken from [28].

Figure 3.5: Tllustration of solar activity effect on the Earth’s Atmosphere.

In summary, scintillation affects signals depends on solar and geomagnetic
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activity, season, local time and location. But being the ionosphere a disper-
sive medium, ionospheric scintillations are also a frequency dependent phe-
nomenon: drops on signal power or large phase errors effects are greater on the
L2 band when compared to L1, making signals transmitted in this frequency
more susceptible to suffer outages during strong scintillation conditions. The
impacts of scintillations are not mitigated by the same dual-frequency tech-
nique that is effective at mitigating the ionospheric delay. Such impacts are

reviewed in the following section.

3.3 Scintillation Effects on GNSS Receivers

GNSS receivers performance itself can be greatly affected when tracking a
scintillating signal. However, this fact, due to their global availability makes
GNSS signals an excellent means to monitor and study ionospheric scintilla-
tions. The ever increasing reliance on GNSS systems have driven a marked
research interest to improve the robustness of GNSS receivers to the threats
posed by ionospheric disturbances, in particular during solar maximum pe-
riods when increases in the background TEC increase as well the periods of

scintillations.

Most often scintillation will only affect one or two satellites and, if many
well-distributed signals are available to the user, then the loss of one or two
will not significantly affect the overall performance. But if the user has poor
satellite coverage even modest scintillation levels can cause an interruption to
user operations. When scintillation is very strong, many satellites could be
affected significantly and even with excellent satellite coverage it can cause

service interruption.

On user receivers, moderate to strong ionospheric scintillation activity can

lead to:

e /Ny degradation.
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Increased noise in pseudorange and carrier phase measurements.

e [Loss or corruption of the data bits.

Cycle slips.

Degradation of positioning accuracy.

Loss of lock of satellite signals.

Loss of positioning availability.

For these reasons, scintillations have become one of the most significant
threats for GNSS operating in near equatorial and polar latitudes. However,

the effects in amplitude and phase in these two regions may differ:

e Amplitude Scintillation related effects: Amplitude scintillations
cause signals to fade. In equatorial regions the dominant effect of scin-
tillation is in the amplitude. It can occur abruptly after sunset with
rapid and deep fades that may persist until just after local midnight. In
the equatorial anomaly regions fade can be as large as 20-30 dB during
the most active ionospheric periods. Area coverage of equatorial scin-
tillation ranges from tens to hundreds of kilometers, causing all users in
such area to experience similar performance effects, since the geometry
of their satellites will be essentially the same and they will experience
similar levels of scintillation. If the combination is such that it causes a
user to experience interruptions in service, then other nearby users will

also likely be experiencing similar problems.

Polar scintillation is less likely to create amplitude fades sufficient to
cause signal loss, due to lower ionization levels with respect to equa-
torial areas. However,the effects may be correlated over hundreds of

kilometers as well, with amplitude fades reaching up to 10dB.
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e Phase Scintillation related effects: Phase scintillation describes
rapid fluctuation in the observed carrier phase obtained from the re-
ceiver’s phase lock loop. These irregularities can cause increased phase
noise, cycle slips, and even loss of lock if the phase fluctuations are too
rapid for the receiver to track. The most rapid phase changes are typ-
ically associated with the deepest signal fades (as the signal descends

into the noise).

3.4 Measuring Ionospheric Scintillations with

GNSS Receivers

Neglecting frequency Doppler and ionosphere delay for sake of simplicity, the
mathematical expression for the current GPS L1 C/A civil signal affected by

scintillation can be written as:

S(t) = ASA(t) D1 (t)Cry ()sin(2m frat + ¢ + 6(t)) (3.2)

where A is the signal amplitude, dA(¢) is the amplitude fluctuation due to
scintillation, Dy, (t) is the navigation data with a rate of 50Hz, C;(¢) is the
PRN spreading code with period of T' = 1ms, fr; is the radiofrequency car-
rier, ¢ is the initial carrier phase and d¢(t) is the phase fluctuation due to scin-
tillation. Given the complexity of ionospheric electron concentration spatial
distributions, measurements of scintillations resort to statistical estimations

of the medium properties every certain amount of time.

Tonospheric Scintillation Monitoring Receivers (ISMR) are specialized GNSS
receivers able to track and monitor scintillations in order to collect data that
can be used to model the phenomenon, study its affects at receiver level and
collect information to possibly predict its occurrence in the future. They are
able to measure the amount of scintillation affecting a satellite signal in both

amplitude and phase by making use of correlation data from the tracking
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processing blocks. Two indices are employed for this end, usually computed
over an observation interval T,,, = 60s: S4 for amplitude scintillation and
Phi60 (o, phase deviation) for phase scintillation. Details of the estimation
of these indices is reviewed in the following Sections for GPS C/A signal,
later on it is described for Galileo E1 civil signals in comparison with GPS

calculations.

3.4.1 Amplitude Scintillation

S4 measures the amount of amplitude fluctuations due to scintillations in
GNSS signals. As described in [5] and [29)], it is the normalized standard de-
viation of the detrended Signal Intensity (S7) computed from the in-phase Ipy,
and quadrature-phase ()py prompt correlator samples over T,,,. Figure 3.6
gives an overview of the computations effectuated by the receiver in order to

obtain the specified correlator samples.
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Figure 3.6: Receiver diagram for amplitude (power) measurements.

As a first step, the raw signal intensity samples S1,.,,, are calculated on the
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basis of the power of the signal over two different bandwidths. This is ac-
complished through the Narrow Band Power (NBP) and Wide Band Power

(WBP) estimators, expressed as:

M M
NBP, = (Z Ipp)® + (Z Qrr)’ (3:3)
k=1 k=1
M
WBP, =Y I}, + Qi (34)
k=1

where Ipr and (Qpp are obtained every T;,; milliseconds. In the GPS case,
in order to avoid integration over a data transition, the product of M by
Tt from (3.3) and (3.4) should be equal to 20ms. In this way NBP; and
W BP, are obtained in synch with GPS navigation data. Thus for Ip; and
@ pr. samples obtained every T},; = 1ms, M has a value of 20. If T},,; = 10ms
then M = 2. The bandwidth of the W BP;, is 1/T},;, whereas the bandwidth
for NBP is 1/MT;,;. The raw signal intensity is obtained as the difference:

Slaw, = NBP, — WBP, (3.5)

The rationale behind (3.3) through (3.5) is to obtain a quantity proportional
to the received signal power while theoretically eliminating the noise contri-
bution in the averaged value, as long as the gain of the receiver is constant.
It can be assumed in (3.3) and (3.4) that Ipy = [ +ny,, and Qpr = Q+ng,,.
where ny,, and ng,, represent the in-phase and quadra-phase Gaussian white
noise samples. Assuming the satellite signal is correctly tracked the noise sam-
ples can be averaged out [30|. In that case NBP,, WBP; and SI,,,, can be

approximated as:

M M
NBP, ~ (D> I+ () Q) =M (I*+ Q% (3.6)
k=1 k=1
M
WBP,~ Y I+ Q*=M(I*+ Q) (3.7)
k=1
STraw, = M(M —1)(I* + Q?) (3.8)
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In practice, however, noise still remains and corrections to further eliminate
its contribution are applied later. S1I,., samples must be detrended before
calculating S4 in order to remove fluctuations due to satellite motion and
possibly multipath. The signal intensity trend Sli..nq is typically obtained
by filtering the raw samples with a 6 order Butterworth filter as described
in [5], but can also be calculated as the mean value of the samples during 7 s
as in [7]. The detrended samples are obtained dividing the raw samples by

their trend:
S[Taw

B SItrend

ST (3.9)

The total S4 is then calculated as obtained in [31]:

where () represents the average value over the interval of interest Tpps. If
the carrier to noise density C'/Ny can be estimated during the interval, it is
possible to have an estimate of the S4 due to noise:

100 500
4, = 1 .

The revised S4 without the noise contribution is then obtained as:

S4 = /542 — S42 (3.12)

Amplitude fluctuations due to scintillations, J A in (3.2), follow a Nakagami-m
probability density function given by:

mmyA™ 1

p(6A) = T(m)

e ™A SA >0 (3.13)

Due to the properties of the Nakagami-m distribution, the S4 index cannot
exceed v/2. According to the S4 value, scintillation events can be roughly
characterised as weak (5S4 < 0.3), moderate (0.3 < S4 < 0.6), strong (0.6 <
5S4 <'1) and severe (1 < 54 < \/5) The scaling of amplitude scintillations in
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other GNSS frequencies with respect to L1 band is performed following the

relationship given in [5]:

S4(f) = S4(L1)%1.5 (3.14)

3.4.2 Phase Scintillation

The phase fluctuations due to scintillations, d¢ in (3.2), follows a zero-mean

Gaussian probability density function given by:

1 52

e % 3.15
2V 27r<7<p ( )

Phase fluctuations due to scintillation are estimated as the standard deviation

p(dp) =

o, of 0p(t). Figure 3.7 presents an overview of the computations effectuated
by the receiver in order to perform phase measurements, shown as Qestimate-
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Figure 3.7: Receiver diagram for phase measurements.

Though it cannot be measured directly by the receiver, dp(t) can be estimated
by detrending the carrier phase measurements @cgsiimate from the satellite sig-
nals. The method widely used for detrending is to pass 50H z phase measure-
ments through a 6'* order Butterworth high pass digital filter with cutoff fre-
quency of f. = 0.1Hz as in [5], in order to isolate the high-frequency portions
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of the carrier phase caused by the ionosphere from those slower variations
due to satellite motion or multipath. Given that strong phase scintillations
may contain power beyond the bandwidth of a typical PLL, measurements
extracted from the carrier phase alone can be considered a filtered version of
the true phase scintillations. To recover the high-frequency variations induced
by scintillation up to the pre-detection bandwidth B(s) = 1/T},;, where T},
is the accumulation interval, the current PLL phase error from the phase
discriminator must be added back onto the phase estimate. In this way the
loop can be configured to have narrow loop bandwidth for robustness, but

still provide wide bandwidth phase data [32].

The phase deviation o, can be computed over 1, 3, 10, 30 and 60 seconds
interval. These values are called Phi1, Phi3, Phi10, Phi30 and Phi60 respec-
tively, being Phi60 the most widely used. According to the o, value, scintil-
lation events can be roughly characterised as weak (o, < 0.25rad), moderate

(0.25rad < o, < 0.5rad), strong (o, < 0.6rad) and severe o, > 1rad.

The scaling of phase scintillations to other GNSS frequencies with respect to

L1 band is given by

oolf) = %(Ll)% (3.16)

3.4.3 Galileo Measurements

There are differences of Galileo £1 Open Service signals with respect to GPS
L1 C/A concerning the calculation of the ionospheric scintillation indices.
The navigation data has a rate of 250z which makes it 5 times faster than
that of the GPS satellites. The spreading codes with period of T' = 4ms have
a duration 4 times longer than the GPS C/A [33].

To neglect the effect of the higher data rate, which would not allow us a co-
herent integration for the NBP computation in (3.3), the pilot signal eg;_¢
can be used instead of the data modulated egi_p for scintillation measure-

ments. In this case for I; and @i samples obtained every integration time
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Tint = 4ms, one would only need to change M = 5 in (3.3). By default, the
rates at which [ and (), are obtained in each system in order to calculate S4
would correspond to the periods of the spreading codes, that is, 1ms for GPS
C/A and 4ms for Galileo egy_.. If T}, = 20ms is set for both systems, a com-
mon output rate of correlator samples is obtained for comparison purposes.
In this case, as observed in (3.8) the SI estimator is not suitable to calculate
S4 given that M = 1. However, from (3.9) it is noticeable that S1,.q, is
normalized by its trend, so the scale factor M (M — 1) is cancelled out and
have no incidence in the final SI value. Thus for the case of T},; = 20ms, ST

can be replaced by the 50H z raw signal power calculated as:

SP =1+ Q? (3.17)

Phase scintillation measurements with Galileo signals follows the same pro-

cedure as in GPS, using as input the 50H z carrier phase measurements.

3.5 Modeling Ionospheric Scintillation for GNSS

Signal Simulation

Ionospheric scintillation simulation is necessary to assess the robustness of
the phase tracking loops in GNSS receivers . Models are necessary to real-
istically reproduce the effects of scintillation on the signals. The first em-
pirical model of scintillation was proposed by [34] in 1973 to estimate the
S4 on VHF /UHF under weak scatter conditions. Some of the most widely
known model nowadays for scintillation effects on GNSS bands are described

in following Sections.

3.5.1 Global Ionospheric Scintillation Model (GISM)

GISM is a global climatological ionosphere model made of two parts. First,

to describe the background electron density (irregularities) of the ionosphere,
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it uses the NeQuick model developed by the University of Gratz and ICTP
Trieste [20]. It requires as an input the geophysical data: solar flux number,
the year, the day of the year and the local time, and returns as an output
the electronic density average value for any point in the ionosphere (latitude,
longitude, altitude). Second, the Multiple Phase Screen Algorithm (MPS) is
the numerical model used to compute the irregularities effects (scintillation)
on transionospheric radio signals. The inputs for the numerical model are
the statistical information compiled from literature about the irregularities:
spectral density, correlation length, altitude at which they develop and their
velocity and direction of displacement. In the MPS algorithm the medium
is divided into successive layers, each one being characterized by stationary
statistical properties. It then iterates successively scattering and propagation
calculations to output the scintillation index at the receiver. The total results
of the model are presented in the form of maps of scintillation index S4 in
geographic coordinates, but can also output statistical characteristics of the
transmitted signals like the probability distribution functions of amplitude

and phase fluctuations [35].

Fluctuations of the electronic density mostly develop at night-time at the
ionosphere F layer altitude and at equatorial and polar latitudes. To account
for these fluctuations in the model, a database has been constituted from
results published in the literature. Still, these fluctuations or patchy character
of the equatorial scintillation is not reflected in the model, as it predicts the
same behavior for scintillation at different local times, changing only the

scintillation intensity and not its morphology [36].

3.5.2 WideBand Model (WBMOD)

WBMOD is also a global climatological ionosphere model. As in GISM, it
consists of an environmental model providing a worldwide climatology of the

ionospheric plasma density irregularities: geometry, strength, orientation, and

47



3 — Ionospheric Scintillations

motion of irregularities as a function of location (latitude, longitude), date,
time of day, sunspot number and level of ionospheric disturbance k,. It is
based on extensive libraries of past scintillation data including equatorial and
polar-cap data from Wideband, HiLat, and Polar Bear experiments and from
the USA Air Force Phillips Laboratory equatorial scintillation monitoring
network. The model can describe not only the signal fluctuations but also

the plasma density irregularities that cause them [37].

A comparison between observations and WBMOD was also performed by
[36]. It is shown that the model fails to reflect the patchy character of the
equatorial scintillations. Rather than that, the model predicts the average
behavior of scintillation as a function of time and position. For this reason,
it fails to predict the scintillation on a given GPS link most of the time.
Nevertheless, the authors claim that compared to GISM, WBMOD is more
realistic as far as the reproduction of the diurnal scintillation variations is

concerned.

3.5.3 Cornell Model

It is a statistical model that synthesizes ionospheric scintillation perturba-
tions for testing carrier tracking loops of squaring type PLLs. Phase screen
models and First-principles physics based models are computationally heavy
and intense in term of parameterizations, but the Cornell model, in terms of
parameters and computational expense, it is the simplest model that faith-
fully retains the scintillation properties that are relevant to carrier tracking.
The model focuses in synthesizing realistic scintillation by properly shaping
the spectrum of the entire complex scintillation signal, not the amplitude
and phase data taken independently. If shaped independently, the obtained
time scintillation history lacks canonical fades and becomes very easy for the
receiver to track. In the Cornell model the scintillation time histories are

drawn from a large library of empirical equatorial scintillation data from two
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sources: Defense Nuclear Agency and WideBand Satellite Experiment, which
comprises frequencies from VHF to S-band including and L-band signal very
close to L2, and GPS L1 C/A code digital data, as summarized in [38] and
[39].

3.5.3.1 Mechanization of Cornell Model

The output of the Cornell model is a complex signal represented by:
z(t) =z +&£(t) (3.18)

where Z represents the line of sight component, modeled as a complex constant
and £(t) represents the complex contribution from signals scattered in the
ionosphere, also referred as the fading process. The latter is the dominant
part under strong scintillation events. £(t) has an autocorrelation function
defined by:

Re(r) = 3EIE'(DE(t +7) (3.19)

The channel decorrelation time 79 > 0 is defined as the value of 7 for which
Re(7)/Re(0) = e7t. A narrow Re¢(7) (small 7p) implies a scintillating channel
that changes rapidly with time. Let a(t) = |2(f)| and assume that z(¢) is
normalized so that £2 = [a?(¢)] = 1. Then, when no scintillation is present,

z(t) = 1.

Focusing on the extensive library of strong equatorial scintillation at UHF
and L-band frequencies, the best fits for the empirical amplitude distribution
p(a) of z(t) were found to be the Nakagami-m and the Nakagami-n (Rice)
distributions. Rice distribution was chosen for the model due to its easier
implementation. With that, p(a) is defined as follows:

_ 2a(1 + K)

p(a) o120 K + K2/Q)e ho(1+K)/2 (3.20)

where a > 0 while K > 0 is the Rician parameter related to S4 by:

V1 — §42
K:l—s4 (3.21)
1 —+1— 542
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The definition of K in principle limits the values of S4 that can be modeled,
but this limitation is not restrictive in practice since S4 takes on values near
or below unity. To complete the scintillation model, the form of the auto-
correlation function R¢(7) must be specified. The model defines S¢(7), the
power spectrum of the fading process £(7), as the frequency response of a
low-pass filter with a second order roll-off. As S¢(7) is related to Re(7) by

the Fourier transform, R¢(7) is obtained following:

pT plrl

70

Re(1) = age B|7|/70)[cos(— - ) + sin(—] (3.22)

where the factor 8 = 1.2396464 ensures that R¢(7)/Re(0) = e~*. The model

can then be mechanized as shown in Figure 3.8 from [39).

L

Compute

|-

20d_ grder
Butterworth filter"

nt) Z(t)=Z +¥(t)

—

Figure 3.8: Mechanization of Cornell model.

The input parameters are the scintillation index S4 and the decorrelation
time 7y, which remain constant during the simulation. The simulator is driven
by a stationary zero-mean complex white Gaussian noise process n(t) with
(two sided) power spectral density Ny/2. The process n(t) passes through
a second-order low-pass Butterworth filter with amplitude response function
given by:

1

H()| = ——— (3.23)
L+ (77

where f,, = 3/(v/277) is the filter cutoff frequency, with 3 defined as in ( 3.22)

and 7, being the desired correlation time. The resulting process £(t) has
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steady state variance O'g ~ f,Ny. The constant value of the direct component

F= /202K (3.24)

with K as defined in (3.21). The direct component is summed to () and

7 is computed as:

the resulting process Z(t) is normalized by & = E[|Z(¢)|] to finally produce
z(t). The synthetic scintillation can then be used as in (3.25) and (3.26) to

simulate the scintillation fluctuation in amplitude and phase of (3.2):

SA(t) = |Z(t)] (3.25)

So(t) = LZ(t) (3.26)

3.5.3.2 Simulation Results

The severity of the scintillation time history z(t) is determined according to
the combination of the input parameters S4 and 7. In general, higher S4
and lower 7y leads to more severe scintillations. S4 controls the range of
the fluctuations in amplitude and phase, whereas 7y determines how fast such
fluctuations occur. Figure 3.9 shows an example of four simulated scintillation

profiles to illustrate this analysis.

To test the estimation algorithms of scintillation phenomena with the software
GNSS receiver, several scenarios with different scintillation strength were sim-
ulated for both GPS and Galileo. Tables 3.1 and 3.2 present a summary of
the input signal characteristics and the receiver configuration used during the

tests.

The estimated C'/Ny for each one of the satellites can be seen in Figure 3.10.
As observed, the stronger the scintillation the more fluctuations in signal

power are present in the signals.
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Figure 3.9: Scintillation histograms according to Cornell model inputs.

Table 3.1: Characteristics of simulated signals.

Parameter Value
Signal GPS L1 C/A - Galileo E1
Intermediate Frequency (I F') 3MHz
Sampling Frequency (Fy) 12MHZ
Front-end Bandwidth 4MHz
Number of Satellites 3
Nominal C/N, 52 dB-Hz
Weak, S4=0.1
Scintillation levels Moderate, S4=0.4
Strong, S4=0.7
Total simulation time 30 minutes
Scintillation start time Minute 4

Following the procedures introduced in Section 3.4, both amplitude and phase
must be detrended before calculating the ionospheric scintillation indices. The

detrended signals can be seen in Figures 3.11 and 3.12.
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Table 3.2: Receiver configuration.

Carrier Tracking Details Value
Architecture PLL
Filter Order Third Order
Bandwidth 10MHZ
Time of integration (GPS) 1ms
Time of integration (Galileo) 4ms

(dBMz)
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Figure 3.10: Comparison of estimated C/Ny.

To verify that the amplitude and phase variations actually follow the his-

tograms generated through the Cornell model, Figure 3.13 compares one of
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Figure 3.11: Detrended signals. Amplitude.
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Figure 3.12: Detrended signals. Phase.

the measured C'/Ny with the corresponding amplitude histogram used for
simulation of the amplitude fluctuations. As expected, the estimated signal
power closely follows the input model, with slight variations due to the pres-
ence of the noise. For the phase case, Figure 3.14 shows the comparison of the

detrended phase versus the corresponding phase histogram from the model.
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Figure 3.13: Estimated C'/Ny vs Amplitude Histogram.

Finally, after these operations, scintillation indices are calculated. Figures 3.15
and 3.16 show, respectively, the estimated S4 and Phi60 for each one of the

three simulated scenarios.
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Figure 3.14: Detrended Phase vs Phase Histogram.
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Figure 3.15: Scintillation Indices: S4.
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Figure 3.16: Scintillation Indices: Phi60.
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3.6 Summary

This chapter gave an overview of key aspects of ionosphere concerning satel-
lite systems. The ionosphere, if not accounted for, can be the largest error
contributor in GNSS based navigation systems. Scintillations, random fluc-
tuations in the signal amplitude and phase, were introduced as well and the
particular geophysical aspects that lead to its formation in the ionosphere.
Scintillations, as seen through the chapter, can greatly decrease the perfor-
mance of GNSS receivers and related services. But given the continuous
and global availability of satellite signals around the Earth, GNSS signals
themselves are an excellent probe to get information of ionosphere activity.
GNSS receivers can measure the amount of scintillation activity by the com-
putation of two indices: S4 for amplitude scintillations and Phi60 for phase

scintillations.

Several climatological models aiming to wrap and correlate different geophys-
ical variables to describe the behaviour of scintillations in a global basis were
introduced. Others, such as the statistical Cornell model that was also in-
troduced, are effective for simulation of scintillation induces effect in GNSS
signals for testing carrier tracking loops. The latter is an important for

simulation of controlled scintillation scenarios to be tested in GNSS receivers.
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Chapter 4

Monitoring of Ionospheric
Scintillations over Equatorial

Regions

Scintillation can serve as valuable source of geophysical information, in par-
ticular about atmosphere internal structure and its dynamics. Its particular
effects may also be related to some as yet unexplored mechanisms in the at-
mosphere.In particular, by closely monitoring the fine structure and dynamics
of the ionosphere we may be able to enhance weather forecasting, predict cli-
mate changes, get early warnings about hurricanes and typhoons, and even

predict earthquakes.

In recent years, Ionospheric Scintillation Monitoring Receivers (ISMR) as in
[8] and [5] have been deployed in different regions of the world to measure scin-
tillation parameters and collect signal statistics on real time. Other lower cost
GPS scintillation monitors as in [6] are also used to make detailed recording
of all signal data to study the mechanics of the phenomenon, with statistics

available after postprocessing.
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There are important issues to take into account from the software and hard-
ware point of view of GNSS receivers in order to properly output the mea-
surements of ionospheric scintillation events in real-time or near real-time. In
this chapter we will go into more details of the analog part of the receiver, the
front-end, and the processing aspects to take into account in the digital part
in order to properly estimate scintillation activity. Last section wraps up our
analysis with the description of a scintillation monitoring system deployed in

equatorial areas.

4.1 The Receiver Front End

The general block diagram of a single stage down conversion GNSS front end

can be seen in Figure 4.2.

GMNSS Antenna

|
|
RF IF ADC/AGC L,
: Filters/Amp — Filters/Amp ™ | IF/’ Baseband
| : Samples
|
| Local :
| oscillator Front - end I

Figure 4.1: Simplified diagram of GNSS Receiver front end.

Receiving Antenna

The antenna is the first element of the receiving chain. Though not strictly
a front end component, it is important to underline its main features. It
connects the front end hardware to the physical world, inducing a voltage

from the incident radio waves.
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Antennas are characterised by its central frequency and bandwidth thus can
also be modeled as a pass band filter. As an example, a GPS antenna usu-
ally has a bandwidth of about 2% of the signal center frequency. Therefore
bandwidths for L1, L2 and L5 antennas are about 31.5 MHz, 24.6 MHz and
23.5 MHz respectively [1].

GNSS antennas are usually Right Hand Circularly Polarized (RHCP), be-
cause this is the orientation of the electric field propagating from the satel-
lites. Another important parameter is the antenna pattern, that is related
to the antenna gain (directivity). GNSS antennas are designed to receive the
signal transmitted by the satellites, which for a terrestrial user, are all in view
with a positive elevation angle. Therefore they usually have an hemispherical
pattern. Other two parameters are the impedance and the Voltage Standing
Wave Ratio (VSWR), which indicates how much of the incident power the

antenna is able to absorb.
Filters

Filters are frequency selectors which only allows some frequencies to pass,
attenuating the others. The band pass filter at the RE stage, often called
preselector, has the main function to attenuate the power of out-of-band
signals, which can saturate the following amplification stages. The preselector

is also useful to reject the signals transmitted on the image frequency [40].

Despite the fact the antenna already filters the signal, the preselector is still
needed due to poor filtering capabilities of some antennas. A second filter is
also used at Rf stage in order to attenuate harmonics originated in the RF
amplifier and suppress Local Oscillator (LO) energy that might propagate
back to the antenna.After the frequency downconversion at an Intermediate
Frequency (IF), filters at IF stage have the function to reject the terms out
of the intended bandwidth, in particular the term centered on RF+IF at the
mixer output. Similarly to the second filter at RF, a second filter at IF is

then used to attenuate harmonics generated within the IF amplifiers and set
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the front end overall bandwidth.
Amplifiers

The signal at the antenna output is extremely weak and needs to be amplified
to match the analog input range of the ADC. The overall amplification is
actually based on the specific ADC used in the front end, but generally is on
the order of 100dB. Due to the low level of received GNSS signal power, the
overall gain is computed considering only the noise power as there were no
signals at the antenna. An ideal amplifier would simply increase the signal
power at its input but in reality amplifiers are not linear components and

introduce noise, which has to be taken into account in the front end design.
Mixer

The mixer is used to bring the signal down to IF. It simply multiplies the
signal arriving from the antenna with a sinusoidal tone generated by the local
oscillator. The result of this operation gives two different signals at the mixer
output. Considering only one satellite and the in-phase component of ( 2.5),

the signal at the mixer output can be written as:
$(t) |mizoue = D()C(t) cos(2m frat + @) - 2 cos(2m frot)
= D(t)C(t) cos(2m(fr1 — fro)t + @) (4.1)

+ D(t)C(t) cos(2m(fr1 + fro)t + @)

where

e fro is the frequency of the LO and depends on the overall frequency
plan and on the desired IF. In general fro = fr1 — fir

e ¢ is the unknown phase offset between the incoming carrier and the LO.

Only the first term of (4.1) is of interest. It represents the code and the
navigation data modulated on a carrier with a frequency equal to IF. This
term passes through the first filter of the IF section, which instead rejects the

second term at fr1 + fro.
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Local Oscillator

The LO can be the most expensive item within the GNSS receiver [10]. In
most of GPS receivers the oscillator is combined with a PLL for two reasons.
The first is to generate frequencies other than the one generated by the oscil-
lator such as the sampling and the signal processing clocks. The other is to

clean up noise from the frequency by removing short term phase variation.

Through the quality of the digitized IF signal the clock parameters affect the
baseband processor. The carrier and spread code of the incoming signal are
affected by the clock drift, which may result in decreased signal acquisition

capabilities and lower accuracy of the tracking loops.

Most commonly used clocks in GNSS receivers are Temperature Compensated
Crystal Oscillators (TCXO). In high performance applications, the front end
can be slaved to a more precise frequency reference such as the Oven Compen-
sated Cristal Oscillator (OCXO) or even external Rubidium (Rb) standard.
These references have superior stability when compared to the TCXO but are
cost prohibitive for most applications and consume considerable more power.
Figure 4.2 shows the relationship between accuracy and power requirement of
several commercially available oscillators: a simple crystal oscillator (XO), the
TCXO, OCXO and Rb frequency standard mentioned before, and a Cesium
(Cs) frequency standard.
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Figure 4.2: Accuracy vs. Power requirements for commercial oscillators.
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Scintillation monitoring, as many geophysical applications, is based on anal-
ysis of the GNSS RF signal. For these cases, the observed effects should be
significantly larger than background noise coming from the receiver imple-
mentation. In particular for scintillation measurements the receiver should
have low phase noise, which is limited by the front end clock quality. Normally
an OCXO is used, but through some signal processing tweaks it is possible

to also use a TCXO, as will be explained in Section 4.3.
Analog to Digital Converter

The ADC is the last component of the front end and is needed to convert the
analog signal to a digital form. Digitization includes two processes: signal
sampling and quantization. Sampling of the band-limited analog signal can
be viewed as a multiplication of the incoming IF signal by a periodic train
of unit impulses. Quantization is the representation of each samples value by
an N-bit word. The word can be in one of 2V states. Therefore an analog
IF signal can be represented by 2V levels of the digitized IF signal. Most
commercial receivers have 1 or 2 bit quantization [16]. Recently, the number
of bits tends to increase since the good representation of the signal amplitude
allows for the implementation of signal processing algorithms cleaning the
signal from disturbances. Among all the parameters that characterize the

ADC, it is worth to recall [41]:

The analog input range, which represents the maximum signal dynamic

allowed at the ADC input without causing damage to the device.

e Maximum sampling frequency.

The analog input bandwidth.

Number of bits to represent each sample

When the front end implements multi-bit quantization, an Automatic Gain

Control (AGCQC) is required to adjust the signal at the ADC input. It can be
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seen as an adaptive variable gain, whose main role is to amplify or attenuate
the input signal in order to exploit the whole ADC analog input range and

minimize quantization loses.

Digitized IF signal samples go then into the baseband processing where the
acquisition and tracking take place. Next sections review aspects that must
be taken into account when estimating the scintillation indices with GNSS

receivers.

4.2 Detrending Issues when Monitoring Ampli-

tude Scintillations via 5S4

Since the S4 index measures the fluctuations in amplitude due to any cause,
the objective of the detrending process is to eliminate as best as one can other
sources of amplitude fluctuations. A 6" order low-pass Butterworth filter is
employed to obtain the slow varying fluctuations due to satellite motion and
possibly multipath (commonly avoided by use of elevation masks starting

from 15° to 20°).

However, for receivers working on estimating the S4 index on real time the
filter may pose a challenge due to its delay. As seen in (3.9) of Section 3.4, the
signal intensity is detrended by dividing its samples by the trend obtained
from the Butterworth filter. If the filtered signal S[i.enq does not line up
correctly with the raw samples S, due to the filter delay, the detrending
operation will increase the variance of the ST samples and as a consequence
the S4 value is overestimated. One solution is the use of data buffering in or-
der to calculate and correct for this delay. Figures 4.3 and 4.4 illustrate these
situations, comparing the estimated signal intensity against the uncorrected

and corrected outputs of the detrending filter.

Yet a simpler solution is the use of the mean value of the S1,,,, as replacement

of the output of the filter. Though faster, the latter provides a rougher trend
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Figure 4.3:
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corrected.

estimation in comparison with the filter due to the rather long time of obser-
vation to compute the index (60 seconds). Figure 4.5 compares the estimated

signal intensity versus its trend obtained with the mean value method.

Once the trends are calculated, they are removed from the ST, samples and
the operations continue to calculate the S4 as described in Section 3.4. The
estimated amplitude indices can be seen in Figure 4.6 for the three cases of
detrending signal treatment described above. It is clear that not account-

ing for the filter delay will be reflected in erroneous S4 values, while the
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Figure 4.5: Signal Intensity detrending. Mean value.

mean value detrending trades-off easiness of implementation with a somewhat

overestimated value of the index.
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Figure 4.6: S4 for different Detrending Methods

4.3 Detrending Issues when Monitoring Phase

Scintillations via Ph160

While issues for the estimation of amplitude scintillation derived from a sig-

nal processing point of view, for phase scintillations the situation is different.
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A specific hardware issue derived from the quality of the oscillator may im-
pair completely the measurements. As seen in Section 4.1, TCXOs are the
traditional oscillators used in GNSS receivers. While the phase noise level of
the TCXO is sufficient for most of the GNSS range of services, in the case
of phase scintillation monitoring it poses a problem due to being at the level
or superior than the strongest phase disturbances scintillations can induce
[42]. Replacing the TCXO with a more stable OCXO can solve this issue.
However, the cost of an OCXO makes it prohibitive for mass deployment, as
high quality oscillator such as the OCXO can easily be the most significant
cost item of a modern receiver. The phase noise of a TCXO can effectively
bury weak to moderate phase scintillations under the noise negating the pos-
sibility of detecting the phenomenon. In practice not only the oscillator, but
any defective equipment increasing the phase noise in the system may poten-
tially impair phase scintillation measurements. Figures 4.7 and 4.8 offer an
example of how such a situation may look like when estimating scintillation

indices from an equatorial scintillation data collection case.
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Figure 4.7: Scintillation indices. S4

As observed in Figure 4.7, the S4 was estimated correctly. However, it is seen
in Figure 4.8 that Phi60 shows the same behaviour for all satellites in view.

Moreover, the extremely high values reported are beyond any expected value

66



4 — Monitoring of Ionospheric Scintillations over Equatorial Regions

20

—PRN 1
——PRN 3
18| —_pRN 7
——PRN 8
16| —PRN 11
" PRN 13
c
S 14 PRN 19
& | —PRN23
12}
10t
8 i i i
5 10 15 20

Time (minutes)

Figure 4.8: Scintillation indices. Phi60

of the phase index, even for strong scintillation cases. It is to be considered

that for severe phase scintillation scenarios, o, assumes values around 1 radian

[43].

Scintillation indices being equal for all satellites in case of detected events
is not likely since their value depends on the particular portion of the iono-
sphere crossed by each signal. This situation is an indication of very strong
phase noise above the level of phase scintillations affecting the receiver. As a
consequence, all satellite phase measurements are contaminated and show the

same value of phase index regardless of the level of amplitude scintillation.

A possible approach to overcome the TCXO error and here applied is proposed
in [5] and [42]. The latter is a method based on the selection of a non-
scintillating link (assumed known) as reference. Phase measurements from the
reference signal are subtracted from the phase measurements of the remaining
satellites in order to remove the oscillator noise, that is the same for all the
considered links. The carrier phase of the satellite of interest can be expressed

as:

Ok = Pk — Pref (4.2)

where ¢y, is the carrier phase from the k' target satellite and can be modeled
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as:

Pk = Pk—geom + Pelock + Plk—scint + ny, (43)

with

® Vi_geom: as the phase contribution due to the satellite geometry.

Yelock: as the phase contribution due to the clock.
® ) sint: as the phase contribution due to ionospheric scintillation.

e n,: as other noise sources (e.g. thermal noise and satellite oscillator

noise).
©ref is the phase of the reference satellite, modeled as:

Pref = Pref—geom + Pelock + Nyef (44)

where the phase contributes are the same as in (4.3) but related to the ref-
erence satellite. The difference of these phase carriers is taken, creating a

combined carrier phase measurement given by:
Qﬁk = (Spk—geom - Spref—geom) + Pk—scint + (nn — nref) (45)

This new phase measurement now contains the combination of the geometric
effect for the two satellites, the combination of the noise on the two satellites,
and the phase fluctuations due to scintillation on the k-th satellite of interest.
The differential phase contribution due to the geometric effect can be removed
by modeling it as a third order polynomial, effectively isolating scintillation

for satellite £ from local clock and satellite motion effects.

To demonstrate the latter approach, the experimental set-up shown in Fig-
ure 4.9 was deployed. The signal from the antenna is split into two branches:
The upper branch samples the data with a high quality and stable oscillator
and will be used as the reference scenario. The lower branch, on the other

hand, samples the data with a low quality oscillator that introduces phase
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noise into the measurements and will be used as the test scenario for the
differential phase approach. Analysis is performed by comparing the outputs

of the two branches.

High-Quality
Oscillator
Front-end

Front-end
Low-guality
Oscillator

Figure 4.9: Differential phase experiment set-up
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Figure 4.10 presents the amplitude scintillation levels of the two chosen satel-
lites for the demonstration. PRN19, a non scintillating satellite link as evi-
denced by a value of S4 at the noise level, was chosen as the reference satellite.
Consequently, a low o, can be assumed for such satellite given that for equato-
rial scintillation as the one here considered, amplitude and phase scintillation
occurrence are highly correlated [8]. PRN23 is the satellite chosen as the
target. It is expected to have a significant amount of phase variations due to

scintillations as consequence of its high S4 value.

From the lower branch of the set-up, detrended phase measurements for both
satellites together with their phase difference can be seen in Figure 4.11. As
observed, the level of the phase fluctuations is nearly identical for both satel-
lites due to the phase noise introduced by the low-quality oscillator. However,

after applying the differential method the common phase error is eliminated,
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Figure 4.10: Amplitude scintillation indices for reference and target satellites

putting in evidence how dominant the common phase noise was over what

could be expected as phase variations due to scintillations.
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Figure 4.11: Corrupted phase vs Differenced phase

On the other hand, Figure 4.12 compares the differenced phase with the
uncorrupted detrended phase measurement of the target satellite, the latter
estimated this time with the high quality oscillator from the upper branch of
the experiment set-up. It is noticeable that the phase differenced curve is in
good agreement with the reference phase scintillation profile after the removal

of the common phase error. As expected, slight differences still remain due to
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the combined noise term from the two satellites, as it was presented in (4.5).
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Figure 4.12: Differenced detrended phase vs Reference detrended profile

To put in perspective how much power the phase disturbances can have over
the scintillations, Figure 4.13 compares the spectral characteristics of the con-
taminated phase samples with those of the differentiated and true scintillation

phase profiles for the target satellite.
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Figure 4.13: Power Spectral Densities of detrended phases samples

Finally, Figure 4.14 compares the phase indices computed from both branches

of the set-up. As it can be seen, the differential method can successfully
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eliminate common phase distortions affecting the satellite measurements in
the receiver and provide measurements in good agreement with the output of

set-ups using higher quality components.
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Figure 4.14: PHI60 comparison: Differential method vs. High quality
oscillator

4.4 Tonospheric Scintillations over Vietnam:

Campaign overview

Having solved the initial signal processing/hardware issues presented in Sec-
tions 4.2 and 4.3, a GNSS front end to collect unprocessed data samples was
installed in Hanoi, Vietnam for ionospheric scintillation data collection. The
campaign lasted for several months, from February to September 2013, in
which interesting scintillation events where recorded. The set up took place
at the NAVIS Centre, Hanoi University of Science and Technology in collab-
oration with the European Joint Research Center based in Ispra, Italy and
the NavSaS group of Politecnico di Torino/Istituto Superiore Mario Boella
based in Turin, Italy. The installation consisted of antenna, front-end, pc
and hard drives. Figure 4.15 presents a simplified diagram of the equipment

installation at Hanoi.
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Figure 4.15: Installation Set-Up Hanoi

The front-end setup is based on:

e A general purpose Universal Software Radio Peripheral (USRP). USRP
is a low-IF architecture radio designed to allow general purpose com-
puters or digital signal processors (DSP) to function as high band-
width communication devices. With a maximum sampling frequency of
50M Hz and operating frequencies ranging from DC to 5.9GHz, it is
capable of capturing all L band GNSS signals [44].

A high quality external Rubidium Oscillator, coupled to the USRP to
ensure that the phase noise remains at its lowest when performing phase

scintillation measurements.

A Septentrio PolaRx4 receiver. This receiver was set in parallel to
the front-end data collections, sharing the same antenna input of the
USRP. It was used to continuously log regular observables such as C'/ Ny,

azimuth and elevation of available satellites from both GPS and Galileo.
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Data were collected from February to September 2013 on a 20 minutes basis
each day after sunset local time for a few hours. This time window was deemed
suitable since the experiment was carried out in the equatorial area. Through
a replay process at JRC headquarters of the USRP logged data, scintillation
indices are obtained from a Septentrio PolaRxS [45] for comparison purposes.

Table 4.1 summarizes the configuration of the equipment installed.

Table 4.1: Hanoi Data Collection Set-Up

Parameter Value
Antenna AT1675-120W SEPCHOKE-MC
Geographical Coordinates 21°2'0"N/105°51'0" E
Front-end Ettus Research USRP Model N200
External Oscillator 10MHz Rubidium reference
Frequency band GPS L1 / Galileo E1
Signal GPS L1 C/A - Galileo E1
Intermediate Frequency IF 0
Sample type Short Complex
Sampling Frequency Fys 5MHZ
Front-end Bandwidth 5MHz

A fully software receiver as presented in [41] and updated to process scintil-
lated GPS and Galileo signals was used to post-process the data coming from
the USRP and calculate the scintillation indices. By following the procedure
presented in Section 3.4, it is possible to estimate the amount of amplitude
and phase scintillation affecting the signal. Following Sections present a few
cases that highlight scintillation activity in the region and further tests that

were performed with the data samples.

4.4.1 Scintillation Monitoring with GPS

Figure 4.16 shows the tracking processing outputs of GPS PRN23 acquired at
1440UTC during the 14 of March 2013. For the software receiver, the tracking
architecture consisted of a third order PLL with bandwidth B; = 12H 2z and

varying integration time 7},; of 1,10,and 20 milliseconds. The top plot shows
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the correlation outputs for the prompt, early and late correlators, the bottom
plot shows the estimated C'/Ny . As seen from the top plot, the so called
focusing-defocusing effect of scintillation in the signal amplitude causes the
power in the prompt correlator to fluctuate. The effect is also noticeable in

the estimated C'/Np.
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Figure 4.16: Processing scintillating signals with the software receiver.

Figure 4.17 shows a minute of the detrended SI from correlator samples
obtained at 1 and 10ms, compared with the signal power SP from samples
at 20ms. As analysed in the previous chapter, scale factors are eliminated
during the detrending normalization and no significant difference between
these estimations is observed, thus the S/ in Figure 4.18 is the same for
all three cases. There is a good agreement between the software receiver
calculated indices with the output from the Septentrio PolaRxS, the latter
used as a benchmark for the results. It is also noticeable that the satellite was
quite affected by scintillation, going from medium to very strong amplitude
scintillation levels in the 18 minutes of processed data. To recall, S greater

than 0.6 is considered strong in the literature.
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Likewise, Figure 4.19 corresponds to the detrended carrier phases.
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Figure 4.17: Detrended amplitudes for different PLL integration times.

—e— S4 Tint=1ms
0.9| —+—S4 Tint=10ms
—6— S4 Tint=20ms

0.8 S4 Sept /\
0.7} N PN
/N
0.6 A
0.5 / o
v

0.4} /
0.3l [ /\3
"0 5 10 15 20

Time (minutes)

Figure 4.18: 54 for different PLL integration times.

measurements are obtained directly at 50Hz rate regardless of the integra-
tion time. No major difference is observed between the detrended phases at
different integration time, provided the receiver was able to correctly track
phase changes in all of the three tracking configurations. Figure 4.20 gives
the corresponding phase scintillation indices from the detrended signals and
the Septentrio reference. There is no value shown for the index during the
first four minutes of data processing due to the transient time of the detrend-

ing filter of the phase measurements. Severe scintillation activity may lead
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Phi60 in particular to not being calculated at all if the satellite losses lock

continuously due to this necessary transient time.
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Figure 4.19: Detrended phases for different PLL integration times.
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Figure 4.20: Phi60 for different PLL integration times.

4.4.2 Scintillation Monitoring with Galileo

The same tests were performed on a Galileo satellite. Figures 4.21 and 4.22

show the estimated scintillation indices for Galileo PRN12 acquired at 1440U7TC

77



4 — Monitoring of Ionospheric Scintillations over Equatorial Regions

during the 10th of April 2013. A good agreement between the software re-
ceiver and the PolaRxS computation is also observed in this case. The track-
ing architecture consisted once more of a third order PLL with bandwidth
B = 12Hz and varying integration time 7T;,; of 4 and 20 milliseconds. As
in the case with GPS, no significant differences in using the signal intensity

estimator or a power estimator for the S4 computation were found.
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Figure 4.21: Scintillation indices from GALILEO signals. S4.
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Figure 4.22: Scintillation indices from GALILEO signals. Phi60.
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4.4.3 Strong Scintillation Activity over Hanoi

The skyplot for satellites acquired and tracked over Hanoi during the 10th
of April 2013 can be seen in Figure 4.23. Four datasets of 20 minutes were
acquired and stored between 1320UTC and 1600UTC and processed later
using the software receiver. Galileo PRN11 and PRN12 were present dur-
ing this time, making a good complement of the coverage attained by GPS
satellites and providing two extra ionosphere probe signals. PRN19 was also
present, albeit with low elevation and was not suitable for scintillation anal-
ysis. The three Galileo satellites can be identified in the figure by red tracks.

This particular day presented strong ionospheric activity, where almost all the

270

180

Figure 4.23: Skyplot over Hanoi on 10/04/2013.

satellites shown experienced scintillations. Figures 4.24 and 4.25 present the
S4 and Phi60 index for all the satellites. S4 levels around 1 can be observed

in satellites from both systems. Some satellites also experienced strong phase

79



4 — Monitoring of Ionospheric Scintillations over Equatorial Regions

scintillation, with phase deviations due to scintillation reaching up to and

above 1 radian.
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Figure 4.24: Recorded scintillation activity over Hanoi on 10/04/2013. S4.
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Figure 4.25: Recorded scintillation activity over Hanoi on 10/04/2013.
Phi60.
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4.5 Summary

This chapter reviewed key aspects to take into account when monitoring
ionospheric scintillations with GNSS, as it is necessary to take into account
hardware and software aspects of the receiver in order to correctly estimate
the behaviour of scintillations. It was seen that detrending operations can
enhance the output of the S4 index if the delay of the filter is not accounted
for. The mean value detrending appears as a viable alternative since it is
faster and easier to implement, but it has shown to enhance measurements of

amplitude scintillation in particular cases.

A summary of the components and functions of the receiver front end was
given, as elements that compose it, the oscillator in particular, can have
an influence over phase scintillation measurements given that its noise can
obscure the phase variations due to scintillations. Though the problem is
avoided by the use of high quality oscillators such as the OCXO or Rubidium
standards, it is a costly solution that might not not always be convenient.
However, through the differential phase measurement method this obstacle
can be overcome, making possible lower cost implementations of scintillation

monitoring.

81



Chapter 5

Radio Frequency Interference in

GNSS

Telecommunication systems transmitting at carrier frequencies close to GNSS
bands may interfere with satellite signals. Radio Frequency (RF) Interference
is an unpredictable and potentially devastating error for many GNSS appli-
cations. Given the extremely low received power of the GNSS signals, typ-
ically -160 dBW for all GNSS system, unintentional interference from other

telecommunication systems is not an unlikely threat.

The presence of interfering power can be due to several reasons, the main
ones being harmonics and intermodulation products. The former are inte-
ger multiples of the carrier frequency caused by non-linearities, as for exam-
ple, saturation of amplifiers. The latter occurs when two or more signals at

different frequencies are mixed by passing through some non-linearities.

This has lead to extensive research to assess and improve the reliability of
GNSS receivers against interference effects as more of these systems will start
working in frequency bands close to GNSS in the near future. Consequently,
it is also of interest to understand the effects that interference may have on the
estimation of scintillation indices and in particular those that can fall within

the GNSS L1/E1 band, the most widely used to monitor scintillations. When
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subject to interference, GNSS receivers experience an increased variance in
the signal amplitude and phase that could potentially impair the effectiveness

of scintillation monitoring.

This chapter will review the classification of interference signals in the litera-
ture, which systems could potentially generate such signals and in particular
the effects interference can induce in a GNSS receiver. A few of the most

common interferences nowadays will be analysed in detail as well.

5.1 Classification of Interference

Interference from other systems can be classified taking into account different

aspects of the signals [46][47].

1. Source: According to the source, they can be either intentional (jam-
ming) or unintentional. The first are common for military scenarios
while the second are due to unintentional leakages of power out of the

interference emitter allocated bandwidth.

2. Bandwidth: Depending on the bandwidth of the interfering signal B;,;
with respect to the bandwidth of the GNSS signals Bgnss, they may

be categorized as:

e Narrow-band Interference (NBI) when the spectral occupation is

smaller with respect to the GNSS signal bandwidth (B;,; <<
Beanss)

o Wide-band Interference (WBI) when the spectral occupation is
comparable with respect to the GNSS signal bandwidth (B, ~
Banss)

o Continuous Wave Interference (CWI) which represents the ulti-
mate limit in NBI and appears as a single tone in the frequency

domain (Bj,; — 0)
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3. Time domain behaviour: According to its characteristics in the time
domain, an interfering signal may be either non-pulsed (continuous)
or pulsed. Pulsed interfering signals are characterized by on-off sta-
tus of short duration in the order of us, which alternate in the time
domain. Such kind of interference signal is typical of the aviation sce-
narios, where several Aeronautical Radio-navigation Services (ARNS)
broadcast strong pulsed signals in a bandwidth that is shared with some

of the satellite navigation systems.

4. Frequency spectrum: Depending on where the interference appears
in the frequency domain with respect to the radiofrequency spectrum

occupied by GNSS signals, they may be categorized as:

e Qut of band: When the carrier frequency of the interference signal
fine 18 located near to the targeted GNSS frequency band faonss.
In this case fin; < fanss — Banss/2 or fine > fanss + Banss/2

e In band: When the carrier frequency of the interference signal falls
within the GNSS frequency band. In this case fonss— Banss/2 <
fint < fanss + Banss/2

5.2 Interference Effect on GNSS Receiver Out-

puts

Strong interference can cause GNSS receivers to lose lock on satellite signals
and stop working. Nevertheless, in many cases the presence of interference
power is only strong enough to decrease the receiver performance but not
to blind it completely. Such intermediate power values turn out to be the
most dangerous since sometimes they cannot be detected. They lead to an
increased error in pseudoranges and phase measurements, thus decreasing
the accuracy of the position solution. The impact of interference can be

summarized depending on the stage of the receiver [47][1]:
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Impact on the front-end: The Adjustable Gain Control(AGC) adjusts the
power of the incoming signal to optimize the signal dynamics for the Analog
to Digital Coverter (ADC) stage in order to minimize quantization losses.
When interference is present the AGC will squeeze the incoming signal in
order to match the maximum dynamics of the ADC, thus causing a reduction

of the amplitude of the useful signal, which may be lost.

Impact on the acquisition stage: Effects on the search space may depend
on the type of interference. Overall, an increase of the noise floor may be

observed.

Impact on the tracking stage: The impact of the interferer on the tracking
stage has a direct consequence on the quality of the measured pseudorange.
Presence of harmful interfering signals not only produce an increase of the
variance of Time of Arrival estimate provided by the discriminator but also
cause a modification of the shape of the S-Curve of the code discriminator,
thus creating in some cases a bias in the measurements. The noise on the
phase measurements of the GNSS receiver is increased as well, with an overall

increase in the variance of the carrier phase discriminator output.

Impact on the estimated signal to noise ratio: The C'/N, provided by
the receiver is by definition the ratio between the received signal power and
the power spectral density due to thermal noise at the input of the receiver.
The presence of the interference should not change the value, since the thermal
noise is not increasing. However, since the C'/Ny is estimated on the basis
of the correlator outputs at the tracking stage, it is affected by the presence
of the additional (non-thermal) noise generated by the interference. In some
cases, the variation of C'/Ny may be used as an observable for interference

detection.
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5.3 Potential Interference sources

Interference mainly comes from spurious emissions of out-of-band system
which generate harmonics colliding with the GNSS bandwidths. Some of
the main unintentional interference sources in GNSS bands can be seen in
Figure 5.1 and are detailed next.
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Figure 5.1: Potential interference sources in GNSS bands.

e Analog and Digital TV Channels: In the broadcast analog TV signal,
Very High Frequency (VHF) and Ultra High Frequency (UHF) bands
are used. Harmonics of such bands generated by TV ground station
transmitters can generate potentially dangerous interference for GNSS
receivers. They can be both wide and narrow band interference: the
video carriers are considered as medium/wide band signals whereas the
sound carriers are considered as CWI. In [48], an interference case is re-
ported from TV signals where harmonic distortions from a low noise am-
plifier (LNA) resulted in average 5dB decreases in C'/Ny. Malfunction
of power amplifiers may also cause digital television signals (DVB-T)

to generate harmonics that fall into GNSS bands [9].
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e VHFCOM: VHF systems, such as the Air Traffic Control (ATC) com-
munications can generate armonics that fall into GPS bands. These are

considered as NBI with a bandwidth of about 25KHz.

o F'M Signals: The harmonics generated by FM sources are considered as
WBI with respect to GNSS signals. They are allocated in the L1/E1
bands.

e VOR and ILS: The VHF Omni-directional Range (VOR) is a radio
navigation systems for aircrafts. The Instrument Landing System (ILS)
consists of two radio transmitters providing lateral and vertical guidance
to aircraft for approaching landing. Their harmonics, the 14th from VOR
and 2nd from ILS corresponding to 111.9 and 111.95 MHz, enter on the
L1/E1 band. They are considered CWT signals.

AS stated before, some interference sources broadcast signals whose carrier
frequency is allocated in the GNSS bands. As of now, the frequency bands
of new signals such as the GPS L5 and Galileo E5 is shared with positioning
Aero Radio Navigation Systems (ARNS), the Distance Measuring Equipment
(DME) and military Tactical Air Navigation (TACAN), all of which can have

an impact on GNSS receiver performance [49|.

Unlike the shared L1/E1 frequency band, the GPS L5/L2 and Galileo E5/E6
bands have not been allocated exclusively for navigation systems, conse-
quently increasing the probabilities of interference. In-band interference may

also be generated by jammers, devices transmitting signals with the intention

to jam (or block) GNSS signals.

5.4 Interference signal description

Next are described in more detail some of the most common interference

signals mentioned before.
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5.4.1 Continuous Wave Interference

CWI can severely impact GNSS receiver either on the acquisition or tracking
stages. This is due to the interference power being dispersed on the whole
search space by the correlation with the local code, compromising the acqui-
sition accuracy and impacting on the other functional blocks. CWI can be
generated from harmonics of various sources like FM/TV transmitters and
mobile phone networks. Such interference signal can be represented by a pure
sinusoid:

Gew(t) = Acwsin(2m fowt + 6) (5.1)

where Acw, fow, and 6 are respectively, the amplitude, frequency and phase

of the CW.

The impact of CWI strongly depends on the value of the central frequency
of the interference within the GNSS frequency band, due to the particular
spectral characteristics of the code. The spectrum of a GNSS signal like GPS
C/A and Galileo E1 have spectral components spaced at multiples of the
inverse of the code period, e.g. 1 kHz for GPS C/A code.

Such spectral components are more sensitive to interference and the CWI
can generate false lock in the correlators when aligned with one of them [1]
[50]. As it was seen in Figure 2.4, they have approximately but not exactly,

a sin(z/x)? power spectral envelope .

The power level of the individual spectral components depends upon the in-
dividual code and varies from a worst case of from —18.3 to —21.5dB to more
typical values on the order of —30dB below the code power for small fre-
quency offsets. The actual line component at zero offset is almost completely
suppressed (—60.2dB) because the balanced Gold codes have an average of
only —1/1023. Thus, if a narrow bandwidth interfering signal such as the
CWTI in (5.1) is received, and its frequency matches that of one of the C/A
reference signal spectral components, the interference signal generates a comb

of such components in the correlator output.
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One of these components, corresponding to the frequency offset of the inter-
ference relative to the receiver reference local oscillator, can fall directly on
the correlated output signal. Thus, the worst case interference signal would
be attenuated relative to the total code power by only 18.3 to 21.5 dB de-
pending on the satellite C/A code. However, the more typical numbers are in
the vicinity of —30dB as the frequency offset becomes greater than 600K H z.
Even if one of the tones from a CW interference should fall directly in the
receiver tracking band, it is likely that only one satellite will be affected,

because all satellites have somewhat different Doppler profiles [10].

An example of a continuous wave interference in GNSS is now presented.
Details of the scenario are reported in Table 5.1. In the example the signal
has a duration of 26 minutes and CWTI is injected for half of that time, from

minutes 8 to 21.

Table 5.1: CWI scenario set-up.

Parameter Value
Signal GPS L1 C/A

Intermediate Frequency IF 3MHz

Sampling Frequency Fg 12MHZ
Front-end Bandwidth 5MHz
Interference Type CWI

Interference Power -130dB

Interf. Freq. Offset w.r.t. L1 carrier 25KHz

Figures 5.2 shows the spectrum of the GNSS signal at IF and the estimated
C'/Ny. Figure 5.3 shows outputs from the tracking such as the phase error
and power in the correlators of a GPS signal affected by CWI. As seen in
Figure 5.2(a), CWI can be seen as a single tone above the GNSS signal level

in the frequency domain.

When the interference is present the effect is noticeable in the correlator out-
puts with the power of the signal fluctuating as depicted in Figure 5.2(b)
and consequently affecting the estimation of the C'/Ny as evidenced in Fig-

ure 5.3(a). Moreover, Figure 5.3(b) shows there is a particular effect on the
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phase error as the CWI moves closer to one of the code spectral lines around

minute 17, with a huge increase in the error that might affect greatly phase

measurements.
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Figure 5.2: GPS Signal under CWI (1).
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Figure 5.3: GPS Signal under CWI (2).

5.4.2 Wideband Interference

Interferences with bandwidth comparable to that of the GNSS signals are
considered WBI. As example, the harmonics generated by FM sources are
considered as WBI with respect to GNSS signals allocated in the L1/E1
bands. It can be represented as an Additive White Gaussian Noise signal

[51].
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Similarly to the CWI case, a simulated scenario is presented next to showcase
some of the characteristics of the WBI. Details of an example scenario are

summarized in Table 5.2.

Table 5.2: WBI scenario set-up.

Parameter Value
Signal GPSL1C/A

Intermediate Frequency IF 3MHz

Sampling Frequency Fls 12MHZ
Front-end Bandwidth 5MHz
Interference Type WBI

Interference Power -130dB

Interf. Freq. Offset w.r.t. L1 carrier 25KHz
Interference Bandwidth 1MHz

The spectrum of the signal affected by the WBI is observed in Figure 5.4.
The effects of the WBI differs from the one presented earlier in the CWT case.
When WBI is present it can be taken as a steady increase in the noise floor
independently of the code spectral lines. As explained before, the AGC in
its function to accommodate to the increased signal dynamics squeezes down
the useful GNSS signal. This explains the constant drop in power noticed
in Figure 5.4(b) in the correlators output. The estimated C/Nj is affected
accordingly, as seen in Figure 5.5. A steady increase in the phase errors due

to the presence of the WBI is also observed in Figure 5.5(b).
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Figure 5.4: GPS Signal under WBI (1).
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Figure 5.5: GPS Signal under WBI (2).

5.4.3 Chirp Interference

Chirp signals are characterized by a linear variation in time of their instan-
taneous frequency. This kind of interfering signal appear as WBI in the
frequency domain and is typically generated by the jammers. Such devices
are capable of transmitting strong power chirp signals sweeping several MHz
in few ps, obscuring the correct reception of GNSS signals. These devices
are able to transmit over different GNSS frequency bands [52]. A simulated

example scenario is described in Table 5.3.

Table 5.3: Jamming scenario set-up.

Parameter Value
Signal GPS L1 C/A
Intermediate Frequency IF 3MHz
Sampling Frequency Fjg 12MHZ
Front-end Bandwidth 5MHz
Interference Type Chirp Signal
Interference Power -130dB
Sweep Period s
Sweep Range(L1+/-) 11.6MHz / 7.4MHz

Effects can be observed in Figures 5.6 and 5.7. In this case, effects are similar
to the WBI presented before, but less pronounced due to the fact that the
same interference power of both cases, —130dB, is in the present example

spread in a bigger bandwidth than what the front-end can actually let in.
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For this reason the actual power of the jamming signal into the receiver is

lower. Consequently, the effects in C'/Ny and phase error are less pronounced.
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Figure 5.6: GPS signal under jamming interference (1).
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5.5 Summary

An introduction to interference in GNSS was presented in this chapter. In-
terference signals can be classified in general according to its emitter source
type and/or its time and frequency domain behaviour. The impact on GNSS
receiver stages varies according to the type of interference, affecting the per-

formance from the acquisition stage up to the positioning estimation. Despite
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all the harmful effects interference can induce in GNSS receivers and related
services, it is to be considered that RFT is typically generated only in case
of bad design of the communication systems or malfunctioning events. The
most typical form of unintentional interference were presented, Continuous
Wave and Wideband interference signals, along with the more special case of

intentional interference or so called jamming.
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Chapter 6

Interference Effect in GNSS-based
Estimation of Ionospheric

Scintillation Activity

The previous chapters reviewed the effects that both ionospheric scintillation
and interference have separately on GNSS systems. We now introduce in this
chapter the effect of interference in the context of scintillation monitoring.
The chapter will take a look at how the scintillation indices output is affected
by the presence of several interference signals based on their power, time and

frequency characteristics.

Interference tests and analysis have been performed extensively to analyze
its effects in GNSS architecture and positioning solutions, as in [51], [53] and
[54], where the reader is referred for a comprehensive analysis. Our focus here
is to observe the effects on the scintillation indices, something the authors
consider is necessary as scintillation monitoring becomes a more important
activity. As presented in Chapter 5, under interference a GNSS receiver may
experience fluctuations in both power and phase measurements. These are
indeed problems that may trigger a false detection of ionospheric activities

when tracked by GNSS signals.
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The fact that interference can potentially affect the estimation of scintillation
activity is mentioned in the literature, as in [6] and [55]. However, a look
into the effects of interference on scintillation monitoring is lacking and it is

proposed here.

6.1 Scintillation - Interference Scenario

The scenario where a scintillating signal arrives to the GNSS antenna along
with an interference signal is described in Figure 6.1. In this scenario of
interest, the scintillating signal can be affected by one of several types of

interference.

GNSS Satellites

lonosphere
irregularities

Scintillatin )
& Interference Signal

Signal \
GNSS <<<
Antenna
Receiver Processing Outputs

*E,L,P correlations.
eIntegrated Doppler.
*C/NO estimation.
*lonospheric Scintillation
indices

FRONT-END |—| ACQUISITION |—| TRACKING

Figure 6.1: Illustration of a scenario where both scintillation and
interference affect the GNSS signal.

For a single GPS satellite, in order to simplify the notation,the signal at the

input of the antenna can be written as:
Ssp=S(t) +i(t) (6.1)
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where S(t) is the GNSS scintillating signal as defined in Section 3.4, and
i(t) is an interference signal that can assume different forms depending on
the system that generated it. To observe the effects of interference in the
calculation of the S4 we will first introduce examples of reference scenarios
in which only scintillations are affecting the L1 signal, to then proceed to
regenerate/reprocess the same scintillating scenarios with the presence of an
interference. As there are many possible signals that could interfere with
GNSS, we will reduce our analysis to two of the most commonly found in-
terferers: the continuous wave and wideband type interference signals, the
latter in the form of wideband noise and chirp signals. An analysis on how
the scintillation indices may be affected by interference is presented in follow-
ing Sections by comparing with reference scenarios for both amplitude and

phase scintillation .

6.1.1 Effects on S4

The fact that amplitude scintillation index S4 is calculated over the fluctu-
ations of the signal intensity samples may make it vulnerable to additional
error sources such as interference that also cause the signal power to fluc-
tuate. Taking what was presented in Section 5.4 as foundation, Table 6.1
summarizes the scenario set-up to analyze the effects on the S4 when calcu-
lated from a GPS signal in the presence of interference. The three different
interference signals described before, namely: Continuous wave, Wideband

noise and Chirp Signal will be included in the analysis.

6.1.1.1 CWI Case

Before calculating S4, signal intensity (SI) must be calculated as first step.
Figure 6.2 shows the SI samples versus the trend computed by using both
the filter and mean value detrending methods. As observed in the figure, due

to the effects of the interference there is a compression on the GPS signal
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Table 6.1: Scintillation-Interference scenario set-up.

Parameter Value
Signal GPS L1 C/A
Simulation total time 24 minutes
Intermediate Frequency IF 3MHz
Sampling Frequency Fg 12MHZ
Front-end Bandwidth 5MHz
Nominal C/NO 49dBHz
Initial Doppler 2000 Hz
Doppler Rate 1Hz/s
Scintillation Level Weak
Scintillation Time Interval From minute 4 to end
Interference Type CWI, WBI, Chirp
Interference Time Interval From minute 8 to 21
Interference Power -130dB
Interf. Freq. Offset w.r.t. L1 carrier 25KHz
PLL Bandwidth 5Hz
PLL Integration Time 1ms

amplitude that can be interpreted as a change of the gain in the receiver,
effectively limiting the power of the signal that can be extracted. This is
one of the effects interferences can cause to GNSS receivers, as analysed in
Chapter 5. Such effect points to the AGC, which adjust its gain depending on
the signal amplitude. In the presence of interference and its increased signal
amplitude dynamics, this means that the gain of the useful part of the signal

is not constant anymore and it is in fact reduced.

When extracting the trends of such signal the different detrending methods
have different behaviors on how fast they can react to these sudden changes
introduced by the AGC. The filter method can swiftly follow the drastic
changes both when the interference starts and ends, as seen in Figure 6.2.
On the other hand, the mean value detrending method has the downside of a

slow reaction due to being computed every 60 seconds, as seen in Figure 6.3.

Since the filter detrending method managed to accommodate to the dis-

tortions in the SI, the corresponding detrended signal does not show any
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Figure 6.3: ST vs. Slieng in interference scenarios. Mean value Detrending.

anomaly due to detrending operation, as it can be seen in Figure 6.4. On
the other hand, given the rather long time window of the mean method every
60 seconds, the slow reaction of the mean detrending in following the SI cre-
ates distortions in the detrended signal when the change of gain due to the

interference occurred, as observed in Figure 6.5.

Figure 6.6 shows the computed S4. Distortions can be seen with respect
to the non interfered scenario, though these differ at some points from one
detrending method to the other. For both methods, the lower C'/Ny estimated

when interference is active caused the estimated S4 at some points to be set
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Figure 6.4: Detrended ST in interference Scenario. Filter Detrending.
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Figure 6.5: Detrended ST in interference Scenario. Mean value Detrending.

to zero, since it was deemed to be originated by only noise according to the
S4 corrections performed as in ( 3.11) and (3.12). Both methods also show a
big distortion around minutes 17 and 18, which correspond to the particular
time when the frequency of the interference is in the vicinity or aligned with
one of the code spectral components appearing every 1Khz for a C/A signal.
As explained in Section 5.4, CWI has more degrading effects for the receiver

at those frequency intersection points.

However, further distortions can be observed in the S4 calculated using the

mean value detrending. Two extra peaks, one at minute 8 and the other at
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minute 21, are in correspondence to the distortions detected earlier in the
detrended signal. Once again, though the mean value detrending method is
simpler and faster than the filter, its slow reaction in following the sudden
variation levels of the SI makes S4 measurements performed with this method

more susceptible to interference effects.

0.5

S4 Interf. (filter)
—e— S4 Interf. (mean)
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S4 (unitless)

0.1r

4 8 12 16 20 24

Figure 6.6: Measured S4 under CWI.

6.1.1.2 WRBI Case

The calculated S4 for the two other cases of interference described in Sec-
tion 5.4, Additive White Gaussian Noise and Chirp Signal, are shown in
Figures 6.7 and 6.8 respectively. Similar to what was observed in the CWI
case, distortions in the S4 are noticeable in particular when the mean value
detrending method is employed. Both of these interference signals are con-
sidered as wideband with respect to the GPS L1 C/A signal, but in the case
of the AWGN all of the interference power is within the considered band of
the L1 C/A signal in our example scenario, whereas only a fractional part of
the chirp signal power is actually in-band. The more interference power is
present, the more the AGC compresses the useful signal and the bigger the
peak distortions observed in the amplitude index, as noticed when comparing

Figure 6.7 and Figure 6.8 for the two cases of wideband interferers. WBI
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Figure 6.7: Measured S4 under WBI. AWGN case.

0.6 -
S4 Interf. (filter)
—e— S4 Interf. (mean)
0.5 —e— S4 reference
2 0.4t
@
s
2
) 0.3r
0.2f

0.1 : : : :
4 8 12 16 20 24

Figure 6.8: Measured S4 under WBI. Chirp signal case.

have no particular effects with respect to the spectral properties of the GNSS
signals as was the case with the CWI and the spectral lines, therefore the
biggest S4 distortion appearing at minute 16 in the CWI is not present in
any of the WBI cases.

Results concerning the distortion due to the AGC are summarized in Ta-
ble 6.2 for different interference power of both CWI and WBI types. For
cases in which the interference power is high with respect to the signal and
in particular for WBI, 5S4 values that went beyond the theoretical maximum
value (S4 = 1.4) were found in the calculations and were readily discarded.

The term Not valid identifies such cases in the table [56].
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Table 6.2: Summarizing results of S4 peaks due to interference.

S4 variations
Type | Power (dB)
Filter Detrending | Mean Detrending
-120 Not valid 0.4 - Not valid
-125 Not valid 0.4 - Not valid
WBI
-130 0.2 04-1.1
-135 0.1 0.3-0.6
-120 0.4 04-1.1
-125 0.15 03-1
CWI
-130 0.08 0.25-0.5
-135 0.06 0.25

6.1.1.3 Turning off the AGC

To avoid the issues the AGC may introduce when monitoring ionospheric
scintillations, some receivers give the optional choice to turn this particular
feature off. The analysis of the scintillation-interference environment with

this particular receiver configuration selected is then presented.

Figure 6.9 shows a comparison, in a CWI scenario, of the signal intensity es-
timated when the AGC is active versus the case when it is disabled. As it can
be seen, when the AGC is disabled the compression effect previously present
disappears. Now the signal has a constant gain even when the interference is
affecting the signal. This translates into the actual detrending signals, as seen
in Figure 6.10 and in particular for the mean value method, not presenting

the distortions detected before at minutes 8 and 17.

Figures 6.11 and 6.12 show the newly calculated S4 for CWI and WBI cases.
As a consequence of the absence of AGC effect, the peaks detected earlier
when using the mean detrending method are no longer present and only the
disturbances caused by the interference themselves remain. It is seen that
due to its particular effects, the CWI is much more disruptive than the WBI

when performing amplitude scintillation measurements.
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Figure 6.9: Signal intensity under CWI.
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Figure 6.11: Measured S4 under Interference: AGC disabled, CWI case.
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6.1.2 Effects on Phi60

Interferences also introduce additional phase disturbances that may fall in
the frequency range of phase scintillations, thus disrupting the phase index
measurements as well. How the Phi60 index could be affected is presented
in the following for the CWI and WBI cases using the interference scenarios
summarized in Table 6.1. As done for the S4, analysis will be performed by

comparison with the non-interfered scenarios.

6.1.2.1 CWI Case

The phase error of the interfered signal versus the phase errors in the absence
of interference are shown in Figure 6.13. An increase in the error variance
is noticeable when the interference is present and, in the CWI in particular,
the effect is more harmful when the interference frequency is in the vicinity
or aligned with one of the code spectral lines, as it happens in this case
around minute 17. Such errors in the phase estimate will ultimately impact

the detrended phase measurements as well, as observed in Figure 6.14.

The estimated phase index can be seen in Figure 6.15, where it is noticeable

that CWI mostly affects the phase measurements at the intersection point
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Figure 6.13: Phase observables under CWI. Phase Error.
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Figure 6.14: Phase observables under CWI. Detrended Phase.

with the code spectral lines. Beyond that particular moment, the index re-
mains largely unaffected and maintain approximately the same value as when

only scintillation is present.

The former can also be corroborated from the spectral point of view as in
Figures 6.16 and 6.17, where a comparison of the power spectral density is
shown for two different time frames while the interference is active: one at
minute 7 when it is not aligned with a spectral component of the GNSS signal,
the other at minute 17 when the CWI is more harmful (aligned). As seen
in Figure 6.16, despite CWI being present it does not introduce particular
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Figure 6.15: Phi60 under CWIL.

phase distortions in the range of the phase scintillations. On the other hand,
in Figure 6.17, it is evident that when CWTI is at its worse, the distortions
it induce in the receiver tracking have more power in the range of the phase

scintillation, consequently affecting the output of the index.
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Figure 6.16: PSD of detrended phases samples under CWI when not aligned
with a spectral component
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Figure 6.17: PSD of detrended phases samples under CWI when aligned
with a spectral component

6.1.2.2 WRBI Case

Once more, WBI effects differs from the CWI case. When WBI is present it
can be taken as a steady increase in the noise floor [51]. In the case of AWGN,
as shown in Figures 6.18 and 6.19, a uniform increase in the phase error
variance and detrended phase measurements is observed that also translates
into enhanced Phi60 measurements while the interference is affecting the

system.
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Figure 6.18: Phase scintillation measurements under WBI: AWGN case. (1)

Similar effects are observed when the WBI has the form of a chirp signal, as
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Figure 6.19: Phase scintillation measurements under WBI: AWGN case. (2)

shown in Figure 6.20. In this case, however, since the actual power of the

interference affecting the system is lower the effects are less pronounced as

well.
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Figure 6.20: Phase scintillation measurements under WBI: Chirp Signal case.
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As part of the analysis, tests were also performed when the AGC in the
receiver front-end is turned off. However, the AGC was not expected to
change the behaviour of the Phi60 index whether it is disabled or not, as it
has no incidence in the phase measurements. As observed in Figures 6.21
and 6.22; beyond the interference effect the phase index shows no difference

regardless of the status of the AGC.
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Figure 6.21: Phi60 under interference: Case AGC turned off: CWI
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Figure 6.22: Phi60 under interference: Case AGC turned off: WBI
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6.2 Characterization of Continuous Wave In-
terference on GPS Scintillation Measure-

ments

From our previous analysis presented in Section 6, how much the scintillation
indices are affected by interference may largely depend on the type of interfer-
ence signal. Given the particular effects of the Continuous Wave interference,
it has shown more potential to affect the estimation of ionospheric scintilla-
tion activity when compared to the Wideband interference cases studied. In
this section we will review the effects of CWI in more detail. The analysis will
focus solely on the composite input signal characteristics, mainly its scintil-
lation level and the power and offset of the continuous wave interference with
respect to the GNSS scintillating signal. Receiver dependant effects such as
the one introduced by the AGC will be neglected by considering this partic-
ular feature disable, thus the gain on the signal is to be considered constant
during the full length of the tests and the CWI is always actively affecting
the signal.

6.2.1 CWI Effect According to Scintillation Level

Fluctuations in amplitude and phase introduced by the CWI mislead the mea-
surements of both S4 and Phi60 indices. However, the impact of the CWI
over the scintillation indices may also be dependent on the actual level of
scintillation fluctuation affecting the GNSS signal. For a signal strongly fluc-
tuating due to scintillations, the range of perturbations induced by the CWI
can in fact fall below such fluctuations, thus not being noticed. Test cases
examining such scenarios are presented next. Table 6.3 shows a summary
of the most relevant signal characteristics of our simulations. Specifically,
three different scintillation scenarios are considered for the GNSS signal: ab-

sent/low, moderate and strong scintillations. The power of the continuous
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wave interference is fixed and its offset with respect to the carrier frequency
is in the range of few kilohertz , which is when the CWI is more harmful for
the acquisition and tracking stages of the receiver[10]. Considering the initial
doppler and doppler rate of the signal, the continuous wave is aligned with
a code spectral line around minute 17, and it is around that moment when

most of the effects will be noticeable in all the following tests.

Table 6.3: CWI effect according to scintillation level.

Parameter Value
Frequency band GPS L1
Nominal C//N 49dB/Hz

Doppler frequency 2KHz
Doppler rate 1Hz/s

Scintillation levels Weak /Moderate/Strong
Intermediate Frequency IF 3MHz
CWI foffset w.r.t. IF 25KHz
CWI Power -130dB

6.2.1.1 No Scintillation / Low Scintillation Cases

As analyzed in Section 6.1.1.1, the lower C'/Ny measured while the interfer-
ence is active will cause the S4 index to be set to zero. The most noticeable
effect will largely show when the CWTI effect is at its worse near the code
spectral lines, for both amplitude and phase indices. The latter effect how-
ever, depends on the amount of power allocated to the particular spectral line
according to its coefficient in the code spectrum, which differ from satellite to
satellite [57] [58]. As a consequence, even though the most noticeable effects
coincide for all satellites every 1KHz of doppler frequency (for GPS L1 C/A
signals), the impact on the indices varies according to the code spectrum
of each particular satellite and its doppler frequency. Figure 6.23 shows an
example of this scenario for three different satellite signals affected by low

scintillation.
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Figure 6.23: CWI effect in a weak scintillation scenario.

As seen in the Figure 6.23, despite being affected by the same interference
not all satellites reflect the effects at the same level. Differences in the esti-
mated C'/Ny and scintillation indices are noticeable from one satellite to the
other due to the particular way in which CWT affects the GNSS signals, that

is dependent to the particular line spectrum of each satellite code. In the
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example scenario, as it is a case with low scintillation both S4 and Phi60 in-
dices show a significant response mainly when the CWI is at its critical effect
around minute 17. At that moment, as the interference gets in the vicinity of
a code line frequency the phase errors at the PLL tracking stage increase, as
compared in Figure 6.24 for the clean and interfered signals of PRN1. This
affects both the correlations and phase measurements observables on which

the computation of the scintillation indices are based.
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Figure 6.24: Phase errors PRN1.

In this particular scenario all of the satellites initial doppler frequency was set
at the same value, in order to showcase how the effect of the continuous wave
interference over the scintillation indices varies from satellite to satellite under
the same conditions. Indeed, the CWI triggered a response of the ionospheric
indices estimation of the satellite signals and may consequently raise a false
alarm of detected scintillation events in the receiver channels. It is, however,
not a likely case to present simultaneously in several channels as each satellite

signal will have a different doppler frequency value.

Nevertheless, the behaviour of the index suggest that in a scenario where the
continuous wave interference is actively present for a long time, upon obser-
vation in the long period, it could be possible to discard the measurements

as being originated from scintillations. Scintillations are dependent on the
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portion of the ionosphere traversed by each satellite signal, it is not an effect
that would appear deterministically as a repetitive pattern. The fact that

they are random is the reason why scintillations are so difficult to anticipate.

However, if the satellite signal is already affected by a significant amount
of scintillation when the interference takes effect it might not be possible
anymore to notice the presence of interference just by observation of the

scintillation indices. Following two cases take a look to such scenarios.

6.2.1.2 Moderate Scintillation Cases

The same CWI acting on a moderate scintillation scenario can be observed

in Figures 6.25 and 6.34.
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Figure 6.25: CWI effect in a moderate scintillation scenario. C'/Nj.

Comparing with the no scintillation scenario presented before, the effects are
not immediately noticeable in the scintillation measurements in this case.
Now the fluctuations in amplitude and phase induced by the interference
are, for the most part, below those induced by scintillations except when the
continuous wave frequency is on alignment with a code spectral lines. Looking
at the S4 index in Figure 6.25, the presence of the interference signal goes

unnoticed. The effect on the Phi60, as shown in Figure 6.34, is only noticeable
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Figure 6.26: CWI effect in a moderate scintillation scenario. Scintillation
indices.

when the CWT effect is at its worse during minute 17 due to the increase in

phase distortions but could readily be mistaken as scintillation activity.

However, the combined effect of scintillation and interference makes phase
scintillation measurements more susceptible to errors as well, potentially ne-
glecting the phase estimation of the events if losses of lock occurs. Fig-
ure 6.27 shows the overall increase in tracking phase errors as compared to

the reference case without interference.
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Figure 6.27: Phase errors.
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6.2.1.3 Strong Scintillation Cases

An example of the CWI acting on a strong scintillation scenario is presented
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Figure 6.28: CWI effect in a strong scintillation scenario. C/Ny.
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Figure 6.29: CWI effect in a strong scintillation scenario. Scintillation
indices.

The estimated C'/NO for the present scenario can be observed in Figure 6.28.
Figure 6.29 shows the estimated ionospheric indices. It can be observed that
S4 remains quite unaffected by the presence of the interference. This suggests

that signal power fluctuations due to the continuous wave are not greater
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than those induced by the scintillation activity. On the other hand, due to
the increased phase errors the phase index presents large deviations to the
point of becoming unusable. This is because on top of the phase errors due
to scintillations, now the receiver has to cope with the phase disturbances

due to the CWI as well, as seen in Figure 6.30. Strong scintillation activity
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Figure 6.30: Phase errors.

already stresses the tracking architecture of the receivers to the point where
losses of lock of the signal occurrence increases. This affects at the same time
any measure of phase scintillations, a problem that is only made worse by the
presence of interference that complicates any estimation of phase scintillation

activity.

6.2.2 CWI Effect According to Frequency Offset

Continuous wave interference attenuates greatly the performance of the GNSS
receiver when its frequency coincides or is near the code spectral lines as seen
from the previous section, but such effect is also in general more disrupting
when the interference frequency is at or close to the maximum of the signal
spectrum. Having this in mind, the following scenarios show how the CWI

effect can change according to the frequency offset between its frequency and
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that of the carrier of the GNSS signal. Table 6.4 shows a summary of the

most important signal characteristics relevant to the tests.

Table 6.4: CWTI effect according to frequency offset.

Parameter Value
Frequency band GPS L1
Nominal C'/Ny 49dB/Hz

Scintillation level Moderate
Intermediate Frequency IF 3MHz
CWI foffser w.r.t. IF 25/525/1025 KHz
CWI Power -130dB

As seen from the table, the scintillation activity will be kept to a moderate
level and the power of the interference is also fixed to a moderate value of
-130dB. The CWI effect will be reviewed by solely changing its frequency
offset with respect to the intermediate frequency of the GPS L1 C/A signal.
To recall, the main lobe of that signal concentrates most of the power of the
signal and has a bandwidth of 2MHz. Scenarios are based on the continuous
wave being in the vicinity of the carrier frequency or center of the main lobe,

and halfway and outside the main lobe.

6.2.2.1 CWI in the vicinity of GNSS Carrier Frequency

The spectrum of the GNSS signal affected by the interference can be seen
in Figure 6.34(a), where it is visible that the continuous wave is right at the
center frequency of the spectrum. Figure 6.34(b) shows the estimated C'/NO

under the current scenario.

Figure 6.32 shows the estimated scintillation indices, where it is seen that the
CWI close to the carrier frequency causes disruptions to both S4 and Phi60
indices. For the latter in particular, the effects are more disruptive when the
continuous wave is in the vicinity of one of the spectral components of the

code due to the increased phase errors in the receiver tracking.
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Figure 6.31: CWI effect in a moderate scintillation scenario.
foffset = 25KHZ (1)

Amplitude Scintillation Index

—&— Interfered Signal
—e— Reference Signal

0.6

& 0.4t

3 6 9 12 15 18 21 24

Phase Scintillation Index

—e— Interfered Signal
—e— Reference Signal

0.5F

Phi60 (radians)

3 6 9 12 15 18 21 24
Time (minutes)

Figure 6.32: CWI effect in a moderate scintillation scenario.
foffset =25KHz (2)

6.2.2.2 CWI half-way the Main Lobe

Figure 6.33 and 6.34 show the scenario where the continuous wave is at the
middle of the main lobe of the code spectrum, or roughly 500KHz apart from
the GNSS carrier frequency. The spectrum of the signal at intermediate fre-
quency can be seen in Figure 6.33(a). The estimated C'/NO for the current
scenario can be seen in Figure 6.33(b). Figure 6.34 shows the estimated scin-
tillation indices, where a decrease in the effects of the continuous wave over

the indices is observed with respect to the previous case of the interference
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signal being at the center frequency. Due to the lower C'/NO that is used
for corrections, the measured amplitude index S4 appears slightly underesti-
mated but follows in any case all the trends from the reference case without
interference. Effects on the phase index Phi60 are greatly reduced as well as

the continuous wave incidence over the tracking is less disruptive.
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Figure 6.33: CWI effect in a moderate scintillation scenario
foffset =b2bKHz (1)
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Figure 6.34: CWI effect in a moderate scintillation scenario.
foffset =b2bKHz (2)
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6.2.2.3 CWI outside the Main Lobe

Finally, Figure 6.35 shows the scenario when the CWTI falls outside the main
lobe of the C/A signal or correspondingly, it is more that 1IMHz apart from
the carrier frequency. Figure 6.35(a) shows the spectrum of the scenario,
where it is to be considered that the interference is outside the main lobe as
Jorrset = 1025 K Hz). Figure 6.35(b) shows the phase errors from the PLL
tracking, where it is observed that the interfered scenario phase errors are at

the same level of those of the reference scenario without interference.

Because in this scenario the effect of the interference in the receiver is quite
negligible, no effect is observed for both the C'//N; in Figure 6.36(a) and

scintillation indices estimations in Figure 6.36(b).
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Figure 6.35: CWI effect in a moderate scintillation scenario
forpset = 1025KHz (1).

6.2.3 CWI Effect According to Power

Not only is the frequency offset of the continuous wave interference impor-
tant but also how much power the it has with respect to the GNSS signal.
The more power the interference has, the more disruptive will be its effects
on the receiver. Table 6.5 shows a summary of the most important signal

characteristics relevant to the tests.
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Figure 6.36: CWI effect in a moderate scintillation scenario
forpset = 1025 K Hz (2).

Table 6.5: CWI Effect According to Power

Parameter Value
Frequency band GPS L1
Nominal C/N 49dB/Hz

Scintillation level Moderate
Intermediate Frequency IF 3MHz
CWI fofpser wr.t. IF 25KHz
CWI Power -125/-130/-135 dB

It is seen in the table that for the following scenarios the scintillation activity
will be kept to a moderate level. The frequency offset of the interference
is also set to just a few kilohertz apart from the carrier frequency. From
previous analysis in Section 6.2.2, it is clear that such frequency offset will
allow to observe the full effects of the interference in the signal. The CWI
effect will be reviewed next solely by changing the interference signal power

with respect to the GNSS signal

6.2.3.1 CWI Effect: High Power Case

A continuous wave interference with high power, P.,;, = —125dB, with re-
spect to the GNSS signal that also happens to be very close to the GNSS
signal carrier in the frequency domain is the worst case scenario of the ones

analysed here. Even if the receiver is able to track trough both scintillations
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and interference perturbations at some points, as the CWI effects get to their
worse the receiver immediately loses lock of the satellite signal. This is cor-
roborated in Figure 6.37(a) for the correlator outputs and Figure 6.37(b) for
the phase errors, where it is observed track of the signal is kept until around
minute 15 after which the signal is completely lost, i.e., when the interfer-
ence frequency is in the proximity to one of the code spectral lines. Tough
in the current example reacquisition was not implemented in the receiver, in
general, immediate reacquisition of the satellite signal under such conditions
may also prove to be problematic for receivers because of the presence of both

scintillations and the strong effects of the CWI at such point.
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Figure 6.37: CWI effect in a moderate scintillation scenario.
High Power Case (1).

As a consequence the estimation of scintillation activity is totally disrupted.
The estimated C'/NO for the current scenario is shown in Figure 6.38(a).
Figure 6.38(b) shows the estimated ionospheric scintillation indices. As the
receiver manages to track over the effects, the lower estimation of C'/N0 causes
the noise corrected S4 to be undervalued until the interference comes into full
effect and the receiver losses track of the satellite signal. Phi60 on the other
is a more unstable measurement as the increase in phase errors affects the
quality of the phase measurements, directly impacting the estimations of the

index as seen between minutes 9 and 12.

124



6 — Interference Effect in GNSS-based Estimation of Ionospheric Scintillation Activity

55 T T ;
Interfered Signal
Reference Signal

50

45+
)
T 40 1
ho)

35¢ 1

30f 1

25 1 1 1 1 1 1 1

3 6 9 12 15 18 21 24
Time (minutes)
(a) C/No
Amplitude Scintillation Index
—e— Interfered Signal ‘

0.6| —e— Reference Signal 1
& 0.4t

0.2+

0

Phase Scintillation Index

[y

Phi60 (radians)
o
o a1

—&— Reference Signal

—— Interfered Signal ! ‘ ‘ ‘ L‘

3 6 9 12 15 18 21 24
Time (minutes)

(b) Scintillation Indices

Figure 6.38: CWI effect in a moderate scintillation scenario.
High power Case (2).

The definite worse case scenario would be if the satellite signal is already
affected by strong scintillation. An example of such scenario can be seen
in Figure 6.39. The combined effect of strong scintillation and high power
interference induces the receiver to tracking errors that greatly reduce the
monitoring capability of the receiver, as observed from the increase of phase
errors in Figure 6.39(a). Figure 6.39(b) shows the estimated scintillation
indices. The S4 seems resilient to the interference effects provided the receiver

is able to keep track of the signal while the interference is not at its worst
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effect, which will cause complete loss of lock. That may be because even
though the high power of the interference signal induces fluctuations in the
signal amplitude, these are not greater than those caused by scintillation.
Phi60 on the other hand becomes a totally unreliable measurement as phase
errors from the tracking loop are frequent. As the quality of the measurements
is not accurate enough to guarantee a precise estimation of the phase, the

receiver can’t perform any monitoring of phase scintillations.

2 u " :
Interfered Signal
15 Reference Signal

radians
o

i

3 6 9 12 15 18 21 24
Time (minutes)

i i

|
N

(a) Phase Error

Amplitude Scintillation Index

—e— Interfered Signal ‘ ‘ ‘

1| —e— Reference Signal B
<
(%]

0.5¢
0
Phase Scintillation Index

Z’\ 1t ‘ —e— Interfered Signal
ks —e— Reference Signal
g
= 057
©
=
o

0 1 1 1 1 1 1

3 6 9 12 15 18 21 24
Time (minutes)

(b) Scintillation Indices

Figure 6.39: CWI effect in a strong scintillation scenario.
High power Case (1).
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6.2.3.2 CWI: Moderate Power Case

This case, as presented in previous tests in Figure 6.25 and replicated in Fig-
ure 6.40 for another satellite, disrupts mainly the Phi60 index. The estimated
C/NO can be seen in Figure 6.40(a) and scintillation indices are shown in Fig-
ure 6.40(b). With an average power of the continuous wave, P.,; = —130dB,
the receiver is able to track the signal trough the disturbances but the Phi60
measurements are not always reliable due to interference induced phase errors

and consequent decrease of quality of phase estimates.
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Figure 6.40: CWI effect in a strong scintillation scenario
Moderate power case.
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6.2.3.3 CWI: Low Power Case

Finally, Figure 6.41 shows the case of a continuous wave interference with
weak power, P.,; = —135dB, in comparison to the GNSS signal. As observed
in Figure 6.41(a) for the C'/NO and Figure 6.41(b) for the scintillation indices,
despite being close to the GNSS carrier the continuous wave interference effect

are negligible.
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Figure 6.41: CWI effect in a moderate scintillation scenario
Weak power case.
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6.2.4 The Galileo Case

The same scenarios of Sections 6.2.1, 6.2.2 and 6.2.3 were also performed
using Galileo E1 signals. The findings were quite similar to what was reported
previously for GPS when continuous wave interference power is considered.
However, due to spectral differences of Galileo signals with respect to GPS
the effects of the continuous wave itself are more frequent. As seen during the
L1 C/A previous test scenarios the CWI is more harmful when it is aligned
with one of the code spectral components, that for the C/A signal are spaced
every 1KHz. For Galileo E1 signals, the code period is four times that of
the L1C/A and the spectral components are now spaced every 250Hz. This
means the continuous wave interference is four times more often aligned with

spectral components when affecting a Galileo E1 signal compared to a GPS

L1 C/A.

However, another interesting difference is that L1 C/A signal with its BPSK
modulation concentrates power around the central frequency in a single main
lobe, whereas Galileo signals and their CBOC modulation scheme split the
power into two side lobes around the same central frequency, as seen in Chap-
ter 2. As a consequence, when faced by the most critical effects of the CWI,the
Galileo E1 has actually more resilience to it than its GPS counterpart [59].

To showcase these differences, an scenario was generated consisting of a
scintillating(weak) Galileo E1B signal affected by a CWI with power P =
—125d B, the highest power used in our GPS tests. The frequency offset was
set to forfset = 1025K Hz, which means the continuous wave is in the vicinity
of the center of the right main lobe of the E1 signal. Figure 6.42(a) shows
the the correlator outputs, where it is seen that the presence of interference
causes the signal power to fluctuate and will likely have an impact in the
S4 estimation. Due to the longer code period the phase errors are more fre-
quent for Galileo than what was observed previously in GPS cases, as seen

in Figure 6.42(b), which suggest that phase index measurements will not be
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reliable.
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Figure 6.42: CWI effect in Galileo E1B signal (1).

The estimation of C'/NO for the current scenario can be seen in Figure 6.43(a),
while the estimated scintillation indices are shown in Figure 6.43(b). Receiver
tracking effects of the continuous wave cause both amplitude and phase index
to show an anomalous behaviour. As was the case in GPS, the lower C'/NO
causes the S4 index to be set to zero at some points due to the noise factor
correction. But as the disruptive effects of the continuous wave happens more

often, the amplitude index presents more distortions when compared to an
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analogous GPS case. The phase index Phi60 shows an even more erratic
behaviour, since the frequent phase errors from the tracking continuously

decrease the quality of the phase measurements.

CWTI is more disruptive to Galileo signals in the context of ionospheric scin-
tillation measurements, triggering both S4 and Phi60 into erroneous values
every time the interference frequency is in the vicinity of the code spectral

lines.
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Figure 6.43: CWI effect in Galileo E1B signal (2).

A continuous wave interference with the same properties just described, P =
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—125dB and f,frset = 1025K H z, was injected to a strong scintillating Galileo
E1B signal in order to recreate a worst case scenario similar to the one an-
alyzed for GPS. Correlator and phase error tracking outputs can be seen in
Figure 6.44(a) and Figure 6.44(b) respectively. As noticed, the receiver was
able to track through both the effects, whereas for the GPS it would imme-
diately lose lock when the continuous wave would be in the vicinity of an
spectral line. Here, despite the interference signal being aligned with a code
spectral line four times as much as was the case with GPS, in this particular
case the PLL was still able to keep track of the signal albeit with decreased

quality of phase measurements.
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radians

P i i i i i i i
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Time (minutes) Time (minutes)

(a) Correlator outputs (b) Phase errors

Figure 6.44: CWI effect in Galileo E1B signal (3).

The estimated C'/NO and scintillation indices for this scenario are shown in
Figure 6.45(a) and Figure 6.45(a) respectively. Similar to the GPS cases (be-
fore the losses of lock), the estimated S4 is in agreement with the reference /non-
interfered scenario. However, as was the case with Phi60 before, the decreased
quality of phase measurements due to the interference can cause large errors

to the phase index.
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Figure 6.45: CWI effect in Galileo E1B signal (4).

6.3 Summary

This chapter gave an overview to the possible disruption interference can in-
troduce to scintillation monitoring activities. As there are many particular
characteristics inherent to the type of interference three different type of spu-
rious signals were analysed, namely, continuous wave, wideband noise and
chirp signal. Interference induced errors in scintillation activity estimation

were found in all three cases. However, the continuous wave interference has
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in particular and more harmful effects than the other two types of interfer-
ence analysed when its frequency is aligned with one the code spectral lines.
As interference induced perturbations decrease the quality of receiver track-
ing estimations, this harmful effects are also translated into the scintillation

monitoring estimations.

Given these effects of the continuous wave interference its effects were anal-
ysed in scintillating scenarios in more detail, by varying two of its key prop-
erties: Its frequency offset and power with respect to the GNSS signal . The
worst case scenario for receiver tracking is that of a continuous wave in the
vicinity of the carrier frequency that also happens to have high power, when
the incoming satellite signal has a moderate or strong scintillation level. In
such scenario the signals were completely loss in most of the cases. However,
some interesting cases were found were interference power is not sufficient to
cause a loss of lock, but induces sufficient distortions to trigger a response
from the scintillation indices measurements. Such cases are the most prob-
lematic, since in the event interference is not detected it can mislead the

detection of scintillation activity.
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Chapter 7

Countermeasures to Interference

in GNSS

GNSS receivers can be designed with precautions against interference such as
bandpass RF filtering to minimize out-of-band interference, adequate number
of quantizing levels, an appropriate AGC to ensure full processing gain, and
careful design of the code and carrier tracking loops. However, sufficiently
high levels of interference will overload any type of radionavigation system,

and GNSS, even with spread spectrum techniques, are no exception [10].

Detection and mitigation of radio frequency signals interfering with the GNSS
signals rely on the possibility to clearly identify the presence of spurious
components and, possibly, to remove them, without damaging the structure
of the useful signal. Once an interference signal is detected, GNSS receivers
can activate mitigation techniques to counter its effects according to its time-

frequency characteristics.

In a scenario where interference has been detected and mitigated, it might
still be possible in some cases to retrieve the original ionospheric scintillation
information embedded in the signal. The present chapter will give an overview
of interference mitigation techniques in GNSS. In Chapter 6 it was shown

that spurious signals such as continuous wave and wideband interferences can
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mislead the estimation of scintillation activity. Our interest in this chapter
is to investigate whether for a scintillating signal affected by interference, the
scintillation information can still be extracted once the interference has been

mitigated.
Interference Mitigation

Digital signal processing techniques proposed in literature to deal with Radio
Frequency interference in the GNSS bands are, in general, classified according

to the domain in which the interference mitigation is implemented [60]:

e Frequency domain techniques: Interference suppression is performed
in the frequency domain, looking at the characteristics of the spectrum

of the interfered GNSS signal that is received.

e Time domain techniques: Here, either receiver parameters are mod-
ified depending on the characteristics of the received signals in order to
mitigate the impact of interference on the following stages, or a gating
operation is carried on the GNSS signal itself in order to cut off portions

of the signal that are believed to be affected by the interference.

e Time-Space domain techniques: Based on the principle of spatial
filtering, introducing attenuation in the direction of arrival of the inter-
fering signals. Such techniques typically require complex hardware con-
figurations as they are implemented, in general, by exploiting antenna

arrays.

However, it can be useful to search for a representation of the received signal
in a domain different from the classical time and frequency domains where
useful and spurious contributions can be better isolated. Such new family of
algorithms are referred as Transformed Domain (TD) techniques and

will also be analysed.
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7.1 Frequency Domain Techniques

The approach of these techniques is to filter out the harmonic components
of the interfering signal while preserving as much as possible the original
spectrum of the GNSS signal. They are effective when the interfering signal
occupies a limited portion of the frequency spectrum, i.e., it can be classified
as NBI or CWI. On the other hand, the techniques are weak against pulsed
interference, as the presence of the interfering signal for a limited time is often

lost in the phase of spectral estimation.

7.1.1 Notch filter

It is an efficient mitigation algorithm for pure sinusoids family of interfering
signals, such as the continuous wave interference described in Chapter 5,
which appears as a spike in the spectral domain. Notch filters are usually
characterized by a pass-band frequency response with a very narrow portion
of rejection spectrum in correspondence to the CWI carrier frequency, thus
providing attenuation of the interfering signal and preserving as much as
possible the useful GNSS signal spectral components. An example of notch

filter frequency response is shown in Figure 7.1.

The most common implementation of notch filters is by means of Infinite
Impulse Response (IIR) digital filters. A causal IIR filter can be written in
terms of a general difference equation where the output signal at a given
instant is the linear combination of samples of the input and output signal at

previous time instant:

yln] = —Zamy[n—m] + mex[n—m] (7.1)

Given that CWI presents two spectra lines corresponding to the frequencies

fi and —f;, the transfer function in Z-domain of a two-pole notch filter for
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Figure 7.1: Notch filter frequency response.

CWI mitigation is given by [61]:

(2) = 1—2R{z0}2z""+ | 20 |? 272
T ok Rz e k2 20 2 22

(7.2)

where z is placed in correspondence of the interfering frequency zy = Sexp{j27 f;}.
The parameter 0 < k, < 1, known as pole contraction factor, determines the
width of the notch filter. The closer k, is to the unity the narrower is the
notch filter. This would mean a reduction of the distortion on the useful GNSS
signal, however, k, cannot be chosen arbitrarily close to unity for stability

reasons and thus a compromise has to be found.

Interfering signals might also change their spectral characteristic in time, thus
requiring a flexibility of the mitigation unit to adapt to the actual interfering
scenario. This may be the case of low-cost commercial jammers that aim at
disturbing a wider portion of the spectrum, frequency-modulating a narrow-
band signal in order to span a larger frequency interval over time. In those
scenarios, techniques such as the Adaptive Notch Filter [61], which integrates
the two-pole notch filter with an adaptive unit in charge of the CWI carrier
frequency estimation or the Frequency Domain Adaptive Filtering [62] might

be used.

138



7 — Countermeasures to Interference in GNSS

7.2 Time Domain Techniques

Observation of the signal in the time domain is often useful for interference
detection purposes, but is not always the best domain for applying mitigation
techniques. In fact most of the interfering signals are mixed to the incoming
GNSS signals, and it is not possible to act independently on the interference
and on GNSS signal components. An exception are the pulsed interference
signals which, in general, are limited in the time domain, but they do affect
the whole frequency spectrum. For such signals the pulse blanking technique

is investigated [60].

7.2.1 Pulse Blanking

The most common pulsed interference countermeasure, already implemented
in modern GNSS receivers is represented by the pulse blanking circuitry. A
block scheme of the digital pulse blanking implementation within the digital

GNSS receiver front-end is shown in Figure 7.2. Such digital circuitry pro-

Base-band

Front-end processing block

Digital pulse
blanking

Figure 7.2: Digital pulse blanking implementation.

vides pulsed interference excision by means of a thresholding operation on the

samples at the ADC output. Each sample is compared to a digital threshold
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level, which is set according to an estimation of the thermal noise power only,

and it is blanked whenever the threshold is exceeded.

It relies on the fact that pulses are short and have very large amplitude as
compared to the noise level. Its implementation requires the presence of an
ADC quantizing the incoming signal over a large number of bits. In this way,
the AGC can be tuned in order to map the received signal level exploiting a
limited number of bits (e.g. 2 or 3), leaving the higher bits for pulse detection
purposes. Otherwise, the AGC, tuned in order to exploit the full ADC scale,
would suppress considerably the useful GNSS signal during the on active state
of the pulse, thus masking the presence of the pulse itself to the blanking
circuitry. The detection threshold is chosen as a compromise between the

ability to detect pulses and the C/NO degradation in the absence of pulses.

The typical use of pulse blankers is in GNSS receivers designed to operate
in aviation scenarios, where the interference affecting the on-board GNSS
receiver is represented by the composite strong pulsed signals transmitted

from all the Aeronautical Radio Navigation Systems.

7.3 Space Domain Techniques

Space domain techniques requires high complex hardware configuration ex-
ploiting antenna array. Two family of space domain techniques can be identi-
fied. First are null steering techniques which exploit the use of Controlled Ra-
diation Pattern Array (CRPA) and second are digital beamforming techniques
[63].

The use of CRPA is a very effective technique against continuous interference.
This technique nulls out the signal in the direction of the interference and
is capable to mitigate wide or narrow-band interference. It can be also used
against pulsed interference sources like DME. CRPA technique is the reference

technique in context of RF/IF analogue beam forming. The major advantage
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of the analogue approach is that it can be designed to prevent saturation
effects in RF/IF part of the receiver signal processing and the distortion
of A/D conversion process. Its disadvantage is that all satellite signals are
processed in a single RF/IF channel and can also eliminate desired signals
when the directions of arrival of a GNSS satellite and interference signal

coincide.

Digital beam forming is a variation of the CRPA technique where the beam
forming takes place in the digital signal processing part of the receiver. The
use of digital beamforming enables to process individual satellite signals in
separated signal processing channels. As a result, in addition to the simple
null-steering effect in the direction of arrival of the interfering signal, the
digital beam forming in each channel can be optimized to the reception of
a particular GNSS signal, for example by producing an additional antenna
gain into the satellite direction. This digital approach is much cheaper than
traditional analogue CRPA but it does not prevent front-end saturation from

high power interference.

7.4 Transformed Domain Techniques

The availability of the samples of the received signals at the Analog to Digital
Converter (ADC) ouput allows the investigation of a new family of detection
solutions based on the use of advanced signal processing techniques. This
allows the representation of the digitized signal in a different domain, where
the signal distortion can be better identified, isolated, processed and in some
cases mitigated. The different logical steps of the process are summarized in
Figure 7.3. In the analog domain, a signal x(t) can be represented in a trans-
formed domain X(«,f3,7,...) exploiting a set of basis functions h(«,f3,7,...)
such that
+o0

X(ayB7s) = {a(t) hla ) = / w(OR (B )dt (7.3)

—00
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Figure 7.3: Transformed Domain technique block diagram.

X(a,B,7,...) is the representation of the signal in the transformed domain,
where the set of variables («,[3,7,...) represents the dimension of the trans-

formed domain.

In general the set of functions is discretized choosing discrete values of («,3,7,...)
in order to obtain a set of orthonormal functions hy(a,3,7,...). The choice of
the basis functions, and thus the decomposition, should allow to identify the
components X («,3,7,...) belonging to the interfering signal thus separating
them from the useful components. The signal is then represented in such
a domain by Xj(«,[3,7,...) weighting the set of basis functions. Thus, the

reconstruction of z(¢) can be achieved by
x(t) = Z Xk(aHB’IYV")hk(t7a7/877"") (7'4)
k

The majority of the TD techniques rely on a detection algorithm based on a
thresholding operation. Basically, the values of X («,(,7,...) are compared to
a mask which represents the expected GNSS signal representation in absence
of interference. From there, two options for interference suppression algorithm

can be considered.

First, a synthetic reconstruction of the interfering signal by means of an anti-

transformation process based on the identified interference coefficients can
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be performed. Once the interference signal is reconstructed it is subtracted
from the composite received signal (interference cancellation). The second ap-
proach is based on a direct suppression in the transformed domain of the inter-
ference components believed to belong to the interference, before performing
an anti-transformation operation for the signal reconstruction (interference

excision) [63].

It is clear that the chosen transformation must be invertible in order both
to be able to generate the synthetic version of the interfering signals in case
of mitigation by cancellation, as well as to reconstruct the interference-free

GNSS signal in case of mitigation by excision in the transformed domain.

Due to the typical architecture of modern GNSS receivers transformation that
allow efficient implementation in the digital domain, are preferable. In fact
detection /mitigation units based on TD techniques could be implemented in
the receiver right after the analog-to-digital conversion stage, processing the
signal samples before feeding them to the acquisition and tracking stages of

the receiver, as seen in Figure 7.4.
Antenna

Tracking stage (DLL)

4 N

PLL

Front-end

Discriminator

EPF H AGC H ADC "A

-

/

Transformed Domain Techniques

Figure 7.4: Transformed Domain technique within the receiver processing
chain.
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7.4.1 Wavelet Packet Decomposition

Wavelet Transform (WT) is a well know technique used in the field of signal
processing for different purposes. The WT of a signal provides a represen-
tation of the signal components in a domain, spanned by a set of functions
which, differently from the short-time Fourier transform, can be seen as band-
pass filters with a bandwidth decreasing as their central frequency increases,
thus granting a uniform resolution in the decomposition of the signal under

analysis.

The basis functions employed in the wavelet transform belong to the set
hi(t) = a *2h(a ") (7.5)
or equivalently in the frequency domain
Hy(j02) = ak/2H (ja* ) (7.6)

where a > 1 and k£ € Z. It can be shown that a digital implementation of
the WT can be equivalently implemented by using digital filters [64]. The

equivalent expression of (7.6) for digital filters would be
Hi(e) = H(7™ — Hy(z) = H(z*) (7.7)

where k is a nonnegative integer. In [65] it is shown that Hy(z) is a multiband
(rather than passband) filter. In order to obtain passband filters, a low pass
filter G(z) is employed. In [66], G(%) is defined as the mirror filter of H(z) and
together are called quadrature mirror filters. According to a dyadic scaling

operation, the nonuniform filters bank responses are obtained as follows
H(2),G(2)H(2*),G(2)G(z*)H(*) . .. (7.8)

The wavelet transform can be iterated at the higher frequency branch of the
wavelet decomposition in order to obtain a uniform filter bank, performing
the so-called Wavelet Packet Decomposition (WPD). Here the discrete-time

signal is passed trough a uniform wavelet based filter bank. Each stage of
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uniform filters is composed by a filtering process through H(z) and G(z),
which outputs provide a set of coefficients representing a determined fre-

quency portion of the incoming decomposed signal, as observed in Figure 7.5.

Giz)
—~{ Hiz) 12 —
sirln] —~ Gz [ |2 —

Figure 7.5: Wavelet Packet Decomposition.

7.4.2 WPD based Interference Mitigation

The algorithm for interference detection and suppression based on wavelet

packet decomposition is composed of three phases [64].

e Decomposition, where the incoming GNSS interfered signal is passed

through the uniform filter bank to achieve a time-scale representation.

e Detection-Mitigation, performed in each scale obtained at the output
of the filters bank. The interference excision is performed based on
the suppression of the coefficients in each scale crossing a determined

blanking threshold level.

e Reconstruction, achieved through an inverse wavelet transform from

the modified scales after the interference coefficients suppression.

As an example Figure 7.6 shows the comparison of time-scale representation

of GPS C/A signal with and without the presence of interference, in this
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example a Narrow-band interference. It is observed how the time-scale floor,
after 4 stages of WPD, shows the narrow-band interference components. The
fact that those are located in determined scales clearly above the noise floor

time-scale eases the detection process. Once the excision is performed, the

Wavelet decomposition
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Wavelet decomposition

Amplitude

g — 3

) ;
1 2 x10

Samples [n]

(b) Interference case

Figure 7.6: Wavelet Decomposition.

signal is reconstructed in time domain through the inverse wavelet trans-
form. Figure 7.7(a) and Figure 7.7(b) show, respectively, comparisons of

time and frequency domains of the signal before and after the mitigation was

performed.
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Figure 7.7: Wavelet mitigation.

7.5 Interference Mitigation in a Scintillation Sce-

nario

As observed in Chapter 6 GNSS Scintillation Monitoring is susceptible to
errors in the presence of interference. It was shown that spurious signals such
as continuous wave and wideband interferences can mislead the estimation of
scintillation activity. It is then of interest to analyse if by applying interference

mitigation techniques such as the ones summarized in this chapter, it could
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still be possible to retrieve the original scintillation information that was

embedded in the signal.

To this effect, we will perform our analysis with two of the techniques previ-
ously presented: The Notch filtering and the Wavelet Packet Decomposition
techniques. This operation could proved useful for scintillation monitoring

even in challenging scenarios where interference is present.

Similar to the scenarios presented in Section 6.2, we will compare our interfer-
ence/scintillating scenarios against reference scenarios where only scintillation

is affecting the signal.

7.5.1 Notch filter study case

Notch filter is an efficient mitigation algorithm for pure sinusoids family of
interfering signals, such as the continuous wave interference. It can provide
attenuation of the interfering signal while preserving as much as possible the
useful GNSS signal spectral components. Figure 7.8 presents an example
of severe CWI interference on a scintillating satellite. The CWI signal has
the following characteristics: fofrsete = 20K Hz , Power = —125dB. The
incoming scintillating signals is affected by a strong scintillation fluctuations,
as observed from the S4 index reference values. As it was presented through
our examples in Section 6.2, this represents a worse case scenario where the
combined high power level and frequency vicinity to the GNSS carrier of the
interference combined with high levels of scintillation cause a complete loss

of tracking of the GNSS signal in the receiver.

Assuming a correct detection of the interference signal, notch filtering was
applied to the signal samples at the output of the ADC. Figure 7.9 shows
a comparison of the spectra before and after the filtering was applied. In
this case, the filter was able to correctly suppress the interference power
while preserving the GNSS signal. Once the interference has been suppressed,

the mitigated signal can be tracked without the receiver losing lock thus,
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Figure 7.9: Notch filter interference mitigation
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scintillation information is correctly estimated. Figure 7.10 shows the signal

C'/Ny and scintillation indices after the notch filtering.
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Figure 7.10: Notch filtered mitigated signal

7.5.2 Wavelet decomposition study case

A similar test was performed with the Wavelet decomposition technique.

Figure 7.11 shows another example of GNSS signal affect by a continu-

ous wave interference.

The CWI signal has the following characteristics:
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forfset = 920K Hz , Power = —125dB. The level of scintillation was kept at
high levels as evidenced in the reference measurements. In this case the signal
had not loss lock due to the effect of interference given that is 500KHz apart
from the carrier, where in the previous example was at 25KHz. However the
interference induced distortions were enough for the phase index to show a

wrong value at minute 10.
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Figure 7.11: CWI in a strongly scintillating scenario (2).

The interfered GNSS signals is decomposed by means of the transform in order

to detect the interference components, suppress them and reconstruct back
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the scintillating GNSS signal without the foreign signal elements. Figure 7.12
shows the recalculated C'/Ny and scintillation indices after the wavelet based

interference mitigation was applied to the input signal. As seen in the figure,
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Figure 7.12: Wavelet packet mitigated signal.

the technique works well to suppress the foreign signal while preserving the

scintillation features in the GNSS signal.
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7.5.3 A Comparative case

The effectiveness of the interference mitigation techniques depends on the
chosen technique being the best match to suppress the type of interference
affecting the signal. As mentioned in Section 7.1 , for example, frequency do-
main techniques are weak against pulsed interference given that the interfering

signal would only be present for a limited time.

The notch filter is the best technique to suppress the interferer given the very
narrow portion of rejection spectrum. In the previous example were CWI is
affecting the signal, though being a critical case being the interference signal
power very high and its frequency very close to the carrier (fossee = 20K Hz |
Power = —125dB), it was shown that by applying such mitigation technique
it was possible to completely clean the signal of the interference. Following
example analyses the same interference critical case but applying this time
the wavelet decomposition mitigation. Figure 7.13 shows the spectra of the

notch filter mitigated case against the wavelet decomposition mitigated.

Power Spectral Density [dB/Hz]
Power Spectral Density [dB/Hz]

0 1 2 3 4 5 6 0 1 2 3 4 5 6
Frequency [MHz] Frequency [MHz]

(a) Notch Filter (b) Wavelet Filer

Figure 7.13: Spectra of mitigated signal.

As observed in Figure 7.13, the wavelet filtering technique can not be as
narrow as the notch filter even when increasing the filtering stages. As a
consequence, a part of the useful signal spectra is suppressed as well when

applying the technique. In the present example this is of grave consequences
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given that the interference was at the center of the main lobe, thus the mit-
igation technique has suppressed part of the most vital spectrum section of
the useful signal. As a consequence, the satellites signals cannot be tracked

by the receiver after the mitigation was applied, as observer in Figure 7.14
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Figure 7.14: Receiver outputs.
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7.6 Summary

This Chapter introduced the most common digital signal processing tech-
niques for interference mitigation in GNSS receivers, covering the main strate-
gies devised in the frequency, time, and space domains. As interference signals
have many different features, no single mitigation technique works against all
kinds of interference and the best choice for mitigation is always based upon

characteristics of the interference signal itself.

A particularly challenging scenario was presented where not only interference
is affecting the signal but also ionospheric scintillation induced perturbations
are present. In such scenario, mitigation techniques have proven useful to
suppress the spurious signal while making possible to retrieve the features
belonging to scintillation. However, for this to be possible the appropriate
mitigation technique according to the incoming interference characteristics
must be chosen, as was the case with the notch filtering and wavelet based

mitigation techniques in the analysed case of continuous wave interference.
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Chapter 8

Training Research and
Applications Network to Support
the Mitigation of lonospheric
Threats

This last chapter gives a short summary of the Training Research and Applica-
tion Network to Support the Mitigation of Ionospheric Threats, TRANSMIT

project, that funded the research of this thesis.

TRANSMIT project was a Marie Curie Initial Training Network (ITN) funded
by the European Commission. The final goal of the project was to de-
velop integrated state of the art tools to mitigate ionospheric threats to
Global Navigation Satellite Systems (GNSS) and several applications that
rely on these systems. In particular, Scientific and Industrial Applications
Reliant on GNSS was the TRANSMIT sub-project dedicated to the assess-
ment of ionospheric effects on GNSS and related applications and aimed to
develop countermeasures to mitigate them at receiver level. In this con-

text, a tool was been designed and implemented with the purpose to process

156



8 — Training Research and Applications Network to Support the Mitigation of Ionospheric Threats

both GPS and GALILEO signals using different receiver tracking architec-

tures/configurations and providing scintillation monitoring capabilities

8.1 TRANSMIT PROJECT

Ionospheric effects are especially concerning for GNSS users and service providers
demanding high reliability, availability and accuracy of positioning and nav-

igation.

At a COST 296 MIERS (Mitigation of Ionospheric Effects on Radio Systems)
workshop held in 2008, the establishment of a sophisticated Ionospheric Per-
turbation Detection and Monitoring (IPDM) network [67] was proposed and
supported by the European Space Agency (ESA) as the way forward to de-
liver the state of the art to protect the range of essential systems vulnerable

to ionospheric threats.

In a bid to initiate research and training of scientists in Europe for the de-
velopment of the IPDM network, the Training Research and Applications
Network to Support the Mitigation of Ionospheric Threats (TRANSMIT)
project (www.transmit-ionopshere.net) was proposed. It was funded by the
European Commission through their FP7 PEOPLE Programme in the form
of a Marie Curie Initial Training Network (ITN). TRANSMIT focused on the
mitigation of space weather events which can affect the operation of several
systems and applications playing a strategic role in the modern society. In
fact GNSS satellite signals and any other system operating below 10 GHz,
such as remote sensing and Earth observation systems, are extremely vulner-
able to space weather events. Consequently, the latter may have significant

safety and economic consequences.

The final aim of the TRANSMIT project was to set up a prototype of the pro-
posed IPDM network and related service. This task implied the achievement

of different objectives steered by both science and industrial requirements.
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They included the development of new techniques to detect and monitor
ionospheric threats, as well as the enhancement of existing physical models

of the underlying processes associated with the ionospheric plasma.

As seen in Chapter 3, GPS signals are currently one of the preferred sources
to measure ionospheric scintillations given the fact that they have been con-
tinuously available in a global basis for many years. With the deployment of
the European GNSS Galileo, which is to be fully compatible and interopera-
ble with GPS (i.e. sharing the same carriers for some services), there will be
a noticeable increase in the number of available satellites that allow us sam-
pling the ionosphere while taking advantage of the infrastructures (equipment
and algorithms) already existing for data collection with GPS L1 C/A. How-
ever, as introduced in Chapter 5 and Chapter 6, with the increasing number
of telecommunications system operating at frequency bands close to GNSS
signals the effectiveness of scintillation monitoring could be impaired by the
presence of Radio Frequency Interference (RFI) in the operational area. Ro-
bust tracking of GNSS signals under such conditions must be guaranteed and
it must also be ensured as best as possible that the typical scintillation indices

are not affected by additional error sources.

Following sections provide a general overview of the TRANSMIT prototype.
Later on it is described in detail a software tool aimed to design a robust scin-
tillation receiver architecture through the development of advanced tracking
schemes while, at the same time, taking into account the presence of radio fre-
quency interference as an additional error source that may impair scintillation
monitoring for both GPS and Galileo. The processor has been designed to
cope with different scenarios, including scintillation and other types of inter-
ference. The specific scenario of interest can be determined by a generic user
through the selection of input parameters detailed later on in the chapter.
Once the scenario is defined, the processor can provide the related outputs
defining the performance of the receiver tracking scheme and characterizing

the scintillation level.
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8.2 The TRANSMIT Prototype

The TRANSMIT prototype is a web-based demonstrator consisting of three
tools, called processors, addressing six applications [68]. TRANSMIT pro-
cessors are designed to be able to exchange their outcomes and use them as
inputs to other related applications via the prototype network. The design
of data flow in the prototype system is characterized as a cross-institutional
network approach. The main concept of the prototype network is to clearly

divide the functions of the partner institutions.

The user/demonstration portal, data archive and processor applications are
hosted by different institutions distributed over Europe. The data flow design
in the TRANSMIT prototype service is shown in Figure 8.1. The demonstra-
tion portal, denoted as Institution C, receives queries sent by the users. The
user queries can be parameter input or selection of particular ionospheric

event that will be used in the processor applications.

Data Hosting Instituion(A) C:;ri Data archive 77_7_)

transfer raw [ _/\_
data for the transfer raw data transfer
selected events, for the selected processed

events results

J.> Processor Hosting

Institutions (B) orary storage
B2 B3
) e [
sent file WIllh
e JL prcceaga ‘;;:;;“H
L resuits results
4
User Interface Institution(C) e e o
<= Processed datastorage >

I Web server |

request display processed
reprocessing resuits

| User ‘

Figure 8.1: Schematic diagram of TRANSMIT prototype network and
modeled data flow.
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Once the users define parameters and store them in the portal, those param-
eters are forwarded directly to the processor hosting institutions denoted as
B. The processors parse the parameters and determine whether to computes

locally or request the necessary data from the data archive hosting institute

A.

The computation time can vary from less than one minute to a few hours
depending on the processor. When a user selects a quick processing appli-
cation, the results can be displayed on the prototype portal directly after
the task is completed. Processors with longer processing time implement an

email notification function.

e Processor 1: Scintillation index prediction by Spline model:
This processor aimed to develop an S4 index and TEC value predic-
tion model over the European high and middle latitude regions. The
advantage of this modelling is to combine the ground based measure-
ments with in-situ (directly observed) plasma parameters by spacecraft

orbiting over the concerned region.

e Processor 2: Improved tracking architecture and positioning
error mitigation: This processor investigated and mitigated the ef-
fects of ionospheric disturbances at receiver and positioning level. The
focus was on the following research topics: analysis of the effect of
mitigation techniques on the accuracy of positioning applications and
the design of a robust receiver architecture able to cope with different

scintillation and radio frequency interference scenarios.

e Processor 3: Ionospheric models and applications: The purpose
of this processor was to provide a new insight on existing ionospheric
models. A new TEC prediction model was developed by means of a data
assimilation technique. It performed a comparative study of the devel-

oped model against the most widely used models. As an application
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of the modeling approach, it demonstrated the error caused by the as-
sumption residing in a common modeling method in Radio Occultation

remote sensing for ionospheric research.

8.3 Scientific and Industrial Applications Re-

liant on GNSS (Processor overview)

The research work described in this chapter was part of a specific TRANSMIT
sub-project titled Scientific and Industrial Applications Reliant on GNSS.
The latter was dedicated to the assessment of ionospheric effects on GNSS
and related applications and was steered by industrial requirements. The
scope of this sub-project, within processor 2, was to quantify the effect of
ionospheric scintillation and mitigate it at different receiver stages from the
tracking to the positioning level. However, the particular tool here described
does not deal with the positioning stage but focuses on the tracking stage. In
particular, on the techniques to render this receiver link more robust when
scintillation and also other types of external errors such as interference from

other telecommunication systems are present.

The processor was developed with the collaboration of TRANSMIT researchers

from University of Nottingham and University of Nova Gorica.

8.3.1 Processor Overview

Here is described the design and implementation of a software based tool, a

processor, implemented to accomplish the following main tasks:

e Scintillation monitoring. This is performed by computing the scintil-
lation indices S4 and Phi60 which quantify, respectively, the level of

amplitude and phase scintillation.
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e Robust tracking under scintillation. The processor includes three differ-
ent tracking schemes, namely a traditional Phase Locked Loop (PLL)
with fixed bandwidth and two types of adaptive Kalman Filter based
PLLs, namely a conventional adaptive KF (AKF) PLL and a scin-
tillation based KF (SAKF) PLL exploiting the knowledge about the

scintillation level to tune its covariance matrix.

e Interference mitigation. This task is fulfilled in order to remove any
RFT that could potentially affect the scintillation indices computation

and decrease the tracking performance.

Furthermore, the processor, whose general scheme is reported in Figure 8.2,
had been designed to be tested under different scenarios defined by the char-
acteristics of the input signal. Three different scenarios can be selected based
on scintillation levels affecting the signal (low, medium, high) or, alterna-
tively, a scenario where the signal is free of scintillation. The selected signal
could either be fed to the receiver or being contaminated before by radio fre-
quency interference. Two type of interference scenarios have been selected,
i.e. continuous wave and wideband noise. Similarly to the scintillation case,
three different levels (low, medium, high) of the interfered signal have been

defined based on its power with respect to the GNSS signal itself.

Once the signal scenario of interest has been defined, the notch filter or
wavelet mitigation algorithm can be activated to cope with the simulated
interference, if it is present. The signal will then be processed by a software
based receiver from which the three mentioned tracking architectures can be

chosen.

According to the selected tracking architecture further parameters can be set.
They are the loop bandwidth for the conventional PLL and the integration
time for any of the three tracking schemes. Finally, when the signal and
the receiver architecture have been defined, the processor will provide the

scintillation indices and some parameters useful to assess and compare the
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TRANSMIT Software Based Tool
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Figure 8.2: General overview of the processor.

performance of the implemented tracking schemes. Specifically, the following

outputs are given:

S4, namely the level of amplitude variation and the corrected version of

the parameter.
e Phi 60, indicating the scintillation phase variation.

e C/NO which is the signal to noise ratio and can be used to monitor the

signal quality.
e Phase Jitter which is the standard deviation of the discriminator output.

e Phase Lock Indicator (PLI), a metric to evaluate the performance of

the PLL.

8.3.2 Carrier Tracking Architecture

A receiver robust under scintillation should be able to track weak signals pro-

duced by amplitude scintillation and fast dynamics due to phase scintillation.
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These scintillation effects can be particularly challenging for the PLL of a
GNSS receiver. Conventional PLL tracking schemes require a smart selection
of loop parameters in order to cope with scintillation events. Narrow band-
width values, or long periods of integration, should be preferred in presence
of signal fading while wider bandwidth, or short integration periods, should
be selected in presence of fast dynamics. This trade-off represents the main
limitation of a conventional PLL algorithm which is based on a priori fixed

loop parameters.

To overcome this problem, alternative tracking schemes are proposed in the
literature in order to deal with challenging scenarios. An extensive overview
of carrier tracking techniques robust under harsh scenarios can be found in
[69]. A possible approach to cope with scintillation is to combine the PLL
with a FLL in order to exploit the advantages of both tracking schemes. In
fact a FLL is less accurate than a PLL but it is also less sensitive to high

dynamics and weak signals.

Consequently the FLL can be used as backup solution when the PLL experi-
ences a loss of lock [70]. Alternatively, FLL assisted PLL techniques can be
employed. They are based on the simultaneous estimation of the frequency
and phase errors which are then combined to drive the numeric controlled
oscillator [71]. In order to cope with scintillation effects, another possible
strategy consists in using adaptive PLL schemes which select the optimum

loop parameters on the basis of a specific performance metric [72].

Among the adaptive techniques, the KF based PLL schemes are particularly
suitable in challenging conditions as the ones produced by scintillation. In
fact KF provide the optimum coefficient loop filters able to minimize the
mean square error between the input signal and the replica generated by the
numerical controlled oscillator NCO [73]. However the optimality of the KF is
conditioned by specific assumptions. First of all, the additive noise should be
white and Gaussian, then the process noise covariance and the measurement

noise should be a priori known. In fact, wrong a priori statistic could lead
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to sub-optimum solutions or, in the worst case, to non-stationary systems

inducing a divergence of the filter.

This is a sensitive aspect in case of scintillation scenarios where the signal
propagation conditions can suddenly change. For this reason, in highly vari-
able scenarios, adaptive KF schemes should be preferred. For example, the
signal quality, monitored through C'/Ny and the scintillation spectral param-
eters could be exploited to adapt the noise covariance and the measurement
noise statistics. This approach is used in the mentioned SAKF PLL which
exploits the slope of the phase power spectral density (PSD) and the spectral
strength of the phase noise at 1 Hz to self-tune its covariance matrix. Fur-
thermore, this PLL scheme uses C'/Ny to adapt the measurement noise. The
details about the design and the implementation of the above PLL algorithm
can be found in |74].

The latter tracking scheme, a classical adaptive KF (AKF), also detailed
in |74] and, a conventional third order PLL has been implemented into the
processor. The conventional PLL exploits fixed bandwidth and time of in-
tegration. As sample case the tracking of a GPS L1C/A signal affected by
moderate-severe scintillation has been analyzed in order to show the track-
ing capabilities of the processor. The three tracking schemes included into
the processor with time of integration 75 = 1ms have been exploited to
post-process the data. Furthermore, for the conventional PLL a bandwidth

Bw = 15H z has been selected.

A comparison of the carrier Doppler for the three tracking schemes is reported
in Figure 8.3(a). The KF PLLs allows a reduction of the noise with the SAKF
PLL achieving the best results. Similarly, a comparison of the phase jitter
for the three tracking schemes can be seen in Figure 8.3(b). The phase jitter
is obtained by evaluating the standard deviation of the discriminator output

over one minute.
Again the KF PLLs, and in particular the SAKF PLL, allow obtaining the
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Figure 8.3: Tracking architectures comparison.

lower phase jitter values and consequently, the higher performance. Apart
from tracking robustness, another important feature of a scintillation moni-
toring receiver is given by the capability of interference mitigation. For this
reason the processor includes a stage to remove interference through notch

filtering and wavelet based mitigation methods.

8.3.3 A user interface for the proposed tool

In order to provide a user friendly interface to select the different scenarios and
receiver architectures characterizing the processor, a Graphical User Interface
(GUI) has been developed. The latter, shown in Figure 8.4, allows selecting
different data sets fixed a priori and corresponding to the cases where only
scintillation or scintillation plus interference are present. The user can select
the scenario of interest by checking the related field and defining the associ-
ated level of scintillation /RFTI as defined in Section 8.3.1. For the interference
case also the power level can be specified. If no fields are checked in the
Inputs section, a default scenario, free of scintillation and RFI interference,
will be used. Then, by clicking on the option Click to set Rx Parameters
the receiver architecture can be defined in order to process the data. Specif-

ically, the receiver architecture definition consists in the selection of one of
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the three carrier tracking architectures and in the activation/deactivation of
the interference mitigation block, as described in Section 8.3.2, according to

the presence/absence of interference.

PROCESSOR 2b
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Select scintillation parameters
_| Scintillation

Scintillation Level . et & - & \ Uu[put
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Enter your email

Figure 8.4: Graphical user interface.

Finally, by checking the fields of interest in the Outputs section, the param-
eters of interest can be visualized. Specifically, a number of parameters are
available. They are the prompt correlator output (I and Q), the scintillation
indices (S4 and Phi60), and some metrics (phase jitter, carrier doppler, phase
lock indicator) to evaluate the carrier tracking performance of the selected

PLL scheme under the considered scenario.

8.4 Summary

This chapter presented the TRANSMIT processor designed to provide a
GPS and GALILEO receiver architecture robust to scintillation. The lat-

ter has been implemented to be flexible and to allow processing of GPS and
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GALILEO signals using three different tracking architectures: a traditional
third order PLL, a classical adaptive KF PLL and a scintillation based adap-
tive KF PLL. This tool allows to compare the performance of these algo-
rithms under a number of scenarios including different levels of scintillation.
The growing threat of interference in GNSS systems has also been taken into
account and its integration into the prototype will allow not only the analysis
that power leaks from other telecommunication systems may have in scin-
tillation monitoring, but also the possibility to retrieve the true scintillation
information once the interference effect have been suppressed. Future test will
continue in order to improve the algorithms and tune them to the scenarios

most relevant in the context of scintillation monitoring.
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Chapter 9

Final Conclusions and Future

Activities

This chapter discusses main results and achievements obtained during the the-
sis. Topics of interest for future research activities, arising from the research

carried out in this work, are also mentioned.

9.0.1 Summary of Contributions

The main objective of this research work has been to explore within the field of
GNSS, the incidence that external errors such as interference can have over
the ionospheric scintillation monitoring activities. The main contributions
can be summarized in two main parts encompassing several aspects of the

research performed.

Ionospheric Scintillation Monitoring: In this part we have studied the
most relevant processes in the ionosphere that generate scintillations in tran-
sionospheric signals. Our work has not only covered the effects that scintil-
lating signals have over GNSS receivers, but also how to take advantage of
the receiver itself to estimate the amount of ionospheric scintillation activity.

Relevant models dealing with scintillation effects on GNSS were also detailed,
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in particular, we made use of the Cornell scintillation model in order to test

our receiver algorithms under controlled scenarios.

All the previous points were successfully brought together in order to run
a campaign of scintillation data collection, in an equatorial region, in col-
laboration with several partners. We have summarized in detail software and
hardware considerations to take into account in order to successfully estimate
amplitude and phase scintillation activities from real data collections. Our
findings have been summarized in this thesis, hoping that it can be useful
to those looking to set up similar scintillation data collection campaigns at

lower cost with respect to professional solutions in the market.

Interference Effect in Scintillation Monitoring: Second important part
of the thesis have dealt with the effect interference can have over scintillation
monitoring activity. In the literature we found indications regarding external
errors, such as multipath and interference, as factors that may impair scin-
tillation indices computation but no description or characterisation of such
effects is given. In this thesis we took to the task of investigating the effects
of interference. As there are many interference signals that might be en-
countered in GNSS environments, our studies focused on the most commonly
found types. Upon investigation of their effect, continuous wave interference
surfaced as one that is particular harmful given its particular effects on the
receiver, inducing the biggest errors over the scintillation activity estimation

with GNSS receivers.

We have then shown a sample of analysed study cases based on different levels
of scintillation activity and of different characteristics of the interference itself,
such as its power and frequency offset with respect to the GNSS carrier. Our
results show that amplitude scintillation measurements are more prone to
errors when the actual scintillation level in the GNSS signal is low, given that
interference induced fluctuations in amplitude erroneously trigger S4 index if
the interference effect is severe. When scintillation levels in the GNSS signal

are at an intermediate or strong level, we have found that is very difficult for
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an interference to induce fluctuations that in average overpass those originated
from scintillations. In these cases the S4 might show slight but not dramatic
changes. Phase scintillations in particular, are susceptible to errors in the
presence of interference. The tracking PLL is the weakest link in the receiver
and the block in charge of performing phase measurements, same ones that
will be used to calculate the scintillation index Phi60. As interference induces
the PLL into errors, Phi60 measurements become unreliable and should not
be trusted. These scenarios were performed over GPS L1 C/A signal, the
most widely used for scintillation monitoring. Given that Galileo E1 band
has been designed to be interoperable with GPS C/A signal, the civil signal in
E1 have also been analysed and interesting results were found in comparison
with GPS. Due to the spectral characteristics of E1, it is more resilient to the
worst effects of the continuous wave and thus can keep better track of the
signal in a challenging scintillating plus interference scenario. However, its
longer code also makes it more vulnerable to the particular continuous wave
interference induced errors, showing more disruptions in the estimation of the

scintillating activity when interference is present.

Our analysis also included the study of interference mitigation techniques.
Among the different kind of methods, we chose notch filtering and a novel
wavelet based mitigation techniques as study cases. Both of these techniques
are suitable to suppress continuous wave interference, the one we performed
most of the analysis with, in our experiments. Interference mitigation tech-
niques have shown that is possible to retrieve the original scintillation activity
in our tests with continuous wave . But as different types of interferences have
also varying effects on GNSS receivers, it still an open point that could be
investigated further with other types of interference an suitable mitigation

techniques according to their characteristics.
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9.0.2 Future Work

Scintillation monitoring is a growing scientific activity at the moment. There
is the need to collect more information on ionospheric activity that could
help future models to forecast the occurrence of scintillations. Trough the
experience we have acquired by now in collecting, processing and estimating
scintillation activity from GNSS signals with the help of software receivers,
we are now involved in several projects to continue monitoring and analysing

scintillation activity over both equatorial and polar regions.

Receiver related research can also be unlocked through the study of scintil-
lation phenomena. A hot topic research is to improve the robustness of the
GNSS receiver against scintillations. Advanced tracking techniques such as
vector tracking might be analysed in the future in the context of scintillation

environments.
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