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Abstract

The Internet is evolving with us along the time, nowadays pegxe are more dependent
of it, being used for most of the simple activities of their lies. It is not uncommon
use the Internet for voice and video communications, sociaketworking, banking
and shopping.

Current trends in Internet applications such as Web 2.0, clal computing, and
the internet of things are bound to bring higher tra ¢ volume and more heteroge-
neous tra c. In addition, privacy concerns and network sectity traits have widely
promoted the usage of encryption on the network communicatns. All these factors
make network management an evolving environment that becas every day more
di cult.

This thesis focuses on helping to keep track on some of thebarmges, observing
the Internet from an ISP viewpoint and exploring several aggrts of the visibility of
a network, giving insights on what contents or services aretrieved by customers
and how these contents are provided to them. Generally, infeng these information,
it is done by means of characterization and analysis of dataléected using passive
tra ¢ monitoring tools on operative networks.

As said, analysis and characterization of tra ¢ collected pssively is challenging.
Internet end-users are not controlled on the network tra c they generate. Moreover,
this tra c in the network might be encrypted or coded in a way that is unfeasible
to decode, creating the need for reverse engineering for yding a good picture to
the Internet operator. In spite of the challenges, it is prented a characterization of
P2PATV usage of a commercial, proprietary and closed appiition, that encrypts
or encodes its trac, making quite dicult discerning what i s going on by just
observing the data carried by the protocol. Then it is preséad DN-Hunter, which
is an application for rendering visible a great part of the nevork tra ¢ even when
encryption or encoding is available. Finally, it is presemtd a case study of DN-
Hunter for understanding Amazon Web Services, the most pranent cloud provider
that o ers computing, storage, and content delivery platfoms. In this paper is
unveiled the infrastructure, the pervasiveness of contemnd their tra c allocation
policies. Findings reveal that most of the content residingn cloud computing and
Internet storage infrastructures is served by one single Aamaon datacenter located



in Virginia despite it appears to be the worst performing onéor Italian users. This
causes tra c to take long and expensive paths in the networkSince no automatic
migration and load-balancing policies are o ered by AWS amy di erent locations,
content is exposed to outages, as it is observed in the datsspresented.
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Chapter 1

Introduction

The Internet have been with us for several years and will stafor longer. Along
all this time, Internet has evolved drastically as culture tend, market and politics
evolve as well. The changes on the Internet are re ected onveeal levels, from
how the end-users interacts on the network, to how content idelivered and the
transmission capacity is getting available to everybody. @hsidering just the tech-
nological part, Internet has changed because of end-usemncan buy cheap and
powerful computing devices, wireless connections are inyarhere providing con-
nectivity to anything, video transmission, which represets tons of data, is quite
popular thanks to cheap devices able to capture high resoioh digital video, cheap
storage devices which allows to save tons of data, high-sge®tworks which makes
feasible content sharing and infrastructures, like Youtud, which can host unlimited
audiovisual content for free almost no matter the duration bthe Im, and thanks to
high-res displays which make users being more interested lbetter video content.
Therefore understanding what end-users do when they are od and the impact
of their actions in a network, from the point of view of an opeator, or commonly
known ISP (Internet Service Provider), is essentially for qoviding Internet access
to end-users. This knowledge empowers ISP permitting a bettadministration of
the network, the creation of new business and to react fast&y Internet changes as
well as failures in the network. It also helps to software eimgers, which develop
on-line applications, to develop better applications thatare able to coexist with the
rest.

This thesis explores several aspects of the visibility of aetwork, giving insights
on what contents or services are retrieved by customers andwh these contents are
provided to them. Generally, inferring these information,it is done by means of
passive network monitoring of operative networks, from whe tra c is collected
to then being characterized and analysed. From the point ofiew of who analyse
the Internet, this is not a simple task. Internet is a quite tangled and confusing
place in which many actors are involved, and the informatiomvailable about it is
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1 Introduction

not complete, e.g. some Internet tra c is encrypted or encoed in a obscure way.
Particularly, the core of this thesis is organized in three ickrent chapters: (i) in
chapter 2 is studied the human factor and its impact on the network, by oveil-
ing the usage P2P-TV applications over the Internet, (ii) inchapter 3 is presented
DN-Hunter a generic tool that permits association of netwdr connections to con-
tent/service, even in cases which there is encryption or unkwn coding, nally (iii)
in chapter 4 is presented a study of Amazon infrastructure, which is onéhé big
players providing content/service to end-users.

Among the most prominent ndings covered in this thesis, inltapter 2 is shown
evidence on why users in an European country select one chahmstead of other,
which is the most popular content to watch on P2P televisionrad how these com-
bined with the application design, impact together the netark in terms of trac
locality. Moreover it is demonstrated that without high sped peers in the P2P
overlay, broadcasting of real-time content becomes di cul In 3is presented a tool,
completely projected and coded by the author, which allowsotassociate the real
used domain name with a network connection in real-time. Tagher with this, there
is demonstrated how vague is reverse lookup for detectingetiservice or content of
a given connection and the amount of information that an opator can access for
free from DNS tra c in its network. Last, in chapter 4 a study case of DN-Hunter
is presented, putting particular attention to Amazon Web Sevices, which o er ded-
icated Cloud Computing, Internet storage and a Content Deliery Network. This
chapter also introduces a generic methodology to assess ¢fe®graphical location of
an IP address which becomes useful to determine the locatiohthe di erent Ama-
zon datacenters, permitting in this way understand from whe the tra c is coming,
to where is exported, which are the datacenters performingonst, and thanks to
DN-Hunter understand which content performs worst and wher are located the
di erent contents. Among all the ndings, it is interesting that most of content
generated by the Cloud Computing infrastructure is importd from America, being
available datacenters for cloud-computing in Europe.

Finally, this thesis is concluded with chapters, which brie y describes the expe-
rience during three years of monitoring actively the Interat at the edge, recalling
the di culties on characterizing the interactions in the Internet and commenting
some toughs of the author.

Methodology and Collaborations

All the works presented through this thesis are based mostlyn traces of network
tra c collected from passive measurements on operative ISRetworks. Basically,
the analysis an characterization of tra c from passive measements has the ad-
vantage that what is being observed is not bias and represenhormal behavior
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1 Introduction

of real end-users. On the other hand, virtual hosting of coant or service mixed
with privacy and security concerns make this task di cult. E.g. consider someone
is interested on Facebook tra c, most of it is encrypted usig TLS/SSL and it is
hosted using several IP addresses. This is the same that hapg with other not
very well-known applications generating tra c, e.g. trac generated by a botnet,
could you tell what is going on when tra c protocol is obscuré intentionally?

In this work, Tstat DPI developed in Politecnico di Torino has been used ex-
tensively. It has capabilities of classi cation, generate statistics about TCP/UDP
connections providing hundred of features of a ow, as welkather statistics related
to some speci ¢ protocols and content. Signatures fdistat classi er are written by
hand and are the result of hard reverse engineering of the pocols. In this context
Tstat has been placed in several vantage points spread over Europ€hanks to
Network-Aware P2P-TV Application over Wise Networks (NAPANINE) a Seventh
Framework Programme project and the collaboration with of @me partners, with
the scope of understanding P2P-TV applications and the atiide of end-users to-
wards it, someTstat probes has been placed in Telekomunikacja Polska (now Orang
Polska, Poland), Magyar Telekom (Hungary), in Fastweb (ltdy) and in Politecnico
di Torino (Italy). Then thousands of end-users have been maared with the scope
to unveil and characterize P2P-TV usage.

Given the second problem of generic tra ¢ being obscured orocled in an un-
known fashion, there is a collaboration with Narus Inc. (USA in which DN-Hunter
has been developed. This collaboration has as scope the ticenof a labeler for au-
tomatic generated signatures of protocols, but comes outah DN-Hunter was more
than a labeler for this speci ¢ application, providing visbility to the encrypted or
coded tra c to the network operator. DN-Hunter has been incuded in one private
version of Tstat for research purposes. Therefore using some available mskable
to run Tstat, it was possible to understand better such as big infrastriures as
Amazon Web Services, providing insights of its overall penfmance and the way
this company distribute its content to end-users.

Main Contributions

Throughout the chapter 2 you may nd evidence that supports that P2P-TV ac-
tivity in Europe is high correlated with sports events, paricularly football matches
being broadcast on paid TV. It is noted that are cultural biags on channel selection,
in which end-users running P2P-TV applications prefer to teeve the same content
from channels with audio in particular languages, even thgi alternatives, broad-
casting essentially the same content, are available. Thisa& implications on tra c
that remains naturally in a particular geographical regionnotwithstanding P2P-TV
applications do not favor or promote any kind geographicalé ¢ enclosing. On the
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1 Introduction

other hand, it happens when content is not available in the lal language end-users,
they retrieve content from another channel broadcasting # content. This have
negative implications for geographical tra ¢ allocation, for instance when channel
content is being transmitted in English, which is the languge most spoken as a sec-
ondary language, the spatial distribution of peers is spasthen end-users the same
happen to tra c allocation, where a lot of the tra c is being e xported/imported
from abroad. It is observed that there is a constant churningate, which means
peers or end-users leaving the channels. This is importard have in mind for scal-
ing P2P-TV infrastructure, since P2P applications rely on ed-user capability to
replicate the information over the P2P overlay. Moreover,he behavior of peers is
quite synchronized. That is an e ect of ashAcrowd when eveis starts and high
churning when broadcast event, e.g. football match ends. kspite of generic P2P
applications, there are two particular methodologies whircallowed to nd all the
already described results. The rst is a methodology that penits the isolation of
P2P-TV tra c by channels, and the second one is a methodologyo estimate the
the size of a P2P swarm in a scenario in which the peer discoyés not forced, that
is, with the same probability each peer in the swarm may exchge some tra ¢ with
any other peer in the swarm.

On chapter3is presented DN-Hunter, which allows the association any TRIUDP
ow with its corresponding Fully Quali ed Domain Names (FQDN). A FQDN may
provide granular information about the service or content ssociated with a network
connection, even though a network connection is encryptedlt has been imple-
mented as part of DPI solutions, agstat a open-source DPI developed at Politectino
di Torino and it is inside Narus Insight, a commercial DPI saltion developed at
Narus Inc. In this thesis contains a brief description of DNHunter, which includes
internals of DN-Hunter and algorithms for giving visibility of the network using the
FQDN annotated connections. Among the algorithms preserdehere, an automatic
port labeling is described which mixes ow features as a desation TCP/UDP port
number, with the domain names associated to the connectioasing some particular
ports, in a way that DN-Hunter provides labels for unknown pds being used in
the network, pointing out information for a network adminidrator. Moreover, it has
been used to label kind of tra ¢ which share a particular sigature, in the context
of an automatic application signature learner, DN-Hunter pvides labels for the
new protocols it founds in the network. Heuristics for contad discovery and how
di erent content is being hosted on di erent infrastructures is shown, presenting
ndings related to web services which operate di erently acording to the geograph-
ical location they are serving. Also, it is shown that DN-Huter allows to a network
administrator to have a grasp on the kind of content being proded by a general
purpose cloud. An example of Google Appspot, a general pugaocloud for running
applications for free on Google machines, shows that with DNunter is possible
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1 Introduction

to determine that this cloud is abused by BitTorrent trackes for sharing proba-
bly copyrighted content. This is particularly astonishingsince content is served by
Google IP addresses which are well known to serve bad comie moreover other
legacy service run on the same IP addresses, then blockingdkers by their IP
address would break the whole connectivity to other innocus applications.
Chapter 4 is a complete study of one big player of the Internet nowadayas
observed from the point of view of an ISP. This is the case of Aamon Web Services
(AWS), from which tra c directed to it is passively gathered from all the tra c. One
of the main contributions is a heuristics for determining tle location of an Internet
address as observed from a particular location, bypassingthis way any particular
routing con guration which could trick some other accuratemethodologies like 1],
which uses several probes spread on di erent geographicatétions. Using DN-
Hunter, this chapter provides insights on performance of thdi erent datacenters,
performance of the di erent services hosted on AWS cloud aslWas content hosted
on their Content Delivery Network, hosting policies and pging for customers with
implications on geographical tra ¢ allocation and eventudly on QoS for end-users,
which have to import tra ¢ from long distances when it could be available from
nearest datacenters. In spite of this, it is found that Italan end-users import near the
85% of tra c volume from America, when a datacenter is availale in Ireland. This
impairs the quality of communication with the servers speally for the case of TCP
connections. In addition, it is shown which kind of contentéervice is responsible
for such tra c importing, nding that mostly online social g ames are quite popular
among lItalian end-users and that those applications are nitys hosted in Amazon
datacenter located in North Virginia, near to Washington.



Chapter 2

Inferring Internet end-user
attitude

2.1 Introduction

As the Internet changes, in the recent years we have withedsthe success of P2P-
TV applications, bringing TV channels, some of which live, d the users’ home
through the Internet. Several commercial P2P-TV systems aravailable and some
are popular among users because they feature cheaper videmaldcasting than other
solutions, e.g., IPTV or pay-TV. Unfortunately, most of the successful P2P-TV
applications rely on proprietary protocols and unknown algrithms, so that the
understanding of such systems is intrinsically complex. Ts P2P-TV tra c char-
acterization has become a topic of great interest for the re@grch community and for
network operators. Both are interested in understanding th positive and negative
aspects of P2P-TV applications, to understand how these cqbex systems work
and to improve their design and e ectiveness.

Service providers, network operators and designers, arderested in assessing
the potential impact of this trac on the network of today, im pact that might
turn out to be disruptive, given the possible large number afisers and high band-
width requirement combined with the tra ¢ being loosely cortrolled with respect
to network conditions. Researchers are interested in thevestigation of end-users
attitude towards these new services to foresee new trendstire future usage of the
Internet, and to augment the design of their application. A éep understanding of
P2P-TV tra c and its characterization is therefore an important task that can con-
tribute to the design of network elements, including tra ¢ engineering mechanisms,
component dimensioning, resource management strategies.

In P2P-TV systems, three di erent graphs can be identi ed. The rst graph rep-
resents the users that run the applications forming a sociaetwork graph. Where
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2 Inferring Internet end-user attitude

are the users? When and for how long do they run the applicati® Is churning
relevant for P2P-TV systems? These and others are all relextaquestions whose
answer allows researchers to design more robust applicaso e.g., by exploiting
natural localization properties of users.

Peers form then an overlay topology , a second graph whereeprs are intercon-
nected by logical links. Peers interested in the same chanrieen form a swarm ;
independent overlay topologies are built for di erent swans. Which are the prop-
erties of the swarms? Are the peer neighbors carefully se¢tstor are they randomly
chosen? By understanding the overlay topology graph progass it is possible to un-
derstand the P2P-TV system properties, its robustness to aning or its scalability
with respect to the number of peers.

Finally, the subset of the overlay links that are used by pesrto exchange the
video tra c forms the third graph, the distribution graph . Is the video data being
downloaded from neighbors in the same Autonomous System teduce the network
provider cost? Are neighbors with larger upload capacity gferentially selected to
download content from? What is the fraction of high capacitypeers in a swarm?
Recall indeed that the total available upload capacity plag a key role in the success
of P2P-TV content distribution since the video stream must e downloaded at an
almost constant rate by each peer.

To answer most of the latter questions, this chapter contriltes to the charac-
terization of P2P-TV trac by analyzing the trac due to popu lar applications
(SopCast, TV-Ants and PPLive), in the operative links of fou networks in opera-
tion in Europe, three of which provide ADSL access, the fortbne employs FTTH
(Fiber-To-The-Home) technology. Di erently from the measirement works present
in the literature, here there is adopted a pure passive methology to observe nor-
mal usage of P2P-TV applications by customers. Collectingd c for more than
one year, it is found that SopCast is the largely preferred gftication by customers
in these networks. Furthermore, the usage of these applitas is still very much
discontinuous and often associated to events, such as spevents, that are popular
but expensive to retrieve through normal TV broadcasting sstems.

As a study case, then focus on two months during which the UEF&hampions
League 2009 nal matches were held. Investigating deepetarthe SopCast traces,
it is reported tra c and peer volumes, swarm evolution, pees geo-localization and
lifetime, and their contribution to the video distribution. Results suggest that the
implications of tra ¢ burstiness, the peer population and their evolution might be-
come challenging for the network, should these applicatisrbecome widely popular.

Methodologically, it is proposed a general heuristic to iaggify swarms corre-
sponding to TV channels; observing churning associated t@@Cast events, nding
out that users stay connected to the P2P-TV system for the whe duration of the
event, but they can frequently change swarm seeking for bettchannels broadcast-
ing the same event.



2 Inferring Internet end-user attitude

In spite of the peer discovery process in the overlay topoladt is found out that
SopCast implements a simple random discovery which is verglaust. Conversely, the
distribution graph is severely biased by peer upload cap&cand by the Autonomous
System a peer belongs to. Results suggest that the implicais of tra ¢ burstiness,
peer population and their evolution over time might becomehallenging to face.

Some key aspects highlighted in this chapter include:

Despite the average bandwidth usage of P2P-TV applicatioris not signi cant,
it can be substantial during periods in which popular eventare shown. Today, a
few tens of users can contribute to 15% of total aggregate tcagenerated by more
than 20,000 users on a network access link.

Node churning during the lifetime of a stream is not signi cat, but there is a
ash crowd entering the system at the beginning of the eventral a rush towards
exit at the end. This clearly has an impact on the design of P2FPV applications.

Evidence shows that often high-speed residential networksd University networks
altruistically serve content to residential peers with higly asymmetric bandwidth.
Without the contribution of those peers, the P2P-TV system wuld not sustain the
service at all.

Geo-locality of social network graphs is deeply a ected byuttural and language
trait of customers. This biases the tra c distribution graph that is inherently geo-
graphically localized.

The latter two facts clearly impact the ability to localize P2P tra c, a theme
that is currently debated in the research community.

2.2 P2P-TV Usage

In this section usage and popularity of P2P-TV among Interneend-users. Fig.2.1
report the P2P-TV average incoming bitrate versus time, fodi erent timescales
observed at the EU2-ADSL vantage point. Results are qualitarely similar in other
monitored PoPs. On average, the tra c generated by these apigations is marginal,
but the burstinessof tra c re ects P2P-TV usage that is concentrated during short
periods of time. This is when the amount of tra ¢c generated ca reach very high and
possibly disruptive peaks. Moreover, it is observed that F2TV activity typically
coincides with the transmission of popular sport events, g¢. UEFA Champions
League during Wednesday and Thursday or Premier League (Hagd First Division)
on Saturday and Sunday. It is observed that even the most pofar events reach as
much as a hundred of same PoP end-users, which corresponddssl than 0.5% of
all monitored end-users connected to the vantage point. 8tithe download bitrate
often exceeds 15% of total POP incoming tra ¢ during those eants. P2P-TV bitrate
during peaks is larger than the aggregated YouTube bitrateobisumed by customers
in the same network. Nevertheless P2P-TV usage is disrupgivand consume lot
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2 Inferring Internet end-user attitude

of network resources, only a few end-users connected to PalBa these P2P-TV
applications. This bursty user behavior, which can be préy di cult to handle,

is also very dierent from normal TV and IPTV usage pattern, that is typically
smoother and more evenly distributed during the day. Noticalso the abrupt drop
of tra c that happens after 20:30, i.e., after the event ends This hints that ash
crowd phenomena are not negligible in P2P-TV systems, as iisgdussed in next
sections.

On all the monitored vantage points it is observed at the timén which the mea-
surements were collected, that in these European networks@® ast is by large the
most popular P2P-TV application among others like PPLive ad TV-Ants, which
tra ¢ signatures can be identi ed using Tstat DPI. Therefor e, in the following, the
analysis of P2P-TV is restricted to some of the largest traseof SopCast tra c,
which remains statistically more relevant. Since SopCastapts a proprietary pro-
tocol and relies on encryption mechanisms, reverse engineg of the application
protocol and algorithms are avoided. Instead, all the chacterization of the appli-
cation and its usage is devised using simple methodology thaan be leveraged to
study other P2P applications too.

2.3 Channel Identi cation

The information on whether the observed peers are watchingpé same channel,
l.e. peers watching di erent channels belong to di erent dsjoint swarms, is inter-
esting since it can be leveraged to better characterize andtegorize the di erent
channels and users. Unfortunately, identifying the chanhéurns out to be complex
from passive monitoring of uncontrolled peers. Worst, So@St adopts its own pro-
prietary protocol and uses encryption mechanisms, that mak harder the channel
identi cation by inspection of protocol messaging.

In order to avoid complex (and questionable) reverse engening of the SopCast
protocol, it is de ned a methodology that allows to cluster gers in swarms, that is a
group of peers watching the same channel. This methodologygeneric and can be
leveraged for most P2P systems as well. The intuition at thedse of this solution is
that peers in a given channel contact other peers that are paof the same channel
too. Then it is de ned the concept ofneighborhoof a peer, as the set of peers that
have established any connection with the peer. Formally itsiclaimed that peers
with similar neighborhoods belongs to the same channel. Fmstance consider two
peersa and b which have a lot of neighbors in common, both belongs to the rea
channel. On the other hand, consider a third peerwhich have only a few neighbors
in common, it is said that c belongs to a di erent channel.

Let a and b denote two internal peers and leP (a) be the set of peersontacted
by a, i.e., peers whicha sent a packet to. The amount of common peers among
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Figure 2.1: P2P-TV Tra c at Di erent Time-scales in the TP Po P.

a and bis then C(a;b = jP(a)\ P(b)j, wherej j is the cardinality operator. It
is de ned then the common peer matrixM, as a matrix in which element {;j ) is
Mj = C(i;) ).

If each row (column) on theM matrix represents a monitored peer, then by
sorting peers, so that two adjacent rows (columns) iM refer to peers that have a

10



2 Inferring Internet end-user attitude

large number of common peers and their neighborhoods are ganas well, then it
is easy to identify the di erent swarms by just looking at therows (columns) of the
matrix. Neighborhood similarity is computed using the number of contacted peers
in common, in a way that it gives similarity score if two peers and b have external
peers in common, but it gives an even higher score if there igtard peer ¢ which
also shares peers witla and b, and a forth d which do not have peers in common
neither with a, band c. Let V, be the vector of common peers & with all other
monitored internal peers, i.e., thea-th row of M. Denote by V, the transposed of
V,, i.e., the a-th column of M. The product,

AA

Sap=2_2%b
@b =2y vvr

2.1)

iIs a measure of the similarity between the neighborhoods afand b. By iteratively
sorting the list of peers and moving closer those with largaimilarity, it is obtained
the swarming matrix, i.e., an ordered common peer matrii °that depicts in a clear
way how peers are clustered together.

Fig. 2.2 reports the swarming matrix considering 133 peers activerfmore than
600 s during 2-hours event on the's of May 2009. Each cell is colored according to
the amount of common peers it represents. The numbers aloniget main diagonal
correspond to the total number of contacted peer®?(a). The swarming matrix
shows that there are several groups of peers that share a larfgaction of common
peers, identied by the darker blocks. The largest block idades peers from O
to 70 (named swarm A), the second group corresponds to peersni 105 to 126
(swarm B), then peers from 90 and 105 (swarm C). The magnituds& well de ned
clusters of peers with intersections of neighborhood sugtg that they correspond
to di erent swarms, or channels. Moreover it is possible tonderstand the swarming
matrix as an adjacency matrix where each peer is a node in a graph and dark cells
represent connections between peers of the same channel.the same way, dark
blocks represent very well connected components or in P2R#Tjargon, a channel.
It is inferred that during the 5" of May event users were watching di erent channels
that were possibly broadcasting the same event. Then, eaaenti ed swarm is also
characterized by very di erent properties, which corrobaate this claim.

Swarming matrices allow grouping of users watching the sarmbannel. As a rst
result, it clari es that some channels are more popular in ta monitored network.
Interestingly, it is possible to observe from the matrix th& during the same short
period of time, several channels were active, probably tramitting same content.
This assertion is enforced by the observation of peers chamg from one channel
to another, as you can read in section Se2.3.1 Probably these channels provide
essentially same content, but some features such as videaalify, sound quality,
channel stability or even channel, could be di erent.

11
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Figure 2.2: Swarming matrix for 5th of May trace. Darker bloks refer to peers in
the same swarm.

The swarm analysis is repeated over all the traces, identifig several swarms. In
this section the analysis and results are restricted to theibset of swarms reported in
Tab. 2.1, which are the largest swarms in terms of number of presentt@mnal peers.
The table summarizes prominent swarm characteristics: thaumber of internal
peers observed in the channel and the estimated amount of extal peers in the
channel, the total amount of received (RX) and transmitted TX) data, estimated
video rate, probe country code (CC) location and the portiof external peers that
belong to the same Autonomous System (AS) the probe was loedtin. Note that
channels are sorted by decreasing values of the last metridote that all the largest
swarms were observed in the EU2-ADSL traces, being P2P-TVage more popular
in EU-CC1 than in the other two European countries. Nonethelss, in swarm 11 and
swarm 14 is identi ed one peer that was monitored in EU3-ADSknd EU1-ADSL2,

12



2 Inferring Internet end-user attitude

respectively. These are listed in the two bottom rows of theable.

The number of external peers in the channels are estimateding a metric ex-
plained in detail in Sec.2.4.3 Video rate, is computed considering the number of
peers watching the channel and the total amount of video databserved, during a
window time of 1 minute. The video data is discriminated fronthe signaling data by
taking advantage of the very biased distribution of packetize of SopCast. Further-
more packets which hold more than 1000 bytes in their payloacare considered as
video packets. Results show that the video rate is typicalliower than 480kbps, i.e.,
low quality video. Other metrics reported in the table are staightforward computed
from traces.

Table 2.1: List of the largest swarms

Swarm | Internal | External | RX | TX | Video Rate| CC | PL
ID Peers Peers | [GB] | [GB] [kbps] AS %
0 35 15489 8 2 330 PL 32
1 29 19701 8 2 400 PL 31
2 50 32757 15 3 450 PL 28
3 33 25575 9 2 400 PL 27
4 41 33320 15 3 400 PL 27
5 69 60502 23 5 420 PL 25
6 66 76416 24 5 470 PL 23
7 19 20662 8 2 350 PL 21
8 77 68264 30 6 400 PL 19
9 11 10371 3 1 440 PL 10
10 5 12288 | 1.5 | 0.2 320 PL 9
11 12 18684 5 1 430 PL 9
12 10 20930 2 0.2 370 PL 8
13 8 13591 | 26 | 0.4 450 PL 8
14 16 39948 | 4.3 | 04 380 PL 6
15 13 39718 4 0.3 450 PL 5
16 25 54830 5 1 470 PL 4
17 8 23333 | 2.7 | 0.3 480 PL 3
18 10 30026 3 0.5 330 PL 2
19 9 27195 | 2.1 | 05 400 PL 2
11 1 8049 05| 0.2 430 HU | N/A
14 1 5122 0.3 | 0.1 380 IT | N/A
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2.3.1 Detecting Channel Switching

Usually when someone watches TV use to change channel ofté@rhis behavior is

commonly known as zapping, which is using the remote contrdevice to switch

across channels or TV programs. Motivated on nding di ereges between P2P-TV
and normal TV, the user satisfaction is studied in this seabin, measuring how much
are like the users to change the channel that they were watcly. From the swarming

matrix, there are still some peers which share some commonepe with others in

disjoint channels. For instance, peer 123 at Fig2.2 as a large number of common
peers with both, swarm A and swarm B. Has this peer watched bwotchannels at

the same time, or somehow it switched from channel A to B or \eeversa during

the 2 hours of monitoring?
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; .
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! \
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18:30 18:40 18:50 19:00 19:10 19:20 19:30 19:40 19:50 20:00 20:10 20:20 20:30 20:40
Time
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Figure 2.3: A nity of peer 123 to swarm A and B during the 5th of May trace.

To support the hypothesis that a peer had jumped from one chael to another,
instead of watching both contemporary, it is de ned the folbwing test. Let X and
Y be the sets of internal peers that belong to di erent swarmsThen,

PX;Y)= [xex P(X)n[y2vyP(y) (2.2)

is the set of unique external peers contacted by peers of swaK but not by peers
of swarmY. Let P 1(a) be the set of peers contacted by the internal peer during
time T. Itis de ned the swarm a nity of peerato swarm X and notto Y as
PG Y\ P r(a)]
P 1(a)]

Fig. 2.3shows the a nity of peer 123 to swarm A and swarm B, considerip T =5
minutes moving along the event duration. The plot shows thapeer 123 exhibits
a high swarm a nity towards swarm B from 18:30 until 20:10, time at which its
a nity to swarm B drops and the one to swarm A increases. Notie peer 123 left
swarm B to join swarm A at 20:10. Identical results are obtaied when considering
other peers showing same connection pattern. Finally theiis evidence of chan-

nel switching when there are other available channels pralig same content with
di erent features.

A 1(a;X;Y)=10 (2.3)
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2.3.2 Natural Churning and Flash Crowds

Di erently to normal TV, on P2P-TV is observed a very like event driven behavior
among P2P-TV users Fig.2.1. When someone runs SopCast it is probably that
some particular TV show or event is being broadcast at that the, so that a ash
crowd e ect is present when an event starts. Users then keepmming SopCast for
the whole event duration, and then suddenly stop using it atite event end. This is
con rmed by Fig. 2.4 which reports the Cumulative Distribution Function (CDF) of
the time which internal peers are active using P2P-TV duringan event. This time
is called the lifetime of the peer. Both separated and aggregd CDFs are reported.
Results show that users lifetime is very similar for di erehevents, and it is rather
long, e.g., 90% of users have a lifetime longer than 30 minateAs highlighted by
the horizontal lines, 50% of users have a lifetime within 90imand 130 min, which
corresponds to the typical duration of a soccer event. Onles$s than 10% of users
run SopCast for more than 150 min.

1 T T T T T T T T //',/ //,F 7 L,,///I
Aggregated g g
0.8 I ]
0.6 E
L
[a)
o
04 | E
0.2 - —
0 o= 1 L 1 L 1 L 1 L 1 L 1 L 1 L
0 30 60 90 120 150 180 210 240

Internal Peers Life-time [min]

Figure 2.4: User lifetime CDF; the thick line refers to the agregate statistic.

It has already addressed that some users switch channel dwgitheir lifetime,
but how much often this happen during the lifetime of an eveft To answer this
question, Fig.2.5shows the churning percentage over time. Both peers that ange
channel and peers that close the application are consideredwo di erent events
are considered in top and bottom plots. Results are obtaineboly computing the
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swarming matrix for di erent time slots. In detail, M (t,) is computed every time

periodt, of 5 min; then M (t,) and M (t, ;) are compared to count peers entering
or leaving a channel and peers switching channel. Finallyhé churning percentage
is computed with respect to the number of active peers at timg,.

Fig. 2.5 shows that the number of users switching channel is not negjble, e.g.,
around 8-10% of users changes channel every 5 min. Intenagly, the percentage
of peers that change channel is higher at the beginning, wherossibly users are
seeking for a good channel to follow the whole event which there interested
in. The churning percentage of users leaving the system is &l but it suddenly
increases at the event end when more than 50% of users leave Hystem at the
same time.
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Figure 2.5: Percentage of peers changing channel and leavthe system during two
soccer matches.

These results highlight the human-factor implication when designing a P2P-
TV system. Both ash crowd and sudden peer departures are noiegligible, so that
algorithms must explicitly deal with them.
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2.4 Peer Discovery Process

In this section, is of interest to understand some propertseregarding with the overlay
graph underneath a P2P-TV channel. Most of P2P-TV systems (Cast included)
implement a peer discovery algorithm based on gossiping pwools P]. In SopCast
a continuous discovery process is carried out by peers thatok for new peers at a
practically constant rate. In the overlay graph, an edge isreated every time a peer
exchanges information with another peer. To assess what dhe properties of the
SopCast overlay graph, the peer discovery process is obsekv

2.4.1 Peer Discovery by Access Technology

The rst question that arise regarding to peer discovery isdo all peers discovery
others with the same rate? To answer this question, the numbef peers contacted
by internal peers in a period of time T is measured during the events. The dis-
covery rate depends on the rate with which the peer is contad by or contacts
other peers. Fig.2.6 shows an example of measurement for peers in swarm 14. The
gure shows the average discovery rate of peers for TP and IFTTH data sets. It
is chosen a T = 60s. Focusing rst on the TP peers, all peers in this data set
perform the same kind of discovery process. In contrast, thdiscovery rate of the
IT-FTTH peer is much larger than the TP peer rate. It also shows a signi cant
variation during peer lifetime. Similar results are obseed when comparing low and
high upload capacity peers: the formers exhibit smaller disvery rate than the lat-
ter. This suggests that SopCast implements some algorithnie exploit the upload
bandwidth of high capacity peers.
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Figure 2.6: Number of peers contacted every 60s by internagers.

To corroborate this hypothesis, a controlled test-bed expienent is set in the
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University Campus network. The setup of the experiment comds on two peers
watching the same channel at the same time. Both peers are oected to the
Internet via the same router which limits the upload rate to %6kb/s and 32Mb/s,

respectively. Note that the download rate should be limitecby the video rate,

in the case that protocol signaling overhead is not considst. The evolution over
time of the discovering rate of the two peers is observed, stiag identical results on
Fig. 2.6. the peer with higher upload capacity exhibits a much highegpeer discovery
rate. Therefore, there is enough evidence to say that the dvery rate on SopCast
depends on the peer upload capacity.

2.4.2 Bias of Peer Discovery Process

The scope of this section, is to unveil if there is any prefaree in the discovering
process, based on the peer geo-location, distance or anyestiproperty. Fig. 2.7
shows the geographical breakdown of peers contacted by deat internal peers
during their whole lifetime. Left and right groups of bars réer to swarm 11 and
14, respectively. For each swarm, it is reported the breakdm for i) two internal
peers selected at random from the TP dataset, ii) all peers ithe TP dataset,
and iii) one peer in the MT and IT-FTTH dataset. Results show hat there is
no statistically signi cant di erence, even if peers are loated in di erent countries
(PL or HU for swarm 11, PL or IT for swarm 14) or are connected ttough di erent
access technologies (PL-ADSL vs IT-FTTH for swarm 14). Hower, the breakdown
changes in the two events. This suggests that the SopCast pdescovery mechanism
is not driven by any preference related to any peer propertyput it re ects only
the natural distribution of users around the world. That is, the peer discovery
mechanism follows a random process in which the probabilitgf contacting (or
being contacted) by a peer is independent from other peers.hif is a very robust
choice which allows SopCast to deal with the high churning ta seen in the previous
section.

2.4.3 Channel Size Identi cation

Leveraging on the SopCast peer discovery process, in theldoling it is exploited
a simple model to estimate the channel size, that is the numbef peers actually
watching the channel across the world. Let consider indepaéent observation periods
of duration T. Over each period, the internal peers watching the same cheai are
monitored. The discovering process can be modeled as a ramdwalk at constant
rate de ned by the access technology of each internal peerh&n each internal peer
in the same network discover a random set of external peerseey T. Thus given
any two internal peersa and b, the amount of common external peer€(a; b they
discover follows a Poisson distribution with mean value detmined by the degree
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Figure 2.7: External peer spatial distribution.

jP(a)j and jP (b)j of a and b, as well the sizeN of the channel:

iP @i () -,

C(a;b = N

Given a channel and an observation time T, it is measuredC(a; b; P(a); P (b) for
each possible pair of internal peera;h From (2.4) it is possible to estimate the
total number of peers in the swarm; let this estimation be dested by N (a; b).

CaCb
Ca;b

Since there are several internal peer pairs, it is computeti¢ average and stan-
dard deviation among the estimationd = E[N'(a;B] and y = std[N(a;b]. K is
the estimated swarm size, i.e., the number of vertexes in tlowerlay graph.

The sampling time T plays a key role, since it de nes the result of the discovery
process: on the one hand, T should be large enough to allow a correct estimation
of C(a;b); on the other hand, T should be small to minimize the impact of peers
churning and channel switching. Sensitivity analysis on & impact of T throws
that a good trade o is obtained at T larger than 2 min and shorter than 10 min.
In the following, it is choosen T = 360s. Fig. 2.8 reports the CDF of C(a; b for
all the pairs a; b of internal peers in a swarm during a single observation ped.

(2.5)

N(a;b =
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Figure 2.8: Common peer distribution as observed during aT = 360s time interval.

C(a; b closely follows a Poisson distribution with mean value 3&on rming that
(2.4) o ers a good approximation.

20000 timated v si
17500 | estimated overlay size

15000 | aggregated discovered peers =

12500 |
10000 |
7500 |
5000 |
2500 | ‘
0 R
18:15 18:30 18:45 19:00 19:15 19:30 19:45 20:00 20:15 20:30 20:45 21:00

time

graph size
discovered peers

Figure 2.9: Estimated overlay graph size and total number afiscovered peers.
T = 360s.

Fig. 2.9 depicts the estimated average and standard deviation of thestimated
channel size. It is contrasted with the amount of unique peeM discovered by
all internal peers during the same observation time T. This gure reports the
evolution of swarm 6, which was previously reported in botta plot of Fig. 2.1 N
quickly grows at the beginning when the ash crowd phenomenostarts. During
the event, Nl is then stable since the swarm population remains constariinally, at
the event end an abrupt departure of peers is observed. Thisidings are coherent
with results regarding the user habits on P2P-TV, which has den already noticed
in Fig. 2.1 Comparing N' with M, it is observe that the latter does not provide a
good estimation of the swarm size during the initial transig. In regime situation,
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M is comparable withKl. Because more than 60 internal peers are present, the
aggregated discovery process they perform allows to praily nd all peers in
the swarm in 360 s only. However, when the number of internalegrs is small,M
provides a lower bound toN .

2.5 Spatial Analysis

In this section the spatial characteristics of external pes are investigated, in order
to discover whether there is any localization mechanism thalrives peer discovery,
selection process, or whether or not any cultural bias in uges the P2P-TV overall
distribution characteristics. Each observed external peas geographically located
using information provided by MaxMind GeolP lite databaseg3] which are coher-
ent in date to the traces used. Note that even if MaxMind GeolRlatabase has
been controversial because its accuracy, for the case ofidestial IP addresses this
database remains accurate.

2.5.1 Peer Discovery by Channel

Fig. 2.10shows the geographical location of contacted peers duringyaen event for
two di erent ISPs. Note that the results depicted in the gures correspond to the
tra c reported for the event, that is all the tra ¢ from chann els has been aggregated.
Top plot refers to a trace collected in EU-CC1, while bottom |ot refers to a trace
collected in EU-CC2. As it can be observed, the countries oeprs interested in the
event are very di erent. For instance lot of peers are foundni EU-CC1, Germany
and U.K. in top plot, while bottom plot shows very few peers ireU-CC1 and U.K.
Regardless subdivision of channels, from a global point ofew seems that users
from di erent countries will choose di erent channels.
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