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Abstract—Background: Existing software defect
classification schemes support multiple tasks, suchs root
cause analysis and process improvement guidance. \WMever,
existing schemes do not assist in assigning defetdsa broad
range of high level software goals, such as softwaaquality
characteristics like functionality, maintainability, and
usability.

Aim: We investigate whether a classification basedn the
ISO/IEC 9126 software product quality model is relable and
useful to link defects to quality aspects impacted.
Method: Six different subjects, divided in two growyps with
respect to their expertise, classified 78 defectsom an
industrial web application using the ISO/IEC 9126 gality
main characteristics and sub-characteristics, and aet of
proposed extended guidelines.
Results: The ISO/IEC 9126 model is reasonably relide
when used to classify defects, even using incom@edefect
reports. Reliability and variability is better for the six high
level main characteristics of the model than for th 22 sub-
characteristics.

Conclusions: The ISO/IEC 9126 software quality mode
provides a solid foundation for defect classificatin. We also
recommend, based on the follow up qualitative anasis
performed, to use more complete defect reports anthilor
the quality model to the context of use.

Keywor ds. defect classification, software quality

l. DEFECTCLASSIFICATIONS

Defect classification is used in software procesgés
various objectives: provide feedback to develodéis
generate better tests [2], assess the qualityfbiae and
improve software processes [3] [4]. However, enpti
schemes do not assist in assigning defects toaa lsemge
of high level software goals, such as software igual
characteristics like functionality, maintainabilityand
usability. This study that investigates whether a
classification based on the ISO/IEC 9126 softwaog pct
quality model is reliable and useful to link defedb
quality aspects impacted.

So far, one of the most widely used defect
classification scheme is Orthogonal Defect Classiifon
(ODC), introduced in 1992 by Chillarege et al. [6IDC
was presented as the bridge between statisticactef
models, whose goal is to predict the reliability tbke
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software and its components, and root cause asalysi
which aims at identifying the cause of defects. The
semantic information provided by ODC permits
developers to link causes of defects with theiea# on
process or product. Chillarege et al. [5] idendifieight
different defect types and mapped them to procdsses
low level design, code), enabling process feedback
developers and identifying the existence of medsdera
cause and effect relationships in the software Idpweent
process. Although Chillarege et al. focused theirknon a
subset of defect effects (e.qg., reliability growtthe effect

of a defect can be measured on other product arepso
attributes. They provide as example the severityedécts
and the impact of field problems at a customer
organization through CUPRIMD [6] (capability, uslétlgi
performance, reliability, installability, maintaipiity and
documentation), which is a quality procedure totarihe
different aspects of software quality during depeb@nt
and software lifetime. CUPRIMD introduces the idda
this work, because we investigate whether defeatshe
categorized according to the software qualities thay
affect, which take perspectives from different staiders
(e.g., manager, end user) into account.

A. Need for a comprehensive classification scheme

Understanding the linkage between defects and their
effect on the overall software quality can helptvgeveral
tasks:

« Defect severity and priority can be better
understood depending on which quality attributes
are more important in a project. For example,
focus on the ease of which users can interact with
the software product will penalize defects that
affect usability.

e« Testing techniques can be tailored towards
specific important quality characteristics. For
example, if portability is a major concern then
defects falling into this category will help withet
analysis of shortcomings of applied testing
techniques (i.e. in form of an in-depth analysis
why a defect was not detected by the technique).

e« Measurement of process improvement activities
will be supported. The linkage between defects



TABLE I.  ISO/IEC9126SOFTWARE QUALITY CHARACTERISTICS( ADAPTED FROM[14])

Sub Characteristics

Characteristic ID Description

Functionality F The capability of the software t@yide functions which meet the Suitability, Accuracy, Interoperability,
stated and implied needs of users under specifiediitons of | Compliance, Security
usage (what the software does to meet needs)

Reliability R The capability of the software product to maintéts level of | Maturity, Fault Tolerance, Recoverabilit
performance under stated conditions for a stateidgef time.

Usability U The capability of the software produatbe understood, learned,Understandability, Learnability,
used and provide visual appeal, under specifiedditions of | Operability, Attractiveness
usage (the effort needed for use)

Efficiency E The capability of the software product to providesided | Time Behavior, Resource Utilizati
performance, relative to the amount of resources ,usnder stateg
conditions.

Maintainability M The capability of the softwareqaluct to be modified which may Analyzability, Changeability, Stability,
include corrections, improvements or adaptationthefsoftware| Testability
to changes in the environment and in the requirésnemd
functional specifications (the effort needed fordification)

Portability P The capability of the software protitabe ‘transferred from on¢ Adaptability, Installability, Conformance|
environment to another. The environment may incliideeplaceability
organizational, hardware or software.’ T

and software quality allows a better understanding
if a process improvement affects the distribution

of defects among quality characteristics. Questions
such as: “Do additional code inspections lead to
less functionality defects?” can be investigated.

With these objectives in mind it is crucial that a
classification scheme provides a lean and repeatahly
of assigning defects to quality characteristicssuksing
that humans carry out the classification task, rémults
should lead to similar results, independent of pleeson
performing the task. Further, besides high level of
agreement, the goodness of the classification seheith
depend on how well the classes map to the realdworl
concerns of stakeholders. For example, high agneeme
might be achieved if a classification consists @ few,
but in practice incomplete number of classes. Lastnot
least, a good classification scheme should be asean
instrument that will allow to effectively and meaaily
improve supporting the above listed tasks.

Reflecting on the second argument of finding tigyétri
concerns of stakeholders, current classificationestes
proposed in the literature are often limited byusiog on
a very specific set of concerns. For instance, raéve
taxonomies have been developed specifically fourstyc
concerns (e.g., [7], [8] and [9]) ignoring otheaketholder
interests. Other defect classifications [10] [1dgrived
from ODC, are specifically designed from the poirfit
view of software reliability. Leszac et al. [12]adstheir
classification scheme to improve both, reliabil{tlefect
density) and maintainability (code size and comipjex
Even though their scheme considers multiple atietu
many other perspectives are neglected.

This work aims to build a first step to link defect
classification schemes to a comprehensive range of
software quality goals. We consider the well-knoand
widely adopted product quality model of the ISO/IEC

9126 International Standard [13] as our initiakatpt to

fill the gap. We conduct a first experiment to eraé the
reliability with respect to human classification afdefect
classification scheme based on ISO/IEC 9126 quality
attributes. If this classification scheme were fun be
reliable then this would motivate for conductingtifier
research on the goodness of the classification retpect

to supporting tasks such as defect prioritizatiotadoring

of testing techniques.

The paper is structured as follows: we introduce th
ISO/IEC 9126 Product Quality model and the
classification scheme in Section II; then we désciihe
experiment conducted in Section Ill; Section IV wko
results and Section V discussion. Threats to uglidnd
conclusions are presented in sections VI and VII.

Il.  ISO/IEC9126PRODUCT QUALITY MODEL (NOW
ISO/IEC25010)AND PROPOSEDDEFECTCLASSIFICATION
SCHEME

ISO/IEC 9126 Software engineering-Product quasty i
an international standard for the evaluation oftvgarfe
quality. It defines a quality model with sirmain
characteristicsnamely: functionality, reliability, usability,
efficiency, maintainability, and portability, whiclare
further broken down into 28ub-characteristicsTable 1
(adapted from [14]) provides descriptions of the reiain
characteristics and the 22 sub characteristics stdredard
was revised in March 2011 by the ISO/IEC 25010
committee [15]. The new standard added a new main
characteristic (Compatibility), and moved Secufitym a
sub-characteristic to a main characteristic wishoitvn set
of sub-characteristics. Some other sub-charadt=riatere
added in the 2011 revision (confidentiality, infegrnon-
repudiation, accountability and authenticity, fuocal
completeness, capacity, user error protection,saduiéty,
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Figure 1.

availability, modularity and reusability), while mpliance
was removed.

The experiment was designed two months after the
new standard was released, but the authors deimidestp
the old standard because of its wide adoption. [ahge
overlap between the two versions of the standard
encourages the generalizability of the findings tlis
experiment to the new standard.

We use the main characteristics and sub-charaateris
listed by ISO/IEC 9126 as attributes in defect
classification schemes. The underlying idea is #w®ath
defect is reducing the capability and quality ofe th
software in one or more of the model's main
characteristics. Therefore, we propose a clastiita
scheme that is based on the following guidelines:

A defect impacts a software quality main
characteristic if its effects reduce the
associated capability described in Table |

* A defect impacts a software quality sub-
characteristic if its effects reduce the
associated capability (see Table I, [13] and
[14])

A defect can often be related to more than oneitgual
main characteristics and sub-characteristics. As a
consequence, the defect classification scheme peobis
not orthogonal. We will discuss in following sectsohow

Experiment design

this property must be taken into account in datalyais
and results interpretation.

lll.  EXPERIMENT

A. Goal and Questions

The goal of the main experiment is to assess the
reliability of the defect categorization scheme based on the
ISO/IEC 9126 main characteristics and sub-charatites,
with respect to human classification, i.e. a hurdanides
which quality attributes are impacted by a defade
definereliability as a measure to show how well a group
of human classifiers agree in mapping a set ofaieft®
the categories of the classification. We analyzdtipie
aspects and formulate our aims in the followingeaesh
questions (RQ):

* RQ1 - Reliability: How reliable is the defect

classification based on ISO/IEC 9126?

* RQ2 - Expertise: Is the reliability of the
classification dependent on the level of expertise
of the human classifiers?

e RQ3 - Main vs. Sub-characteristics: Is the
reliability of the classification dependent on the
main characteristics/sub-characteristics?

* RQ4 - Extended Guidelines: Can the adoption of
extended guidelines raise reliability?



e RQ5 - Human Perception: How do human
classifiers perceive the ISO/IEC 9126 scheme
when used to classify defects?

B. Context

We collected a set of defects from a project irivact
development from an industrial partner. The defectse
extracted from a JIRA bug tracking systeffhe industrial
partner (appraised at CMMI® Maturity Level 3) hdmat
40 employees and develops web applications in Gi#du
.NET and Visual Studio). The software applicatias la
size of about 35,000 lines of code and has beéweaict
production since November 2009, with four develsper
working on it. At the time of the experiment, thiRA
system contained 78 fixed defects, and all of thesee
used in the study. Each defect in JIRA is a refiwat has
been completed by developers or customers. Eadrtrep
contained the following data:

e Defect Report Identifier and Summary: each
report has a unique label, a title and a short
description.

¢ Location: component/s of the software affected by
the defect, e.g. “Authentication/Security” or
“Database Development”

* Version and Time Information: affected and
fixed versions: the version(s) of the software the
defect affected (i.e. in which the defect was
present), and the version of the software in which
the defect was fixed. Further: creation and
resolution date of the defect report, as well as
estimated and actual time spent to fix the defect.

e People reporter (who reported the defect), and
assignee (the person in charge of fixing it)

« Description and supporting information: more
detailed description of the defect, file
attachment(s) (e.g., screenshots, documents), and
a comment thread (containing discussions between
reporter and assignee)

e Category. a set of categories was defined by the
company. The categories were different from the
ISO/IEC 9126 quality main characteristics.

e« Other main characteristics priority, severity
(filled in by the software end user), phase of the
development cycle on which the defect was
detected

We initially conducted a pilot study in which thiest
author classified all the defect reports with thidelines
specified in Section Il. Based on this first expade, the
first author defined a set of extended guidelinesbé
added to the initial set. The aim of the extendeidejines
is to clarify and simplify the classification tasKhe
extended guidelines are:

! http://www.atlassian.com/software/jira

« A defect impacts Functionality if its effects reduc
the capability of what the system does (eg. “does
not work”, “is wrong”, “error”)

« A defect impacts other characteristics other than
Functionality if its effects reduce the capabilitfy
how the system performs its tasks (eg. “it should
be faster’, “must be easier”, “the popup is
annoying”)

* The evidence criterion must be adopted in the
classification process: evidence about information
should be provided on the defect report, otherwise
the information must be considered as missing.
For instance, if the title of a defect report ig no
clear, the bind between defect and quality
characteristic/sub-characteristic judgment should
not rely on it but only on other information
(comment, picture). Or, if a link to a requirement
is missing, there is no enough evidence to define
that the defect was related to a particular
requirement.

« A reported stop/crash of the system impacts its
Reliability

e Any relation to standard U508
Usability of the system

impact the

The base and extended guidelines are evaluated
separately in the experiment.

C. Demographics

The six participants of the experiment were divided
into two groups, based on their level of experiente
software engineering. Participants of the firstugravere
three students completing their Master of Sciedegree
in computer science (subjects A, B, C) with 2 tge@rs of
programming experience and little a-priori knowleduf
the ISO/IEC 9126. We call them in the followijugnior
subjects The second group included expert software
engineers (subjects D, E, F, that are also theuttmees of
this papef) with 10 to 20 years expertise and with some
familiarity but little working knowledge on the sidard.
We will refer to them asenior subjecti the following.

D. Experiment Design

The subjects of the study were divided into twoadigu
sized groups and had to complete two major tasks af
training. Figure 1 depicts and summarizes thisgesthe
first task (independent classification task) wasetad a set
of defect reports and to assign each report toocormaore
ISO/IEC 9126 quality main characteristics and sub-
characteristics. The second task was a group tagk w
moderator that included a questionnaire and retiatioch
meeting for resolving disagreement between subjects

2 The three co-authors were not involved in prepanatif
the experiment or other pre-study activities. Thelely
participated in data analysis and interpretatiosh @eper
authoring after completing their roles as expebijetts.



1) Training
To train subjects on the matter of quality main
characteristics, instructions were given to therforgethe
start of the study, which included:
e short description and goal of the experiment;
¢ high level description of ISO/IEC 9126 as shown
in Table I,
« examples and descriptions of a defect report;
e classification guidelines and instructions to
execute the experiment;
The full text of the instructions is available ovf.

2) Classification Task

The 78 defect reports were assigned to participants
the following way. Each participant categorizedde®ects
in two sessions: in session one, 26 defect repoere
classified with the base guidelines. Subsequenitty,
session two, the other 26 defect reports were ifilbs
with the extended guidelines by the same subjects.

Participants received defect reports on paper (with
possible linked documents like screenshots) andighef
the main and sub characteristics with a short gegmm
(available online for replicatidh Then, they used their
expert knowledge to classify each defect repoit wite or
more main characteristics and sub-characteristibhw
impacted by such defect in their opinion. Clasatfiun
was recorded electronically using a spreadsheetvaid
possible transcribing errors (the spreadsheet & al
available onlind to ease replication). There was no time
limit given to the participants for completing the
classification tasks.

The defects were assigned randomly to subjects to
reduce threats due to the temporal order in which t
defect reports were entered into JIRA: for instante
could be possible that defects detected earlied @m
coming earlier in the list) are different from detfe
reported later. The defects were assigned in a enauch
that each defect was classified by exactly foujestib.

Moreover, participants were asked to report, fahea
defect classification, a confidence level with whithey
assigned ISO/IEC 9126 main characteristics to #feat
reports. They used the following scale: 1= “I'm sote”,
2="I'm quite sure”, 3= “I'm very sure”.

3) Group Task with Moderator
A reconciliation meeting for each group followed a
few days after the classification task, where atftipipants
in each group met to answer moderator questions and
resolve conflicts. The role of moderator was dopehe
first author, who asked patrticipants, for each kanfto
answer the following questions:
¢ Why did you classify this defect report as ...?
¢ Do you think that you could add some of main
characteristics that the other rater selected?
*  Which of the main characteristics that you selected
would you keep?

% http://softeng.polito.it/vetro/confs/ease2012/dam

« Do you have any other comment on this defect
report?

Beyond conflict resolution

answered also 4 further questions:

« [General Observation] Do you have any general
observation on the classification experience?

¢ [Classification methodology] How did you use
the guideline tables to classify defect reports?

« [Extended guidelines]Did you think the extended
guidelines were useful/useless or do they add
confusion/uncertainty?

« [More information] If it could be possible to buy
new information with a small amount of money,
would you spend that money to get additional
information on defect reports or on extended
guidelines?

questions, subjects

E. Analysis methodology

The main metric used to answer research questitms 1
4 is Cohen’s Kappa [16], widely used in the assessf
defect classification schemes [4] [17]. The assionpis
that a classification scheme is considered “rediabf
multiple humans classify items the same way whengus
the classification independently, thus achievinghigh
Kappa value. The Kappa statistic is computed as:

_ (Po — Pe)
~ (1-Pe)

in which R, is the percentage of classifications that are
the same between two subjects, and Pe is the plibpab
agreement among coders due to chance, whose
computation is based on marginal probabilities urtde
assumption of complete statistical independencextefs.

Pe estimates the proportion of times raters woglee if
they guessed completely on every case and with
probabilities that match the marginal proportioristtee
observed classifications. The values of K are cairstd

to the interval [-1,+ 1]. A K value of one meangfpet
agreement, a K value of zero means that agreemsent i
equal to chance, and a K value of negative one snean
“perfect” disagreement.

Despite its widespread use in the literature, thppé&
coefficient has two notorious problems [18] [19asand
prevalence. Prevalence occurs when the distributibn
categories is skewed and labels are concentratederor
a few categories; in those cases Kappa tends tows.
The bias problem occurs when raters’ individual
classifications are very different, leading to the&radox
that Kappa increases as they are less similar.these
reasons and according to [19], in addition to Kapga
report two other metrics: the proportion of agreetne
Po[20] and the Kappa adjusted for prevalence [18ff tb
equivalent to 2R-1 [19]. The first measure is useful to
understand the possible effect of the bias problEnause
it does not take into account the chance agreearghit is
usually higher than Cohen’s Kappa. A $imilar to K is a
clue for a possible bias problem. The second measur



takes out the effect of prevalence from Kappa,nbust be
taken into account only if prevalence occurs.

Moreover, since the proposed classification schisme
not orthogonal (i.e. subjects can select multiplairm
characteristics for one defect report), we adopt th
weighted versions of the three metrics (WK, YWWR/2P,-

1) as defined in [16] [18] [20]:
(WPo — WPe)

Wk = (1 - WPe)

whereby Band Pe are computed with a weight W that
is a similarity distance between two overlappingsaAn
example of an overlapping pair of rates for a gidefect
report is: Subjectl:{FU}, Subject2:{FR}, where tHigst
subject labeled the defect as impacting Functionh)
and Usability (U), while the second one classifieds
Functionality (F) and Reliability (R). In this casthe
agreement is only partial, i.e. on Functionalitgd asince
one in three main characteristics is in common betwthe
two subjects, the weight (i.e. the agreement},ise. 0.33.
An example of perfect agreement is: Subjectl:{FU},
Subject2:{FU}, and the weight is 1. An example of
disagreement is instead: Subjectl:{F}, Subject2;{Bhd
the weight is 0. The same weighting criterion iplegal to
sub-characteristic classifications.

We now discuss in more detail the research question
listed in section Ill A, translating them, when eggriate,
into a set of testable hypotheses. All hypothesedested
comparing pairs of subjects because different sdefect
reports were classified by different pairs of sotfe(see
Figure 1). For example: A and C have in common atefe
reports from 0 to 13. B and C from 14 to 26, andso

RQ1 - Reliability: How reliable
classification based on ISO/IEC 91267

Several tables of how Kappa values can be integret
into strength of agreement can be found in thealitee
[20] [21] [22] [23]. We observe that a thresholdb®.
corresponds to a “good’/"substantial” agreemerlirthe
proposed ranks, while a Kappa in the range 0.20-0.6
includes the adjectives “fair” and “moderate” ineth
majority of the tables. Given the exploratory natof this
work, we report the different agreement metrics weddo
not test for a particular hypothesis.

is the defect

RQ2 — Expertise: Is the reliability of the cla&sifion
dependent on the level of expertise of subjects?

The indexes domain in the formula below are i={A-B,
A-C,B-C} and k={D-E, D-F, E-F} indicating the sulje
pairs, and j={1,2} indicating the session. Moreqvtre
hypotheses are tested both at main characteestit (H1)
and sub-characteristic level (H2).

° HlO(RQZ) WK] char™ WRk] char
° HlA(RQZ): WK,j,char< WRk,j,char
® H2,(RQ2): WK,j,subchar> WRk] subchar
° H2A(RQ2) WK,j,subchar< WRk,j,subchar

TABLE I. AGREEMENTMETRICS FORJUNIOR CLASSIFICATIONS
Characteristics Sub-characteristics
Round | Subj. - -
WPo W21Po WK | WPo 2W1P° WK
o A-C 0.73 | 0.47 055 0.47 -0.05| 0.36
8¢ | BC 0.60 | 0.20 037 030 -04 0.25
@ A-B 0.52 | 0.04 0.32] 0.2 -0.47| 0.24
© A-C 0.88 | 0.77 0.61 054 0.09 0.23
£0 | BC 0.43| -013 | 021 0.18 -063 0.13
W A-B 0.4¢ | -0.02 [ 0.25 | 0.2€ | -0.4¢ | 0.17
TABLE II. AGREMENTMETRICS FORSENIOR CLASSIFICATIONS
Characteristics Sub-characteristics
Round | Subj. - _
WPo W21Po WK | WP, 2W1P° WK
® D-F 0.72 | 0.44 0.51 0.55 | 0.11 0.49
S | EF 0.6% | 0.2€ 0.3¢] 0.4 | -011 | 0.32
@ D-E 0.64 | 0.28 0.5d 0.42 | -0.17 | 0.38
< D-F 0.63] 0.26 0.39 055 | 0.1 0.44
0 | EF 0.5¢ | 0.1€ 0.32| 0.3t | -0.2 0.2¢
w D-E 0.53 | 0.05 0.24 0.40 | -0.2 0.32
RQ3 — Main vs. Sub-characteristics: Is the reliapil
of the classification dependent on the main

characteristics/sub-characteristics?

The subject pairs are i={A-B, A-C, B-C, D-E, D-F; E
F}and session index j={1,2}:

* Ho(RQ3): WKJ char = WKi,j,subchar

° HA(RQ3) WK] chari WKi,j, subchar

RQ4 — Extended Guidelines: Can the adoption of the
extended guidelines improve the reliability?

The subject pairs are i={A-B, A-C, B-C, D-E, D-F; E
Fland session index j={1,2}. The hypotheses ardetks
both at main characteristic level (H1) and sub-
characteristic level (H2):

° HlO(RQ4): WK,l,char2 WKi,Z,char

® H1A(RQ4): WK; 1 char< WK; 2 char

° HZO(RQ4) WK,l,subchar2 WKi,Z,char

*  H2,(RQ4): WK 1 subchar< WK 2 char

We test the hypotheses related to RQ2-RQ4 by
applying the Mann Whitney test [24] to the two sefs
WK of each question. We apply a confidence inteofal
95% and, given the small nhumber of samples (6 &mhe
set), we also provide boxplots for qualitative camigons.

RQ5 — Human Perceptiotiow do human classifiers
perceive the ISO/IEC 9126 scheme when used toifglass
defect®

The answer to RQ 5 is addressed through qualitative
analysis of reconciliation meetings records.



IV. RESULTS

A. Descriptive statistics

Functionality and Usability (F and U) were the
dominant classifications in the junior subjects’
classifications. Functionality was selected in I2# of
156 classifications (78.2%), Usability in 74 cldissitions
(47.4%), and Reliability (R) in 35, corresponding t
22.4%. Functionality was also dominant in seniors
classifications, with 78.8% of classifications,|éeted by
Usability (44.9%) and Reliability (23.7%). The othbree
main characteristics obtained negligible frequencie
both groups. These figures suggest that classditaidid
not concentrate only on one main characteristicuy-
characteristic, therefore the prevalence problech reit
occur in the experiment. Moreover, Usability and
Functionality co-occurred more than any other pair
main characteristics in both groups.

Finally, junior subjects selected on average 1.31nm
characteristics and 2.05 sub-characteristics fochea
classification, while senior subjects selected orrage
1.48 main characteristic and 1.85 sub-charactesisti

Five conflicts (0% agreement) and 2 partial agregme
(weights 0.33 and 0.20) were discussed in the
reconciliation meeting for junior subjects. Papats
resolved all conflicts by changing their classificas on
the basis of the discussion. Further, 4 conflidi8o (
agreement) were discussed in the seniors’ recatioifi
meeting where participants solved 3 conflicts bgraling
their classifications on the basis of the discussio

B. Answers to research questions

1) RQL1 - Reliability

All agreement indicators for both groups are lisired
Tables Il and Ill. On the main-characteristic levbe
weighted Kappa values range from 0.21 to 0.61, edser
on the sub-characteristic level values are lowanging
from 0.14 to 0.49. Considering the bias problemhwit
Kappa discussed previously, WRalues are close to WK
values in the sub-characteristics. This suggesis tte
bias problem could slightly affect results at theb-s
characteristic level, where the variability is héghdue to
the large number of classification options.

At the main characteristics level, eleven out oéliwe
comparisons had 0.2IWK < 0.60, corresponding to a
fair or moderate agreement [20] [21] [22] [23]. I®one
classification (A-C session 2) had a good/subsihnti
agreement (0.61). On the sub-characteristics dide,
classifications were poor (WK < 0.21) and the ottesr
were moderate. Overall, we observe that the rdilialuf
the classification is moderate. Since the desegpti
statistics showed that the prevalence problem ditl n
occur, we can ignore W2FL. However the values of WP
suggest that the bias problem related to Kappaddoave
occurred on the sub-characteristics classifications

2) RQ2 - Expertise
The boxplots in Figure 2 show that seniors clearly
outperform juniors only at the sub-characteristicel (p-
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Figure 2. Level of agreement among Juniors vs derat main
characteristics and sub-characteristics levels.
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Figure 3. Level of agreement by classification mess(1,2), subjects
(Juniors J, Seniors S), classification level (melaracteristic and
sub-characteristic)

value<0.05) and that seniors have less variablMie. do
not observe differences at main characteristic | lépe
value =1).

3) RQ3 - Main vs. Sub-characteristics
The boxplots in Figure 2 and 3 show that sub-
characteristics have a lower agreement mainly (oiojs
(the null hypothesis is rejected with p-value =370 In
addition to the fact that possible bias could pkeva
slight higher WK for sub-characteristics, we coneuhat
reliability is higher at the main characteristizde

4) RQ4 — Extended Guidelines
The adoption of extended guidelines resulted inelow
WK. However, the test can be rejected only for sub-
characteristics  (p-value=0.031), while formain
characteristics is rejected only with confidenceele90%
(p-val=0.094)



5) RQ5 — Human Perception

Question 5 is answered through qualitative analgbis
reconciliation meeting records. We present finditfigs
each section of the reconciliation meetings.
General Observations Table IV summarizes the general
observations of participants. The first author aoted
themes by coding the recorded answer to the questio
asked in the group meetings. Five out of ten idiedti
themes indicate that subjects thought that thernmédition
provided in the defect reports was insufficient,tioat a
lack of information made it more difficult to cléfgsa
defect. This indicates a relationship between thse eof
classification with 1SO/IEC9126 and detail of defec
information provided. The themes are:

« Difficult without the specifications of the softvear

e Maintainability information is hard to find in a

defect report
e Little information in defect reports
e With little information, it is hard to distinguish
between Functionality and Usability

¢ Pictures of defects reports are not useful

The remaining themes were dispersed across a ofinge
topics. No single theme was mentioned by more than
subjects, which indicates that perceptions varietivben
subjects and that the classification scheme doedewmr
one common problem.
Classification methodology All but one subject classified
starting from sub-characteristics.
Extended guidelines. Comments about extended
guidelines are summarized in Table V. Themes were
diverse, however one theme: “Overall, not very ulef
was mentioned by all six subjects, indicating thfa
extended guidelines are useless as the answer tb RQ
showed.

More information. All subject answered that they would
buy more information on defect reports.

V. DIscussION

The major findings of this experiment are:

e The agreements between participants were
moderate indicating that the classification is
moderately reliable (RQ1)

e Classification performed by experts leads to less
variability and higher reliability on sub-
characteristics level (RQ2)

» Classification on main characteristic level is less
variable and more reliable (RQ3)

¢ The extended guidelines adopted were not useful
(RQ4)

« The quality of defect reports impacts reliabilitly o
the classification. (RQ5)

The WK agreements between subjects were
“moderate” according to existing interpretation
suggestions [20] [21] [22] [23], but in our opinidhe
classification can be considered reliable on thdénma
characteristic level for the following reasons. Taek of
information in defect reports and the unfamiliariby
subjects with the inspected development project was
identified as one major factor of the moderate Wikhe
gualitative analysis of the data.

The lack of information indicates that defect repor
are filled insufficiently in practice (at least our target
project) to allow for a more reliable a-posteriori
classification. This is to say that the reports @mesidered
sufficient by the industrial partner in orderfito the defect
which is the primary purpose of writing a reporteW
suggest that an improvement of reliability in pi@etcan
be achieved by using subjects that can compensatbd

TABLE IV. SUBJECTS GENERAL OBSERVATIONS

Comment A B cC | D E F
Classification was difficult without the specift@ans of the software X X
It was hard to distinguish between suitability amedurateness X
Extenderguidelines didn'imake differenc X
Maintainability information is hard to find in a féet repor X
There was little information in defect reports X X
Too many sub-characteristics X X
When there was few information, it was difficultdistinguish between Functionality and Usability X X
It was better to classify at characteristic level X | X
Maturity is ratheibelonging to Reliability and Project Managemelan Maintainability X | X | X
Pictures on defect reps were not usefu X | X | X

TABLE V. SUBJECTS COMMENTS ON EXTENDED GUIDELINES

Comments A|B|C|D|E]|F
Useful to distinguish suitability and accurateness X
Overall, not very useful XX [ X[ X [X X
Even with better extended-guidelines, classificatimuld have been difficult because of lack og rinfation | X X X
on defect reports
Useful for people who saw the standard the firséti X
Would have prefeiec a better explanation on the differences betwee-characteristic X
Only criteria 1 and wereeasy to understa X | XX
The fourth criterion was useful X
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Figure 4. Agreements in classification (after remlimtion meeting)

lack of information with their own context knowlezi¢e.g.
developers who reported and fixed the defects iist fi
place). A follow-up experiment is required to confithis
hypothesis.

Moreover, Figure 4 reports the proportion of
agreements (P of both seniors and juniors at the main
characteristic level and after the reconciliati@ighty-
eight percent of classifications of seniors and W%ose
of juniors had an agreemest 50%, i.e. in accordance on
at least half of their classification (e.g., FU ddfd Only
nine defects had a 0% agreement, and only onehstill
the full disagreement even after the reconciliatiweeting.
Looking at the figures from this perspective lets u
conclude that agreemeotitweighs disagreement clearly.

Another finding of our analysis is that senior
classifications were less variable and more rediainl the
sub-characteristics level. We investigated theediffices
between juniors and seniors in depth and computed t
most common conflicts. The most common conflict
patterns were suitability/accuracy and
suitability/operability; merging them would increathe B
by 18%. Therefore, considering the quantitative and
qualitative answers and also this follow-up analysiur
suggestion is to focus on the main characteristiell or,
in order to achieve higher agreement, merge sorntbeof
sub-characteristics such as suitability, accuracyd a
operability.

Overall, we conclude that the standard builds & sol
foundation in order to trace defects to qualitylgoshen
using the main-characteristics rather than sub-
characteristics.

VI. THREATS TO VALIDITY

We classify threats as internal, external, constiared
conclusion, according to the taxonomy proposed by
Wohlin et al. [25].

Internal threats. A first internal threat is introduced
by some differences in the experiment operatioreniy
two: 1) seniors performed their first session
simultaneously in the same room and they could ifeel
competition in terms of task completion time; 2hises
performed the second session without the presentteeo
experimenter, and several days after the firssiflaation.
We could not avoid these threats for practicalageasbut
we believe their impact is negligible.

To remove possibility of bias, we let subjects siys
independently (e.g. senior participants did notakpto
each other during classification).

Yet another internal threat is the possibility edining
effects on the second session of the classificatisk,
which might have masked an effect of the extended
guidelines.

Conclusion threats The adoption of Kappa statistics
could lead to misinterpretation of results [18][1%h
particular when classification distributions areewikd.
However, we observed that prevalence did not oaodr
bias could only affect results at the sub-charésties
level. The small sample size (6 subjects) is yaitlar
conclusion threat.

External threats. The threats derived from the
selection of participants (partly academic settiagyl of
the case study (defects of a web application) teisaken
into account in the generalization of results and
recommendations. Yet another external threat regérel
applicability of our findings on a defect classifion
based on the ISO/IEC 25010, which is the evolutién
ISO/IEC 9126: since more sub-characteristics wdded,
we expect that the level of agreement with the nemgion
of the standard would slightly decrease rather than
increase. However, the high level of overlap betwt
two versions of the standard should make findings s
generalizable to the new ISO/IEC 25010.

VIl.  CONCLUSIONS ANDFUTURE WORK

We conclude the paper with guidelines and
recommendations to practitioners as well as suigyest
for future work. We suggest adopting the defect
classification scheme based on the ISO/IEC 9126yato
guality model since it has shown reliable. Furttesearch
has to investigate if this classification can helith
practical tasks, such as the prioritization of defe
according to different stakeholders’ perspectivas.the
ease of process improvement measurement on specific
quality dimensions. At this point in time, we recoend
using the main characteristics that lead to goodeagent
results even on incomplete data, but to use the sub
characteristics with care. The level of experiedoes not
affect the classification reliability at main cheteristic
level, but it does at sub-characteristic level.

Furthermore, future work should investigate whether
further tailoring of the ISO/IEC 9126 quality mod& the
specific application and stakeholder context (eby.
adding, removing or modifying the main charactersst
and sub-characteristics) has a positive impact on
reliability. We also encourage researchers to teffea



experiment with a larger pool of subjects with (and
without) a greater amount of contextual knowledbeua
the inspected defects.

Our own research agenda includes validating these
results with developers at our industrial partned @o
suggest the adoption of the scheme (in a possildtyréd
form) in the company. In a second step we areésted
how the usage of this model will support the vasitasks
and processes in the software development lifecyaée
could benefit from a comprehensive understandinthef
defect-quality relationship.
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