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GNSS and the GNSS market.
Indicates significant growth.

And immense potential,

In different and emerging application segments
In the world that is developed

And also, that is developing.

The technology is setting a stage.
To change our lives.

In the decade,

That, apparently, belongs to GNSS.
Assuming requisite ingredients
remain available.

May all of us have a happy year 2011.

Bal Krishna, Editor
bal@mycoordinates.org
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I\ PERSPECTIVE

The global market for GNSS will grow significantly over the next decade, reaching about 244 billion
euros for the GNSS enabled market in 2020

G NSS market forecasting is of great
interest to private and public GNSS
stakeholders, for business and strategic
planning and policymaking. According to
the 2010 GNSS Market Monitoring report
published by The European GNSS Agency
(GSA), the global market for GNSS will
grow significantly over the next decade,
reaching some €244 billion for the enabled
GNSS market in 2020. Delivery of GNSS
devices will exceed one billion per year
by 2020. Mobile location based services
(LBS) and Road will be the market sectors
with the highest revenue generation.

The report covers four market segments:
Road, Agriculture, Aviation and LBS
that represent the largest volume

of users and/or public benefits.

Road leads the way

The road transport sector is facing

major challenges, such as the demand

for increasing safety and for reduced
congestion and pollution. These problems
are particularly acute in highly populated
zones, including big cities and suburban
areas. GNSS represents a powerful tool
for improving road transport. Not only
does it help get drivers where they want
to go more quickly and efficiently, but it
also promises fairer road-pricing schemes,

Worldwide GNSS enabled market (bn€)

2025

for example, to automatically charge
drivers for the use of road infrastructure.

The report shows that the road
transport sector is still the main
GNSS market segment, accounting
for a share of more than 50%.

The penetration of receivers in road
vehicles, today at 30%, will exceed
80% over the next decade. The Japanese
and North American market would
reach almost 100% penetrations in

next decade whereas penetration in
European Union would be around 90%.
However, after a period of fast growth,
market saturation and competition in the
form of ‘smartphones’, often equipped
with free navigation capabilities, have
resulted in a slowdown in the car-

based navigation market. The estimated
global device revenues in road sector
by the end of 2020 are €87 bln.

Erosion of device prices has been high,
driven by declining costs and strong
competition. Vendors are using innovation
as a differentiator resulting in ‘converged’
products with both communication and
multimedia functionalities. Some Personal
Navigation Device (PND) vendors

are also tapping into new distribution
channels, including car dealerships

and smartphone application stores.

LBS- GNSS in your hands

Mobile location-based services (LBS)
are taking off as progress is being made
in different areas and innovation is fast
in the very competitive mobile industry.
More and more mobile phones now
have built-in GNSS capabilities and the
awareness of consumers and developers
is increasing. The hardware, software
and content needed for navigation

has become cheaper while the user
experience has improved tremendously.

(Foeriinates January 2011 | 7



All major mobile phone operating
system vendors now provide application
programming interfaces (API) with
location functions. Some of the most
popular applications on the various

applications stores are based on navigation.

The integration of accurate hand-held
positioning signal receivers, within
mobile telephones, personal digital
assistants (PDAs), mp3 players, portable
computers, even digital cameras and
video devices, brings GNSS services
directly to individuals, making possible
a fundamental transformation of the
way we work and play. The penetration
of GNSS in mobile phones is therefore
expected to increase very quickly, from
some 20% today to above 50%

Agriculture — drive on tractors

The report also assesses the market
potential in agriculture segment. It has
been observed that in agriculture the
low technology GNSS solutions are
used for low-value crop cultivation, low
accuracy operations and for agro-logistic
applications. However, high technology
GNSS solutions are also used for high-
value crop cultivation or precision
operations where levels of accuracy
achieved are in the range of 2 to 10 cm.

The report says that the annual shipments
of GNSS devices in the agriculture
sector are expected to grow in all regions
to reach 75,000 units by 2020 in the

EGNOS today open up new and exciting
prospects for economic growth, benefiting
citizens, businesses and governments
throughout the EU and beyond.

The road segment has the potential to
reap the largest benefits from Galileo.
These benefits derive mainly from a
reduction in travel time (a result of better
navigation), reduced fuel consumption,
better congestion management and the
development of intelligent services.

The development of LBS, such as GNSS-

assisted medical monitoring and other

emergency services, will lead to significant

benefits due to the reduction of injuries.

In agriculture, the use of more accurate
positioning technologies

within the next five years.

Geographically, as of now
penetration of GNSS-enabled
phones is much higher in North
America and Japan compared to
the European Union. However, by
2020, the penetration of GNSS in
mobile phones will reach 97% in
North America and the European

Union, almost 100% in Japan LBS

and 82% in China. Total annual
core GNSS revenues in LBS are
expected to grow between 2010
and 2020 from €12 bln to €96bn.

Aviation- high
and robust

The aviation market requires the

Galileo market building effect by segment
for 4 main segments, 14 bn € in 2010-2027

Aviation Agriculture
2.8% 1.2%

will allow rationalisation
and increased efficiency
in the use of fertilisers and
pesticides. In aviation, the
integrity information will
increase flight safety and
reduce fuel consumption.

In 2009, the GSA developed
and implemented a GNSS
market monitoring and
forecasting process which
resulted in first issue of

the report in question. This
process was developed
Road with the support of VVA
57% and LECG, two consulting
companies expert in market
analysis and forecasting. The
Market Monitoring Model
takes as input the data from

highest possible robustness and

integrity. GNSS-based navigation

has the potential to greatly complement the
traditional systems to locate and track the
planes. Moreover, SBAS systems improve
the accuracy and integrity of GNSS via

a network of ground stations that take
measurements of GNSS and broadcast
information messages to users via satellite.

According to the report, the penetration of
GNSS in aviation in the European Union
will grow to 97% and in North America
and the penetration of GNSS in aircraft
will reach 78% by 2020. Total cumulated
revenues from GNSS in the aviation sector
for the period 2010-2020 will be €4.2 bln.

8 | Goordingies January 2011

European Union, 110,000 units in North
America and 350,000 units in the rest

of the world. It is important to mention
that the increased sales are mainly driven
by the growth of the fleet and the higher
penetration of GNSS in new tractors.
Worldwide agriculture revenues will
increase over the next decade driven by
the increase in device sales from €198
mln in 2010 to €486 mln in 2020.

Galileo and EGNOS

The GSA says Galileo in the future and

GSA market studies and

reliable industry sources.
Moreover, the model is based on a tailor-
made selection of econometric techniques.
An extensive set of variables are defined
by key assumptions on the adoption
of GNSS and Galileo. This process
allows the simulation of different market
scenarios. Additionally, a consistency
check was performed for each segment
by comparing the model’s results with
the most recent reports from independent
GNSS market research companies.

The report may be downloaded free
here: http://www.gsa.europa.eu/go/
download the gsa gnss_market-report
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“Significant GNSS market potential and opportunities ahead”

say Boris Kennes and Justyna Redelkiewicz Musial from GSA, while responding to the GNSS Market Report

According to the report...... ,
“Despite significant growth
since 2006, significant untapped
potential remains.” Would you
like to elaborate on this?

According to the forecast based

on available information sources

and which involved several market
experts, the global GNSS revenues
are still expected to grow at a double
digit CAGR in the 2010 - 2020
period. This growth will come from
both new applications and expansion
of current products and services. In
terms of penetration, the biggest
impact will come from LBS since
GNSS is still only in a small portion
of today’s mobile phones. Regarding
new applications, there are countless
examples such as ADAS (Advanced
Driver Assistance Systems). As

for GNSS R&D initiatives in the
context of the EU 7FP program of
the European Commission, being
delegated to the GSA, there is a
surge of GNSS technology projects
proposing creative applications
such as using combined radar and
satellite navigation technologies

to create maps of coastal areas.
Advances in EGNOS and Galileo will
accelerate these developments.

According to the report,

the Road (56.4 %) and LBS

(42.8 %) segments appear to
dominate the core GNSS market
(cumulative revenues 2010 -2020)
whereas agriculture (0.6 %)

and aviation (0.2%) would have
negligible share in comparison.
What could be the reasons?

The relative importance of each
market segment is driven by the
number of devices being shipped
in each segment. LBS handset
sales make up the majority,
followed by navigation devices
used in road transport. In aviation
and agriculture unit shipments
are much lower due to a smaller

10 | GoorUinaisS January 2011

addressable market. Nevertheless,
aviation and agriculture are
important target markets for
EGNOS, European satellite-

based augmentation system.

The majority of GNSS market share
is held by companies having their
origin in the developed world (65%
in EU, USA, Japan in year 2009

all together). How likely is this
going to change, say in a scenario
where China and India may emerge
as one of the important markets
for GNSS, in next few years?

We expect the share of emerging
countries to increase as it is
happening in other sectors of the
economy. The revenues from civil
applications of GNSS are dependent
on the number of devices being
shipped. India and China, being
among the largest and most
growing countries in the world,

are expected to generate very
important volume of GNSS devices.

The pace of change in emerging
markets may be influenced by specific
aspects. Actually, some GNSS
applications may require structural
changes in emerging countries that
usually take time. In agriculture, for
example, the addressable market
can remain small, if farming is more
human than technology-driven. In
road, the usage of GNSS devices

is correlated with the state of

the road network in the country.

At the moment, it is projected that
the Global enabled GNSS market
(accounting full prices of GNSS
mobile phones in LBS sector) will
reach 244 bin in 2020. What could
be the factors that may hinder

the above projected growth?

Building the forecasting process,
we made assumptions on a list of
key factors like the GDP growth
and the evolution of prices of

devices which are influencing the
GNSS market trend. The projected
growth will also depend on other key
environmental factors and of course
also on GNSS relative advances

vs. alternative technologies.

The report has focused on 4
segments - road, LBS, agriculture
and aviation. Would you like

to name a few more GNSS
market segments that may have
potential in this decade?

The GSA analyses market
opportunities for GNSS in
cooperation with industry experts,
based on market research
information and data available. So
far we have focused on LBS and
Road, the largest GNSS market
segments, as well as agriculture
and aviation which are today
EGNOS target markets. In the
future, we plan to analyse high
precision (e.g. mapping, surveying),
maritime and public services.

GSA, in the context of the EC
Application Action Plan, cooperates
and supports the European
Commission. The GNSS Market
Report will aim at continuing the
analysis of GNSS market segments
and emerging opportunities.

Boris Kennes is
responsible for

the coordination of
the FP7 projects
portfolio and market
monitoring at GSA
Market Development
Department.

Justyna
Redelkiewicz Musial
is responsible for the
market monitoring
and forecasting
process at GSA
Market Development
Department. I\
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A metric, Vulnerability Index Against Spoofing, is proposed and used to assess the effectiveness of a

spoofer

Jyh-Ching JUANG
PhD, Professor,
Department of
Electrical Engineering,
National Cheng Kung
University, Taiwan

Fig 1. Two signals one (right) from GPS satellite
and the other (left) from a pseudolite are
acquired

The GNSS (Global Navigation Satellite
System) positioning is known to be
vulnerable to interference due to the long
distance of radio-signal travel and the
resulting low signal power. In the presence
of interferences or spoofing, the GNSS
navigation performance is likely to be
degraded and the navigation function may
even be incapacitated. Throughout the
years, many GNSS interference mitigation
techniques have been developed. A
challenge in GNSS interference mitigation
is that a wide class of interferences needs
to be considered. These interferences
range from wide-band noises, narrow-band
continuous-waves, frequency modulated
interferences, pulsed-type interferences,

to PRN (Pseudo Random Noise)-type
interferences. Among these interferences,
PRN-type interferences originating from
pseudolites or re-radiators manifest
themselves as GNSS-like signals, bearing
the same frequency, format, and code
modulation as legitimate GNSS signals. In
some navigation applications, pseudolites
can be used to enhance accuracy and
availability. However, when these devices
are used in an adverse manner, they may
spoof GNSS receivers. In the celebrated
report, it is stated that “A spoofer also

can defeat nearly all anti-jamming
equipment.” Existing mitigation methods
against spoofers rely on verification

of navigation messages, successive
cancellation, and antenna array techniques.

Given that the PRN-type interferers

or spoofers are difficult to detect and
resist, it is of interest to assess the worst-
case position/time deviation when a
GNSS receiver is subject to hazardously
misleading information from such kind
of devices. Essentially in a radio-based
navigation system, a set of transmitters
broadcast ranging signals to the receiver
for the latter to determine its position and
time. A spoofer is to augment the existing
system with a ranging measurement in a
similar form with those of the navigation

system so that the receiver will also
utilize the augmented signal for position
fix. As the augmented signal is subject
to misleading information, the resulting
navigation accuracy is affected and the
navigation function may be denied.

Two types of spoofing techniques can

be envisioned. One is to supplement the
existing positioning equations with extra
range/pseudo-range measurements. The
supplement-type spoofing technique
employs additional equations together with
the original ones for the determination
of position and time. Another type of
spoofing techniques, which is referred to
as the replacement-type technique, is to
in-validate some existing measurement
equations and replace them with others
that are purposely created to alter the
resulting position and time solutions. In
general, the replacement-type technique
may lead to more detrimental effect in
GNSS positioning. One way to implement
such a spoofer is to broadcast a PRN-like
signal that have the same PRN number
as that associated with the measurement
equation. When the intentional PRN-like
signal over-power the satellite signal,

the receiver is likely to be forced to

track the intentional signal and utilize
the message for positioning. Fig. 1
depicts the acquisition diagram of such

a scenario in which both the signals

of a GPS satellite and a pseudolite are
acquired. The two signals bear the same
PRN. Yet, the one from the pseudolite

is stronger than that from the satellite.
Consequently, the receiver can be misled.

As spoofers may inject erroneous
pseudorange measurements to the
navigation receiver with false message,

it is important to assess the spoofing
effect on the resulting PVT solution. In
the following, an optimization method

is employed to determine the worst-

case misleading message of a spoofer to
make a GNSS receiver astray. It is shown

(Boeriinates January 2011 | 11



that the worst-case position error can

be expressed as a product of the range
residual (or RAIM level) and a geometry-
related factor. The geometry-related factor
which is termed as the vulnerability index
against spoofing (VIAS) reveals the
geometric relationship between the GNSS
constellation and the broadcast position
of the spoofer in affecting the resulting
position deviation. The analysis result is
expected to be beneficial to the design of
spoofers and anti-jam receivers. For the
former, the analysis reveals the design of
the misleading information in creating the
maximal position deviation. For the latter,
the maximal position deviation can be
assessed and a scheme for the verification
of navigation messages is envisioned

to protect the receiver from spoofing.

Position deviation
under spoofing

Recall that the objective is to assess
how the GNSS position solution in the
spoofed (perturbed) situation deviates
from the unperturbed one. The analysis
makes the following assumptions:

* The spoofer is capable of adjusting its
broadcast messages and timing offset.

¢ The spoofer has a prior knowledge
on the approximate location of the
receiver. Also, information of the GNSS
constellation is known to the spoofer.

* The receiver is equipped with certain
receiver autonomous integrity monitoring
(RAIM) schemes so that a significant
range domain residual is excluded.

* The broadcast messages and ranging
measurement of the spoofer are used in
the receiver for position determination.

In the nominal or unperturbed situation,
the equation for the determination
of position and time is given by

Gx+be=z 1)
where x is the position vector, b is the
receiver clock bias, z is the pseudo-range

measurement vector, e is the vector of all
Is, and G is the observation matrix. The
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spoofer is capable of supplementing or
replacing the linear matrix equation (1)
with an additional measurement equation

c'x+b=d 2

where c is a unit-length vector and d is

a scalar, resulting in position deviations
when (1) and (2) are solved simultaneously.
In a sense, a spoofer attempts to adjust

¢ and d to create the maximal position
deviation which can be measured in

terms of the (weighted) distance from

the solution of (1) and the solution of

the simultaneous equations (1) and (2).

Some assumptions are made for ¢ and d.
As the vector ¢ is related to the direction
from the receiver to the spoofer, its length
is constrained to be one. In addition, it is
assumed that the receiver is equipped with
some integrity monitoring capability so
that a significant range residual error will
be excluded in the position determination
process. In other words, a threshold vy is
prescribed to bound the residual error.
Such a threshold can be regarded as the
RAIM level. Finally, some constraints

are further imposed on the vector c.

For example, the vector ¢ is required to
satisfy v'e=a for some given vector v and
scalar a.. Suppose that the vector v is in
the zenith direction, this constraint is to
reflect the practical elevation masking of
the receiver in ruling out measurements
from satellites at low elevation angles.

Let x, and x, be, respectively, the nominal
and perturbed (spoofed) position solutions,
the spoofer is to adjust ¢ and d such that
[ = x|, = \/(xl -x,) W (x, - x,) where
W is a positive definite weighting matrix is

maximized. The analysis of the worst-case
position deviation can be stated in terms
of the following optimization problem

max x, - x,|
ed 1 Oflw

subject to the aforementioned
conditions. Let

-1

0=(G"G-G"e(c"e) '¢'G) ' W (G'G -G e(e’e)'¢"G)

and

¢, =G e(e’e)”

It can be shown that through the
optimization process, the resulting
maximal position deviation is

max ||x1 - x0||w = y\/(c* —-¢,) Q(c" —¢,)

where the optimal vector
¢" is determined as

¢ =—(u'1-0)"(Qc,~1'v)

where [ is the identity matrix and

4" and " are two parameters that
depend on the whether the condition
vie'=ais met. If vi¢"™=q, 7°=0 and
the variable is solved from

¢ 0(u'1-0)"0c, =1

On the other hand, if the condition
vie'=a becomes active, the optimal
u#"and 5" are the solutions to the
following simultaneous equations

(Qc,—nv) (1 IT-0)*(Qc,—1'v) =1
and

a+v (1 1-0)"(Qe,~17'v)=0

In either case, the worst-case
position deviation in the presence
of spoofing can be evaluated.

VIAS as an indicator in
assessing the spoofing effect

Define the vulnerability index
against spoofing (VIAS) as

VIAS = "c —c0||Q = \/(c* -¢,)' (¢ —¢,)

A large VIAS implies a larger position
deviation. Recall that the variable y is the
level set in the RAIM , the worst-case
position deviation can then be rewritten as

(' maximal position deviation ) =
(RAIM level ) x ( VIAS )

In some applications, the RAIM level

is known to the spoofer and the above
formula can be used to assess whether
the spoofing can successfully lead to the
desired position deviation once VIAS

is computed. The VIAS is related to



the geometry of the satellite/spoofer
constellation. By substituting the optimal
solution ¢, the VIAS can be expressed as

VIAS = \/,tf +u'e (/J*Q'I - 1)7] Q- (#vl - Q)il v

A well known formula in GNSS
positioning is to characterize the RMS
position estimation error in terms of
the product of the standard deviation of
the user equivalent range error and the
dilution of precision (DOP). The DOP
is related to the geometry of the GNSS
constellation. Here, the maximal position
error (in the deterministic sense) under
spoofing is characterized in terms of the
RAIM level and the VIAS. The RAIM
level is allowable range residual error
to meet the desired navigation task and
the VIAS depicts the vulnerability of
the geometry of the GNSS satellites

in the constellation against the false
reported position of a spoofer.

Note that although the position deviation
analysis is to account for the worst-

case position error in the presence of
spoofing, the design of ¢” can also

be used in a homeland security type
application. For example, it is possible

VIAS and PDOP

VIAS and PDOP
S w EN &)

12 15 18 21 24
Local Time (hr)

Fig 2 VIAS and PDOP

Skyplot

to broadcast the spoofing information
over a zone of security concern. In this
case, any unauthorized GNSS receiver
may then be subject to the spoofing and
the consequential position deviation.

Simulation result

In the simulation, the location of Tainan,
Taiwan is selected as the area of interest.
Based on GPS almanac, the observation
matrix can be computed. At any particular
time instant, the distribution of the GPS
satellites can be obtained and, henceforth,
the worst-case vector ¢” that could
potentially lead to a significant position
error can be determined by solving the
optimization problem. In the optimization
problem, the elevation mask is set as

100 and the vector v is along the local
zenith direction. Fig. 2 depicts the VIAS
for a period of twelve hour. The VIAS
varies as a function of the distribution of
observable satellites. At those instants
when the VIAS is at its peak, the spoofer is
more effective in creating a large position
deviation. The PDOP is also illustrated

in the figure. Not surprisingly, the VIAS
is somehow correlated with the PDOP
which means that when the satellite
geometry is relatively good, it is more
difficult to divert the positioning solution.

VIAS Map

Latitude (deg)

80 120 -60 0 60 120 180
Longitude (deg)

Fig 4 VIAS map (GPS constellation)

VIAS Map
10

Latitude (deg)

80 -120  -60 0 60 120 180

Longitude (deg)

Fig 3 Sky plot of the GPS satellites and spoofer

Fig 5 VIAS map (Galileo constellation)

Within this period, the peak VIAS is
5.15 (marked by red circle in the figure)
at around 22 o’clock. Fig. 3 depicts the
GPS satellites/spoofer sky plot at this
time instant. In this figure, six satellites
are observable which are marked by blue
circles with PRNs 2, 4, 10, 12, 14, and
17, respectively. The spoofer broadcasts
its false position vector ¢" at the location
as marked by the red pentagon symbol
(S letter) in the figure. The spoofer
reports its false position vector at a low
elevation angle in an attempt to shift

the balance of satellite distribution.

To see how the VIAS varies at different
locations on the Earth, the VIAS map

at the aforementioned time instant is
presented in Fig 4. At some locations, the
VIAS is very large (~20) which implies
that the area is susceptible to spoofing.
In the figure, the maximal VIAS occurs
at longitude -78 and latitude -54.

Since the VIAS map is related to the GNSS
constellation, the VIAS analysis approach
is applied to the Galileo constellation to
assess the susceptibility of the system
against spoofing. In this analysis, the
30-satellite Galileo constellation is used.
The result is depicted in Fig. 5. Since

the Galileo constellation is a Walker
constellation, the distributi