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Abstract

The tool described in this paper aims at evaluating
the effectiveness of software-implemented fault-
tolerant techniques used in safety-critical systems. The
target application is stressed with the injection of
transient or permanent faults. The user can therefore
observe the real behaviour of the application in pres-

easiness of use and the portability on all UNIX glat
forms.
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software. The injector is not related to any specific
language or operating system so that a wide number of
COTS applications (commercial off-the-shelf) are
targeted and can be injected. The portability of our
injector is achieved thanks to the use of widely dif-
fused programmer tools, like GDB (gnu debugger) [3]
and objdump, and many bash-shell scripts, whose
main purpose is to drive automatically the execution
and to generate the appropriate faults. The chosen
implementation of FAUST employs two different
types of injections: transient errors, modeled as a bit-
flip in memory, permanent faults, deputed to emulate
hardware stuck-at.

2. FAUST Architecture
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» from the expected ones. Then, for each injec-
tion, the results are collected in one log-file.

The most important aspects of our approach deal
with the high portability of the tool which, thanks to
its implementation, can be exported to all the UNIX
based systems and to the reduced time overhead em-
ployed to perform the injections.
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