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Abstract

Cyber risk has emerged as a critical challenge for businesses, governments, and
individuals. The greater availability of data, the increasing dependence on digital
infrastructures, and the ever-advancing level of sophistication of cybercriminals
have intensified both the occurrence and impact of security breaches. Literature
on the economic aspects of cybersecurity originates from several distinct research
areas and employs various approaches, emphasising the multifaceted nature of
this phenomenon. This survey presents an overview of the economic dimension
of cybersecurity, summarising the main findings of this rich and interdisciplinary
literature. Our survey focuses on the four key actors involved in cybersecurity:
hackers, companies, consumers/users and regulators. We provide an overview of
the motivations and strategies employed by hackers, examine how companies and
users protect themselves against cyber risks and respond to breaches, and analyse
the economic and financial consequences. We also discuss the policy instruments
available to regulators to mitigate both the likelihood and the impact of cyberat-
tacks. In the final section, we suggest some potential directions for future research.
(JEL D8, L86, L20)
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1 Introduction

The digital era has fundamentally reshaped the way societies function, introducing
unprecedented levels of connectivity and transforming everyday activities—from
banking and shopping to social interactions and access to public services. The grow-
ing dependence on digital technologies has turned online environments into prime
targets for criminal activity. Cyberattacks can take many forms—such as phishing,
malware injection, or distributed denial-of-service (DDoS) attacks— in the same
way they target a wide range of victims, from individuals and businesses to public
services and network infrastructures. Their objectives vary, as they may include data
exfiltration, theft of sensitive information, ransom requests, and business disruption.
Estimating the economic damages caused by cyber incidents is challenging, as they
often include intangible elements such as reputational harm and a loss of trust among
users or customers of the affected company. These challenges are further compounded
in cases where the attacks target critical infrastructures, such as hospitals, disrupting
patient care and delaying treatments, or power grids, causing widespread blackouts.
While existing estimates agree that the overall cost of cyberattacks is significant,
accurately assessing the full extent of these damages remains difficult. For example,
Jamilov et al. (2023) estimate that the global cost of cyber risk exceeds $200 billion
annually. Other projections are even more pessimistic, estimating the global cost of
cybercrime at over $8 trillion in 2023 (Fleck and Richter, 2024) and at $9 trillion in
2024 (Petrosyan, 2023).

The literature on the economics of cybersecurity combines a variety of approaches.
It ranges from studies that use traditional economic tools to analyse the behaviour of
companies and users who invest in protecting themselves against cybercriminals, to
more technical IT-related contributions. Studies also include research that focuses on
managerial aspects, as well as investigations that explore the perspectives of hackers
or the victims of attacks through psychological or sociological lenses. This survey
aims to synthesise contributions from these diverse areas and provide an up-to-date
overview of the economic dimensions of cybersecurity.

We focus on the four key actors involved in cybersecurity: hackers, firms, con-
sumers/users, and regulators. We have examined the behaviour and characteristics
of hackers across several dimensions, including their motivations, strategies, targets,
and the dynamics of collaboration and competition within the hackers’ community.
This relatively extensive body of research reveals that hackers are a highly hetero-
geneous group, and viewing them as a monolithic entity is overly simplistic. Recent
studies consistently find that, when targeting firms, hackers tend to focus on larger
companies due to the higher potential returns and the greater number of entry points
available for attack. Other factors influencing cyberattacks on firms include the indus-
try sector to which the company belongs and the structure of its computer network.

When looking at firms and users, the literature has focused on the incentives to
invest in cybersecurity and continuously update software and devices to keep them
up-to-date against cyberattacks. The misalignment of incentives among the actors
contributing to breach prevention drives security failures (Anderson and Moore,
2006). In their review, Fedele and Roner (2022) highlight that the economics lit-
erature is mainly concerned with the consequences of two types of externalities and
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how these impact firms’ incentives to invest in cybersecurity. Market and technical
externalities affect investment returns, leading to greater or smaller departures from
the welfare-maximising level of security. The management literature has extensively
studied the incentives of vendors and users in managing system security appropri-
ately, with a timely release and installation of patches.

The empirical literature on the consequences of cyberattacks has predominantly
focused on their short-term effects, particularly examining stock price movements
following the announcement of a data breach. In contrast, long-term effects are more
difficult to quantify due to the presence of several potential confounding factors.

Regulators play a crucial role in addressing inefficiencies in the incentives to
contribute to cybersecurity. Various policy tools—such as liability regimes, security
standards, and mandatory cyber insurance—are discussed in the literature, highlight-
ing the advantages and disadvantages of each measure.

The remainder of the paper is organised as follows. Section 2 reviews the lit-
erature on hackers, focusing on their motivations, strategies, and targets. Section 3
examines how firms and users respond to cyber threats, discussing the incentives to
invest in cybersecurity and the management of cyber risks. In Sect. 4, we analyse
the economic and financial consequences of cyberattacks, distinguishing between
short-term and long-term effects. Section 5 is devoted to evaluating the effectiveness
of various policy instruments in supporting cybersecurity. For each of these sections,
we provide a synoptic table summarising the most relevant bibliographic references,
their approaches, and key findings. Finally, Sect. 6 concludes the paper and outlines
potential directions for future research.

2 Hackers’incentives, strategies and tools

The term hacker is frequently used generically, but the hacker landscape is highly
heterogeneous in terms of motivations, ethical stances, and skill sets (Jordan and Tay-
lor, 1998; Madarie, 2017). The European Union Agency for Cybersecurity (ENISA)
classifies hackers into four groups ranging from state-sponsored groups — sometimes
under the direct control of the military or the intelligence apparatus of their country
— to cybercriminals — mainly motivated by financial gains—and from hackers-for-
hire—providing services to other cyber groups — to hacktivists — fuelled by solid ethi-
cal motivations but endowed by much fewer resources than other groups (ENISA,
2023). Chng et al. (2022) propose a finer-grained classification, recognising how
hackers’ activity may be driven by curiosity, recognition by the community, revenge,
espionage, ideology or financial returns. Depending on the motivations of the hack-
ers, attacks may target private companies, public services, or take the form of cyber
warfare or attempts to influence public opinion in a foreign country.

Cyberattacks can also vary widely in the techniques employed. Table 1 summarises
the most common ones. These may involve the installation of malware designed to
damage the victim’s computer, phishing emails that deceive users into revealing cre-
dentials or clicking malicious links, and ransomware that blocks access to data or
systems until a payment is made. Other strategies involve denial-of-service (DDoS)
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Table 1 Types of cyberattacks

Attack Type Description Examples

Phishing, Social ~ Attack where the A deceptive email,

Engineering hacker sends fake apparently sent from
emails or messages to  the customer’s bank,
steal information. requesting bank

credentials.
Malware, Malicious software Viruses that either
Ransomware designed to damage,  prevent access to the

DDoS (Distrib-
uted Denial of
Service),
Botnet

SQL Injection,
Cross-Site Script-
ing (XSS)

Man-in-the-Mid-
dle (MitM)

Password Attack

Zero-Day Ex-
ploit, APT (Ad-
vanced Persistent
Threat)

hide, or steal informa-
tion, threatening a
ransom payment.
Coordinated attack
that overwhelms a
server or network to
make it inaccessible.

Injection of malicious
code into a database
or web pages.

Interception of com-
munications between
two parties to steal or
alter data.

Attempts to steal
passwords using
techniques such as re-
peated guessing (brute
force) or cracking.

Exploitation of a
vulnerability unknown
to the software vendor
or a prolonged attack
on an organisation

to steal sensitive
information.

system or files, or data
through encryption.

Remote control of
infected computers to
launch DDoS attacks,
send spam or flood

a website with fake
traffic.

Inserting malicious
SQL code into a login
form to access sensi-
tive data. Inserting
JavaScript code into a
comment page to steal
session cookies.
Interception of an
unsecured Wi-Fi
connection to steal
banking credentials.

Brute force attack,
trying all possible
combinations to guess
a password.

Attack against an un-
patched vulnerability
(e.g., the EternalBlue
exploit used by
WannaCry). Silent in-
filtration in a company
system, e.g., the Sony
Pictures hack.

attacks that disrupt services, or code injections that slow down the victim’s website
or render its services inaccessible to customers.

In what follows, we present the main findings from the literature on hackers’ strat-
egies and the factors that influence their behaviour.

2.1 Hackers'strategies

The literature generally distinguishes between two broad categories of attacks,
namely indiscriminate (non-targeted) and directed (targeted) attacks (Casey, 2003;

Png and Wang, 2009).
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Indiscriminate attacks, such as large-scale phishing campaigns, follow a scatter-
shot logic. Thousands of emails are sent randomly, hoping that a portion of recipients
will click a malicious link or download an infected attachment. Victims are not pre-
selected, and success depends on volume (Gao and Zhong, 2015).

In contrast, targeted attacks are more selective and sophisticated. Cybercriminals
carefully choose their victims—often based on economic, political, or reputational
incentives—and employ advanced techniques such as scanning for vulnerabilities,
exploiting zero-day flaws, and refined social engineering. Though less frequent, tar-
geted attacks tend to cause more severe damage (Wu et al., 2023) and require greater
effort and expertise.

In practice, these two categories often overlap. Attackers may begin with indis-
criminate tactics and later exploit successful attempts in more tailored, targeted
stages. To capture this complexity, Kour et al. (2025) have adopted the cyber “kill
chain” framework, which models the non-cooperative game between attackers and
defenders from reconnaissance to exfiltration. Game-theoretic models also explore
strategic interactions between attackers and defenders (Cremonini and Nizovtsev,
2009), highlighting how multi-stage attacks and collaboration among hackers can
increase effectiveness (Hausken, 2008, 2015, Hausken, 2017a, b).

While reputational rivalry can be a disincentive to information sharing, recent
studies have demonstrated that cooperation between hackers, particularly in targeted
attacks, can enhance success by leveraging shared knowledge of vulnerabilities
(Mookerjee et al., 2011). These interactions can create “hacker-side externalities”,
in which a successful breach enhances the attacker’s capabilities for future targets
or enables ripple effects (Wu et al., 2020). However, information sharing remains
a strategic choice. In some contexts, it facilitates access and increases efficiency;
in others, it fuels competition among attackers, potentially reducing the individual
benefit (Hausken, 2015, 2017a).

2.2 Determinants of targeted attacks

The likelihood of cyber incidents depends on several factors which affect the techni-
cal vulnerability and financial attractiveness of targets. These determinants include
firms’ characteristics, particularly the firm’s size and industry, human factors that
affect the adoption of security protocols, and technical elements such as the network
structure and interconnectivity of devices.

Firm size. Geer et al. (2020) suggest that firm size influences all three dimensions
of cyber risk: threat (the probability of being targeted), vulnerability (the probability
of a successful attack), and impact (the severity of consequences). Larger organisa-
tions handle more data, hold more intellectual property rights and other intangible
assets, and operate complex IT systems, making them attractive and more exposed
targets.'

! In addition to that, the scale of a system tends to increase the time-to-patch, thus delaying fixing vulner-
abilities leaving more time to exploit the breach to maximise the returns per attack.
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Survey evidence from Italian firms confirms this pattern. Biancotti (2017a, b) and
Bencivelli and Mogardini (2024) find that one in four firms reports at least one cyber-
attack over the previous five years, with the share rising from 19.5% among firms
with less than 50 employees to over 30% in firms with 50 employees or more.? These
results are consistent with related literature, which describes how small firms tend
to allocate the least resources on combating cybersecurity threats (Aldasoro et al.,
2022; Junior et al., 2023). However, these figures may underestimate the true extent
of attacks, especially among small firms, which may lack the tools to detect breaches
or choose not to report them to avoid reputational damage.

To obtain an unbiased measure of firm-level exposure to cyber risk, Jamilov et
al. (2023) apply natural language processing to data on quarterly earnings calls from
13,000 listed firms from 85 countries between 2002 and 2021, tracking mentions
of cybersecurity terms to infer exposure. Their findings indicate that cyber-exposed
firms tend to be larger, more liquid, and more reliant on intangible assets. Further-
more, the authors reveal that cyber risk often spills over across firms to the sectoral
level.

Firm industry. Cyber threats target unevenly across sectors. Financial services, for
instance, suffer up to 300 times more cyberattacks per year than other sectors (Bos-
ton Consulting Group, 2019). Healthcare and telecommunications are also frequent
targets due to their handling of sensitive data or control over critical infrastructures.
Biancotti, 2017a, b; Bencivelli and Mongardini, (2024) and the UK Government’s
Cyber Security Breaches Survey (Department for Digital, Culture, Media and Sport,
2022) confirm that financial institutions, telecoms, and tech-intensive firms are pre-
ferred targets. Firms with international operations—particularly in high-risk jurisdic-
tions—are more vulnerable due to greater data exchange and exposure (Biancotti,
2017a, b).

Human capital may also play a role. Firms in traditional sectors or located in less
industrialised regions with a lower-skilled workforce may be inadequately equipped
to detect or respond to cyber threats (Biancotti, 2017a, b). The World Economic
Forum (2024) highlights a widening skills gap in cybersecurity, especially across
sectors with low digital maturity.

Firms operating in infrastructure networks (energy grids, oil pipelines, transporta-
tion, communications) are especially vulnerable to attacks due to the externalities
inherent in networked systems. A breach in one node can cascade through the entire
system (Kovenock and Roberson, 2018).

Finally, firms operating within supply chains might be subject to greater risk due
to differences in cybersecurity maturity across companies (World Economic Forum,
2024). Indeed, a strong security posture by one firm can create negative externalities
on the rest of the network, making weaker firms within the network more attractive
targets (Bier et al., 2007; Hausken, 2008; Pym et al., 2013). This mechanism empha-
sises the importance of a coordinated security approach.

2 See also Ettredge and Richardson (2003), Boasiako and Keefe (2021), Vasek et al. (2016) for evidence
on the role of firm size on cyber risk.
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Individuals’ characteristics. While firm-level determinants are well-studied, fewer
contributions focus on individual vulnerabilities. Survey and experimental studies
suggest that analytical reasoning (Kelley et al., 2023), age (Sheng et al., 2010), and
gender (Sheng et al., 2010; Tuga et al., 2016) may influence phishing susceptibility.
Fedele et al. (2024), using administrative data on phishing attacks targeting almost
150,000 customers of an Italian bank, find that younger clients are more likely to fall
victim to phishing—possibly due to greater use and trust of digital channels—but
observe no significant effect from gender or place of residence.

2.3 New tools for hackers: cryptocurrencies and artificial intelligence

Technological advancements and emerging market solutions provide new tools and
opportunities for illicit operations. In particular, cryptocurrencies and Artificial Intel-
ligence (Al) have significantly influenced how attacks are conducted and monetised.

Cryptocurrencies have become a key enabler of cybercrime due to the anonym-
ity they offer and the ability to transfer funds across borders without intermediar-
ies. Cryptocurrencies are not only used for ransomware payments. A recent Europol
(2025) report highlights how blockchain technology and cryptocurrencies are being
exploited to facilitate payments and launder criminal proceeds.’

The role of Artificial Intelligence on cyber risk is multifaceted (ENISA, 2023). On
the defensive side, Al enhances cybersecurity capabilities through improved threat
detection, anomaly recognition, and real-time responses. These tools improve risk
assessment and reduce security costs.* However, on the offensive side, Al creates
new vulnerabilities by enabling sophisticated and automated cyberattacks (Mitra et
al., 2024). It lowers entry barriers for attackers and increases the frequency and com-
plexity of threats (Morgan Stanley, 2024). Adversarial attacks may also be directed
towards intentionally manipulating inputs to mislead the AI model into making incor-
rect predictions. While Al systems can learn to detect these threats, adversaries can
also use Al to observe these defensive mechanisms and develop strategies to bypass
them (Truong et al., 2020)

Table 2 provides an overview of the most relevant studies discussed in this section
on hackers' incentives and strategies.

Despite this, the actual impact of Al on the prevalence and intensity of cyber-
attacks remains debated. Khan et al. (2024) analyse global data on Al patents and
cyber incidents, finding no consistent causal relationship between the diffusion of Al
patents and the number of individuals affected by cyberattacks. Their findings sug-
gest that while Al has expanded attackers’ capabilities, it has so far only occasionally
enabled more sophisticated threats.

3 Foley et al. (2019) estimate that approximately $76 billion of the annual illegal activity can be linked
to Bitcoin only.

4 According to Watson and Bergman (2024) the adoption of Al-driven tools led to important efficiency
gains with some firms halving breach detection and response times. Uddin et al. (2025) observe an
increasing adoption of innovative generative Al practices to combat cybercrimes and related challenges.
Sai et al. (2024), however, stress that developing and maintaining generative Al systems for security is
extremely costly.
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Table 2 Hackers’ incentives and strategies

Contribution  Focus Approach Key Results

ENISA Hackers’ Policy/Descriptive Hackers are classified into state-sponsored,

(2023) profiles and cybercriminals, hackers-for-hire, and

motivations hacktivists.

Chng et al. Hackers’ Conceptual Motivations include curiosity, recognition,

(2022) motivations framework revenge, ideology, espionage, and financial
gain.

Casey (2003); Hackers’ Conceptual Targeted attacks are costlier and rarer but

Png and strategies framework more damaging; indiscriminate attacks are

Wang (2009); mass-scale and lower-cost.

Gao and

Zhong (2015)

Wu et al. Hackers’ Theoretical Hackers exert more effort on the core asset

(2023) strategies than on the non-core asset and get higher
payoffs from a targeted attack than an indis-
criminate attack.

Hausken Hackers’ Theoretical Multi-stage attacks and information sharing

(2008, 2015,  strategies among specialised hacker groups increase

Hausken, effectiveness.

2017a)

Hausken Hackers’ Theoretical Multi-stage attacks and information sharing

(2017b) strategies among multiple hackers and multiple defend-
ers increase respective effectiveness.

Biancotti Determinants of Empirical Larger and international firms face more at-

(2017a, b) targeted attacks  (survey-based) tacks; underreporting is likely among smaller
firms.

Bencivelli Determinants of Empirical Nearly 90 per cent of businesses are aware

and Mongar- targeted attacks  (survey-based) of the possibility of becoming the target of a

dini (2024) cyberattack, although this awareness does not

Jamilov et al.
(2023)
Kovenock
and Roberson
(2018)
Fedele et al.
(2024)

ENISA
(2023)

Determinants of
targeted attacks
Determinants of
targeted attacks

Determinants of
targeted attacks

New tools for
hackers

Empirical

Theoretical

Empirical

Policy/Descriptive

always correspond to an adequate financial
commitment to address the risks.

Cyber exposure correlates with size, liquid-
ity, and sectoral spillovers.

Highly connected systems are vulnerable due
to cascading failures.

Younger clients of banks are more likely to
be phished; no gender/place-of-residence
effect.

Multifaceted role of Al: enhances defensive
possibilities but enables sophisticated attacks.

3 Prevention of cyberattacks

Empirical evidence on firms’ attitudes toward cyber risk remains limited. Bencivelli
and Mongardini (2024), drawing on Bank of Italy survey data, show that nearly 90%
of companies acknowledge the risk of cyberattacks. However, this awareness rarely
translates into adequate financial investment. According to Biancotti (2017b), the
median amount spent on cybersecurity is merely €4,530, roughly 15% of a typical
worker’s annual gross wages, with notable variance across sectors and firm sizes.
Gordon et al. (2018), using data from a large-scale survey of senior executives in U.S.
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private firms, also find widespread underinvestment, attributing it to the difficulty of
quantifying returns and a prevalent “wait-and-see” attitude. Notably, firms that have
already experienced a cyberattack are more likely to invest in prevention (Biancotti,
2017b).

Among defensive measures, anti-malware software is nearly ubiquitous, and
almost two-thirds of firms offer cybersecurity training to employees. However, more
advanced practices, such as vulnerability analysis and data encryption, are less com-
mon (Biancotti, 2017b).

On the theoretical side, Gordon and Loeb (2002) model cybersecurity investment
by a monopolistic firm as a trade-off between system vulnerability and potential loss.
An influential contribution by Anderson and Moore (2006) emphasises that market
failures—particularly misaligned incentives and externalities—are a major source
of underinvestment. Because firms in interdependent networks do not internalise the
benefits of their security for others, free-riding emerges (Kunreuther and Heal, 2003;
Varian, 2004). At the same time, negative externalities can also arise as investment
in cybersecurity serves to redirect attacks to competitors, leading to over-investment
(Acemoglu et al., 2016). Information asymmetries between firms and consumers fur-
ther distort incentives, especially in competitive environments where security quality
is not observable (Nagurney and Nagurney, 2015).

These failures are especially pronounced in high-tech sectors, where constant
innovation introduces new vulnerabilities.’ As a result, cybersecurity requires ongo-
ing vigilance, patching, and adaptation. Security practices within companies are also
influenced by organisational routines and culture, as suggested by the evolutionary
theory of the firm (Nelson and Winter, 1985). Importantly, users play a critical role in
maintaining security. However, bounded rationality—stemming from cognitive limi-
tations and behavioural biases—often leads to delays in installing patches or neglect-
ing security updates (Acquisti et al., 2018).

Against this backdrop, the following sections explore the main factors identified in
the literature that drive efforts to prevent cyberattacks. Table 3 summarizes the most
relevant results.

3.1 Externalities

Following Fedele and Roner (2022), we distinguish between two sources of exter-
nalities that influence cybersecurity investment: those stemming from technological
interdependencies and those arising from market interactions.

The technical channel. Technical spillovers arise when firms are linked through
shared network infrastructures. Kunreuther and Heal (2003) and Varian (2004) show
that such setups often lead to free-riding and underinvestment by non-competing
firms. Coordination failures further exacerbate this problem. Yet another source of

5 An alternative point of view is presented in Arora et al. (2006). Interestingly, these authors suggest that
it might be profitable for a software producer to release a ‘buggy’ product. The firm trades-off an early
release of a ‘buggy’ software and the investment needed to fix it at later stages. Huang et al. (2024) argue
that the release of buggy software products may also be caused by the tendency of software markets to
reward first movers that release new functionalities early, hence the mantra “we’ll ship it on Tuesday and
get it right by version 3”.
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Table 3 Prevention of cyberattacks

Contribution Focus Approach ~ Key Results
Gordon and Cybersecurity ~ Theoretical In a monopolistic environment, there is a trade-off
Loeb (2002) investment between the vulnerability of information and the
potential losses
Anderson and  Cybersecurity ~ Theoretical Free-riding and lack of liability lead to systemic
Moore (2006) investment underinvestment; the need for policy intervention
Fedele and Cybersecurity ~ Literature  Literature review on theoretical articles on the
Roner (2022) investment review incentives to invest in cybersecurity. Importance of
externalities (technical and market-related).
Kunreuther and Cybersecurity ~ Theoretical When the magnitude of risk depends on the action
Heal (2003) investment of interdependent agents, either everyone invests in
protection, or no one does; insurance and regulation
can improve overall security
Varian (2004) Cybersecurity ~ Theoretical ~ Security decisions may involve free-riding; shared-
investment loss models lead to better security outcomes than
independent loss models; coordination is crucial
Acemoglu et al. Cybersecurity  Theoretical Even well-secured agents can be vulnerable due to
(2016) investment others’ inaction with large-scale risks; central inter-
ventions (e.g. standards) can reduce systemic risk
Dziubinski and  Cybersecurity ~ Theoretical ~Sparse networks often emerge as an equilibrium;
Goyal (2013) investment targeted defence on central nodes is more efficient
Cerdeiro etal.  Cybersecurity ~ Theoretical Densely connected networks increase contagion risk;
(2017) investment individuals underinvest in security due to externali-
ties; optimal design trades off efficiency vs. security
De Corniére and Cybersecurity ~ Theoretical Investment incentives depend on the business model
Taylor (2024 investment (price vs. ad-based)
Acquisti et al. Users’ patching  Literature =~ Bounded rationality causes delays in installing
(2018) incentives review patches or neglecting security updates
Cavusoglu et al. Vulnerability Theoretical Firms tend to delay patching to reduce cost, increas-
(2008) disclosure and ing systemic risk; synchronised patching mecha-
patching nisms improve global security outcomes
Choi et al. Vulnerability Theoretical ~Voluntary disclosure depends on externalities
(2010) disclosure and and competition; some firms benefit from hiding
patching vulnerabilities
August and Users’ patching Theoretical ~Rebate-based policies outperform mandatory or tax-
Tunca (2006) incentives based policies for patch adoption.

underinvestment by firms operating in interconnected networks: in a framework with
a strategic attacker, Dziubinski and Goyal (2017) show that firms invest enough if
others do the same. However, Grossklags et al. (2008) highlight that firms may opt
for self-insurance instead of proactive security measures, which can be socially effi-
cient under perfect information.

The structure of the network itself also matters. Dziubinski and Goyal (2013) show
that firms may have the incentive to design dense and homogeneous networks when
defence is costly. However, these are also more vulnerable to contagion, as indicated
by Goyal and Vigier (2014), who advocate for star-shaped networks with centralised
defence. The tension between connectivity and exposure to external threats is also
the focus of Cerdeiro et al. (2017), who show that this trade-off may lead to over-
investment or under-investment in security. They also find that social welfare can
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be maximised in sparsely connected networks when under-investment pressures are
present and in fragmented networks when over-investment pressures prevail.

Comino et al. (2025) argue that technical externalities may also arise as a con-
sequence of regulatory obligations requiring interoperability. As services become
increasingly interconnected via standardised protocols, breaches in one system may
quickly propagate to others. The study compares private versus social incentives to
invest in security under such regulatory conditions.

The competition channel. In competitive markets, cybersecurity investments may
also produce market-based externalities. Acemoglu et al. (2016) reveal that firms
may overinvest in security with the strategic intent to redirect attacks towards less-
protected rivals, justifying public coordination efforts (Bandyopadhyay et al., 2014).
Information asymmetries can instead reduce incentives to invest: when consumers
only perceive average cybersecurity quality, the incentive to differentiate through
investment declines as competition increases (Nagurney and Nagurney, 2015).

Qian et al. (2019) distinguish between loyal consumers, who never switch provid-
ers regardless of security levels, and rational consumers, who are security-concerned
and may switch. The presence of loyal consumers reduces the incentives for firms to
compete and invest. Liu et al. (2018) examine competition in complementary goods
markets, where a cyberattack on one firm can reduce demand for the entire ecosys-
tem. In such cases, one firm’s investment benefits its competitors.

Several studies focus on the complex interplay between market power and cyber-
security investments. While large firms are a bigger target for cyberattacks (Geer et
al., 2020), they may also gain a competitive advantage by attracting security-con-
scious customers (Gao and Zhong, 2016; Arce, 2018). Arce (2018) and Vasek et al.
(2016) link platforms’ market share to cybersecurity investment, challenging Ander-
son’s (2001) view that monopolies lack incentives to invest in cybersecurity. Arce
argues that market structure and cybersecurity are mutually reinforcing.

The endogenous effect of security investment on market structure and firms’
business model is also the focus of De Corniére and Taylor (2024), who show that
security intensifies price competition; hence, it is always underprovided in equilib-
rium. In ad-based models, by contrast, security increases differentiation, resulting in
over-investment. These findings suggest that policy interventions (e.g. liability rules)
should be tailored to the firm’s market context and business model.

3.2 Identification of vulnerabilities and patching

Software and hardware vendors increasingly prioritise protecting their products, but
the ever-evolving cyber threat landscape poses significant challenges. Many organ-
isations may lack the internal expertise or resources to manage these risks effectively.

In response to the growing demand for breach prevention, the market has devel-
oped mechanisms such as vulnerability reward and bug bounty programmes, which
incentivise ethical hackers to responsibly disclose security flaws (Algarni and
Malaiya, 2014; Bhushan et al., 2022; Ransbotham et al., 2012). Atefi et al. (2023),
using data from Chromium and Firefox vulnerability-reward programmes, document
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the growing use of employing ethical hackers and structured platforms to conduct
these audits.®’

The literature on bug bounty programmes is expanding. Zhao et al. (2015) and
Walsh and Simpson (2020) focus on the rationale for remunerating hackers. Using
data from 35 bug bounty programmes, Maillart et al. (2017) show that newly launched
initiatives tend to attract more hackers, as older ones quickly become saturated and
yield fewer discoveries, despite higher average rewards for bugs found at later stages.

Vulnerability disclosure and the timing of patching. Initially, “security through
obscurity” was a standard, keeping vulnerabilities secret to prevent their exploitation.
However, research by Cremonini and Nizovtsev (2006, 2009) shows that transparent
firms may deter attacks by signalling high security, thereby shifting hacker attention
to weaker targets.

Choi et al. (2010) investigate the incentives of a software vendor to disclose a
vulnerability and simultaneously release a patch. While disclosure improves the util-
ity of users who install patches, it also favours “reverse engineering” by hackers,
increasing the risk for those who delay the update. Hence, mandatory disclosure is
not always welfare-enhancing. Canann (2019) develops a game-theoretic model sug-
gesting that immediate disclosure is optimal only when zero-day vulnerabilities can
be effortlessly discovered. When vulnerabilities are harder to detect, delaying disclo-
sure until more users patch can reduce overall harm.

Foerderer and Schuetz (2022), analysing U.S. breach announcements from 2008
to 2018, find that firms often choose the timing of disclosures strategically—e.g., on
busy news days—to reduce market reaction and mitigate reputational or financial
damage.

Timing remains critical when vulnerabilities are discovered by a third party, e.g.,
by a user. Immediate public disclosure increases awareness and pressures vendors to
act quickly, but delayed disclosure—after a patch is ready—better protects users.®
Arora et al. (2008) model this dynamic, showing that a social planner may need to
shorten the non-disclosure window to accelerate patching. Cavusoglu et al. (2008)
highlight that synchronisation between patch release and user updates is socially

% The authors collect vulnerability reports from September 2, 2008, to September 13, 2022. For each
report, the Chromium issue tracker provides a list of affected components, impacted release channels, and
comments that include conversations among internal stakeholders.

7 Examples of bug bounty platforms are HackerOne (trusted by companies like PayPal, Nintendo, AT&T,

and Zoom) and Bugcrowd (partnered with National Australia Bank, HP, FCA, and Motorola). Exam-
ples of reward programmes for privately disclosing vulnerabilities are Zero Day Initiative (ZDI) and
Pwn20wn (trusted by Google, Apple, Microsoft, Lenovo and many more).

8 Thomas and Beresford (2016) focus on the incentives of vendors in developing updates to fix vul-
nerabilities. They observe that these incentives relate to the vendors’ business model. While they arise
naturally in the case the business model is rent-based - users can switch provider if the product is not
updated - vendors’ reputation may provide appropriate incentives in the case products are purchase on
a one-off basis. In a study on IoT products, Morgner et al. (2020) propose a regulatory framework to
restore the incentives of vendors’ incentives. Specifically, the authors propose mandatory security update
labels informing consumers about the willingness of the manufacturer to provide security updates in the
future. Maurushat and Nguyen (2022) argue for imposing legal obligations on vendors to correct known
vulnerabilities promptly.
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optimal, though hard to achieve without coordinated mechanisms like cost-sharing
or liability rules.

Users’ patching behaviour. Many successful cyberattacks result from users fail-
ing to install available updates. August et al. (2019) cite the WannaCry and NotPetya
incidents, where patches had been released months in advance. Users often delay
updates due to concerns about system instability or lack of awareness. Cognitive
limitations may also play a role in limiting users’ patching; Acquisti et al. (2018)
observe that users rarely prioritise security and privacy. In addition, low levels of
patching by users may depend on their failure to account for the positive externality
of higher security for the other users of the same system.

August and Tunca (2006) compare alternative policies to manage network security
in the presence of negative externalities and costly user patching: mandatory patch-
ing, where users are required to install patches; patching rebates, where the vendor
compensates users for the cost of patching; and usage tax, where a tax on software
usage can control the negative externalities caused by users who do not patch. Their
findings suggest that rebate-based mechanisms tend to perform best in welfare terms,
although the welfare-maximising alternative depends on the extent of patching costs,
security risks, and whether the software is proprietary or open source. In a later paper,
August et al. (2019) propose an alternative remedy: the “sale of patching rights”.
Consumers can pay a premium to retain patching autonomy, while those opting for
automatic updates receive a discount. This segmentation improves patching rates
while respecting user preferences.’

3.3 Reporting incentives and the role of top management

A growing body of literature explores the factors influencing firms’ decisions to dis-
close cyber incidents, with particular focus on the role of top management. Managers
with IT expertise can both improve a firm’s cybersecurity posture and influence dis-
closure strategies. On one hand, managers with IT backgrounds may adopt effective
technical solutions and strengthen resilience (Ford et al., 2022). On the other hand,
they may strategically delay disclosure to avoid reputational damage or personal
accountability (Foerderer and Schuetz, 2022; Amir et al., 2018). Indeed, Banker and
Feng (2019) note that top executives—being closely tied to a firm’s strategic direc-
tion—may be reluctant to disclose incidents that could harm performance or impli-
cate leadership.!°

Nonetheless, various studies highlight a positive role for cyber-aware execu-
tives. Ford et al. (2022) underline positive market reactions to the appointment of
apical figures responsible for digital security, with a similar positive impact on the
consequences of a security breach (Zafar et al., 2016). Other studies have identified
the presence of managers with cyber-management tasks (or IT backgrounds) as a

° August et al. (2022) examine a different aspect of consumer behavior. Consumers can be heterogenous
in their willingness to pay the ransom in the event of an attack. This has implications for the equilibrium
market size and the vendor’s profit, which may actually increase with the ransom demand.

19 The authors find that there is positive correlation between CIO turnover and security breaches, with
an increase in CIOs’ departure after the notification of a security breach resulting from a system failure.
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mitigating factor against cyber risk exposure (Haislip et al., 2017; Feng and Wang,
2019; Wang et al., 2023). Fleury and Salva (2025), using global data from the CISSM
Cyberattacks Database, observe that the financial and reputational impact of breaches
has declined over time, likely due to improved preparedness of firms. Overall, these
findings emphasise the importance of corporate risk management strategies and high-
light the need to prioritise cost recovery, recovery planning and context-specific trust
restoration efforts.

Smith et al. (2021) reveal an opposite result; using hand-collected data on S&P
500 firms from 2005 to 2014, they show that companies with Chief Information
Officers (CIOs) are more likely to be attacked by hackers. This may reflect either a
greater likelihood of detection and disclosure or a higher exposure due to operating
in risk-prone industries. The authors also suggest that firms lacking CIOs may fail to
detect or report breaches altogether. More broadly, organisational culture and leader-
ship play a crucial role. Ejjami (2024), in a study on French SMEs, highlights that
effective cybersecurity depends not only on technical defences but also on cultivating
awareness and proactive engagement across all levels of the organisation. Leaders
who prioritise employee training and foster a culture of shared responsibility manage
cyber risks more effectively.

4 The economic and financial impact of cyber risk

The growing frequency of cyberattacks has intensified concerns about their eco-
nomic and financial repercussions for businesses, public institutions, and individu-
als. Estimating these losses is inherently difficult, especially when intangible factors
like reputational damage or disruptions to services (e.g., in healthcare) are involved.
Still, rough estimates place the global cost of cyber risk above $200 billion annually
(Jamilov et al., 2023). For Italian firms with at least 20 employees, Biancotti (2017b)
reports that direct costs from cyber incidents—such as operational disruptions or
overtime pay—can reach €10,000, with some cases exceeding €200,000. Schlackl et
al. (2022), in a meta-analysis of data breach literature, categorise the consequences
of cyberattacks into internal effects (affecting the breached firm) and external effects
(impacting customers, competitors, suppliers, and other stakeholders). In this section,
we examine the literature on the economic and financial impact of cyberrisk. Table 4
summarizes the main results.

4.1 Effects on sales and consumption

Cyberattacks can affect a firm’s sales through two main channels. First, they can
influence consumers’ perception of risk, increasing awareness and altering purchas-
ing behaviour (Aivazpour et al., 2018), with effects that vary by demographic group.
Older consumers tend to react more strongly (Chakraborty et al., 2016), a finding
which is consistent with generational differences in risk aversion and privacy con-
cerns (Grimes et al., 2010; Goldfarb and Tucker, 2012).
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Table 4 Economic and financial impacts of cyber risk

Contribution Focus Approach Key Results
Chakraborty et  Sales and Empirical Older adults show stronger negative reactions in
al. (2016) consumption (survey) online retail; age moderates consumer response to
breaches
Turjeman and  Sales and Empirical Data breach on extramarital dating site reduced
Freinberg consumption activity and increased privacy-related behaviour
(2024)
Berezina et al.  Sales and Experimen- Breaches decrease perceived service quality, satisfac-
(2012) consumption tal (survey) tion, and revisit intentions in the hospitality industry,
regardless of whether financial data is exposed
Janakiraman et Sales and Empirical In U.S. retail, 30% spending drop post-breach; effect
al. (2018) consumption (DiD) mitigated for brand-loyal customers
Goel and Short-term Empiri- Stock prices drop following breach news; a rapid
Shawky (2009) financial effects cal (event response can reduce investor panic
study)
Spanos and Short-term Empiri- Consistent short-term loss in firm value; average cu-
Angelis (2016) financial effects cal (event mulative abnormal returns (CARs) are significantly
study) negative after the breach
Chang et al. Long-term Empirical Stock value decline of publicly traded firms can
(2020) financial effects (longitudi-  persist up to 36 months; severity of breach and
nal analysis) preventability matter
Huang and Long-term Empirical After a breach, firms face stricter loan terms, higher
Wang (2021) financial effects interest rates, and more collateral requirements.
Impact is stronger for data-intensive firms
Martin et al. Market Empiri- Minor breaches cause negative spillover to rivals;
(2017) spillovers cal (event major breaches trigger positive competitor effects
study) due to customer switching.

A second channel through which cyber crimes affect sales is the erosion of con-
sumer trust, with consequences for user engagement and loyalty (Lulandala, 2020)."!
Turjeman and Freinberg (2024), examining a major breach on a dating platform for
extramarital affairs, find that affected users significantly reduce activity and informa-
tion sharing post-incident. Similarly, in the context of the hotel industry, Berezina et
al. (2012) show that hospitality customers report lower satisfaction and revisit inten-
tions after a breach, regardless of whether they were directly impacted.

However, the gap between stated and actual consumer behaviour may be signifi-
cant (Nofer et al., 2014). Based on a questionnaire with more than 2,600 respondents,
Ablon et al. (2016) show that only 11% of them stopped dealing with the company
after a breach. In contrast, Janakiraman et al. (2018), using transactional data from a
U.S. department store, find a 30% spending drop among affected customers, though
the effect is mitigated among brand-loyal clients.

In healthcare, Kwon and Johnson (2015) use data from more than seven hundred
U.S. hospitals and show that while short-term effects like appointment cancellations

' In the wake of a data breach, organisations may implement a range of compensation strategies to rebuild
consumer trust. For e-commerce platforms, these strategies may include issuing public apologies, offering
identity theft protection and credit monitoring (Muzatko and Bansal, 2023). Nevertheless, the efficacy of
these strategies is not homogenous across consumers, hence tailoring the compensation to the suffered
wrongdoing and to consumer characteristics becomes crucial to mitigate the adverse effects of trust ero-
sion through compensation (Kude et al., 2017).
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may be limited, long-term impacts on outpatient visits and admissions can be sub-
stantial, particularly in competitive markets. Telang and Wattal (2007) identify simi-
lar dynamics in the software industry, with smaller firms suffering larger losses in
market share.

The nature of the compromised information also matters. Using experimental data
from more than two hundred U.S. participants, Labrecque et al. (2021) highlight
that breaches involving personally identifiable information (e.g., Social Security
numbers) generate more stress, but breaches of anonymous data (e.g., browsing hab-
its) lead to stronger protective and switching behaviours. Other studies confirm that
consumer responses vary depending on the type and sensitivity of the information
(Acquisti et al., 2022; Markos et al., 2023; Slepchuk et al., 2021).

4.2 Short-term financial effects

A substantial body of research has documented a negative correlation between the
announcement of cyberattacks and subsequent stock price movements (Goel and
Shawky, 2009; Gordon et al., 2011; Hinz et al., 2015; Spanos and Angelis, 2016).
This reaction reflects multiple concerns: erosion of customer trust (Campbell et al.,
2003), regulatory fines (Gwebu et al., 2018), and the high costs of breach response
and remediation efforts (Chen et al., 2012; Kamiya, 2021). Indeed, Fleury and Salva
(2025) find evidence suggesting that investors anticipate increased future costs, more
than immediate sales losses.

The severity of cyberattacks influences the magnitude of stock price declines
(Chang et al., 2020; Rosati et al., 2017). Employing an event study methodology,
Malhotra and Malhotra (2011), using data with public reports of breaches worldwide
since 2000, find that larger data leaks lead to stronger market value depreciation.
They argue that breaches involving client data should be interpreted as service fail-
ures due to their reputational and legal implications.

Other factors also shape market reactions. The type of attack is particularly rel-
evant. Vergara Cobos and Selcen (2024) highlight that different asset types targeted
by attacks lead to varying financial impacts. DDoS attacks, for example, often trig-
ger strong sharcholder backlash (Yayla and Hu, 2011; Benaroch et al., 2012; Eling,
2023), and their costs grow over time despite swift containment. A report by CISA
(2020) estimates that the cost of a DDoS attack can reach $40,000 per hour for the
victim, while costing the attacker as little as $1000 per day.

Kamiya (2021) reveals that breaches involving personal data reduce shareholder
value by 1.09% within three days and can result in shareholder wealth losses of up
to $1.2 billion due to direct ‘out-of-pocket costs’ (e.g. investigation and remediation
costs, legal penalties and regulatory penalties). Similarly, Akey et al. (2024), using
data from 18 different breach databases for the period 2005-2016 in the US, find
that brand value declines by 5.6% on average. Piccotti and Wang (2022) show that
breaches involving hacked portable devices significantly depress stock returns.

Top management characteristics also matter. Zafar et al. (2016), analysing over
400 incidents in the Lexis/Nexis database, highlight that having a Chief Information
Officer (CIO) helps mitigate the negative impact on Tobin’s Q by enabling quicker
and more effective responses to attacks.
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Industry context is another key moderator. Firms in finance and e-commerce suffer
steeper declines in stock prices after breaches due to the sensitivity of the data they
handle (Colivicchi and Vignaroli, 2019; Das et al., 2012; Tweneboah-Koduah et al.,
2020). In such sectors, breaches can damage reputations and even trigger customer
runs (Makridis, 2021; Cavusoglu et al., 2004).

Florackis et al. (2023) show that stock returns of firms highly exposed to cyberse-
curity risk outperform their peers under normal conditions, but underperform during
periods of elevated cyber risk.

Finally, evidence on firms supplying cybersecurity services is mixed. Cavusoglu et
al. (2004) and Chen et al. (2012) show that cybersecurity developers and IT consul-
tants may experience short-term stock price gains following breaches, likely due to
increased demand for their services. However, Chen et al. (2012) also find that larger
breaches (measured by data lost) can negatively affect IT consultants’ market value,
suggesting that exposure to failures can undermine perceived competence.

4.3 Long-term financial impact of cyber risk

While the short-term financial impact of security breaches is well documented, the
long-term effects remain less explored, and the evidence is mixed. Some studies sug-
gest limited long-term consequences. For instance, Avery (2021) finds no signifi-
cant effect on firm performance in the four quarters following an attack. Hovav and
D’Arcy (2005), using an event study approach on data on virus public announce-
ments between 1988 and 2002, observe that the market reacts negatively in about half
of the cases. However, such a reaction vanishes over time and is limited to announce-
ments involving IT products that contain computer viruses.

Conversely, Chang et al. (2020) analyse data breach news involving publicly
traded companies and reveal that the negative impact on market valuation can persist
for up to 36 months. Similar findings are reported by Morse et al. (2011) and Akey
et al. (2024), who also note stronger effects when the breach was preventable with
reasonable safeguards.

One challenge in assessing long-term impact lies in firms’ evolving strategies
and changing consumer attitudes. Gordon et al. (2011) observe a mitigation in the
negative impact of breaches on stock prices after the 9/11 attacks, attributing this
to improved recovery plans and a reduced tendency to avoid doing business with
breached firms. Kamiya et al. (2021), using data on breach events from the Privacy
Rights Clearinghouse in the period 2005-2017, confirm that breaches often reduce
shareholder wealth, though the magnitude varies depending on public perception,
sales expectations, and pre-breach risk management.

Investor behaviour also complicates the assessment of long-term effects. Hovav
and Gray (2014) suggest that investors may adopt a “wait-and-see” approach, delay-
ing decisions until more information is available. This may result in varied firm
responses: some firms respond transparently and quickly (Gwebu et al., 2018; Gat-
zlaff and McCullough, 2010), while others delay action, possibly eroding investor
confidence, resulting in a more significant decline in stock price (Johnson et al.,
2017).
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Another potential confounding factor relates to how cyber risk influences a firm’s
attitude toward innovation. The evidence here is also inconclusive. Akey et al. (2024)
identify no clear effect on IT investment by targeted firms. He et al. (2019), analys-
ing breaches from 2005 to 2014, report a 10% drop in R&D spending post-breach,
particularly among firms with initially low R&D intensity. In contrast, Tosun (2021),
extending the analysis to 2019, shows that breached firms tend to increase R&D
investments, suggesting a strategic shift toward long-term resilience.

Several studies also assess the impact of cybersecurity on firms’ access to credit.
Kim et al. (2018), analysing over 4,000 loan facility-years, find that firms with strong
IT reputations enjoy better loan conditions and face fewer rating downgrades. Simi-
larly, Berkman et al. (2018) show that investors value firms with strong IT gover-
nance and experience in handling breaches. In contrast, Huang and Wang (2021),
using a difference-in-differences approach, highlight that breached firms face higher
loan spreads, stricter covenants, and more collateral requirements. These findings
suggest that cybersecurity incidents can significantly affect a firm’s cost of capital
and access to financing.

4.4 Market spillovers

The literature examining the effects of cyberattacks also explores whether these
effects extend beyond the directly affected firms. Choi et al. (2019) suggest a positive
impact on the stock prices of competitors; these positive effects are driven by investor
and consumer behaviour shifting away from breached firms toward companies per-
ceived as having stronger cybersecurity practices (Jeong et al., 2019; Crosignani et
al., 2022). Conversely, Osei-Bryson et al. (2012), using a dataset in which breached
firms are matched with their industry rivals, find evidence of intra-industry conta-
gion. This result is consistent with more recent findings by Kamiya et al. (2021), who
suggest that the negative sentiment surrounding a breach often spreads to rival firms,
as news of security vulnerabilities tends to cast a shadow over the entire industry.
Interestingly, the severity of security breaches can influence whether the impact on
rival firms is positive or negative. Using the D&B Hoover’s database, Martin et al.
(2017) match breached firms with their closest publicly listed competitors and show
that less severe incidents tend to generate negative spillovers. This effect is driven by
concerns that similar breaches could potentially affect rival firms. However, as the
severity of the attacks increases, consumers become more likely to shift away from
the breached firm toward its competitors, resulting in positive spillovers for the latter.

5 Cybersecurity enhancing regulation
Governments worldwide are intensifying regulatory efforts to bolster cybersecurity

across the public and private sectors.'? These efforts combine mandatory measures—
such as incident reporting requirements and risk management obligations—with vol-

12 The EU has taken a particularly proactive stance, designing a comprehensive framework that builds
on the foundation of the GDPR’s mandatory breach reporting (Art. 33) and the NIS Directives, and that
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untary initiatives, including cybersecurity certifications and staff training programs.
The EU exemplifies this dual approach: the Cybersecurity Act introduces a voluntary
certification framework, while the Cyber Resilience Act imposes binding require-
ments on manufacturers regarding product security, vulnerability management, and
software updates. This section examines the diverse regulatory instruments studied
in the academic literature, particularly focusing on the role of liability rules, disclo-
sure mandates, behavioural nudges, and cyber insurance in shaping cybersecurity
outcomes. The most relevant studies are presented in Table 5.

5.1 Liabilities and security standards

The debate around using liability to incentivise cybersecurity—especially in soft-
ware markets—is long-standing.'> Without liability, developers may underinvest in
security since end-users often bear the consequences of attacks (Varian, 2000; Sager
& Green, 2002). However, excessive liability could stifle innovation by increasing
compliance costs (Anderson, 1994; Moore, 2010), to the extent that the burden of
implementing a liability regime might outweigh the overall benefits (Fryer et al.,
2013). Given that software is inherently prone to bugs, Moore (2010) warns that
blanket liability is no panacea.'*

A few theoretical studies explore these dynamics in greater detail. Kim et al.
(2011) show that liability incentivises a monopolistic software vendor to invest in
security only when the damages suffered by consumers in the event of an attack
are heterogeneous. Conversely, when damages are homogeneous, liability merely
results in higher prices. De Corniére and Taylor (2024) highlight that optimal liability
mechanisms depend on business models: platforms relying on advertising revenues
benefit more from mixed approaches combining fines and partial liability.

Other scholars underscore the importance of standards to improve cybersecurity
(e.g., Pym et al., 2013; Gordon et al., 2015).!3 Lam (2016) proposes a combined
approach: using standards to stimulate observable security investments and comple-
menting them with partial liability to incentivise unobservable efforts, such as identi-
fying and fixing vulnerabilities. In a more recent work, Lam and Seifert (2023) show
that policy effectiveness also depends on the interdependence between privacy and
security choices, as firms’ data-sharing behaviour affects their security investments.
Lee et al. (2016) hold a different view and warn against potential drawbacks of this
policy instrument. Since standards can only address certain aspects of cybersecurity,

will be shaped by the Cyber Resilience Act. The UK opted for a similar approach, implementing the Data
Protection Act early on and embracing the same NIS Directives. More recently, it adopted the Cyber
Essentials, a government-backed set of cybersecurity standards that organizations are encouraged to fol-
low. Differently from the EU organic approach, the U.S. regulatory framework builds on multiple laws that
vary by state, industry and type of data stored.

13 Ciet and Verdier (2023) study the role of liabilities and other policy tools in the context of cybersecurity
of payment services.

14 Bellovin (2023) warns against the negative effects for open source software, suggesting that liabilities
would drastically reduce the incentives of open source developers to share software code.

15 De Corniére and Taylor (2024) and Huang et al. (2024) discuss the role of less intrusive regulations such
as security certification by independent agencies or audits.
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Table 5 Policy tools and regulations

Contribution  Literature Approach Key Results
Stream

Kim et al. Li- Theoretical With a monopolistic software vendor, li-

(2011) ability and abilities are effective in increasing security
standards investment only if consumer damages are

heterogeneous

Lam (2016) Li- Theoretical The combination of a policy of partial li-
ability and ability and minimum standards achieves the
standards first-best outcome.

Lee et al. Li- Theoretical Tighter standards may not increase security

(2016) ability and due to limited scope and compliance used to
standards reduce liabilities.

Lam and Seif- Li- Theoretical Interdependency between privacy and secu-

ert (2023) ability and rity affects policy effectiveness. Firms tend to
standards under-invest in security and over-share data.

August and Li- Theoretical Under network externalities among users,

Tunca (2011)  ability and standards work best when zero-day risk is
standards low; patching liabilities are better when high;

damages liability is least effective
De Corniere  Li- Theoretical Optimal policies depend on the business

and Taylor ability and
(2024) standards

Shackelford et Li-
al. (2022) ability and

standards
Romanosky et Data breach
al. (2011) disclosure
laws
Sen and Borle Data breach
(2015) disclosure
laws

Bosiako and  Data breach

Keefe (2021) disclosure
laws

Florackis et Cyber

al. (2023) insurance

Acquisti et al. Nudging
(2018) security

Empirical (survey)

Empirical
(Quasi-experimental)

Empirical

Empirical (DiD)

Empirical and text

analysis

Literature review

model (price vs. ad-based) of competing plat-
forms offering differentiated products. A mix
of fines and liabilities is optimal to incentiv-
ise security investments for advertising-based
business models.

SMEs struggle with compliance. Secu-

rity doesn’t always improve with tighter
standards.

Disclosure laws reduce identity theft from
breaches by 6.1%.

Disclosure laws reduce breach risk at the
industry level (not state level), especially in
financial, education, and medical sectors.
Firms respond to disclosure laws by increas-
ing cash holdings to hedge greater risk.

Propose a novel firm-level measure of cyber-
security risk and show that it correlates with
cyber insurance adoption

Personalised nudges and reminders increase
patching and safe behaviour.

firms may pay less attention to areas that fall outside the scope of regulation. More-
over, companies might use compliance with standards to limit their liability in the

event of a breach.

In a theoretical analysis, August and Tunca (2011) compare three policy tools:
damage liability for losses caused by cyberattacks, patching liability — where the
vendor compensates users for patching costs — and security standards. Their find-
ings suggest that standards are most effective when zero-day risks are low, while
patching liability is preferable in high-risk scenarios. Damage liability alone is gener-

ally less effective in improving social welfare.
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Empirical evidence on the impact and effectiveness of these policy tools is limited.
Shackelford et al. (2022) analyse survey data from 197 U.S. organisations. According
to their study, SMEs may find it challenging to comply with regulations, particularly
when standards are poorly defined. Additionally, critical infrastructure firms are more
likely to adopt established frameworks, such as those developed by the National
Institute of Standards and Technology (NIST).

5.2 Data breach disclosure laws

Cyber incidents are frequently underreported and only a fraction reach the public
domain or are disclosed to government authorities (Amir et al., 2018; Biancotti,
2017a).'® Disclosure laws aim to address this opacity by requiring firms to notify
affected individuals when their personal data is compromised. These provisions offer
several benefits. They enhance companies’ ex-ante incentives to invest in security,
prevent breaches, and protect their reputation. In the event of a security breach, noti-
fied individuals can take timely mitigation measures to limit potential harm. In addi-
tion, greater public disclosure of information on criminal incidents provides valuable
insights to researchers, government agencies, and insurance companies, helping them
better understand attack targets and the strategies employed by hackers.

Evidence on the effectiveness of mandatory disclosure is promising. Romanosky
et al. (2011), exploiting the difference between U.S. states’ mandatory disclosure
adoption and the timing of adoption, highlight that mandatory disclosure laws reduce
identity theft from cyber breaches by 6.1%. Sen and Borle (2015) show industry-level
risk reductions, particularly in finance, education, and healthcare sectors. However,
disclosure mandates can increase firms’ perceived risk, with possible unintended
consequences. Bosiako and Keefe (2021) use a difference-in-differences approach
to examine how U.S. firms adjust their financial decisions in response to changes in
state-level data breach disclosure laws. They show that firms subject to such laws
increase cash holdings —likely as a hedge against legal and reputational fallout—
suggesting that disclosure requirements influence not only security posture but also
corporate financial behaviour.

5.3 Nudging security

As highlighted in Sect. 3, behavioural biases—such as neglecting software updates—
remain a major cybersecurity vulnerability. Human error, related to phishing and cre-
dential misuse, plays a role in nearly 70% of breaches (Verizon, 2024).

Nudge theory provides a promising strategy for subtly influencing user behaviour
towards security best practices.!” Studies show that simple interventions—such as
risk-focused messages (Acquisti et al., 2018), strong password prompts (Hartwig and
Reuter, 2021; Zou et al., 2024), or visual cues like colour-coded labels (Jeske et al.,

16 For instance, the U.S. Federal Bureau of Investigation reported that fewer than 20% of companies
affected by the Hive ransomware informed the U.S. government of the attack (Daniel, 2023).

17 More intrusive interventions such as priming users with cybersecurity risks can have unintended conse-
quences, such as inducing a more risk-averse behaviour (Sharma et al., 2021).
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2014)—can significantly improve user behaviour. Techniques like gamification and
salience have also been shown to enhance engagement (Dodge et al., 2023; Kankane
et al., 2018). Personalised nudges are particularly effective. Peer et al. (2019) report
that tailored nudges are up to four times more successful than generic ones. However,
over time, users may become desensitised to frequent prompts (Zimmermann and
Renaud, 2021). To sustain long-term effectiveness, nudges can be combined with
complementary tools such as reminders or commitment devices (Frik et al., 2018).

5.4 Mandatory cyber insurance

The market for cyber insurance is a relatively small segment of the broader commer-
cial property and liability insurance sector, with adoption rates averaging around 30%
in most economies and remaining in the single digits among small and medium-sized
enterprises (OECD, 2017). These figures are worrying, given the rising frequency
of cyber incidents and their potential to cause substantial losses (Shevchenko et al.,
2023).

Several factors hinder the development of an efficient cyber insurance market.
First, cyber risks are often correlated across firms due to shared technologies and
common vulnerabilities (Awiszus et al., 2023). This correlation undermines the prin-
ciple of independent risk necessary for effective insurance pooling (Marotta et al.,
2017). It also exacerbates moral hazard concerns and limits risk diversification (Arce
et al., 2024; Baker and Shortland, 2022; Dou et al., 2020; Yin et al., 2023). One
proposed solution is a government-backed backstop mechanism designed to hedge
against large-scale attacks and protect against systemic risk (Association of British
Insurers, 2017; Smith, 2023). However, such a mechanism must be carefully framed
to incentivise proactive risk management and avoid fostering complacency (EIOPA,
2018).

Second, a small pool of insured entities limits diversification, thereby reducing the
insurer’s ability to lower premiums. Introducing a mandatory cyber insurance scheme
could mitigate individual business exposure and strengthen overall cyber resilience
(Miller, 2019; Patterson, 2020; Woods and Moore, 2020). Proponents argue that, if
properly enforced, mandatory coverage would broaden the insurance base and help
reduce premiums. A mandatory scheme could also help clarify certain legal grey
areas, particularly those regarding coverage for ransom payments and administrative
fines (Swiss Re, 2017; Lemnitzer, 2021; Matheson, 2019). The effective implementa-
tion of mandatory coverage would require the adoption of complementary measures.
Woods and Simpsons (2017) emphasise the need for minimum insurance standards.
Since cyber policies are typically customised, establishing a baseline would help
ensure that even smaller firms—often lacking the capacity for thorough security
assessments—receive adequate protection (Franke, 2017). Minimum requirements
should also be defined for policy content, including guaranteed support services,
clear coverage definitions, and limitations on contentious claims, particularly those
involving ransom payments to cybercriminals. Clear regulatory guidance would
enhance transparency, standardisation, and consumer protection.
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Finally, a major barrier to market efficiency is the difficulty of accurately assess-
ing firm-level cyber risk.'® Lemnitzer (2021) highlights the need for improved data
sharing and a centralised claims database. Facilitating information exchange among
insurers would enhance risk modelling and improve premium accuracy. A relatively
low-cost solution could involve linking data-sharing obligations to existing incident
reporting duties under the GDPR (Art. 33), the NIS directives, and the new Cyber
Resilience Act.

6 Conclusions

Cyber risk has become one of the most pressing challenges for businesses, govern-
ments, and individuals. The growing reliance on digital infrastructures, coupled with
the rising sophistication of cyberattacks, has escalated both the frequency and the
severity of breaches. Global estimates suggest that the cost of cybercrime could have
surpassed 8 USD trillion in 2023 (Fleck and Richter, 2024), impacting financial mar-
kets, consumer trust, and critical infrastructures. This phenomenon not only threatens
economic stability but also poses a significant risk to national security, highlighting
the urgent need for comprehensive cybersecurity strategies.

This survey reviews the economic literature on cyber risk, focusing on the drivers
of hackers, firms, and users’ behaviour, the impact on markets, and the policy impli-
cations. The complexity of the phenomenon calls for an interdisciplinary approach
that combines economic analysis with insights from information security, manage-
ment, and behavioural sciences.

Our review highlights several interesting aspects of cyber risk. The perception of
hackers as a homogeneous group is misleading. In reality, hackers differ significantly
in their motivations, skill levels, targets, and attack strategies. This heterogeneity has
important implications for the design of effective defensive strategies. Technological
advancements, such as the rise of Al, further complicate the picture as they repre-
sent both a blessing and a curse: on the one hand, they enhance defence capabilities
through better threat detection and faster response; on the other hand, they enable
increasingly sophisticated and harder-to-detect attacks. Quantifying the damages
caused by cyberattacks is challenging, in part because they often involve intangible
elements. Nevertheless, a relatively well-developed body of research documents a
short-term negative correlation between the announcement of cyberattacks and the
subsequent stock price movements of the affected firms. Under certain conditions,
the impact of an attack may even spill over to other companies within the same sec-
tor. By contrast, evidence on longer-term consequences is more limited and harder to
interpret, given the presence of confounding factors and firms’ strategic behaviour.

A central theme in the literature is the role of incentives in shaping cybersecurity
outcomes. Security failures are often the result of misaligned incentives among the
various actors involved in prevention and response. Externalities—both technical and
market-related—distort the incentives of vendors and system developers to invest in

18 Relatedly, another challenge to increase insurance coverage is the lack of a clear definition of cyber risk.
Florackis et al. (2023) propose a firm-level risk metric based on textual analysis.
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protection at socially efficient levels. The rapid pace of technological development
in the digital realm requires constant vigilance: vulnerabilities must be identified on
an ongoing basis, and patches must be developed and deployed promptly. Users play
a critical role in this ecosystem; however, behavioural limitations or concerns about
system crashes can delay the installation of critical updates, undermining overall
system security.

To address these issues, a growing body of literature has explored the potential
of policy tools aimed at aligning private incentives with socially optimal levels of
cybersecurity investment. In particular, liability regimes have received consider-
able attention. In the absence of liabilities, vendors and developers lack incentives to
enhance the security of their products. However, liabilities must be carefully designed
to avoid stifling innovation. Several studies have also examined the effects of data
breach disclosure laws. These provisions can incentivise better security practices
and allow users to adopt timely mitigation strategies in the aftermath of an attack.
Taken together, the literature underscores the importance of carefully designed liabil-
ity regimes, the strategic role of disclosure obligations, and the need for regulatory
approaches that account for market structure, business models, and interdependencies
within digital ecosystems. Effective cybersecurity governance also requires coordi-
nation across networked systems and a better alignment between private incentives
and collective resilience.

Based on our survey, we identified several gaps in the literature that deserve fur-
ther investigation. First, modelling hackers’ behaviour remains underdeveloped. As
just mentioned, the literature treats hackers as a relatively homogenous group, over-
looking the diversity of their motivations and strategies. There is a pressing need for
more nuanced models that capture the varying profiles of attackers, ranging from
cybercriminals driven by financial incentives to state-sponsored actors with political
motives. Understanding these differences is crucial for designing targeted and effec-
tive defence strategies.

Second, underreporting and partial awareness of threats by users and businesses
limit and skew data availability. As a consequence, evidence on the drivers and
effects of cyber risk is still relatively scant. Enhancing data availability through bet-
ter detection mechanisms and regulatory requirements for disclosure is essential to
improving empirical research and risk assessment models, and fully understanding
the true scope of cyber risk.

Third, most studies concentrate on the immediate effects of cyberattacks, such as
stock price drops, short-term financial losses, or reduction of sales. There is relatively
limited research on the long-term consequences of cyber incidents. For example,
there is potential to investigate whether cyber threats drive firms to innovate more
rapidly or hinder progress due to increased security costs. Future research should
explore how cyber risk can shape market structures and innovation over time.

Fourth, while regulations like data breach disclosure laws, cybersecurity stan-
dards, and initiatives like bug bounty programmes are becoming more common, their
effectiveness has yet to be thoroughly studied. Research is needed to understand how
these regulations influence firms’ cybersecurity strategies and market dynamics in
the long run, particularly in industries with high data sensitivity, such as finance and
healthcare.
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Finally, the literature has yet to fully explore how the welfare cost of cyber risk is
distributed across firms and consumers and how insurance mechanisms or regulatory
measures might mitigate the impact on vulnerable groups. Addressing these ques-
tions is critical for ensuring that the financial and social costs of cyber incidents do
not disproportionately affect consumers.

Although the economics of cybersecurity still presents several open questions, it is
clear that a multidisciplinary approach is essential to address the complex and evolv-
ing landscape of cyber risk. The dynamic nature of these risks demands a continu-
ous adaptation of corporate strategies and regulatory policies. In turn, the increasing
integration of artificial intelligence, the Internet of Things (IoT), and other emerging
technologies into business operations adds new layers of vulnerability that need to
be addressed. Future research is essential to improve our understanding and better
address the complexities of cyber threats as technological innovations accelerate.
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