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Machine learning has given encrypted traffic classification a new momentum. Yet, once deployed, models
often fail due to hidden shortcut features, i.e., spurious correlations learned from training data that do not
hold in new environments. Prior work has shown their negative impact through costly manual intervention.
Here, we present SHORTCUTCATCHER, an automated, model-agnostic framework that detects and mitigates
shortcuts with the help of explainable AL The key idea is to contrast model behaviour on two datasets: a large
training dataset and a separate verification dataset that differs in scenario but shares the same feature schema.
SHORTCUTCATCHER integrates feature explanation with cross-scenario evaluation in a closed loop, iteratively
removing those critical features that would not be valid in deployment. Across multiple encrypted traffic
classification tasks and model architectures, SHORTCUTCATCHER uncovers shortcut dependencies and improves
cross-scenario generalisation, up to three times over standard training. In addition, SHORTCUTCATCHER exposes
dataset limitations where collection artefacts act as silent shortcuts that have gone so far unnoticed, allowing
us to finally expose realistic performance without assuming that the underlying task is intrinsically easy!.
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1 Introduction

Traffic classification remains a central building block for network operations [11, 24-26, 33]. With
the widespread adoption of encrypted protocols [23, 37], recent work has turned to machine learning
(ML) models trained on flow- or packet-level features extracted from encrypted traffic. Although
these models often achieve high accuracy under standard train/test splits, their performance
degrades sharply when deployed in different environments [41]. This fragility stems from reliance
on shortcuts — spurious correlations tied to specific data collection settings rather than actionable
features [14]. Examples include timestamp patterns, IP addresses, measurement artefacts, or OS-
specific behaviours. Such shortcuts remain hidden in conventional pipelines based on single-
environment data, yet dominate model decisions and fail when conditions change.

Prior work has exposed ML pitfalls in traffic analysis and cybersecurity, including shortcut
reliance [6, 12, 38, 41]. Some approaches [16] iteratively mitigate shortcuts using human-in-the-
loop procedures. On the one hand, this requires repeated expert intervention for each model

1Code and data available at: https://github.com/SmartData-Polito/ShortcutCatcher
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and iteration, limiting scalability across datasets and deployment contexts. On the other hand,
some work showed that even humans may fail [41]. Our work automatically translates shortcut
identification into corrective action without domain expertise. Addressing this gap is important:
automation enables scalability across many models and shortcuts, and provides a principled starting
point that reduces manual effort even when expert oversight is retained.

We present SHORTCUTCATCHER, a model-agnostic framework to automatically detect and mitigate
shortcut features. The key idea is to compare model behaviour across two datasets: a training dataset
collected in one environment and a verification dataset from a different scenario with the same
feature space and task. SHORTCUTCATCHER builds on meta-learning principles: it uses explainable
Al (xAI) [7, 34] and cross-scenario evaluation to identify important training features, then tests their
impact on verification performance. Features whose removal improves cross-scenario accuracy are
flagged as shortcuts. At each iteration, the framework (1) trains the model, (2) identifies important
features via xAl, and (3) removes the feature whose elimination most improves verification accuracy.
This process repeats until no further gains are observed, progressively eliminating shortcuts and
promoting robust features.

SHORTCUTCATCHER offers three key benefits: 1) it automatically exposes and handles shortcut
features without domain expertise; 2) it directly optimises for cross-scenario generalisation rather
than in-scenario accuracy; 3) it is compatible with classical models (RandomForest (RF)), modern
neural architectures (Tabular Foundation Model (TabICL) [30]).

We evaluate SHORTCUTCATCHER on traffic classification tasks in controlled experiments using
four open datasets, with both flow- and packet-level predictions. Across all scenarios, it consistently
improves performance, with accuracy gains exceeding 3X.

However, these gains should be interpreted with caution. By removing shortcut features, SHORT-
cuTCATCHER exposes the true difficulty of encrypted traffic classification: once the model is forced
to rely only on features that genuinely generalise across scenarios, we observe the real model
performance, reflecting the fundamental limitation of the traffic classification task itself. SHORT-
cuTCATCHER therefore provides the actual performance one can expect in real-world scenarios.

More broadly, our results highlight a systemic issue: widely used open benchmarks - even when
presented as challenging for generalisation[19] — contain scenario-specific artifacts that silently
act as shortcuts (e.g., TCP timestamps and incorrect TCP Checksum that reflect collection setup
limits). SHORTCUTCATCHER systematically identifies these limitations and lets us sanitise datasets.

Overall, this work shows that feature-level shortcut mitigation can be automated, practical, and
highly effective, providing a principled path toward more robust deployment of ML solutions in
realistic deployment environments.

2 Motivations and Related Work

Traffic Classification and ML: Traffic classification aims to infer labels of a network flow or
packet based solely on packet traces.? Formally, given a sample s characterised by features  (s)
extracted from a single-packet (packet-classification) or N-packets (flow-classification), the task is
to learn a function g : s > y that maps s to a label y. The label y can be an application [19], service
type [20], or protocol [15]. In this context, ML methods — and particularly ML classifiers — appear
as natural candidates to approximate g. Also, as payloads are increasingly encrypted [23, 37] and
thus unusable for classification, modern ML-based classifiers rely entirely on protocol headers and
behavioural features, such as packet timing and size [11, 24-26, 33].

Distrust in ML Traffic Classification: While ML has achieved remarkable success in many
domains [10, 32], networking researchers have coined the term ‘credibility crisis’ to describe its

2We follow the classic 5-tuple definition of flows and consider bidirectional flows, i.e., bi-flows.
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shortcomings in networking applications [39]: models that perform well during development often
fail once deployed, struggling to generalise beyond their training conditions. Several works have
investigated the causes. Arp et al. examined how pipeline-level pitfalls can artificially inflate test
performance, proposing Dos and Don’ts for ML in computer security [1]. Others focus on dataset
biases — collection artifacts that introduce spurious correlations between inputs and labels [16].
For instance, Wickramasinghe et al. showed that several encrypted traffic datasets contain a large
fraction of unencrypted flows [38], while Flood et al. demonstrated that many intrusion detection
models exploit dataset-specific artifacts — such as timestamp ranges or acknowledgment numbers —
rather than genuine behavioural patterns [12]. This over-reliance on spurious correlations, known as
shortcut learning, affects even large, state-of-the-art architectures [41] and leads to overly optimistic
results that collapse outside the training setting [1, 14].

Regaining Trust - XAl and Challenging Scenarios: Mitigating shortcut learning has become
a vital step for network practitioners to regain trust on ML. Two primary research directions have
emerged: explainable AI (xAI) and the design of challenging training scenarios.

e Explainable AI (xAl) is widely used to analyse model behaviour and uncover shortcut depen-
dencies [22]. Prior work shows that surrogate models such as decision trees can expose brittle
decisions in black-box classifiers [16], while concept-based [27] and hybrid explanations [8] help
diagnose distribution shifts. However, xAl remains diagnostic rather than prescriptive: it reveals
what a model relies on, but not whether that reliance is harmful or how to correct it, still requiring
expert intervention [13, 35, 36].

o Challenging training scenarios aim to enforce generalisation by designing evaluation settings
that better reflect deployment. This includes avoiding data leakage (e.g., per-packet splits [41]) and
adopting time- and space-based splits [1, 3, 28]. While effective at exposing non-robust models, these
approaches provide limited guidance for improving them and often require substantial domain
knowledge, as datasets may still contain hidden shortcuts.

Our Contribution: SHORTCUTCATCHER leverages the strengths of both XAl to build an automatic
shortcut identification and mitigation system. By introducing an independent split — the verification
set — which is representative of the model deployment scenario, to stress-test the model generalisa-
tion. With it, we create a shortcut identification loop: at each iteration, SHORTCUTCATCHER tries
removing one top-ranked feature and observes how performance changes in the verification set. If
it improves, that feature is flagged as a shortcut and pruned. This differs from traditional feature se-
lection algorithms that look for the most important features in the training set. SHORTCUTCATCHER
instead looks for those features that are meaningless in the verification set. SHORTCUTCATCHER
provides a principled approach that significantly reduces the manual effort involved. We validate
SHORTCUTCATCHER on public datasets, showing it identifies both known and previously unreported
shortcuts.

3 SHORTCUTCATCHER

We propose a general loop to automatically detect and mitigate shortcuts. We summarise our
methodology in Figure 1. The framework is model- and task-agnostic and can be applied to other
scenarios than traffic classification.

3.1 SHORTCUTCATCHER overview

In SHORTCUTCATCHER, we assume access to two independent, identically distributed datasets: a
standard training set, large enough for training a machine-learning model; and a much smaller
verification set used to assess the quality of the learned patterns. In each iteration, XAl returns the
top-k most important features according to the current model. To detect potential shortcuts, we
remove each of these features, retrain the model, and evaluate it in the verification set, choosing the
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Fig. 1. SHORTCUTCATCHER overview. Phases 1-5 mitigate bad features. The best model is deployed.

feature whose removal yields the greatest performance improvement for the desired metric. Despite
its apparent importance during training, this feature harms generalisation in the verification set,
a characteristic pattern of shortcut behaviour. The loop continues until the performance in the
verification set stabilises, i.e., until all shortcuts have been eliminated.

¢ Phase 0 - Initialization: We begin with a training dataset D with feature set ¥ = (f1, f, . . ., fa)
and label y. We assume that ¥ contains both legitimate features Fg,04, and illegitimate features
Fpaq, which exhibit only spurious correlations with y within 9. We introduce the verification
dataset V, collected independently from D (e.g., at a different time, in the deployment scenario),
but sharing the same feature schema ¥ . Ideally, only the distribution of the legitimate features
Fgo0q in V matches that in D. Consequently, a model seeking a robust mapping from ¥ — y must
rely primarily on Fyooq while disregarding Fpqq.

We complete the initialisation stage by selecting a model g and an explainer X3

e Phase 1 - Train: In this step, we perform a standard supervised training of g on the dataset
D, following ML best practices, i.e., splitting 9 into train, validation and test sets. Note that at
this stage, the model will learn from both Fy,0q and Fpgq, likely yielding strong but unrealistic
performance. This occurs because both the training and test sets are drawn from the same dataset
D, and share the same spurious correlations, Fpag.

e Phase 2 - Verify: In this phase, we evaluate the trained model in the verification set V. Ideally,
if the model has learned to rely on Fyo4, its performance in V should be comparable to its test
performance in Phase 1. However, as proved in previous literature [16, 39, 41], if the model relies
on Fpqq, its performance does not transfer to V.

e Phase 3 — Explain: We use X to investigate the decision-making process of the model, i.e.,
assign an importance score to each feature to reflect how much the predictions rely on that feature.

e Phase 4 — Select: We identify the Top-k most important features to verify. Notably, this is
the stage at which previous approaches [35] typically required human experts to manually inspect
these Top-k features and detect potential shortcuts.

3Explainers are typically coupled to the model type (e.g., Feature Impurity[2] for Random Forests; Permutation Methods[4]
for Neural Networks). However, any combination that enables the estimation of the model’s most important features is
suitable at this stage.
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e Phase 5 — Mitigate: We iterate over the Top-k features and progressively try removing each
one from the feature set 7. For each candidate removal, we train again g on the reduced feature
set and evaluate its performance on V. We pick the feature among the top-k that maximises the
desired metric on V' and remove it forever from the training set before proceeding to the next
iteration. By doing that, we determine which features, when removed, force the model to rely more
heavily on Fy,,q. While iterating, we record the best model BestModel and Best¥ .

e Phase 6 — Deployment: BestModel is the model that best perform on V. To properly test it,
we use a third independent check set C to simulate real-world deployment.

3.2 SHORTCUTCATCHER Algorithm

Algorithm 1: Pseudo-code of SHORTCUTCATCHER.

Input: Origin set D, Verification set V, Feature set ¥, Explainer X (), Number of features to evaluate k
Output: Model g, Feature set

1: g « Train(9D), CurrMetric «— Evaluate(g, V), BestMetric « CurrMetric;

2. while ¥ # 0 do

3: W «— X (g, D), K « Top-k(W, k), BestGain «— —oo;

4 for f € K do

5 Z§<—Remove(2),f);

6 g« Train(]j), Acc « Evaluate(g, V), Gain « Acc — CurrMetric;
7: if Gain > BestGain then

8: ‘ BestGain < Gain, CandidateFeature « f;

9: end

10: end

11: D « Remove(D,CandidateFeature), ¥ < Remove (¥, CandidateFeature);
12: g «— Train(D), CurrMetric <« Evaluate(g,V);

13: if CurrMetric > BestAcc then

14: ‘ BestMetric « CurrMetric, BestModel « g, Best ¥ «— F

15: end
16: end

17: return BestModel, Best F;

We translate the loop into the pseudo-code in Algorithm 1. The algorithm maintains four
components: the training dataset D, the verification dataset V, the feature set ¥, and the Top-k
candidate features examined at each iteration. In each step, we train h in D and evaluate it on V
(lines 1,12). The explainer X computes feature importances ‘W, from which we extract the Top-k
features K. In the mitigation phase (lines 4-10), for each f € K, we remove f to obtain D, retrain
a temporary model h, and evaluate it on V. We select the feature whose removal yields the largest
gain, and remove it from both D and 7. If performance improves, we update the best model and
feature set. The process repeats until no features remain.

3.3 Computational Complexity

In the main loop, the algorithm examines all features for |#| iterations. Each iteration requires (i)
one execution of the explainer X, and (ii) k train g on D and evaluate on V. Let Tx denote the
cost of executing the explainer X and T, the cost of a single train-evaluate cycle of g. The overall
worst-case time complexity of the algorithm is therefore O(|F| (Tx + k T;)). The hyper-parameter
k controls the trade-off between computational cost and selection robustness: larger values of k
increase the probability of correctly identifying the best feature to remove at each iteration, at the

Proc. ACM Netw., Vol. 4, No. CONEXT?2, Article 23. Publication date: June 2026.
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expense of a linear increase in the number of full training cycles. For comparison, an exhaustive
search of all feature subsets would require O (2m T,) evaluations, and is often infeasible in practice.

As the computational cost grows with ||, running SHORTCUTCATCHER to feature exhaustion
may become impractical for large feature sets. In practice, dominant shortcuts typically emerge in
early iterations — as we consistently observe in Section 5. Therefore, a small budget of iterations
B < |¥] already suffices to remove the most harmful features.

3.4 Relation to Feature Selection Methods

SHORTCUTCATCHER resembles wrapper-based feature selection [18] and Recursive Feature Elimina-
tion (RFE) in its outer structure, but pursues a fundamentally different goal. RFE removes features
the model ignores — noisy or redundant ones - to maximise in-distribution performance on the
training set. SHORTCUTCATCHER removes features the model exploits during training but that harm
cross-scenario generalisation, i.e., in the verification set. This reversal matters: standard RFE with
permutation importance on D discards features the current model does not use and instead focuses
on potential shortcuts. SHORTCUTCATCHER avoids this by eliminating features that are important
on P and harmful on V. At last, domain knowledge driven heuristics exclude known volatile
fields, but, as we will show, even domain-informed decisions can miss subtle collection artefacts
that SHORTCUTCATCHER spots automatically.

4 Experimental Setup

In this section, we describe the datasets, classification tasks, and evaluation methodology used to
validate our framework. Rather than collecting new data, we rely on widely used open datasets
that have become de-facto benchmarks in encrypted traffic classification. The usage of open
datasets gives us the flexibility to create different scenarios while maintaining full control over the
experimental setup and guaranteeing reproducibility.

4.1 Dataset splitting

We present our strategy to split the whole dataset A into D, V and C, as sketched in Figure 2.
Main split: First, we follow the per-flow split that is fundamental to avoid data leaks [41], i.e.,
we guarantee all packets of a flow belong to the same split.
Given flow samples s(t) collected at time ¢, let A = {s(t)} be the original dataset. We need to
split it into D, V and C. A natural way to achieve this is to consider a time-split strategy, i.e., for
each label [, let

D' ={s(t) | £ <ty i y(s) =1}, D =uD!
V= {s(t) | tirain <t= tzlzer’y(s) =1}, V= Ul(vl
Cl={s(t) | t > thy(s) =1}, C=UiC’

where t;,4in (1) < tyer (I) are per-class boundaries that consider the data collection may span over
different periods.* In short, the per-time split simulates the scenario where the model is trained on
past data, verified on current data, and checked/deployed in the future.

Trainset D split: For the ML model training, £ must be further split into a train, validation,
and test sets.”> We consider two possible strategies here:

o A) Stratified-split: samples in D are randomly assigned to each set, ensuring each class gets
the same fraction of samples in each subset. We refer to the stratified split as D; in the
following.

“We enforce that all packets of a flow respect the constraints, and drop flows whose packets extend over the split boundaries.
5The test set is not strictly needed. We use it to correctly evaluate the performance of g in D.
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Fig. 2. Visualisation of splitting strategy. For each class [, we split flows in A using t;qin and tye, to get
D,V and C. We split D using simple stratified- (Ds) or time-split (D;) into train, validation and test sets.

e B) Time-split: For each class [, we split D' respecting the flow time as done with the main
split. We enforce a stratified policy, too. We refer to the time-split as D, in the following.

Past works adopted the classic stratified sampling strategy. We apply the time-split strategy as a
possible safeguard against shortcuts related to time-related features during training.

4.2 Dataset modification

To simulate the use case where one would like to deploy a model in a different network and at a
different time, we modify the IP addresses and the timestamp in the verification and check sets. We
define a forge() mechanism to emulate this use case. It implements:

IP address forging: we apply a consistent replacement policy: given an IP address, we randomly
sample a replacement from the 128.66.0.0/16 subnet and consistently replace all occurrences.

Timestamp forging: TCP Timestamp [17] carry time information that is relative to the client
and server bootstrap time. The time-split policy cannot guarantee that the TCP timestamp’s relative
nature creates a potential data leak due to artefacts in the data collection process. To avoid this, we
forge TCP timestamps by adding a random offset to flows in V and C.°

After having modified the protocol headers, we recompute the IP and TCP checksums accordingly.

We have two use cases. A Time Shift scenario, where the deployment occurs in the same network
at a later time (V; =V and C; = C); and a Time and Space shift scenario, where the deployment
occurs in a different network at a later time (V; s = forge(V) and C; s = forge(C)).

4.3 Scenario definition

Having defined two strategies for splitting 9 and two use cases for deployment, we have a total of
four possible scenarios from which we consider:

(1) Scenario Sy < Dy, V;: Apply traditional stratified-split to D, and simple time-split to V.
(2) Scenario S; « D;, V;: Apply time-split to both D and V.
(3) Scenario Sy «— Dy, V; s: Apply time-split to D, and time and space split to V

So is the classic baseline where the model g is (over)optimised on 9. S; introduces the time-split
in D as a safeguard against temporal features, which are good candidates for #3,4. S, emulates
real deployment cases where spatial and temporal features should be disregarded.

4.4 Task and feature definition
We consider two standard encrypted traffic classification tasks:

(1) Packet-level classification: given a single packet, predict its class.
(2) Flow-level classification: given the first N packets of a flow, predict its class.

®TCP Timestamp is an option in the TCP header that helps measure round-trip time (RTT) accurately; typically, they refer
to the Timestamp Counter (TSC), which is reset at bootstrap.
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Table 1. Descriptions of the open datasets we use in the experiments. The verification set V is ~ 10x
smaller than the training set D. We report the number of flows for all datasets, and packets for TLS120.

D

Dataset Task Train Val Tost 4% C Classes
TLS120 [20] Packet Classification | 230,146 10,710 328,665 | 17,022 | 328,665 120
VPN [15] Flow Classification 840 90 240 60 240 6
App-Time [19] | Flow Classification 14,823 1,647 5,130 270 5,130 27
App-Ver [19] Flow Classification 13,725 1,525 4,750 250 4,750 25

For all tasks, we extract features exclusively from IP, TCP, and UDP headers, ignoring payload data
since it is expected to be encrypted and thus semantically uninformative. We intentionally retain all
header fields, including those previously reported as potential shortcuts, since SHORTCUTCATCHER
is explicitly designed to identify and remove such problematic features. We provide the complete
list of extracted fields in Table 3. Notice that we discard those that take constant values. For the IP
address, we consider each octet to be a separate feature, i.e., IP(1).IP(2).IP(3).IP(4).

5 Results

In the following, we report the results of SHORTCUTCATCHER. First, we introduce the datasets and
models we use; then, we comment on the performance of the scenarios we describe in Section 4.3.

5.1

Datasets: We summarise datasets in Table 1. For each dataset, we report the task, the number of
samples for splits, and the number of classes.

Experiment Settings

e VPN [15] includes traffic from six service categories (Web, VoIP, Video Streaming, Chat,
Email, P2P) generated using different applications, under VPN-encrypted connections.

o App-Time [19] contains network traces of 27 Android applications collected in a controlled
environment to explicitly design challenging scenarios. Specifically, part of the dataset was
collected a month after the other (we use this time-based split setting t;,4in accordingly).

o App-Ver [19]: contains two captures obtained from different versions of each app that we use
as time-split.

e TLS120[20] contains encrypted web traffic generated by visiting 120 TLS 1.3-enabled websites.
We use the cleaned traces and labels provided by Zhao et al. [41].

Models and Hyper-parameters: For all models, we compute the feature set ¥ selecting all
TCP/UDP/IP header fields — See Appendix A. We set k = 5 and accuracy as the metric to be optimised
within SHORTCUTCATCHER. For all datasets, we try 3 different ML models: a shallow Random Forest
(RF), and two increasingly complex neural networks — 2-Layers Multi-Layer-Perceptron (MLP) and
TabICL [31], a newly proposed tabular foundation model. In the sake of space, we report the neural
networks’ results in the Appendix B. We use AutoGluon v1.4 [9] to train each model and select the
best hyper-parameters. We balance samples to handle class imbalance in train and validation sets,
while we keep the real distribution for test, verification and check sets. When solving flow-level
classification, we use the first five packets to represent flows.

Metrics: For each scenario, we report the initial macro f1-score in the test set F1°(D) and the
check set F1°(C), i.e., the performance without running SHORTCUTCATCHER. We compare them
with the f1-score on the check set F1*(C) after running it, along with the relative percentage gain

(100 N F1*(C)-F1°(C)

FIO(C) ) We use the macro f1-score to take into account class imbalances.

Proc. ACM Netw., Vol. 4, No. CONEXT2, Article 23. Publication date: June 2026.
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Table 2. RF results in different scenarios. F1°(D) is training performance, F1°(C) and F1*(C) are initial
and best deployment performance. In red the drop when using g on C. In green the SHORTCUTCATCHER boost.

So S1 Sy
Dataset F1O(D) FI°(C F1°(C) F19(D) F1°(C FT°(C) F1°(D) F1°(C F1'(C)
VPN 88.0 110 (87.5%) 437 (297%) || 539  22.7(57.9%) 40.1(76.7%) | 53.9 114 (788%) 364 (219%)

App-Time || 756  55.8(27.1%) 59.3(63%) || 665 547 (-18.2%) 589 (7.7%) 665  17.3(-74.0%) 26,5 (53.2%)
App-Ver 772 60.1(-22.2%) 61.2(1.8%) || 705  58.7 (-16.7%) 58.9 (0.3%) 705  16.6 (-76.5%) 28.5(71.7%)
TLS-120 726 69.2(-47%)  69.2(07) 614  59.4(33%) 59.4() ) 614  9.5(-845%) 20.5(115%)
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Fig. 3. SHORTCUTCATCHER applied to the RF classifier. Flow classification task on VPN, scenario S,.

5.2 SHORTCUTCATCHER across scenarios

We show the results of the Random Forest in the three scenarios described in Section 4.3 in Table 2.

Consider the VPN dataset. The RF model faces a flow-classification task over encrypted traffic.
Previous work [16] noted that tcp-timestamp can act as a shortcut. Our results confirm this by
comparing the performance in D in Sy and S;. In Sy, we simply split D via stratification. Temporal
cues boost F1°(D), but fail in F1°(C) (-87.5% drop). In S, we split D by time, mitigating temporal
shortcuts. F1°(D) drops, and F1°(C) increase. Move now to S,, where we additionally perturb
spatial features in C to simulate an independent data collection. We observe a further performance
decrease (-78.8%) when moving to the check set. The RF relies on spatial patterns (e.g., IP addresses)
that no longer exist.

Now consider the results after applying SHORTCUTCATCHER (F1*(C)). Our loop constrains the RF
to ignore the temporal features in Sy and S;, and the spatial ones in S,, boosting the performance in
the check set by an almost 3x factor (+292%) in Sy. As expected, the improvement is the strongest
where the original RF relies the most on shortcuts (Sy and Sz).

Figure 3 illustrates SHORTCUTCATCHER’s loop between D and V for S;. We highlight the model’s

relative gain to F1°(V) at iteration i, i.e., gain(S, i) = %ﬁ}‘;((") S € {D,V}. Initially, the gap
is large: the model trained on the original feature set depends on shortcuts and fails to generalise.
Then SHORTCUTCATCHER iteratively removes spatial (IP-based) and temporal (tcp-timestamps)
features. Performance in V increases, while that in 9 decreases. Ultimately, the two curves
converge, marking the performance a model would plausibly achieve when deployed.

Now consider the remaining datasets. Although the tasks become more challenging when
enforcing a time-based split (Sp vs S;), temporal features are not the main drivers here. In fact,
the App-Time and App-Ver authors carefully designed a temporal shortcut-free collection. The
situation changes in S,. Across all datasets, we observe a [75-85]% drop from F1°(D) to F1°(C).
For TLS-120, IP addresses are crucial: the RF memorises addresses in the training data, and fails
once these change at deployment. Under spatially consistent conditions (similar addresses at train
and then at deployment), IP addresses provide a strong signal. However, under spatial shifts (e.g.,
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Fig. 4. SHORTCUTCATCHER applied to the RF classifier. Flow classification task on App-Time, scenario S,.

CDN or location changes, as in S;), IP addresses in D act as scenario-specific shortcuts. Removing
them forces the model to rely on more robust features.

More interestingly, in the App datasets, we uncover an unknown collection bias that effectively
behaves as a shortcut. Looking at SHORTCUTCATCHER evolution in Fig. 4, we observe that TCP
Checksums are among the most important features to remove. This unveils a previously unknown
data collection issue: authors collected data on clients where TCP checksum offloading was enabled:
all packets within a flow share the same checksum. To the model, these checksums act as proxies
for flow IDs. Coupled with the sequential per-class collection (one class after another), the range of
flow IDs and timestamps directly maps to the class, echoing the issue discussed by Zhao et al. [41].
Our forge() spatial modification recomputes the checksums, so that they immediately appear as
shortcuts. The final value Foo*(C) = 26.5 for App-Time, compared to the higher yet unrealistic
F oo’ (D) = 66.5, illustrates the true difficulty of the task. Importantly, the feature retained after
SHORTCUTCATCHER pruning is semantically meaningful for the task: the IP length of the fourth
packet of each flow, which reflects application-level design characteristics. We also report the
computational time of SHORTCUTCATCHER under this scenario in the Appendix D.

6 Limitations

While SHORTCUTCATCHER provides an automated and effective approach to identifying and miti-
gating shortcut features, some limitations remain.

Dependence on the verification set. Our framework relies on the availability of a labelled
verification set V. Its effectiveness depends on how well ‘V reflects the target deployment scenario.
In practice, V should capture expected distribution shifts (e.g., temporal or spatial variations) and
include a sufficient number of samples per class to ensure stable evaluation. In Appendix C we
show that that even small verification sets can be informative, although we expect larger ones to
improve robustness.

A key risk is the potential overfitting to a specific V, yielding performance gains on that dataset
without guaranteeing improved generalisation. Furthermore, if V still contains some valid features
which may be shortcuts in general, these would not be removed.

A possible extension is a nested validation setup, where features are selected on one scenario
and verified on a separate, disjoint dataset. Our current design partially follows this idea through
the use of the check set C, which is supposed to be in-distribution w.r.t. V. C remains untouched
during feature selection and is used only for final evaluation. Because feature removal is guided by
performance on V, the framework may still overfit. Potentially, one can extend SHORTCUTCATCHER
to consider multiple verification sets, each referring to different possible deployments, and then
create a feature removal loop that generalises the performance on all of them.
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In the use case of this paper, the verification set is synthetically generated through the forge()
mechanism (Section 4.2) that simulates the perturbation of IP addresses and timestamps and
emulates deployment shifts. While this enables controlled experiments, it focuses on well-known
artefacts and may introduce some circularity, as it assumes prior knowledge of potential shortcut
features. Although SHORTCUTCATCHER can uncover previously unknown shortcuts (e.g., TCP
checksum offloading), its effectiveness ultimately depends on the diversity and realism of available
verification datasets. More broadly, the lack of datasets with natural spatio-temporal variation
remains a limitation of the field.

Greedy feature removal. SHORTCUTCATCHER adopts a greedy, one-feature-at-a-time removal
strategy. While effective in practice, this approach cannot capture interactions between features,
where combinations jointly act as shortcuts even if individual features appear benign. Consequently,
higher-order dependencies may go undetected. Extending the framework to account for such
interactions - e.g., through group-wise removal or Shapley-based importance methods [5, 21] - is
an important direction for future work.

Mitigation Strategy. The current framework mitigates the shortcuts by removing features
entirely once identified as harmful. We experimented with other options: injecting noise and
permuting features - i.e., replacing their values with those from other samples [29, 40]. Empirically,
the feature removal strategy performed the best. Refined strategies based on partial weighting or
regularisation could provide a better trade-off and warrant further investigation.

7 Conclusion

This work introduced SHORTCUTCATCHER, a model-agnostic framework that automates the detec-
tion and removal of shortcut features in encrypted traffic classification. By coupling feature-level
explanations with cross-scenario verification, SHORTCUTCATCHER systematically isolates spurious
correlations and enforces reliance on features that generalise. Experiments across diverse datasets,
models, and deployment settings show consistent and often substantial gains on deployed mod-
els, while exposing the intrinsic difficulty of encrypted traffic classification once shortcuts are
removed. Beyond improving robustness, SHORTCUTCATCHER reveals structural flaws in widely used
benchmarks, highlighting the need for more reliable datasets. Overall, our results demonstrate that
shortcut mitigation can be practical, automated, and effective, providing a principled path toward
trustworthy ML-based traffic analysis.
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Appendix

A Extracted Feature Details

Table 3 shows the complete set of features. We consider all IP/TCP/UDP header fields, removing
only those that assume constant values. For IP addresses, we represent them as 4 1-byte features,
each referring to one octet, i.e., IP(0).IP(1).IP(2).IP(3). For flow classification tasks, we consider the
first 5 packets of each bi-flow, independently of their direction.

Table 3. Packet fields selected for the model training. Features are extracted from raw traces using the Python
Scapy package (https://scapy.net).

Protocol Considered packet fields
Source and Destination addresses, Type of service,
IPv4 Internet Header Length, ID, Checksum, Flags,
Length, Protocol, Version, TTL, Fragmentation
uUDP Source and Destination ports, Checksum, Length
Source and Destination ports, TSval, TSecr, Reserved
TCP Window, Urgent pointer, Data offset, Flags, SACK

Checksum, Sequence and Acknowledgement numbers, Options

B SHoORTCUTCATCHER and Neural Networks

On Table 4 shows results for the MLP and TabICL classifiers on S5. Results are consistent and show
how SHORTCUTCATCHER can remove bad features, finally improving performance to realistic values
in deployment. TabICL complexity prevents it from converging on TLS-120, questioning the usage
of foundational models [41].

Table 4. SHorRTCUTCATCHER with MLP and TabICL, scenario S,

Dataset MLP TabICL
F1°(D) F1°(C) F1*(C) F1°(D) F1°(C) F1*(C)
VPN 53.2 212 21.1(-0.5%) 58.9 49 265 (440.8%)
App-Time || 647 83  221(166.3%) || 63.6 63  30.3(381.0%)
App-Ver 67.9 125 25.0 (100.0%) || 673 16.0 27.2 (70%)
TLS-120 57.0 2.6  15.8(507.7%) - - -

C Ablation study

Table 5 shows the impact of reducing the number of samples in the verification set “V in the App-Ver
setup. Providing 4-10 samples per class (100-250 samples in total with 25 classes) suffices to let
SHORTCUTCATCHER identify and remove temporal and spatial shortcuts. Repeating the experiment
with five different random seeds to sample the points to put in V shows large variability when few
samples are selected. For instance, we observe the best results with 100 samples (i.e., 4 samples for
each class), but with a large variability. Selecting the right sample via active learning is a viable
solution to balance diversity in V and limit the need for manual labelling.

Table 5. Ablation study on verification set size. Flow classification task on App-Ver, scenario S;.

250
28.5+£0.0

25
27.1+£6.6

50
279 £5.7

100
31.2 £ 6.6

200
28.6 £2.3

VI
F1*(C)
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Table 6. Ablation study on the number of features k to evaluate at each iteration of SHoRTCUTCATCHER. Flow
classification task on App-Time and TLS-120, scenario Sz, F1*(C) reported.

k 1 3 5 7
App-Time | 173 (07) | 30.9 (78.4%) | 26,5 (52.6%) | 25.6 (47.6%)
TLS-120 | 10.4 (10.0%) | 20.4 (115%) | 20.5 (116%) | 20.5 (116%)

Table 6 shows the impact of k, the number of candidate features SHORTCUTCATCHER considers
for removal (Phase 5 - Mitigate). Choosing k = 1 is not effective since SHORTCUTCATCHER is forced
to remove the most important feature, which may be an actual good feature. Making k > 1 allows
the algorithm to choose the best-to-remove feature among the most important ones. Ideally, one
would choose among all features (i.e., k = |7 | at each iteration), at the cost of growing the training
time. In practice, k € {3, 5,7} offers a good tradeoff, speeding up SHORTCUTCATCHER execution.

D Computational Time Example

Train_Time

Mitigate Time
—e— Explain_Time
—a-- Verify Time

= I
o I8}
S =

©
S

Total Time (minutes)
- [=2]
o (=}

N}
=

— — PO P Sy g P g

=}

0 20 40 60 80
Round

Fig. 5. Cumulative computational time cost for SHORTCUTCATCHER. Same scenario with Fig 4.

Fig. 5 reports the cumulative runtime of each phase in the same scenario as the one in Fig. 4. We run
SHORTCUTCATCHER until feature exhaustion (86 rounds), for a total of ~ 2.5 hours. The Mitigate
phase (green curve) dominates the overall cost: since it retrains the model k = 5 times per round, its
cumulative time is consistently ~ 5x that of Train phase (orange curve). Both curves are concave,
as the per-round cost decreases with the shrinking feature set. Explain (blue curve) and Verify
(brown curve) are negligible in comparison - the latter being a single inference pass over the
trained model. Overall, the full pipeline completes within a few hours on a single machine, making
SHORTCUTCATCHER practical as a one-shot auditing step before deployment.
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