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HARMONISED SECURITY ACROSS DEVICES
In the face of disparate security options across mobile devices, an EU-funded project 
is proposing to move security applications from device to network nodes. 

The rapid rise of mobile devices has left many security gaps 
in its wake — with sources of concern including operating 
systems with flaws, configuration issues, vulnerable apps 

and public networks. All in all, it is estimated that 75 % or more 
of mobile apps would fail basic security tests. OS vulnerabilities, 
on the other hand, are more than doubling each year. 

In the face of these alarming statistics, consumers are left 
to resort to protection tools that may not exist on all sys-
tems, have capabilities that vary greatly across devices, and 
often consume too many resources. These problems could 
all be solved in a single technological shift: offloading exe-
cution of security applications into a programmable device 
at the edge of the network — such as a home gateway or 
an enterprise router. 

The SECURED (SECURity at the network EDge) project has 
been designing such a solution since October 2013. A few 
months before the end of the project, its coordinator  
Prof. Antonio Lioy, from the Polytechnic University of Turin, 
details its results so far, how they fit into today’s technologi-
cal landscape and their potential fields of applications.

 � What are the main problems with current mobile 
device security systems?

Current mobile device security is mostly device-based: 
users need to locally install the appropriate solution on each 
of their own devices, for example an anti-virus to protect 
them against malware or a firewall to block unwanted con-
nections. This is both complex — as the average user tends 
to have several devices — and difficult — as some security 
applications are not available for all kind of devices or do not 
have the same performance or features.

Large companies tend to address this problem by restricting 
the type of mobile devices used by their employees and  
by adopting 'Mobile device management' (MDM) system. 
However, this is not feasible for general users who are there-
fore increasingly exposed to risks. In a nutshell, security of 
mobile devices is variable and mostly insufficient, as it 
depends on the products available and the device used.

 � How does the SECURED architecture help 
overcome these problems?

SECURED proposes to delegate protection — totally or in 
part — to a trusted and secure network node, specifically 
crafted to run security applications selected by the user and 
configured according a protection policy specified by himself.

We name this device a 'Network edge device' (NED), as to 
ensure best performance it is preferable to place it in the 
network as close as possible to the mobile device — although 
the use of a remote or cloud-based NED is also possible.

When the user connects his mobile device to the NED, a 
proof of the identity and integrity status of the NED is pro-
vided so that the user can trust the NED to work on his 
behalf, and a dedicated virtual execution domain is created 
for the user. The NED will then download the selected secu-
rity controls from user-specified repositories and will config-
ure them according to his protection profile retrieved from a 
policy repository.

 � Can it be used on existing networks? How?
Yes it can be done, by inserting NEDs into the network and 

asking the users to connect via a VPN to their selected NED. 
Of course if the network access point of the user — the 
home gateway, the Wi-Fi access point or the 3G/4G access 
node — is already a NED, then a VPN would not be needed 
and performance would be improved.

In any case, the option to have the NED directly available as 
first hop in the network or as a remote entity provides a lot of 
flexibility in the deployment scheme. This in turn permits a grad-
ual adoption of the solution and makes it available also in those 
environments that do not directly adopt the SECURED technol-
ogy. In other words, the user is in control of his own security and 
the only variable parameter is network performance which is 
maximised with a local NED and decreases with a remote one. 
Trust and security are guaranteed in both cases.

 � How about future Internet, more specifically the 
Internet of Things?

The paradigm developed by SECURED is suitable also for 
the Internet of Things. Typically the nodes of these environ-
ments have limited power and capabilities and hence have 
low or no protection because they cannot execute complex 
security controls. We can achieve a good degree of protec-
tion for IoT nodes by connecting them to the external net-
work via a NED, which takes care of their protection. 

 � Cross-network security policies can also be 
enforced thanks to your system. How did you 
achieve that?

The NED is actually a component that has many stake-
holders, depending on who the owner is. For example, NEDs 
offered by an 'Internet service provider' (ISP) or a 'Mobile  
network operator' (MNO) will apply not only the user's security 
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has developed algorithms to combine 
these different policies and apply the 
resultant one. Of course in cases where 
the operator's policy is more restrictive 
than the user’s, the NED informs the 
user of the additional restrictions and 
provides the option to disconnect.

Security controls and policies are 
downloaded onto the NED on demand 
when a user connects to a network, and 
this automatically works across differ-
ent networks. Additionally, the solution 
also provides seamless support for 
mobility: if a user moves from one 
access point to a different one then his 
virtual execution domain is automati-
cally connected to the new access point.

 � Can you tell us more about the 
marketplace you created?

Our targets are normal users who 
are not necessarily technical security 
experts. We have therefore tried to sim-
plify the usage of SECURED as much as 
possible. First we created a high level 
interface to specify the security policy in 
a nearly-natural language — actually a 
restricted language, for example only 
the verbs related to protection are avail-
able, such as ‘permit’, ‘deny’ or ‘record’. 

Then the user can access a market-
place where various security applica-
tions are available, quite similar to the 
typical marketplace you would find on 
your smartphone. Technically-savvy 
users can directly select the desired 
applications while neophytes will ben-
efit from automatic selection based on 
their specified policy. 

For example, if the user asked to block 
access to websites with inappropriate 
content for children and to be 

protected from malware, then the 
system will suggest acquiring a paren-
tal control app and an anti-virus one. 
If more than one app of a certain kind 
is available, the user is presented with 
the features that distinguish them 
such as price, performance and rec-
ommendations from other users.

 � The project will be completed 
soon. How well do you think it will 
be received on the market?

When we started the project back in 
2013, our main targets were network/
service providers and Wi-Fi hotspots. 
We still think that these are reasonable 
adopters but, at the same time, we 
have discovered that new interesting 
fields of applications have emerged. 

Besides the Iot paradigm which we 
already discussed, modern software-
based networks are a big target: the  
'Software-defined networking' (SDN) and 
'Network function virtualization' (NFV)  
paradigms are rapidly changing the 

networking scenario from a hardware- to 
a software-based one. This means that 
the network itself is a possible adopter of 
the SECURED technology as it offers on-
demand security functions configured 
according to specific policies and exe-
cuted in a trusted environment. We had 
a presentation and a demo in February 
2016 at a meeting of the ETSI NFV work-
ing group and the SECURED technology 
raised a lot of interest. So there are vari-
ous markets where I think SECURED will 
play a role in the near future.

SECURED 
 � Coordinated by the Polytechnic 
University of Turin in Italy.
 �Funded under FP7-ICT.
��http://cordis.europa.eu/project/
rcn/110458
��Project website:  
https://www.secured-fp7.eu

��  http://bit.ly/22kQzdw

NOVEL TECHNOLOGY IMPROVES PROTECTION 
FOR VULNERABLE ROAD USERS
EU-funded researchers have studied and piloted a variety of ‘Intelligent transport systems’ (ITS) to ascertain which 
will best improve the safety, comfort and mobility for ‘Vulnerable road users’ (VRUs).

The EU has a target of halving road fatalities by 2020 and fig-
ures released by the European Commission show that there 
were 26 000 fatalities and 135 000 serious injuries on EU 

roads in 2015, with a combined cost of around EUR 100 billion 
(rehabilitation, healthcare, material damages, etc.). 

Between 2000 and 2012, fatalities among car occupants 
were reduced by 50 % but similar reductions were not expe-
rienced by VRUs, with fatalities amongst pedestrians reduced 
by 34 %, cyclists 31 %, and motorcyclists 17 %. Taken 
together, VRUs account for 68 % of the road fatalities in 
urban areas. Indeed, incidents involving VRUs are one of the 
reasons cited for the slowdown in EU road safety between 
2015 and 2014. 

The three-year VRUITS (Improving Safety and Mobility of 
Vulnerable Road Users through its Applications) project 
acknowledges that the ITS approach to traffic management 
has undoubtedly contributed to the reduction in car fatalities 
by equipping vehicles and infrastructure with additional 
technology. However, the researchers argue it has put less 
emphasis on the safety, comfort and mobility needs of VRUs. 

The project sought to redress this balance by analysing dif-
ferent ITS, proposing VRU-centric practices, which were then 
field tested and piloted. This enabled the researchers to 
make evidence-based recommendations for future policy 
and industrial development. Contributing factors such as 
market readiness, cost-benefit analysis, currently available 
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