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Summary

Artificial Intelligence (Al) has become a cornerstone of modern computing, en-
abling applications in different domains such as autonomous vehicles, robotics,
healthcare, finance, and High-Performance Computing (HPC). These domains de-
mand high throughput, energy efficiency, and low latency, which has driven the
widespread adoption of specialized Al-oriented hardware accelerators. In practice,
these platforms include devices such as Graphics Processing Units (GPUs), Deep
Learning Accelerators (DLAs), and Neural Processing Units (NPUs), often inte-
grating dedicated tensor-acceleration engines to speed up matrix operations. They
execute Machine Learning (ML) and Deep Learning (DL) workloads through mas-
sive parallelism, using architectures composed of many arithmetic units performing
Multiply-Accumulate (MAC) operations.

As these accelerators move beyond data centers and into safety-critical do-
mains—such as autonomous driving, aerospace, and advanced robotics—their relia-
bility becomes a fundamental design concern. When used in HPC and data centers,
their reliability is also a major concern, since the number of devices involved re-
quires an extremely low per-device failure rate to guarantee an acceptable overall
failure rate at the system level. Al-oriented accelerators are increasingly fabricated
in deeply scaled semiconductor technologies that, while improving performance and
power efficiency, also increase susceptibility to hardware faults. Radiation-induced
upsets, process variations, and device aging can cause transient or permanent faults
in logic and memory structures. Depending on where they occur and how they prop-
agate, such faults may lead to Silent Data Corruptions (SDCs), where results are
corrupted without detection, or Detected Unrecoverable Errors (DUEs), which may
trigger exceptions, hangs, or application/system crashes. In safety-critical deploy-
ments and HPC environments, these outcomes can translate into mispredictions,
accuracy degradation, or catastrophic failures.

The doctoral research presented in this thesis addresses these challenges by
introducing new techniques for the reliability evaluation of Al-oriented hardware
accelerators. The goal is twofold: (7) to develop methodologies for accurate and
scalable reliability assessment across multiple abstraction levels, and (i) to design
lightweight mitigation strategies, co-optimized across hardware and software, that
enhance fault resilience under realistic constraints.
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Compared to the state of the art—often split between hardware-agnostic pertur-
bation approaches (scalable but low fidelity) and low-level fault injection (accurate
but expensive and difficult to generalize)—this thesis contributes a unified cross-
layer flow that links circuit-level fault mechanisms to accelerator-level propagation
and application-level impact, while remaining tractable for large workloads and
adaptable across numerical formats.

At the arithmetic level, the thesis performs fine-grain reliability characterization
of Floating-Point (FP) and Posit arithmetic cores implementing addition, multipli-
cation, and MAC operations. Through detailed Fault Injection Campaigns (FICs)
at gate and structural levels, the study identifies the substructures most responsible
for error propagation and quantifies the magnitude and distribution of the resulting
numerical corruptions. Rather than treating arithmetic units as black boxes or re-
porting only aggregate error rates, the proposed characterization connects observed
error severity to specific internal blocks (e.g., exponent/regime handling, normal-
ization, rounding). This enables feasible and format-aware mitigation decisions.
The resulting vulnerability profiles explain why some FP designs exhibit rare but
extreme outliers, whereas Posit designs may show higher activation rates with more
bounded deviations.

At the accelerator level, the thesis investigates the reliability of tensor-core-style
compute engines that accelerate General Matrix Multiplication (GEMM) opera-
tions, which are fundamental kernels in DNNs and CNNs. Faults are injected into
internal Dot-Product Units (DPUs) and local memories to study how dataflow or-
ganization, workload mapping, and numerical format affect fault propagation and
error accumulation. Beyond reporting error rates, the thesis shows that tensor-core
faults generate deterministic spatial corruption signatures tied to warp-to-DPU
mapping and MMA (matrix—multiply-accumulate) scheduling. This information is
typically lost in application-level injection or overly abstract architectural models,
yet it is essential to explain observed outcomes and to enable targeted runtime
strategies that operate on tile fragments rather than duplicating entire kernels.

To reduce the computational cost of traditional FICs, the thesis proposes scal-
able evaluation frameworks combining analytical error models and an HPC-based
execution environment. First, statistical fault models are developed to represent
the impact of hardware faults as compact patterns of output corruptions in matrix
multiplication results. Unlike fast simulators based on hardware-agnostic bit-flip
assumptions, the proposed models are derived from low-level characterization at
the gate level and preserve both magnitude statistics and the spatial corruption
patterns observed in tensor-core executions, enabling higher fidelity at a fraction of
the simulation cost. Second, an HPC-based distributed environment is introduced
to accelerate large FIC campaigns through containerized execution across multiple
compute nodes, enabling analyses that would otherwise be impractical on a single
workstation.

Beyond evaluation, the thesis explores practical mitigation strategies. On the
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hardware side, selective hardening is proposed as an efficient alternative to full
redundancy. Instead of applying uniform replication, e.g., full Triple Modular Re-
dundancy (TMR), across entire datapaths—often prohibitive for accelerator-grade
arithmetic—the thesis leverages fine-grain vulnerability maps to protect only the
blocks that dominate SDC and catastrophic outliers. This targeted approach im-
proves reliability under tight overhead constraints and provides a methodology for
selecting where redundancy, e.g., Dual Modular Redundancy (DMR), TMR, or
self-checking, yields the highest reliability gain per area and power cost.

On the software side, a fault-tolerant GEMM mechanism is introduced for
tensor-core accelerators. Unlike classical kernel duplication and generic software re-
dundancy, which often incur multi-x slowdowns, the proposed mechanism exploits
tensor-core tiling and redundant execution at fragment granularity. It provides
continuous detection with low overhead and activates fine-grain reconstruction only
upon anomaly detection. This hardware-aware design yields predictable overhead
while enabling correction of localized persistent faults without requiring hardware
changes.

The key contributions of this thesis can be summarized as follows:

o Development of a unified cross-layer reliability evaluation methodology for
Al-oriented accelerators that bridges circuit-level fault mechanisms, tensor-
core architectural propagation, and application-level impact.

o Fine-grain fault analysis of FP and Posit arithmetic cores that maps error
severity and activation to specific internal substructures, enabling feasible
and format-aware hardening decisions beyond black-box reliability metrics.

o Architectural reliability assessment of tensor-core-style accelerators that iden-
tifies deterministic spatial fault signatures induced by scheduling and DPU
mapping, capturing effects not represented by hardware-agnostic tensor per-
turbations.

o Hardware-aware analytical error models that preserve both magnitude statis-
tics and spatial corruption footprints while reducing evaluation cost compared
to full architectural fault injection.

o Mitigation strategies with bounded overhead: selective redundancy guided
by vulnerability profiles, and tensor-core-aware GEMM detection/correction
that avoids full kernel duplication.

Overall, the thesis advocates a cross-layer approach to reliability in Al-oriented
hardware accelerators, integrating low-level fault modeling, architectural analysis,
and hardware /software mitigation strategies. The key advance is the combined em-
phasis on accuracy (structurally grounded fault mechanisms), scalability (analytical
modeling and HPC-accelerated campaigns), and deployability (selective hardening
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and software-only mitigation with predictable overhead), providing practical tools
and design guidelines for dependable Al computing in critical environments.
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Chapter 1

Introduction

New technologies are deeply transforming daily life by improving quality of ser-
vice while increasing productivity and efficiency across society. Examples range
from environmentally friendly transportation systems to highly automated manu-
facturing lines, where advanced control and monitoring reduce human effort and
optimize the production of goods and services.

In the automotive domain, current trends focus on introducing new features that
significantly increase the number and complexity of on-board embedded systems
and processors [1]. These systems aim to optimize energy consumption, enhance the
user experience through infotainment services, and provide autonomous or semi-
autonomous driving capabilities [2]. In industrial environments, modern factories
increasingly deploy autonomous or collaborative robots that operate alongside hu-
mans, automating hazardous tasks and boosting production throughput [3].

Both domains are representative examples of safety-critical applications, where
any functional failure may lead to severe consequences, including serious injuries or
fatalities, significant property damage, or extensive environmental impact [4]. As a
result, the complex electronic devices now integrated into such systems must meet
stringent safety, reliability, and security requirements to ensure correct operation
throughout their lifetimes [5, 6].

A key enabler of this technological shift is Artificial Intelligence (AI) driven by
modern Machine Learning (ML) and Deep Learning (DL) algorithms. In many
safety-critical applications, workloads such as Deep Neural Networks (DNNs) and,
in particular, Convolutional Neural Networks (CNNs) process massive volumes of
sensor data under tight constraints in terms of latency, energy, and cost [7, 8].
To satisfy these requirements, modern computing platforms increasingly rely on
heterogeneous architectures in which general-purpose processors are coupled with

Al-oriented hardware accelerators, i.e., specialized engines optimized for ML and
DL workloads [9].
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These accelerators encompass a broad family of architectures, including Graph-
ics Processing Units (GPUs), Deep Learning Accelerators (DLAs), Neural Pro-
cessing Units (NPUs), and custom tensor engines. A common characteristic is the
presence of highly parallel compute arrays tightly coupled with a carefully designed
memory hierarchy [10]. In particular, many state-of-the-art GPUs integrate Ten-
sor Core Units (TCUs) or similar tensor engines, which are matrix-oriented blocks
implementing parallel dot-product operations through arrays of Dot-Product Units
(DPUs) built around Multiply—Accumulate (MAC) datapaths [11, 12]. These struc-
tures are designed to accelerate General Matrix Multiplication (GEMM) kernels,
to which convolutions, fully connected layers, and attention mechanisms are often
reduced by compilers and libraries, such as cuBLAS (CUDA Basic Linear Algebra,
Subprograms) [11]. As a result, TCU-equipped GPUs and other Al accelerators
are now deployed not only in data centers but also in embedded and safety-critical
systems such as autonomous driving platforms, aerospace payloads, and advanced
medical devices [6, 7].

To meet demanding throughput and energy-efficiency targets, these accelera-
tors increasingly exploit deeply scaled semiconductor technologies, aggressive clock
frequencies, reduced-voltage operation, dense integration, compact numerical for-
mats, and mixed-precision execution [13]. However, the same trends exacerbate
susceptibility to hardware faults. Several studies [14, 15, 16, 17, 18] show that
modern devices implemented in cutting-edge technologies are prone to multiple
types of faults both at early operational stages and, more frequently, during their
operational life.

Such faults can stem from two broad classes of causes. On the one hand, in-
ternal causes include manufacturing defects that escape end-of-production testing,
as well as device degradation due to long-term operation or idle aging effects (e.g.,
electromigration, time-dependent dielectric breakdown, or bias temperature insta-
bility) [19, 20, 21, 22]. These mechanisms typically give rise to intermittent or
permanent faults. On the other hand, external causes are associated with envi-
ronmental conditions, such as exposure to high-energy particles or electromagnetic
interference, that temporarily or permanently alter the device’s electrical charac-
teristics [23, 24]. In this context, radiation-induced Single Event Upsets (SEUs)
and related phenomena can corrupt the content of storage elements or logic nodes,
leading to transient faults that may propagate as soft errors whenever the affected
elements are exercised by the running application [25].

The Failures In Time (FIT) rate of advanced technologies is generally higher
than that of previous nodes, especially for highly integrated devices such as modern
processors and accelerators. Qualitative trends, often illustrated through bathtub-
like curves, indicate that while the infant mortality period may remain almost
constant, the useful-life phase tends to shorten, and aging-related failures become
more prominent earlier in the lifetime [26, 27]. Consequently, ensuring long-term
reliability in modern devices increasingly requires in-field testing and monitoring
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techniques that complement traditional end-of-production tests [28, 21]. This need
is particularly acute for safety-critical systems built upon Al-oriented accelerators,
whose correct operation must be guaranteed throughout the mission profile of the
application.

In the safety-critical domain, compliance with industrial standards such as
ISO 26262 and TEC 61508 is mandatory to ensure a sufficient level of functional
safety [5]. These standards prescribe a systematic process for hazard analysis, safety
goal definition, and the allocation of safety requirements to hardware and software
components. In practice, Al-oriented accelerators used in such systems must not
only deliver high performance and low energy consumption, but also provide ad-
equate diagnostic coverage and robustness against both permanent and transient
faults [6, 7]. This combination of constraints creates a challenging design space,
where performance, cost, and safety must be jointly optimized.

Beyond safety-critical domains, Al accelerators are also widely deployed in data
centers and edge devices, where reliability directly impacts quality of service, avail-
ability, and total cost of ownership [29, 30]. Large-scale infrastructures have re-
ported significant rates of Silent Data Corruption (SDC) and Silent Data Error
(SDE) events in advanced processors and memories deployed at scale [29]. As Al
workloads become pervasive in such environments, understanding and mitigating
the reliability issues of Al accelerators is essential not only for safety but also for
dependability and maintainability [13, 31].

1.1 Main Motivation

In practice, the development of modern Al-enabled, safety-critical applications
requires three key ingredients: (7) high-performance operation and power efficiency,
(77) affordable costs, and (éii) guaranteed safety and reliability [32]. To satisfy the
first two requirements, manufacturers and designers adopt advanced technologies
and architectural specialization, integrating large numbers of compute units, mem-
ory structures, and dedicated accelerators (e.g., TCUs, systolic arrays, and NPU
cores) on the same chip [10, 11]. This specialization is tightly coupled with the use
of compact numerical formats and mixed-precision arithmetic, which significantly
increase throughput and energy efficiency for DL workloads [13, 12].

However, these same choices aggravate reliability challenges. As feature sizes
shrink, devices become more sensitive to process variations, environmental distur-
bances, and aging effects, increasing the likelihood of both transient and permanent
faults [21, 27]. In addition, Al-oriented accelerators often operate close to their mar-
gins through aggressive voltage/frequency scaling and thermally dense integration,
reducing noise margins and increasing susceptibility to timing and soft-error ef-
fects [25, 24]. The impact of these faults is often silent: numerical results may be
corrupted without detection [29, 30], potentially degrading inference accuracy or
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producing hazardous decisions in closed-loop safety-critical systems [8, 7].

A further challenge is that Al accelerators are not monolithic compute engines.
Their reliability depends on the interaction between multiple layers of abstrac-
tion: arithmetic formats and datapaths, microarchitectural scheduling, dataflow
and tiling, and application-level tolerance. Modern tensor engines execute GEMM
as a sequence of tiled operations, repeatedly scheduling HMMA-style instructions
across fixed DPU groups [11, 12]. As shown later in this thesis, faults within a single
arithmetic substructure or DPU do not necessarily produce random perturbations;
instead, they can generate deterministic error patterns whose spatial footprint de-
pends on the mapping between warps, DPUs, and accumulation stages [33, 34].
This coupling implies that reliability evaluation must be both hardware-aware and
workload-aware: the same physical fault may be masked or amplified depending on
operand distributions, tile reuse, scheduling policies, and numerical format [13, 35].

These characteristics make reliability evaluation inherently challenging. Clas-
sical approaches rely on Fault Injection (FI), injecting faults into a model of the
target device and observing their impact on representative workloads. The liter-
ature distinguishes three main strategies: beam experiments exposing a device to
radiation, software-based error injection at the instruction level, and architectural
or gate-level simulation [34, 36]. At low levels such as gate-level or Register-Transfer
Level (RTL), FI can accurately capture structural masking, activation conditions,
and the internal mechanisms through which exponent /regime paths, normalization,
and rounding amplify numerical errors [35, 37]. However, exhaustive FIC at these
levels becomes prohibitively expensive for large arithmetic cores and for the vast
fault space of tensor engines. Even architectural fault injection at the accelerator
level can require long runtimes when each injected fault must be exercised across
realistic GEMM schedules and operand tiles [38, 39].

Conversely, high-level fault injection (e.g., perturbing weights or activations in
software) offers excellent scalability but neglects key architectural and circuit-level
details, including pipeline timing, operand alignment, buffer reuse, and format-
specific sensitivity [8, 40]. A key open question in the field is whether software-
based vulnerability evaluation methods provide representative results that can reli-
ably predict real failure rates [41]. Similarly, fast error-simulation approaches that
rely on generic bit-flip assumptions can misrepresent the structured error foot-
prints induced by tensor-core execution and cannot capture the format-dependent
behavior that distinguishes IEEE 754 floating-point from alternative formats such
as Posit [42, 43]. In industrial settings, vendor-provided error abstractions may
improve usability but can be opaque and device-specific, limiting interpretability
and research reproducibility [44].

Accurate reliability evaluation alone is insufficient in safety-critical and high-
availability applications: effective and affordable mitigation strategies must also
be devised. In-field testing and software-based self-test techniques represent one
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important mitigation direction: by periodically exercising the hardware during op-
eration, latent faults can be detected before they cause silent failures in application
workloads [28]. Classical hardware techniques such as Dual Modular Redundancy
(DMR) and Triple Modular Redundancy (TMR) provide strong protection but in-
troduce high area and power overheads that are often incompatible with accelerator
efficiency constraints [45]. Selective hardening, where only the most fault-sensitive
substructures are reinforced, is a more cost-effective alternative but requires fine-
grain insight into which blocks dominate SDC and catastrophic numerical out-
liers [37]. Complementarily, software-based strategies can improve resilience with-
out hardware modifications by exploiting warp-level redundancy, tile-level compar-
isons, and deterministic scheduling properties of tensor engines [46, 39], but these
techniques must be carefully designed to avoid excessive overhead [47].

These considerations motivate the need for new techniques that (i) provide ac-
curate yet tractable reliability evaluation tailored to Al-oriented accelerators across
multiple abstraction levels, and (i¢) leverage these evaluations to design lightweight
mitigation strategies at hardware and software levels. This thesis addresses these
needs through a unified cross-layer methodology centered on GEMM-dominated
tensor workloads, combining fine-grain characterization, architectural analysis of
tensor engines, scalable error modeling, and HPC-accelerated campaigns, and cost-
effective mitigation.

1.2 Contribution

This thesis addresses the above challenges by developing and applying method-
ologies for reliability evaluation of Al-oriented hardware accelerators, and by using
the resulting insights to guide lightweight mitigation strategies. It follows a twofold
objective: (i) to devise evaluation techniques that enable accurate yet tractable
reliability analyses across multiple abstraction levels tailored to Al-oriented accel-
erators, and (7) to exploit these techniques to identify and validate hardware- and
software-based mitigation strategies under realistic overhead constraints.

Concretely, the thesis makes the following main contributions:

o Fine-grain reliability characterization and evaluation of arithmetic
cores. It reports results from an extensive Fl-based evaluation of IEEE 754
FP and Posit arithmetic units implementing the most common operations
in Al accelerators (addition, multiplication, and Multiply-Accumulate). By
injecting permanent faults at the gate and structural levels using industrial
tools [35], it quantifies fault activation, masking, and numerical error ampli-
fication across formats and internal pipeline stages. The analysis identifies a
small set of dominant vulnerability sources (e.g., the S&E and RnD stages
for FP, the D&C and EN stages for Posit) and distills these observations
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into reusable vulnerability profiles, enabling structured and fair comparisons
among arithmetic formats and implementations [37].

Further details about the proposed methodology and results are available in the
following publications:

— Analyzing the Reliability of TCUs Through Micro-architecture and Struc-
tural Fvaluations for Two Real Number Formats, Springer VLSI-SoC
2023 (conference paper) [48].

— Investigating and Mitigating Critical Faults in Floating-Point and Posit
Arithmetic Hardware, IEEE Transactions on Emerging Topics in Com-
puting, 2025 (journal paper) [37].

Structural reliability analysis of tensor-core-style accelerators for
AT workloads. Focusing on TCUs and tensor engines, it investigates how
permanent faults affect mixed-precision matrix multiplication across multiple
numerical formats. Using cycle-accurate or instruction-aware architectural
models [33], it correlates fault locations within DPUs with both numerical
deviation statistics and deterministic spatial corruption patterns on 16 x 16
GEMM tiles. The results show that scheduling policies, operand reuse, and
warp-to-DPU mapping fundamentally shape fault propagation [11, 34].

Further details about the proposed methodology and results are available in the
following publications:

— Analyzing the Impact of Different Real Number Formats on the Struc-
tural Reliability of TCUs in GPUs, IEEE VLSI-SoC 2023 (conference

paper) [33].
— Analyzing the Reliability of TCUs Through Micro-architecture and Struc-

tural Evaluations for Two Real Number Formats, Springer VLSI-SoC
2023 (conference paper) [48].

— Investigating and Mitigating Critical Faults in Floating-Point and Posit
Arithmetic Hardware, IEEE Transactions on Emerging Topics in Com-
puting, 2025 (journal paper) [37].

Scalable reliability evaluation via error modeling and HPC. To over-
come the prohibitive cost of naive FI on Al workloads, it introduces comple-
mentary acceleration methodologies. It develops hardware-aware analytical
error models that abstract tensor-engine faults into sparse spatial corrup-
tion masks combined with statistically grounded error generators [43], and an
HPC-oriented execution framework enabling large-scale campaigns [49].

Further details about the proposed methodology and results are available in the
following publications:
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— Effective Application-level Error Modeling of Permanent Faults on Al
Accelerators, IEEE IOLTS 2024 (conference paper) [43].

— Optimizing the Analysis and Evaluation of Logic Simulation Workloads
in HPC' Systems, IEEE AICT 2023 (conference paper) [49].

« Reliability-driven, hardware-based selective hardening of arithmetic
units. It investigates selective hardening mechanisms applied only to critical
pipeline stages of arithmetic units, targeting the S&E/DEC and RnD/EN
stages that dominate large-magnitude SDCs, and quantifying the trade-offs
among resilience improvement, area, power, and timing overheads [37].

Further details about the proposed methodology and results are available in the
following publications:

— Investigating and Mitigating Critical Faults in Floating-Point and Posit
Arithmetic Hardware, IEEE Transactions on Emerging Topics in Com-
puting, 2025 (journal paper) [37].

» Software-based fault tolerance for tensor-core matrix multiplication
on AI accelerators. It proposes a software-only mechanism to detect and
mitigate permanent and transient faults in tensor-core-based GEMM oper-
ations, enabling online correction with modest overhead on real GPU plat-
forms [46]. The approach exploits the deterministic warp-to-DPU mapping
and spatial error signatures identified in the structural analysis to achieve lo-
calized detection and conditional reconstruction with bounded overhead [39,
47].

Further details about the proposed methodology and results are available in the
following publications:

— A Software Fault-Tolerant Mechanism for Matriz Multiplication on Ten-
sor Cores, IEEE Transactions on Computers, 2026 (journal paper, sub-
mitted) [46].

Research artifacts and reproducibility. All experimental results presented
in this thesis are supported by a suite of publicly available, modular research
artifacts developed as part of this work. These artifacts include RTL and ar-
chitectural models of tensor-core-style accelerators, instruction-aware simulators,
scheduling and fault-propagation analysis frameworks, error-modeling toolchains,
and software-level fault-tolerance prototypes for GPUs. The complete set of tools
and documentation is available at:

e https://github.com/robalexlimas/RTL_TCU.git
e https://github.com/TheColombianTeam/PyOpenTCU.git
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e https://github.com/TheColombianTeam/GPUScheduling.git
e https://github.com/robalexlimas/tensorcore-gemm-fault-tolerance.
git

Overall, the thesis advocates a cross-layer perspective on reliability for Al-
oriented hardware accelerators: from arithmetic formats and core micro-architectures,
through tensor-engine scheduling and GEMM dataflows, up to software-level pro-
tection. By combining detailed characterization, accelerated evaluation, and both
hardware- and software-level mitigation guided by these evaluations, the proposed
work provides practical guidelines and tools for designing robust Al accelerators
that can operate reliably in safety-critical and high-availability environments [31,
50].

The remainder of this thesis is organized as follows. Chapter 2 introduces the
necessary background on Al accelerators, numerical formats, fault models, and
reliability metrics. Chapter 3 presents fine-grain reliability characterization of
arithmetic cores, structural reliability analysis of tensor-core-style accelerators, and
scalable evaluation through analytical error modeling and HPC-based frameworks.
Chapter 4 discusses reliability-driven hardware-level mitigation strategies, focus-
ing on selective hardening mechanisms for arithmetic units. Chapter 5 introduces
software-based fault-tolerance techniques for tensor-core matrix multiplication. Fi-
nally, Chapter 6 concludes the thesis, summarizing the main findings, highlighting
the key contributions, and outlining future research directions in reliability evalu-
ation and mitigation of Al-oriented hardware accelerators.
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Chapter 2

Background

This chapter provides the necessary technical background to understand the
reliability evaluation and mitigation methodologies developed in this thesis. It
introduces the main architectural features of Artificial Intelligence (Al)-oriented
hardware accelerators, the numerical representations employed in their arithmetic
units, the fault models used for reliability analysis, and the standard reliability
metrics adopted throughout the work.

2.1 AI-Oriented Hardware Accelerators

2.1.1 Overview of AI Acceleration Architectures

Modern Al workloads are dominated by computationally intensive kernels such
as General Matrix Multiplication (GEMM) and convolution, which form the back-
bone of Deep Neural Networks (DNNs) — including convolutional, recurrent, and
transformer architectures [51, 52]. These operations involve billions of multiply-
accumulate (MAC) iterations and require extremely high arithmetic throughput
that cannot be matched by conventional general-purpose processors [9]. To sat-
isfy these demands, modern computing platforms rely on specialized Al-oriented
accelerators designed to exploit massive data parallelism, operand reuse, and the
regular computation patterns of linear algebra [52, 10].

The main families of Al accelerators include:

o Graphics Processing Units (GPUs): Originally designed for parallel
graphics rendering [53], GPUs have evolved into massively parallel accel-
erators with thousands of cores executing the Single instruction, multiple
threads (SIMT) paradigm [54, 55]. Programming frameworks such as CUDA
and OpenCL make them versatile tools for both Al and High-Performance
Computing (HPC) tasks. Modern GPUs additionally integrate Tensor Core
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Unit (TCU)s, which execute mixed-precision GEMM operations through ar-
rays of Dot-Product Unit (DPU)s [11, 12]. A single Streaming Multiprocessor
(SM) in the Volta architecture contains four TCUs, each capable of one 4 x 4
matrix multiply-accumulate per clock cycle [11, 56].

« Deep Learning Accelerators (DLAs): Vendor-specific accelerators such
as NVIDIA’s DLA or Google’s Tensor Processing Unit (TPU) target DNN
inference and training workloads with systolic-array architectures and large
on-chip weight buffers for high energy efficiency [10]. Systolic arrays arrange
processing elements in a two-dimensional grid so that data flows rhythmically
through the fabric, enabling dense matrix multiplications with minimal off-
chip memory traffic [10, 52]. Google’s first TPU achieved 92 TOPS with a
256 x 256 systolic array of 8-bit multipliers while consuming less than half
the power of a contemporary GPU [10].

« Neural Processing Units (NPUs): Cores designed for DNN inference at
the edge, with dedicated arithmetic units optimized for low-precision opera-
tions and stringent power budgets [9]. These units target embedded deploy-
ment in automotive, robotics, and IoT applications where latency and energy
efficiency are paramount [52].

o Custom Tensor Engines: Modern System-on-Chips (SoCs) integrate cus-
tom tensor or matrix engines optimized for dense linear algebra with support
for emerging numeric formats (e.g., FP8, BF16, Posit16) [9, 13]. These en-
gines typically co-exist with GPU or CPU cores in heterogeneous architec-
tures [52].

Despite their implementation diversity, these accelerators share a fundamental
design principle: massively parallel compute arrays organized into hierarchical tiled
structures, coupled with a carefully designed memory hierarchy to maximize data
reuse and minimize costly off-chip communication [52, 10]. The energy cost of
data movement can dominate over arithmetic, so maximizing operand reuse within
on-chip buffers is a primary architectural objective [52]. Figure 2.1 conceptually
illustrates this structure.

2.1.2 Tensor Core Unit (TCU) and Dot-Product Unit (DPU)
Architecture

TCUs are in-chip matrix-acceleration engines introduced in NVIDIA’s Volta
architecture that execute warp-level mixed-precision matrix multiply-accumulate
operations through four layers of parallelism: warps, thread groups, DPU arrays,
and individual MAC units [11, 12]. Architecturally, a TCU comprises a 4 x 4 array
of DPUs: each DPU computes one multiply-accumulate operation per cycle on
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Figure 2.1: Conceptual organization of a tensor-core-style Al accelerator, illustrat-
ing the parallel compute array of DPUs, the on-chip accumulation buffers, and the
hierarchical memory system. Adapted from [11, 57].

four input operands drawn from a pair of 4 x 4 matrix fragments A and B and an
accumulator fragment C [11].
The fundamental operation performed by a TCU is:

D=AxB+C, (2.1)

where A and B are input matrices encoded at reduced precision (FP16 or Posit16),

and C and D are the accumulator and output matrices at higher precision (FP32 or

Posit32) [11, 13]. Large-scale matrix multiplications are decomposed via tiling into

16 x 16 fragments and executed as a sequence of Half-precision Matrix Multiply-

Accumulate (HMMA) instructions, each consuming a 4 x 4 tile segment [11].
Each DPU within the TCU executes a scalar dot-product:

N
yij = Z ik * bkj + Cij, (22)
k=1
implemented through a pipelined MAC datapath whose pipeline stages depend on
the numerical format in use [58, 33]. Thread groups — sets of four consecutive
threads within a warp — cooperate to load the required matrix fragments into
shared register file banks and to schedule the four sets of HMMA instructions needed
to produce each 16 x 16 output tile [11]. This deterministic scheduling creates a
fixed, reproducible mapping from physical fault sites to spatial error patterns in
the output matrix, a property extensively exploited in the reliability analysis of
Chapter 3 [33, 43].
The reliability of these units depends not only on the adopted arithmetic preci-
sion but also on the dataflow strategy (e.g., weight-stationary or output-stationary),
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as operand reuse and temporal correlation influence both fault activation probabil-
ity and error accumulation across HMMA instruction sequences [52, 13].

2.2 Numerical Representations and Precision For-
mats

The numerical representation used in Al accelerators directly impacts their
performance, energy efficiency, accuracy, and reliability [13, 59]. Compact, low-
precision formats reduce memory bandwidth and arithmetic energy, enabling higher
throughput; however, they alter the distribution of representable values and the
structural sensitivity of arithmetic hardware to faults [35, 37]. This section in-
troduces the mathematical structure of the number systems used throughout this
thesis.

2.2.1 1IEEE-754 Floating Point

The IEEE Standard for Floating-Point Arithmetic (IEEE 754) [60] is the domi-
nant numeric format in modern processors and accelerators. An IEEE-754 Floating-
Point (FP) number of N bits is organized into three fields — sign (s, 1 bit), biased
exponent (e, w bits), and fractional mantissa (f, p bits) — and represents the value:

= (1) x (1.f)y x 2B, (2.3)

where B = 2¥~! —1 is the exponent bias (B = 127 for FP32, B = 15 for FP16) [60,
59]. The standard defines five exchange formats (FP16, BF16, FP32, FP64, FP128)
and mandates five rounding modes, five exception flags, and four directed-rounding
attributes, ensuring portable reproducibility across platforms [60].

Modern Al accelerators exploit mixed-precision execution: FP32 for parameter
storage and gradient accumulation, FP16 or BF16 for TCU computation, and INTS8
or FP8 for quantized inference [13, 12]. The precision hierarchy directly shapes fault
sensitivity: a single-bit fault in the exponent field e can shift the output value by
a factor of 227", producing catastrophic large-magnitude deviations. The relative
error due to a fault in position k& of the mantissa (with & = 1 being the MSB)
is [59]:

gy~ 27K, (2.4)

showing that low-significance mantissa bits have minimal impact. This asymmetric
sensitivity between exponent and mantissa fields is a central property that shapes
the vulnerability profile of FP pipeline stages and is analyzed quantitatively in
Chapter 3 [35]. A thorough treatment of floating-point arithmetic and its impli-
cations for numerical computing is provided in [59], and a detailed account of the
hardware arithmetic algorithms is provided in [58].
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The standard also defines special values (NaN, +oo, subnormals) that provide
exception semantics: a corrupted exponent can produce a spurious NaN or oo,
which propagates through subsequent computations as a Detected Unrecoverable

Error (DUE) [35, 33].

2.2.2 Posit Representation

The Posit format, proposed by Gustafson and Yonemoto as a direct replacement
for IEEE-754 [61], encodes a real number using four consecutively packed fields
within a fixed word of N bits: sign (s, 1 bit), regime (r, variable-length unary),
exponent (e, up to es bits), and fraction (f, remaining bits). The decoded value is:

r = (—1)% x useed” x 2° x (1+ f), (2.5)

where useed = 22 is the scale base and k is the signed integer value conveyed by the
regime’s run-length [61]. For Posit16 with es = 1, useed = 4 and the representable
range spans [minpos, maxpos] = [2728 2%%] — substantially wider than the FP16
range [61, 37].

The variable-length regime provides tapered precision: values near 41.0 receive
the maximum number of fraction bits (highest accuracy), while very large or very
small values receive fewer fraction bits in exchange for a wider dynamic range [61].
Key differences from IEEE-754 include: (7) no NaN or infinity special values (re-
placed by a single Not-A-Real encoding for +o0o exceptions); () no subnormal
gradual underflow; (7ii) always-on round-to-nearest-even; and (iv) an optional 512-
bit quire fused accumulator enabling exact dot-product summation [61, 37].

From a reliability perspective, bit faults in the regime field can trigger very large-
magnitude deviations (analogous to exponent-field faults in FP), whereas errors in
the fraction field produce small, often arithmetically masked perturbations [35].
Moreover, the variable-length regime encoding and decoding requires dedicated
pipeline stages — Decoding and Checking (D& C') at the input and Encoding (EN)
at the output — that have no direct equivalent in IEEE-754 hardware and exhibit
distinct fault sensitivity profiles [37]. This asymmetric field-level sensitivity and its
implications for selective hardening are analyzed quantitatively in Chapter 3.

2.3 Fault Models in AI Accelerators

Fault models formally define how physical defects and environmental distur-
bances alter circuit behavior. The selection of an appropriate model is critical for
reliability evaluation, since different models capture different physical failure mech-
anisms and produce distinct error signatures at the architecture and application
levels [45, 62]. This thesis focuses on permanent and transient faults as primary
targets, along with their propagation and masking mechanisms.
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2.3.1 Permanent Faults

Permanent faults are persistent hardware defects that alter circuit behavior
indefinitely, arising either from manufacturing imperfections that escape end-of-
production testing or from physical degradation during operational life [21, 27].
The dominant degradation mechanisms in advanced Complementary Metal-Oxide-
Semiconductor (CMOS) technologies are:

« Electromigration (EM): Thermally activated transport of metal ions along
conductor lines under high current density, resulting in voids (open circuits)
or hillocks (short circuits) [21]. Electromigration is exacerbated in advanced
technology nodes by the combination of narrower metal lines and higher cur-
rent density requirements [22].

« Bias Temperature Instability (BTI): Interface-trap generation at the
gate-oxide boundary under prolonged voltage stress, causing a progressive
threshold-voltage (V};,) increase and drive-current reduction [14, 17]. Negative
BTI (NBTI) dominates in PMOS transistors, while Positive BTI (PBTI)
affects NMOS at high-x dielectric nodes. If Vj, shifts beyond timing margins,
setup-time violations manifest as functional or stuck-at faults [17].

« Time-Dependent Dielectric Breakdown (TDDB): Trap-assisted tun-
neling through a stressed gate dielectric eventually creates a conductive path
between gate and channel, resulting in a transistor stuck in a leaky or short-
circuit state [21, 22].

e Process variation: Lithographic and doping imperfections at the nanometer
scale cause transistor parameter distributions (Vy, I,,) to widen, increasing
the probability that individual devices deviate enough to cause functional
failures [21].

At the logical level, these physical mechanisms are abstracted as: (¢) Stuck-
at faults (SAFs) on logic nodes or flip-flop outputs — the dominant model for
manufacturing test and structural reliability evaluation [58, 63]; (i¢) permanent
bit-flips in memory cells or register files; and (#77) open or bridging faults on
interconnects [45]. The stuck-at model is adopted throughout this thesis because
it accurately represents the dominant effect of both manufacturing defects and
aging-induced failures in CMOS logic, and is directly supported by industrial fault
simulation tools (e.g., Synopsys Z01X) [64].

Such faults may alter control signals, corrupt arithmetic computations, or freeze
data paths, potentially leading to a Silent Data Error (SDE) [29, 30] if silently prop-
agated through the computation, or to a Detected Unrecoverable Error (DUE) if
they trigger an exception. In Al accelerators, the absence of exception detection for
most numerical corruptions means that permanent faults in arithmetic datapaths
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propagate silently through tensor operations, making SDC the most common and
most dangerous outcome [35, 33].

2.3.2 Transient Faults

Transient faults, or soft errors, are short-lived signal perturbations caused by
environmental or operational factors including high-energy radiation, electromag-
netic interference, and power supply noise [23, 25]. The dominant mechanism in
deeply scaled CMOS is the Single Event Upset (SEU): when a high-energy particle
(e.g., cosmic-ray neutron, alpha particle, or proton) deposits a charge Qg at a cir-
cuit node exceeding the node’s critical charge @), the stored bit value is transiently
flipped [25, 65]:

Qdep > Q. = bit flip. (2.6)

The critical charge ). decreases with technology scaling, as reduced supply voltages
and smaller node capacitances lower the energy barrier for charge collection [25,
24]. In GPUs and tensor engines deployed in avionics, automotive, or data-center
environments, soft error rates from high-energy neutrons have been directly mea-
sured using beam experiments [65, 13], confirming that TCU-intensive workloads
exhibit higher per-operation failure rates than conventional FP32 operations due
to the amplification of small numerical errors through low-precision arithmetic [13].

The probability that a fault leads to an observable error at the application level
depends on a cascade of conditional events:

Perror = Pfault : Pactivation : Ppropagation : Pmanifestationa (27)

where Ppy is the raw particle-strike rate per bit-hour, Pictivation 1S the probability
that the affected node holds an architecturally relevant value at the time of the
strike, Ppropagation 15 the probability that the corrupted value reaches the architec-
tural output, and Panifestation 1S the probability that the resulting output deviation
exceeds the system’s error tolerance [45, 66]. Reducing any of these four factors
constitutes a viable protection strategy.

2.3.3 Fault Propagation and Masking Mechanisms

Once activated, a fault’s effect must propagate through the circuit to produce
an erroneous output. Three classical mechanisms can prevent this propagation [45,
62]:

o Temporal masking: The faulty signal value is overwritten or flushed before

it is consumed by a downstream stage (e.g., a pipeline register is overwritten
in the next cycle, or the result belongs to dead code that is never read) [45].
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o Logical masking: Boolean conditions in the circuit neutralize the corrupted
signal (e.g., the faulty value enters an AND gate whose other input is con-
stantly 0), preventing it from influencing downstream logic [45, 62].

o Arithmetic masking: The numerical perturbation induced by the fault is
smaller than the precision of the output representation, so the final rounded
result is unchanged [59, 35]. This mechanism is most effective for faults in
low-significance mantissa or fraction bits of FP and Posit operands.

The combined masking probability significantly determines architectural vul-
nerability. In practice, the dominant sources of non-masked, large-magnitude er-
rors in Al datapaths are faults in the Sign & Exponent (SEE) and Rounding
(RnD) stages of FP pipelines, and in the Decoding €& Checking (D&C') and En-
coding (EN) stages of Posit pipelines — precisely because these stages process the
magnitude-determining fields of the representation and bypass all three masking
mechanisms [35, 37].

2.3.4 Fault Injection (FI) Techniques

FTis the primary experimental methodology employed throughout this thesis to
characterize fault effects at multiple abstraction levels. The literature distinguishes
three main categories [63, 64]:

Radiation beam experiments expose a device to high-energy neutron or
proton beams and directly measure in-silicon fault rates [65, 13]. They represent
the ground truth for soft error rate (SER) characterization and provide device-level
FIT figures under realistic operating conditions. However, they require specialized
accelerator facilities, are impractical for exhaustive fine-grain structural coverage,
and cannot easily isolate the effect of individual fault sites.

Software-based fault injection (SWIFI) instruments the target application
at the ISA level, flipping bit values in architectural registers or memory locations
during execution [36, 38]. Tools such as SASSIFI [36] and NVBitFI [38] instrument
GPU kernels using the NVBit binary instrumentation framework [67], enabling
large-scale campaigns on real hardware. Although fast and non-intrusive, software
injection cannot capture intra-pipeline masking, format-specific exception handling,
or the structural error patterns induced by fixed DPU routing within TCUs — a
limitation identified in recent cross-layer evaluations [35, 41].

Structural (simulation-based) fault injection inserts faults directly into
Register-Transfer Level (RTL) or gate-level netlists using dedicated logic simulation
engines [35, 37]. This approach provides the highest accuracy for characterizing
internal substructures but grows in cost with circuit size and must be complemented
by scalable modeling techniques for large workloads.

For each injected fault and each input stimulus, the faulty output is compared
against the fault-free (i.e., golden reference) and classified as:
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o Masked: the fault produces no change at the output;

« Silent Data Corruption (SDC): the fault corrupts one or more output
values silently, without triggering any exception flag;

« Detected Unrecoverable Error (DUE): the fault prevents correct execu-
tion or triggers an exception (e.g., NaN or oo in IEEE-754 outputs), making
the error detectable but unrecoverable without protection.

2.4 Reliability Metrics

The reliability of Al accelerators is characterized through a hierarchy of comple-
mentary metrics spanning device-level failure rates, structural vulnerability factors,
and application-level impact measures [45, 31, 50]. This section formally defines
each metric used throughout the thesis.

2.4.1 Silent Data Corruption (SDC) and Silent Data Error
(SDE) Rates

The Silent Data Corruption (SDC) and Silent Data Error (SDE) rates quantify
the proportion of fault scenarios that lead to undetected numerical corruption or
silent application-level deviation, respectively:

Nspe Nspr
Rspo = . Repp = , 2.8
Spe Ntotal SDE Ntotal ( )

where Ngpc counts fault scenarios producing incorrect but apparently valid out-
puts, Ngpg counts scenarios where the error manifests only at the application level
(e.g., wrong classification), and Nyt is the total number of injected faults [29, 30].
In AT workloads, SDCs are the most dangerous failure mode because they propagate
silently through multiple computation layers before potentially affecting a safety-
critical decision [8, 7]. The distinction between SDC (numerical output corruption)
and SDE (application-level consequence) is important: a fault may produce SDC
without SDE if downstream inference layers are tolerant enough to absorb the nu-

merical deviation through activation-function clipping or batch normalization [68,
31].

2.4.2 Fault Activation and Propagation (FAPR) and Mean
Fault Rate per Stimuli (MFRS)

Beyond the standard AVF, this thesis adopts two complementary fine-grain
reliability metrics derived from exhaustive structural fault injection campaigns [69,
37].
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The Fault Activation and Propagation (FAPR) quantifies the overall structural
vulnerability of an arithmetic core as the ratio between the number of fault sites
that corrupt at least one output over the complete input stimulus set (PF) and
the total number of stuck-at faults in the core (SAFSs):

PF

FAPR = SAFs

(2.9)

FAPR captures what fraction of the physical fault space is dangerous — capable of
producing at least one output corruption regardless of the input [35, 37].

The Mean Fault Rate per Stimuli (MFRS) measures the average fault sensitivity
of the core by computing the mean rate at which fault sites corrupt the output,
averaged over all N input stimulus vectors:

N
PF;
1

MFRS = —=

—_— 2.1
SAFs x N’ (2.10)

where PF; is the number of fault sites that corrupt the output under stimulus
i [69]. A high MFRS implies that, for a propagating fault, a large fraction of
the input operand space is susceptible, indicating broad, workload-independent
vulnerability [37].

Together, FAPR and MFRS provide complementary views of structural vul-
nerability: FAPR quantifies how many fault sites are potentially dangerous, while
MFRS quantifies how broadly each dangerous fault corrupts application execution.
Both metrics are computed per pipeline stage, enabling targeted identification of
the dominant vulnerability sources to guide the selective hardening decisions of
Chapter 4.

2.4.3 Mean Absolute Error (MAE)
For GEMM-level evaluation, the Mean Absolute Error (MAE) between the fault-

free output matrix D (golden reference) and the faulty matrix D provides a scalar
measure of numerical corruption magnitude:

1 m n .
—2.2. |Dij — Dy
i=1 j=1

MAE =

, (2.11)

where m x n is the output tile dimension [43]. The MAE is used in Chapter 3
to validate the accuracy of the analytical error model against full structural fault
injection results and to compare per-tile corruption severity across different fault
classes and numerical formats.
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2.5 Summary

This chapter introduced the foundations of reliability analysis for Al-oriented
hardware accelerators. It first presented the architectural organization of modern
acceleration platforms, including GPUs with TCUs [11, 12], TPU-style systolic-
array accelerators [10], edge-oriented NPUs, and custom tensor engines [9]. It
further explained how HMMA instruction scheduling and DPU mapping determine
reproducible fault-propagation patterns in tiled matrix computations.

The chapter then formalized the two numerical representations studied through-
out this thesis: IEEE-754 floating point [60, 59] and Posit [61]. Their key struc-
tural vulnerabilities were highlighted, namely the high sensitivity of exponent-field
faults in floating-point and the regime/encoding sensitivity introduced by Posit
arithmetic.

Next, the chapter classified permanent faults caused by EM, BTI, TDDB, and
process variation, as well as transient faults such as SEUs, together with their
physical origins and logical-level abstractions [21, 25, 23]. It also described the three
canonical masking mechanisms: temporal, logical, and arithmetic masking [45].

Three classes of FI techniques were reviewed: radiation beam experiments [65],
software-based fault injection using tools such as SASSIFI [36], NVBIitFI [38], and
NVBIt [67], and structural simulation-based fault injection [35]. Each method offers
a different tradeoff between realism, accuracy, scalability, and instrumentation cost.

Finally, the chapter formally defined the reliability metrics adopted throughout
this thesis: SDC/SDE rates [29, 30], the structural vulnerability metrics FAPR
and MFRS [69, 37], and the MAE metric used to quantify numerical corruption in
GEMM-level outputs [43]. The following chapters build upon these principles to
develop and validate the proposed cross-layer evaluation and protection techniques.
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Chapter 3

Reliability Assessment
Methodologies

Modern Al accelerators integrate deeply pipelined arithmetic units and mas-
sively parallel compute fabrics to sustain the growing computational demands of
large-scale ML workloads. As technology nodes continue to shrink and architec-
tural complexity increases, these platforms become progressively more susceptible
to hardware faults. Such faults may silently corrupt intermediate computations,
propagate through tensor operations, or trigger critical system failures. Under-
standing how faults originate inside arithmetic datapaths, how they traverse accel-
erator microarchitectures, and how they affect numerical correctness is therefore
essential to design dependable Al systems and to derive realistic, cross-layer relia-
bility models.

This chapter presents the reliability assessment methodology adopted in this
thesis. The proposed approach combines (7) fine-grain fault characterization at
RTL and gate level for arithmetic cores, (i) structural vulnerability analysis of Ten-
sor Core execution pipelines using a cycle-accurate architectural model, and (i7)
a hardware-aware analytical error-impact model that enables scalable application-
level reliability studies while preserving hardware-induced spatial and numerical
signatures. The overarching objective is to construct a comprehensive and format-
aware evaluation framework applicable to both IEEE 754 floating-point and Posit
arithmetic implementations. Figure 3.1 presents the overall cross-layer methodol-
ogy and the flow linking the three evaluation steps.

The chapter is organized as follows. Section 3.1 motivates the need for reli-
ability assessment and reviews the state of the art, including existing cross-layer
frameworks and their limitations. Section 3.2 presents the fine-grain evaluation
methodology and results for FP32 and Posit32 arithmetic cores. Section 3.3 extends
the analysis to Tensor Core pipelines, characterizing structural fault propagation
and deterministic spatial error signatures. Section 3.4 introduces the analytical
error-impact model and validates it against full structural fault injection. Finally,
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Step 1: Fine-grain ! 3 Step 2: Structural

| | - Step 3: Error Model |
| Core Synthesis | | TCU Arch. Model | 3 Spatial Mask Library 3
3 (15 nm library) 3 3 (PyOpenTCU) 3 A (per DPU / fault location) | |
| v | | v | v |
‘ Gate-level FI ’ ! ! Pin-level FI : Deviation Generator
(Synopsys Z01X) | ‘ (IN/PR/OUT) 1 ' | (stage-based statistics)
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Same GEMM workloads and stimuli used across all three steps

Figure 3.1: Overview of the proposed cross-layer reliability assessment methodol-
ogy. Step 1 performs exhaustive gate-level fault injection on synthesized FP and
Posit arithmetic cores to derive stage-level vulnerability profiles. Step 2 uses an
instruction-accurate TCU model to analyze how these faults accumulate and gener-
ate spatial error signatures at the GEMM tile level. Step 3 abstracts these behaviors
into a fast hardware-aware analytical model for scalable application-level reliability
studies. The same GEMM workloads and stimuli are used across all three steps to
ensure methodological consistency.

Section 3.5 summarizes the main findings and their positioning with respect to the
state of the art.

3.1 Motivation and State of the Art

Reliability assessment has become a fundamental component of the design
methodology for modern Al-oriented hardware accelerators across several appli-
cation domains, including autonomous driving, healthcare, and high-performance
computing. Multiple technological, architectural, and application-driven trends
contribute to this necessity.

Technology scaling. Transistor dimensions are now in sub-10 nm territory. At
these geometries, reduced supply voltages and noise margins increase susceptibil-
ity to manufacturing defects, process variation, electromigration, bias temperature
instability, and time-dependent dielectric breakdown [21, 25, 27]. As degradation
accumulates, both transient and permanent faults become more likely, while re-
duced critical charge increases sensitivity to radiation-induced phenomena such as
SEUs [23, 24].

Massively parallel execution. Accelerators such as GPUs, NPUs, and DLAs
execute billions of arithmetic operations per second. Under such conditions, even
extremely small per-operation error probabilities can accumulate into significant

22



3.1 — Motivation and State of the Art

deviations, resulting in SDCs or DUEs [29, 30]. Faults affecting convolutional
layers, attention blocks, or large-scale matrix multiplications may silently alter
numerical outputs, reducing inference accuracy or compromising the stability of
training algorithms [66, 7, 8]. Compact numerical formats and mixed-precision
execution, while beneficial for throughput and energy efficiency, further increase
fault activation probability and error magnitude by reducing the numerical dynamic
range [13].

Safety-critical deployment. The use of ML components in safety-critical do-
mains imposes strict reliability and functional-safety constraints [5, 6]. Faults that
propagate into decision-making or control loops can produce hazardous outcomes,
making hardware-level reliability assessment a prerequisite for certification under
standards such as ISO 26262.

3.1.1 Survey of Reliability Evaluation Approaches

The reliability evaluation of Al accelerators and DNN workloads has been exten-
sively studied over the past decade, with contributions spanning multiple abstrac-
tion levels [31, 50]. These surveys confirm a fundamental tension between evaluation
accuracy and scalability: techniques closer to the hardware provide higher fidelity
but are computationally expensive, while higher-level methods scale well but miss
critical hardware-specific effects.

Application- and software-level injection. Several frameworks perturb
weights, activations, or intermediate feature maps during software execution |8,
40, 68]. TensorFI [8] and PyTorchFI [70] operate at the framework level, inject-
ing single-bit flips into tensors to approximate hardware faults. These tools scale
to large networks and require no hardware access, but they cannot capture intra-
pipeline structural masking, format-specific exception handling, or the operand-
dependent activation conditions that arise inside arithmetic datapaths. Conse-
quently, they may misclassify faults that would be masked at the gate level as
propagating, or vice versa.

Architectural-level injection. Tools such as SASSIFI [36] and NVBIitFI [38]
operate at the ISA level, flipping register values at runtime using the NVBit binary
instrumentation framework [67]. This approach faithfully models faults that mate-
rialize in architectural registers and can scale to realistic GPU workloads. However,
arithmetic units are treated as black boxes: the internal pipeline stages responsible
for exponent alignment, normalization, regime decoding, and rounding are invisible
to these tools. As a result, the structured, format-specific error distributions that
arise from gate-level faults in Sign and Exponent/Decoding and Checking stages can-
not be reproduced, leading to inaccurate vulnerability estimates [41]. GUFI [71]
and the SIFI framework [72] extend microarchitecture-level injection to AMD and
NVIDIA simulators, providing finer-grain visibility into structural structures such
as register files and caches, but still abstaining from arithmetic datapath internals.
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Cross-layer frameworks. A number of works attempt to bridge abstraction
levels. Condia et al. [73] combine architectural simulation and software fault in-
jection to achieve a fast yet accurate CNN reliability evaluation on GPUs; their
approach uses RTL fault simulation in a GPU model to derive syndrome tables,
which are then applied through software injection on real hardware. Santos et
al. [74] revealed GPU vulnerabilities by combining register-transfer and software-
level injection, showing that register-file faults produce structural error patterns
that software-only injection cannot capture. The gpuFI-4 framework [72] pro-
vides a microarchitecture-level cross-layer tool for NVIDIA GPUs, coupling func-
tional simulation at multiple abstraction layers to assess the resilience of GPU
applications end-to-end. Bolchini et al. [75] propose a cross-layer methodology
that uses NVBIitFI to characterize errors at the architectural level and maps them
to application-level resilience estimates for different convolution implementations.
Guerrero-Balaguera et al. [69] combine gate-level fault injection in GPU paral-
lelism management units with software-level propagation to quantify permanent
fault effects in control and scheduling logic. While these works represent impor-
tant advances, they share a common limitation with respect to the present thesis:
they characterize faults at the architectural register or memory level rather than
inside the arithmetic cores themselves, leaving the format-specific vulnerability pro-
files of Sign and Ezponent, Decoding and Checking, Rounding, and Encoding stages
uncharacterized.

Circuit-level analyses. Gate-level and RTL fault injection provide the most
accurate view of fault propagation inside datapaths [62, 45, 64]. Injection into spe-
cific nets, gates, or registers exposes operand-sensitive behavior, structural masking,
and normalization effects invisible to higher-level tools. Their main limitation is
scalability: the number of fault sites grows linearly with cell count, and exhaus-
tive stimulation requires injecting each fault under many input vectors, leading to
runtimes that scale with fault sites x stimuli [35].

Error-modeling approaches. To reduce cost while preserving hardware fi-
delity, several error-modeling methodologies have been proposed. Bolchini et al. [42]
propose a fast simulator that perturbs CNN feature maps with statistically param-
eterized bit flips, avoiding gate-level simulation entirely. While the approach is
fast and effective for transient fault emulation, it is hardware-agnostic: it ignores
datapath structure, accumulation reuse, alignment and normalization, scheduling
behavior, and numerical format, and therefore cannot reproduce hardware-induced
spatial correlations or the magnitude distributions produced by real faults. The
industrial EM approach of Saxena and Lotfi [44] proposes shipping encrypted, pre-
characterized error macros to system designers. While attractive in closed industrial
flows, this approach requires privileged vendor access, is opaque and non-extensible,
and cannot be adapted to novel datapaths, academic prototypes, or emerging for-
mats such as Posit.
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3.1.2 Methodology Positioning and Contributions

A central methodological choice in this thesis is to focus reliability assessment
on GEMM operations, rather than directly on full DNN workloads. Architecturally,
GEMMs are the dominant compute primitive: convolutions, fully connected layers,
and transformer attention reduce to batched matrix multiplications. Methodologi-
cally, GEMM-level analysis offers a deterministic execution model where mapping,
operand movement, and accumulation reuse can be traced precisely — properties
often obscured by full-application optimizations.

The proposed cross-layer methodology shares the general philosophy with some
state-of-the-art frameworks [73, 75], thereby connecting multiple abstraction levels
to derive application-relevant reliability metrics. However, it differs fundamentally
in its starting point: rather than beginning at the architectural register or instruc-
tion level, this work initiates the characterization inside the arithmetic core itself
at gate level, exposing format-specific vulnerability profiles — such as exponent-
path sensitivity in FP and regime/encoding sensitivity in Posit — that are entirely
invisible to tools such as SASSIFI [36] or NVBitFI [38]. This lower-level grounding
is the key differentiator: it enables format-aware mitigation decisions that cannot
be derived solely from application-level perturbations.

Three specific limitations of the proposed methodology should be acknowledged.
First, gate-level FI campaigns are exhaustive but computationally intensive, limit-
ing direct applicability to very large cores or complete accelerator netlists. Second,
the evaluation targets stuck-at permanent faults; delay faults and bridging faults
are not explicitly covered. Third, the analytical error model is derived from a spe-
cific TCU configuration (16 x 16 tiles, 4 x 4 DPU array); extensions to different
geometries require re-deriving spatial masks, though the methodology is general
and applicable to any architecture.

3.2 Fine-Grain Reliability Evaluation at Gate Level
and RTL

Fine-grain reliability evaluation provides the highest degree of precision when
analyzing how hardware faults propagate through arithmetic circuits and affect nu-
merical correctness. Unlike high-level or architectural assessments, RTL and gate-
level analyses expose internal signals, control paths, and combinational structures.
This visibility is essential for modern Al accelerators, where datapaths implement
complex formats such as IEEE 754 FP and Posit, and where small perturbations
in exponent alignment, normalization, regime decoding, or rounding can silently
produce large deviations.
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3.2.1 Pipeline Stage Organization of FP and Posit Arith-
metic Cores

Each arithmetic unit is decomposed into well-defined structural pipeline stages
reflecting its microarchitectural organization [37]. FP and Posit cores share a
pipelined approach where the binary fields of the input operands are first sepa-
rated and then processed by specialized circuits in sequential stages. Figure 3.2
shows the internal organization of the FP and Posit adder pipelines, illustrating
the main stages and key substructures.

FP ADD POSIT ADD

% ____s&__ ,--QED_“’_‘?_

'[ ExpSub ] [TGL

CLz

______________

Reg/Exp

®

Figure 3.2: Internal pipeline organization of the FP (left) and Posit (right) adder
cores used in this evaluation. For FP cores: the S&FE stage processes sign and
exponent fields via FxpSub and TGL; SP handles the fraction alignment and com-
putation via FrcAdd; N normalizes the result using LZC and LIS/RIS; and RnD
performs rounding via RndAdd. For Posit cores: DéC decodes the variable-length
regime and exponent fields via DECO, TGL, and a CLZ counter; FO processes the
fraction operands via Sub and R_ shiftFrc; R normalizes and rounds via FrNrm;
and EN re-encodes the result into Posit format via ENCO and Reg/Ezp Encode.
MAC cores add an AccAdd accumulation stage (Accum); the quire Posit MAC re-
places it with a 512-bit QA stage. Adapted from [37].

FP core pipeline. The execution of FP cores comprises four main processing
stages [37, 58]:
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Sign and Exponent processing (S&FE): Handles sign calculation and ex-
ponent normalization, alignment, or comparison using XOR-based sign com-
parators, binary adders/subtractors (EzpSub in adders, FzpAdd in multipli-
ers), and multiplexers.

Significant processing (SP): Aligns input mantissas and computes the
output significant through registers, binary shifters, binary adders (FrcAdd),
and multipliers (MantMul).

Normalization (IN): Normalizes and composes the result using shifting
mechanisms (LIS, RIS), leading-zero counters (LZC'), and associated control
logic.

Rounding (RnD): Adjusts the result for precision using comparators and
binary adders (RndAdd).

Posit core pipeline. Posit cores follow a four-stage organization with a dis-
tinct structure from FP [37, 61]:

Decoding and Checking (D& C): Decodes variable-length regime and ex-
ponent fields into extended binary representations using two’s-complement
decoders, Counter-Leading-Zeros (CLZ) units (Deco, TGL, TCDec).

Fraction Operation (FO): Processes fraction fields through binary adders
(Sub, FrcAdd), shifting logic (R__shiftFrc), and fast binary multipliers (Mul-
Frac).

Rounding (R): Adjusts, rounds, and normalizes results through normaliza-
tion logic (FrNrm).

Encoding (EN): Re-encodes the result into Posit format from the regime,
exponent, and fraction fields using encoder structures (Enco, Reg/Fxp En-

code).

MAC extensions. For MAC cores in both formats, an Accumulation stage
(AccAdd) combines the multiplication product with input accumulator C. In the
quire Posit MAC (PQ_MAC), this stage is replaced by a Quire Accumulation
(QA) step that accumulates intermediate results in a 512-bit extended register
without intermediate rounding [37].

The key reliability insight that motivates the entire methodology is the asym-
metric vulnerability of these stages: faults in the SE&E/DEC stages affect the
magnitude-determining fields of the numerical representation (exponent in FP,
regime in Posit) and produce large-magnitude catastrophic errors, while faults in
SP/FO stages typically produce small errors that are masked by application-level
tolerance in CNN workloads [8, 35].
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3.2.2 Methodology

The fine-grain evaluation targets permanent SAFs injected exhaustively at the
gate level of synthesized arithmetic core netlists. The flow consists of two strictly
separated phases.

In the reference phase, all arithmetic units are simulated without faults using
a large set of real-valued input stimuli derived from 16 x 16 matrix-multiplication
workloads over two operand ranges (+1.0 and £10.0). Stimuli are generated once
at real-number precision and encoded into FP32 and Posit32 using numpy [76] and
SoftPosit [77], respectively. This ensures that both formats receive mathemati-
cally equivalent inputs, isolating format-induced vulnerability differences from in-
put bias. Fault-free outputs are stored as golden references.

In the fault-injection phase, every stuck-at fault site is activated in turn, and
the complete stimulus set is replayed. For each fault, stimulus pair, the output is
compared against the golden reference and classified as masked, SDC, or DUE [35].
When an SDC occurs, the absolute numerical error is recorded together with the
fault’s structural stage assignment. This produces a fault—error database that links
physical fault sites to activation probability, error magnitude, and structural origin,
from which FAPR, MFRS, and stage-level error distributions are extracted.

3.2.3 Experimental Setup

The experimental campaign targets 13 arithmetic units implementing addition,
multiplication, and MAC operations in FP32 and Posit32 formats [35, 37]. All
designs are synthesized using the 15 nm FreePDK standard-cell library [78] under
identical constraints. Table 3.1 summarizes the main features of each core, including
cell count, area, total stuck-at fault count (SAFs), and pipeline stages.

Fault injection is performed using Synopsys Z01X. For each core, every stuck-at
fault site is evaluated under 4,096 input vectors, cumulating over 65,000 faults per
core. The campaigns required approximately 320 hours on two servers equipped
with 12 Intel Xeon CPUs at 2.5 GHz and 256 GB RAM. Fault-free references are
generated with ModelSim.

3.2.4 Results

The fine-grain evaluation reveals distinct reliability profiles for FP and Posit
arithmetic units. Across all designs, adders exhibit lower fault propagation rates
than multipliers, consistent with the deeper and more interconnected datapaths of
multiplication circuits. The Fault Rate (FR), defined as the percentage of fault
sites corrupting at least one operation, ranges from 70%-89% for multipliers and

68%-85% for adders.
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Table 3.1: Main features of the evaluated arithmetic units [35, 37]. The suffix
__F denotes FloPoCo soft-core implementations [79]; non-_F cores originate from
a GPU reference implementation (FP) and a RISC-V processor with Posit support
(Posit). FloPoCo cores omit hardware exception handling, which does not affect
the validity of the SDC analysis.

Format Op. Core Cells Area (um?) SAFs Main stages (key substructures)
ADD P_ADD 1,816 634.9 12,900 D&C (Deco, TGL), FO (Sub,
R__shiftFrc), R (FrNrm), EN (Enco)
P ADD F 1592 581.7 11,846 D&C (TCDec, TGL), FO (Sub), R
Posit (FrNrm), EN (Enco)
MUL P_MUL 3,921 1,721.1 26,510 D&C (Deco), FO (MulFrac), EN (Enco,
Reg/Exp Encode)
P _MUL_F 2,991 1,503.3 22,038 FO (MulFrac), R (Norm), EN (Enco)
P_MAC 14,024 5,040.8 94,083 D&C, FO (MulFrac), R (FrNrm), EN
MAC (Enco), Accum (AccAdd)
P_MAC_F 9,712 3,745.2 61,830 FO (MulFrac), R (FrNrm), EN
(Enco), Accum (AccAdd)
PQ_ MAC 13,896 6,260.8 81,796 D&C, FO (MulFrac), R (FrNrm), EN
(Enco), QA
ADD FP_ADD 1,275 345.3 9,366 S&E (ExzpSub, TGL), SP (FrcAdd), N
(LZC, RIS), RuD (RndAdd)
Fp FP_ADD_F 1,043 387.1 6,960 S&E (EapSub), SP (Aligner), N
(LZC), RuD (RndAdd)
MUL FP_MUL 1,531 611.1 11,518 S&E (FzpAdd), SP (MantMul), N
(Norm), RnD (RndAdd)
FP_MUL_F 2,004 984.8 13,860 SP (MantMul), N (Norm), RuD (Rn-
dAdd)
MAC FP_MAC 2,815 956.6 20,904 S&E, SP (MantMul), N (Norm), RnD
(RndAdd), Accum (AccAdd)
FP_MAC_F 3951 1,651.7 26,586 SP (MantMul), N (Norm), RuD (Rn-

dAdd), Accum (AccAdd)

The Mean Fault Rate per Operation (MFRO), quantifying the fraction of op-
erations corrupted per propagating fault, shows strong format dependence. Fig-
ure 3.3 reports FAPR and MFRS averaged over both operand ranges across all
units. FP32 multipliers reach MFRO values from 14%-31%, while Posit32 multi-
pliers reach 46%-57%. This elevated activation in Posit is driven by the structural
complexity of the D&C and EN stages, which involve regime run-length decoding
and variable-length re-encoding that has no equivalent in FP hardware.

Error severity shows the opposite trend: FP units produce rarer but much larger
catastrophic outliers, predominantly linked to SE&E stage faults (exponent field cor-
ruption). Figure 3.4 reports absolute error distributions across the pipeline stages
of FP and Posit adders for the £10 operand range. In the FP adder, the four
bars labeled S&E, SP, N, and RnD correspond precisely to the four pipeline stages
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Figure 3.3: Fault Activation and Propagation (FAPR) (FR, left y-axis) and Mean
Fault Rate per Stimuli (MFRS) (MFRO, right y-axis) for all FP32 and Posit32
arithmetic units [37]. Higher MFRO in Posit reflects the structural complexity
of the D&C and EN stages. Higher FAPR in multipliers reflects their deeper
datapaths.

described above. In the Posit adder, the bars labeled D&C, FO, R, and EN corre-
spond to the Posit pipeline stages. In extreme cases, FP adder deviations exceed
3.2 x 1038, whereas Posit errors remain bounded near 1.3 x 103¢, consistent with
Posit’s bounded dynamic range. The catastrophic FP outliers are exclusively pro-
duced by S&E and RnD stage faults, which corrupt the exponent field or introduce
incorrect rounding that exponentially scales the output [37]. An analogous bimodal
distribution is observed for multipliers: S&F faults (exponent addition) produce de-
viations above 10%, while D&C/EN faults in Posit are bounded but still dominant
for large-magnitude outliers in that format.
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Figure 3.4: Absolute-error distributions across pipeline stages of FP and Posit
adders (£10 input range) [35]. For FP__ADD: S&E (sign and exponent), SP (sig-
nificant processing), N (normalization), RnD (rounding). For POSIT ADD: D&C
(decoding and checking), FO (fraction operation), R (rounding/normalization), EN
(encoding). Faults in S&E (FP) and D&C/EN (Posit) produce large-magnitude
catastrophic errors; faults in SP/FO produce small benign deviations.
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Despite the presence of outliers, most corruptions are small. For multipliers,
more than 87.5% of FP errors and 83.9% of Posit errors have magnitude below 1.0;
for adders, 58.5% (FP) and 60.4% (Posit) of SDCs fall in this benign region. The
concentration of catastrophic behavior in specific stages — Sé&FE and RnD for FP,
DéC and EN for Posit — is the key insight later exploited for selective hardening
in Chapter 4.

Figure 3.5 compares error magnitude cumulative distributions for FP and Posit
multipliers, further illustrating the bimodal impact structure [37].
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Figure 3.5: Error magnitude and cumulative distribution for FP and Posit multi-
pliers under permanent faults [37]. The bimodal structure — a dominant cluster
below 1.0 and a sparse tail of catastrophic outliers — is a universal property of
both formats, with FP exhibiting larger outliers due to the wider dynamic range
of the exponent field.

3.2.5 Summary

Gate-level FT of 13 arithmetic cores reveals that Posit cores exhibit higher fault
activation (driven by DéC /EN structural complexity) and broader distributions of
small-to-medium errors, while FP cores produce fewer but much larger catastrophic
corruptions concentrated in S&E and RnD stages. These stage-level vulnerability
profiles form the foundation for the structural TCU analysis in the next section.
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3.3 Structural Vulnerability Analysis of Tensor
Core Pipelines

Fine-grain analyses characterize isolated arithmetic cores, but do not capture
propagation through complete Tensor Core execution pipelines. In modern GPU ar-
chitectures, TCUs operate within a microarchitectural context that includes operand
buffering, accumulation registers, pipeline timing, and warp scheduling. The inter-
action among DPUs, operand loaders, and HMMA instruction sequencing shapes
how permanent faults accumulate and materialize as spatially structured corruption
in GEMM output tiles.

To capture these effects, this thesis evaluates TCU reliability through cycle-
accurate architectural modeling using PyOpenTCU [33], an open-source Python-
based framework developed as part of this doctoral research.! PyOpenTCU imple-
ments the architectural description of NVIDIA-like TCUs, including: a 4 x 4 DPU
array (16 DPUs per TCU), configurable input/output buffers (BufferA, BufferB,
BufferC, BufferD), a controller managing HMMA instruction sequencing, and sup-
port for two TCUs per SM, consistent with the Volta/Ampere generation [11, 12].
From an architectural point of view, PyOpenTCU follows the same scheme of a tensor-
core-style Al accelerator presented at Figure 2.1. The model supports multiple
number formats (FP and Posit) through the SoftFloat and SoftPosit libraries [77],
enabling direct format comparison.

3.3.1 DPU Structure and Fault Classification

Each DPU within a TCU exposes three structurally distinct signal groups, each
directly corresponding to pipeline stages characterized in Section 3.2:

e IN — Input faults: stuck-at faults on the 9 input signals of each DPU:
4 operands from matrix A, 4 from matrix B, and 1 from the accumulator
C. These model faults in the data paths loading operands from the buffers
into the DPU’s multiplier, equivalent to faults at the input boundary of the
SEE/DEC pipeline stages.

« PR — Product Register faults: stuck-at faults on the 4 internal product
registers that store partial dot-product results between HMMA phases. These
model faults in the accumulation flip-flops and correspond to the N/RnD
(FP) and R/EN (Posit) register stages.

e OUT — Output faults: stuck-at faults on the 1 output adder signal car-
rying the accumulated sum to the output buffer. It models faults at the final

'https://github.com/TheColombianTeam/Py0penTCU.git
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summation stage, equivalent to the RnD stage (RndAdd) in FP and the EN
stage (Enco) in Posit.

This classification is the methodological bridge between Section 3.2 and Sec-
tion 3.3: the stage-level vulnerability profiles from gate-level injection determine
which DPU fault classes are most dangerous, while the architectural simulation
here quantifies how those faults accumulate and manifest spatially across the full
16 x 16 tile. Each fault is modeled as a single stuck-at condition affecting one bit
for the entire tile execution, enabling accumulation across HMMA phases.

3.3.2 Methodology

The structural vulnerability assessment extends fine-grained arithmetic analysis
to the architectural level. Permanent faults are injected at the pin-level abstrac-
tion of each DPU. This choice is motivated by three considerations: (i) pin-level
SAFs are a standard architectural-level abstraction capturing gate-level defects that
propagate to the DPU interface [45]; (4) pin-level injection is sufficient to capture
how stage-level errors from Section 3.2 accumulate spatially across the full TCU
execution; and (17) it avoids the exponential growth of fault sites that would result
from targeting every internal gate of the DPU. The limitation of this choice —
that structural masking effects within DPU stages are not captured — is explicitly
addressed by the gate-level analysis of Section 3.2.

For each injected fault, a fault-free reference 16 x 16 tile is produced and com-
pared element-wise against the faulty output to classify the result as masked, SDC,
or DUE. Spatial error maps are extracted to identify which output positions are
corrupted, providing the architectural fingerprints reused by the error model in
Section 3.4.

3.3.3 Experimental Setup

Structural simulations target two TCUs per SM. Each TCU contains a 4 x 4
DPU array. Every DPU exposes 9 inputs (INs), 4 product-register signals (PR),
and 1 output (OUT), all 16 bits wide, yielding 57,344 distinct stuck-at faults per
campaign. A total of 60 campaigns are executed: 30 for FP16 and 30 for Posit16.
Each format is evaluated under three tile-distribution patterns (Random, Zero,
Triangular) to capture representative operand behaviors. All campaigns evaluate
complete 16 x 16 executions (all four HMMA phases). The full campaign required
approximately 24 days on an Intel i9 workstation with 20 cores and 32 GB RAM.
Figure 3.6 illustrates the evaluation workflow for the micro-architectural and func-
tional campaigns.
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Figure 3.6: Micro-architectural and functional vulnerability analysis workflow:
faulty results (from low-level assessment) feeds fault injection at pin level,
instruction-accurate TCU execution, and extraction of numerical deviation statis-
tics and spatial error maps [33].

3.3.4 Results

Overall propagation rates. Figure 3.7 reports the proportions of masked,
SDC, and DUE outcomes. Approximately 97% of injected faults produce at least
one SDC, about 2% are masked, and roughly 1% result in DUEs. Crucially, DUEs
occur exclusively in FP16 execution. The IEEE 754 encoding defines NaN and 400
as explicit exception values; faults affecting the S¢/E stage exponent bits therefore
produce detectable invalid states. The Posit number system lacks such special
encodings — all bit patterns represent valid real values — so faults produce SDCs
across all stages (D&C, FO, R, EN) regardless of bit position or fault location.

Propagation by fault location. Figure 3.8 reports SDC, DUE, and masked
rates per fault location for both formats. The OUT location is the most vulnerable:
nearly 99% of faults produce visible SDCs, since the output adder is the last stage
before the result is committed to the accumulation buffer, leaving no subsequent
masking opportunity. PR and IN faults produce SDCs in approximately 96% of
cases, but exhibit a higher DUE rate in FP16 execution: stuck-at faults on bits 13—
15 of these signals propagate into the FP exponent field, generating NaN or +oo
values. Under Posit16, no such detection mechanism exists, and all fault classes
consistently produce SDCs.
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Figure 3.7: Overall proportions of masked, SDC, and DUE outcomes for FP16 and
Posit16 TCUs across all fault locations (IN, PR, OUT) [33]. DUEs are exclusive
to FP16, where exponent-field corruptions produce IEEE 754 special values (NaN,
+00).
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Figure 3.8: Fault classification breakdown per fault location (IN, PR, OUT) for
FP16 and Posit16 TCUs [33]. The OUT location has the highest SDC rate (=99%)
since no masking is possible after the final output stage. FP16 PR/IN faults show
elevated DUE rates due to exponent-field corruption.

Error magnitude. Faults corrupting Sé&E stage bits in FP16 and D&C/EN
stage bits in Posit16 produce the largest deviations: maxima approach 10° for FP16
and 10* for Posit16, occurring in fewer than 14% of faulty cases. The vast majority
of corruptions originate from SP/FO stage faults (fraction bits), producing errors
below 1.0. Figure 3.9 shows the cumulative distributions.

Bit-level propagation. IN and PR faults typically drift into a small neigh-
borhood of output bit positions (within 43 bits), reflecting carry propagation and
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Figure 3.9: Cumulative distributions of absolute output errors for FP16 and
Posit16 TCUs under permanent faults [33]. Both distributions are bimodal: a
dominant cluster below 1.0 (fraction-bit faults) and a sparse tail of large outliers
(exponent/regime-bit faults). FP16 exhibits larger extremes due to the wider dy-
namic range of the exponent field.

normalization effects in the N/RnD and R/EN stages. OUT faults more directly
preserve their injection bit position. On average, each permanent fault modifies
approximately two output bits.

Spatial patterns. Spatial maps reveal deterministic corruption signatures
driven by the fixed DPU mapping and HMMA scheduling. A fault in a specific DPU
corrupts only the output positions assigned to the warp thread group that uses that
DPU fragment. The most common signatures are vertical stripes, diagonal clusters,
and multi-cycle stripes that persist across all HMMA phases. Patterns typically
affect 2-7 positions per 16 x 16 tile (up to 8). Figure 3.10 shows representative
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Figure 3.10: Representative spatial corruption patterns in the 16 x 16 output tile
produced by permanent DPU faults in FP16 and Posit16 TCUs [33]. Each cell indi-
cates the probability that the corresponding output position (i, 7) is corrupted. Pat-
terns are deterministically shaped by warp-to-DPU mapping and HMMA schedul-
ing, producing structured stripes and cluster signatures that are reused by the
analytical error model.

3.3.5 Summary

Permanent TCU faults propagate with very high probability (=97% SDC rate)
and produce deterministic spatial signatures driven by DPU mapping and HMMA
sequencing. FP16 exhibits larger outliers linked to S€9E stage corruption; Posit16
shows more bounded deviations associated with D&C'/ EN sensitivity; both formats
share similar SDC proportions. These architectural fingerprints form the foundation
for the analytical model in the next section.

3.4 Hardware-Aware Analytical Error Model

The fine-grain gate-level evaluation of Section 3.2 and the structural TCU anal-
ysis of Section 3.3 provide detailed, hardware-accurate insight into fault behavior.
However, repeating full architectural fault injection for every workload, network
layer, or configuration is computationally prohibitive. This section develops an
analytical error-impact model that emulates permanent-fault effects on GEMM
outputs at a fraction of the cost, while preserving the hardware-induced spatial
and numerical signatures that distinguish this approach from hardware-agnostic
methods [42, 44].
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3.4.1 Methodology

The model rests on two empirical properties established by the structural cam-
paigns: (7) permanent faults produce repeatable, DPU-index-tied spatial corruption
footprints, and (7)) numerical deviations follow stage- and bit-dependent statistical
distributions that are stable across workloads. Let D € R™*" be the fault-free
GEMM output and D the faulty output. The fault effect is decomposed as:

D=D+E;,  By(i,j) = Mg(i,j) - (i, 5), (3.1)

where My € {0,1}™*" is a spatial mask and Ay(7, j) is the numerical deviation.

Spatial mask library. Masks My are extracted from PyOpenTCU campaigns
for each fault location (IN, PR, OUT) and DPU index, aggregated into a library
of template footprints. During emulation, a mask is sampled according to fault
location and DPU index and positioned consistently with the tiling and scheduling
rules of the target execution.

Numerical deviation generator. For each fault location and bit position,
the empirical distribution of absolute errors |A| = |d — d| is stored as a his-
togram, distinguishing SP/FO stage faults (low-magnitude, fraction-field devia-
tions) from SEE/DEC stage faults (large-magnitude, exponent/regime-field de-
viations). When M/(i,j) = 1, a magnitude is sampled from the corresponding
distribution, and a sign is assigned from observed statistics.

Masked/SDC/DUE mixture. Per-fault probabilities pmasked, Psdes Pdue are
learned from structural campaigns and applied as a Bernoulli pre-selection before
any deviation is injected, preserving the probability of catastrophic DUE outcomes
from SEE/DEC stage faults.

3.4.2 Experimental Setup and Validation

The model is validated against full PyOpenTCU fault injection on 16 x 16 tiles
using operands drawn from the first residual block (RB1) of ResNet-18, correspond-
ing to a GEMM shape of 64 x 147 x 12,544 [43]. ResNet-18 RB1 is a representative
benchmark for this evaluation because it exhibits the realistic weight and activation
value ranges typical of image classification workloads, providing an operand distri-
bution that exercises both the fraction-dominant and exponent/regime-dominant
fault pathways. The weight and activation values from this layer populate the in-
put matrices A and B of the GEMM execution used for validation. The Mean
Absolute Error (MAE) (Equation 2.11 in Chapter 2) is used as the primary scalar
comparison metric throughout the validation.

For each format (FP16, Posit16) and each fault location (IN, PR, OUT), two
executions are performed: a full PyOpenTCU simulation and an analytical emula-
tion. Results are compared on SDC/DUE rates, absolute error distributions, spatial
corruption counts, and runtime.
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3.4.3 Results

Predicted SDC and DUE rates match full fault injection within a few percent-
age points for both formats. Figure 3.11 compares MAE distributions for a rep-
resentative ResNet-18 RB1 fault group, showing near overlap between model and
simulation. The model captures both the dominant cluster of low-magnitude errors
(fraction-bit faults) and the sparse tail of catastrophic outliers (exponent/regime
faults). Spatially, the model reproduces the number of corrupted positions per tile
and the stripe/cluster structure, because it directly reuses the architectural masks
from structural campaigns [43]. The validation achieves up to 93% cross-correlation
with full injection campaigns across five different CNN layers.

From a performance standpoint, the analytical model avoids cycle-accurate sim-
ulation by applying precomputed masks and sampled deviations directly to fault-
free outputs, yielding orders-of-magnitude speedups that enable large-scale relia-
bility studies otherwise infeasible.
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Figure 3.11: Comparison of MAE distributions between full architectural fault
injection (PyOpenTCU) and the analytical error model for a representative ResNet-
18 RBI layer (64 x 147 x 12,544) [43]. Each x-axis cluster groups fault scenarios
with similar spatial and numerical profiles. Near-perfect overlap confirms that the
model preserves hardware-accurate error statistics with orders-of-magnitude lower
computation cost.

3.4.4 Scalability Discussion

The spatial masks are derived for a specific 16 x 16/4 x 4 DPU configuration;
different geometries require re-derivation of the masks, though the methodology
is general and the derivation is fully automated within PyOpenTCU. The numerical
deviation distributions are more portable: since they reflect stage-level properties of
the arithmetic format (FP16 or Posit16), they transfer to other TCU architectures
with only minor recalibration of the S&/E/DEC corruption probabilities.
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3.4.5 Summary

The analytical error-impact model bridges hardware-level characterization and
scalable application evaluation. It accurately reproduces SDC/DUE rates, error
magnitudes, and spatial corruption patterns — the three axes of hardware-relevant
fault behavior — at a fraction of the cost of full simulation.

3.5 Chapter Summary and Discussion

This chapter presented a three-step cross-layer reliability assessment methodol-
ogy for modern AT accelerators, with emphasis on Tensor Core—style architectures
and IEEE 754 FP and Posit arithmetic formats, summarized in the overview of
Figure 3.1.

Step 1 (Section 3.2) performed exhaustive gate-level FI on 13 synthesized
arithmetic cores (ADD, MUL, and MAC for both FP and Posit). The analysis
identified the asymmetric vulnerability of pipeline stages: S&FE and RnD in FP
cores, and D&C and EN in Posit cores, are responsible for the large-magnitude
catastrophic outliers (> 103 in magnitude) that dominate application-level impact.
Fraction-path stages (SP/FO) produce the majority of SDCs but with magnitudes
below 1.0 that are absorbed by network inference resilience.

Step 2 (Section 3.3) extended the analysis to complete TCU execution pipelines
using instruction-accurate PyOpenTCU simulation. Structural campaigns revealed
a 97% SDC rate, consistent deterministic spatial error patterns driven by warp-
to-DPU mapping and HMMA scheduling, and that FP16 DUEs are exclusively
produced by exponent-field corruptions in IN/PR fault locations. The three fault
locations (IN, PR, OUT) were defined and mapped to the pipeline stages of Step
1, creating the methodological bridge between the two evaluation levels.

Step 3 (Section 3.4) abstracted the structural findings into a hardware-aware
analytical model that reproduces SDC/DUE rates, error magnitudes, and spatial
signatures with up to 93% correlation against full simulation, while enabling orders-
of-magnitude speedups for large-scale reliability studies.

Positioning. Compared to hardware-agnostic simulation methods [42], the
proposed methodology preserves format-dependent and microarchitectural effects
— including deterministic spatial footprints and S&/E/DEC catastrophic-error con-
centration — that these approaches cannot reproduce. Compared to architectural-
injection frameworks such as SASSIFI [36], NVBitFI [38], and gpuFI-4 [72], the
proposed approach operates at a finer abstraction level, providing format-aware
vulnerability profiles of arithmetic pipeline internals that are invisible at regis-
ter or instruction level [41]. Compared to existing cross-layer works [73, 74], it
uniquely starts from gate-level arithmetic characterization, enabling not only cross-
layer propagation analysis but also the format-aware selective hardening strategies
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developed in Chapter 4. The industrial EM methodology [44] is opaque and vendor-
specific; the proposed framework is fully transparent, reproducible, and adaptable
to emerging formats such as Posit, open research designs, and novel TCU geome-
tries. Together, the three steps establish a unified, end-to-end evaluation framework
that enables the cost-effective mitigation strategies presented in the next chapters.
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Chapter 4

Hardware-Based Mitigation
Techniques for Arithmetic Units

Modern AT accelerators must combine very high computational throughput with
predictable and dependable behavior under increasingly challenging operating con-
ditions. As analyzed in Chapter 3, aggressive technology scaling, massively parallel
execution fabrics, and compact numerical formats make arithmetic datapaths pro-
gressively more susceptible to permanent hardware faults. Fine-grain reliability
evaluation demonstrated that only a limited subset of internal pipeline stages —
the S&/FE and RnD stages in FP cores, and the DéC' and EN stages in Posit cores
— 1is responsible for the catastrophic numerical outliers and the large majority of
dangerous SDCs. Equally important, these critical stages are structurally com-
pact relative to the total core area, making them prime candidates for targeted
protection without the prohibitive overhead of blanket redundancy.

This chapter presents the hardware-based mitigation strategies proposed in this
thesis, centered on selective hardening of FP32 and Posit32 arithmetic units. The
methodology builds directly on the vulnerability characterization of Chapter 3:
rather than replicating entire cores, it reinforces only the stages and substructures
identified as most critical, using three progressive mechanisms — Self-Check and
Repair (S-CR), Dual Modular Redundancy (DMR), and Triple Modular Redun-
dancy (TMR) — each offering different tradeoffs between protection strength and
implementation cost. The complete evaluation flow, from baseline characterization
through hardening decisions to re-evaluation of hardened cores, is summarized in
Figure 4.2 at the beginning of Section 4.2.

All mitigation techniques target permanent hardware faults modeled as single
stuck-at-0/stuck-at-1 faults injected exhaustively at the gate level. This model
captures both residual manufacturing defects escaping production testing and wear-
out or aging mechanisms (electromigration, BTI, TDDB) that produce persistent
logic faults during operational lifetime. The SDC/DUE classification and stimulus
sets follow the same criteria established in Chapter 3, maintaining a one-to-one
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correspondence between baseline vulnerability profiles and mitigated outcomes that
enables fair, direct comparison.

Transient faults are not the primary concern here: while hardened cells may in-
cidentally reduce soft-error sensitivity, systematic runtime protection against tran-
sient faults is addressed in Chapter 5. Faults in memories, interconnect, and
warp-scheduling logic are also outside the present scope; the focus is strictly on
arithmetic-core datapaths, which the fine-grain analysis of Chapter 3 identified as
the dominant source of catastrophic numerical corruptions.

The chapter is organized as follows. Section 4.1 reviews the state of the art
in hardware mitigation for arithmetic units and motivates the selective hardening
approach. Section 4.2 describes the three-phase methodology and the implemented
mechanisms. Section 4.3 details the experimental setup. Section 4.4 reports re-
sults on SDC reduction, error-magnitude attenuation, and hardware overhead. Sec-
tion 4.5 summarizes the findings and positions this work with respect to the state
of the art.

4.1 Motivation and State of the Art

The design of fault-tolerant hardware for arithmetic units has been a long-
standing research concern in dependable computing. This section surveys the main
families of mitigation techniques, identifies their limitations in the context of Al-
oriented arithmetic units, and establishes the rationale for the selective hardening
strategy adopted in this thesis.

4.1.1 Redundancy-Based Techniques

Triple Modular Redundancy (TMR) offers the strongest protection among clas-
sical hardware techniques by triplicating all logic and resolving conflicts through
majority voting. Applied at the arithmetic-unit level, it virtually eliminates SDCs
caused by single stuck-at faults, including those in the most critical pipeline stages.
TMR has been applied to individual GPU compute units [80] and, in combination
with software techniques, to scientific workloads running on parallel processors [81].
However, TMR incurs area and power overheads exceeding 200% and complicates
timing closure in deeply pipelined accelerators, making it incompatible with the
tight resource budgets of Al arithmetic cores.

Dual Modular Redundancy (DMR) reduces this overhead to approximately
100% by duplicating logic and comparing outputs, providing fault detection but
not correction. Error-Correcting Codes (ECC) applied to pipeline registers of-
fers single-bit error correction at more modest overhead, but protecting the wide,
high-speed datapaths of FP and Posit arithmetic units with full ECC is generally
prohibitive in terms of area and critical-path delay.

44



4.1 — Motivation and State of the Art

4.1.2 Selective and Precision-Aware Protection

The observation that not all circuit structures contribute equally to application-
level faults has motivated several precision-aware and selective protection schemes.
Palframan et al. [82] proposed precision-aware soft error protection for GPUs; using
the fact that lower-precision datapaths are more tolerant of bit-level errors to apply
differential protection. Dos Santos et al. [83] extended this principle with Reduced-
Precision DWC for mixed-precision GPU architectures, applying duplication only
to high-precision components. Gongalves et al. [84] applied selective fault tolerance
to GPU register files, protecting only the most AVF-critical registers and achieving
meaningful reliability improvements at roughly half the overhead of uniform protec-
tion. Polian et al. [85] formalized the theoretical foundations of selective hardening,
confirming that non-uniform vulnerability distributions in processor logic structures
justify concentrating protection resources on the most critical cells.

While these works establish the value of selective protection, they focus on mem-
ory structures, register files, or complete processor pipelines, and none provides a
format-aware, gate-level methodology for arithmetic core internals of Al accelera-
tors. In particular, none of them distinguishes the S&/E/DEC exponent/regime-
path vulnerability from the benign SP/FO fraction-path behavior that character-
izes FP and Posit arithmetic.

4.1.3 Algorithm-Based Fault Tolerance

Algorithm-based Fault Tolerance (ABFT) [47] augments matrix kernels with
checksum vectors to detect or correct errors at the algorithmic level. Libano et
al. [86] demonstrated ABFT for systolic-array GEMM on FPGAs, achieving effec-
tive transient fault detection with modest time overhead. Wu et al. [87] extended
ABFT to GPU GEMM with online detection and correction, reporting overheads
below 9% on average relative to unprotected cuBLAS. Although ABFT is effective
for transient faults in dense linear algebra, it does not address the root structural
cause of error amplification inside arithmetic cores, requires non-trivial changes to
the software or microarchitecture stack, and cannot directly target the exponen-
t/regime pathways responsible for catastrophic outliers.

4.1.4 The Need for Selective Structural Hardening

As established in [45], uniform redundancy implicitly assumes all circuit struc-
tures are equally critical — an assumption directly contradicted by the fine-grain
fault analysis of Chapter 3. Only a small subset of pipeline stages exhibits high
fault activation combined with large error magnitude: for FP32 cores, faults con-
centrated in the S&E and RnD stages produce errors up to 3.2 x 103%; for Posit32
cores, D&C and EN stage faults produce errors up to 1.3x 1036 [37]. Between 12.5%
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and 41.5% of FP faults and 16.1%-39.6% of Posit faults can produce catastrophic
effects; conversely, 58.5%-87.5% of all SDCs have magnitude below 1.0 and are
absorbed by the intrinsic resilience of CNN workloads [8]. This stark asymmetry
motivates selective hardening: focusing protection precisely on the pipeline stages
responsible for large-magnitude errors, achieving comparable reliability improve-
ment at a fraction of the overhead of full-core protection. Figure 4.1 illustrates the
conceptual contrast between full-core TMR and the selective approach.

Full-core
redundancy (TMR)

.

Selective hardening

Core Replica 0 Core

~——
O

Core Replica 1
~———
o Unit 0

Non-
critical

Critical
Unit 1

Critical

Core Replica 2
~———

High area/power

< >

Coverage vs. Cost Trade-off

Figure 4.1: Conceptual comparison between full-core TMR and the selective hard-
ening strategy adopted in this thesis. Full TMR (left) replicates all pipeline stages
uniformly at >200% overhead, including benign SP/FO stages that produce only
low-magnitude errors. Selective hardening (right) concentrates protection exclu-
sively on the high-criticality stages identified by the fine-grain vulnerability analysis
— S6E/RnD for FP and Dé&C /EN for Posit — achieving comparable elimination
of catastrophic errors at 8-57% overhead depending on core and format.

4.2 Methodology for Selective Hardening

The selective hardening methodology is tightly integrated with the cross-layer
reliability framework of Chapter 3. It identifies, for each arithmetic core, the min-
imum set of pipeline stages whose hardening yields the largest reliability improve-
ment — measured by reduction in SDC rate and elimination of large-magnitude
errors (|A| > 1.0) — within a 15% gate-overhead budget. The methodology pro-
ceeds in three phases, summarized by the experimental flow in Figure 4.2.
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Figure 4.2: Three-phase experimental flow for selective hardening of FP32 and
Posit32 arithmetic cores [37]. Phase 1 derives per-stage vulnerability profiles
through exhaustive gate-level fault injection on the baseline cores. Phase 2 ranks
pipeline stages by criticality and implements selective hardening (S-CR, DMR, or
TMR) on the top-ranked structures within a <15% gate-count budget. Phase 3
re-synthesizes and re-evaluates the hardened cores under the same fault models,
input stimuli, and classification criteria, enabling a direct and fair quantification
of reliability gains and hardware cost. The dashed arrows indicate that both fault
injection campaigns share identical workloads and fault models.

4.2.1 Phase 1: Deriving Structural Vulnerability Profiles

The starting point is the exhaustive fine-grain fault injection of Section 3.2. For
each core and each pipeline stage, three metrics are extracted.

The Fault Rate (FR) quantifies the fraction of injected permanent faults in
that stage that produce at least one corrupted output over the complete stimu-
lus set: it measures how many fault sites are structurally active and dangerous.
The Mean Fault Rate per Operation (MFRO) [88] measures, for propagating
faults, the average fraction of input stimuli for which an SDC occurs: it captures
how broadly each dangerous fault affects application execution. The Tail prob-
ability P(|A| > 1.0) measures the fraction of SDCs in that stage with absolute
deviation above 1.0: this is the format-agnostic threshold below which errors are
typically absorbed by CNN application resilience [8], so values above this threshold
represent genuinely critical corruptions.

These three metrics jointly define a structural vulnerability profile. For FP32
multipliers, the S&E stage (ExpAdd) exhibits high FR and MFRO with P(|A] >
1.0) ~ 18%, since exponent-field corruption shifts output magnitude by powers
of the format’s base. The RnD stage (RndAdd) follows with P(|A| > 1.0) =~
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12%, because incorrect rounding can overflow into the exponent. The SP stage
(MantMul) has medium FR but only &~ 2% tail probability, and the N stage is
negligible (<1%). For Posit32 multipliers, the Dé&C stage (Deco/Enco) leads with
P(|A] > 1.0) ~ 14%, because regime-bit corruption shifts magnitude by useed”;
the EN stage follows at 11%, the R stage at 4%, and the FO stage (MulFrac) is
negligible (<1%).

4.2.2 Phase 2: Criticality Ranking and Hardening Selec-
tion

Each stage receives a criticality score combining FR, MFRO, and P(|A] >
1.0) [37]. Stages are ranked from most to least critical, and the top-ranked stages are
progressively selected for hardening until the 15% gate-count budget is exhausted.
Table 4.1 reports this ranking for the representative FP_ MUL and P_ MUL cores.

Table 4.1: Criticality ranking and hardening target selection for representative
FP32 and Posit32 multiplier cores [37]. The three metrics — FR contribution,
MFRO, and tail probability P(|A| > 1.0) — define the criticality score. Stages
marked v are selected for hardening within the 15% gate-count budget. Stage
nomenclature follows Chapter 3. The FO/SP stages are consistently excluded:
despite high FR, their tail probabilities are negligible, confirming that fraction-
path faults produce only application-benign errors.

Core Rank Stage Key block(s) FR  P(|A|>1) Harden?
1 S&E  EzpAdd High 18% v
2 RnD  Norm, RndAdd High 12% v
FP_MUL 3 SP MantMul Medium ~2%
4 N Shift logic Low <1%
1 D&C  Deco, Enco High 14% v
P MUL 2 EN Reg/Exp Enc., Enco  High 11% v
- 3 R FrNrm Medium ~4% v
4 FO MulFrac Low <1%

This ranking is stable across the two input ranges (£1.0 and +10.0), confirming
that critical stages are structurally — not operand-— determined. Notably, the
selected targets for FP._ MUL cover nearly 100% of |A| > 1.0 events despite repre-
senting only a minority of total fault sites. For P MUL, the three selected stages
together account for over 90% of large-magnitude errors, with the DéC' stage alone
responsible for approximately 60%, due to the global leverage of regime bits over
the Posit dynamic range.
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4.2.3 Phase 3: Hardening Mechanisms and Re-evaluation

Three hardware mechanisms are implemented, offering increasing protection at
increasing overhead:

Self-Check and Repair (S-CR). The S-CR mechanism combines parity-
based detection with cold-spare repair. The critical substructures (e.g., the carry-
lookahead adder implementing exponent addition in S&FE, or the DECO/ENCO
logic in D&C/EN) are identified as Basic Blocks. An independent parity refer-
ence circuit (R) computes the expected parity of each block’s output; a Dual Rail
Checker (DRC) detects mismatches; and a controller (CNT) activates a cold-spare
unit through input/output multiplexers, replacing the faulty block and restarting
the affected pipeline stage. Because spare units are powered and clocked only upon
activation, S-CR achieves substantially lower power overhead (0.34x-4x less) than
DMR or TMR. The detection-to-correction latency is two additional clock cycles
(one for detection and spare activation, one for correction), which is acceptable for
pipeline-based arithmetic units.

Dual Modular Redundancy (DMR). DMR replicates the critical substruc-
tures and uses XOR comparison to detect disagreements. On detection, the redun-
dant output is used for execution. DMR provides detection and limited correction
capability at approximately 100% overhead on the duplicated sub-circuit.

Triple Modular Redundancy (TMR). TMR triplicates the critical sub-
structures and resolves conflicts via combinational majority voting. It provides the
strongest protection with minimal additional latency (below 15% delay overhead,
since voters operate in parallel), but at the highest area and power cost. TMR is
applied bit-wise to CLZ counters, multiplexers, and control logic inside the regime-
computation path of Posit cores [37].

Figure 4.3 shows the architecture of the hardened FP and Posit cores after
applying the S-CR mechanism. Darker-shaded elements are newly added harden-
ing structures; lighter-shaded elements are unchanged baseline logic whose faults
produce only low-magnitude errors masked at the application level.

After re-synthesizing the hardened cores under the same 15nm standard-cell
library and synthesis constraints, the exhaustive fault injection campaigns of Chap-
ter 3 are fully repeated on the hardened designs. A hardened structure is considered
effective if a fault injected at its inputs or outputs is intercepted and corrected by
the S-CR cold-spare (or canceled by the DMR comparator, or resolved by the TMR
voter). The primary validation metrics are the reduction in SDC rate and the elim-
ination of |A| > 1.0 outliers. The hardened cores preserve the original interface and
microarchitecture and are drop-in compatible with any surrounding Tensor Core or
accelerator datapath.
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Figure 4.3: Architecture of hardened arithmetic cores after selective hardening
(adapted from [37]). Darker-shaded elements are newly added protection struc-
tures; lighter-shaded elements are unchanged baseline logic. (a) FP core: The
SEE stage is protected by the S-CR mechanism: the carry-lookahead adder (CLA)
implementing exponent computation (ExpAdd/EzpSub) is instrumented with an
independent parity reference (R), a Dual Rail Checker (DRC) for mismatch de-
tection, and a controller (CNT) that activates a cold-spare CLA on fault detec-
tion. The SP stage (MantMul) and N stage remain unmodified, as their faults
produce only low-magnitude errors (P(|A| > 1) < 2%). (b) Posit core: The
D&C and EN stages are protected by a combination of the S-CR mechanism on
the DECO/ENCO blocks and bit-wise TMR on the CLZ counters and multiplex-
ers in the regime-computation path. The FO stage (MulFrac) remains unchanged
(P(JA] > 1) < 1%).
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4.3 Experimental Setup

The evaluation closely mirrors the fine-grain campaigns of Section 3.2, extended
to include selectively hardened core variants.

Cores under evaluation. Eight baseline arithmetic cores implementing FP32
and Posit32 ADD and MUL — FP__ADD, FP_ADD_F, FP_ MUL, FP_ MUL_F,
P_ADD, P _ADD F, P MUL, P MUL_F — and their corresponding hardened
variants (suffix “H”, e.g., FP_ MUL_H, P_ ADD_H), synthesized with the 15nm
FreePDK library [78]. The hardening budget is constrained to <15% additional
gate count per core.

Fault injection. Synopsys Z01X, >65,000 stuck-at faults per core, 4,096 stim-
uli per fault, ModelSim fault-free reference. Baseline and hardened campaigns use
identical fault lists, stimuli, and classification criteria (masked / SDC / DUE),
enabling direct comparison.

Workload. The same 16 x 16 matrix-multiplication tiles, operand ranges
(£1.0 and +10.0), and numpy/SoftPosit encoding used in Chapter 3. The £10.0
range intensifies normalization and regime-decoding activity, stressing the N/R and
DEC/EN stages most relevant to selective hardening.

Overhead measurement. Area, power (at 50% switching activity), and
critical-path delay are extracted from synthesis reports of baseline and hardened
cores under identical constraints. Power analyses used 50% switching activity for
consistency.

4.4 Results

4.4.1 Ranking Validation: Stage-Level Contribution to Large-
Magnitude Errors

Before reporting the post-hardening reliability metrics, it is important to con-
firm that the criticality ranking captures the stages responsible for catastrophic
corruptions. Across all evaluated FP32 and Posit32 cores, the ranking is consis-
tent: the two stages selected for FP_MUL (S&E and RnD) together account for
approximately 30% of all baseline SDCs by count, but for essentially all SDCs
with |A] > 1.0. This confirms the structural concentration of catastrophic errors
identified in Chapter 3.

For P_MUL, the three selected stages (D&C, EN, R) cover over 90% of all
|A| > 1.0 events, with the D&C stage alone accounting for approximately 60% due
to the global leverage of regime bits over the Posit dynamic range. In stark contrast,
the FO stage (MulFrac) produces a large number of SDCs by count, but with
P(]A] > 1.0) < 1% — confirming that fraction-path faults are application-benign
and need not be hardened. This distinction is the core insight that makes selective
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hardening possible: the number of SDCs and the severity of SDCs are decoupled
across pipeline stages, and only the second metric matters for application-level
impact.

4.4.2 Impact on SDC Rates and MFRO

Table 4.2 summarizes the baseline and post-hardening SDC rates and large-
magnitude error probabilities for all eight cores under the S-CR mechanism.

Table 4.2: Baseline and post-hardening (S-CR mechanism) SDC rates and large-
magnitude error probabilities for all evaluated FP32 and Posit32 cores [37].
ASDC(%) reports relative SDC reduction; AP(|]A|>1)(%) reports relative reduc-
tion in catastrophic outliers. Values are averaged over both operand ranges.

Core SDC baseline SDC hardened ASDC(%) P(]A|>1) base AP(|]A|>1)(%)
FP_ADD 5% 42% —44 41.5% —-95
FP_ADD_F 78% 47% —40 38.2% -91
FP_MUL 82% 38% —54 12.5% —-97
FP_MUL_F 80% 40% -50 15.1% —-94
P_ADD 83% 24% —71 39.6% —88
P_ADD_F 80% 26% —68 37.4% —85
P_MUL 84% 21% —75 16.1% -92
P_MUL_F 78% 24% —69 18.8% -90

For FP32 adders, hardening the S&E and RnD stages reduces the SDC rate
by 40-44% and the probability of catastrophic outliers by 91-95%. The MFRO
of remaining propagating faults also decreases: even when a fault does propagate
through the unprotected SP/N stages, it now corrupts a smaller fraction of oper-
ations, because the dominant exponent-path activators have been neutralized.

FP32 multipliers show the strongest SDC reduction (50-54%), because the expo-
nent addition unit (FzpAdd) has a particularly concentrated criticality profile and
dominates large-magnitude outputs. After hardening, extreme deviations above
10% effectively disappear (AP(JA] > 1) = —94% to —97%), and faults with MFRO
above 30% become rare.

Posit32 cores benefit most strongly from selective hardening in absolute terms.
Reinforcing the D&C, R, and EN stages reduces SDC rates by 68-75% and large-
magnitude error probability by 85-92%. The MFRO distributions shift substan-
tially towards lower values, with remaining SDCs concentrated in the FO stage
and dominated by benign magnitudes (|A| < 1.0). The stronger absolute reduction
in Posit reflects the initially higher fault activation (driven by the structural com-
plexity of the D&C/EN stages) combined with effective isolation of those stages
through S-CR and TMR.
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4.4.3 Elimination of Large-Magnitude Errors

The most consequential effect of selective hardening is the dramatic suppression
of the error distribution’s tail, which is precisely the region that drives classification-
accuracy degradation in CNN workloads [8]. In fact, the validation campaigns [37]
confirm the following:

In FP32 adders, hardening the SéE stage eliminates virtually all outliers above
3.2 x 10%® and greatly reduces the mid-range cluster at ~ 10*°. After hardening,
the error distribution becomes single-modal, concentrated below 10%, which cor-
responds primarily to rounding and normalization residuals from the unprotected
SP/N stages. In FP32 multipliers, errors above 103¢ essentially disappear. In
Posit32 cores, regime-bit-corruption deviations — responsible for the distributed
high-magnitude cluster from 10° to 103 — are eliminated, leaving only the small-
magnitude fraction-path errors.

Quantitatively, the fraction of SDCs with |A| < 1.0 increases across all cores
after hardening: from 58.5% to >95% in FP32 adders, from 87.5% to >97% in FP32
multipliers, from 60.4% to >92% in Posit32 adders, and from 83.9% to >95% in
Posit32 multipliers [37]. This confirms that selective hardening surgically removes
the critical corruptions while leaving the large population of benign fraction-path
deviations unchanged.

4.4.4 Hardware Overhead and Cost Analysis
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Figure 4.4: Relative overhead costs (area, cell count, power, and critical-path delay)
of the S-CR, DMR, and TMR mechanisms for ADD, MUL, and MAC cores in both
FP32 and Posit32 formats [37]. Overhead is reported relative to the corresponding
baseline core. S-CR achieves the best power tradeoff through cold-spare activation;
TMR delivers the lowest delay overhead at the cost of the highest area.

Figure 4.4 reports the relative overhead of all three mechanisms (S-CR, DMR,

TMR) across ADD, MUL, and MAC cores in both formats [37]. Several trends
emerge from Figure 4.4 and merit discussion.
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Area is higher in Posit than FP across all mechanisms. This reflects the
larger fractional area of the critical stages: the EN, D&C, and regime-processing
structures account for 23.3-54.9% of Posit core area, versus only 8-23% for the
SEE/RnD stages in FP cores. Consequently, area overhead ranges from 8-80%
for FP cores and from 6-142% for Posit cores, depending on operation type and
mechanism. For MUL cores — the focus of this evaluation — overhead is 18-25%
in FP and 24-45% in Posit, both well within the range acceptable for arithmetic
unit integration in a Tensor Core. ADD and MAC cores incur higher costs due to
the larger number of structures requiring protection in those pipelines.

S-CR achieves substantially lower power overhead than DMR or TMR.
The cold-spare units are powered down during fault-free operation; only the parity
reference (R) and DRC circuits run continuously. This reduces power overhead
by 0.34x-4x compared to TMR, which permanently activates all redundant logic.
The S-CR power advantage narrows in MAC cores, where the full-adder-intensive
accumulation path requires always-on self-checking circuits [37].

TMR introduces the lowest timing overhead. Because the majority of
voters are purely combinational and operate in parallel with the replicated logic,
the additional delay is below 15% across all evaluated cores and fits within standard
timing slack. S-CR and DMR incur approximately 50-60% delay overhead due to
the state-machine control needed for spare activation and comparison, but this
operates on exception paths rather than the primary data flow, so the impact on
sustained throughput is limited.

Quire Posit MAC requires more elaborate treatment. The extended
512-bit QA accumulator of the PQ) MAC core introduces a wide variety of highly
sensitive structures that resist efficient adaptation of the three mechanisms under
a 15% budget. TMR on the full quire path would require >153% additional area
— more than the combined area of the non-quire ADD and MUL cores — indicat-
ing that more specialized hardening strategies are needed for this core variant, a
direction identified for future work [37].

4.4.5 Format-Dependent Observations

The results across all cores confirm the format-specific vulnerability structure
identified in Chapter 3, with important implications for hardware design:

FP32 cores are vulnerable to a small set of structurally compact but glob-
ally critical exponent-path structures. Two-stage hardening achieves near-complete
elimination of catastrophic errors with moderate overhead (18-25% for MUL). This
regularity also makes the hardening mechanisms straightforward to implement and
validate.

Posit32 cores have a broader set of critical structures across the D&C and
EN stages, driven by the regime/exponent field interaction unique to the Posit
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encoding. Hardening three stages achieves stronger absolute SDC reduction (68—
75%) but at higher overhead. This suggests that improvements in Posit hardware
architecture — particularly in reducing the area fraction and structural complexity
of the D&C/EN stages — would directly reduce the cost of effective mitigation, a
direction with implications for future Posit hardware design [37].

These format-specific observations confirm that a one-size-fits-all hardening
strategy would be suboptimal. The methodology developed here, grounded in
format-specific gate-level characterization, is the necessary foundation for deriv-
ing targeted and cost-effective protection for each format.

4.5 Chapter Summary and Discussion

This chapter has introduced and evaluated hardware-based selective hardening
for FP32 and Posit32 arithmetic units, using vulnerability profiles derived from the
fine-grain fault analysis of Chapter 3. The three-phase methodology — characterize,
harden, re-evaluate — is summarized by the experimental flow of Figure 4.2, and
the resulting architecture of hardened cores is illustrated in Figure 4.3.

The main findings are as follows. Selective hardening of the S&FE and RnD
stages in FP32 cores reduces SDC rates by 40-54% and eliminates 91-97% of large-
magnitude errors (|A| > 1.0), at gate-overhead below 25% for ADD/MUL cores
with the S-CR mechanism. Selective hardening of the D&C. R, and EN stages in
Posit32 cores achieves even stronger SDC reduction (68-75%) and 85-92% suppres-
sion of large-magnitude errors, at somewhat higher overhead (24-57%) reflecting
the larger area share of regime/encoding logic. In all cases, the fraction of SDCs
with |A] < 1.0 increases to above 92-97% after hardening, confirming that the
remaining corruptions are application-benign.

From a comparative perspective, the proposed approach achieves a significantly
more favorable reliability-per-overhead ratio than full TMR [45]. Compared to
ABFT-based techniques [47, 86], it requires no application or microarchitecture
changes and directly targets the root cause of catastrophic errors. Compared to
precision-aware protection [82, 83], it is grounded in format-specific, gate-level char-
acterization rather than operational precision proxies. The inability to reduce quire
Posit MAC overhead below 153% with current mechanisms highlights a genuine de-
sign challenge and motivates future work on Posit hardware architecture improve-
ments.

From the cross-layer perspective of this thesis, the vulnerability data produced
in Chapter 3 serves triple duty: it drives the gate-level selective hardening of this
chapter, informs the analytical error model of Section 3.4, and motivates the struc-
tural Tensor Core analysis of Section 3.3. This synergy ensures that mitigation
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targets the root causes of numerical unreliability — the exponent and regime path-
ways responsible for catastrophic outliers — rather than its symptoms. The se-
lectively hardened arithmetic cores developed here provide the protected building
blocks for the software-level fault tolerance strategies explored in Chapter 5, where
GEMM-level detection and correction are designed with knowledge of the residual
error signatures that hardware hardening cannot eliminate.
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Chapter 5

Software-Level Mitigation
Techniques for AI Applications

While hardware-level selective hardening (Chapter 4) directly eliminates the
structural root causes of catastrophic numerical outliers inside arithmetic cores,
it is fundamentally constrained by design-time choices and silicon cost. Once a
device is manufactured, its arithmetic datapaths are fixed: no post-silicon mod-
ification can change the vulnerability profiles of the S&E, DEC, or EN pipeline
stages identified in Chapter 3. Furthermore, modern GPUs are shared platforms
deployed across rapidly evolving workloads and safety requirements; a single device
may alternate between best-effort scientific computing, where modest numerical
degradation is acceptable, and safety-critical autonomous navigation, where any
undetected corruption can be catastrophic. In this context, software-level mitiga-
tion provides a complementary and flexible line of defense: it can be deployed in
the field without silicon changes, enabled selectively based on the current safety
integrity level of the application, and tuned to balance reliability and performance
overhead dynamically.

This chapter presents a software-level fault detection and mitigation mechanism
for GEMM operations executed on TCUs. The chapter builds directly on insights
from Chapter 3: permanent faults in TCUs lead to deterministic and spatially struc-
tured output corruptions, driven by the fixed warp-to-DPU mapping and HMMA
instruction sequencing. Rather than applying generic kernel duplication that ig-
nores this structure, the proposed mechanism exploits TCU execution semantics
— specifically the inherent hardware parallelism from two independent TCUs per
SM and the regular HMMA tiling organization — to achieve hardware-aware fault
detection and mitigation at warp granularity with bounded overhead.

The chapter is organized as follows. Section 5.1 surveys the state of the art in
software-level fault mitigation and motivates the proposed approach. Section 5.2
briefly introduces the TCU execution model needed to understand the mechanism.
Section 5.3 presents the two-level coarse-grain/fine-grain redundancy mechanism
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derived from [46]. Section 5.4 details the experimental platforms and fault injec-
tion protocols. Section 5.5 reports static resource overhead, dynamic performance
results, and fault coverage. Section 5.6 summarizes key findings and positions the
proposed approach within the broader cross-layer reliability framework of this the-
sis.

5.1 Motivation and State of the Art

Software-level fault tolerance has been studied extensively for HPC and safety-
critical computing systems. The central appeal is flexibility: software mechanisms
can be deployed on unmodified commercial hardware, tuned post-production, and
activated selectively. This section surveys the main families of approaches, identifies
their limitations for TCU-based GEMM, and establishes the gap addressed by the
mechanism proposed here.

5.1.1 Software Redundancy Techniques

The simplest class of software fault tolerance is full-kernel redundancy: a GEMM
kernel is executed twice on the same or different hardware resources, and the out-
puts are compared element-wise. Alcaide et al. [89] demonstrated diverse redun-
dancy for GPU kernels by scheduling two kernel replicas on different SMs, achieving
high fault detection at the cost of significant performance impact (up to 3x slow-
down). Andriotis et al. [90] proposed a software-only approach to enable diverse
redundancy on Intel GPUs for safety-related kernels, addressing both permanent
and transient faults. While these approaches are effective for detection, they treat
the accelerator as a black box: they do not exploit TCU tiling structure, warp-DPU
mapping, or HMMA sequencing, so the redundancy cannot be localized below the
kernel level. As a result, even a fault affecting only a single DPU and corrupting
only a handful of tile positions triggers full-kernel re-execution for mitigation, which
is disproportionately expensive.

5.1.2 Algorithm-Based Fault Tolerance

Algorithm-based Fault Tolerance (ABFT) [91] augments input matrices with
checksum vectors aligned with algebraic properties of matrix operations, allowing
output correctness to be verified without re-executing the kernel. ABFT-based
methods have been applied to matrix multiplication on GPUs since the early
2010s [92], and more recently optimized for Tensor Core GEMM [87] with on-
line detection and correction. Kosaian and Rashmi [93] demonstrated arithmetic-
intensity-guided ABF'T for neural network inference on GPUs using the CUTLASS
library, reducing overhead to about 17% compared to unprotected operations. Chen
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et al. [94] proposed GPU-ABFT for heterogeneous systems, further reducing check-
sum overhead.

Despite its advantages over full replication, standard ABFT faces two struc-
tural limitations in the TCU context. First, ABFT checksum verification operates
at the algebraic output level: it detects deviations from the expected linear rela-
tionship but cannot identify which DPU within the TCU is faulty or which subset
of tile positions is corrupted. This prevents sub-tile localization of faults, requiring
full correction whenever any element fails verification. Second, ABFT is sensi-
tive to mixed-precision execution: the FP16 input / FP32 accumulation pipeline
introduces rounding differences between the checksum path and the data path, gen-
erating false positives unless the threshold 7 is carefully calibrated for each matrix
size and input range [46].

5.1.3 Testing Library and In-Field Diagnostic Approaches

Hukerikar and Saxena [95] proposed runtime fault diagnostics for GPU Tensor
Cores using Universal Test Patterns (UTPs), achieving 92% fault coverage in de-
tecting permanent faults through manufacturing-style test sequences. Ruospo et
al. [96] extended this concept to Image Test Libraries (ITLs) for online self-testing of
GPU functional units during CNN inference, achieving up to 95% fault coverage for
faults in floating-point multipliers. However, these approaches are testing-oriented
rather than operational: they interrupt normal execution to apply diagnostic se-
quences, making them unsuitable for continuous in-field protection during GEMM
computation. They also require deep hardware knowledge (e.g., internal schedulers
and controllers) for pattern derivation, limiting portability across GPU generations.
The Self-Test Library for Tensor Cores developed in [97] follows a similar direction
and achieves structured test coverage using matrix multiplication stimuli, but again
targets offline or periodic testing rather than transparent in-operation protection.

5.1.4 Hardware-Based Detection and Range Checking

Hafezan and Atoofian [98] proposed a hardware-based fault detection strategy
for Tensor Cores (FDTC) that exploits data sparsity in ML applications to intro-
duce spatial redundancy on sparse operands, ensuring correctness of non-sparse
computations. The approach offers near-zero runtime overhead by leveraging idle
hardware cycles. Fang et al. [99] explored MPGemmFI, a fault injection tool for
mixed-precision GEMM, and showed that hardware range-check strategies can im-
prove model accuracy by up to 75% in fault-prone scenarios. Both approaches,
while effective, require hardware architectural modifications that are infeasible on
commercial off-the-shelf GPUs.
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5.1.5 Algorithm-Based Error Detection at CNN Level

Hari et al. [100] proposed an algorithm-based error detection (ABED) for CNN
convolution through output checksum verification. Their approach can detect all
transient fault impacts in convolution layers but introduces up to 23% runtime over-
head and provides no correction capability; recovery requires re-execution of the
affected layer. Bolchini et al. [101] proposed fast error simulation for CNNs com-
bining architectural error models with application-level injection, enabling rapid
reliability assessment but not in-operation protection.

5.1.6 Positioning the Proposed Approach

The survey reveals a clear gap: existing software-level techniques either incur
excessive overhead (full kernel redundancy, ~ 3x slowdown) or cannot localize
faults at sub-tile granularity (ABFT, ABED). Hardware-based approaches achieve
low overhead but require silicon modifications. None of the surveyed works exploits
the intrinsic hardware parallelism of TCUs — the availability of two independent
TCUs per SM and the programmable HMMA tiling structure — to perform de-
tection and localized mitigation entirely in software with bounded overhead. The
structural fault signatures identified in Chapter 3 — specifically, that permanent
DPU faults produce deterministic, stripe-like or cluster-like corruption patterns
over a small, predictable subset of the 16 x 16 output tile — make sub-tile local-
ization both feasible and efficient. The proposed mechanism [46] fills this gap by
exploiting warp-level temporal and spatial redundancy at two levels of granularity.

5.2 TCU Execution Model and Fault Signatures

Before describing the proposed mitigation mechanism, it is necessary to briefly
recall the TCU execution model introduced in Chapter 2 and the fault signatures
established in Chapter 3, which together motivate the two-level design of the mech-
anism.

TCU execution model. A TCU comprises 16 DPUs arranged in a 4 x 4
array. Each DPU computes one or more multiply-accumulate (A - B + C) opera-
tions per HMMA instruction. A complete 16 x 16 output tile is produced through
four sequential HMMA phases, each phase assigning specific input slices to specific
DPUs. The mapping from warp thread groups to DPUs is fixed for a given GPU
architecture and tile configuration. Two TCUs per SM operate independently and
can process different data in parallel [11, 12].

Fault signatures from Chapter 3. As established in Section 3.3, permanent
faults in TCUs produce deterministic spatial corruption patterns. A fault in a
specific DPU (IN, PR, or OUT class) corrupts only the output positions assigned
to the warp thread group that uses that DPU slice. Typical corrupted footprints
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are stripe-like or cluster-like, affecting 2-7 elements per 16 x 16 tile (up to 8).
Because the DPU mapping is fixed, the same fault produces the same corruption
pattern in every execution of the same tile configuration. This determinism is the
key property exploited by the software mechanism: if the two TCUs per SM receive
identical inputs but a fault affects only one, the outputs will differ at exactly those
positions corrupted by the faulty DPU, enabling localization.

5.3 Methodology: Two-Level Hardware- Aware Soft-
ware Mitigation

The proposed mechanism [46] operates at the warp level inside the GEMM
kernel, exploiting both temporal and spatial redundancy within the existing TCU
resources. The mechanism uses two levels of granularity: coarse-grain redundancy
for always-on detection, and fine-grain redundancy for conditional localized miti-
gation. Figure 5.1 shows the execution timeline for both levels.
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Figure 5.1: Timeline of the proposed two-level fault tolerance mechanism for Tensor
Core GEMM. Left: Coarse-grain redundancy for fault detection — each warp tile
TM x M is split into two halves (HM;, HM,), each executed twice in parallel on
the two TCUs per SM, and the results are compared. Right: Fine-grain redundancy
for fault mitigation — activated only when a coarse-grain mismatch is detected;
each half is further subdivided into quarters (QM,;, QM,s), which are executed
with Quadruple Modular Redundancy to identify and isolate the faulty TCU slice.
The correct result is reconstructed using fault-free slice outputs. Adapted from [46].

5.3.1 Coarse-Grain Redundancy for Detection

The coarse-grain mechanism splits each warp-level tensor tile TM x M into two
halves, HM; and H M, processing them in two consecutive iterations (temporal
redundancy). Within each iteration, both halves are spatially duplicated: the same
half is executed on two independent execution paths mapped to the two TCUs per
SM (spatial redundancy), producing two identical results HM,; and HM,, from
TCUy and TCUy, respectively. The deterministic DPU-to-warp mapping ensures
that a permanent fault in TCU, consistently corrupts the same positions of HM,,,
while HM,, (from the fault-free TCU;) remains correct.
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After each iteration, the two results are compared element-wise in registers. A
detection flag is raised if any element exceeds a threshold 7:

A, g) : |HMGD — HMG| > 7. (5.1)

For permanent faults, deviations are deterministic and typically large-magnitude
(consistent with the fault signatures of Chapter 3), so 7 can be set conservatively
to suppress rounding-induced false positives in mixed-precision execution. If no
mismatch is detected in either iteration, the partial results from the two halves
are merged into the final tile D = HM; ® HM,, and the computation continues
without overhead beyond the comparison. Figure 5.2 illustrates this detection flow
for a case where TCUj is affected by a hardware fault.

Warp tile

Coarse-grain redundancy

H \ i lteration 0 ' Iteration 1 Po—rj
: ' detected
; Cetecl

1 ~
‘ COARSE-GRAIN COARSE-GRAIN\! COARSE-GRAIN COARSE-GRAIN\!  TENSOR TILE

DUPLICATION COMPARISON ! DUPLICATION COMPARISON ! RESULT
Position-wise (I

Bo..384..780..384..7 B12.15 B12.15 Position-wise

comparison I comparison

i

’cuo TCUy ’cuo TCUy

TCUy TCU1

;cuo TCUy ’cuo TCUy

CUp  TCUy

” el - E
ol EEEE || EEke | . eeEs || Seke | aatks
ol SR | pRemEmey 0 oo EEERERE ) S | R
A Fhem e B By By : ps. 1 B i B i@ : e
A1|_v15. % ﬁ E @ :A||v.|5. Eﬁ@ﬁ ﬁ : ﬁ éﬂ%

’ Hardware fault

affecting TCUg $eFault effect .

Figure 5.2: Coarse-grain fault detection for a 16 x 16 tile with TCU, affected by
a permanent fault (adapted from [46]). The warp tile is split into halves HM;
(blue/green slices) and H M, (red/pink slices). Each half is spatially duplicated
across TCUg and TCU;. The comparison of HM,; and HM,, reveals the fault
late (after the second iteration) if the corrupted positions fall in H My, or early
(after the first iteration) if they fall in HM;. The detection flag triggers fine-grain
mitigation.

5.3.2 Fine-Grain Redundancy for Mitigation

When the coarse-grain comparison raises a detection flag, the kernel activates
the fine-grain redundancy path. This path identifies which slice of the TCU is
faulty and reconstructs a correct output using the fault-free slices.

Fine-grain redundancy subdivides each half HM, into two quarters QM,; and
QM,, effectively slicing the 16 x 16 TCU configuration into four logical partitions
aligned with the DPU mapping. Each quarter is executed four times in Quadruple
Modular Redundancy (QMR) mode — four independent execution paths mapped
to different TCU resource slices. The comparison stage of QMR identifies which
quarter produced an incorrect result: the partition corresponding to the faulty
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DPU consistently disagrees with the three fault-free replicas. Once identified, the
faulty TCU partition is excluded, and the correct final tile is assembled from the
fault-free quarter results:

D = Select(QM{}*”, QM{5™, QM3y"™, QMy;™), (5.2)

where Select(+) chooses the fault-free result from each quarter, as identified by the
QMR comparison stage. Because a single permanent DPU fault typically corrupts
only one of the four partitions, three of the four QMR replicas agree, enabling
correct reconstruction without a full tile re-execution. Figure 5.3 illustrates the
conditional fine-grain flow.
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Figure 5.3: Fine-grain fault mitigation for a 16 x 16 tile where coarse-grain detection
flagged a mismatch (adapted from [46]). Each half HM, is further subdivided into
quarters (QM,1, QM,s). Quadruple Modular Redundancy (QMR) executes four
replicas of each quarter on different TCU slices. The comparison stage identifies
the faulty partition (marked in red), and the correct tile is reconstructed from the
three fault-free quarter results.

5.3.3 Design Properties

Several design properties are worth highlighting. First, the detection over-
head is always-on but bounded: coarse-grain comparison adds register-level
comparisons after each HMMA iteration, with no additional global-memory traf-
fic. Second, mitigation is conditional: fine-grain QMR is activated only when a
fault is detected, so fault-free execution incurs only the detection overhead. Third,
the mechanism handles both permanent and transient faults: permanent
faults trigger consistent mismatches in coarse-grain detection (because the same
DPU fault fires on every HMMA instruction); transient faults, which flip a result in
a single dynamic instance, also trigger the comparison if their magnitude exceeds 7.
Fourth, scalability is size-independent: because the mechanism operates at tile
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granularity within the kernel, the overhead does not scale with the GEMM matrix
size — both detection and mitigation perform the same fixed amount of additional
work per tile, regardless of the overall problem dimensions. This size-independence
is a key advantage over application-level ABFT methods, whose checksum overhead
depends on matrix dimensions.

5.4 Experimental Setup

The software mechanism is evaluated on two NVIDIA platforms: a discrete GPU
(GeForce RTX 3060 Ti, Ampere architecture, 4,864 CUDA cores, 8 GB GDDRG6)
and an embedded platform (Jetson AGX Orin 64 GB, Ampere GPU, 2,048 CUDA
cores). Both support FP16 inputs with FP32 accumulation in Tensor Core HMMA
operations. The two platforms differ in SM count, warp schedulers, and shared-
memory size, enabling assessment of the mechanism’s behavior across both high-
performance and embedded deployment targets.

Kernel variants. Three CUDA kernel variants are evaluated. The baseline
kernel is the non-protected WMMA-based Tensor Core GEMM without any redun-
dancy. The detection-oriented version adds coarse-grain tile-level redundancy
(Section 5.3.1) and register-level comparison with threshold 7. The fault-tolerant
version extends the detection-oriented version with the full conditional fine-grain
QMR path (Section 5.3.2). All three variants use the same tiling configuration,
memory layout, and WMMA API calls to ensure that measured differences are
attributable to detection/mitigation logic rather than to different data movement
strategies.

Workloads. Square GEMM operations with sizes ranging from 256 x 256 to
16,384 x 16,384 in increments of 256, with uniformly distributed random inputs.
This range covers both small matrices (where occupancy and overhead effects are
prominent) and large matrices (where the mechanism’s size-independence becomes
apparent).

Performance profiling. Static metrics (registers per thread, shared mem-
ory per block, theoretical warp occupancy, SASS instruction count) are collected
from NVIDIA Nsight. Dynamic metrics (executed instruction count, kernel dura-
tion in cycles, SM throughput, memory throughput, and achieved occupancy) are
measured using NVIDIA Nsight profiling. Energy consumption is measured using
NVML, averaged over 30 trials per configuration with GPU pre-conditioning (a
large warm-up GEMM) to minimize thermal transient effects.

Fault injection. Fault coverage is evaluated using two complementary tools,
consistent with Chapter 3:

NVBItFI [38]: a dynamic binary instrumentation tool built on NVBit [67] that
injects transient single-bit flips into architectural registers at randomly selected dy-
namic instances during kernel execution. The injection targets registers holding
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Table 5.1: Static resource usage of the three kernel variants on both platforms.
Adapted from [46].

Kernel variant Platform Shared mem. (KB) Regs/thread Max. warp occ. SASS instr.
Baseline RTX 3060 Ti 18 40 40 280
AGX Orin 64 GB 18 40 48 328
Detection-oriented RTX 3060 Ti 18 56 40 456
AGX Orin 64 GB 18 56 48 488
Fault-tolerant RTX 3060 Ti 19.53 64 32 1,600
AGX Orin 64 GB 19.53 64 32 1,632

HMMA outputs, emulating faults in TCU arithmetic datapaths (DPU gates or
flip-flops) that manifest at the instruction output level. For transient fault eval-
uation, 1,442 single-bit flips are injected during 256 x 256 GEMM execution; this
sample size provides a 5% margin of error at 95% confidence following the statistical
methodology of [102].

NVBitPerFI [69]: extends NVBItFI to inject permanent stuck-at faults by
forcing a stuck-at condition on a selected register bit that persists across all dynamic
instances of the targeted instruction throughout kernel execution. This model’s
permanent defects in TCU DPU gates or flip-flops — the fault class evaluated
throughout this thesis — manifest at HMMA output registers. For permanent
fault evaluation, 1,024 single-bit stuck-at faults are injected into the HMMA output
registers. Register file and shared memory faults are not the primary focus, as these
structures are typically protected by ECC in modern NVIDIA Ampere GPUs [12].

5.5 Results

5.5.1 Static Resource Overhead

Table 5.1 summarizes the static resource usage of all three kernel variants on
both platforms. The baseline kernel uses 40 registers per thread and 18 KB shared
memory per block. The detection-oriented version increases register usage to 56
per thread (40% increase) while keeping shared memory unchanged, because coarse-
grain redundancy and comparison are performed entirely in registers. The fault-
tolerant version increases register usage further to 64 per thread (60% increase)
and adds 1.53 KB shared memory per block (total: 19.53 KB, corresponding to
8% increase) to support the fine-grain QMR reconstruction path. The additional
shared memory reduces maximum warp occupancy from 40 to 32 warps per SM on
the RTX 3060 Ti, and from 48 to 32 on the Jetson AGX Orin. Code size (SASS
instruction count) grows from 280/328 (baseline) to 1,600/1,632 (fault-tolerant),
reflecting the fine-grain QMR path; the detection-only version grows to 456/488
instructions, a modest 1.5-1.6x expansion.
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5.5.2 Dynamic Performance Overhead

Figure 5.4 shows the normalized executed instruction count for all kernel vari-
ants across GEMM sizes. The detection-oriented version increases instruction count
by 4%-25% for small matrices, stabilizing at approximately 9% overhead on RTX
3060 Ti and 4% on Jetson AGX Orin for matrices larger than = 4,096 x 4,096. This
convergence confirms the size-independence property of the mechanism: the per-
tile redundancy overhead is fixed, so amortization over larger matrices is limited
and the overhead plateau represents the steady-state cost. The instruction over-
head does not double despite redundant HMMA execution because most memory
operations remain unchanged (input tile data is reused, not re-fetched), and the
dominant incremental cost comes from register-level comparisons and control-flow
decisions.
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Figure 5.4: Normalized executed instruction count for the detection-oriented and
fault-tolerant kernel variants relative to the baseline, across GEMM sizes on RTX

3060 Ti and Jetson AGX Orin 64 GB [46]. Overhead stabilizes at ~9% (RTX) and
~4% (Orin) for large matrices.

Memory throughput remains high for all variants (Figure 5.5), with a maximum
deviation below 4% relative to baseline. This confirms that the coarse-grain and
fine-grain redundancy paths add arithmetic/comparison work in registers but do
not increase global-memory pressure.

SM throughput trends (Figure 5.6) show that the baseline GEMM saturates
Tensor Core resources while leaving integer and control-flow execution units un-
derutilized. The detection-oriented and fault-tolerant variants introduce addi-
tional comparison operations that partially exploit these idle resources, limiting
the throughput reduction relative to what would be observed if the SM were fully
saturated.

End-to-end kernel execution time overhead is bounded and largely size-independent
across both platforms (Figure 5.7), reaching at most 13% on the RTX 3060 Ti and
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Figure 5.5: Memory throughput of baseline and hardened kernel variants across
GEMM sizes. The small deviation (<4%) from baseline indicates that the redun-
dancy paths do not introduce additional global-memory traffic [46].
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Figure 5.6: SM throughput of baseline and hardened kernel variants. The com-
parison and control-flow operations introduced by the mechanism partially exploit
integer execution units left idle by the baseline GEMM, limiting SM throughput
reduction [46].

11% on the Jetson AGX Orin. This confirms that the mechanism’s overhead does
not grow with problem size, making it practical for large-scale deployments. En-
ergy measurements follow the same trend, with a maximum increase of approxi-
mately 15% on both platforms (Figure 5.8). The consistent behavior across the
two platforms — one high-performance discrete GPU and one embedded device —
demonstrates that the mechanism is portable and suitable for both safety-critical
embedded and HPC domains.

67



Software-Level Mitigation Techniques for AI Applications

1.14

9 1
g“ 1.12 paie R S e R A i A R LA e R S
- = - ¥ * - w * =TT

O 1.10
2
5]
O 1.08
o 4
B 1.06
N —— Detection-oriented - GeForce RTX 3060 Ti
g 1.04 Fault-tolerant - GeForce RTX 3060 Ti
o) 102 Detection-oriented - Jetson AGX Orin 64 GB
z —— Fault-tolerant - Jetson AGX Orin 64 GB

1.00

0x0 4K x4K 8Kx8K 12Kx12K 16Kx16K

Matrix size

Figure 5.7: Normalized end-to-end kernel execution time (cycles) relative to base-
line across GEMM sizes [46]. Overhead is bounded at 13% (RTX 3060 Ti) and 11%
(Jetson AGX Orin) and remains largely size-independent.
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Figure 5.8: Normalized energy consumption of hardened kernel variants relative to
baseline across GEMM sizes [46]. Maximum energy increase is approximately 15%
on both platforms.

5.5.3 Fault Coverage

Fault injection campaigns validate the ability of the fault-tolerant version to
detect and mitigate faults manifesting at HMMA output registers.

Permanent fault campaign. All 1,024 injected stuck-at faults into the
HMMA output registers are correctly detected and corrected by the fault-tolerant
kernel. The coarse-grain comparison reliably flags mismatches on the first (early
detection) or second (late detection) iteration depending on which half (HM; or
H M) contains the corrupted positions. Fine-grain QMR then isolates the faulty
TCU partition and reconstructs the correct output from the three fault-free quar-
ters. No false corrections are observed, confirming that the threshold 7 is appro-
priately calibrated for the test input distribution.
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Transient fault campaign. All 1,442 single-bit flip injections are also detected
and corrected. Transient faults affect only a single HMMA dynamic instance, pro-
ducing a one-time mismatch in the coarse-grain comparison. Because transient
faults are not persistent, fine-grain QMR re-executes the affected quarter and ob-
tains a consistent, fault-free result in all four replicas, confirming the absence of the
fault and enabling correct reconstruction. The end-to-end cycle overhead for tran-
sient fault scenarios remains within the bounded maximum (13%), since mitigation
is activated at most once per tile and the QMR execution is brief.

Summary. The 100% detection and correction rate for all injected permanent
and transient faults, combined with the bounded overhead of at most 13% in ex-
ecution time and 15% in energy, validates the fault-tolerant kernel as an effective
in-field protection mechanism for Tensor Core GEMM. The results further confirm
that conditional mitigation — fine-grain QMR activated only upon detection —
does not cause runaway performance degradation even under persistent permanent
faults, which would trigger mitigation on every tile containing the affected DPU’s
output positions.

5.6 Chapter Summary and Discussion

This chapter presented a software-level fault detection and mitigation mecha-
nism for Tensor Core GEMM execution, based on the work in [46]. The mechanism
exploits the inherent hardware parallelism of TCUs — two independent TCUs per
SM and the programmable HMMA tiling structure — to implement hardware-aware
coarse-grain /fine-grain redundancy at warp granularity.

The two-level design addresses the gap identified in the state-of-the-art sur-
vey (Section 5.1): unlike full-kernel replication [89, 90], it localizes fault effects
at sub-tile granularity rather than duplicating the entire computation; unlike al-
gebraic ABFT [91, 93], it does not require checksum verification paths sensitive
to mixed-precision rounding, and its overhead is size-independent; unlike testing
approaches [95, 96, 97], it provides transparent in-operation protection without
interrupting normal execution.

Evaluated on the RTX 3060 Ti and Jetson AGX Orin 64 GB platforms, the fault-
tolerant kernel achieves 100% detection and correction for both permanent (1,024
campaigns) and transient (1,442 campaigns) fault injections into HMMA output
registers, with bounded overhead: 40% more registers, 8% more shared memory,
up to 13% longer execution time, and up to 15% more energy. The overhead is size-
independent, converging to approximately 9% (RTX) and 4% (Orin) for large-scale
GEMMs.

Cross-layer positioning. This chapter completes the cross-layer reliability
framework developed throughout this thesis. Chapter 3 established that permanent
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TCU faults produce deterministic spatial signatures and characterized their numer-
ical impact across pipeline stages — observations that enable both the hardware
hardening of Chapter 4 and the sub-tile fault localization of this chapter. Chap-
ter 4 eliminated the structural root causes of catastrophic outliers inside arithmetic
cores through selective hardening of S&E/DEC and RnD/EN stages. The soft-
ware mechanism of this chapter complements hardware hardening in two ways: it
provides a post-silicon, in-field layer of protection that can be activated on com-
mercially available devices where hardware modifications are not possible; and it
addresses a broader fault spectrum (including transient faults) that hardware-only
hardening does not cover. Together, the three layers — hardware-accurate char-
acterization, selective gate-level hardening, and warp-level software redundancy —
form a coherent, multi-level strategy for reliable Al accelerator design.

Residual limitations and future directions. The mechanism targets faults
that manifest at HMMA output registers; faults in shared memory, register-file
load/store paths, or warp-scheduling logic are outside its scope. Extending the de-
tection and mitigation to these structures remains an open challenge. Additionally,
the threshold 7 in Equation 5.1 currently requires calibration for each platform and
input distribution to avoid false positives under mixed-precision rounding; adap-
tive threshold determination — possibly informed by the error magnitude profiles
of Chapter 3 — is a promising direction. Finally, the current implementation uses
a fixed partition scheme for fine-grain QMR leveraging the spatial mask library
of Section 3.4 to adapt the partition scheme to the predicted fault footprint of a
detected DPU fault could further reduce the QMR overhead in future versions.
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Chapter 6

Conclusions

This thesis addressed the reliability challenges of modern Al-oriented hardware
accelerators, which arise from the convergence of aggressive semiconductor scaling,
massive parallelism, compact numerical formats, and the growing deployment of
machine-learning workloads in safety-critical and high-availability environments.
The central objective was to develop reliability assessment methodologies that are
simultaneously accurate, hardware-aware, and scalable across abstraction levels,
and to use the resulting structural insights to design lightweight but effective miti-
gation strategies at the hardware, software, and accelerator microarchitecture levels.

The work was organized around a three-step cross-layer framework linking gate-
level arithmetic analysis, accelerator architectural evaluation, and scalable error
modeling, complemented by mitigation strategies at two distinct levels.

Contributions

Fine-grain reliability characterization of FP and Posit arithmetic units.
The first contribution consists of exhaustive gate-level fault injection campaigns on
13 synthesized arithmetic cores implementing addition, multiplication, and MAC
operations in FP32 and Posit32 formats. All cores were synthesized under iden-
tical 15nm conditions, with more than 65,000 stuck-at faults evaluated per core
and 4,096 input stimuli per fault. The analysis revealed that fault propagation
is strongly dominated by internal circuit structure rather than by operand distri-
bution alone. Posit cores activate a larger fraction of internal faults (70%-89%
FR for multipliers) and generate broader SDC distributions due to the structural
complexity of their Dé&C and EN stages, which implement variable-length regime
decoding and re-encoding. In contrast, FP cores produce fewer corruptions over-
all but generate substantially larger catastrophic outliers — up to 3.2 x 103 —
exclusively driven by faults in the S&/F and RnD stages that corrupt exponent-
determining logic. Across all formats and operations, 58.5%-87.5% of all SDCs
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have magnitude below 1.0 and are application-benign for CNN workloads, while
the remaining large-magnitude errors are concentrated in a small set of structurally
specific pipeline stages. This quantitative asymmetry constitutes the foundational
insight for all subsequent mitigation work.

Structural vulnerability analysis of Tensor Core execution pipelines.
The second contribution extends the analysis from isolated arithmetic cores to com-
plete Tensor Core (TCU) execution pipelines using PyOpenTCU, a cycle-accurate,
instruction-aware architectural model developed as part of this research. A total of
60 fault-injection campaigns (30 for FP16, 30 for Posit16) were conducted, evaluat-
ing 57,344 permanent stuck-at faults per campaign across the three structural fault
classes — IN, PR, and OUT — targeting the input ports, internal product registers,
and output node of each DPU in the 4 x 4 array. Results show that approximately
97% of injected faults produce at least one SDC, confirming that TCUs are highly
sensitive to permanent defects. Critically, the resulting corruptions are spatially
deterministic: a given DPU fault consistently corrupts the same subset of output
positions (typically 2-7 elements per 16 x 16 tile), producing characteristic stripe-
like or cluster-like patterns governed by fixed warp-to-DPU mapping and HMMA
scheduling. DUEs occur exclusively in FP16 execution, where exponent-field cor-
ruptions produce IEEE 754 special values (NaN, £00); Posit16 produces only SDCs
across all fault classes, consistent with its absence of exception encodings.

Hardware-aware analytical error-impact model. The third contribution
is a hardware-aware analytical model that abstracts each permanent fault as a
combination of a spatial corruption mask and a statistical error generator, enabling
large-scale application-level reliability evaluation without repeating full architec-
tural fault injection. Spatial masks are extracted from PyOpenTCU structural cam-
paigns; numerical error distributions are learned per fault class and bit position,
distinguishing S&E /D C stage faults (large-magnitude, exponent /regime-field de-
viations) from SP/FO stage faults (low-magnitude, fraction-field deviations). Vali-
dation on ResNet-18 RB1 (GEMM shape 64 x 147 x 12,544) demonstrates that the
model reproduces SDC/DUE rates, absolute error distributions, and spatial corrup-
tion patterns with up to 93% cross-correlation against full architectural fault injec-
tion, while achieving orders-of-magnitude speedups that make large-scale CNN-level
reliability studies feasible.

Format-aware selective hardware hardening. The fourth contribution
is a selective hardening methodology for FP32 and Posit32 arithmetic units that
leverages the structural vulnerability profiles from the fine-grain analysis to concen-
trate protection resources on the highest-criticality pipeline stages within a <15%
gate-overhead budget. Three mechanisms are evaluated — Self-Check and Repair
(S-CR), DMR, and TMR — each offering different overhead-effectiveness tradeoffs.
For FP32 cores, hardening the S&E and RnD stages reduces SDC rates by 40-54%,
increases the fraction of SDCs with |A| < 1.0 from 58.5%-87.5% to above 95%-—
97%, and eliminates 91-97% of catastrophic outliers, at gate-overhead of 18-25%
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for ADD/MUL cores with S-CR. For Posit32 cores, reinforcing the D&C, R, and EN
stages achieves stronger SDC reduction (68-75%) and 85-92% suppression of large-
magnitude errors, at higher overhead (24-57%) reflecting the larger area share of
regime/encoding logic. The S-CR mechanism reduces power overhead by 0.34x—4x
compared to TMR through cold-spare activation. These results demonstrate that
detailed structural knowledge enables significantly better reliability-per-cost trade-
offs than traditional full-core TMR, which incurs >200% overhead for comparable
coverage.

Hardware-aware software fault tolerance for Tensor Core GEMM. The
fifth contribution is a two-level software fault-tolerant mechanism for Tensor Core
GEMM that exploits the inherent hardware parallelism of TCUs — specifically the
two independent T'CUs per SM and the programmable HMMA tiling structure —
to achieve in-field detection and mitigation at warp granularity with bounded over-
head. The mechanism combines always-on coarse-grain redundancy (splitting each
warp tile into two halves, executing each half in spatial duplication across the two
TCUs and comparing the results) with conditional fine-grain Quadruple Modular
Redundancy (activated only upon detection, subdividing each half into quarters to
localize and isolate the faulty DPU partition). Both permanent and transient faults
are addressed. The mechanism achieves 100% detection and correction for 1,024
injected permanent stuck-at faults and 1,442 injected transient single-bit flips, with
bounded overhead: 40% additional registers per thread, 8% additional shared mem-
ory, at most 13% longer execution time on RTX 3060 Ti (11% on Jetson AGX Orin
64 GB), and at most 15% higher energy. Overhead is size-independent, converging
to approximately 9% (RTX) and 4% (Orin) for large-scale GEMMs, demonstrating
suitability for safety-critical embedded and HPC deployment.

Future Directions

The results and findings of this thesis open several directions for future investi-
gation.

Reliability-aware design-space exploration. An important direction is the
integration of reliability and resilience as first-class objectives in the early stages of
AT accelerator design. Current design-space exploration flows primarily optimize
performance, throughput, energy efficiency, and area, while reliability is typically
assessed after architectural choices are largely fixed. The results of this thesis indi-
cate that architectural parameters — array dimensions, pipeline depth, numerical
precision, buffer sizing, and scheduling policies — have a profound and non-trivial
impact on fault activation rates, error propagation behavior, and end-to-end robust-
ness. For instance, the larger area fraction of the D&C/EN stages in Posit cores
(23-55% vs. 8-23% for FP SéE/RnD) directly determines the overhead ceiling for
selective hardening. Incorporating hardware-aware reliability models — such as the
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spatial error abstractions developed in this thesis — into early design exploration
would enable joint optimization of performance, efficiency, and resilience from the
outset, rather than treating reliability as a post-design retrofit.

Broader fault models and technology-aware analysis. This thesis focused
on permanent stuck-at faults as the primary failure model. Extending the char-
acterization to delay faults, bridging faults, and intermittent faults would provide
a more complete picture of the reliability challenges in deeply scaled technologies.
Similarly, the 15nm FreePDK library used throughout is a research-grade model;
future work should validate the vulnerability profiles and hardening effectiveness
on commercial technology nodes (e.g., 7nm, 5nm), where electromigration, process
variation, and radiation cross-sections differ significantly from 15nm predictions.
Radiation-induced transient faults affecting combinational logic inside arithmetic
cores — as opposed to register-level flips captured by NVBitFI — also deserve
dedicated characterization.

Posit hardware architecture improvements. The analysis consistently
identified the DéC and EN stages as the dominant vulnerability sources in Posit32
cores, primarily due to the structural complexity of variable-length regime decoding
and re-encoding. The quire Posit MAC core (PQ_MAC) could not be efficiently
hardened within practical overhead bounds (>153% TMR overhead), indicating
that improvements in Posit hardware architecture — such as fixed-regime approx-
imations, HUB Posit encoding schemes, or redesigned Dé&C/EN datapath topolo-
gies — would directly reduce the cost of effective mitigation. Such architectural
innovations could close the gap between Posit’s theoretical numerical advantages
and its current hardware reliability overhead.

Extension to other accelerator architectures and formats. The method-
ologies developed here were validated primarily on NVIDIA-like GPU Tensor Core
architectures and on two numerical formats (FP and Posit). Extending the frame-
work to other accelerator classes — including systolic arrays (TPU-style), dataflow
architectures, and emerging in-memory computing fabrics — would generalize the
cross-layer reliability paradigm. Extensions to FP8 and FP4 formats, increasingly
adopted in quantized Al inference, would also be valuable, since compact formats
have narrower exponent fields that may shift the relative vulnerability of S&/E vs.
SP stages and change the effectiveness of selective hardening strategies.

Overall, this thesis demonstrated that achieving effective reliability in Al-oriented
accelerators requires a cross-layer perspective that connects arithmetic circuit be-
havior, accelerator microarchitecture, scalable evaluation models, and multi-level
mitigation strategies. By combining detailed structural characterization, fast hardware-
aware error modeling, format-specific selective hardening, and warp-level software
fault tolerance, the methodologies developed here provide both analytical under-
standing and practical tools for designing dependable Al accelerators capable of
operating safely and efficiently across the demanding environments in which they
are increasingly deployed.
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