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Abstract

Hundreds of connected components expose vehicle systems to an increasing number of
cyber attacks. Vehicle manufacturers must establish the most appropriate procedures for
vulnerability assessment and penetration testing using a mix of proprietary solutions and
open-source standards. The spread of Large Language Models (LLMs) simplifies the interac-
tion between automotive experts and domain-specific knowledge bases. While proprietary
LLM services can be expensive and raise data privacy concerns, open-source LLMs are
potentially more cost-effective and better suited to in-house solutions. However, the effec-
tiveness of open-source models in retrieving automotive-related cybersecurity information
remains unclear. While adopting open-source LLMs with a few billion parameters, their
reasoning and generative capabilities under in-context learning settings are questionable.
To bridge this gap, this paper explores efficient solutions for Retrieval-Augmented Genera-
tion (RAG) architecture for automotive cybersecurity relying on open-source LLMs. The
ultimate goal is to enable cost-effective retrieval and question answering from in-domain
knowledge bases, overcoming the privacy and confidentiality issues raised by automotive
experts. Using a Graph Knowledge Base designed for a corporate scenario, this paper first
defines an expert-curated testing benchmark to evaluate in-domain question-answering
performance across multiple aspects. Next, it proposes different RAG system variants
based on various retrieval strategies and LLMs, both proprietary and open-source. Fi-
nally, it quantitatively evaluates the effectiveness of the content retrieval strategies and
compares the pertinence, conciseness, and completeness of generated answers through
human validation. Notably, within the scope of the performed analysis, RAGs that rely on
open-source models demonstrate promising and competitive performance in some respects
compared to the OpenAI GPT model. RAG retrieval performance also surpasses that of
state-of-the-art solutions on existing cybersecurity benchmarks (Recall@K above 0.95 vs.
0.65 for state-of-the-art in-domain RAGs).

Keywords: cybersecurity in automotive; vulnerability assessment; penetration testing;
Retrieval Augmented Generation; Large Language Models

1. Introduction
Cybersecurity has become crucial for the automotive industry. The ever-increasing

number of in-vehicle devices and components connected through wireless or ethernet
connections, along with the stringent governmental requirements for adherence to safety
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and security policies, make adopting cybersecurity standards a must for modern vehicle
manufacturers [1]. According to the National Institute of Standards and Technology (NIST)
cybersecurity framework [2], the key implementation steps are to identify, protect, detect,
respond to, and recover from cybersecurity threats and incidents. Under this umbrella,
Artificial Intelligence (AI) is playing a primary role in making cybersecurity processes data-
driven, for example, in-vehicle intrusion detection [3] and model-based security testing [4].

Large Language Models (LLMs) are established Generative AI tools trained on massive
volumes of data. Thanks to their impressive language understanding and generation
capabilities, LLMs have recently found application in cybersecurity [5]. For instance,
they have shown to be helpful in identifying risks and defining cybersecurity policies [6],
detecting and repairing vulnerabilities in software [7], and autonomously reacting to
cybersecurity attacks [5]. In this work, we specifically address the use of LLMs to provide
domain experts with cybersecurity information pertinent to the automotive domain.

With the help of an external knowledge base, Retrieval-Augmented Generation (RAG)
systems can generate accurate and reliable answers to domain-specific questions posed
in natural language [8]. The in-domain knowledge complements the information in the
training data when the latter is outdated, lacks specificity, or omits private information [9].
Recently, RAGs have successfully been used to provide information about cyber attack
investigations and attribution [10]. The generated responses exhibit limited bias and
hallucination compared to zero- or few-shot LLM prompting [11].

In automotive engineering, cybersecurity intelligence still requires human experts
to be involved [12]. To define the processes that take cybersecurity into account during
development and over the lifecycle of a vehicle, LLMs and RAGs can effectively support
the following procedures for testing cybersecurity standards:

• Verification is executed by manufacturers using tests (e.g., verification scripts) defined
to prove the target’s compliance with the technical specifications. LLMs can be used
to generate and process the verification reports.

• Vulnerability assessment is commonly based on preliminary information gathering.
RAGs can support domain experts in selecting and optimizing the tests used to verify
the existence of known weaknesses and the exposure to known vulnerabilities.

• Penetration testing commonly relies on the past experience of pentesters, who use ad
hoc attack procedures. Generative LLM capabilities can be used to extract, combine,
and generate ad hoc exploits and payloads.

In automotive cybersecurity, vulnerability assessment and penetration testing are
crucial for ensuring the security and privacy of road users. RAGs can effectively support
the elaboration of domain-specific, data-driven strategies. However, early attempts to use
RAGs for vulnerability assessment and penetration testing exclusively rely on proprietary
LLMs, i.e., OpenAI’s GPT-3.5 and GPT-4o [10,13,14]. Adopting proprietary models raises
the following issues:

• Service costs. LLM inference and fine-tuning are potentially costly, thus limiting the
number of human–machine interactions.

• Service availability. The availability of the service depends on third parties.
• Security. RAGs relying on external LLM services require end-users to transmit infor-

mation retrieved from the proprietary knowledge base to the service provider. This
exposes the company to potential risks, especially when the interactions are frequent,
and the networking/proxy services are untrusted [15].

RAGs based on opensource LLMs offer a cost-effective alternative to proprietary solu-
tions. However, the use of smaller pretrained models poses questions on their effectiveness
in retrieving content and generating answers related to automotive cybersecurity issues. To
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bridge this gap, this paper explores efficient solutions for Retrieval-Augmented Generation
(RAG) architecture for automotive cybersecurity relying on open-source LLMs. It presents
a cost-effective Retrieval Augmented Generation (RAG) system, relying on open-source
LLMs, to support cybersecurity verification, vulnerability assessment, and penetration
testing tailored to the automotive domain. The primary goal is to determine whether RAGs
incorporating small open-source models are competitive with large proprietary LLMs
within the scope of automotive engineering. By leveraging open-source LLMs, compa-
nies and private users can rely on in-house RAG systems, partly mitigating service costs,
availability, and security issues.

The main paper contributions are detailed below.

(C1) We design and populate a corporate Graph Knowledge Base (GKB), including both
public and proprietary data about cybersecurity reports, vulnerabilities, risk metrics,
and attack paths related to the automotive field.

(C2) We generate a question-answering testing benchmark curated by automotive cyberse-
curity experts to assess RAG’s generative capabilities under multiple aspects.

(C3) We design and implement several RAG system versions integrating four different
content retrieval strategies, based on both syntactic and semantic search, and four
open-source LLMs with less than 10 billion parameters and compare them with a
baseline including a renowned proprietary LLM (with 100+ billion parameters).

(C4) We thoroughly evaluate the RAGs retrieval performance using standard metrics [16]
on both the testing benchmark relative to automotive cybersecurity and a publicly
available, general-purpose cybersecurity benchmark proposed by [10]. Our RAG
framework outperforms state-of-the-art approaches on both datasets.

(C5) We compare the generative LLM capabilities on the automotive benchmark through
human expert validation. Notably, the average performance of open-source LLMs
is promising and competitive in some respects compared to that of proprietary,
larger models.

The outline of the paper’s content is as follows. Section 2 reviews the related literature.
Section 3 presents the Retrieval-Augmented Generation framework, specifically the GKB
(see Section 3.1) and the RAG pipeline (see Section 3.2). Sections 4 and 5 respectively report
the experimental setup and the main results. Section 6 presents representative examples of
questions and RAG answers. Finally, Section 7 draws conclusions and discusses the future
lines of research.

2. Literature Review
2.1. AI for Automotive Cybersecurity

The recent growth of the cybersecurity area has fostered initiatives to collect, orga-
nize, and provide access to open standard data such as the Common Vulnerabilities and
Exposures (CVE) program by NIST (https://nvd.nist.gov/vuln, latest access: 15 May 2026),
the MITRE’s Common Weaknesses Enumeration (https://cwe.mitre.org/, latest access:
15 May 2026), and the MITRE ATT&CK framework (https://attack.mitre.org/, latest access:
15 May 2026).

Several research efforts have recently been devoted to applying Machine Learning
and Artificial Intelligence techniques to the released data. Akhoundali et al. [17] released a
large-scale CVE set with the associated fix commits, whereas Turtiainen et al. [18] applied
Natural Language Processing techniques to automatically assign information about Com-
mon Weakness Enumerations (CWEs) to vulnerability descriptions. Surveys of specific
in-domain applications are also available. Al-Sada et al. [19] explore the main use cases, ap-
plication scenarios, and methodologies adopted on top of MITRE ATT&CK. Elder et al. [20]
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review the literature on the automatic assessment of software vulnerability exploitability,
whereas Nicol et al. [21] illustrate how CWEs are used in industrial control systems.

In the automotive domain, a relatively limited number of approaches have been
designed for in-vehicle cybersecurity [3]. Most existing studies rely on either offline
data processing [22], cloud computing [23], or Big Data architectures [24] to overcome
computational challenges. A survey of automotive cybersecurity solutions is given in [1].

2.2. Retrieval-Augmented Generation for Cybersecurity Applications

RAG frameworks are LLM-based systems that generate pertinent responses to natural
language questions by leveraging an external knowledge base. They have already found
applications in several domains, including cybersecurity [8].

The most recent applications of RAGs for cybersecurity are listed below.

• CyberMetric [13] is a benchmark to evaluate LLMs’ cybersecurity knowledge by pro-
viding multiple-choice Questions and Answers (Q&A). Q&As are first automatically
generated by the GPT-3.5 Turbo LLM and then randomly validated by human experts.

• Fayyazi et al. [14] apply LLMs and RAGs to cyber attack Tactics, Techniques, and Proce-
dures (TTPs) from the MITRE ATT&CK framework. They show that RAGs outperform
the classical GPT-3.5 LLM in generating TTP interpretations and summaries.

• Rajapaksha et al. [10] design and test a RAG system for cyber attack investigation
and attribution. They compare RAG performance using both GPT 4o and GPT 3.5,
showing that GPT 4o is less sensitive to hallucination effects.

• Zhao et al. [25] propose a question-answering chatbot grounded in an in-domain ontology.
• Simoni et al. [26] presented a Mixture of RAG Experts relying on a non-parameter

knowledge base, enabling continuous knowledge enrichment without model retraining.
• Bussari et al. [27] proposed a RAG system for enterprise networks. Their main pur-

pose is to overcome hallucination effects in enterprise context and provide better
auditability for regulated environments.

2.3. Position of the Present Work

To the best of our knowledge, this work is the first attempt to design and test RAGs
for automotive cybersecurity. Unlike CyberMetric [13], our testing benchmark consists of
open-ended questions. Hence, it evaluates LLM generative capabilities beyond retrieval
performance. The work from Fayyazi et al. [14] generated interpretations rather than
direct responses. Thus, their research goal is significantly different. Moreover, all prior
RAGs [10,13,14] rely on proprietary models of the GPT family. Conversely, our work
specifically addresses evaluating open-source, cost-effective models to assess the generative
capabilities compared to proprietary LLMs.

3. The Retrieval-Augmented Generation Framework
We designed and implemented a RAG framework on top of the GKB to address

question-answering on automotive cybersecurity. Sections 3.1 and 3.2 describe the GKB
and the RAG pipeline, respectively.

3.1. Graph Knowledge Base

The Graph Knowledge Base stores private and public data related to cybersecurity
verification in the automotive field. We adopted a graph structure [28] to meet the follow-
ing requirements:

• Source data are mostly in non-tabular format (e.g., text-only documents, visually rich
documents, presentation slides, programming code).
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• Metadata information is highly variable (data descriptions likely change from one source
to another), partly missing, and includes multimodal content (i.e., it includes not only
tabular values but also free text, images, and videos).

• Outcomes are not tailored to a specific data format, have a binary type (i.e., Information
Gathering or Testing), and, depending on the type, are characterized either by a pass
level (Testing) or raw data (Information Gathering).

• Vulnerabilities are classified according to the multi-level CVE standard.
• Metrics are defined according to various standards (e.g., CWE) and can be associated

with specific targets.

We adopted a GKB stored in AWS Neptune (https://aws.amazon.com/neptune/
?nc1=h_ls, latest access: 15 May 2026) because (1) it efficiently handles unstructured data
partially annotated with metadata; (2) it models the underlying relations between concepts
as edge connections between graph nodes and uses them for content indexing, sharding,
and replication; and (3) it exploits data and metadata relations for effective and efficient
content retrieval and ranking.

Regarding the data sources, the GKB contains different varieties of public information:

• Known vulnerabilities;
• Metrics, used to enrich the vulnerability information;
• Known weaknesses, and, where available, the relations between CWEs and the cor-

responding Common Vulnerabilities and Exposures (CVEs), as weaknesses are the
underlying cause(s) of a vulnerability;

• Frameworks, based on adversary tactics and techniques, defensive strategies, and cyber
threats to embedded devices;

• Known automotive attacks, a collection of known automotive attacks relevant due to the
presence of useful metadata (e.g., attack surfaces, services, etc.).

Together with public data, the proprietary GKB includes private data that originated
from cybersecurity testing, including tests for requirements verification, fuzzing, scripting,
and attack simulation. The objective is to collect all cybersecurity data that satisfy the needs
of vehicle manufacturers, which commonly face challenges uncovered by open-source
RAGs. Specifically, proprietary data primarily represent the landscape of automotive test-
ing, focusing on critical components and communication systems within modern vehicles,
such as Electronic Control Units (ECUs), fundamental elements of modern automotive
electronics. Examples of data include (1) Controller Area Network (CAN) buses, i.e., a
robust vehicle bus standard facilitating efficient communications between ECUs; (2) Uni-
fied Diagnostic Service (USD) protocols, a diagnostic communication protocol used in
ECUs within automotive electronics; and (3) Local Interconnect Network (LIN) proto-
cols, designed for communication between vehicle components. The above-mentioned
set of examples, generically specified due to confidentiality reasons, are representative
of a wider set of components, systems, and protocols that are relevant to the domain of
automotive cybersecurity.

3.2. Retrieval-Augmented Generation Pipeline

The RAG pipeline, depicted in Figure 1, consists of the following steps:

(0) Data Ingestion, which populates the Graph Knowledge Base with public and propri-
etary data.

(1) Prompt + Query, where the end-user submits a natural language question relative to
the automotive cybersecurity.

(2) Query-based Retrieval, which forwards the end-user query to the content retrieval module.
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(3) Context Generation, where the retriever returns the top-k relevant information (i.e., the
query context).

(4) Context-Enriched Prompting, which prompts the LLM with both input query and
retrieved context.

(5) Answer Generation, which returns the query response.

Figure 1. Sketch of the Retrieval-Augmented Generation framework.

3.2.1. Data Ingestion

To incorporate data from the various sources, it was necessary to implement a pre-
processing step to convert the data into a format that the graph database could accept
for bulk loading. Following this process, data was loaded as nodes with different meta-
data, such as the label (i.e., the name of the node’s family), description, creation date, etc.
Furthermore, to model the relationships between these nodes, different types of edges
were created within the database. Upon completion of the knowledge graph, a replication
process was implemented, using a Neptune functionality to ensure that the nodes were
replicated within an OpenSearch index (https://opensearch.org/, latest access: 15 May
2026) in JSON-like documents. This enabled the execution of both syntactic and semantic
searches. In particular, the encoding required for the latter was performed exclusively
on a curated selection of metadata for each family of nodes. The metadata selection was
determined based on criteria including, but not limited to, the level of verbosity and the
degree of relevance to the subject in question. For example, the description field was always
included in the set of metadata to be encoded. To maintain informative data, the label of a
node was also encoded. Since textual metadata were less than 1000 characters, during data
ingestion, it was not necessary to implement text chunking. Therefore, nodes coming from
Neptune were not split into different OpenSearch documents.

3.2.2. Context Retriever

We integrated two complementary retrieval modules, i.e., syntactic search and semantic
search. Both of them returned the top-K chunks in the GKB data that were most relevant
to the input query. Each chunk consisted of the textual label and description of a GKB
node. Syntactic search relied on keyword-based content matching and maximized the
BM25 similarity [29], whereas semantic search maximized the cosine similarity between the
query embedding and the embedding of the data chunk. To implement the search modules,
we employed the functions provided by the OpenSearch index.

To deeply explore the RAG retrieval capabilities, we designed and implemented the
following RAG variants:

• Syntactic RAG: This prompts the LLM with the query along with the context retrieved
by the syntactic search only;
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• Semantic RAG: This prompts the LLM with the query and the context retrieved by the
semantic search only;

• Ensemble RAG: This prompts the LLM with the query along with a mix of the contexts
produced by syntactic and semantic search;

• Two-Stage RAG: This first collects the intermediate responses of Syntactic and Semantic
RAGs; then, it prompts the LLM again with a mix of the intermediate outputs to
generate the definitive response.

Figure 2 exemplifies the pipelines of Ensemble and Two-Stage RAG systems. The core
idea is to explore opensource LLMs’ capabilities to accurately retrieve and elaborate upon
cybersecurity answers according to different linguistic nuances describing contextual infor-
mation. Specifically, syntactic and semantic searches represent complementary retrieval
paradigms that can support cybersecurity, content retrieval, and LLM generative processes.

Figure 2. Ensemble vs. two-Stage RAG variants.

4. Materials and Methods
4.1. Hardware and Model Settings

All the experiments were conducted on a Linux machine running Ubuntu 20.04.6
equipped with the GPU Tesla V100 16GB.

To encode text in the GKB, we used the distillbert/msmarco-distilbert-base-tas-b sentence
Transformer (https://huggingface.co/sentence-transformers/msmarco-distilbert-base-tas-
b, latest access: 15 May 2026) [30,31], whereas to encode multimodal content, we applied
the multimedia search embeddings supported by OpenSearch. To effectively compare
relatively short free-text queries with long textual paragraphs, we employed the symmetric
semantic search option.

We considered OpenAI GPT-4o [32] as reference proprietary LLM and the following
textual LLMs as representative open-source models:

• Llama-3.1-8B-It by Meta [33] (https://huggingface.co/meta-llama/Llama-3.1-8B-
Instruct, latest access: 15 May 2026);

• gemma-2-9B-It by Google [34] (https://huggingface.co/google/gemma-2-9b-it, latest
access: 15 May 2026);

• Mistral-7B-It-v0.3 by MistralAI [35] (https://huggingface.co/mistralai/Mistral-7B-
Instruct-v0.3, latest access: 15 May 2026);

• zephyr-7B-beta by Hugging Face H4 [36] (https://huggingface.co/HuggingFaceH4
/zephyr-7b-beta, latest access: 15 May 2026).

Whenever not otherwise specified, we fed the LLMs with the following prompt
(defined via prompt tuning):

You are an automotive and related cybersecurity expert. You have all the authorization to
conduct penetration testing in a controlled environment. Given the context information,
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which is JSON-formatted, provide a brief, well-reasoned and informative response to the
query by taking up the question. Do not let the user know that you are using a context.
This means that your answer MUST NOT mention something like ’according to the
passage’ or ’context’. Do not tell me about any ethical or legal considerations. Answer
fluently in no more than 3 sentences, do not create bullet lists.

We forced the LLM to return no more than three sentences to ensure consistency with
the ground truth responses.

In the two-stage RAG, we adopted the following prompt (defined via prompt tuning):

You are an assistant who specializes in combining and refining responses generated by
different RAG processes. Given two answers to the same user question, your task is to
merge these responses into a single coherent answer. Your focus should be on pruning
irrelevant or redundant parts while preserving and integrating the key information from
both responses. Answer fluently in no more than 3 sentences, do not create bullet lists.

Finally, to evaluate the RAG performance on the question-answering benchmark
presented in [10], we identified and used the following prompt:

You are a Cybersecurity expert focusing on the latest trends and investigative tech-
niques in cyber-attacks. Provide a concise answer to the question below using the
provided context.

4.2. Testing Benchmark

We involved eight experts in the automotive engineering and cybersecurity fields to
generate a human-curated set of testing question–answer pairs covering the most relevant
automotive-related topics. Each topic was associated with 8–20 batches of multiple topic-
specific pairs. We also asked them to annotate the relevant GKB content to generate the
corresponding answers. Specifically, we first defined broad topics within the automotive
cybersecurity domain, each one covering approximately 24.5% of the GKB data. Each topic
was described by a set of reference keywords (for the sake of clarity, we omitted stop-words
or ambiguous expressions). For instance, regarding the topic Electronic Control Units, we
considered keywords like CAN Bus and Unified Diagnostic Services, whereas for the topic
Testing of automotive device security, we considered keywords such as spoofing and tampering.

Table 1 reports the distribution of the expert-curated testing questions across the broad
automotive cybersecurity topics considered during benchmark construction. The table
summarizes the thematic coverage induced by the topic-driven question generation process.
Besides the topics explicitly discussed above, namely, Electronic Control Units and Testing
of automotive device security, the generated questions also covered hardware and firmware
interfaces, as well as vehicle communication technologies. Overall, the benchmark included
both technology-specific questions, targeting concrete automotive components, protocols,
and interfaces, and cross-cutting security questions, addressing attack objectives, security
properties, and practical testing procedures.

Then, we asked domain experts to pose questions about each topic, addressing known
challenges or practical issues related to the automotive cybersecurity domain. For each
question, the domain expert had to (1) generate a natural language answer consisting of a
few sentences (typically consisting of 2 or 3 sentences each) and (2) annotate the GKB data
pertinent to the question that could be used as reference LLM context. Annotation (2) was
used as ground truth for the content retrieval stage, whereas (1) was exploited to evaluate
the LLM generative capabilities conditioned to the posed questions.
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Table 1. Distribution of the expert-curated testing questions across broad automotive cybersecurity
topics. Number of question per topics and corresponding coverage are presented.

Topic # Batches Coverage

Electronic Control Units 8 16%
Testing of automotive device security 14 28%
Hardware, firmware, and debug interfaces 11 22%
Vehicle communication technologies and interfaces 17 34%

Total 50 100%

The dataset of model-generated answers under different RAG configurations is avail-
able for research purposes only, upon request to the authors (https://zenodo.org/records/
19727315, latest access: 29 June 2026).

To accomplish the annotation task, we considered a portion of the GKB that was mostly
used during the everyday activities of the domain experts. We provided each annotator with
the following guidelines for question-answering test generation and GKB content annotation:

• Provide question–answer samples relevant to the selected topics within the automotive
cybersecurity domain;

• Generate concise yet exhaustive answers;
• Retrieve relevant content through manual content exploration (not simply using

keyword-based search);
• Diversify the context selection, whenever appropriate, to cover the whole set of

available documents;
• When contextual information is repeated in multiple documents or in multiple document

parts, annotate all the pertinent sources, i.e., admit redundancy at the retrieval stage.

Table 2 shows five examples of question–answer pairs extracted from the expert-
curated collection. The input topic keywords are highlighted in red. Each question ad-
dresses a potentially critical issue of the electronic and communication systems commonly
used in modern vehicles. These aspects include but are not limited to CAN bus com-
munication, Unified Diagnostic Service (UDS) protocols, and in-vehicle communication
vulnerabilities. For instance, the sample with ID 1 regards the tools for testing message
injection on the CAN bus communication interface, which is directly tied to the need to
evaluate the robustness of in-vehicle communication protocols against unauthorized inter-
ventions. Similarly, the sample with ID 2 is related to the brute force of UDS security access
authentication. Both the aforementioned questions simulate real-world testing practices
aimed at uncovering vulnerabilities in diagnostic protocols. The samples with IDs 3, 4, and
5, respectively, refer to the well-known in-vehicle man-in-the-middle attacks, communi-
cation BUS message injection, and radio communication attacks. These attacks represent
potential threats to modern vehicles, as they target specific in-vehicle systems and wireless
communication channels that play critical roles in vehicle operation and user safety.

4.3. Evaluation Metrics

We employed specific performance metrics to evaluate the content retrieval and
response generation steps.

4.3.1. Retrieval Metrics

Given the top-K retrieved chunks, we evaluated them against the ground truth anno-
tations in the GKB. To this end, we employed the established Precision@K and Recall@K
metrics [37], as well as their harmonic mean (i.e., F1-Score@K). Their definitions follow.
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Precision@K =
Number of relevant chunks in top-K list

K
(1)

Recall@K =
Number of relevant chunks in top-K list

Total number of relevant chunks in the GKB
(2)

F1-Score@K =
2 · Precision@K · Recall@K
Precision@K + Recall@K

(3)

where K is the number of retrieved chunks.

Table 2. Examples of question–answer pairs extracted from the testing benchmark. Topic keywords
are highlighted in red.

Sample
ID Question Ground Truth Answer

1
What tools are necessary for test-
ing message injection on CAN
bus communication interface?

The only hardware required for testing frame injection over
a CAN bus is a CAN communication module (e.g., USB to
CAN/CAN FD adapter). From a software point of view, any
tool and/or library allowing to send frames over the CAN
bus, compatible with the selected HW, would be enough to
inject frames.

2
Tell me how to perform a test to
attempt to bruteforce the security
access authentication on UDS.

Test of brute force attack against UDS SecurityAccess would
require sending repeated attempts of “sendKey" request with
a different key for each attempt. The key can be calculated by
applying a common logical operation to the seed received by
the ECU (e.g., XOR, SHIFT, . . . ).

3
Can you list the security proper-
ties violated if a in-vehicle man-
in-the-middle attack is done?

Passive man-in-the-middle attacks would violate the confiden-
tiality of data transmitted over the communication channel,
e.g., an adversary may eavesdrop on data while in transit.
Active man-in-the-middle attacks would violate the integrity
and availability of data transmitted over the communication
channel, e.g., an adversary may modify or delete data while
in transit.

4
What are the consequences of
communication bus message in-
jectionion tests?

It depends on what type of messages are injected and what
ECUs receive them (and how the messages are handled). Typ-
ically, the consequences could be a service interruption from
the recipients, a behaviour not compliant with the expected
one (it could cause damages on other ECUs within the same
CAN bus, LIN bus, remote network, etc.)

5 Which attacks can affect the ra-
dio communication of a vehicle?

By manipulating radio signals, hackers can gain unauthorized
access to a vehicle without leaving a trace. The attacks can be
different: the replay attack for example is based on record a
radio signal and play it back at later time to cause undesired
activation or deactivation of a vehicle function. Moreover, at-
tackers can eavesdrop on radio signals to intercept potentially
sensitive information about the vehicle and/or the user or use
the keyless entry system to attack.

The precision indicates the RAG’s effectiveness in accurately shortlisting the data
chunks in the top-K list, whereas the recall indicates the ability to retrieve as many relevant
chunks as possible.

Moreover, we also computed the Mean Reciprocal Rank (MRR), which measured the
RAG’s ability to include relevant results at the top of the ranking. Given a set of queries,
Q = {q1, q2, . . . , q|Q|}, and for every query in the top-K list of retrieved chunks, the Recip-
rocal Rank (RR) of query qi was defined by

RR(qi) =
1
ri

(4)

where ri is the rank of the first relevant chunk in the retrieved list for qi. If no relevant
chunk was retrieved, then RR(qi) = 0. The MRR was then computed as the average of the
RR over all queries:
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MRR =
1
|Q|

|Q|

∑
i=1

RR(qi) (5)

A high MRR value indicates that, on average, the first relevant chunk is placed at the
top of the ranking.

To perform a fair comparison with [10], we assessed retrieval performance using the
standard RAGAs library [16]. Beyond Precision@K, Recall@K, F1-Score@K, and MRR, it
also considered the Context Entity Recall@K. This was a variant of Recall@K that accounted
for the contemporary presence of the same textual entities in the reference answer and
retrieved context. Specifically, the quality of the retrieval step was measured by counting the
percentage of entities in the ground truth answers that were in the corresponding retrieved
context as well. Let GE and CE be the set of entities present in the reference answer and
retrieved context, respectively. The formal definition of Context Entity Recall@K follows.

Context Entity Recall@K =
|CE ∩ GE|

|GE| (6)

4.3.2. Evaluation of the Answer Generation Step

We compared the answer generated by the LLM with the ground truth answer avail-
able in the testing dataset. To this end, we adopted the following performance metrics
established for sequence-to-sequence NLP tasks such as text paraphrasing, summarization,
and machine translation:

• Syntactic metrics: We computed the established ROUGE [38] scores, which counted
the number of overlapped units of text between expected and generated summaries.
Then, we considered the ROUGE-1, ROUGE-2, and ROUGE-L F1 Scores, which refer
to unigrams, bigrams, and the longest common subsequence, respectively.

• Semantic metrics: We estimated the semantic similarity according to the BERTScore F1
Score [39], which measured the similarity in the Sentence–BERT embedding space [30].
Furthermore, we also evaluated the factual consistency of the generated and ground
truth answers within the retrieved context by using the faithfulness metric defined in
the RAGAs library [16]. Specifically, this was defined by the fraction of the number of
claims in the generated answer that could be inferred from the given context and the
total number of claims in the generated answer.

5. Experimental Results
This section reports the main results achieved in the experimental evaluation.

Section 5.1 analyzes the RAG retrieval performance by comparing the results achieved
by different strategies. Sections 5.2 and 5.3 evaluate the quality of the generated answers
using quantitative performance metrics, whereas Section 5.4 summarizes the results of the
human experts’ assessment of the generated answers, with particular attention paid to the
comparison between open-source and proprietary LLMs.

5.1. RAG Retrieval Performance
5.1.1. Results for the Automotive Cybersecurity Benchmark

Figure 3 shows the effect of varying the number K of retrieved chunks on the retrieval
performance using syntactic and semantic searches. The best performance, in terms of
average F1-Scores@K (0.58 for semantic retriever and 0.35 for syntactic retriever), was
achieved by retrieving K = 3 chunks. Retrieving a large number of chunks yielded worse
performance, mainly due to a decrease in retrieval precision, which was not compensated
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by the recall increase. Semantic search obtained consistently better performance than
syntactic similarity as it also captured more subtle textual dependencies.

We also compared the MRR scores achieved by the syntactic and semantic retrievers.
The average results (0.79 semantic retriever, 0.28 syntactic retriever) confirm the higher
ability of semantic search to understand the underlying meaning and context of the input
queries, allowing it to more accurately match relevant documents even when syntactically
matching keywords are not present.

Figure 3. RAG retrieval. Effect of K on the F1-Score performance averaged over all LLMs and prompts.

5.1.2. Results for the Public Cybersecurity Dataset

We also evaluated the RAG retrieval performance on the question-answering bench-
mark released by [10]. Unlike the automotive testing benchmark, it focused on generic
cyber-attack attribution and investigation rather than on automotive cybersecurity. To
enable RAG retrieval, we added the documents recommended by the paper authors to the
GKB. During the insertion process, each document was divided into chunks of 1000 charac-
ters, with an overlap of 200 characters. Since the code of the RAG presented by [10] was
not publicly available, we compared our performance scores with those reported in the
referenced paper. Figure 4 shows the Precision@K, Recall@K, and Context Entity Recall@K
median scores and confidence intervals over all question–answer pairs and combinations
of LLM and retrieval strategy. The corresponding median scores achieved by [10] are
indicated by the red lines. For all the considered metrics, our approach outperformed the
state-of-the-art method.

Figure 4. Average retrieval performance scores (and the corresponding confidence intervals) of
semantic RAG compared with those reported in [10] (indicated by the red lines). Public cybersecu-
rity benchmark.
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5.2. Quantitative Evaluation of the Generated Answers

Table 3 compares the four retrieval and aggregation strategies regarding the quality of
the generated answers. Semantic RAG performed the best, surpassing the ensemble and
two-stage approaches as well. Mixing syntactic and semantic approaches was not beneficial
in most cases, likely due to the relative redundancy of the mixed outputs.

Table 3. Effect of the RAG retrieval strategy on the quality of the generated answers. Performance
scores were averaged over all LLMs and prompt settings. Automotive cybersecurity dataset. The
best performance score is written in boldface.

RAG Variant Rouge-1
F1-Score

Rouge-2
F1-Score

Rouge-L
F1-Score

BERTScore
F1-Score

Syntactic RAG 0.292 ± 0.033 0.060 ± 0.014 0.178 ± 0.021 0.098 ± 0.059
Semantic RAG 0.364 ± 0.045 0.124 ± 0.020 0.229 ± 0.021 0.208 ± 0.059
Ensemble RAG 0.341 ± 0.040 0.114 ± 0.019 0.214 ± 0.022 0.161 ± 0.066
Two-Stage RAG 0.310 ± 0.025 0.077 ± 0.013 0.184 ± 0.018 0.158 ± 0.038

5.3. LLM Performance Comparison

We evaluated the LLMs’ ability to generate responses similar to those produced by hu-
man experts. Table 4 compares the average similarity scores, expressed in terms of ROUGE,
BERTScore, and Faithfulness metrics, achieved by both opensource and proprietary LLMs,
in the semantic RAG scenario on both the automotive cybersecurity dataset and the public
general-purpose datasets. For the sake of readability, the full set of results achieved by
every combination of LLM and RAG strategy is given in the Appendix A.

The proprietary GPT-4o LLM averagely performed the best, but the performance
was on par with (or slightly lower than) the opensource Llama-3.1 model, which was
substantially smaller (8 billion of parameters vs. >102B of GPT-4o). This indicates that, in
general, RAG generative capabilities do not substantially degrade while adopting open-
source, cost-effective models.

The average faithfulness score achieved by our approach on the public dataset con-
sidering all models (0.706 ± 0.387) was significantly higher than those obtained by the
state-of-the-art model [10] (0.625).

Table 4. Average performance score (±standard deviation) of semantic RAG on both the considered
datasets. The best performing LLM performance is written in boldface.

Dataset LLM Rouge-1
F1-Score

Rouge-2
F1-Score

Rouge-L
F1-Score

BERTScore
F1-Score

Faithfulness
Score

Automotive
cybersecurity

Llama-3.1-8B-It 0.392 ± 0.107 0.139 ± 0.090 0.248 ± 0.077 0.251 ± 0.127 0.445 ± 0.235
gemma-2-9B-It 0.379 ± 0.142 0.122 ± 0.118 0.231 ± 0.088 0.245 ± 0.164 0.390 ± 0.308

Mistral-7B-It-v0.3 0.388 ± 0.123 0.132 ± 0.109 0.236 ± 0.066 0.209 ± 0.168 0.385 ± 0.236
zephyr-7B-beta 0.274 ± 0.063 0.087 ± 0.054 0.175 ± 0.045 0.082 ± 0.107 0.387 ± 0.316

Mean (opensource) 0.358 ± 0.108 0.120 ± 0.093 0.223 ± 0.069 0.197 ± 0.141 0.402 ± 0.274

GPT-4o (proprietary) 0.385 ± 0.133 0.140 ± 0.125 0.253 ± 0.086 0.254 ± 0.149 0.602 ± 0.212

General-purpose
cybersecurity

Llama-3.1-8B-It 0.268 ± 0.158 0.137 ± 0.154 0.229 ± 0.163 0.198 ± 0.206 0.798 ± 0.364
gemma-2-9B-It 0.257 ± 0.207 0.126 ± 0.160 0.211 ± 0.187 0.067 ± 0.333 0.587 ± 0.444

Mistral-7B-It-v0.3 0.281 ± 0.151 0.140 ± 0.138 0.244 ± 0.149 0.238 ± 0.180 0.721 ± 0.394
zephyr-7B-beta 0.170 ± 0.111 0.072 ± 0.078 0.139 ± 0.099 0.111 ± 0.166 0.604 ± 0.399

Mean (opensource) 0.268 ± 0.156 0.135 ± 0.132 0.228 ± 0.149 0.187 ± 0.221 0.677 ± 0.400

GPT-4o (proprietary) 0.362 ± 0.200 0.201 ± 0.200 0.316 ± 0.202 0.323 ± 0.195 0.818 ± 0.332
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Inference Cost Analysis

To further assess the cost-effectiveness of the proposed RAG variants, we estimated the
inference cost required to generate the answers of the automotive cybersecurity benchmark.
For the proprietary GPT-4o model, the monetary cost was computed from the number of
processed input and output tokens. We used the GPT-4o API pricing available at the time
of the analysis, namely, pin = $2.50 per million input tokens and pout = $10.00 per million
output tokens. The API cost was computed as follows:

CAPI =
Tin

106 · pin +
Tout

106 · pout, (7)

where Tin and Tout denote the estimated number of input and output tokens, respectively,
while pin and pout denote the corresponding prices per million tokens.

For open-source models executed locally, no provider-side per-token fee applied.
Their monetary cost depended on the deployment scenario, including hardware ownership,
utilization rate, energy price, cooling overhead, and maintenance. For this reason, rather
than assigning a universal per-token price to local models, we report a marginal energy
cost estimate. This estimate represents a lower bound on the cost of running inference on
already available in-house hardware. Specifically, the local energy-only inference cost was
computed as

Cenergy
local =

Tproc

r · 3600
· cenergy

GPU-hour, (8)

where Tproc is the total number of processed tokens, r is the assumed inference throughput
in processed tokens per second, and cenergy

GPU-hour is the hourly energy cost of operating the
GPU. In the energy-only scenario, cenergy

GPU-hour was estimated from the GPU power consump-
tion and the electricity price:

cenergy
GPU-hour = PGPU · ckWh, (9)

where PGPU is the GPU power consumption in kW and ckWh is the electricity price per
kWh. For the local open-source setting, we used the assumptions reported in Table 5.
We set PGPU = 0.25 kW, corresponding to the nominal 250 W power envelope of the
Tesla V100 GPU used in our experiments. We set ckWh = $0.30/kWh as a conservative
electricity price scenario. Finally, we assumed r = 20 processed tokens/s as a conservative
average throughput for the considered 7B–9B open-source models on a Tesla V100. Since
actual throughput depended on implementation details, batching, quantization, prompt
length, and decoding parameters, the resulting values should be interpreted as indicative
lower-bound energy costs rather than full ownership costs.

Table 5. Assumptions used for the marginal energy cost estimate of local open-source inference.

Variable Value Interpretation

PGPU 0.25 kW Nominal Tesla V100 power envelope
ckWh USD0.30/kWh Conservative electricity price scenario
r 20 tokens/s Assumed average processed-token throughput
cenergy

GPU-hour USD0.075/h Marginal GPU energy cost

Table 6 reports the estimated inference costs. Semantic RAG achieved the lowest
GPT-4o cost, equal to USD0.159 over the whole benchmark. Syntactic RAG and ensemble
RAG had comparable costs, whereas two-stage RAG was substantially more expensive
because it required three LLM calls per question. The same trend was observed for the local
open-source setting, where two-stage RAG required a higher number of processed tokens
and, therefore, a higher marginal energy cost. These results indicate that semantic RAG
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offers the most favorable cost-effectiveness profile among the evaluated configurations:
it achieves the best answer generation performance while requiring the lowest estimated
GPT-4o API cost and a limited marginal energy cost under local open-source deployment.

Table 6. Estimated inference cost over the whole benchmark. GPT-4o costs used the API pricing
available at the time of the analysis; local open-source values were averaged over the four locally
executed models.

RAG Estimated
Input Tok.

GPT-4o
Output Tok.

GPT-4o
Cost
USD

Local
Output Tok.

Avg.

Local
Energy Cost
Avg. USD

Semantic 45,843 4463 0.159 6158 0.054
Syntactic 45,843 4875 0.163 6764 0.055
Ensemble 45,843 5104 0.166 6718 0.055
Two-Stage 107,467 15,312 0.422 20,307 0.137

5.4. Human Expert Validation

We involved PhD-level experts in cybersecurity to validate the quality of the RAG
responses. We asked the involved experts to submit an evaluation form based on the
answers generated from a sample of input questions. Based on the results reported in
Sections 5.1 and 5.2, we focused the human evaluation on the answers produced by the
semantic RAG, including both proprietary and open-source LLMs.

For each generated answer, human experts evaluated the following aspects:

1. Appropriateness for the automotive cybersecurity context (from 1 to 5, the higher
the better);

2. Relevance to plan security assessment (from 1 to 5, the higher the better);
3. Relevance to actually perform security assessment (from 1 to 5, the higher the better);
4. Completeness (from 1 to 5, the higher the better);
5. Presence of hallucinations (from 1 to 5, the lower the better).

Figure 5 summarizes the results of the human evaluation, paying particular attention
to the comparison between proprietary and open-source LLMs. In general, both families of
LLMs received significant positive feedback across all metrics, i.e., average scores above
3 for questions (i)–(iv) and below 0.5 for questions (v). Open-source LLMs showed com-
petitive performance against the proprietary GPT-4o model across all evaluated aspects.
GPT-4o performed slightly better than open-source ones in terms of the level of suppression
of the hallucination effects, as open-source LLMs sometimes produced results that deviated
from factual correctness.

It is worth noticing that the human evaluators, who were unaware of the type of
LLM used to generate the response they were evaluating, detected subtle differences in
LLM performance that were not captured by the classical quantitative metrics, such as the
fluency of the response and the pertinence to the common knowledge within the domain
of automotive cybersecurity. Notably, in terms of pertinence, relevance, and completeness,
the open-source LLMs’ answers were in line with those provided by the larger, proprietary
model. We deem the aforesaid nuances captured by the human evaluation very important
to assess the usability of open-source LLMs in real-world applications. Overall, the reported
findings confirm their usability in the automotive cybersecurity field.
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Figure 5. Human evaluation of the generated answers. Comparison between proprietary and
open-source LLMs.

6. Examples of Questions and Answers
In Table 7, we report representative examples of questions and RAG answers. Since

the main focus of the present work is on automotive cybersecurity, here, we comment on an
example selected from our testing benchmarking. For the sake of completeness, additional
question–answer examples generated from the public cybersecurity benchmark [10] are
given in the Appendix B.

Table 7. Examples of answers to the following question extracted from our automotive cybersecurity
dataset: Tell how to perform a test to attempt to brute force the security access authentication on UDS.

RAG LLM: Answer

Syntactic
RAG

Llama-3.1-8B-It (opensource): To perform a test to attempt to brute force the security access authentication on UDS (Unified Diagnostic
Services), I would start by sending a large number of authentication requests with different credentials to the UDS server, using a
tool like uds-client or a custom script. This would involve sending a series of Authenticate requests with varying combinations of
username, password, and other authentication parameters. The goal is to exhaustively test all possible combinations of credentials to
identify any potential vulnerabilities in the authentication mechanism.

GPT-4o (proprietary): To perform a test to attempt to brute force the security access authentication on UDS (Unified Diagnostic Services),
you would need to send a series of diagnostic requests with incrementing or varying security keys to the ECU (Electronic Control Unit)
until the correct key is found. This involves capturing the seed value provided by the ECU, generating potential keys using a known
algorithm or brute force method, and sending these keys back to the ECU to gain access.

Semantic
RAG

Llama-3.1-8B-It (opensource): To perform a test to attempt to brute force the security access authentication on UDS, first, identify the
pinouts related to the target network and connect them to a hardware adapter or converter. In case of an external adapter or converter,
connect it to the test PC. Then, use weak cryptographic algorithms, such as all-zero keys or XOR, to simulate a bruteforce attack against
the UDS security access authentication.

GPT-4o (proprietary): To perform a test to attempt to brute force the security access authentication on UDS, first, identify the pinouts
related to the target network and connect the pins to a hardware adapter or converter. Then, connect the hardware adapter or converter
to the test PC. Use weak cryptographic algorithms, such as all-zero key or XOR, to systematically guess the security access authentication,
ensuring that the authentication is not cracked before the stopping condition is reached.

Ensemble
RAG

Llama-3.1-8B-Instruct (opensource): To perform a test to attempt to brute force the security access authentication on UDS, follow
these steps: 1. Identify the pinouts related to the target network and connect them to a hardware adapter or converter. 2. In case of an
external hardware adapter or converter, connect it to the test PC. 3. Use a list of common weak cryptographic algorithms (e.g., all-zero
key, XOR) to simulate a brute force attack on the UDS security access authentication. 4. Monitor the UDS system for any signs of
authentication failures, account lockouts, or other indicators of a successful brute-force attack. 5. Verify if the UDS system enforces a
time delay when one or more authentication attempts have failed and if the time delay is kept even if the UDS is reset or switched to a
different diagnostic session.

GPT-4o (proprietary): To perform a test to attempt to brute force the security access authentication on UDS, first identify the pinouts
related to the target network and connect them to a hardware adapter or converter, then connect this setup to the test PC. Use known
weak cryptographic algorithms, such as all-zero keys or XOR, to attempt to brute force the security access authentication. The objective
is to verify if the ECU uses weak cryptographic algorithms for diagnostic access authentication and ensure that the security access
authentication is not cracked before the stopping condition is reached.
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Table 7. Cont.

RAG LLM: Answer

Two-Stage
RAG

Llama-3.1-8B-It (opensource): To perform a test to attempt to brute force the security access authentication on UDS, first identify
the authentication protocol used by the UDS system, which is typically based on the CAN bus. Then, use a tool like CANalyze or a
CAN bus sniffer to capture the authentication packets exchanged between the UDS client and server, and analyze the authentication
protocol to identify potential vulnerabilities. Finally, use a tool like Burp Suite or Hydra to simulate a bruteforce attack on the UDS
authentication system, sending a large number of authentication requests with different credentials to the UDS server.

GPT-4o (proprietary): To perform a test to attempt to brute force the security access authentication on UDS (Unified Diagnostic Services),
first identify the pinouts related to the target network and connect them to a hardware adapter or converter, which is then connected to
the test PC. Capture the seed value provided by the ECU (Electronic Control Unit) and systematically generate potential keys using
weak cryptographic algorithms or brute force methods, sending these keys back to the ECU until the correct key is found. The objective
is to determine if the ECU uses weak cryptographic algorithms for diagnostic access authentication.

To emphasize similarities and differences between open-source and proprietary LLM
outcomes, here, we report for every RAG variant the answers generated by LLama-3.1-8B-It
(open-source) and GPT-4o (proprietary).

LLama-3.1-8B-It produced appropriate results, despite its significantly smaller model
size than GPT-4o. It created consistent and coherent responses across all RAG configura-
tions, effectively referencing automotive cybersecurity concepts from the given context.
Furthermore, it provided concise yet detailed answers, showing its ability to prompt fol-
lowing. The reported example shows that LLama-3.1-8B-It can be deemed a cost-effective
solution for domain-specific RAGs in the domain of automotive cybersecurity.

7. Conclusions and Future Developments
This paper explored the use of Retrieval-Augmented Generation frameworks relying

on opensource LLMs to support automotive cybersecurity experts in their activities related
to vulnerability assessment and penetration testing. To demonstrate the cost-effectiveness
of the proposed solution, it explored various RAG settings and compared the performance
of opensource and proprietary LLMs. Notably, opensource frameworks integrating open-
source LLMs, such as Llama3.1 by Meta Inc., show promising retrieval and generative
performance, competitive in some respects with proprietary models.

The main takeaways are

• 10% average improvement of human preferences (see Section 5.4).
• Recall@K above 0.95 vs. 0.65 for state-of-the-art in-domain RAGs (see Section 5.1).
• Llama-3.1-8B-It turns out to be best-performing opensource LLM, showing results

competitive in some respects with OpenAI GPT-4.0.

7.1. Limitations

Our research has the following main limitations:

1. Due to budget constraints, we limited the experiments to a subset of representative
opensource models and RAG frameworks and restricted the tests with proprietary
models to the OpenAI GPT family.

2. Following the scope of the the industrial applications explored in the automotive
cybersecurity scenario, we reused the knowledge base specifications recommended
by the data owners.

3. We developed a curated set of question-answering benchmarks restricted to a limited
set of in-house cases relevant to the automotive cybersecurity experts. Hence, we cannot
exclude the presence of bias in topic coverage and human-driven content generation.

4. The snapshot of data and questions is inherently static and, thus, ignores the temporal
variability of cybersecurity threads.

5. For the sake of simplicity, the retrieval strategies do not incorporate reranking and
multihop strategies, which are out of the scope of the current research.
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6. The three target use cases (verification, vulnerability assessment, penetration testing)
are addressed primarily as question-answering retrieval and generation tasks. Fur-
thermore, our study is restricted to the automotive domain, but can be potentially
extended to other scenarios and domains.

7.2. Future Works

Future research activities aim to address the current research limitations:

1. Extend the analysis to additional opensource and proprietary models.
2. Broaden the scope of the testing benchmark data collection by involving more domain

experts and covering further domains beyond the automotive context.
3. Study the presence of eventual bias effects and mitigate eventual issues.
4. Explore more advanced retrieval strategies, including Agentic AI-based solutions.
5. Apply Parameter-Efficient Fine-Tuning techniques to fine-tune small LLMs for

question-answering tasks.
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Appendix A. Additional Quantitative Results
This appendix contains more detailed quantitative results on evaluating the quality of

the answers produced by different RAG variants and LLMs. The results, shown in Table A1,
confirm the fairly good results of the small (8 billion), open-source Llama model compared
to the larger, proprietary GPT-4o model.

Table A1. Answer generation. Quantitative performance results achieved by every combination of
LLM and retrieval strategy. Scores are averaged over all queries and prompts. Values with their
deviation standard are reported. Best scores are highlighted in bold.

RAG Variant LLM Rouge-1
F1-Score

ROUGE-2
F1-Score

ROUGE-L
F1-Score

BERTScore
F1-Score

Syntactic
RAG

Llama-3.1-8B-It 0.323 ± 0.098 0.079 ± 0.046 0.200 ± 0.056 0.155 ± 0.101
gemma-2-9B-It 0.308 ± 0.100 0.046 ± 0.050 0.182 ± 0.068 0.164 ± 0.140
Mistral-7B-It-v0.3 0.263 ± 0.071 0.052 ± 0.038 0.157 ± 0.045 0.048 ± 0.087
zephyr-7B-beta 0.243 ± 0.057 0.049 ± 0.026 0.152 ± 0.037 0.030 ± 0.119

Mean (opensource) 0.284 ± 0.081 0.057 ± 0.160 0.173 ± 0.051 0.099 ± 0.112

GPT-4o (proprietary) 0.323 ± 0.099 0.074 ± 0.050 0.202 ± 0.061 0.158 ± 0.100
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Table A1. Cont.

RAG Variant LLM Rouge-1
F1-Score

ROUGE-2
F1-Score

ROUGE-L
F1-Score

BERTScore
F1-Score

Semantic
RAG

Llama-3.1-8B-It 0.392 ± 0.107 0.139 ± 0.090 0.248 ± 0.077 0.251 ± 0.127
gemma-2-9B-It 0.379 ± 0.142 0.122 ± 0.118 0.231 ± 0.088 0.245 ± 0.164
Mistral-7B-It-v0.3 0.388 ± 0.123 0.132 ± 0.109 0.236 ± 0.066 0.209 ± 0.168
zephyr-7B-beta 0.274 ± 0.063 0.087 ± 0.054 0.175 ± 0.045 0.082 ± 0.107

Mean (opensource) 0.358 ± 0.108 0.120 ± 0.093 0.223 ± 0.069 0.197 ± 0.141

GPT-4o (proprietary) 0.385 ± 0.133 0.140 ± 0.125 0.253 ± 0.086 0.254 ± 0.149

Ensemble
RAG

Llama-3.1-8B-It 0.367 ± 0.116 0.139 ± 0.112 0.227 ± 0.074 0.225 ± 0.149
gemma-2-9B-It 0.335 ± 0.201 0.110 ± 0.110 0.201 ± 0.110 0.124 ± 0.293
Mistral-7B-It-v0.3 0.346 ± 0.081 0.102 ± 0.064 0.216 ± 0.062 0.157 ± 0.114
zephyr-7B-beta 0.269 ± 0.066 0.087 ± 0.057 0.180 ± 0.049 0.061 ± 0.087

Mean (opensource) 0.329 ± 0.116 0.110 ± 0.085 0.206 ± 0.073 0.142 ± 0.161

GPT-4o (proprietary) 0.387 ± 0.111 0.132 ± 0.107 0.244 ± 0.080 0.239 ± 0.133

Two-Stage
RAG

Llama-3.1-8B-It 0.315 ± 0.078 0.090 ± 0.049 0.190 ± 0.039 0.172 ± 0.084
gemma-2-9B-It 0.319 ± 0.093 0.068 ±0.061 0.188 ± 0.049 0.190 ± 0.089
Mistral-7B-It-v0.3 0.303 ± 0.053 0.075 ± 0.051 0.180 ± 0.044 0.130 ± 0.090
zephyr-7B-beta 0.268 ± 0.065 0.058 ± 0.045 0.152 ± 0.036 0.100 ± 0.079

Mean (opensource) 0.301 ± 0.072 0.073 ± 0.051 0.178 ± 0.042 0.148 ± 0.085

GPT-4o (proprietary) 0.344 ± 0.088 0.093 ± 0.070 0.208 ± 0.055 0.199 ± 0.103

Appendix B. Sample Answers from the Semantic RAG Process
This Appendix reports a selection of question–answer pairs from the public cyberse-

curity benchmark. The results, shown in Table A2, confirm the main findings in the tests
relative to the automotive field.

Table A2. Examples of answers from the investigated LLMs obtained during the semantic RAG
process on a question from the [10] dataset.

Question Answers

What is the relationship
between MagicRAT and
TigerRAT?

Llama-3.1-8B-It Answer: The relationship between MagicRAT and TigerRAT is that they are both malware families
attributed to the Lazarus APT group. Specifically, MagicRAT is a remote access trojan (RAT) that hosts and serves TigerRAT
on its C2 infrastructure. In some cases, MagicRAT is deployed on infected systems, followed by the removal of MagicRAT
and the subsequent download and execution of TigerRAT, another custom-developed malware attributed to Lazarus.

gemma-2-9B-It Answer: MagicRAT and TigerRAT are both remote access trojans (RATs) attributed to the Lazarus APT
group. Cisco Talos has discovered that Lazarus uses MagicRAT’s C2 infrastructure to host and serve TigerRAT to existing
MagicRAT infections. This suggests a possible evolution in Lazarus’ tactics, where they utilize MagicRAT as a stepping
stone to deploy more sophisticated malware like TigerRAT.

GPT-4o Answer: MagicRAT and TigerRAT are both remote access trojans (RATs) attributed to the Lazarus APT group,
a North Korean state-sponsored threat actor. MagicRAT’s C2 infrastructure has been used to host and serve TigerRAT,
indicating a direct operational link between the two. MagicRAT is deployed on infected systems and can launch additional
payloads, including TigerRAT, which suggests that MagicRAT acts as a facilitator for deploying other malware like Tiger-
RAT. Both RATs share infrastructure and are part of the broader malware toolkit used by Lazarus to target organizations
worldwide.

Mistral-7B-It-v0.3 Answer: MagicRAT and TigerRAT are related malware families attributed to the Lazarus Advanced
Persistent Threat (APT) group. MagicRAT is a remote access trojan (RAT) that has been deployed by Lazarus, and it has
been observed to serve as a platform for hosting and executing TigerRAT. TigerRAT is another RAT that has been disclosed
and attributed to Lazarus by the Korean Internet & Security Agency (KISA). Both malware families are used by Lazarus to
target organizations worldwide.

zephyr-7B-beta Answer: Cisco Talos has discovered that the North Korean state-sponsored actor Lazarus has deployed a
new remote access trojan (RAT) called MagicRAT, which they use after successfully exploiting vulnerabilities in VMWare
Horizon platforms. Talos has also found links between MagicRAT and another RAT called TigerRAT, which has been
disclosed and attributed to Lazarus by the Korean Internet & Security Agency (KISA). TigerRAT has evolved over the
past year to include new functionalities, and Talos has observed C2 servers hosting and serving both MagicRAT and
TigerRAT to existing infections. This suggests that Lazarus is rapidly building new, bespoke malware to use alongside
their previously known malware such as TigerRAT to target organizations worldwide.
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