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This document provides supplemental material with further insights into the design
and implementation of the technique for selecting the optimal Software Protections (SPs)
to mitigate risks against software applications. It reports the questionnaire provided
to software protection developers to characterize their protection tools to obtain the
parameters for computing the Software Protection Index used during the decision process.
Moreover, it lists and discusses the algorithms used by the optimization process, including
a brief complexity analysis, whose results are only summarized in the main paper.

1. Questionnaire template

During the evolution of the ASPIRE FP7 project [1, 2], we asked SP developers and
industry experts involved in the project to provide us with expert advice on the software
protection processes, the software protections they developed, and the ones they use
during their work activities. For example, Figure 1 reports a questionnaire for the SP
developers about the protections they developed. We then used this data to build the
knowledge base for our framework implementation, on which our decision support system
relies for its decision making. Note that the terminology we use for some constructs has
evolved since the ASPIRE project finished, so some terms in the questions listed here
are semantically equivalent, but different from those in the original questionnaire.

2. Optimal selection: algorithms

This section presents the most interesting implemented algorithms, which deserve a
thorough analysis to precisely determine their computational complexity as summarized
in Section 6 of the main article.
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1. TyPEs OF PROTECTED ASSETS: Indicate the types of assets protected by
your technique (e.g. code areas, variables)

2. ENFORCED SECURITY REQUIREMENTS: Identify the security requirements
your protection technique enforces (confidentiality, integrity, or both).

3. PRECEDENCE CONSTRAINTS: Specify any precedence constraints involving
your protection technique:

e FORBIDDEN PRECEDENCES: List any protection techniques that must
not co-exist on the same protected asset.

e DISCOURAGED PRECEDENCES: List protection techniques whose coexis-
tence on the same asset is allowed but not recommended.

e ENCOURAGED PRECEDENCES: List protection techniques you recom-
mend combining with yours for enhanced security.

4. OVERHEAD FORMULAS: Indicate the overheads introduced by your protection
technique, specifying the formulas to compute them on specific assets, based
on their software metrics (e.g. Cyclomatic Complexity, Halstead Length).

e CLIENT-SIDE EXECUTION TIME: Estimate the increased computation
time of the protected application, due to the application of your protec-
tion on a specific asset.

e SERVER-SIDE EXECUTION TIME: If your protection requires server-side
components, estimate the additional computation time on the server due
to the application of your protection on a specific asset in the client
application.

e CLIENT-SIDE MEMORY: Estimate the increased memory footprint of the
protected application, due to the application of your protection on a
specific asset.

e SERVER-SIDE MEMORY: If your protection requires server-side compo-
nents, estimate the additional memory footprint on the server due to the
application of your protection on a specific asset in the client application.

e NETWORK TRAFFIC: If your protection requires server-side components,
estimate the additional network traffic exchange between the client and
the server due to the application of your protection on a specific asset in
the client application.

5. IMPACT ON SOFTWARE METRICS: Indicate the software metrics affected by
your protection technique.

6. MITIGATED ATTACKS: List and briefly describe the MATE attacks mitigated
by your protection.

7. POTENTIAL ATTACKS AGAINST YOUR PROTECTION: Identify attacks that
an attacker may mount on the protected application to undo or circumvent
your protection.

Figure 1: Questionnaire completed by the SP developers.
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INPUT: a Protection Objective (PO) [r,a] and the protection space P
OUuTPUT: the set Dy, 4
D[r,a] — J
FOREACH P € P DO
IF compatible(P, a) A protect(P,r) THEN
FOREACH p € P DO
‘ ]D)[r,a] A ]D[r,a] v {p(a)}
END
END
END

RETURN D, 4)

Algorithm 1: GETDSPs.

2.1. Preparatory stage algorithms

This section presents the algorithms needed for the preparatory stages of the opti-
mization process, i.e., for stages described in Section 4.1 of the main article.

2.1.1. Determine Deployed Software Protections

Whenever the mitigations need to be selected, it is crucial to search among all avail-
able software protections for those ones that can protect the required security properties
of the individual assets.

This search can be efficiently implemented with nested loops, as shown in Algorithm 1.
Additional checks to allow pruning more DSPs can be easily added to the algorithm.

If |P;| denotes the total number of Concrete Software Protections (CSPs) available
for the protection P;, then this algorithm has a complexity of:

o3

This is because the first for loop iterates over all the protections, while the second
loop iterates over the protections’ CSPs.

Given the cardinality of the set of protections, the complexity added by this algorithm
is usually negligible.

2.1.2. Compute the Code Correlation Sets

Code correlation sets are a useful construct to divide the optimization problem into
smaller, independent ones.

Computing the Code Correlation Sets (CCSs) can be performed iteratively and effi-
ciently with the GETCCSS function reported in Algorithm 2. Note that the algorithm
might require recomputing the same art(e;) mart(e;) (Line 7) multiple times. A cache-
based approach can be used to boost the performance, but we omitted this optimization
in Algorithm 2 for the sake of readability.

The worst case here manifests when we have a single CCS. In that case, every asset

is related to all the other assets. This scenario forces the algorithm to compute all the
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INPUT: the asset space A

OuTPUT: the code correlation sets A1} ... Al

n<«—1

Al {a} // « is any asset in A
A AN A

WHILE A # & DO
FOREACH «; € A DO
FOREACH a; € A"} po
IF art(q;) mart(o;) # & THEN
A A O fap)
A— AN {Ozz}
END
END
END
IF A is not changed THEN
n<—n+1
Al — {a} // « is any asset in A
A— A~ A
END
END

RETURN A1 . Al
Algorithm 2: GETCCSs.

pair comparisons between every art(«), leading to a quadratic complexity w.r.t. to the
number of application artifacts |.A|:
0 (14)

This section presents the algorithms needed for the exploratory stages of the opti-
mization process, i.e., for stages described in Section 4.2 of the main article.

2.2. Ezxploratory Stage Algorithms

2.2.1. Exploring the Solution Space

Determining the optimum solution requires identifying the candidate solutions and
evaluating their protection index.

Algorithm 3 determines the next solution to consider, by iterating over the solution
space §. An iterative approach is needed since storing the entire solution space in memory
is most likely unfeasible due to its sheer size.

The algorithm returns the next valid solution to analyze or NIL if the solution space
has been fully explored.

Note that the GETNEXTSOLUTION function will always be called in a loop by the
EXPLORE function (see Algorithm 7) to generate the whole solution space S. For this
reason, in the following paragraphs, we will not estimate the complexity of a single
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INPUT: a solution S, the PO space O, the Deployed Software Protection (DSP)
space D, and the maximum number of DSPs per PO o
OUTPUT: the next solution S’ or NIL if all solutions have been generated

// step 1: reorder the DSPs in S
S — SHUFFLEDSPS (S)
IF S’ # NIL THEN
| RETURN &’
END

// step 2: replace DSPs in S
S’, N — REPLACEpsps (S, 0, D)
IF S’ # NIL THEN

| RETURN S’

END

// step 3: grow a larger solution
S’ «— GENERATEpsps(N, o)
IF S" # NIL THEN
| RETURN &’
END

// step 4: S has been fully explored
RETURN NIL

Algorithm 3: GETNEXTSOLUTION.

GETNEXTSOLUTION call, but the complexity of exploring &, which requires multiple
GETNEXTSOLUTION invocations. The GETNEXTSOLUTION algorithm calls internally
three functions (SHUFFLEpsps, REPLACEpsps, and GENERATEpsps). They are not
called sequentially, though. GETNEXTSOLUTION will call the SHUFFLEpgps function
for the first consecutive invocations until it gets a NIL. When this happens, the next
GETNEXTSOLUTION call will trigger the REPLACEpgps function call (see Line 5). How-
ever, the following GETNEXTSOLUTION invocation will call the SHUFFLEpgps function
again, restarting the whole procedure from the beginning. A similar approach is lever-
aged by the GENERATEpgps function (see Line 9). This invocation approach is equiva-
lent to fully exploring a tree with tree levels, where the solutions, generated by calling
GETNEXTSOLUTION multiple times, are the leaves. The first-level nodes are generated
by the GENERATEpsps function; the children of each first-level node are produced by
the REPLACEpgps function, while the children of the second-level nodes are created
by the SHUFFLEpgps function. That means that the total complexity of exploring &
can be estimated by multiplying the complexities of SHUFFLEpsps, REPLACEpsps, and
GENERATEpsps, thus leading to:

0 (U|ow o710 ~¢’“")

We can simplify this upper bound by removing the o!©! since it is dominated by
o719l thus obtaining:



INPUT: a solution S
OUTPUT: the next solution S’ or NIL if all solutions have been generated

split S into the partial solutions sty . sind
FOREACH i € [1,n] DO
X — sii}
S} « GETPERMUTATIONpgp (S17)
1IF S # NIL THEN
S — U1<j<n g{s}
RETURN S’
ELSE IF ¢ < n THEN
| St} « first permutation with the DSPs of X
END
END

RETURN NIL

Algorithm 4: SHUFFLEpsps.

O (00~\0| .¢n-w)

in which n is the maximum number of partial solutions per solution, ¢ is the maximum
number of DSPs per partial solution, and ¢ is the maximum number of DSPs per PO.

2.2.2. Reordering the DSPs in a solution

The SHUFFLEpsps function is the first core function used by the GETNEXTSOLUTION
algorithm. Its job is to reorder the elements (e.g., the DSPs) of a solution, effectively
allowing us to iterate over all its possible permutations.

Algorithm 4 lists the pseudo-code for our SHUFFLEpgps function. The for-each loop
iterates over all the partial solutions, while the GETPERMUTATIONpgp function computes
the next valid permutation of DSPs for each partial solution. From a functional point
of view, the for-each loop is a variation of the mixed-radix generation algorithm for
computing all the tuples (of a partial solution in this case) [3]. On the other hand, we
implemented the GETPERMUTATIONpgp function with the lexicographic permutations
with restricted prefixes algorithm [3]; this algorithm receives in input a permutation and
outputs the next valid one or NIL if all permutations have been visited. Since this is a
well-known algorithm in the scientific literature, we will not list its pseudo-code here.
The GETPERMUTATIONpgp function allows us to perform various checks on the prefixes
of a permutation before being fully generated, thus allowing us to immediately skip all
the solutions with that prefix. For instance, if we identify that the first DSP in a solution
cannot precede the second DSP, then we can immediately skip all the solutions starting
with such DSPs.

If we have n partial solutions, then the complexity of the SHUFFLEpgps algorithm is:

)

10 (’5{1}‘! . ‘5{2}’; . _...‘Sm
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INPUT: a solution S, the PO space O and the DSP space D
OUTPUT: the next solution S’ or NIL if all solutions have been generated and
the number of DSPs per PO N

// split the DSPs according to their POs
N — o
FOREACH [r,a] € O DO
Afa) < @
FOREACH p(a) € S DO
P < protection of p
IF compatible(P, a) A protect(P,r) THEN
| A < Apray © {p(a)}
END
END
AZ*_]V‘J{L4H@”}
END

// compute a new combination for each PO
FOREACH [r,a] € O DO
X — Appa
A[r.q) < GETCOMBINATIONDSP (A[y ) Dpra])
IF A4 # NIL THEN
8" « first solution with Ap,. 4,V [r,a] € O
RETURN (5, N)
ELSE IF ¢ < n THEN
‘ Aly,q) < first combination with the DSPs of X
END
END

RETURN (NIL, N)

Algorithm 5: REPLACEpsps-

For simplicity’s sake, we can assume that every partial solution has at most ¢ DSPs.
This allows us to simplify the formula and find an approximation as:

O ((¥N)")

Using Stirling’s approximation for the factorial, we can also compute a lax upper
bound as:

0 ()

2.2.3. Replacing the DSPs in a solution

The second step of the GETNEXTSOLUTION algorithm is performed by the REPLACEpsps
function. The REPLACEpgps function replaces some of the DSPs outputted by the
SHUFFLEpgps function with other techniques to help protect the same POs.

The REPLACEpgps function is listed in Algorithm 5. It works in two consecutive
phases. The first for-each loop splits the DSPs in the solution S according to the POs
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they safeguard creating a map named A. At the same time, the loop computes the
vector N that contains the size of each element in A; this value will be used later by
the GENERATEpsps function. The second loop iterates over the map A and computes
the next combination of DSPs in each A[, ,) using the mixed-radix generation algorithm
approach, like in the SHUFFLEpgps function. Once a valid combination is generated, the
algorithm returns the first suitable order of such DSPs as the next feasible solution.

The GETCOMBINATIONDgp function receives in input a combination and a space. It
returns the next combination to visit or NIL if all the combinations have been produced.
In our case, we adopted Chase’s sequence algorithm [3] function due to its efficiency.

The REPLACEpgps algorithm operates on DSPs split according to their POs and
not on the CCSs for balancing mitigations. Computing a new combination on a partial
solution can lead to a solution leaving some POs unprotected, while with this approach,
all the POs are guaranteed to have at least one DSP (if there is at least one suitable in
the DSP set D).

The complexity of the first loop is trivial:

o(lof-15)

For the second loop, we assume that every PO can be protected with ¢ DSPs for
simplicity’s sake.

The number of combinations outputted by the GETCOMBINATIONpgp function can
be computed using a binomial coefficient. The worst case scenario for the binomial
coefficient is (1072 J)' This leads to the second loop’s complexity formula:

¢ <<loj2J> Ol)

For the two loops combined we obtain

¢ ('O' It (tajm)lo)

The first polynomial, however, can be omitted since the second exponential one shad-

ows it, thus obtaining:
|O]
(1721
< 10/2] )

Using the Stirling approximation again, we can find another simpler lax bound as:

0 (go-|0|)
2.2.4. Adding DSPs to a solution
The final function used by the GETNEXTSOLUTION algorithm in its third step is
GENERATEpgps, whose task is to add additional DSPs to the current solution. Algo-
rithm 6 reports the pseudo-code of the GENERATEpsps function.
The for-each loop iterates over all the partial solutions, while the GETPERMUTATIONpgp

function computes the next valid permutation of DSPs for each partial solution. From
8



INPUT: the number of DSPs per PO N and the maximum number of DSPs per
PO o
OUTPUT: the next solution S’ or NIL if all solutions have been generated
N’ — GETTUPLErecer (N, 0)
IF N’ # NIL THEN
S’ « first solution with N’ DSPs per PO
RETURN S’
END

RETURN NIL

Algorithm 6: GENERATEpSps-

a functional point of view, the for-each loop is a variation of the mixed-radix generation
algorithm [3] for computing all the tuples (of a partial solution in this case). Further-
more, the GETPERMUTATIONpsp function implements the lexicographic permutations
with restricted prefixes algorithm [3];

This algorithm receives as input a permutation and outputs the next valid one or
NIL if all permutations have been visited. Since this is a well-known algorithm in the
scientific literature, we will not list its pseudo-code here. The GETPERMUTATIONpsp
function allows us to perform various checks on the prefixes of a permutation before being
fully generated, thus allowing us to immediately skip all the solutions with that prefix.
For instance, if we identify that the first DSP in a solution cannot precede the second
DSP, then we can immediately skip all the solutions starting with such DSPs.

This function is actually a wrapper around the GETTUPLErseer function used to
compute the next tuple of integers, stating how many DSPs per each PO must be used.
This function receives a tuple of integers as input and the maximum allowed integer
value. In our case, the minimum is implicitly set to 1 to protect each PO, if possible.
It returns the next valid tuple of numbers or NIL if all the tuples have been explored.
The GETTUPLEyrrcrr, i Our case, was implemented with the loop-less reflected mixed-
radix Gray generation algorithm [3]. When a valid integer tuple is found, the first valid
solution with that number of DSPs per PO is returned. On the other hand, if all the
integer tuples have been generated, then the GENERATEpgps algorithm returns NIL since
the solution space S has been fully explored.

If we have |O] POs, then the complexity of this algorithm is just:

0 <J|O|>
2.2.5. Fxploring the state space

The main algorithm for exploring the state space is implemented via the EXPLORE
function.

Algorithm 7 reports our basic algorithm for exploring the state tree. Note that the
FOREACH statement at line 3 iterates the solution space S, obtaining each solution S
by calling the function GETNEXTSOLUTION. This algorithm explores a tree where the
first level contains all the solutions, while the other levels contain concrete attack paths.

If we fix a tree depth of {, and denote with |?| the number of all the concrete attack
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INPUT: the attack path space Iy, the solution space S, a state T' = (S, FA),
and the maximal depth d
OUTPUT: the optimal state T” of the sub-tree rooted in T and its protection

index p’
IF T = NIL THEN // the defender’s turn
p— —©

FOREACH S € § DO
T,p «— EXPLORE(K,, S, (S,2),d — 1)
IF p > p’ THEN
p<p
T «T
END
END

ELSE IF d = 0 THEN // a terminal node
T T
P «— index(T)
ELSE // the attacker’s turn
p o
FOREACH K («) € Ky DO
T,p — EXPLORE(Ky, S, (S, Kx U K(a)),d —1)
IF p < p’ THEN
p—>p
T T
END
END

RETURN 1" and p’

Algorithm 7: EXPLORE.

paths, then the number of states to be explored is:

o(sI- &)

Plugging in the upper bound previously found for the GETNEXTSOLUTION function

(used to iterate over the solution space), allow us to obtain this complexity formula:

0 (wn.d,.g.w\ ) |F|C)
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