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Can Competition Outperform Collaboration?
The Role of Misbehaving Agents

Luca Ballotta®, Member, IEEE, Giacomo Como

and Luca Schenato

Abstract—We investigate a novel approach to resilient
distributed optimization with quadratic costs in a multia-
gent system prone to unexpected events that make some
agents misbehave. In contrast to commonly adopted filter-
ing strategies, we draw inspiration from phenomena mod-
eled through the Friedkin-Johnsen dynamics and argue
that adding competition to the mix can improve resilience
in the presence of misbehaving agents. Our intuition is
corroborated by analytical and numerical results showing
that 1) there exists a nontrivial tradeoff between full collab-
oration and full competition and 2) our competition-based
approach can outperform state-of-the-art algorithms based
on weighted mean subsequence reduced. We also study
the impact of communication topology and connectivity on
resilience, pointing out insights into robust network design.

Index Terms—Friedkin—Johnsen (FJ) model, misbehav-
ing agents, multiagent systems, resilient consensus.

[. INTRODUCTION

ITH great power comes great responsibility, and net-
worked systems are powerful, indeed. From smart grids

managing energy consumption [1], [2] to sensors monitoring
vast areas [3] and to autonomous cars for intelligent mobility [4],
[5], everyday life relies evermore on the control of connected
devices.

While this brings numerous benefits, a major drawback is
that malicious agents can locally intrude from any point in
the system and cause serious damage at global scale. Recently,
Department of Energy secretary stated that enemies of the United
States can shut down the U.S. power grid, and it is known
that hacking groups around the world have high technological
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sophistication [6]. Cyberattacks hit Italian health care infrastruc-
tures during the COVID-19, disrupting services for weeks [7].
Another concern is accidental failures spreading from single
source nodes. Cascading failure damages have notable exam-
ples, from city-wide electricity blackouts to denial of service
of web applications. Furthermore, as new frontiers through
massively connected devices in networked control systems are
breached, thanks to powerful communication protocols such as
5@, this problem will only gain in importance.

A. Related Literature

The aforementioned problems have been extensively studied
in the literature. A body of work investigates control techniques
to overcome the fragility of specific applications. Examples are
power outages in smart grids [8], [9], cascading failures in cyber-
physical systems [10], [11], [12], [13], denial of service [14],
[15], robot gathering [16], and distributed estimation [17], to
name a few. From a methodological perspective, control and
optimization literature mostly focuses on the robustness of
distributed algorithms and control protocols to a fraction of
misbehaving agents. This approach can tailor either intentionally
malicious agents, such as cyber-attackers, or accidental faults
due to, e.g., hardware damage. A fundamental subclass of such
approaches is resilient consensus, aimed at enforcing consensus
of normally behaving (or regular) agents in the face of unknown
adversaries. The consensus problem has been deeply studied in
the past decades [18] and underlies a plethora of application
domains. In particular, average consensus is a cornerstone in
distributed estimation [17] and optimization [19], [20], [21],
management of power grids [22], distributed federated learn-
ing [23], [24], among others. Unfortunately, the standard con-
sensus protocol is fragile and misbehaving agents can arbitrarily
deviate from the system trajectory. To tame this issue, the most
common approaches rely on the filtering strategy referred to
as “mean subsequence reduced” (MSR), whereby agents dis-
card suspicious messages (largest and smallest values) from
updates [25]. The pioneering paper [26] introduced a weighted
version (W-MSR) and defined the r-robustness of graphs, a
suitable index that enables theoretical guarantees for resilient
consensus based on W-MSR. Among the many variants and
adaptations of W-MSR, Dibaji and Ishii [27] study resilient con-
trol for double integrators, Wang et al. [28] tackle mobile adver-
saries, Usevitch and Panagou [29] focus on the leader—follower
framework, Shang [30] targets nonlinear systems with state
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constraints, Wen et al. [31] extend the notion of r-robustness
to time-varying graphs, and the authors in [32], [33], and [34]
consider generic cost functions to achieve resilience in general
distributed optimization.

Other approaches in the literature do not filter information
from neighbors but explore the enhanced capabilities of regular
agents. For example, Dibaji et al. [35] use a buffer to store all
values received from other agents and replace the thresholding
mechanism with a voting strategy followed by dynamical up-
dates, Abbas et al. [36] study algorithmic robustness enabled
by trusted agents, Zhai etal. [37] propose dynamically switching
update rule for continuous-time double integrators, and the
authors in [38], [39], and [40] use stochastic or heuristic trust
scores to filter out potentially malicious transmissions, providing
probabilistic bounds on detection, convergence, or deviation
from average consensus. While such approaches may overcome
limitations of MSR-based strategies, they usually require either
stronger assumptions on the network (e.g., trusted agents) or
burdening local computation or storage resources.

B. Novel Contribution

Despite the success of MSR-based strategies, a critical point
is the dependence of theoretical guarantees on the r-robustness
of the underlying graph, which allows regular agents to reach
resilient consensus if such an index is large enough. In fact, it
is difficult to characterize the steady-state behavior of agents if
some minimal robustness is not met. Even though algorithms
might practically work, comprehensive theoretical guarantees
are still lacking, and also, some applications require more con-
servative but safer approaches. In particular, while in some cases,
agents may just agree on a common value, other tasks require
average consensus to succeed. Thus, we depart from classical
filtering strategies and seek a framework for resilience that can
offer theoretical guarantees in a broader sense.

Toward this goal, we set the stage with two key moves. First,
rather than finding conditions that enforce a consensus among
regular agents, which only indicates if a system is resilient,
we aim to measure the level of resilience, which we evaluate
through the cost of a distributed optimization problem with
quadratic costs. Second, we aim to modify the original problem
to make it robust to misbehaving agents rather than adapting a
consensus protocol. Stepping forward, we propose an update
rule based on the celebrated Friedkin—Johnsen (FJ) dynam-
ics [41] to enhance the resilience of the addressed distributed
optimization problem. The key feature of the FJ dynamics
is a tunable parameter A € [0, 1] that allows us to smoothly
transition from the regime of full collaboration (. = 0), where
each regular agent equally trusts all agents, to the regime of
Sfull competition (. = 1), where each regular agent regards all
others as adversaries. We refer to the regime with A € (0, 1] as
competition-based because regular agents are forced to (par-
tially) mistrust the others. This approach allows us to study
resilience variations that arise from different choices of agents
that can trust their neighbors or not, a choice that turns out
to be crucial if adversaries are present. In fact, we observe a

€tot

= = '€deception

€consensus /

Network cost function

-

1
full competition

full collaboration

Fig. 1. Competition versus collaboration in distributed quadratic opti-
mization. The global cost eyt is the sum of two contributions that reflect
two contrasting attitudes of regular agents: eqeception iS caused by (erro-
neously) trusting misbehaving agents, which makes them drift away from
the nominal average while econsensus IS due to the competition among
regular agents, which mitigates misbehaviors but also prevents regular
agents from reaching a consensus. The tunable parameter . € [0, 1] al-
lows regular agents to smoothly transition from full collaboration (» = 0),
where they fully trust all agents in the network, to full competition (1. = 1),
where they trust no other agent, producing a rich range of behaviors at
local and global scales.

fundamental performance tradeoff that we name competition—
collaboration tradeoff: In general, the optimal resilient strategy
is hybrid, namely each regular agent should partially compete
with its neighbors, as depicted in Fig. 1. The global cost (solid
blue) is the sum of two conflicting contributions that represent
deception due to collaboration with misbehaving agents (dashed
red) and inefficiency caused by competition against regular
agents (dashed-dotted yellow). To achieve analytical intuition
about such a competition—collaboration tradeoff, we leverage
the social power, atool drawn from opinion dynamics that sheds
light on the twofold effect of the parameter A used to instantiate
the FJ dynamics.

After analytically characterizing the proposed competition-
based protocol, we fix the update rule and shift attention to
the network in order to assess how it impacts the resilience of
regular agents. In particular, we numerically show how network
connectivity can mitigate misbehavior and how the performance
varies as the network gets sparser or less balanced. In fact,
we heuristically observe that not only high connectivity but
also degree balance across agents is useful to tame unknown
adversaries, which intuitively can exploit highly connected areas
to quickly spread damage at a global level.

Besides new results, this article extends the preliminary con-
ference version [42] in two ways. First, we consider a more gen-
eral prior distribution of the observations of agents. Second, we
compare our proposed strategy with both standard W-MSR [26]
and recently proposed SABA [35].

C. Organization of the Article

We motivate average consensus for distributed optimization
in Section II, model a class of adversaries in Section II-A, and
introduce the performance metric used to quantify resilience
in Section II-B. In Section III, we propose our competition-based
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protocol: We introduce the FJ dynamics in Section III-A, com-
pute the cost function in Section I1I-B, and formally characterize
the cost function and its minimizer in Sections III-C and III-D.
In Section IV, we report numerical tests that support our analyt-
ical intuition. Then, in Section IV-A, we offer analytical insight
on the competition—collaboration tradeoff using the notion of
social power. In Section V, we numerically explore the impact
of the communication network on resilience. To evaluate our
approach, we perform simulations in Section VI and show that
it can outperform MSR-based methods. Finally, Section VII
concludes this article.

Il. SETUP AND PROBLEM FORMULATION

We consider a multiagent system composed of N agents la-
beled as the set V = {1,..., N}. Each agenti € V carries local
information encoded by an observation 6; € R and a variable
state x; € R. For notation convenience, we stack all states and
observations in the vectors - € R™ and § € R”, respectively.

Within the network, some agents behave according to a control
task at hand while others cannot be controlled and may deviate
from the task. We call the former agents regular and the latter
agents misbehaving. Because the misbehaving agents cannot be
involved in cooperative tasks through their uncontrolled nature,
we consider a distributed optimization problem involving only
the regular agents. We assume that each regular agent wishes to
adjust its state so as to minimize a quadratic mismatch among
all observations

flocal(xi) = Z (xz - 9]‘)2 , 1ER

JER

ey

where R C V gathers all regular agents. By straightforward
calculations, (1) can be rewritten as

flocal(xi) =R (l'z - é’R)z — R9_723 + 2032
JER

)

where R = |R| and 0y, is the average of observations {6; };cr.
The distributed optimization task is then given by

arg minGE% Z Siocal (T;) = arg min,, Z (zi — gR)Q 3)
i€R i€R
which is solved if and only if all regular agents reach average
consensus among them, i.e., x; = O forall i € R.

In the nominal scenario where all agents are regular (V = R),
the cost (3) can be minimized via the consensus dynamics
(or consensus protocol) x(k + 1) = Wex(k) where z(0) =0
and W€ is a doubly stochastic irreducible matrix that leads
agents to average consensus. Interpreting W as a (weighted)
communication matrix, the consensus dynamics allows agent j
to communicate its state to agent 7 if and only if W;; > 0.

However, the standard consensus protocol easily fails in the
presence of misbehaving agents [26]. We next introduce a mis-
behavior model that disrupts the nominal protocol.

A. Misbehaving Agents

Misbehaving agents follow state trajectories with no relation
to optimization task (3) and broadcast potentially misleading

information to neighbors. We denote the subset of misbehaving
agents by M with M = M|,V = MUR, and MNR = 0.
Also, without loss of generality, we label the agents as R =
{1,...,R}and M = {R+1,...,N}. The vectors v € R?
and x, € RM stack the states of regular and misbehaving
agents, respectively, with " = [z} 2 },].

To address a general scenario and remove dependence on the
specific values of observations, we assume that these are drawn
from a prior distribution.

Assumption 1 (Distribution of observations): Observations
{0; }iey are distributed as random variables with mean E[0] = 0
and covariance matrix ¥ =E[007] = 0. We denote %;; = o2
and Eij = 0ij Vi 75 j

While the standard consensus and Assumption 1 are suited to
an ideal scenario, misbehaving agents may disrupt the task (3).
In the following, we assume that misbehaving agents constantly
transmit noisy versions of their observations:

T (k) = O + Vi + 1 (k) VM € M. 4

We refer to the constant input v,,, as (deception) bias and to the
varying input n,, (k) as (deception) noise. In other words, the
deception bias v,,, makes the observation 6,,, of the misbehaving
agent m an outlier w.r.t. the expected range of values of obser-
vations as per Assumption 1. Conversely, the deception noise
nm (k) hides the true state of the misbehaving agent from its
neighbors, akin to purposely injected measurement noise.

Assumption 2 (Misbehavior model): We stack biases in the
vector v € RM and noises in the vector n(k) € RM. Fur-
thermore, we set their statics as E[v] =0, E[vv'] =V =
0,E[w8'] =0, E[n(k)] =0, E[n(k)n" (k)] = 6,,Q = 0, and
E[n(k)0"] = 0Vk,h > 0, where 6, = 1ifk = hand 65, = 0
otherwise.

Remark I (Misbehavior versus intelligent attacks): Assump-
tion 2 is consistent with a portion of the literature on resilient con-
sensus, where algorithms are tested against constant or drifting
misbehaving agents that steer their neighbors far off the nominal
consensus [28], [35], [38], [40]. In our case, misbehaving agents
are stubborn on average but behave in a less trivial (noisy) way.
On the other hand, smart (malicious) adversaries may need to
be contrasted by sophisticated strategies [43], [44]. This case is
outside the scope of this article, where we explore competition
as a tool to enhance resilience, and we defer a comprehensive
study with intelligent attacks to future work.

B. Performance Metric

In light of problem (3) and assuming that the states of regular
agents are updated by a control protocol overtime, we use the
following performance metric to measure the resilience of the
system, which we refer to as (average) consensus error:

- &[S (- .

er = (CE)
i€R

The error (CE) coincides with the objective cost of the op-

timization problem (3) (up to additive constants that depend

only on the observations) averaged over the stochastic elements
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within the system dynamics, such as observations 6 of all agents
and deception biases v and noises n (k) of misbehaving agents.

While the standard consensus protocol achieves ez = 0 in
the nominal scenario where all agents reach average consensus,
the presence of unknown misbehaving agents makes er grow,
degrading the collaborative task (3). In the following section,
we propose an update protocol that makes regular agents more
resilient by decreasing the consensus error ez and, hence, im-
proving the performance associated with the task (3).

[1l. RESILIENT AVERAGE CONSENSUS
A. The Friedkin-Johnsen Dynamics

Because the classical consensus is fragile to misbehaving
agents, we look for alternative strategies to minimize (CE).

To this aim, we step back to the optimization problem (3) and
search for a way to make it more robust to unexpected behaviors.
In particular, we modify the local problems associated with each
regular agents ¢ € R by integrating the nominal weight matrix
W and adding a regularization term that penalizes deviations
from the local observation

Siocar (i) = & (2 — 0;)* + (1 — 1) Z W (@i — ;)" . (5)
JEN;

Assumption 3 (Nominal weights): The matrix W° is irre-
ducible, row stochastic, and Wj; = 0,¢ € V (no self-loops).

The parameter A € [0, 1] in (5) makes the ith agent anchor to
its observation 6;, so that large deviations of its state z; from 6,
are discouraged. We then let each agent greedily minimize the
modified cost (5) at step k + 1, which yields the celebrated FJ
dynamics [41]

zi(k+1)=20; + (1—2) Y Wia;(k)
JEN;

(FI)

with x;(0) = ;. We interpret the previous rule as a modified
consensus protocol where the agents do not fully align with
neighbors but also compete by tracking their own observations.
In particular, we call the parameter A as competition, referring
to the case A = 0 (equivalent to the consensus protocol) as full
collaboration and to the case A = 1 as full competition.

While the dynamics (FJ) is suboptimal if all agents are col-
laborative because it prevents them from reaching a consensus
if L > 0, we use it to make regular agents resilient to unknown
misbehaving agents. Intuitively, anchoring aregular agenti € R
to its observation 6; prevents the agent from being arbitrarily
dragged away by misleading values coming from misbehaving
agents. In particular, the latter agents obey (4) with no relation
to the protocol (FJ) or nominal weights W°.

In the following, we study how the protocol (FJ) improves
system resilience. In fact, tuning A within the interval [0, 1] orig-
inates a nontrivial competition—collaboration tradeoff: What
is the optimal competition A that makes regular agents most
resilient with respect to task (3)? Exploring this tradeoff under
misbehaving agents is the main matter of investigation of this
article. To this aim, we regard the consensus error as a function

of the competition: This allows us to perform analysis and
achieve insight about the minimization of eg (1).

Remark 2 (Connections with game theory and opinion dy-
namics): The FJ dynamics can be given the following game-
theoretic interpretation. The cost (5) is interpreted in games as
cognitive dissonance, whereby a rational decision-maker gets an
incentive both in aligning with the neighbors and in following a
local rule. Also, the function (5) with & = 0 reduces to the utility
used in [45] where Marden et al. analyze the consensus protocol
from a game-theoretic perspective. In opinion dynamics, the
FJ dynamics is typically used to model prejudice, whereby the
opinion of an agent is biased toward a personal belief despite
interactions with others.

Remark 3 (Competition for resilience): While most works
in the literature regard A as a model parameter, we purposely
design X\ in (FJ). The intuition behind this choice, seemingly
counterintuitive for collaborative tasks, is that introducing some
competition among agents can mitigate behaviors that are unpre-
dictable at the design stage: Rather than addressing the binary
property “consensus is (not) achieved” like typical works on
resilient consensus, we take a broader viewpoint and interpret
resilience as a real quantity measured through the cost (CE).

Remark 4 (Heterogeneous competition): While we focus on
a single parameter A for the sake of analysis, the general FJ
model with a different parameter A; for each agent 7 € )V makes
the analysis challenging but does not affect the fundamental
system behavior. Designing a parameter A; for each regular agent
7 € R toimprove performance even further is an important topic,
whose investigation is left to future work.

B. Computation of the Consensus Error

We now compute the error (CE) with the steady state induced
by the dynamics (FJ). To this aim, it is convenient to write the
network dynamics associated with all regular agents.

First, we highlight the interactions of regular and misbehaving
agents by partitioning the nominal weight matrix as

Wr

*

W = [ VZM ] Wr € RFE Wy e RFM (6)

Then, the dynamics of regular agents can be written as follows:

A=(1-NWg, B=(1-N)Wu. )
If (1 — A)Wg is Schur stable, which happens if the graph is

connected, at the steady state, the dynamics (7) induce the
following distribution w.r.t. the deception noises n (k):

P = limkﬁ_;,_oo Varn (l‘R(k)) .

®)

Tr=limg 100 Ep [.IR(IC)} s
Defining Sk = [Ir | 0], the quantities above amount to

fr=SrL(0+Syv), L=(I—-1-)W) "% (9

P =(1-1)*WrPWg + (1 —A)*WnQW,, (10)
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where the matrix W encodes the actual interactions (weights)
followed within the network and is defined as follows:

[

In particular, W means that the average state of a misbehaving
agent is affected by no other agent, according to (4). The matrix
L is row-stochastic with algebraic multiplicity of the eigenvalue
1 equal to M + 1 and does not induce a consensus.

LetE, |, [z] = E,[2|y] andlet 1 € R denote the vector of all

ones in R”. From (CE) and (7)—(10), it follows:
[EOESTAN

a1

EeR = lim Eg on
k—+o00 v

= lim Ey, [E, [[or(k) - 10 [6,0] ]

k——+o00

=Eq, [[[2r — 10 "] + lim_var, (zr(k) - 10g)
(12)

Then, standard calculations allow us to rewrite the consensus
error as follows:

er(A) =ero(A) +ern(h) + K (13)
where ~ does not depend on A and
ero(3) = Tr (iETE)  era() =Te(P)  (14)

where we define ¥ = ¥ + SmSyV, E = SgL — CgSg, and
Cr= %ILILT. The expression (13) highlights that the two fea-
tures of the misbehavior modeled in Assumption 2 generate two
different contributions to the consensus error. The error term
eR,v 1s caused by the biased observations of misbehaving agents
0 + v that are constantly injected into the dynamics (7). Instead,
the error term ex ,, is produced by the deception noises n (k)
that make the steady-state drift away.

Lemma 1 (Drift versus competition): The error term ex ,, (1)
is strictly decreasing with A and eg (1) = 0.

Proof: See Appendix B. g

In other words, Lemma 1 implies that setting A > 0 makes
regular agents more resilient to the deception noise as opposed
to the standard consensus protocol. This observation relates to
the work in [46] where the authors observe that even small pertur-
bations of a row-stochastic matrix I/ can result in a large norm
of the matrix difference and change of the Perron—Frobenius
eigenvector.

C. Competition—Collaboration Tradeoff

To study how our proposed approach performs in the presence
of misbehaving agents, we first compare the two extreme cases
of full collaboration and full competition to see when the former
approach should be ruled out by default.

Proposition 1 (Full competition versus full collaboration):
In the presence of misbehaving agents, the dynamics (FJ) with
A = 1 yields a smaller error than with A = 0 if and only if

2 2 M2

M M?
7673’”(0) + Tr(V) 2 WTI' (211) — ?

7 B(211)

2M
JF?B (X12) — B(22) (15)

where B(A) =3, ; Ajj.

Proof: The statements follow from manipulations of the
consensus errors induced by the two considered instantiations
of (FJ). The full derivation is reported in Appendix C. U

In other words, Proposition 1 implies that the fully competitive
approach outperforms the consensus protocol as soon as the
misbehavior disturbances are sufficiently intense compared to
the prior correlations between regular and misbehaving agents.

After acknowledging that the proposed competition-based
approach can be more resilient than the standard consensus
protocol in the presence of misbehaving agents, we now turn
to study the optimal resilient strategy. In other words, we are
interested in choosing A so as to reduce the consensus error. In
particular, we address the optimal competition 1*

A* € argmineg(A). (16)

Such an optimal parameter exists by the Weierstrass theorem
because eg(A) is continuous in (0,1] and has a continuous
extension at A = 0 through the extended continuity of L [47].

The next result describes when the optimal competition is
nontrivial, meaning that the regular agents should compete
against their neighbors in order to minimize the error (CE).

Theorem 1 (Competition—collaboration tradeoff.): Let I' =
lim; o+ %L with block partition

P:|:F1 Iy

0 1o a7

:| ; 1—\1 c RRXR’ 1—\2 c RRXM

and Cry = LA]/?W. If either of the following conditions holds:
Cl. X is diagonal,
C2. W is symmetric and

der (0
—GRT() —Tr (VF;CR]V[) > Tr (—EHFIC’R
—%1505 Cr + 2,1 Cras + 2215 Crar)

(18)

then 1* € (0, 1).

Sketch of proof: The result is proven in two phases. First,
we show that A* < 1: We compute the first derivative of e (1)
at A = 1 and show that it is positive; hence, eg (1) is strictly
increasing in a left neighborhood of A = 1. Second, we show
that A* > 0: We compute the right derivative of ez (1) as A —
0T and show that it is negative; hence, the error function is
strictly decreasing in aright neighborhood of A = 0. The detailed
calculations are reported in Appendix D. (]

Intuitively, any optimal parameter A* is strictly between 0 and
1 if the misbehavior is sufficiently disruptive so that the consen-
sus protocol yields poor performance, similar to what remarked
in Proposition 1 while full competition is never optimal under
our standing assumptions.

Remark 5 (Optimal competition with general matrices): Even
though we assume regular agents have no self-loops, Theorem 1
holds also if this is relaxed. Furthermore, we numerically show
that 1* € (0, 1) if W is row stochastic and X is not diagonal.

Remark 6 (Optimal competition with zero noise):
Theorem 1 implies that A* may be positive even if V" and () are
zero. This is, indeed, consistent with the misbehavior model: Not
only misbehaving agents corrupt the consensus value through
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deception bias and deception noise but mostly they behave
against the prescribed protocol, so that full collaboration is in
general a poor strategy even if v and n (k) are trivial.

D. Performance Versus Misbehavior

We now study how the performance of the dynamics (FJ)
varies with deception biases v and deception noises n(k).

We first show an intuitive result: More disruptive misbehavior
induces larger consensus errors for every A.

Proposition 2 (Performance versus misbehavior): The error
er is strictly increasing with V" and with ) w.r.t. the partial order
of semidefinite matrices.

Proof: See Appendix F. ]

We next study what happens to the optimal competition A*.
Intuitively, the more the nominal system behavior is disrupted,
the more regular agents should benefit from competing rather
than collaborating with (potential) misbehaving neighbors. For-
mally speaking, this requires A* to increase with the intensi-
ties of deception biases and noises. Such a claim is hard to
prove analytically because of the involved structure of the cost
function. In particular, studying the second derivative of ez ()
is complicated by the asymmetric matrix inside the trace of
er.v(A), and similarly, a unique root of the first derivative of
er (1) cannot be proved, in general.

Nonetheless, the next results contribute toward our intuition
by describing how the minimum points vary with the misbehav-
ior. For convenience, we denote the diagonal elements of the
covariance matrices by d,,, = Vi and ¢, = Q-

Proposition 3 (Optimal competition versus misbehavior): Let
Amin be @ minimum point of e (), then Ay is strictly increasing
with d,,,, m € M, and with @) w.r.t. the partial order of semidef-
inite matrices.

Proof: See Appendix G. ]

An immediate consequence of Proposition 3 is that, if there
is a unique minimum point for some values of V' and @, then
there is a unique minimum point for any “larger” V' and @,
which corresponds to A*. In other words, a more disruptive
misbehavior forces regular agents to progressively become more
competitive, in order not to be deceived by misbehaving agents
that can draw them away from the nominal average consensus.
The next proposition refines this result by describing the optimal
parameter A* with “extreme” misbehavior.

Proposition 4 (Optimal competition with extreme mis-
behavior): Let Amin be a minimum point of eg(X), then
limdm*}()o )‘min(dm) = 1and hmqm%oo )\min(Qm) =1,me M.

Proof: See Appendix H. (|

According to intuition, the (trivial) optimal strategy for reg-
ular agents is to fully compete when the misbehavior is too
disruptive. However, numerical tests in the next section show
that A* is significantly smaller than 1 in several cases.

IV. NUMERICAL EXPERIMENTS

In this section, we perform numerical experiments on the
consensus error e to achieve intuition about the behavior of
FJ dynamics under different topologies and misbehavior and
draw insight about effective choices of the parameter A.

Consensus error ep

N @ s oo @ N @

8 8 8 8 3 3 8
a

s

0 20 40 60
A Noise intensity d

(a) (b)

80 100

Fig. 2. FJ dynamics with 3-regular graph, exponential decay of obser-
vation covariances, and one misbehaving agent. The arrow shows how
the error curve varies as the intensity d of the deception bias increases.
(a) Average consensus error. (b) Optimal A as a function of d.
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Fig. 3. FJdynamics CE with 3-regular graph, diagonal prior covariance
matrix 32, and one misbehaving agent. (a) Average CE. (b) Optimal . as
a function of d.

In Fig. 2, we considered a 3-regular communication graph
with 100 agents and uniform weights.! The prior covariance %
was chosen such that, for each agent i, the cross-covariances
obeyed an exponential decay, o;; = 107%-2/(49) ¢(i, 5) being
the length of the shortest path between i and j, with 07 = 1.
Furthermore, we randomly selected one misbehaving agent and
varied the intensity of its deception bias d within the range
[0, 100], with constant intensity of deception noise g.

Fig. 2(a) shows the error curve as d increases. All curves
exhibit a unique minimum point A*, plotted in Fig. 2(b). Fur-
thermore, both error curve and minimum point increase with d,
according to Propositions 2 and 3, showing that the competition
level needs to grow with the intensity of deception biases. The
same qualitative behavior was observed by varying q.

Fig. 3 shows the same experiment but with a diagonal co-
variance matrix . We observe the same monotonic behavior
of ep and A*. Furthermore, we note that the error curve has a
convex shape. In fact, even though it was not possible to prove it
formally, all tests performed with diagonal covariance matrices
resulted in strictly convex error functions from numerical tests.
We next studied what happens when increasing the number
of misbehaving agents M. To better visualize changes in the
behavior of the system, we fixed the set R to be a network
composed of R = 100 regular agents and added misbehaving
agents across the network. Fig. 4 shows the error curve when
10 such agents are progressively introduced. In particular, in

'In a k-regular graph, each node has exactly k neighbors.
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Fig. 4. FJ dynamics with 3-regular graph and diagonal prior covari-
ance matrix 3. The arrow on the left box shows how the error varies
as the number of misbehaving nodes M increases (with R = 100).
(a) Average consensus error. (b) Optimal A as a function of M.

0.8 0.55

0.7

0.6

0.4

03 0.25

0.2 02
1 2 3 4 5 6 1 2 3 4 5 6

Number of malicious agents M

(b)

Number of malicious agents M

(@)

Fig. 5. Optimal A as a function of M with d = 10. Each pair of misbe-
having agents affects the same regular agent (e.g., the first two belong to
N1). (a) Exponential observation covariances. (b) Diagonal observation
covariance matrix.

this example, all misbehaving agents are selected so as to affect
different portions of the network, which allows A* to have
relatively low values, see Fig. 4(b). Conversely, we note that,
in the opposite scenario, some regular agents may be forced
to almost freeze their observations (large A) to not drive the
error too large. Fig. 5 shows two cases where the misbehaving
agents are connected to the same regular agents. In particular,
each couple is added to the neighborhood of one regular agent
(e.g., the first two misbehaving agents added to the network
are neighbors of agent 1 € R). In this case, A* increases faster
than Fig. 4(b) because the regular agents affected by multiple
misbehaving need to keep their errors small: In other words, they
can hardly collaborate because of their misbehaving neighbors.
We note that A* grows faster when observations of regular agents
are correlated [see Fig. 5(a)] because such agents can trust
that their states may be similar even before starting dynamical
updates, and competing is less risky than collaborating.

Finally, it is interesting to see that the error behavior observed
above is consistent also if W is only row-stochastic, thus
yielding nonzero consensus error even in the nominal scenario.
Fig. 6 shows consensus error and A* when each node in the graph
has degree 3 or 4 and W ° has uniform weights.

Other numerical tests performed with different graphs, ob-
servation distributions, and choice of the misbehaving agents
show the same quasiconvex behavior of the error function and
are omitted in the interest of space. This reinforces and extends
the scope of our formal analysis, showing that, indeed, the
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Fig. 6. FJ dynamics with (3,4)-degree communication graph, expo-

nential decay of observation covariances, and one misbehaving agent.
(a) Average consensus error. (b) Optimal A as a function of d.
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Fig. 7. Consensus error and its two contributions in (19).

competition—collaboration tradeoff emerges as a natural resilient
mechanism for multiagent systems.

Remark 7 (Value of optimal A): A remarkable feature of
the FJ dynamics that emerges from the tests above is that A*
is usually small (within the interval [0.1,0.2] in many cases).
This translates into the practical advantage that adding a little
competition may be sufficient to get a good level of resilience
without forcing too conservative updates by regular agents.

A. Competition—Collaboration Tradeoff: Analytical Insight

As mentioned earlier, the consensus error function e (1) is
hard to study and an exhaustive analysis seems not possible.

Some intuition can be achieved from a decomposition that
we study next. To keep the notation light, we assume a single
misbehaving agent (with label m) and a diagonal covariance
matrix >. Then, we can expand the consensus error as follows:

ER = E 01»2

i€R

2
+ (o2 +d) | L) + e -

L™ — —
i "R

=€ER,deception

=E€R,consensus

19)
In (19), L; € RY is the ith column of L and L; ™ € RN is
obtained from L; by removing its mth row (corresponding to
the misbehaving agent). The error curves are shown in Fig. 7.
Equation (19) allows for an intuitive interpretation of the error,
which leverages the notion of social power [48], [49].
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In opinion dynamics, the social power is used to quantify how
much the opinion of an agent affects the opinions of all agents. In
particular, when opinions evolve according to the FJ dynamics,
the element L;; quantifies the influence of agent j on agent i:
As L;; increases, agent 7 is more affected by the initial opinion
of agent j. The total social power of agent j is a symmetric and
increasing function of all elements {L;; };ey.>

Borrowing such concepts from opinion dynamics allows us
to interpret the two contributions separated in (19). The first,
€R,deception> quantifies the impact of the misbehaving agent m on
regular agents. The “social power” of m, as quantified through
the vector L./, depends on the communication matrix W and
on the parameter A. Each coordinate of L, decreases with A,
meaning that the influence of the misbehaving agent weakens
as regular agents anchor more tightly to their observations,
and becomes zero when A = 1, namely, in the full-competition
regime. We formalize this discussion as the following lemma.

Lemma 2: The component eg deception 18 decreasing with A.

Proof: By computing the derivative of L w.r.t. A, we see
that each element of L™ is nonincreasing with A. Because
L is a nonnegative matrix, this and Lemma 1 yield the claim.
See Appendix E for the detailed calculations. (]

The second contribution e consensus Measures “democracy”
among regular agents, i.e., it is proportional to the mismatch
between how much each regular agent affects the others and
the ideal value !/r, which means that each agent affects all
others equally. This cost is zero if and only if the submatrix
of L corresponding to interactions among regular agents is the
consensus matrix: This can happen only if they do not interact
with the misbehaving agent [47], in which case the vector
L, is zero (the misbehavior has no effect). In this special
Case, €R consensus 18 ze€ro at A = 0 and increases monotonically
as the network shifts from a democratic system where agents
fully collaborate (A = 0) to a disconnected system where agents
fully compete (A = 1). Conversely, with misbehaving agents,
€R consensus Nas a nontrivial minimizer (zoomed box in Fig. 7).
For small A, the misbehaving agent overrules all interactions
and regular agents hardly affect each other. As A increases,
the interactions among regular agents become more relevant,
making er consensus decrease. However, as A grows further, the
competition among regular agents becomes too aggressive and
makes them shift away from an ideal democratic system.

Overall, the error (CE) has two concurrent causes that yield
two regimes: collaboration with misbehaving agents is most
misleading for small A while for large X, the error is mainly
due to regular agents that compete against each other and reject
useful information shared by neighbors. This matches intuition
from (FJ) where A measures conservatism in agent updates.

V. ROLE OF THE COMMUNICATION NETWORK

In the previous sections, we discussed the benefits of using a
competition-based approach (FJ dynamics) to tame misbehaving
agents. We now shift attention to the communication network,
in order to achieve intuition about resilient topologies. In
Section V-A, we introduce a second performance metric, which

2The authors in [48] and [49] use the arithmetic mean of {Ljj}iey-

we use to evaluate resilience to attacks. In Section V-B, we
observe how performance varies with connectivity.

A. Performance Metrics

Besides consensus error, we also aim to assess energy spent to
misbehave. To this aim, we interpret (7) as a controlled system
where the misbehaving agents command the input 2 (). The
controllability Gramian in K steps, denoted by Wy, is defined
for system (7) as

K-1
WK _ Z AkBBT(AT)k.
k=0

(20)

The controllability Gramian can be used to quantify the control
effort: The trace of Wy, called the controllability index, is
inversely related to the control energy spentin K steps (averaged
over the reachable subspace), as shown in the literature [50],
[51], [52]. In other words, a small controllability index means
that the misbehaviors consume a lot of energy to steer x across
the reachable space, which may be desired to possibly drain out
adversarial resources and hamper an external attack.
If M = 1, the controllability index can be written as

Tr (Wi) = (1 — 1) KZ Ja—wwwa]” e
k=0

resembling the consensus error component €x deception in (19)

k-1 2

00
€R,deception X Z(l - )L)k Z W%WM (22)
k=0

Jj=

Both Tr(Wxk) and eR deception are decreasing with A (i.e., the
more competition, the better) and depend on the vectors W{{ Wm
that describe how attacks spread in k steps. The discount factor
(1 — A)* makes the tail of the series in (22) negligible, enhancing
the similarity between those two metrics.

Remark 8 (Controllability index): While we use
Assumption 2 to compute e, the controllability Gramian
in (20) is independent of the trajectory of the system, and hence,
the controllability index evaluates an “average trajectory” of
misbehaving agents.

B. Network Connectivity Versus Resilience

We now explore how connectivity of the communication
network affects performance and resilience of the dynamics (FJ).
While in this section, we attempt to achieve heuristic intuition,
an analytical investigation is deferred to future work. To this
aim, we fix the parameter A = 0.1 and numerically evaluate the
theoretical performance as the density of the communication
network increases. Specifically, for each evaluated network, we
assign uniform weights to the links and compute consensus error
er and controllability index Tr(Wg ) (where K is the reacha-
bility index) selecting some agents as misbehaving according to
either of the following two cases.

1) The worst case misbehaving agent, i.e., M = {m*} with

m* = arg max,,., er (23)

(24)

*

m" = arg max,,., ITr(Wkg).
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graph and density parameter) by averaging over 1000 random
graphs for the worst case misbehaving agent and over 5000
random graphs for the random selection of misbehaving agents.
The results are shown in Figs. 8—10, with the consensus error on
the left and the controllability index on the right.

The main insight is that, on average, increasing the graph
connectivity mitigates attacks with respect to both metrics.
Intuitively, this is because high degrees mean many interactions
among regular agents that the misbehaving agent cannot control
directly. The only remarkable difference is noted in random ge-
ometric graphs with the worst case misbehaving agent (top-left
box in Fig. 10), for which increasing the radius from 0.35 to
0.5 also increases the consensus error. This might be due to the
formation of hubs, that is, densely connected areas that emerge
and become denser as the radius increases, which an adversary
can exploit to quickly spread damage to a large portion of the
network. Notably, this phenomenon is absent both for the same
class of graphs with a random selection of misbehaving agents
(bottom-left box of Fig. 10) and in the case of Erdos—Rényi
random graphs (see Fig. 9), which also typically feature some
dense areas—even though not with the small world structure
typical of random geometric graphs, see Figs. 14(a) and 15(a).

A deeper study of this phenomenon is an interesting direction
for future research.

Besides density and number of links, an aspect that also
seems to play a role in resiliency is degree balance among
nodes. This can be somehow deduced by the plots referred to
the same selection strategy of misbehaving agent: For example,
with worst case misbehaving agents, regular graphs exhibit the
smallest costs, random geometric graphs—where usually nodes
have similar number of neighbors—yield worse performance,
and Erdos—Rényi random graphs—where both highly connected
and almost isolated nodes coexist—have the largest costs.

To more carefully investigate how performance varies with
degree balance, we consider almost-regular graphs, namely,
where nodes have degrees either A or A — 1 for some A. This
corresponds to “middle-ways” between A- and (A — 1)-regular
graphs, which could be ideally placed between two consecutive
ticks (degrees) A and A — 1 on the x-axis of Fig. 8.

More specifically, starting from a A-regular graph, we itera-
tively remove one edge at a time so as to minimize performance
degradation while selecting the worst case misbehaving agent at
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Fig. 11. Consensus error (left) and controllability index (right) for

almost-regular graphs starting from a 4-regular graph with » = 0.2. Edge
removal proceeds from the right (initially, all 100 edges are present)
toward the left. At each iteration, one edge is removed so as to minimize
performance degradation according to (25)—(26) while enforcing that
each node has a degree of either three or four. At the last iteration
(leftmost diamonds), most or all nodes have degree three, with possibly
a few nodes left with degree four. The red squares show the performance
metrics for a 3-regular graph obtained by removing a perfect matching
(set of edges) from the initial 4-regular graph.
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Fig. 12. Consensus error (left) and controllability index (right) for

almost-regular graphs starting from a 4-regular graph with A = 0.7.

each time. This amounts to removing the edge e that solves

minmax e (€ \ {e}) (25)

ec€ mey

minmax Tr Wk (€ \ {e}))

ec€ mey

(26)

where £ is the set of edges (nonzero elements of 1) and we
set W with uniform weights after each removal. To get almost-
regular graphs, we remove at most one edge per node.

Figs. 11 and 12 show the performance obtained starting from
a 4-regular graph with 50 nodes (100 edges in total, correspond-
ing to the rightmost point in the plots) and gradually pruning
edges according to (25)—(26) (proceeding leftward on the z-
axis). Also, the performance with a 3-regular graph obtained
by removing perfect matchings from the initial 4-regular graphs
is shown for comparison.? Remarkably, performance degrades
(almost) monotonically for both performance metrics as edges
are removed. This may be explained by a combination of lower
connectivity and degree unbalance, which allows the adversary
to exploit highly connected agents to make more effective dam-
age against low-connected regular agents.

3 A matching is a set of edges that do not share nodes. A maximum matching
is a matching of maximal cardinality, and a perfect matching is a maximum
matching such that each node is incident to one edge (total coverage). Note that
our edge removal strategy need not remove exactly one edge for each node in
the graph because we constrain the resulting graphs to be almost regular. For
example, the iterative removal corresponding to Fig. 12 stops before reaching a
3-regular graph.

Interestingly, while the consensus error increases smoothly as
edges are removed, the controllability index exhibits “‘jumps.”
This is evident with large A, as Fig. 12 shows. Such a behavior
suggests the presence of critical subsets of edges and might give
indication about critical links to be kept or removed.

Furthermore, in almost all tests (not shown here in the interest
of space), the 3-regular graph obtained by removing a perfect
matching yielded better performance compared to the last edge
removal (leftmost marker on the blue curve). This suggests that
increasing connectivity may not be beneficial if it entails less
degree balance: In Fig. 12, the 3-regular graph reduces both
the consensus error and the controllability index w.r.t. the last
graphs obtained by pruning edges (leftmost markers), which
have one node with degree 4 and all others with degree 3. In
particular, the latter metric is reduced by 22% and is comparable
to graphs having most nodes with degree 4. However, as shown
inFig. 11, aregular graph of degree A — 1 obtained by removing
a perfect matching (not related to performance metrics) from
a A-regular graph may yield worse performance than almost-
regular graphs. This gives further insights: An arbitrary edge
selection may perform substantially worse compared to a task-
related strategy.

VI. CoMPARISON WITH EXISTING LITERATURE

In this section, we test our proposed protocol and compare its
performance with other approaches in the literature.

Many techniques have been proposed to mitigate misbehaving
agents. However, they usually focus on reaching a generic con-
sensus, possibly while keeping the states of regular agents within
a safe region (usually defined by initial conditions), and do not
consider the performance of average consensus, which here is
key to the distributed optimization task, as argued in Section II.
Indeed, most resilient consensus strategies aim to make the
regular agents agree on, e.g., a common location (such as in
robot gathering) in the face of misleading interactions, but need
not relate the consensus value to the initial locations.

We compare two strategies: Weighted MSR (W-MSR) [26]
and Secure Accepting and Broadcasting Algorithm
(SABA) [35]. As noted in Section I-A, many resilient algorithms
adapt W-MSR to specific applications and enjoy the same
guarantees. W-MSR suffers from two main limitations related to
r-robustness, which is the cornerstone of all theoretical analysis.
First, while sufficient conditions for resilient consensus are clear,
there is little clue about necessary conditions. This translates
into an unknown behavior of the system if r-robustness does not
hold. While r-robustness has proved a good characterization for
update rules based on W-MSR, it raises practical limitations.
On the one hand, the communication network may be fixed but
not robust enough. On the other hand, checking r-robustness is
computationally intractable for large-scale networks [32]. Thus,
in some cases, for example, with a sparse structure, a more
conservative behavior with provable performance bounds may
be preferred. Also, W-MSR requires to estimate the number
of misbehaving agents affecting the network. This may be
an issue: If the estimate is too low, regular agents may be
deceived and average consensus disrupted, whereas, if it is too
high, the updates may be too conservative, possibly preventing
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Fig. 13. Comparison among consensus, FJ, W-MSR [26], and
SABA [35] with 4-regular graph and six misbehaving agents. (a) Com-
munication network. (b) Cost (3) of regular agents.

convergence. Furthermore, misbehaviors could happen in a
time-varying fashion and make the r-robustness fail at times,
yielding poor performance overall. SABA does not estimate the
number of misbehaving agents but stores all received values in
a buffer and processes them with a voting strategy. However,
this design may impose impractical memory requirements,
and the convergence of SABA is still ensured under a minimal
r-robustness.

In the next simulations, we consider N = 100 agents inter-
acting through sparse communication networks, whose low con-
nectivity hampers W-MSR and SABA, and matrices W with
homogeneous weights. As the performance metric, we computed
the objective cost of the distributed optimization task (3), which
equals e up to additive constants, cf. Section II-B. The observa-
tions are drawn as 6 ~ N'(0,0.17) and each misbehaving agent
m is assigned a deception bias v,, € [2,6]. For each scenario,
we chose the parameter A by selecting the minimizer of the
theoretical error e (A) with V' = 51 ;.

Fig. 13 illustrates a network where the agents use a regular
graph with degree A = 4 as a communication network with six
misbehaving agents [see Fig. 13(a)]. We implement W-MSR
assuming that each regular agent has (at most) one misbehav-
ing neighbor because larger values make updates trivial, i.e.,
x;(k) = ;(0). However, some misbehaving agents communi-
cate with the same regular agents (e.g., the two in the bottom-
right portion of the graph), making this scenario challenging for
W-MSR and SABA whose r-robustness requirement suffers the
sparse communication graph. While both SABA and W-MSR
perform poorly [see Fig. 13(b)], our approach mitigates the
attacks by setting A at a suitably large value.

InFig. 14, we simulate the protocols over an Erdos—Rényi ran-
dom graph with link probability p = 4/~. (hence, each agent has
(N — 1)p neighbors on average), and ten misbehaving agents
(10% of the total number of agents). Note that the matrix W is
row stochastic. Also, in this case, the dynamics (FJ) tames the
numerous attacks better than the compared approaches.

Finally, we address a random geometric graph with radius
p = 0.25 and 20 misbehaving agents in Fig. 15. Also, in this
case, the matrix W is row stochastic. Interestingly, W-MSR is
rather challenged by this class of graphs, yielding a large cost.
On the other hand, the dynamics (FJ) again manages to keep the
error small compared to the other algorithms.

Many other simulations that validated our approach are not
reported here in the interest of space and can be found in [53].
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Fig. 14. Comparison among consensus, FJ, W-MSR [26], and
SABA [35] with Erdés—Rényi random graph with p =4/~ and 10 mis-
behaving agents. (a) Communication network. (b) Cost (3) of regular
agents.
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Remark 9 (Advantages of FJ dynamics): The previous exper-
iments highlight some advantages of the proposed approach.
First, the tunable parameter A makes the algorithm flexible
because it can smoothly adapt to a different attack intensity
while still providing decent performance. Furthermore, while
the optimal parameterization requires exact knowledge of the
adversary, which may not be reasonably assumed, yet our pro-
posed approach proves pretty robust to the choice of a specific
A, as shown in Figs. 2—6 where the error is kept small around A*.
This also holds with row-stochastic matrices, enabling simple
weighing rules to be locally implemented. In contrast, in other
approaches, the cost function may be highly sensitive to some
design parameters, e.g., the estimated number of misbehaving
agents in W-MSR. Furthermore, most works in the literature do
not describe the system behavior when resilient consensus is not
guaranteed. In fact, they usually either ensure that the states of
the agents remain inside the convex hull of the initial condi-
tions [which may be equivalent to setting A = 1 in (FJ)], or let
agents reach consensus but potentially be steered far away from
initial conditions [38]. Finally, computational complexity and
memory requirements are minimal, which is typically desired
for resource-constrained devices.

VIl. CONCLUSION AND FUTURE WORK

In this article, we have proposed a competition-based protocol
based on the FJ dynamics to mitigate a class of misbehavior that
disrupts a quadratic distributed optimization task. We have pre-
sented formal results and numerical experiments on performance
and optimal parameterization and showed that our approach can



BALLOTTA et al.: CAN COMPETITION OUTPERFORM COLLABORATION? THE ROLE OF MISBEHAVING AGENTS

2319

outperform state-of-the-art algorithms. Furthermore, we have
discussed the competition—collaboration tradeoff with analytical
arguments that are insightful toward a deeper understanding of
the fundamental properties of the system in the presence of
misbehaviors. Finally, we have addressed network design and
explored how resilience relates to graph connectivity, looking
both at the optimization performance and at the energy spent to
misbehave.

This approach opens several avenues for future research. First,
it is desirable to address an effective design of parameters A;’s
in the realistic case where knowledge about the attack is scarce.
This may also involve online reweighing of protocol parameters,
for example in the realm of recent work where weights are
updated via trust information or evidence theory [38], [40].

Second, the more general and challenging scenario of dis-
tributed optimization should be addressed. In this case, a com-
mon approach is to alternate local descent steps to consensus
updates to steer all agents toward a common point [19], [21].
Here, the task-tailored descent steps may critically impact per-
formance even if consensus steps are made resilient.

A third research avenue involves zero-sum games to model in-
teractions among agents [43], [44]. In particular, in asymmetric
zero-sum games, one player has more knowledge than the other,
which is a suitable model for worst case attacks. In this case, a
relevant challenge is determining the optimal strategies for both
players, to ultimately derive effective resilient algorithms in the
presence of intelligent adversaries.

Finally, it is interesting to deeply investigate the design of
the communication network. While graph robustness to node or
edge failures has been extensively addressed [54], [55], [56],
[57], the novel element given by the dynamics (FJ) calls for a
tailored investigation as heuristically motivated in Section V.
Also, in the spirit of a graph-theoretic approach, a comparison
between classical centrality measures and worst case attacks
may be useful to get insight about agents that deserve higher
attention.

APPENDIX

A. Useful Lemmas

In this Appendix, we report some standard facts in linear
algebra that will be used in the following proofs.

Lemma A.1: Let o« € R and A, B € R™*" differentiable
functions of c, then the derivative of Tr(A' B) is

dTr (ATB) dAT dB
=T B)+Tr(A"—).
da r( da ) + r( da)
Lemma A.2: Leta € R and A € R™™" invertible and differ-
entiable function of «, then the derivative of A~! is
dA~! _ AJ%
da da
Lemma A.3: Let A € R™*" invertible with eigenpair (A, v),
then A~ has eigenpair (A1, v).
Corollary A.1: If A € R™*" is diagonalizable, then A and
A1 are simultaneously diagonalizable.

Lemma A.4: Let A € R™™ have eigenpair (1, v), then (I —
aA) has eigenpair ((1 — ad),v).

(A1)

AL

(A2)

B. Proof of Lemma 1

We use the implicit function theorem to prove that each
diagonal element P;; of P is strictly decreasing with A. Let

—2)*Qu

(B.1)
where Q = Wy QW . The implicit function theorem holds for
the solutions of ¢;(A, P;;) = 0 with A € (0,1): fori € R

9i(h, Pyi) = Py — (1 —1)2 [WRPWg]ii -(1

dgi(x, Py;)

2 2 1).
aP” W”#O v E(Oa )

=1-(1-21)? (B.2)

Making dependence on A explicit and for A € (0, 1), we get

dPi(x) _ 9gi(x, Pi(A)) (3gi(A»Pz’z‘(l))>l
. On OP;i(1)

2(1 - A) ([WRPWQ o Qn‘)
= — < O.
1—(1—1)2W3

(B.3)

Finally, from e, (1) =), g Psi(A) and linearity of the
derivative, it follows that e ,, (1) is decreasing.
For A = 1, we trivially get P = 0, and thus, ex (1) = 0.

C. Proof of Proposition 1

In this and all following proofs, the constant  in (13) is
neglected for the sake of simplicity.
We first compute the consensus error with A = 1

873(1) = eR,U(l)

R—-1
e DI DI

i€ER i€ER JER
J#Fi

=Tr (Ell(IR — CR))
(C.1)

With A = 0, the average steady-state consensus value is de-
termined by the biased observations of malicious agents, i.e.,

TR =0 = 2 3 et (Om + vim). We have

= _ 2
ero(0) = E [HnReM - nReRH ]

Zd+

meM

e

meM

2
om+ E Tmn

neM
n#Em

WX X om

i€ER meM

+%Z U?-FZO’ij

ieR JER
J#i

er.a(0) = Tr (P(0)). €2

By comparing the expressions in (C.1) and (C.2), it follows that
er(0) > er(1) is equivalent to

DT PO)+ Y d >3

meM meM

2 § :
Um =+ Omn

net
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1_2 2 2 .
+M2 202 2M g +ZU Y Z Z . Case go; +05,. < 0.
R ieR ' ieR jeRr v i€eR meM " 1
= Ay > 01-2 — 0+ R Z Tim Z Wo.m | >0.
(C.3) meM m/'e M\{m}
. . (D.8)
which leads to condition (15).
The final inequalities in (D.7)—(D.8) follow from > > 0 and
D. Proof of Theorem 1 the Gershgorin circle theorem that implies 07 > ;; Vi, j € V.
It follows that the derivative (D.2) is positive and the CE is
From (13), we get increasing in a left neighborhood of 1. By continuity of (D.1),
der(r)  degn(X) degn(X) the minimum points satisfy A* < 1.
o dx + ax 2) Part Two: 1" > 0: From Lemma 1, the error term e ,, (1)
1 - S deg.n(R) has a negative right derivative at A = 0. By continuity of the
= ,%XTr (ZL (I-w'L") SRE> + T derivative of e ,, (1), we can compute the following limit:
@®.1) deg.(A) ~ dr’
where Lemmas A.1 and A.2 were used and k > 0. lim =22\ e [ 8 lim == S lim E
1) Part One: 1 < 1: From (B.3), 2% *) |,_, =0and oot da ( w0t di TR0k )

deR(A) ~
dx ‘);1 = Al (Z (I o WT) S7T€ (Sr — CRSR))
(D.2)
The argument of the trace in (D.2) has expression
AlO BxR
[*o}’ A e R (D.3)

Condition C1: If X is diagonal, the ith diagonal element of A is

1
2
21— =
i R+

Aj=0 7 Z Wji | >o0. (D.4)

jER

Condition C2: If W symmetric, the ith diagonal element of A
is

Aii = 01'2 + % Z Tim Z - 70‘2 Z mi

meM m/'e M\{m} meM
1 o
D IATIEE SILTD SLCIED pres
JER JER meM meM
J#F JF
(D.5)
It holds
=0 Y Wa Wiyt Y 3 W
meM Jjggg ]ER meM
+ Z CimWim < maX{Ral + Oime, O }

meM
(D.6)

where j* = arg max;cp\;;04; and m* = arg max,,,c \(Gim.
Inequality (D.6) can be split into the following two cases.

12 2 2 .
Case 7O T Tim > O

1 1
Ay >0l + = —0;
“% TR R

(02»2 — oim*) (1 — ;) > 0.

Oim* — — Oim*

(D.7)

Tr (SIS (SxT — CaSr) )

=Tr (EFTS;E [—CR | CRM])
=Tr (72111—‘?03 — 2121—‘;—0}%

+351,T] Crar + (S22 + V)T'3 Cru)
(D.9)
where the steady-state consensus matrix W = lim, o+ L has
block partition (cf. Assumption 2 for the value of W)

0| Crum }

A (D.10)

"
Matrix I' can be computed from the spectral decomposition of
W. In particular, its elements are finite, I'; is nonnegative, and
I'y is nonpositive (details in Appendix E). Putting together (D.9)
and Lemma 1, the right derivative of ez (1) at = 0 is negative
if and only if the following inequality holds:

der,,(0)
dx
—%150'5 Cr + S{,T] Cras + 225 Crar) (D.11)
which coincides with (18). If (D.11) holds, ex()) is strictly

decreasing in the right neighborhood of A = 0 and A* > 0. If ¥
is diagonal, then X1 = 0 and (D.11) is always satisfied.

Tr (VI3 Crur) > Tr (=Sl Cr

E. Computation of Matrix T’

We now show how to derive I' from W and discuss the sign
of its elements. For the sake of simplicity, we assume that the
nominal weight matrix W¢ is symmetric, which implies that
both W and IV are diagonalizable. If 1/ is not diagonalizable, a
similar derivation (with more tedious but conceptually identical
calculations) can be carried out by considering the Jordan canon-
ical form. This is because a straightforward extension of Lemma
A.3 shows that W and T share the same (chain of) generalized

eigenvectors.
Computation of I': The derivative of L is (Lemma A.2)
drL - ~ dL !
T =L— AL L=L—- LWL (E.1)
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where L = (I — (1 —A)W)~'. Let Ay and vy an eigen-
value of W and its associated eigenvector, respectively, from
Lemmas A.3-A 4, it follows that L has eigenvalue (1 — (1 —
A)Aw )~ with associated eigenvector vy, Hence, straightfor-
ward computations yield

dL 1—(1—(1=Maw) " aaw
o —
" (1= (1=M)w)

In particular, the dominant eigenvector vy = 1 (associated with

Aw = 1) is in the kernel of dL/ax for any A. As for the other
eigenvectors, by letting A go to zero in (E.2), one gets

. (E.2)

Tow = (1 —Aw) " ow. (E.3)

Finally, the eigendecomposition of I" is obtained from eigenvec-
tors vy and eigenvalues (1 — Ay) ™!, plus the kernel.

Sign of 'y and T'a: As regards I';, note that the upper-left
block in W is identically zero and that L is a stochastic matrix
for any value of A: Hence, as A becomes larger than zero, (some)
elements in L; become positive, and thus, their derivative at
) = 07 is also positive.

As for I'y, define the following block partitions:

| L1 Lo
L= { R ] (E.4)
with Wy, Ly € R and Wy, Ly € RF*M | Then, it holds
dL 1 * | =Ly WLy — Ly
—=—-L(I-WL)= E.5
iR ) [ 0] 0 (E-5)
which implies, for any A € (0, 1)
7 <0,7€eR,me M. (E.6)

In particular, the limit of the derivative of element L;,,, atA = 0%
is nonpositive in virtue of the theorem of sign permanence.

F. Proof of Proposition 2

Dependence on V: Note that egr, is independent of
V .From (13), we highlight the contribution of v to the error
er as follows:

erw =Tr(LaVLy) + K (F.1)

where « does not depend on V' and we use the block partition

b [afie]

01 (F2)

The matrix L is positive, see the work in [47] and discussion
in Section IV-A). Then, if V; = V5, it follows that LoV} L; -
LngL;, and hence, the trace in (F.1) is strictly increasing
with V.

Dependence on Q: Note that er , is independent of (). Let P;
and P, denote the solutions of (10) with@Q = Q1 and ) = Qo,
respectively. If Q1 >~ ()2, then Q1 > Q. and it is known that
Py, = P,, from which the claim follows.

G. Proof of Proposition 3

Dependence on V : In the following, we make the dependence
of the error e on d,, explicit. Let us compute the partial

derivative of the error first w.r.t. A and then w.r.t. d,,,

2 N
Fer(hdm) _ %n« (L‘E(dm)ﬂ (I-WTLT)SkSr

Od,, OM ddnm,
(G.1)
It holds
A% (dy) 0] LyS,,
L = G.2
ad,, [ 01 S G2
o wTT o | IR WALy |0
M=I-W'L {—W;LI—L;M (G.3)
L"MS,Sr = ol 0 (G.4)
ROR= T =LIW[LT =W LT |0 '
and the argument of the trace in (G.1) is
[ fLQSngwaiT — Ly S, Wy L] I 8 } G.5)

whose upper-left block is a negative matrix for all € (0, 1)
and is the zero matrix for A = 1. Hence, the derivative of the
consensus error w.r.t. A (D.1) is strictly decreasing with d,,, for
any A € (0,1). By continuity of (D.1), the minimum points
of eg (1) are strictly increasing with d,.

Dependence on @Q: Note that er , is independent of Q). We
consider the derivative of e , w.r.t. A

dern(X) 2(1-4) ([WRPW%]’L’L + Qn)
da 77;{ 1—(1—2)2W2

(G.6)
Let @1 > Q2, then it holds P; > P, which implies
(WrPAWZ i > WrPaW4]i Vi€ R. Further, it holds
Q1 = Qs and [Ql]” > [QQ]“ Vi € R. By combining such
two facts, we conclude that (G.6) is strictly decreasing. The
statement follows by the same argument of the case above.

H. Proof of Proposition 4
Dependence on V': We expand (D.1) to highlight d,,,

deR ()\.) Nmm
= 7dm H. 1
R - + K (H.T)
where NV is the nonpositive matrix given by
N=—(LyWy + W, ) L{L, (H.2)

and x does not depend on d,,,. Note that N,,,, # 0 because
the opposite implies that the mth malicious agent has no
interactions with regular agents. It follows that forany A < 1,
there exists d,,, > 0 such that (H.1) is negative, which is given
by the following inequality:

KA Nm’m’
Nmm

dm > — (H3)

The claim follows by combining (H.3) with Proposition 3.
Dependence on Q: We use (B.3) to highlight g,,, in (D.1)

deg() 2(1-2) ([WRPWQ]% + me?m)
i :_;R 1—(1—2)2W2

+ kK

H4)
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where x does not depend on g,,. Also, P is increasing with
¢m and thus [Wg Py W, ];; also is. Hence, forany A < 1, there
exists ¢,, > 0 such that (H.4) is negative, which is given by
the following inequality:

1—(1—x)2W2

>

i€ER

>k (HS)

The claim follows by combining (H.5) with Proposition 3.
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