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Abstract. NEPTUNE is a hash function proposed by Grassi et al. at ToSC 2022(3)
for Zero-Knowledge (ZK) applications. In this note, we show that the linear layer of
NEPTUNE’s external rounds fails to guarantee the maximum growth of the degree,
potentially affecting the security of NEPTUNE against algebraic attacks. Here, we
formally address this problem, by identifying sufficient conditions that ensure the
expected degree growth is maintained.

Keywords: Neptune, Linear Layer, Maximum Degree

1 Introduction and Motivation

NEPTUNE is a sponge hash function proposed by Grassi et al. [GOPS22] at ToSC 2022(3)
for Zero-Knowledge (ZK) applications. The design of NEPTUNE is based on the Hades
design strategy [GLRT20], a generalization of SPN-type schemes, which combines both
rounds with full S-Box layer and rounds with partial S-Box layer to achieve security
and good performance. In particular, NEPTUNE is a variant of the hash function POSEI-
DON/POSEIDON2 [GKR 121, GKS23], with the main difference relying on the external full
rounds, as recalled later on.

The design of ZK-friendly schemes requires particular care to prevent algebraic attacks,
which exploit the low degree and/or low density of the system of equations that describes
the primitive to break it. A common countermeasure is to make the polynomial expressing
the function of high enough (potentially, maximum) degree.

In this context, the choice of matrix defining NEPTUNE’s linear layer becomes crucial.
We show that the conditions in [GOPS22] for the linear layer of the external full rounds
can provide room for flaws of this kind, as they do not necessarily ensure that the function
achieves its maximum possible degree. Note that if the polynomial representation of the
scheme exhibits a lower algebraic degree than expected, the corresponding security analysis
may no longer be considered reliable, and the likelihood that an adversary can mount a
successful attack may be higher. To address this, we formally identify sufficient conditions
that ensure the expected degree growth is maintained. In App. A, we also provide a Sage
script that takes in input a candidate for the linear layer of NEPTUNE, and checks if these
conditions are satisfied or not. Finally, we show that the probability of finding a matrix
that satisfies these criteria is sufficiently high, thereby ensuring that the security analysis
in [GOPS22] remains reliable in practice.
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1.1 Neptune’s External Rounds

For the goal of this paper, we limit ourselves to recall the details of the external round of
NEPTUNE. The round function consists of two main components: a nonlinear S-Box layer
and a subsequent linear mixing layer, followed by a random constant addition. Here, we
introduce the notation (", y("), and z(") to denote, respectively, the input, the output of
the S-Box, and the output of the linear layer at round r.

Initial State. Let 2" = (2", 2{",... 2" € !, denote the state at the input of round
r of dimension ¢t = 2-¢ > 2, where F, is the underlying field, typically with a prime
p > 2% and t’ denotes the number of pairs of field elements in the state.

S-Box. Let a,v € F, \ {0} be fixed constants. The S-Box function of NEPTUNE is
defined over ]FZQ, as a combination of (1st) the Lai-Massey scheme of degree 2 defined
as (wo,w1) = (- wo + (wg — wy)?, - wy + (wo — wy)?), (2nd) a matrix multiplication
with [2,1;1,3] and a round constant addition [y, 0], and (3rd) another application of the
Lai-Massey scheme just defined.

With these ingredients, the output of the S-Box S(7) : F}, — T}, is given by

y" = §F (@) = 8 (g 278 (@ 2| S (D )
where §'(x37, 5 1) = 57 |57y with
vs = o (20 + a5 ) 4 3a(al) — iy + (v + alal) - 2a80) — (@f]) — 25007,
Yo = 0 (@f) + 3ey) +dalel) — 25, + (v +alel) — 205),) - (@f) — 25k,
Linear Layer. The S-Box output 3(") is then processed by a linear transformation specified

Tt I gt
by two independent MDS matrices M’, M” € F2 2 = F? %", applied respectively to the
even and odd coordinates. The output z(") of the linear layer at round r is given by

t'—1 t'—1
(r) _ () (r) _ (r)
2y = Z Mz'/,j '1/22 ) Z2§+1 = Z Mi,,/j ‘y2;+1~
=0 Jj=0

1.2 Degree Tracking

As the degree of each external full round of NEPTUNE is 4, the maximum degree that
these polynomials can attain at round r is 4". Ideally, one would hope that this maximal
degree is always reached because it offers greater resistance to algebraic attacks. However,
this is not always the case, as the effective degree is highly dependent on the choice of
the matrices M’ and M”. In [GOPS22] conditions on the entries of these matrices are
proposed. Specifically, the authors suggest using MDS matrices such that:

1. M'#m-M" for each m € F,, and
2. M ; # M]'; for each i,j € {0,...,¢' —1}.

(We limit ourselves to point out that NEPTUNE’s designers do not propose a formal rigorous
argument to support these two conditions.) However, we observed that these conditions
are not sufficient to guarantee an exponential growth of the degree with respect to the
number of rounds. In fact, as we demonstrate below, there exist matrices satisfying the
constraints in [GOPS22] but for which the degree growth is not maximal.
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Example. Fix o =1 and v = 1. Given the matrices M’, M" € F2*2, for p = 264 — 232 41,

defined as
121 v |1 2
M = [1 2] and M" = [2 J ,

we experimentally verified that the degree growth does not reach its expected value,
observing a maximum degree of only 56 < 4% = 64 after three rounds’.

2 Our Contribution: New Conditions for the Linear Layer
of Neptune’s External Rounds

We now present possible requirements on M’ and M" that are sufficient to maximize
the degree growth throughout the external NEPTUNE rounds. Note that the proposed
constraints are independent of the parameters v or «, as they do not affect the maximum
degree of the round output. Moreover, the conditions we derive do not depend on the
specific choice of the matrix [2,1; 1, 3] [GOPS22]. Indeed, even if a different choice for this
matrix may alter the coefficients of the highest-degree monomials in the variables x;, they
do not affect their cancellation.

The following notation will be used for presenting our results. Let ug)J, ugll’ ; be
defined by

t'—1 t'—1

(r—1) (r—1) (r—1) (r—1) \4
:u2zj : /’L21 k M2k:,j ~ Hogt1 ]) ’ l”'22+1j . Z 'u274+1 k ’u2k3 M2k+1,j) ’

(1) _ (1) .f
ij MZ/J and fig;4 ; = MZHJ

for r > 2, where py,’;

Proposition 1. Let r > 1 be the number of external rounds. Let V) be the initial
state and (") the output of the r' round, where each coordinate admits a polynomial
representation in terms of the coordinates of x(V).

The degree of each polynomial attains its maximum value, i.e., 47, if the following conditions
hold for each i,7 =0,...t' —1:

/'Lg;)J ’ ug’g‘,—l,g 75 07
r—1 r—1
/"LéZ,J ) - N“(QH-L)_] # 0.

Before proving this result, we emphasize that these conditions are satisfied with high

probability for large p > 263. Indeed, assuming these conditions to be independent,? they
2

-t ~ 1 3 ;27

are satisfied for r rounds with approximately probability equal to (1 — %

indicating that matrices meeting these security requirements can be easily identified.

Proof. For the purposes of our analysis, we focus exclusively on the highest-degree terms.
With a slight abuse of notation, we will therefore use " and z(") to denote not the full
output polynomials, but only the terms of the form (:c;) — xéill)‘lr, as they govern the

maximum resulting degree at round r.

For each round r > 1, we require that the coefficients of (x5} — xé&rl) v

from which the conditions of the proposition follow straightforwardly.

do not vanish,

IThese results are obtained by computationally evaluating three rounds of Neptune using SageMath.
2We checked by experiments that this assumption is usually fulfilled.
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Round 1. Let (V) be the initial state. Since we are only interested in tracking (zgl)

xéill)‘l, we can simplify the output to the S-Boxes as

4
1 ) o~ (. 1 )
yéz) yézzrl = (xél) — xél)+1> , i=0,...,t =1,

where = focuses on some monomials crucial for our analysis (remember that we are
interested in sufficient conditions only, hence, we neglect all other terms that are irrelevant
for our analysis). Given y( | the output of the linear layer can be expressed as

t'—1 t'—1
( (1) ~ ¢ 1) 4
221) Z M/,] y2] Z ILLQ’L ] x?]) - $;J)+1) ’

t'—1 t'—1
1 ~ 1 1 4
Z2z+1 Z M” yég)ﬂ Z M21+1 _] ) g_])-‘rl) )

where each /‘g)j»/iég-u assume values in F, \ {0}, by definition of M’, M". Each zgl) is

a sum of terms (xg) — x%)ﬂ)‘l, which never repeat. Therefore the maximum degree is

always 4 and no additional condition on the matrices entries is needed.

Round 2. Let 2(? = 21 be the initial state of the second round. Following the application
of the S-box, the terms of interest for our analysis are

4
t'—1

2 2) ., (2 2 ~ 1 1 1 1
yéz) yéz-)i-l - (xéz) - x(Zzzi-l)Al = Z(Mgz,)] /u‘gzl-l j)( éj) - gj)—i-l)4

Jj=0

and since our goal is to ensure that the polynomials attain their maximum degree, we can
simplify the analysis by considering only

2) ~ N (1) _ (1) 42
Yai y21+1 = Z /‘2” M2z+1,g) (332] - 332;+1) .
§=0

As the output of the linear layer is given by 247 E b0 u%)kyg . and zéfzrl ZZ _01 ,qu 1, kyéi)ﬂ,

by substituting ¥ and by rearranging the terms, we obtain

t'—1 [t'—1 t'—1
(2) ~v (1) (1) 4 (1) (1) 4 (1) (1) 4?2
Zoit = Z ik :u2k g Mokt ]) (x2g - x2]+1 Z :“21 i 952; - ‘T2]+1) )
§=0
0 Lo (1) SRR = (2 2y
2) ~ 1 1 4 1 1 ) 1) 1) \4
Z2i1 = Z Hoit1 k l‘zk; Hog+1 ]) (x2g - ‘T2j+1 Z /~‘2@+1 pi wzg - 2]+1) .
7=0

Round r. By inductive hypothesis we can assume that

t'—1 t'—1

() _ ~ (r=1) (1) (1) yar=t _(r) _ (r=1) o (r— 1) (1) (1) yar—!
Lo = Z2z Z Ko x?g - $2J+1) » Lojp1 = Z2’L+1 Z Hoit1,j '1:23 - $2j+1) .
Following the application of the S-box, the terms of interest for our analysis are

t'—1

T ~ T T ~ r—1 r—1 1 r—1
yéz) yézll (Iél) - xézzrlyl = Z(:ugz,] ) - /’L;Z+17)j)(xé]) - xé])Jrl)4 )
=0
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which, as in round 2, can be simplified by considering

— 1 r—1 1 1 v
v = Ui = Z (g = i) () — a5 )"
j=0

The output of the linear layer will then be given by z Zk 01 l’[’22 kyzk and ,2'2Z 1=

Zk o '“21+1 kyék)ﬂ, which can be written as

t'—1 [t'—1 t'—1
) AU 1 (r—1 r—1 1 1 " 1 1 s
zéz) = Z /’ng)k IU’Qk ,J ) M§k+1),j)4 (‘Té]) - wé])Jrl)‘l = Z uél)j (xgg) - mgg)Jrl)47
j=0 =0
t'—1 [t'—1 t'—1
r ~ ’l“ 1 r—1 1 1 1 1 "
Zéz)ﬂ = Z M21+1 k /‘21” )~ Mgkﬂ)]) (xéj) - 332])+1 . Z N21+1 . 372; - mgj)ﬂ)
§j=0
thereby concluding the proof. O
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A Sage Code

# Checks matrices Mp, Mpp over r rounds and prime p.
# Returns true if conditions hold for all rounds, false otherwise.

def verify_m_matrices(Mp, Mpp, r, p):
tp = Mp.nrows()
Fp = GF(p)
mup_prec = Mp
mupp_prec = Mpp

for s in range(2, r+1):
mup_succ = Matrix(Fp, tp, tp, 0)
mupp_succ = Matrix(Fp, tp, tp, 0)
for i in range(tp):
for j in range(tp):
if mup_prec[i,j] == mupp_precli,j]:
return False
for k in range(tp):
diff4 = (mup_preclk,j] - mupp_preclk,jl) "4
mup_succ[i,j] += Mp[i,k] * diff4
mupp_succ[i,j] += Mppli,k] * diff4
if mup_succ[i,j] == 0 or mupp_succ[i,j] ==
return False
mup_prec, mupp_prec = mup_suUcC, mupp_succ
return True

# Example usage

# Parameters
p=2764 -2732 +1

t =4

tprime = t // 2
r=25

Fp = GF(p)

Mp = Matrix(Fp, tprime, tprime, [1, -45, 2, -2])
Mpp = Matrix(Fp, tprime, tprime, [3, -36, 1, -1])
print(verify_m_matrices(Mp, Mpp, r, p))



	Introduction and Motivation
	Neptune's External Rounds
	Degree Tracking

	Our Contribution: New Conditions for the Linear Layer of Neptune's External Rounds
	Sage Code

