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ABSTRACT Software-Based Self-Test (SBST) is a widely adopted technique for ensuring the in-field
reliability of safety-critical systems, particularly in the form of Software Test Libraries (STLs). While
the effectiveness of SBST is traditionally assessed using classical fault models such as stuck-at and
transition delay faults, these models may not fully capture the behavior of modern nanometric technologies.
In contrast, Cell-Aware Testing (CAT) has emerged as a defect-oriented approach that more accurately
reflects physical defects at the cell level, and is gaining traction in manufacturing test flows. This paper
presents a structured framework for evaluating SBST programs under defect-oriented Cell-Aware Test
(CAT) models and interpreting the results at the defect level. The proposed approach combines defect-
to-conditional fault mapping, a simplified observability-based taxonomy, and a post-processing flow to
derive accurate defect-level coverage. In addition, a table test percentage (TT%) metric is introduced and
exploited to quantify intrinsic defect detectability and guide test improvement. Together, these techniques
enable a consistent defect-level interpretation of fault simulation results, reduce the overestimation inherent
in raw conditional-fault coverage, and provide actionable insight for identifying and prioritizing hard-to-
detect defects. The proposed framework is validated on a RISC-V System-on-Chip using multiple Software
Test Libraries and two technology libraries. Experimental results show that, while existing STLs achieve
substantial coverage on CAT defects, a subset of defects remains systematically hard to detect due to intrinsic
observability constraints. The proposed framework identifies critical hard-to-detect defects, enables targeted
STL refinement, and remains compatible with industrial defect-oriented validation flows.

INDEX TERMS Software-based self-test, functional test, in-field test, functional safety, fault simulation,
cell-aware testing.

I. INTRODUCTION
Modern electronic systems used in safety-critical applica-
tions, such as automotive or aerospace, must meet strin-
gent quality and reliability standards. Ensuring that latent
hardware defects are effectively detected and managed is
essential. In this context, there is a growing need for
methodologies that quantify how effective existing in-field
test solutions are under advanced defect-oriented fault
models. While manufacturing tests play a key role in filtering
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defective devices, traditional fault models—such as stuck-at
fault (SAF) and transition delay fault (TDF)—have become
insufficient to meet the extremely low defective parts per
million (DPPM) levels now required.

To address this issue, defect-oriented fault models—
like Cell-Aware Testing (CAT) [1], [2], [3] and Small
Delay Defects (SDDs) [4], [5], [6]—have gained traction
in automatic test pattern generation (ATPG) for production
testing. These approaches have been shown to significantly
improve DPPM metrics [7]. On the in-field side, functional
safety standards such as ISO 26262 mandate achieving a
certain level of diagnostic coverage (DC), yet remain agnostic
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regarding which fault models should be used to assess
the quality of a test and to guide test generation [8], [9].
As a result, in-field test strategies still predominantly target
SAFs [10], [11].

When hardware redundancy is infeasible or impractical,
software-based safety mechanisms, such as Software Test
Libraries (STLs), are often used [12]. STLs are based on
the Software-Based Self-Test (SBST) paradigm [13], where
the processor executes test programs designed to detect
faults through functional behavior. STLs can operate in-
system at-speed with minimal intrusion and can detect
faults that may escape scan-based techniques. Despite their
growing importance, little work has been devoted to assessing
STL effectiveness against advanced defect-oriented models
[14], [15].

The contribution of this work is not limited to extending
coverage evaluation to additional fault models, but addresses
a fundamental gap in SBST assessment under defect-oriented
testing. Existing approaches typically rely on simulator-level
fault models and implicitly assume that the resulting
coverage metrics reflect defect detectability. However, for
defect-orientedmodels such as CAT, this assumption does not
hold, asmultiple conditional faults may correspond to a single
physical defect, and their detectability depends on complex
activation and observability constraints.

To address this limitation, this work introduces a
structured defect-level evaluation framework that bridges
simulator-level fault representations and physically mean-
ingful defect behavior. The proposed approach combines
three key elements: (i) a defect-to-conditional-fault map-
ping and post-processing flow that reconstructs accurate
defect-level coverage, (ii) a Table Test Percentage (TT%)
metric that captures intrinsic defect detectability, and
(iii) a decision-oriented analysis linking defect detectability
to Software Test Library (STL) design, enabling targeted
rather than indiscriminate test improvements.

Compared to our prior work [16], which focused primarily
on static CAT evaluation and coverage reporting, this paper
extends the analysis along two orthogonal dimensions.
From a technical perspective, it includes dynamic CAT
defects and multiple technology libraries. More importantly,
from a methodological perspective, it shifts the focus from
raw coverage estimation to defect-level interpretation and
decision-oriented analysis. While previous studies quantify
how much of the fault space is covered, the proposed
framework focuses on defect-level interpretation and its use
for guiding STL refinement.

Given that CAT is a superset of the SAF model, the
proposed framework enables analyzing whether redundancy
introduced during STL development also contributes to CAT
fault detection. This framework is validated on a RISC-V
System-on-Chip (SoC) using openly available STLs [16].
It also enables a comparative evaluation of SAF, TDF,
and CAT behaviors. Additionally, due to the limitations
of commercial CAT fault simulators in handling sequential
circuits, we define a custom simulation flow including the

FIGURE 1. The cell-aware test flow for ATPG and fault simulation.

pre-processing and post-processing steps required to derive
CAT fault coverage correctly.

By enabling a consistent mapping between fault-level
simulation results and defect-level behavior, the proposed
framework provides a missing interpretability layer in SBST
evaluation. This allows moving beyond coverage-centric
assessment toward causality-driven analysis, where residual
defects can be characterized, prioritized, and systematically
targeted during STL development.

The remainder of this paper is structured as follows:
Section II reviews relevant background on CAT and SBST.
Section III describes the simulation flow used. Experimental
results and their analytical interpretation are presented in
Section IV, and conclusions are drawn in Section V.

II. BACKGROUND
A. CELL-AWARE TEST
Traditional fault models like SAF, TDF, bridging, or SDDs
enumerate faulty locations in the circuit simply by consid-
ering the boundary of the standard cells. Such faults are
excited by bringing proper logical values (or transitions,
in the case of dynamic fault models) toward the faulty
locations. Subsequently, the fault differences are propagated
through one or more paths by forcing the off-path signals
to transparent values (e.g., 1s for AND, 0s for OR gates),
until reaching an observable point (e.g., a flip-flop or a
primary output). Contrarily, the CAT methodology targets
electrical-level defects occurring within cells, which patterns
generated targeting traditional fault models may fail in
detecting [1], [2], [3].

CAT requires an electrical-level characterization of each
library cell. After this characterization step, the resulting
cell-aware library can be imported into the ATPG or fault
simulation flows (see Fig. 1), where each gate instance is
associated with the corresponding defects and activation
conditions. As a result, ATPG and fault simulation can
still rely on conventional algorithms, but with additional
constraints imposed by the defect model. Most commercial
Electronic Design Automation (EDA) tools support CAT
ATPG and fault simulation for scan design, while the support
for functional fault simulation is currently very limited.
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TABLE 1. Example of static defect matrix for a full-adder cell.

The cell-aware characterization starts from the layout
extraction for each cell. A tool analyzes the cell’s transistor-
level netlist in this phase with layout information. It extracts
a list of possible defects, such as parasitic resistors and
coupling capacitors or resistive bridges, shorts, or opens.
In the subsequent fault injection phase, a characterization tool
analyzes the transistor-level netlist, derives candidate defects,
and injects them into faulty netlists. SPICE-level simulation
is then used to determine whether each defect manifests as
a static or dynamic fault and to identify the corresponding
activation conditions. Once all defects have been analyzed,
equivalent defects are collapsed and the resulting model is
exported, typically as a user-defined fault model (UDFM) or
a Cell Test Model (CTM).

In our experiments, we used the CTM format. The CTM
file includes static and dynamic defect matrices for each cell.
Tables 1 and 2 show a snippet of the static and dynamic
defect matrix of a full-adder cell, respectively. For each row,
the tables report the input values, the expected fault-free
output values, and a code for each defect indicating on
which outputs the defect is observable. In the dynamic
case, the symbols R and F denote slow-to-rise and slow-to-
fall behavior, respectively. The bit-string is used to specify
whether the defect manifests itself on the corresponding
output. In the example, 1 means the defect can be detected
on the first output (CO), 2 on the second output (S), and 3 on
both.

The defect matrix does not directly list the faulty output
values. Instead, it indicates on which outputs the waveform of
the defective circuit deviates from the defect-free waveform.
For example, in Table 1, when defectD1 is activated by input
[0, 1, 0], code 3 indicates observability on both outputs CO
and S, meaning that both outputs differ from their fault-free
values. Using the same input value but injecting D2 only, the
code 1 indicates that the defect is observable only on CO.
Each defect can also be detectable under multiple input

combinations. The same interpretation applies to the dynamic
defect matrix in Table 2, where defect observability is
evaluated over pairs of vectors. For example, defect D8 is
observable on both outputs for input transition [0,F, 1], while
other defects may affect only one output or require different
transitions to become observable.

B. SOFTWARE-BASED SELF-TEST
In the past, various alternative and complementary methods
have been developed and utilized to broaden the range
of testing techniques available to designers and product

TABLE 2. Example of dynamic defect matrix for a full-adder cell.

engineers in lieu of scan chain-based testing. One such
approach is the SBST method, which involves applying
functional stimuli to an on-chip microprocessor to execute
specific code and detect structural faults within the logic by
observing the results produced by the code execution. This
method can detect faults at the nominal circuit frequency
without introducing any Design for Testability (DfT) features
and acting in operational mode. However, the test generation
and coverage assessment processes are not as standardized,
automated, and mature as for DfT-based test. The use
of advanced semiconductor technologies, particularly for
safety-critical applications requiring high reliability, has led
to the wide adoption of SBST for in-field testing. This is done
through STLs developed by the semiconductor manufacturer
and integrated by the system company into the application
code. STLs are guaranteed to achieve a given fault coverage
and can be activated (as a whole or in chunks) with a given
frequency, depending on the required safety level.

Previous works addressed SBST generation targeting
various fault models, such as SAFs [17], TDFs [18], [19],
[20], [21], SDDs [14], [22] and path delays [23], [24], [25],
[26], while the use of CAT is relatively new [15]. Regarding
the methodology for generating test programs, manual
approaches and partly or fully automated techniques have
been used, based on ATPGs, SAT-solvers, and evolutionary
algorithms [13].

III. FAULT SIMULATION FLOW
SBST fault grading requires simulating the top-level circuit
in functional mode while injecting faults and observing their
effects on the observable points (e.g., memory elements, the
external bus, or specific primary outputs of the target circuit).
Fault simulators for functional safety assurance exist, but
the native support to CAT is limited. The fault simulator
used in our flow supports the identification and simulation
of conditional faults, faults on the output pins of a cell with
constraints on the cell’s inputs, using the static and dynamic
defect matrices of CTM files. However, such conditional
faults are specific to a single cell’s output and have a fixed
polarity (stuck-at-0 (sa0), stuck-at-1 (sa1), slow-to-rise (str)
or slow-to-fall (stf)). As each defect can be excited by some
patterns that excite more than one condition (e.g., D4 in the
example in Table 1 or D7 in Table 2), possibly on multiple
gate’s outputs (e.g., D1 or D8 in the same example), the fault
grading process must consider the defect as tested if any of
the multiple conditional faults is tested.
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The proposed fault simulation flow maps each CAT
defect to a set of conditional faults derived from the
characterization matrices, and then reconstructs defect-level
coverage through post-processing. To support this mapping,
defects are classified according to (i) the number of affected
cell outputs and (ii) the number of conditional faults required
per output. This classification captures the activation and
observability complexity of each defect, which directly
affects detectability.

At a high level, the taxonomy distinguishes the following
classes:

• Single-output / single-fault: one output, one conditional
fault.

• Single-output / multiple-faults: one output, multiple
conditional faults.

• Multiple-outputs / single-fault: multiple outputs, one
conditional fault per output.

• Multiple-outputs / variable-faults: multiple outputs with
mixed fault multiplicity.

• Multiple-outputs / multiple-faults: multiple outputs,
each requiring multiple conditional faults.

These classes reflect increasing activation and observ-
ability complexity. In particular, defects involving multiple
outputs and multiple conditional faults are the most chal-
lenging cases for defect-level reconstruction and typically
correspond to the hardest-to-detect CAT behaviors analyzed
in Section IV.
The taxonomy provides a systematic way to translate

CAT defects, as described by CTM matrices, into the
conditional faults supported by the simulator. This ensures
that the generated fault lists remain consistent with the defect
model and also identifies which conditional faults must
be considered jointly during post-processing. As a result,
defect-level coverage can be reconstructed accurately without
overestimating or underestimating the effectiveness of the test
set. The complete taxonomy, including detailed definitions,
examples, and bounds on the number of conditional faults per
defect, is reported in Appendix.

The fault simulation produces a fault list containing
conditional faults, which must then be post-processed and
mapped back to CAT defects. The post-processing phase
shown in Fig. 2 splits the fault list into sets of conditional
faults, each one corresponding to a defect, and checks
whether at least one of the faults is marked as detected. In that
case, the defect is also marked as detected. If none of the
faults is marked as detected, we check whether any fault is
potentially detected; otherwise, the defect is marked as not
detected. In more complex fault grading processes (e.g., for
functional safety assurance), where additional tags can be
used to mark faults, one can adapt the post-processing flow
by adding additional conditions.

IV. EXPERIMENTAL RESULTS
A. EXPERIMENTAL SETUP AND FAULT LISTS
We have assessed the effectiveness of SBST programs in
detecting CAT faults on the RI5CY processor, a 4-stage,

FIGURE 2. Example of fault simulation post-processing used to map
conditional faults to CAT defects.

32-bit in-order RISC-V processor core embedded in the
PULPino SoC [27]. The design was synthesized using two
technology libraries: the Silvaco OpenCell 45 nm FreePDK
library (denoted as C1) [28] and a proprietary 130 nm
HCMOS technology for power applications by STMicroelec-
tronics (denoted as C2). This enables a comparative study
across both an open and an industrial technology library.
We used a set of openly available stuck-at STLs [29].

The experimental flow uses Synopsys Design Compiler for
logic synthesis, Synopsys CMGen for CAT characterization,
SiemensQuestaSim for logic simulation, and Synopsys Z01X
for fault simulation. Experiments on C1 were run on an
Intel Xeon CPU E5-2680 v3 machine, while experiments on
C2 were run on an Intel Xeon Gold 6242R CPU machine.

Due to limitations in currently available fault simulation
tools, the analysis is restricted to defects affecting combina-
tional cells and to the subset of dynamic CAT faults that can
be mapped to supported conditional fault models. While this
reduces the completeness of the evaluated defect space, the
excluded defects account for approximately 6% of the total
CAT defect set, consistently across both technology libraries
considered in this work.

Combinational logic captures the dominant activation
and propagation mechanisms exercised by SBST programs,
and defects affecting sequential elements are ultimately
observed through combinational paths. Similarly, unsup-
ported dynamic CAT faults correspond to behaviors that
cannot be expressed within the available conditional fault
abstractions, but do not introduce fundamentally different
observability mechanisms.

As a result, although absolute coverage values may
change when extending the analysis to the full defect space,
the relative trends observed in this work—particularly the
relationship between TT% and defect detectability—remain
representative. Extending the framework to fully support
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TABLE 3. Static faults in C1 (combinational cells only).

sequential elements and additional dynamic defects is part
of future work and would primarily increase completeness
rather than alter the underlying conclusions.

Importantly, these limitations are related to the current
capabilities of commercial fault simulation tools rather than
to the proposed framework itself. The methodology remains
applicable independently of the specific supported fault
classes and can naturally extend to the excluded defects as
tool support evolves, without requiring modifications to the
framework.

In the considered technology libraries, cells have at most
two outputs, resulting in up to four static and eight dynamic
conditional faults per defect, consistent with the bounds
assumed by the taxonomy in Section III.

B. FAULT LIST POST-PROCESSING AND DEFECT
COLLAPSING
Z01X does not natively collapse these conditional faults
to CAT defects: this mapping is instead performed by a
dedicated post-processing step implemented as an external
script, which follows the procedure outlined in Fig. 2.
Tables 3 and 4 report the number of SAFs, conditional

faults derived from static CAT detection tables before post-
processing (SCond), and static CAT defects after post-
processing (SCAT ) for the main modules of the core.
A first key observation is that static CAT significantly
expands the fault space, yielding roughly three to four times
more defects than SAFs. Post-processing then collapses
the conditional-fault representation to defect level, reducing
the total fault count by about 15% in C1 and by about
32% in C2. This confirms that raw conditional fault counts
overestimate the effective static CAT fault space, especially
in the industrial library.

Tables 5 and 6 report the corresponding figures for TDFs,
conditional faults derived from dynamic CAT detection tables
before post-processing (DCond), and dynamic CAT defects
after post-processing (DCAT ). The dynamic CAT fault space
is even larger, reaching about four times the TDF count
in C1 and about eight times the TDF count in C2. Post-
processing has a much stronger effect in this case, collapsing

TABLE 4. Static faults in C2 (combinational cells only).

TABLE 5. Dynamic faults in C1 (combinational cells only).

TABLE 6. Dynamic faults in C2 (combinational cells only).

about 56%ofDCond faults inC1 and about 51% inC2. These
results highlight both the richness of the dynamic CATmodel
and the importance of reconstructing defect-level coverage
from conditional-fault simulation results.

The difference in fault counts between C1 and C2 mainly
reflects the characteristics of the underlying technology
libraries and their CAT characterization. Compared with
C1, the C2 library contains more detailed and diverse cell
implementations, which in turn lead to a richer set of defect
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TABLE 7. Fault simulation runtime on C1.

conditions during CTM generation. As a consequence, the
number of characterized defects is significantly larger in
C2 than in C1.

These observations motivate the coverage analysis dis-
cussed in the following subsection, where the effectiveness
of the considered STLs is examined on the reconstructed
defect-level fault lists.

C. STL FAULT COVERAGE AND SIMULATION COST
This subsection evaluates the effectiveness of the considered
STLs in detecting CAT defects, using the defect-level fault
lists obtained after post-processing. Coverage results are
compared against SAF and TDF baselines to assess how well
SAF-targeted STLs extend to defect-oriented models.

Tables 7 and 8 report the STL lengths and the corre-
sponding fault simulation runtimes for C1 and C2. CAT-
based fault simulation is substantially more expensive than
SAF/TDF simulation, with an overhead ranging from about
75× for the shortest STL to more than 400× for the
longest one. This overhead is mainly due to the larger
fault lists derived from CTM matrices and to the need
to simulate the expanded set of conditional faults. The
post-processing step itself is lightweight in comparison,
requiring from seconds to a few minutes in our Python-based
implementation. Therefore, the dominant computational cost
comes from CAT fault simulation rather than from defect
collapsing. While this limits the use of the proposed flow
in rapid iterative optimization loops, it remains practical for
offline STL validation and qualification, where the goal is
to characterize STL effectiveness and identify defect classes
requiring additional test effort.

From a scalability perspective, the computational cost
increases with both the number of faults and the length
of the applied test programs. Since defect-oriented models
significantly expand the fault space compared to SAF
and TDF, the overall simulation effort grows accordingly.
To manage this complexity, the proposed framework is
intended for targeted validation phases, where a reduced set
of critical modules or prioritized fault subsets (e.g., based on
TT%) can be analyzed.

Tables 9 and 10 report the static fault coverage obtained on
C1 and C2. The results show that STLs generated for SAFs
achieve substantial coverage on static CAT defects, although
CAT coverage remains generally lower than SAF coverage.
For C1, all STLs detect more than 80% of static CAT defects,
with STL5 reaching nearly 87%. For C2, static CAT coverage

TABLE 8. Fault simulation runtime on C2.

remains above 70% for all STLs, with STL5 reaching
about 78%. This indicates that functional redundancy in
SAF-targeted STLs naturally activates and propagates a
significant portion of CAT defects, even though these defects
were not explicitly targeted during STL generation.

The comparison between the SCond and SCAT columns
in Tables 9 and 10 also confirms the importance of post-
processing. Since multiple conditional faults may correspond
to the same CAT defect, directly interpreting simulator-level
conditional fault coverage can either overestimate or underes-
timate defect-level coverage. The maximum observed impact
is a 2.5% reduction for STL5 on C1 and a 2.4% increase for
STL3 on C2. These differences are moderate for static CAT
faults, but they demonstrate that defect-level reconstruction
is required for consistent coverage estimation.

Tables 11 and 12 report the corresponding results for
TDF and dynamic CAT faults. The evaluated STLs achieve
up to 80% TDF coverage on both libraries, while dynamic
CAT coverage exceeds 74% on C1 and 67% on C2.
Dynamic CAT coverage follows the same general trend
as static CAT coverage, but it is lower overall because
dynamic defects require more specific transition conditions
and timing-sensitive activation patterns.

Post-processing has a stronger effect for dynamic CAT
faults than for static CAT faults, as shown by the differences
between the DCond and DCAT columns in Tables 11 and 12.
The maximum observed coverage change reaches 11.2% on
C1 and 7.2% on C2. This larger impact reflects the higher
multiplicity of dynamic conditional faults per defect and
further confirms the need to reconstruct coverage at the defect
level.

Across both static and dynamic results, coverage is
consistently lower on the industrial C2 library than on C1.
This suggests that CAT detectability is strongly influenced
by technology-specific cell implementations and defect
characterization. The richer defect space of C2 introduces
activation and observability conditions that are less frequently
exercised by functional stimuli, increasing the fraction of
residual undetected defects.

The results are consistent with prior SAF- and TDF-oriented
SBST studies [17], [18], [19], [22], while extending the
comparison to dynamic CAT defects and to an industrial
technology library.

These coverage figures are further analyzed in
Section IV-D using TT%-based grouping, which provides a
more detailed view of which defect classes are intrinsically
more difficult to test.
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TABLE 9. Fault simulation results for static faults on C1.

TABLE 10. Fault simulation results for static faults on C2.

TABLE 11. Fault simulation results for dynamic faults on C1.

D. DETAILED ANALYTICAL STUDY OF FAULT
DETECTABILITY
To fully understand the reasons behind the high fault
coverage, we performed an accurate analysis on the CAT fault
lists, aimed at verifying if there are correlations between the
number of lines in a cell’s truth table that can be used to detect

the fault and the actual fault coverage obtained by the STLs.
We also performed the same analysis on SAF and TDF faults.

For each fault in the considered fault lists (SAF, TDF,
static CAT, and dynamic CAT), we define a metric denoted
as table test percentage (TT%). TT% is the percentage of
input combinations in the truth table (or, for CAT, in the
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TABLE 12. Fault simulation results for dynamic faults on C2.

TABLE 13. Example of static defect matrix for a 2-input AND gate.

corresponding defect matrix) of the cell in which the fault
or defect is detectable at the cell outputs. In the case of CAT,
we first derive TT% at the defect level from the CTMmatrices
and then assign the same TT% to all conditional faults that
implement that defect.

For SAF and TDF fault lists, no explicit defect–fault
matrices are available. In these cases, TT% is computed
directly from the behavior of each standard cell. For a given
stuck-at fault (SAF) on an input or output line, we enumerate
all input combinations of the cell and count the number of
combinations that detect that stuck-at fault, i.e., those for
which the faulty output differs from the fault-free output;
TT% is then the ratio between this count and the total number
of input combinations of the cell. For a given transition delay
fault (TDF), we similarly consider all applicable input–output
transitions (pairs of consecutive input vectors that sensitize
and propagate a rising or falling transition at the fault
location) and count how many such pairs detect the fault at
the cell outputs; TT% is defined as the ratio between this
count and the total number of applicable input–transition
combinations for the cell. This procedure is fully consistent
with the CAT case, where the same type of ratio is derived
from the static or dynamic defect matrices instead of from
an analytical evaluation of the cell truth table or its timing
behavior.

For example, Tables 13 and 14 show the TT% calculated
according to the static and dynamic detection tables of a
2-input AND gate.

After computing the TT% for each fault, faults are grouped
globally according to identical TT% values, independently

TABLE 14. Example of dynamic defect matrix for a 2-input AND gate.

of their originating cell or defect class. For each group,
we define its size in the original fault list as the total number of
faults sharing that TT% value, and its size in the detected fault
list as the subset detected by the considered STL. Based on
these quantities, we derive two metrics: (i) the fault coverage
of the group and (ii) the contribution of the group to the
overall fault coverage. The results reported in Tables 15 to 18
are organized according to these TT%-based groups.

For SAFs and static CAT faults, TT% values are discrete,
as they depend on the finite number of entries in a cell’s truth
table or defect matrix (e.g., 1/4, 1/8, 3/8). Consequently,
many faults share the same TT% value and naturally form
well-populated groups. In contrast, dynamic CAT faults
produce a much larger set of distinct TT% values due
to the increased number of input–transition combinations.
To maintain a compact representation, dynamic TT% values
are aggregated into contiguous 4% intervals, and results are
reported as averages over the groups within each interval.
This aggregation is also applied to static CAT faults in C2,
where the number of distinct TT% values is similarly large.

For each TT% group (or interval), we report its fault
coverage (Fault coverage / grouped faults) and its contri-
bution to the overall coverage (Fault coverage / all faults),
as shown in Tables 15 to 18. Cumulative (cumsum) values
are also provided for both group size and coverage, allowing
a progressive view of how coverage evolves as increasingly
larger portions of the fault space are considered. The final
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TABLE 15. Fault simulation results on groups of static faults for C1.

cumulative values correspond to the overall fault coverage
achieved by the STL.

For SAFs, the tables show large groups with low TT%
and correspondingly low fault coverage in both C1 and C2.
For example, TT% = 25 corresponds to faults requiring
a specific input condition (e.g., inputs of AND2, OR2,
NAND2, etc., and some output faults), achieving about 76%
coverage in C1 and 80% in C2. Lower TT% groups (e.g.,
12.5 or 6.25) exhibit reduced coverage, as expected. In C1,
the most critical group is TT% = 18.75, representing over
one-third of the fault list with coverage between 75% and

79%, while in C2, the most critical group is TT% = 50,
covering about 30% of the faults with coverage close to 90%.

The static CAT sub-table shows a more uneven distri-
bution. In C1, low-TT% groups are smaller than in SAF,
whereas in C2, groups with TT% < 10% contain more than
50% of the static CAT faults. In general, CAT groups exhibit
higher variability in size than SAF groups, as reflected by the
slower convergence of the cumulative size toward 100%.

For TDFs, the maximum TT% is 50%, corresponding to
faults on the cell outputs. Most faults are concentrated in a
small number of groups, notably TT% = 12.5, 25.0, and
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TABLE 16. Fault simulation results on groups of static faults for C2.

50.0. For example, TT% = 12.5 (e.g., inputs of AND4, OR4,
NAND4, etc.) represents about 36% of the fault list inC1 and
about 17% in C2, with approximately 80% coverage in both
cases.

The dynamic CAT sub-table shows a wider TT% distribu-
tion due to the combination of transition and static fault types.
The majority of dynamic CAT faults fall below TT% = 50%

(about 78% in C1 and 87% in C2). As in previous cases,
lower-TT% groups exhibit lower coverage while accounting
for most of the fault population.

The analysis across both C1 and C2 confirms that
defects with low TT% are consistently harder to test.
Although these low-TT% groups dominate the resid-
ual fault set, their relative impact on total coverage
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TABLE 17. Fault simulation results on groups of dynamic faults for C1.

is less pronounced for CAT faults than for SAFs and
TDFs.

Beyond providing a compact detectability ranking, the
TT% metric captures how activation conditions are dis-
tributed across the fault space. Medium- and high-TT%
groups generally exhibit higher grouped coverage, while low-
TT% groups contain the most difficult faults to detect. This
highlights that improving coverage beyond current levels
requires targeting increasingly specific cell-level activation
conditions.

A further observation is that the lowest TT% groups are
largely associated with multi-output and multi-fault CAT
classes, indicating that TT% reflects structural test com-
plexity. These defects require more constrained activation
and propagation conditions, making them inherently more
difficult to detect. In addition, TT% distributions differ
across fault models and technology libraries, showing a
more heterogeneous profile for CAT compared with SAF
and TDF.

E. PRACTICAL IMPLICATIONS FOR STL DESIGN
The analysis presented in this work enables translat-
ing defect-level observations into concrete guidelines for
improving Software Test Libraries (STLs). In particu-
lar, the combined use of CAT fault modeling, post-
processing, and the TT% metric provides a structured
way to identify coverage limitations and guide targeted
enhancements.

• Prioritize low-TT% defects: The results show that
defects characterized by low TT% values consistently
exhibit lower detection rates across all evaluated
STLs. Although these defects represent a limited
fraction of the overall fault space, they dominate the
residual undetected set. Therefore, STL optimization
should focus on increasing the activation probability
of these low-detectability defects rather than extend-
ing test length indiscriminately. The TT% metric
provides a systematic way to identify and prioritize
these critical defects during STL refinement. This
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TABLE 18. Fault simulation results on groups of dynamic faults for C2.

can be achieved by introducing instruction sequences
specifically designed to sensitize rare internal signal
combinations.

• Increase activation diversity for multi-condition
defects:Defects requiringmultiple activation conditions—
particularly those mapped to multiple conditional
faults—are inherently more difficult to detect. The
analysis indicates that existing STLs often fail to simul-
taneously satisfy all required conditions. To address
this, STL design should incorporate diversified exe-
cution patterns that exercise different operand values,
instruction mixes, and control-flow scenarios, thereby
increasing the likelihood of activating complex defect
conditions.

• Perform technology-aware STL validation: The com-
parative analysis across technology libraries shows
that defect detectability and fault multiplicity vary
significantly with library characteristics. As a result,
STL effectiveness cannot be assumed to be portable
across technologies. It is therefore necessary to validate
and, if needed, adapt STLs for each target library using
defect-oriented evaluation flows.

To illustrate how TT%-based analysis can guide STL
improvement, we consider the group of defects with TT%
below 10%, which consistently exhibits the lowest detection
rates across both technology libraries. These defects require
highly specific input conditions at the cell level, which are
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TABLE 19. Taxonomy of the defects in Table 1 according to the number of
outputs and conditional faults per output to inject. In dark gray, the
signals where both faults are needed.

TABLE 20. Taxonomy of the defects in Table 2 according to the number of
outputs and conditions per output to inject. In dark gray, the signals
where both conditions are needed.

rarely exercised by existing STLs due to limited operand
diversity and constrained instruction sequences.

TABLE 21. Number of conditional static faults per defect in the example
of Table 1. Note: only the visible lines in the example have been
considered.

TABLE 22. Number of conditional dynamic faults per defect in the
example of Table 2. Note: only the visible lines in the example have been
considered.

For example, a subset of low-TT% defects in arithmetic
and logic units requires simultaneous activation of rare
input combinations combined with specific propagation
conditions. Current STLs, which are primarily designed for
SAF coverage, tend to favor frequently occurring operand
patterns and do not systematically generate these rare
conditions. As a result, these defects remain undetected even
when overall coverage is high.

A targeted improvement strategy consists of introduc-
ing instruction sequences that explicitly increase operand
diversity and internal signal variation, such as combin-
ing dependent arithmetic operations with varied operand
values or introducing controlled control-flow variations.
These modifications increase the probability of activating
low-TT% conditions without significantly increasing test
length.

This example demonstrates that TT% can be used not
only as an analysis metric but also as a practical guide for
STL refinement, enabling engineers to focus on the most
critical defect classes rather than extending test programs
indiscriminately.

V. CONCLUSION
This paper presented a structured framework for evaluating
the effectiveness of SBST programs under defect-oriented
CAT models. Unlike traditional approaches focused on
fault coverage reporting, the proposed methodology com-
bines defect mapping, post-processing, and TT%-based
analysis to enable accurate and interpretable defect-level
evaluation.

The results obtained using the proposed framework show
that existing SAF-targeted STLs achieve substantial coverage
on CAT defects, largely due to inherent functional redun-
dancy. However, a subset of defects remains systematically
hard to detect, primarily due to intrinsic observability
constraints. The TT% metric proves effective in identifying
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these critical defects and in guiding targeted improvements
in STL design.

The analysis further highlights the impact of technology
library characteristics on defect detectability and confirms
the importance of defect-oriented evaluation for in-field
test strategies. Although current tool limitations restrict
the analysis to combinational cells and supported dynamic
faults, the excluded defects account for only about 6%
of the CAT fault space, and the observed trends remain
representative. Future work will extend the framework to
sequential elements and additional dynamic defects, and
will integrate TT%-based analysis into STL optimization
flows, enabling a closed-loop defect-oriented methodol-
ogy and further assessing scalability on larger industrial
designs.

Overall, this work establishes a practical and extensi-
ble framework for defect-aware evaluation of SBST pro-
grams, moving beyond traditional coverage-driven method-
ologies. By enabling systematic identification and tar-
geting of hard-to-detect defects, the proposed approach
provides a concrete foundation for improving STL qual-
ity in safety-critical systems and supports the integration
of defect-oriented models into industrial SBST validation
flows.

APPENDIX
DETAILED CAT FAULT TAXONOMY
In the following, we classify each defect based on the
number of cell outputs it affects and on the number
and type of conditional faults that must be injected on
those outputs. We assume that, for each cell output, the
characterization may require up to two static conditional
faults (sa0 and sa1) and up to four dynamic conditional faults
(sa0, sa1, str, stf). Let nout denote the number of outputs of
the cell.

• Single output – Single fault: the defect can be detected by
targeting exactly one conditional fault (either sa0, sa1,
str or stf) on a single cell output. This is the only category
that includes a single conditional fault and does not
require post-processing. In the example cell,D3 requires
testing a conditional sa1 on output CO (see Table 19a),
and D6 requires testing a conditional str on output S
(see Table 20a). Since by definition only one conditional
fault is associated with the defect, the number of faults
in this category is always equal to one for both static and
dynamic defects.

• Single output – Multiple faults: the defect can be
detected by targeting more than one of the fault types
(sa0, sa1, str, stf) on a single cell output. In the example
cell, D4 requires testing conditional sa1 or sa0 on S (see
Table 19b), and D7 requires testing at least two of str,
stf, or sa0 on CO (see Table 20b).
For static defects, each output can be associated with
at most two conditional faults (sa0 and sa1). Since this
class requires more than one conditional fault on a single

output, and at most two static fault types are available,
the number of faults in this category is always equal
to two for static defects. For dynamic defects, up to
four conditional fault types can exist on a single output
(sa0, sa1, str, stf). Therefore, the number of faults in this
category is always between two and four, depending on
how many of these fault types are actually needed to
detect the defect.

• Multiple outputs – Single fault:
the defect can be detected by targeting exactly one
conditional fault per affected output, but on more
than one cell output. In the example cell, D1 requires
testing a conditional sa1 on CO or a conditional
sa0 on S (see Table 19c), and D8 requires testing
a conditional str on S or a conditional stf on CO
(see Table 20c).
By definition of this class, each affected output con-
tributes exactly one conditional fault. Let k be the
number of outputs on which the defect is observable.
Then the number of conditional faults is k , with 2 ≤ k ≤

nout because at least two outputs must be involved for the
defect to be classified as ‘‘multiple outputs’’, and at most
all outputs can be affected. Consequently, the number of
faults in this category is between two and nout, for both
static and dynamic defects.

• Multiple outputs – Variable faults: the defect can
be detected by targeting a combination in which
some outputs require a single conditional fault, while
at least one other output requires more than one
conditional fault. In the example cell, D2 requires
testing conditional sa1 or sa0 on CO, and only sa1
on S (see Table 19d), whereas D9 requires testing
conditional str or stf on S, and only stf on CO
(see Table 20d).
For static defects, each output can contribute either one
or two conditional faults (sa0 and/or sa1). To belong
to this class, at least two outputs must be affected,
and at least one of them must require two faults. The
minimum number of conditional faults therefore occurs
when one output contributes two faults and another
output contributes one, leading to a total of three faults.
The maximum number of faults is obtained when one
output contributes only one fault and all the remaining
nout − 1 outputs contribute two faults each, resulting in
1+ 2 · (nout − 1) = 2 nout − 1 faults. Hence, for static
defects in this category, the number of faults is between
three and 2nout − 1.
For dynamic defects, each output can contribute between
one and four conditional faults (sa0, sa1, str, stf). Again,
at least two outputs must be affected, and at least one
output must require more than one conditional fault.
The minimum is still three faults (one output with two
faults and another with one). The maximum is obtained
when one output has a single dynamic fault and all the
remaining nout−1 outputs have four faults each, leading
to 1+4·(nout−1) = 4 nout−3 faults.Thus, for dynamic
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defects in this category, the number of faults is between
three and 4nout − 3.

• Multiple outputs – Multiple faults: the defect can be
detected by targeting more than one conditional fault
on more than one cell output. In the example cell,
D5 requires testing conditional sa1 or sa0 on CO or S
(see Table 19e), andD10 requires testing both str and stf
on CO or S (see Table 20e).
For static defects, each affected output must contribute
at least two conditional faults, and each output can
contribute at most two. Therefore, a defect in this class
must involve at least two outputs, each with two faults,
leading to a minimum of four faults. If all nout outputs
are affected, each with two faults, the maximum is 2nout
faults. For dynamic defects, an affected output must
contribute at least two dynamic faults (e.g., a pair among
sa0, sa1, str, stf), and at most four. Theminimum is again
four faults (two outputs with two faults each), while the
maximum, when all nout outputs are affected with four
dynamic faults each, is 4nout.

The specific conditional static faults for each defect for
the examples are summarized in Table 21 and Table 22. For
convenience, the last column in the tables reports the number
of faults.
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