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Abstract

This dissertation explores methodologies and techniques to enable the development,
evaluation, and optimization of radiation-hardened Field Programmable Gate Arrays
(FPGAs) for high-performance computing in radiation-intense environments. A
comprehensive suite of tools is introduced to enhance both reliability and computa-
tional efficiency, addressing the challenges posed by Single Event Upsets and other
radiation-induced phenomena.

The research contributions span multiple levels of abstraction, from device-level
characterization to system-level fault tolerance, employing fault injection, acceler-
ated irradiation testing, and analytical modeling. Dedicated analysis frameworks
have been developed to assess the sensitivity of FPGA designs to SEUs, with fault
emulation platforms and irradiation campaigns targeting SRAM- and FinFET-based
devices. These studies have revealed critical insights into the resilience and perfor-
mance trade-offs inherent in FPGA-based systems, highlighting the limitations of
traditional mitigation techniques such as redundancy and scrubbing.

Particular emphasis has been placed on soft-core processors, custom accelerators,
and data-intensive applications, including artificial intelligence workloads, where
fault propagation was shown to significantly impact both throughput and correctness.
Interconnect reliability, especially in AXI-based data transfer modules, has also been
rigorously evaluated, with results demonstrating that silent data corruption remains a

major concern despite redundancy.

The outcomes of this work culminate in a framework dedicated to the analysis
of European radiation-hardened FPGA platforms, laying the foundation for future
research on placement and routing strategies tailored to these architectures.

This dissertation aims to advance the state of the art in radiation-tolerant recon-
figurable computing, providing methodologies and insights that support the reliable

deployment of FPGAs in aerospace and other high-reliability domains.
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Chapter 1

Introduction

1.1 Motivations

Today, computer systems play a crucial role in shaping our society. Since the
invention of the transistor, these systems have rapidly permeated nearly every aspect
of human life and culture. To address the unique needs and requirements of various
industries and applications, they have evolved into a diverse array of computational

systems built upon distinct architectures and paradigms.

From the earliest days of computing, ensuring system reliability has been a critical
concern to ensure proper functionality. This focus intensified since the beginning of
the first space programs and became a key feature with the advent of the so-called
New Space Era, where the stringent reliability demands for manned missions and
programs led to the need for advanced reliability assurance techniques, while keeping
an eye on the budget. This term refers to the contemporary transformation of the
space sector characterized by the rise of private companies, reduced launch costs,
and a shift from purely government-driven programs to a dynamic, market-oriented
ecosystem. Unlike the traditional space age, now the market is also fueled by
commercial innovators which focus on reusability and rapid development. This new
paradigm emphasizes accessibility, sustainability, and economic competitiveness in
space, enabling unprecedented opportunities.

As the demand for robust and reliable systems grew, there was a parallel push for
high-performance systems capable of processing vast amounts of data, performing

real-time operations, and tackling complex tasks efficiently. This also accelerated,
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among the others, the integration of Artificial Intelligence (Al)-based applications,
enabling advancements such as predictive analytics, autonomous systems, and intelli-
gent decision-making frameworks, which further expanded the potential of computer

systems across industries.

The advent of hardware-reconfigurable devices and Systems-on-Chip has marked
a significant milestone in computing, enabling the creation of systems that com-
bine high performance, low power consumption, and exceptional flexibility. These
systems have found applications across a wide range of fields, including space

exploration, healthcare, automotive, and beyond.

However, the architecture of these systems introduces vulnerabilities and a
heightened sensitivity to faults and errors. Furthermore, the inherent complexity
of such heterogeneous systems poses significant challenges for evaluating their
robustness. Despite these challenges, ensuring fault tolerance and robustness remains

a vital design objective, particularly for safety-critical systems and applications.

This need is especially pronounced in space applications, which demand systems
capable of enduring extreme conditions and operating reliably in radiation-rich
environments over extended periods. Similarly, equipment used in radiation facilities,
as well as critical systems in the automotive and aerospace industries, requires
stringent reliability standards. Field Programmable Gate Arrays and Reconfigurable
Systems-on-Chip offer a promising solution for these scenarios due to their re-
programmability, which supports adaptation to evolving requirements and working

parameters, extends device longevity, and facilitates in-field updates.

1.2 Aims of the Thesis

The primary aim of this thesis is to address the challenges posed by radiation-induced
Single-Event Upsets (SEUs) on Static Random Access Memory (SRAM)-based
devices, with a particular focus on their application-level behavior. The study begins
by conducting detailed analyses and radiation tests to evaluate the impact of radiation
on these devices, especially in systems that handle and compute large volumes of
data in parallel. This emphasis is motivated by the need to mimic the operational
patterns of Al-based applications, which often require significant computational

power and efficient data management.
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The objective then shifts to radiation-hardened devices as a potential alternative
to mitigate radiation-induced issues. While these devices are designed to enhance
reliability in harsh environments, they often struggle to achieve performance levels
comparable to their Commercial Off-The-Shelf (COTS) counterparts. This work
aims to explore and, possibly, to unlock the potential of these devices, enabling the
development of high-end applications on radiation-hardened chips.

1.3 Contributions

To bridge the performances gap, the thesis proposes a series of optimizations and
tools aimed at enabling radiation-hardened Field-Programmable Gate Arrays (FP-
GAs) to effectively support Al-based applications and other tasks demanding high
computational power. These innovations are designed to balance reliability and
performance, ensuring that radiation-hardened devices can meet the stringent require-
ments of safety-critical applications without compromising their ability to process
complex workloads efficiently.

By addressing these challenges, the thesis contributes to the development of
more robust and high-performing computational systems for use in radiation-rich
environments, such as space exploration, avionics, and other safety-critical industries.
The findings and solutions presented in this work aim to pave the way for broader
adoption of radiation-hardened FPGAs in advanced computational tasks, ultimately

enhancing their applicability in both current and future technological landscapes.

1.4 Thesis Organization

The organization of this thesis is structured into three main parts, each addressing a

distinct aspect of the research.

Part I provides the foundational context for the work presented in the subsequent
sections. Specifically, it introduces the paradigm of reconfigurable hardware and the
effects of radiation on SRAM-based devices and radiation-hardened devices. These
topics are covered in Chapters 2, 3, and 4, respectively.
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Part II focuses on the methodologies and experiments conducted on repro-
grammable devices to investigate the impact of radiation-induced effects. It examines
how these effects influence high-computational power applications. This section in-
cludes results from radiation test campaigns and analyses of different SRAM-based
technologies. In this context, Chapter 5 emphasizes experiments with radiation
campaigns and hardware-based faults emulation.

Part III centers on optimizing the design of COTS and radiation-hardened devices
for demanding applications in space, proposing methods and analysis tools. Chapter
6 presents performance analyses of techniques focusing COTS devices, while Chapter
7 details the development of a tool for architecture and netlist exploration and analysis
tailored to the first European radiation-hardened FPGAs and its applications.

Finally, Chapter 8 concludes the thesis, summarizing the main findings and
discussing potential future developments to enhance the performance of radiation-

hardened devices for Al-based applications.



Part I

Context and Background






Chapter 2

Reconfigurable Devices

2.1 Introduction

SRAM-based FPGAs have become a cornerstone of modern digital design, offering
unparalleled time-to-market, performance-over-costs ratio and flexibility for a wide
range of applications. These devices are built around an array of Configurable
Logic Blocks (CLBs) connected through programmable interconnects, with their
functionality defined by configuration data stored in SRAM cells [1, 2]. This unique
architecture allows designers to implement complex digital circuits and reprogram

them as needed, enabling rapid prototyping, customization, and in-field updates.

Over the past decade, SRAM-based FPGAs have undergone significant techno-
logical advancements, driven by the demand for higher performance, lower power
consumption, and greater versatility. The integration of cutting-edge process tech-
nologies has allowed for the development of FPGAs with increased logic density,
faster clock speeds, and reduced power requirements. These improvements have
positioned SRAM-based FPGAs as key enablers for applications ranging from

telecommunications and data centers to automotive systems and Al.

One of the most notable advancements in recent years has been the incorporation
of heterogeneous elements into FPGA architectures [3]. Modern SRAM-based FP-
GAs now include dedicated hardware blocks such as hardwired processors, Digital
Signal Processors (DSPs), high-speed transceivers, and memory interfaces. These
enhancements allow FPGAs to handle computationally intensive tasks, such as

real-time data processing and Al inference, with greater efficiency. Furthermore, in-
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novations in interconnect design and routing algorithms have significantly improved
the speed and scalability of these devices, enabling them to meet the demands of

high-performance computing and parallel processing.

In the following subsections, the building blocks, architecture, and design flow
of SRAM-based FPGAs will be presented in detail. Additionally, an introduction to
reconfigurable System-on-Chips (SoCs) and the integration of embedded processors

with the FPGA resource matrix will be provided.

2.2 Programmable Logic and Interconnections

The architecture of SRAM-based FPGAs is designed to offer a high degree of
flexibility and configurability, enabling the implementation of diverse digital circuits
tailored to specific application requirements. At the core of this architecture are CLBs,
programmable interconnects, and Input/Output Blocks (I0Bs). These components

work together to create a versatile and reprogrammable hardware platform.

CLBs are the fundamental building blocks of an FPGA [4]. Each CLB generally
contains a set of Look-Up Tables (LUTs), Flip-Flops (FFs), and multiplexers. The
LUTs are used to implement combinational logic, while the flip-flops store state
information for sequential circuits. Multiplexers provide flexibility in routing signals
within the CLB. By configuring these elements, designers can implement a wide
range of logic functions and circuit behaviors.

IOBs provide the interface between the FPGA and external devices or systems.
They support various signaling standards and are configurable to meet the voltage,
speed, and direction requirements of different applications. IOBs also include
dedicated circuitry for high-speed serial communication, which is critical for data-

intensive tasks.

In addition to the basic architecture, SRAM-based FPGAs often include spe-
cialized hardware blocks such as DSP slices, embedded memory, and high-speed
transceivers. These elements are tightly integrated with the CLBs and interconnects
to support computationally intensive and data-centric applications.

The programmable interconnects form the communication backbone of an FPGA,
connecting CLBs, IOBs, and other specialized blocks. These interconnects consist

of a dense network of wires and programmable switches that can be configured to



2.3 Design Flow 9

establish specific signal paths. Advanced routing algorithms are employed during
the design process to optimize these connections for performance, power efficiency,
and resource utilization. Modern FPGAs also include hierarchical interconnect
structures, such as local, regional, and global routing networks, to balance flexibility
and scalability [5].

All the above blocks are configured by means of a binary data array, called bit-
stream, which is stored in a volatile configuration memory (or CRAM). The bitstream
is a critical component of SRAM-based FPGAs, as it encodes the data required to
define the functionality of the device. This data includes information about the logic
implemented in the CLBs, the routing of interconnects, the settings of IOBs and
other specialized blocks. As volatile memory, the CRAM requires a constant power
supply to retain its contents, making the device susceptible to data corruption in
the event of power and voltage-related fluctuations (e.g., radiation-induced effects).
To address this, several are the available approaches including radiation-hardened
devices and mitigation techniques, later discussed in this manuscript.

2.3 Design Flow

The design flow of FPGAs is a structured process that transforms a high-level design
concept into a fully functional hardware implementation on the programmable
fabric. It is widely supported by advanced vendor and third pary Electronic Design
Automation (EDA) and Computer-Aided Design (CAD) tools, which guide designers
through each step while ensuring optimal performance, resource utilization, and

reliability. The FPGA design flow can be divided into several key stages:

Design Entry

This initial stage involves defining the intended functionality of the FPGA. Designers
can describe their designs using Hardware Description Languages (HDLs), which
provide a precise, low-level specification of digital circuits. Alternatively, High-Level
Synthesis (HLS) tools allow designers to use high-level programming languages but
they are out of the scope of this thesis. During this phase, constraints such as timing,

power, and area requirements are often defined to guide the subsequent design stages.
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Synthesis

In the synthesis phase, the HDL or high-level design is converted into a gate-level
netlist. The netlist represents the logical components and their interconnections,
abstracted from the physical FPGA resources. Synthesis tools perform extensive
optimization to balance trade-offs between resource usage, performance, and power
consumption. Advanced algorithms are used to minimize the logic required for the
design while ensuring adherence to constraints. The resulting netlist is a critical
intermediary that forms the basis for the later mapping and placement steps.

Mapping and Optimization

The synthesized netlist is mapped onto the FPGA resources, including LUTs, FFs,
and embedded hardware blocks such as DSPs and embedded memories like Block
RAMs (BRAMs). This process involves translating logical components into the
specific physical resources available on the target FPGA. During mapping, tools
analyze the design to maximize the utilization of specialized blocks, such as DSP
slices for arithmetic operations or BRAMs for memory-intensive tasks. Optimiza-
tion techniques are applied to reduce resource contention and improve the overall

performance of the design, ensuring that critical paths are kept as short as possible.

Placement

Placement determines the physical location of each mapped component on the FPGA
fabric. The goal is to reduce signal delays and ensure efficient utilization of the FPGA
resources. Placement algorithms carefully consider timing constraints, resource
availability, and connectivity to achieve an optimal arrangement. For example,
components that communicate frequently are placed closer together to minimize
routing delays. Modern placement tools may also leverage machine learning and
heuristic techniques to handle the complexity of large designs, achieving superior

performance and reliability.
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Routing

After placement, the design enters the routing phase, where the interconnections
between components are established. Programmable interconnects are configured
to create paths for signals, adhering to constraints such as timing, signal integrity,
and resource limitations. Routing tools ensure that signals are routed efficiently,
minimizing congestion and delays. Advanced routing algorithms can adapt to highly
congested areas of the design, finding alternative paths to maintain performance. This
phase is crucial, as the quality of routing directly impacts the maximum achievable

clock frequency of the design.

Bitstream Generation

Once the design is fully verified and optimized, the final step is to generate the bit-
stream. The bistream generation engine is responsible to encode all the configuration
data according the vendor policy. This data defines the logic, interconnects, and
settings of the FPGA components. The bitstream is then loaded into the device
CRAM through an external programming interface. Modern tools allow for partial
bitstream generation, enabling updates or modifications to specific regions of the
FPGA without affecting the rest of the design.

Although these steps are common among all kinds of FPGAs, their execution
is not always straightforward as they may require preemption, iterative tries or
additional substeps to achieve the optimized solution. Figure 2.1 summarizes all the
FPGA design flow steps.

2.4 Reconfigurable System-on-Chips

A SoC is an integrated circuit designed to incorporate an entire system onto a single
chip. Like most emerging technologies, SoCs have evolved significantly over time.
Early designs featured simple architectures with a limited number of components,
such as basic microcontrollers, minimal memory, and a few peripherals. Today,
modern SoCs are high-performance systems that integrate multiple microprocessors,
on-chip memory, accelerators such as Graphic Processor Units (GPUs), FPGA:s,

controllers, network-on-chip (NoC) architectures, and more.
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Circuit Implemented in the device
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Hardware-Reconfigurable System-on-Chip devices extend this concept by includ-
ing an FPGA-like section within the same chip, alongside processors and memory.
This FPGA portion is typically utilized as a hardware accelerator or coprocessor,

enabling enhanced software and hardware performance in the same chip.

Most of the FPGA vendors today have expanded their offerings to include
reconfigurable SoC devices in their product catalogs. These devices often represent
the flagship models in their respective portfolios, combining the flexibility of FPGA
fabrics with the performance and versatility of embedded processors. Notable
examples include the SoC families from Xilinx, NanoXplore, and Intel Altera,
which integrate embedded cores alongside their programmable logic [6][7][8]. This
combination allows for high-performance computing and real-time processing while
maintaining adaptability, making these SoCs ideal for applications such as Al, edge

computing, and advanced communication systems.



Chapter 3

Radiation-Induced Effects on
SRAM-based Devices

3.1 Introduction

Electronic devices operating in radiation-prone environments, such as space or high-
altitude regions, are subject to radiation-induced effects that can compromise their
functionality and reliability. In this context, FPGAs susceptibility to radiation effects
is further exacerbated by the the device extensive silicon requirements to support
its high degree of reconfigurability. These effects are broadly classified into hard
errors and soft errors. Hard errors are permanent damages to the device’s physical
structure, often resulting from mechanisms like erroneous high-current states or
long-term degradation due to Total Ionizing Dose (TID). Such failures typically
render the device unusable or require physical repair or replacement. In contrast,
soft errors are transient phenomena that do not cause permanent damage but can
temporarily disrupt the operation of the device. Soft errors are particularly critical in
SRAM-based FPGAs, where a single upset in the configuration memory can alter

the functionality of the programmed circuit.

The focus of this thesis is primarily on soft errors, as they are the most common
radiation-induced effects [9] and pose significant challenges for maintaining the
reliability of electronic systems, especially in mission-critical applications. The

following subsections will explore the different types of Single-Event Effects (SEEs),
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their mechanisms, their impact on FPGA-based systems, and a brief overview on the

available mitigation approaches.

3.2 Radiation Environments

Radiation environments present a significant challenge for reconfigurable SoC de-
vices, particularly those based on SRAM-based FPGAs due to their vast usage of
Silicon. High-energy particles, such as cosmic rays, protons, and heavy ions, can
induce soft errors and permanent damage in electronic circuits. Understanding the
characteristics of different radiation environments is crucial for designing robust and

fault-tolerant systems.

3.2.1 Space Environment

The space environment is one of the most challenging for electronic systems due to
the high intensity of ionizing radiation [10, 11]. Key radiation sources include:

* Galactic Cosmic Rays (GCR): High-energy protons and heavy ions originat-
ing from outside the solar system. They can penetrate deep into electronic
components and induce SEEs.

* Solar Particle Events (SPE): Intense bursts of protons and heavy ions emitted
by the Sun, typically during solar flares. These particles can increase the

radiation exposure of space systems significantly for hours or days.

» Trapped Radiation Belts: The Van Allen Belts, surrounding Earth, contain
high-energy electrons and protons trapped by Earth’s magnetic field. Satellites
in Low Earth orbit (LEO) or Geostationary Orbit (GEO) must be designed to

withstand prolonged exposure to this environment.

3.2.2 High-Altitude and Avionics Radiation Environment

Aircraft and high-altitude applications, such as drones and weather balloons, are
exposed to increased radiation levels due to their proximity to the upper atmo-

sphere, where cosmic ray interactions with atmospheric particles generate secondary



3.3 Single-Event Effects 15

neutrons. These neutrons can cause SEUs and Multi-Bit Upsets (MBUs) in recon-
figurable SoCs used in flight control systems, radar, and communication equipment
[12].

3.2.3 Terrestrial Radiation Environment

Even at ground level, radiation effects are not negligible, especially in High-Performance
Computers (HPCs), data centers, and automotive applications. Atmospheric neu-
trons, generated by cosmic rays interacting with the Earth’s atmosphere, can lead
to sporadic SEUs in electronic devices. The impact is particularly noticeable in
safety-critical systems, such as autonomous vehicles [13], and financial servers [14],

where data integrity is paramount.

3.3 Single-Event Effects

SEEs encompass several distinct phenomena such as Single-Event Latchup (SEL),
Single-Event Functional Interrupt (SEFI), Single-Event Transient (SET), and the
already cited Single-Event Upset and their occurrences depend on several factors
such as location, altitude, and solar activity, including events like solar flares and

coronal mass ejections.

Single-Event Latchup

A SEL is a severe type of soft error that occurs when a high-energy particle causes
a parasitic thyristor-like structure within the semiconductor material to activate
[15, 16]. This results in a low-impedance path between the power supply and ground,
leading to a substantial increase in current. Unlike other soft errors, SELs may also
manifest as not transient; they persist until the device is powered down or damaged
due to thermal runaway caused by the excessive current. Modern reconfigurable
SoCs and FPGAs employ several design strategies to mitigate SEL risks, such as
incorporating silicon-on-insulator (SOI) technology to isolate parasitic elements,
adding current-limiting circuits, and monitoring for abnormal current levels with

hardware protection mechanisms
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Single-Event Functional Interrupt

A Single Event Functional Interrupt (SEFI) is a severe form of soft error that tem-
porarily disrupts the operation of critical components in an FPGA or SoC, such as
configuration controllers, clock managers, or power management units [17]. SEFIs
often result in system-wide failures, requiring a reset or reconfiguration to restore
functionality. These errors are caused by high-energy particles affecting sensitive
control logic rather than regular data paths. Mitigation strategies include hardened
designs for control blocks, frequent state monitoring, and the use of watchdog timers

to detect and recover from SEFI-induced interruptions.

Single-Event Transient

A Single Event Transient (SET) is a momentary glitch in a circuit’s electrical signals
caused by the interaction of a high-energy particle [18, 19]. Unlike SEUs, which
change stored data, SETs manifest as temporary voltage spikes or dips that propagate
through combinational logic. If an SET reaches a flip-flop or latch, it can become an
SEU. SETs are particularly concerning in high-speed circuits, as their propagation
can disrupt normal operations. To mitigate SETs, designers often use filtering
techniques, such as low-pass filters or redundant circuitry, to ensure signal integrity.
Timing analysis tools also play a role in identifying vulnerable paths during the

design phase.

Single-Event Burnout

Single Event Burnout (SEB) is a destructive effect caused by high-energy particles,
such as protons or heavy ions, striking power semiconductor devices like MOSFETSs
or bipolar transistors. Unlike SEU or SET, SEB produces permanent failure, often
resulting in short circuits. It occurs when a particle induces a high current that

exceeds the device’s thermal limits, damaging the semiconductor.

SEB is particularly critical in power electronics for space applications, such
as DC-DC converters or motor drivers. Mitigation strategies include using robust
devices, protection circuits (fuses, current limiters), radiation shielding, and care-
ful thermal design. Testing and simulations help determine voltage and current
thresholds that lead to burnout.
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Single-Event Upset

SEUs, among the most common SEEs in SRAM-based FPGAs, result in bit-flips
within the Configuration RAM [17, 15]. These events are particularly critical as they
can alter the functionality of the programmed circuit. and they represent often the
main focus of mitigation approaches due to their prevalence and significant impact
on FPGA reliability. The underlying mechanism of SEUs begins when ionizing
radiation generates electron-hole pairs within the oxide layer of MOS devices. This
process disturbs the threshold voltage and increases leakage currents in the affected
transistors. The disturbance produces an SET, which, if it occurs with the appropriate
timing and amplitude, can propagate and flip a bit in the CRAM. When this bit-flip
occurs in a programmed cell that defines the circuit’s netlist, the circuit’s structure and
behavior are directly altered, potentially leading to functional failures. Understanding
and mitigating these effects are essential for deploying FPGAs in radiation-prone
environments, especially for mission-critical applications where system reliability is

paramount.

3.4 Summary

The Table 3.1 summarizes the effects, the sources and the altitude described in this
chapter [20]. Table 3.2, instead, gives an overview on the discussed SEEs and their

effects on electronics.
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Table 3.1 Space radiation environments and dominant particle populations

Altitude / Orbit Radiation Sources Radiation (typical energies)
LEO (200-800 km)  Trapped particles, GCR, Protons 10-400 MeV,
SPE electrons 100 keV-10 MeV,
GCR (protons, HZE ions)
Van Allen belts Trapped particles Protons up to hundreds of
MeV, electrons hundreds of
keV/MeV
GEO (36,000 km) Relativistic electrons, Electrons up to 5-10 MeV,
GCR, SPE solar protons 10-100 MeV,
GCR
Deep Space GCR, SPE GCR: protons (85-90%), o

(10-12%), ions (1-2%),
MeV-TeV; SPE: protons
10-300 MeV

Table 3.2 Single Event Effects (SEE) and their impact on electronics

SEE Type

Effect on Electronics

Single Event Latch-up

Single Event Functional
Interrupt

Single Event Transient

Single Event Burnout

Single Event Upset

Activation of parasitic thyristor structures in CMOS
devices, causing high current states. Can lead to
permanent damage if not cleared by power cycling or
protection circuits.

Temporary interruption of device functionality (e.g.,
processor or FPGA core). Requires reset or
reconfiguration to restore normal operation.

Transient voltage/current pulse in combinational logic
or analog circuits. Can propagate as glitches or
spurious signals, potentially triggering incorrect
operations.

Destructive failure in power devices due to
high-energy particle strikes, causing permanent
short-circuits or catastrophic failure.

Bit flip in memory cells, registers or flip-flops. May
cause corruption of data or program instructions,
usually recoverable.




Chapter 4

Radiation-Hardened Technologies

4.1 Introduction

The necessity of assuring error-proof applications in mission-critical contexts arose
the need for new technologies, when common mitigation approaches fail to provide
complete protection. Radiation-hardened FPGA chips are proposed as the main
solution to this problem, as they exploit the hardening of the architecture that lies
behind the implemented design [21, 22]. This includes intrinsic redundancy of
resources, which ensures that critical functions can continue operating even if a
fault occurs. Additionally, increased robustness of the memory cells minimizes the
likelihood of configuration corruption due to radiation-induced bit flips. Another
critical enhancement is the increase in the number of transistors in a logic cell, which

allows more complex error correction and fault-tolerant computing mechanisms.

To ensure effective mitigation of radiation faults, these enhancements come at the
cost of slightly increased power consumption and manufacturing complexity, leading
to higher production costs. However, these trade-offs are considered acceptable in
mission-critical applications where system failure is not an option. Due to these
architectural advancements, the majority of rad-hard FPGA vendors can claim near-
complete tolerance of their devices to radiation-induced effects, making them a
preferred choice for aerospace, defense, and other radiation-intensive domains.
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4.2 Design-Level Hardening

At the design level, several fault-tolerant techniques can be used to ensure that SEEs
do not propagate through the system. In COTS devices, research has focused on
ways to improve robustness of the design itself such as redundancy of the modules,
critical registers, and flip-flops (e.g., Triple Modular Redundancy, Duplication with
Comparison) and optimizing logic placement to minimize corruption of cores (e.g.,
AMD Xilinx Isolation Design Flow). Other approaches include clock and power
management, ensuring stability in presence of SEFIs by using fault tolerant clock

networks and redundant power regulation.

4.2.1 Triple Modular Redundancy

One of the most widely used techniques for radiation hardening at the design level
is Triple Modular Redundancy. TMR works by triplicating the critical modules of
an FPGA and using a majority voting system to resolve discrepancies among the
outputs. This redundancy ensures that if one of the modules fails due to a SEU, the
other two modules can provide the correct output. TMR is particularly effective in
mitigating SEUs, as it reduces the likelihood of a single radiation event leading to
a system failure. However, TMR increases area overhead and power consumption,
which must be considered in mission design [23]. Moreover, the necessity of a
voter also introduces a single point of failure, which must be taken care of involving
additional effort.

4.2.2 Configuration Scrubbing

Configuration scrubbing is another key technique employed to protect FPGA designs
from radiation-induced SEUs in the configuration memory. FPGAs rely on volatile
SRAM cells to store their configuration data, making them susceptible to SEUs.
Configuration scrubbing periodically rewrites the FPGA’s configuration memory with
a known good copy to reset any errors caused by radiation. This technique ensures
that the FPGA’s functionality is restored if an SEU alters the configuration, thus
minimizing the chance of a persistent fault. The scrubbing cycle can be optimized to

balance performance and error mitigation [24].
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4.2.3 Error Detection and Correction

Error detection and correction (EDAC) techniques are essential in ensuring the in-
tegrity of data in FPGA designs. Implementing ECC in critical data paths and
registers allows for the detection and correction of errors caused by radiation-
induced events. The most common approach involves using Hamming codes or
Reed-Solomon codes, which can detect and correct single-bit and multi-bit errors.
These codes are typically applied in the memory blocks of FPGAs and in the in-
terconnects between logic blocks. EDAC techniques are crucial for maintaining
system reliability, particularly in applications that require high fault tolerance, such

as satellite communication systems and payload processors [25] .

4.2.4 Low Power and Radiation-Tolerant Clocking

The clocking system in an FPGA can also be a source of vulnerability in the ra-
diation environment. High-frequency clock signals are prone to radiation-induced
faults, which can propagate through the entire design. To mitigate this, designers
often employ low-power and radiation-tolerant clocking strategies, including using
multiple clock domains, redundant clock paths, or clock gating techniques. These
strategies reduce the likelihood that a radiation event will cause widespread errors
across the FPGA’s components [26].

4.3 Intrinsic Hardness: CMOS vs. FinFET

An additional method to ensure better reliability is the sensivity of the technology
itself. Considerations about a technology being more or less sensitive than others can
save a lot of additional work. The case of CMOS and FinFET sensitivity is presented
in the following section as they widely represent the vast majority of the adopted
technologies for FPGAs to this day.

The evolution of programmable hardware has closely followed the trajectory pre-
dicted by Moore’s Law, with successive generations of devices leveraging advances
in semiconductor technology to achieve increased integration density and improved
performance. In this context, Xilinx SRAM-based FPGAs have transitioned from the
28 nm Complementary Metal-Oxide-Semiconductor (CMOS) technology employed
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in the Series 7 family to more advanced FinFET-based multi-gate transistor architec-
tures. This transition is evident in the UltraScale and UltraScale+ device families,
which are fabricated using 20 nm, 16 nm, and most recently 7 nm process nodes.
The adoption of FinFET technology introduces fundamental changes to the electrical
behavior of transistors due to the altered gate geometry and device structure. These
changes, in turn, impact the susceptibility of the devices to radiation-induced effects.
Factors such as operating voltage, transistor geometry, and material properties all

contribute to the overall radiation sensitivity of a given technology node.

While extensive research has been carried out to characterize the radiation re-
sponse of FInFET and CMOS transistors, particularly in the context of application-
specific integrated circuits (ASICs), there remains a relative lack of comprehensive
studies focused on the radiation tolerance of reconfigurable FPGA platforms em-
ploying these technologies. This gap is especially notable considering the ongoing
technological transition in modern FPGA architectures. To address this, a com-
parative radiation sensitivity evaluation has been carried on of two Xilinx FPGA
platforms representative of distinct fabrication technologies: the 28 nm CMOS-based
Zynq device and the 16 nm FinFET-based UltraScale+ device [27]. The evaluation
was performed through two dynamic proton irradiation campaigns carried out at the
Paul Scherrer Institute (PSI). Protons have been chosen to mimic one of the most
present radiation source in the space environment, as shown in Chapter 3. The test
setup involved a hardware-accelerated multi-core computation engine implemented
on each device, enabling dynamic assessment of system reliability under irradiation.
In parallel, the static CRAM contents were monitored to evaluate susceptibility to
SEUs.

The experimental results reveal a notable improvement in SEU resistance in the
16 nm FinFET device, which exhibited an order-of-magnitude reduction in SEU
cross-section compared to its 28 nm CMOS counterpart. However, this improvement
in SEU immunity is offset by a higher propensity for critical failure modes, such as
SEL, observed in the FinFET-based device. Furthermore, a detailed characterization
of Single Event Multiple Upsets (SEMUs) was conducted for both technologies, of-
fering additional insights into the fault mechanisms and spatial sensitivity associated

with advanced semiconductor processes.
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4.3.1 Experimental Setup

To enable a rigorous and meaningful comparison of radiation sensitivity across
fabrication technologies, an identical benchmark was designed and deployed on two
distinct Xilinx Zynq SoC platforms, representative of CMOS and FinFET-based

configuration memories, respectively.

For the CMOS-based implementation, the PYNQ-Z2 development board was
selected. This platform incorporates a Xilinx Zynq-7020 device, fabricated using
a 28 nm CMOS process, and integrates a dual-core ARM Cortex-A9 processing
system alongside the programmable logic fabric. As a counterpart based on FinFET
technology, the Xilinx ZCU104 board was chosen, featuring a Zynq UltraScale+
ZUTEV device. This SoC is manufactured using a 16 nm FinFET process and
includes a heterogeneous processing subsystem comprising a quad-core ARM Cortex-
AS53 application processor, a dual-core ARM Cortex-R5 real-time processor, and

advanced programmable logic resources.

A benchmark workload was developed to emulate the computational architecture
of a hardware accelerator targeted at Al applications. The design implements a
parallel computing engine within the programmable logic, tightly coupled with the
embedded processing system present on both SoCs. The computational cores utilized
in the benchmark are based on COordinate Rotation DIgital Computer (CORDIC)
Intellectual Property (IP) cores, well-suited for evaluating arithmetic-intensive oper-
ations in hardware. The benchmark leverages both the programmable logic and the
processing system components [28]. The processing system communicates with the
programmable logic through the Zynq High-Performance (HP) ports, interfaced via
a Master Advanced eXtensible Interface (AXI). Two AXI Direct Memory Access
(DMA) IP cores, each supporting multiple channels, are used to facilitate high-
throughput data transfer between the processor and the hardware accelerator. The
accelerator itself comprises 16 CORDIC cores per DMA unit, yielding a total of 32
CORDIC cores distributed across the programmable logic fabric. Figure 4.1 shows a
block scheme of the relevant benchmark.

This architecture enables a balanced and scalable test environment to evaluate
the behavior of the system under radiation, allowing for the dynamic observation of

functional disruptions across both logic and processing subsystems in devices built
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Fig. 4.1 Block scheme of the benchmark.

on distinct technology nodes. The resources utilization for both devices is shown in

Table 4.1
Table 4.1 FPGA utilization for the Benchmark Circuits
Resources 28nm CMOS Zynq (7 Series) | 16nm FinFet Zynq (US+)
Available Used (%) Available Used (%)
LUTs 53,200 28,413 (53.41%) 230,400 30,633 (13.30%)
Flip-Flops 106,400 33,317 (31.31%) 460,800 34,031 (7.39%)
BRAM 140 14 (4.39%) 312 10 (3.21%)

Two proton irradiation campaigns were carried out at the Proton Irradiation

Facility of the Paul Scherrer Institute (PSI) in Switzerland, aimed at assessing the

radiation response of the selected programmable platforms.

Throughout the experiments, system monitoring and configuration were managed

using the PyXEL experiment manager [29], operating on a dedicated host computer

located in the control room. Communication with the DUTs was established via

a serial interface, enabling remote control and supervision during irradiation. The

PyXEL framework facilitated both real-time acquisition of output data from the

benchmark application running on the DUTs and periodic readback of the configura-

tion memory contents. By comparing the original (golden) configuration bitstream

with the readback data collected during irradiation, the framework enabled the
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Fig. 4.2 Cross section comparison between CMOS and FinFET.

real-time detection and quantification of SEUs in the configuration memory. This
capability was instrumental in assessing the dynamic fault behavior of each device
and supported precise evaluation of radiation-induced errors in the programmable
logic fabric.

4.3.2 Test Results and Analysis

The measured SEU cross-sections for both the 16 nm FinFET and the 28 nm CMOS
technologies are presented in Figure 4.2. A notable observation is that, for the 16
nm FinFET-based device, no Single Event Upsets were recorded at proton energies
below 50 MeV. Consequently, the reported cross-section values for this technology
are valid only for incident energies equal to or exceeding 50 MeV.

The 16 nm FinFET technology exhibits a significantly lower SEU cross-section
compared to the 28 nm CMOS device. This indicates a reduced sensitivity to
radiation-induced bit-flips in the configuration memory. The observed difference in
SEU cross-section (expressed in terms of events per bit) highlights the enhanced ro-
bustness of FinFET-based programmable logic against ionizing radiation, particularly
at higher energy levels.
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The configuration memory readback process was performed continuously through-
out the irradiation campaigns, with a readback duration of approximately 5 seconds
for the Zyng-7020 (28 nm CMOS) and 12 seconds for the ZU7EV (16 nm FinFET)
devices. Initial tuning runs have been performed in order to fine-tune the proton flux;
doing so, the experimental conditions were optimized such that only a limited num-
ber of bitflips occurred in the configuration memory between consecutive readback
intervals (in the range of 20-30 bitflips per readback acquisition). This approach
enabled the identification of spatially and temporally correlated SEU events, thereby
facilitating the detection of SEMUs. The patterns identified are reported in Figure
4.3.

Given the substantial size of the configuration memory, exceeding 32,335,848
bits for the Zynq-7020 and more than 154,472,256 bits for the ZU7EV, coupled
with the ability to perform continuous, high-resolution readback, it was possible to
observe bit-flip clusters with a high probability of being induced by SEMUs.

A detailed analysis of the readback data revealed distinct SEMU patterns within
the configuration memory. The results indicate a clear dependency of SEMU mor-
phology on the underlying fabrication technology, with notable differences in both
the extent and geometric distribution of the clusters between the 28 nm CMOS and
16 nm FinFET devices.

During the proton irradiation campaigns, both SELs and SEFIs were observed,
affecting the ZU7EV and Zyng-7020 devices, respectively. SELs, which were
recorded exclusively on the ZU7EV (16 nm FinFET), are critical events characterized
by the onset of high current paths within the silicon, potentially leading to a complete
loss of functionality or permanent damage if the current exceeds safe thresholds.
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In non-destructive cases, a full power cycle is required to return the device to its

nominal operational state.

Conversely, SEFIs, detected only in the Zyng-7020 (28 nm CMOS), typically re-
sult in the disruption of system operation without causing permanent damage. These
events often necessitate a soft reset or, in more severe cases, a power cycle to restore
normal functionality. However, should a SEFI corrupt or reset the configuration
memory, the device will enter a non-functional state, requiring a full reconfiguration
to resume normal operation. It is thus important to recognize that, despite the im-
proved resistance of the FinFET-based device to SEUE, its susceptibility to SELs
introduces a critical reliability concern, particularly in radiation-rich environments.
In contrast, the SEFIs observed in the 28 nm CMOS device pose comparatively less
severe consequences, albeit still requiring mitigation strategies for mission-critical
applications. Specifically, during the irradiation tests, the ZU7EV experienced up to
18 SEL events, whereas the Zyng-7020 recorded 7 SEFIs. Notably, no SELs were de-
tected on the Zyng-7020, and no SEFIs were observed on the ZU7EV, underscoring

a distinct technology-dependent failure mode.

The comparative analysis of FPGAs fabricated with 16 nm FinFET and 28 nm
CMOS technologies, through targeted proton radiation testing, has led to several
important insights. While the FinFET-based configuration memory exhibited a sig-
nificantly lower cross-section for SEUs and SEMUs, indicating enhanced resilience
to soft errors, the higher incidence of SELs in this technology poses a substantial
challenge for its deployment in radiation-prone environments. This trade-off must
be carefully considered when selecting programmable logic technologies for space
and other mission-critical applications.

4.4 Process and Material Hardening

Process hardening involves altering the manufacturing process of FPGAs to increase
their tolerance to radiation effects. One of the most common approaches is the use
of Silicon-on-Insulator (SOI) technology, which isolates the active transistor regions
from the substrate using an insulating layer. This design reduces the likelihood of
radiation-induced current leakage, thus minimizing the risk of SELs, which can

cause catastrophic failures. SOI-based FPGAs are also known to exhibit enhanced
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tolerance to TID due to the reduction in the parasitic capacitance between the active

and substrate layers.

Another significant process hardening technique is the use of Rad-Hard-by-
Design (RHBD) principles, where the design of the FPGA 1is optimized to mitigate
radiation effects without relying on the underlying process technology. This includes
the use of radiation-hardened libraries for critical components such as flip-flops,
SRAM cells, and logic gates, which are specifically designed to reduce suscepti-
bility to SEUs [30]. In some applications, the use of radiation-hardened FPGAs,
which are pre-engineered to withstand radiation effects, is the most reliable option.
Manufacturers such as Xilinx and Microsemi provide FPGAs that are specifically
designed and tested for space applications. These devices are constructed using
radiation-hardened processes and often come with built-in radiation mitigation fea-
tures, such as increased TID tolerance and hardened SRAM cells. Such devices are
ideal for space missions requiring the highest level of reliability and performance in

radiation-prone environments
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Chapter 5

SEUs Analysis Methodologies

5.1 Introduction

The vulnerability of SRAM-based programmable hardware to SEUs is especially
pronounced due to its configurability. In these devices, the functionality of the
hardware is dictated by the contents of the configuration memory, which consists
of millions, or even billions, of bits that define the behavior of logic and sequen-
tial elements. The high density of these memory cells significantly increases their
susceptibility to radiation-induced faults. Moreover, since configuration memory is
typically written only during initialization or reconfiguration, faults may accumulate
over time, progressively corrupting the implemented architecture and ultimately lead-
ing to functional failures. While mitigation strategies such as TMR and configuration
scrubbing are commonly adopted, they impose non-negligible trade-offs in terms of
area overhead, power consumption, system availability, and design complexity. Com-
pounding the challenge, FPGA vendors provide little to no documentation regarding
the internal structure and encoding of configuration memory, thereby limiting the

development of efficient fault-tolerant techniques and detailed reliability models.

To evaluate the resilience of FPGA-based systems against SEUs, fault injection
has become an essential methodology. By artificially reproducing the effects of
SEUs, fault injection enables the systematic assessment of system robustness and
the validation of mitigation strategies. Fault injection techniques can be broadly
categorized into fault simulation and fault emulation. Fault simulation is performed

in a software environment, often at register-transfer level (RTL) or gate level, where
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faults are modeled and injected in a controlled fashion. This approach provides high
flexibility and full observability of the system state but suffers from poor scalability
due to the high computational cost of simulating large and complex designs. On the
other hand, fault emulation leverages the reconfigurability of hardware platforms to
physically reproduce the fault effects on the target FPGA, either by perturbing the
configuration memory or forcing signals during execution. Emulation offers higher
fidelity and dramatically accelerates fault campaigns, although it comes with more

limited observability and additional setup complexity.

The coexistence of these two approaches reflects the inherent trade-off between
accuracy, speed, and observability in dependability evaluation. While simulation is
particularly effective for early-stage design exploration and exhaustive small-scale
fault campaigns, emulation is better suited for large-scale experiments and validation
under realistic operating conditions. In this chapter, the principles, methodologies,
and challenges of SEU fault injection on FPGAs are introduced, emphasizing emula-
tion, forming a comprehensive framework for reliability assessment in safety-critical

applications.

5.2 Fault Injection Methods

Fault injection techniques have emerged as a fundamental approach for analyzing
the susceptibility of FPGAs to SEUs and evaluating the effectiveness of mitiga-
tion strategies. Given the increasing complexity of modern SRAM-based FPGAs,
fault injection enables controlled experimentation and systematic assessment of
soft error resilience without requiring exposure to actual radiation environments.
Several fault injection techniques have been developed to model the effects of SEUs
in FPGA-based systems such as software-based, hardware-based and laser-based
approaches. The software-based method manipulates the FPGA bitstream or config-
uration memory to simulate SEUs [31][32]. It is widely used due to its accessibility
and non-intrusive nature, allowing researchers to evaluate fault tolerance mecha-
nisms without additional hardware. However, it often lacks real-time execution
fidelity. This flaw is partially overcome by the hardware-based injection, where
single or multiple bitflips can be emulated physically on the bitstream which will
be downloaded into the chip [29]. This approach provides high-precision SEU

emulation but requires deep knowledge of the bitstream architecture, often hidden or
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vendor-proprietary. Last, laser-based fault injection uses high-energy laser pulses
for inducing localized charge collection, simulating SEUs in FPGA transistors. This
approach is particularly effective for studying fine-grained fault effects but requires
specialized equipment [33].

Accelerated radiation testing constitutes a fundamental methodology for assess-
ing the reliability of electronic components and systems intended for operation in
radiation-prone environments, such as outer space. By emulating, within a com-
pressed timeframe, the cumulative effects of radiation exposure, this approach
enables the early identification, evaluation, and mitigation of potential system vul-
nerabilities prior to field deployment. This is particularly critical in the context
of safety-critical applications, where system failures could compromise expensive
infrastructure, such as satellite platforms, or jeopardize human safety, for instance
in disaster-prevention systems. Compared to alternative approaches such as fault
injection or software-based simulations, radiation testing offers unique advantages.
Despite the necessity of employing elevated particle fluxes to accelerate the testing
process, it exposes the actual Device Under Test (DUT) to real physical phenomena,
thereby yielding results with higher fidelity and representativeness of the operational
environment. Radiation testing can be tailored to evaluate system sensitivity to two
primary classes of radiation effects: TID and SEEs. The focus of the experimental
work presented in the following chapter is on SEU testing, which investigates the
behavior of electronic systems under exposure to high-energy particles, typically
protons or heavy ions, accelerated to simulate the harsh conditions encountered in
space. SEE evaluation can be conducted through static characterization, such as
quantifying the SEU rate in memory elements, or through dynamic characterization,

wherein the functional integrity of the entire system is assessed during irradiation.

Nonetheless, radiation testing is not without its challenges. The increasing ar-
chitectural complexity of modern integrated systems complicates the isolation of
faults to specific components, particularly in system-level experiments. Furthermore,
such testing requires access to specialized facilities equipped with particle accelera-
tors, which introduces significant logistical constraints, elevated costs, and potential
delays due to limited facility availability. Additionally, the exposure of devices to
high-energy particles may result in permanent damage or functional degradation,
thereby limiting re-usability. Successful execution of radiation experiments demands

substantial effort in the design and validation of both the experimental setup and
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the data acquisition infrastructure, to ensure the reliability of collected data and

minimize the risk of destructive events.

In recent years, commercial reconfigurable SoC platforms have gained increasing
traction for advanced applications in aerospace and high-energy physics, because
of their high performance and versatility. Consequently, the assessment of their
resilience to ionizing radiation has become an area of significant research interest.
However, system-level evaluations are increasingly complicated by the integration of
diverse subsystems, such as programmable logic, embedded processors, and volatile

memories, on a single silicon die.

Although extensive studies have been carried out to investigate the radiation
tolerance of configuration memory, widely acknowledged as a critical vulnerability
in SRAM-based FPGAs, there remains a relative paucity of research focusing on the
reliability of processor subsystems, shared memory architectures, and full-system
functionality under dynamic radiation exposure. Bridging this gap is essential to
develop a comprehensive understanding of the behavior of modern SoC platforms in

radiation environments.

5.3 [Evaluation of Soft-Processors Reliability

5.3.1 State of the Art of Soft-processors Reliability

In recent years, programmable hardware devices have been increasingly adopted in
mission-critical applications. Their high performance, combined with the flexibility
and cost advantages over ASICs, has made them a compelling choice for domains
such as automotive and space applications. One of the most common implementa-
tions within programmable hardware is the use of soft-core microprocessors, which
provide an efficient means of integrating computational capabilities with hardware
acceleration. By leveraging an IP-based microprocessor core, designers can achieve a
balance between hardware-level performance and the adaptability of software-based

processing.

Soft microprocessors are frequently implemented in programmable hardware
to enable a balance between hardware acceleration and software flexibility. Even

when an SoC is already equipped with a hardwired microprocessor, the inclusion of
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a soft-core processor can be advantageous for offloading computational tasks from
the primary processor or providing redundancy. Among the available architectures,
RISC-V soft processors have gained significant traction due to their open-source
licensing and extensive community support. The Riduced Instruction Set (RISC)
offers a small and highly efficient base instruction set that can be extended with
standardized or custom modules for floating-point computation, vector processing,
security, and artificial intelligence. Its fast spreading is mainly due to RISV-V being
royalty-free, allowing users to build, design and commercialize their own customized

processor and enabling fosters innovation in industry and academia [34] [35] [36].

In mission-critical applications, the deployment of soft processors necessitates
careful consideration of their susceptibility to SEUs, which can lead to system mal-
functions. Various techniques have been developed to enhance reliability against
SEUs, with hardware redundancy being the most effective. However, redundancy-
based approaches impose significant overhead in terms of design complexity, area
utilization, and power consumption. Alternatively, software-based fault tolerance
strategies offer a more accessible and less resource-intensive solution. These methods
rely on data replication in memory, redundant execution of operations, and consis-
tency verification during runtime. While software-based approaches do not achieve
the same level of robustness as hardware redundancy, they provide a cost-effective

means of mitigating SEU-induced failures.

Soft-core processors implemented in FPGAs present an additional layer of vul-
nerability compared to hardwired processors due to their reliance on CRAM. This
memory defines the netlist of the implemented circuit, and corruption due to SEUs
can result in structural faults at the hardware level. Consequently, software replica-
tion techniques, which are typically effective in protecting against memory errors,
may be less efficient in mitigating SEUs in soft processors due to their susceptibility
to architectural faults, an issue that is significantly less pronounced in fixed-hardware

MiCroprocessors.

In recent years, both hardware- and software-based methodologies have been ex-
tensively investigated to meet the stringent reliability requirements of mission-critical
systems. One of the earliest proposed approaches for fault tolerance enhancement
was software hardening-by-replication [37]. Although this method is less effective
than complex hardware-based strategies such as Triple Modular Redundancy (TMR),

its ease of implementation has contributed to its widespread adoption. Notably, as
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early as the 2000s, NASA recommended software-based techniques for enhancing

the fault tolerance of spaceborne applications [38].

Prior research has examined the resilience of both software and hardware plat-
forms in the presence of SEUs. For instance, in [39], a methodology for detecting soft
errors in code and data through software replication was proposed. Similarly, [40]
introduced a software-based approach capable of both error detection and correction
via data and code replication. Furthermore, [41] conducted a comparative analysis
of hardware and software mitigation techniques using fault injection campaigns tar-
geting microprocessors, including FPGAs. However, these studies primarily focused
on faults affecting storage elements, neglecting the potential impact of SEUs on

configuration memory and other FPGA-specific components.

Among the notable software-based mitigation strategies, [42] introduced SWIFT,
a fault-detection technique that leverages instruction-level parallelism. Addition-
ally, [43] expanded on software-level detection and correction mechanisms through
data and code replication. The authors of [44] further evaluated both hardware-
and software-based strategies against SEUs through fault injection experiments on
microprocessors. Despite including FPGA-based designs, their analysis was limited
to memory corruption without considering faults affecting configuration memory or

other critical programmable resources.

Software hardening-by-replication is fundamentally based on the redundancy of
data and computational processes. To enhance resilience against SEUs, input data can
be stored in multiple copies within memory, and the execution of computations can
be repeated using redundant data to verify correctness. Depending on the required
level of reliability and the acceptable performance overhead, detection and correction
checkpoints can be strategically inserted into the software. At these checkpoints,
intermediate computational results are cross-checked, enabling the identification and
correction of discrepancies through majority voting, either during execution or upon

final output computation.

5.3.2 Experimental Flow for Soft-Processors Reliability Analysis

A RISC-V soft processor serves as the foundation for reliability evaluations in our
experiment. To facilitate this analysis, a benchmark suite comprising a set of software

applications has been selected. Each application is available in both an unhardened
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Fig. 5.1 View of the baseline and hardened version of the software.

(baseline) version and a hardened-by-replication variant. The reliability assessment
is conducted using a fault injection platform, where fault models are simulated in
both the processor’s memory and the CRAM while the software executes on the

system. Figure 5.1 shows the two designs.

Hardware Platform

To evaluate reliability, we selected PULPissimo as the microcontroller architecture
for our analysis. PULPissimo is a single-core platform developed as part of the
PULP project, a collaboration between ETH Zurich and the University of Bologna
[45]. As the target programmable hardware device, a Nexys Video Artix-7 FPGA
has been chosen. The resource utilization for implementing PULPissimo on this
FPGA is detailed in Table 5.1

Table 5.1 FPGA utilization for the PULPissimo Soft Processor implemented on Nexys Video
(Artix-7)

Resources  Available [#] Used [#] (%)

Logic Slices 33,650 14,150 (42.05%)
Flip-Flops 106,400 21,531 (8.00%)
BRAMs 140 128 (35.07%)
DSPs 740 12 (1.62%)
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Software Benchmarks

Four benchmark software applications were selected to evaluate the system’s be-
havior under radiation-induced fault conditions. These applications span multiple
computational domains, including signal and image processing, and are widely rec-
ognized in performance and reliability evaluation studies. The selected benchmarks

are as follows:

* CoreMark: A comprehensive workload that includes list processing, matrix
manipulation, finite state machine execution, and cyclic redundancy check
(CRC) operations. It is designed to assess the performance of central process-

ing units in embedded systems.

* Dhrystone: A synthetic benchmark primarily targeting integer and string pro-
cessing tasks. It excludes floating-point operations and focuses on evaluating

general-purpose computing performance.

e FFT: An implementation of the Fast Fourier Transform, which is a fundamental

algorithm in digital signal processing for frequency-domain analysis.

* Sobel: Implements the Sobel operator, a widely used edge detection algorithm

in image processing applications.

Both the FFT and Sobel benchmarks are drawn from the MiBench Benchmark
Suite, a collection of embedded applications tailored for evaluating real-world work-
loads.

To assess the effectiveness of software-level fault tolerance mechanisms under
radiation exposure, a hardened version of each application has been developed. The
hardening methodology followed the one proposed in [38], where single-version
software fault tolerance techniques were applied. These techniques involve replicat-
ing input data, program variables, and critical functions in memory. The modified
applications execute redundant operations across these replicated elements and incor-
porate periodic checkpoint routines for error detection and correction. This approach
enables the mitigation of transient faults through majority voting or consistency
verification, enhancing the overall system reliability without requiring hardware

modifications.
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Methodology of the Experiment

To evaluate the impact of radiation-induced faults on system behavior, two distinct
fault injection platforms were employed to emulate Single Event Upsets (SEUs)
in both the main memory and the configuration memory of microprocessor-based

systems.

For emulating SEUs in main memory, a Python-based fault injection framework
was developed. This platform operates directly on the Executable and Linking
Format (ELF) file, injecting faults into the memory contents to simulate the effects
of SEUs. The modified ELF binaries are subsequently loaded into the memory of the
PULPissimo microcontroller platform. The system integrates with Open On-Chip
Debugger (OpenOCD) and GDB, which interface with the RISC-V debug module
via the JTAG interface to facilitate memory manipulation and program execution.
The framework automates the entire injection and observation process, including
application loading, fault injection, result acquisition via the serial port, and timeout

handling to detect processor hangs caused by injected faults.

To emulate SEUs in the configuration memory of FPGAs, the PyXEL platform
was adopted, described in Subsection 4.3.1 [29]. In this study, PyXEL was applied
to the Artix-7 XC7A200T FPGA, enabling targeted bit-level corruption in the config-
uration memory, effectively simulating SEU scenarios. The platform automates key
stages of the injection campaign, including configuring the FPGA with a bitstream
implementing a RISC-V soft-core processor, resetting the system in response to
fault-induced halts, loading and executing software benchmarks on the soft processor,

and collecting computation results.

Together, these platforms provided comprehensive coverage of fault injection
scenarios, allowing for the detailed assessment of system behavior under SEU

conditions in both volatile and non-volatile memory elements.

5.3.3 Results of Fault Injections on Hardened Soft-Processor

To assess the benefits and limitations of hardening-by-replication techniques for
software running on soft-core microprocessors, a series of reliability analyses were
performed. Specifically, the study focused on evaluating both baseline and hardened

versions of several benchmark applications under the effects of SEUs, injected in
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both the main memory and configuration memory of a reconfigurable hardware
platform. All software benchmarks were executed in a bare-metal environment, i.e.,

without the presence of an operating system, to isolate the effects of injected faults.

The outcomes of the fault injection experiments were categorized into the fol-
lowing distinct classes:

e Correct: The benchmark completed successfully, and the output was consistent

with the reference (golden) output.

e Silent Data Corruption (SDC): The benchmark terminated, but the produced
output differed from the expected result.

* Halt: The benchmark failed to complete execution, typically due to system-
level faults such as infinite loops, illegal instruction execution, or processor
crashes. These failures may result from corruption at either the software

(binary code) or hardware (architecture-level) layer.

To quantitatively assess system reliability, an error rate was defined as the pro-
portion of fault injection experiments resulting in either SDC or Halting behavior.
This metric provides an indication of the likelihood that a system subjected to

radiation-induced faults will produce incorrect or incomplete results.

A first fault injection campaign targeted the main memory of the soft-core
microprocessor to assess the reliability of unprotected (baseline) software. For each
of the four selected benchmark applications, 10,000 independent fault injection
experiments were performed. In each experiment, a single bit within the memory
image of the application was randomly flipped, simulating an SEU. This approach
enabled a statistical evaluation of the application’s robustness against transient
memory faults. A second fault injection campaign focused on SEUs affecting the
configuration memory of the FPGA hosting the soft-core processor. Corruption in
configuration memory can result in permanent alterations to the hardware architecture
of the system until a reconfiguration or power cycle is performed. Given that only
a fraction of the FPGA’s configuration bits are utilized by a specific design, the
observed error rate for configuration memory faults tends to be lower than that for
main memory faults. Nevertheless, such faults are critical in the context of reliability,
as they can lead to persistent malfunctions. In this campaign, 10,000 single-bit faults

were randomly injected into the configuration memory bitstream. Each injected
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bitstream was then used to configure the FPGA before executing one of the software
benchmarks. The variability in the logic resources utilized by each application
results in differing sensitivity to the same configuration fault across benchmarks.
This underscores the importance of application-specific analysis in evaluating system
reliability. The obtained results are shown in Table 5.2 and Table 5.3, reporting the
absolute frequencies of the obtained errors over 10,000 faulty bitstreams.

Table 5.2 Error categorization resulting from fault injection campaigns on baseline software

SEU in Processor Memory SEU in Configuration Memory

Fault

Mask [#] SDC [#] Halt [#] Mask [#] SDC [#] Halt [#]
Coremark 9,673 172 155 9,933 20 47
Dhrystone 9,861 69 70 9,946 12 42
FFT 9,813 80 107 9,926 28 46
Sobel 9,845 81 84 9,926 10 64

Table 5.3 Error categorization resulting from fault injection campaigns on hardened software

SEU in Processor Memory SEU in Configuration Memory

Fault

Mask [#] SDC [#] Halt [#] Mask [#] SDC [#] Halt [#]
Coremark 9,711 122 167 9,932 19 49
Dhrystone 9,878 41 81 9,942 11 47
FFT 9,836 56 108 9,909 30 61
Sobel 9,850 80 70 9921 9 70

The subsequent two fault injection campaigns are aimed at assessing the effec-
tiveness of the hardening technique applied to the software benchmarks. These
campaigns replicate the methodology employed in the previous analyses; however,
they are conducted on the hardened versions of the software applications. The
objective is to quantify the improvement in resilience to SEUs introduced by the
application of software-level fault tolerance mechanisms. The comparison between
the reliability of the baseline and hardened software yielded notable insights, as illus-
trated in Figure 5.2. In particular, the application of software hardening techniques
led to a modest improvement in reliability across all benchmarks when subjected to
SEUs in the processor memory. Conversely, this positive effect was not mirrored
in the case of SEUs in the configuration memory. In fact, the hardened versions
exhibited a slight decrease in reliability, suggesting that the added complexity and
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Fig. 5.2 Comparison between baseline and hardened software reliability against injected
SEUs.

hardware usage introduced by the hardening mechanisms may have inadvertently

increased the system’s vulnerability to faults in the underlying hardware architecture.

Two main hypotheses have been formulated to explain these results. First,
software-based replication techniques are inherently limited in mitigating faults that
affect the hardware elements of the microprocessor. When the same computation
is redundantly executed on faulty hardware resources, the outcome is likely to be
consistently erroneous across replicas. While exceptions exist, like when a fault
affects the readout of a specific memory cell and the replicated data is stored in
distinct memory locations, such cases are relatively rare, and the overall mitigation
effectiveness remains limited compared to faults confined to memory. Second,
the additional logic introduced to implement detection and correction checkpoints
may activate portions of the hardware that remain unused in the baseline software

execution. This increased hardware utilization could expose new failure modes,
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potentially causing faults that were previously dormant or non-propagating to now

manifest as observable deviations in the application’s output.

5.4 Evaluation of Data Transfer in Programmable

Logic

5.4.1 State of the Art of AXI Reliability

Different studies have investigated and analyzed data from radiation tests on recon-
figurable devices, although most of them have primarily focused on the interaction
with heavy ions. For example, [46] characterized a Xilinx Kintex-7 device, based on
28 nm CMOS technology, under ultra-high energy heavy ion irradiation, providing
insights into the vulnerability of this technology node in extreme conditions. The
work in [47] explored the behavior of BRAMs in a Zyng-7000 device when exposed
to heavy ions, an important and complementary contribution to this work, as BRAMs
will store the Buffer Descriptors (BDs), as discussed later. Additional investigations
in [48] have extended this analysis to both embedded memories and processors
within the Zynq-7000 platform, under both heavy ion and proton exposure, offering
a broader understanding of component-level sensitivity in SoCs. The authors in [49]
have also evaluated the reliability of the Advanced eXtensible Interface (AXI) in
Xilinx Reconfigurable SoCs. This interface is the standard adopted by ARM for the
communication within SoCs, thus the one available for Xilinx devices that embeds
ARM cores. One such study quantified the error rates and analyzed the behavior
of AXI Interconnect IP blocks when affected by SEUs, identifying potential failure
modes and reliability concerns. The study in [50] focused on the interaction between
AXI Stream and Memory-Mapped flows, including an evaluation of hardened circuit
versions to assess mitigation effectiveness. However, despite the technical rigor of
these contributions, they typically simulate SEUs by randomly flipping bits in the
CRAM to emulate soft errors, which may not fully capture the spatial and temporal
correlation of real radiation-induced upsets. As highlighted in these references,
heterogeneous architectures that leverage DMA are particularly susceptible to soft
errors. Nonetheless, while memory blocks and processor cores have been extensively
studied in previous research, the DMA subsystem remains a critical component that

has not yet been deeply analyzed, warranting further investigation.
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A DMA architecture enables hardware subsystems to directly access memory
without CPU intervention, thereby allowing the processor to continue working on
other tasks concurrently while memory operations are executed in parallel. In this
context, the term DMA refers specifically to the controller, implemented in the
programmable hardware, that orchestrates data transfers, rather than the physical
data channels themselves. DMA has become a critical component in reconfigurable
devices due to its capability to handle data transfers between different types of
interfaces, such as AXI Memory-Mapped and AXI Stream interfaces. These in-
terfaces follow the AXI specification, a standard widely supported by both Xilinx
and ARM that facilitates high-bandwidth communication and seamless integration
of hardware and software components in complex SoC architectures. In FPGAs,
DMA controllers are typically instantiated in the programmable logic and interact
with fixed, hard-wired memory and interface resources on the board. As such, the
implementation of DMA in reconfigurable SoCs consumes a significant amount of
CRAM, making it especially susceptible to corruption from SEUs. This vulnerability
becomes even more critical in architectures using the Scatter-Gather (SG) engine, a
DMA operation mode in which memory transfers are defined using BDs. Each BD
describes critical parameters such as the source and destination addresses, transfer
direction, data length, and the number of 32- or 64-bit words to be moved. Unlike the
Direct Register Mode (also known as Simple DMA), where the CPU must initiate
each transfer, the SG engine allows BDs to be configured once and then automat-
ically accessed by the controller, enabling autonomous and uninterrupted transfer
sequences. Radiation-induced effects such as SEUs are especially problematic in
modules such as DMA controllers, where logic complexity and CRAM footprint are
substantial, increasing the probability of a critical bit flip. In Figure 5.3, a typical
failure scenario in reconfigurable DMA functioning due to bitflip is shown.

5.4.2 Experimental Flow for AXI DMA Reliability Analysis

In order to evaluate the radiation-induced effects on reconfigurable DMA architec-
tures, a dedicated analysis workflow was adopted. Initially, a proton irradiation
campaign was conducted on an FPGA implementing a DMA-based data transfer
system interfacing with hardware accelerators. The test outputs were collected and
analyzed to extract key parameters such as cross-section values, failure rates, and
observed patterns of MBUs. These empirical data were subsequently used to guide
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Fig. 5.3 Examples of errors in DMA due to radiation-induced bitflips. (a) Corruption
of the BD causing wrong output products. (b) Corruption of routing bits causing output
unavailability.

targeted fault injection campaigns aimed at reproducing and understanding the im-
pact of radiation effects in a controlled environment. The detailed methodology and
steps followed throughout this analysis are described in the following subsections.

Application Benchmark

Considering the typical use of reconfigurable devices in hardware acceleration sce-
narios, a benchmark was developed to stress the data transfer and computation
capabilities, with a particular focus on maximizing the usage of the DMA infrastruc-
ture rather than evaluating the accuracy of the computational output. Each DMA
module operates at full capacity, utilizing all 16 available channels and the maximum
burst length for data transfers. The benchmark orchestrates the transfer of data to
and from a matrix of hardware accelerators implemented in the programmable logic.
The system architecture includes a microprocessor connected via Master AXI High-
Performance ports to two AXI DMA IP blocks configured in multichannel mode.
Each DMA controls a 16-core hardware accelerator composed of multiple CORDIC
IP cores. These IP cores implement the CORDIC algorithm, a resource-efficient
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method for computing trigonometric functions, vector rotations, and square roots
without requiring multiplication operations. In this setup, the cores specifically
compute the sine and cosine of incoming data streams. For each DMA, separate BDs
are allocated in dedicated BRAMs to handle Memory Mapped-to-Stream (MM2S)
and Stream-to-Memory Mapped (S2MM) transfers. Interrupt signals from the DMAs
are aggregated and managed appropriately. A software routine running on the pro-
cessor is responsible for printing the output buffer contents, configuring the BDs,
and handling the interrupts.

Radiation Experiment

The proton irradiation campaign was conducted at the Proton Irradiation Facility
of the Paul Scherrer Institute (PSI), an irradiation facility for medical purposes that
allows industries and academia to exploit Throughout the following sections, the
terminology adopted is as follows:

» Energy: refers to the kinetic energy carried by a single proton. Measured in eV

 Flux: indicates the rate at which particles cross a one-square-centimeter surface

per unit of time. Measured in cm 25!

e Fluence: denotes the total number of particles that crossed such a surface

during the exposure. Measured in cm ™2

The term cross-section represents the likelihood that a specific component (e.g., a
DMA module, a CORDIC core, a bit in CRAM) will experience a functional failure
as a consequence of radiation. For a given energy level E, let us assume N irradiation
runs were performed. The cross-section per computational core (o) is then calculated
by dividing the total number of observed events across all runs by the product of the
cumulative fluence and a normalization constant k (e.g., the number of cores), as

expressed in Equation 6.1:

IV  events;(E)
Zév:1 E(E) -k

(5.1)

Several irradiation energies and flux levels were employed, enabling the obser-

vation of diverse device behaviors and ensuring coverage of a wide range of LEO
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Fig. 5.4 Experiment flow for radiation experiment.

radiation scenarios. The device under test was mounted and precisely aligned with
the proton beam using an adjustable frame, assisted by a cross-laser sight. The
experimental setup involved continuous monitoring and control of the board via
a host computer connected through a serial interface. A dedicated Python script
running on the host system handled the collection of output data and the periodic
acquisition of the CRAM content, known as the readback procedure. This acquisi-
tion was carried out at the maximum permitted frequency (approximately every 3
seconds) and concurrently with the execution of the application on the board. By
comparing the original bitstream with the readback data, it was possible to detect
SEUs in real-time. Application execution was halted only in the event of a timeout,
in order to allow bitflip accumulation over time. A periodic check was performed
to assess the availability of output data, and in the absence of a response, the board
was reprogrammed. From the control room of the facility, irradiation sessions of
arbitrary duration could be executed, and power cycles were applied to the board

when required. The flow of the experiment is presented in Figure 5.4.

Fault injection Analysis

Following the analysis of the radiation test data, patterns of observed MBUs were
identified. To assess whether this information could improve the accuracy of fault

injection campaigns, two distinct campaigns were conducted. The first employed
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a traditional SEU fault model, while the second incorporated both SEU and exper-
imentally derived MBU patterns. These campaigns were aimed at evaluating the

effectiveness of fault prediction based on actual irradiation outcomes.

To this end, a dedicated fault injection platform was developed to emulate fault
accumulation within the configuration memory. The platform automates both the
fault generation process and the evaluation of resulting output data. The in-house
developed PyXEL framework was utilized to perform bit-level corruption within
the CRAM content. PyXEL facilitates the injection of single or multiple bit-flips by
decoding and manipulating the device’s bitstream. The bitstream is progressively
altered, one bit at a time, and reprogrammed into the FPGA until a critical failure
results in a system crash. Faults are injected either at random or based on specific
MBU patterns identified from the radiation data. A concurrent monitoring thread
collects output data via the serial interface, which is subsequently parsed to produce
a report detailing the occurrence and nature of the faults. In order to derive reliability
curves and enable comparison with the experimental irradiation results, the fault
injection algorithm later illustrated in Algorithm 1 was implemented. This algorithm
supports both stochastic fault injection and pattern-based injection using insights

gained from the post-irradiation analysis.

5.4.3 Experimental Results of Fault Injection on DMA

For the experiment, an off-the-shelf Digilent PYNQ-Z2 Development Board was uti-
lized. This development board features a 28nm CMOS Z7020 Zynq 7-Series FPGA,
which is integrated with a dual-core ARM Cortex-A9 Processor. The resources
allocated for the benchmark implementation on the PYNQ-Z2 are summarized in
Table 5.4. Due to the nature of programmable hardware, not all bit-flips that oc-
curred resulted in errors in the output. In fact, some bit-flips may have affected
unused resources of the device, which would not impact the functionality of the
implemented design. Initially, the data from the radiation experiments have been
analyzed, calculating the error rate, the particle cross-section of the peripheral, and
the patterns of MBU. Following this, a comparison was made between the results of

the fault injection and the radiation test data.
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Table 5.4 Zynq Resource Utilization

Resources Used [#] Available [#] Usage [%]

LUTs 28,413 53,200 53.41

Flip-Flops 33,317 106,400 31.31

Memories 2,080 17,400 11.95

BRAM 14 140 10.00
Radiation Data

Table 5.5 presents the values of energies and fluxes used during the radiation test
experiment. Core errors were identified using a software voter running on the
microprocessor. Golden values were rewritten every cycle to prevent any possible
corruption. DMA failures, on the other hand, were tracked through interrupt signals.
Table 5.6 provides the cross-section values for each energy, along with those for the
CORDIC cores, while Figure 5.5 illustrates these values.

Table 5.5 Radiation test conditions: energy, flux and fluence.

Energy [MeV] Flux [cm™2s~'] Fluence [cm™?]

29.31 4.124 x 107 9.173 x 1010
50.80 4.024 x 107 6.064 x 1010
69.71 4.110 x 107 2.124 x 1010
101.34 4.319 x 107 2.415 x 1010
151.18 4.094 x 107 1.226 x 1010
200.00 4.144 x 107 3.942 x 1010

Table 5.6 Particle cross-section per DMA and CORDIC

Energy [MeV] DMA Cross-section [ cm?] CORDIC Cross-section [cm?]

29.31 2.725x 10~ 1 1.703 x 10~ 12
50.80 1.567 x 10710 4.484 x 10~ !
69.71 2.354 x10°10 5.592 x 101
101.34 2.899 x 10~10 8.671 x 10~
151.34 3.263 x 10~10 6.627 x 10~ 11
200 3.171 x 10710 9.831 x 10~ 11
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Fig. 5.5 Particle cross-section per DMA and CORDIC.

Such a consideration helps the designer identify the most critical parts of the
system. In fact, DMA data transfer on the PYNQ-Z2 exhibits a higher sensitivity to
proton-induced effects compared to the computational cores, as the cross-section is,
on average, 20 times higher. Therefore, DMA modules must be considered critical
and should be hardened accordingly. Further analysis has been conducted on MBU
events and their correlation with DMA failures. An MBU is described as an event
where a single particle striking the FPGA’s silicon surface causes multiple adjacent
bit-flips. Two bit-flips, a and b, are considered close when their Euclidean distance
is less than or equal to /2. The distance is calculated as:

dist(a,b) = \/(bit(a) — bit(b))? + (frame(a) — frame(b))? (5.2)

where bit(-) and frame(-) identify the coordinates of the bit-flip in the CRAM
memory. By analyzing consecutive readbacks, we were able to isolate several MBU
patterns that occurred during each readback cycle. The small number of bit-flips
accumulating during each time window, combined with the large size of the CRAM
(more than 32,335,848 bits), allowed us to detect groups of SEUs with a strong
correlation both in time and space. Figure 4.3, already discussed in Chapter 4.3.2
illustrates the detected patterns, grouped into clusters based on the number of bit-flips.
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Fig. 5.6 Cross-section of MBU patterns.

The cross-section of the MBU clusters, shown in Figure 5.6, was computed as the
ratio between the occurrence of a particular cluster size and the total number of
particles that hit the board. The data indicate that the cross-section rate decreases as
the cluster size increases, which suggests that larger MBU clusters require higher

energy, making them rarer events.

Additionally, common-mode errors were observed and analyzed. We define
common-mode faults as those where two or more modules fail simultaneously due

to the same SEU or MBU. Three types of common-mode errors were distinguished:

* DMA-DMA (DD) errors occur when two DMA modules fail simultaneously
due to the same SEU or MBU.

* DMA-CORDIC (DC) errors happen when DMA and one or more computa-
tional cores fail simultaneously due to the same SEU or MBU.

e CORDIC-CORDIC (CC) errors occur when two or more CORDIC cores fail
simultaneously due to the same SEU or MBU.

Figure 5.7 presents the distribution of common-mode faults per MBU cluster size.
As shown by the data, MBU occurrences can significantly impact the correctness
of the application, leading to common-mode errors. The majority of these errors
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Fig. 5.7 Cross-section of common-mode errors.

occur with a 2-cluster MBU, mainly due to a higher frequency of this cluster size.
Moreover, CC common-mode errors are more likely to occur because of the elevated
number of cores and their proximity in the programmable logic. It’s important to
note that such corruption can also result from single bit-flips. Previous studies have
demonstrated that physical isolation of resources can reduce these errors.

Fault Injection Data

In order to assess whether the data obtained from radiation tests can be leveraged
to refine fault injection predictions, two separate campaigns were conducted. The
first campaign involved 15,000 single-bit fault injections, with error accumulation,
targeting bitstreams that led to DMA corruption, following the fault injection pro-
cedure outlined in Algoritm 1. The second campaign focused on injecting MBU
patterns, derived from their occurrence rates observed in the radiation tests. These
patterns were combined with single-bit injections, resulting in another set of 15,000
bit corruptions. The results of these campaigns, shown in Figure 5.8, highlight how
fault injection using single-bit faults with accumulation can complement radiation
test data, though minor discrepancies were noted. These differences are likely due to
the MBU effects, which are more challenging to model accurately in fault injection
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scenarios. A single particle strike may cause multiple bit-flips within a localized
region, affecting the configuration differently than an equivalent number of randomly
injected bit-flips. This behavior is complex to replicate in fault injection models
due to variables such as device architecture and chip technology, which influence
the pattern of bit corruptions. Consequently, fault injections based purely on SEU
models tend to underestimate the failure rate.

Algorithm 1 Fault Injection with Accumulation

Require: bitstream, no_failures
1: Instantiate object injector of class FaultInjector with bitstream as argu-
ment

2: Instantiate object 1istener of class SeriallListener
3: for i =0 to no_failures do
4: Duplicate and target bitstream
5: while True do
6: Perform random bit-flip (single or multiple) from patterns
7 Program board with modified bitstream
8: if state of 1istener = serial timeout then
9: break
10: end if
11: end while

12: end for
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Chapter 6

Design Methods for COTS FPGAs in
Space

6.1 Analysis and Mitigation of Cross-Domain Errors

Cross-domain errors represent one of the most critical failure scenarios in radiation-
hardened systems, as they undermine the effectiveness of redundancy schemes by
simultaneously altering the behavior of two or more independent computational
domains. This issue becomes particularly severe in the context of multi-core ac-
celerators, where multiple identical processing units operate in parallel to enhance
performance. In such systems, the corruption of multiple cores not only compro-
mises individual outputs but effectively negates the benefits of hardware parallelism,

making it imperative to devise strategies that can mitigate these effects.

To address this challenge, the primary contribution of this research is the devel-
opment and evaluation of a set of layout design strategies tailored for multi-core
computational engines [51]. These strategies are specifically aimed at enhancing
system reliability in the presence of cross-domain faults. The proposed approaches
leverage varying levels of resource isolation, with the objective of minimizing the use
of shared logic and routing elements among cores. By reducing interdependencies
at the physical level, the likelihood that a single radiation event affects multiple

computational blocks is significantly diminished.
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The effectiveness of these design strategies was validated through their imple-
mentation on a 16nm FinFET AMD UltraScale+ FPGA. A comprehensive proton
irradiation campaign was conducted at the Paul Scherrer Institute (PSI) Proton Facil-
ity in Villigen, Switzerland, with proton energies spanning from 40 MeV to 150 MeV.
Experimental results demonstrated that adopting a fine-grained isolation approach
can reduce the cross-section of errors by up to 36% compared to standard layout
techniques. This improvement is largely attributed to a decreased vulnerability of
shared routing resources. Furthermore, these layout-based strategies can be effec-
tively integrated with traditional redundancy mechanisms to further enhance overall

system robustness.

6.1.1 State of the Art of Cross-Domain Failure Mitigation

One of the most established methods for mitigating radiation-induced faults in digital
systems is hardware redundancy. Among the most widely adopted techniques are
Duplication with Comparison and Triple Modular Redundancy (TMR), in which
multiple instances of the same computational module, referred to as domains, are
deployed in parallel. The outputs of these domains are subject to a voting mechanism
(e.g., majority voting) to ensure that, even in the presence of a fault in one domain,

the system can still retrieve the correct result from the majority.

However, one of the major vulnerabilities of these redundancy schemes lies in
the phenomenon of cross-domain corruption. This occurs when a single particle-
induced event, such as a SEU, simultaneously affects multiple redundant modules.
For example, this may happen if the upset targets a configuration bit shared across
domains, such as a routing resource or interconnect, thereby invalidating the fault

tolerance provided by the voting mechanism.

To address these issues, several mitigation strategies have been developed, both at
the software and hardware levels. Software-based solutions include code replication,
checkpoint and rollback systems, or hybrid approaches combining both techniques.
On the hardware side, fault detection and correction mechanisms such as scrubbing
(e.g., partial reconfiguration) and majority voting logic are employed to counteract
the effects of SEUSs.

Despite these efforts, cross-domain errors remain a critical threat, as highlighted

in previous studies that analyzed the vulnerability of redundant architectures to



6.1 Analysis and Mitigation of Cross-Domain Errors 59

shared-resource upsets. Some works have proposed custom design tools that improve
resilience against such errors by controlling physical placement and connectivity,
though these are often tailored to specific devices or configurations, limiting their

general applicability.

More recently, placement and layout strategies have attracted growing interest as
a complementary approach to traditional redundancy. For instance, vendor-specific
flows like the Xilinx Isolation Design Flow (IDF) allow the designer to implement
trusted routes and enforce physical separation between functional blocks, enhancing
communication safety and reducing the likelihood of shared-resource corruption
[52] [53]. These methods typically require minimal changes to the circuit netlist and

can be used alongside other fault-tolerance techniques.

Nonetheless, a major limitation of these approaches is their dependency on pro-
prietary features and internal architectural details that are not publicly documented.
As such, they are not easily portable to non-Xilinx devices. Some researchers have
attempted to generalize the concept by developing simplified isolation strategies
that relax implementation complexity, but their effectiveness remains restricted to
specific FPGA platforms.

To date, there is no broadly applicable placement methodology designed with
reliability as a primary objective that can be integrated into mainstream FPGA
design tools. This highlights the need for more accessible and device-agnostic place-
ment strategies that can enhance system robustness in radiation-prone environments

without relying on vendor-specific infrastructures.

6.1.2 Methodology of the Experiment

The design guidelines that were developed and subsequently applied to mitigate
cross-domain errors in redundant systems are now explained. These strategies were
specifically conceived to minimize the likelihood of shared configuration bits or
routing paths between computational domains by physically increasing the spatial

separation among modules.

The core principle underpinning the proposed methodology is module isolation.
The main goal of this approach is to prevent the existence of common resources, such
as configuration or functional bits, across domains, which could otherwise become

potential single points of failure. If a shared bit is corrupted due to a radiation-
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induced event, it may simultaneously compromise the operation of multiple domains,

rendering redundancy ineffective.

Previous studies and vendor guidelines have highlighted that maintaining a
physical separation of approximately 2 to 6 CLBs (introduced in Section 2.2) between
modules significantly reduces the probability of such single points of failures. In
particular, internal analyses by FPGA manufacturers suggest that this range provides
a reliable isolation threshold that ensures no critical bit is shared between adjacent

regions, thereby preserving the independence of the modules.

Ideally, a fully isolated layout, where each domain is completely decoupled
at the granularity of individual configurable logic primitives, would guarantee the
highest level of resilience against cross-domain errors. However, such an approach
introduces substantial drawbacks in terms of resource utilization and implementation
complexity. Specifically, the area overhead increases, placement becomes more

constrained, and routing delays may rise, negatively affecting system performance.

As a result, a trade-off must be found between the degree of isolation and the
associated overhead in terms of area, latency, and design time. To address this,
we propose two distinct placement strategies tailored for multi-core accelerator
architectures: fine-grained isolation and coarse-grained isolation. These strategies
are analyzed in terms of their impact on resource sharing and system robustness,
considering the balance between isolation granularity and implementation overhead.
The subsequent subsections elaborate on the rationale behind each method and

present a quantitative evaluation of the respective costs and benefits.

Proposed Isolation Approaches

In contemporary FPGA design workflows, designers frequently utilize proprietary
pre-wrapped modules provided by FPGA vendors, known as Intellectual Properties
(IPs). These modules are typically delivered as black boxes, offering limited or
no visibility into their internal structure. Consequently, achieving isolation at the

single-resource level becomes impractical or infeasible.

To overcome this challenge, we extend the isolation concept to a higher level of
granularity by treating each computational core as an atomic unit. This leads to two

main strategies, visually presented in Figure 6.1:
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Fig. 6.1 Representation of the isolation concept used to reduce common resources among
different modules.

* Fine-grained isolation, where each core is physically separated to minimize

shared resources.

* Coarse-grained isolation, where a tunable number of cores are grouped, al-

lowing some degree of resource sharing within defined placement regions.

Modern FPGA CAD tools enable explicit control over resource placement and
routing. Among the available tools, placement blocks (pblocks) are designer-defined
shapes used to constrain both logic and routing resources associated with specific
modules. These constraints facilitate custom placement strategies with predefined

isolation distances and core grouping policies.

However, implementing such placement strategies introduces a certain amount of
overhead. Let us assume the need to instantiate a multi-core accelerator composed
of n cores on the FPGA fabric. Let Ry denote the total number of CLBs required

for the isolation overhead. We also define:

* dis,: isolation distance between adjacent pblocks (in CLBs),

* dpblock: dimension of a square-shaped pblock (in CLBs),
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Fig. 6.2 Simplified view of an isolated design. The sum of CLBs in yellow represents the
isolation overhead (Ryo)

* g: the number of cores that are allowed to share the same pblock (i.e., ¢ =0
for full isolation).

The total resource overhead R;,; can be modeled as follows:

(2n_2\/ﬁ)'diso'dpblock+(\/ﬁ_ 1)'di507 ifg=0
Riot = . 6.1)
q-(n— 1)'diso'dpblock, ifg>0

This model assumes a square arrangement of cores. The values of dis, and dpplock
are derived from experimental constraints and empirical guidelines. It is worth noting
that Equation 6.1 yields an exact result only if 7 is a perfect square. Otherwise, a
minor approximation error (around +2%) is introduced. As a comparison, a default
implementation without isolation yields Ry, = 0. The physical meaning of the

parameters is presented in Figure 6.2

While this overhead is non-negligible, it remains significantly lower than the
~ 3x overhead typically associated with modular redundancy approaches. Therefore,
the proposed isolation strategy represents a viable trade-off between area cost and
fault resilience, especially in radiation-hardened design contexts. The equation for
different values of the parameters is plotted in Figure 6.3.
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Fig. 6.3 Isolation resources overhead vs. number of cores for partial and fully isolated layouts
with different q values and fixed parameters.

Application Benchmark

During the validation phase of the design, a benchmark was developed to manage
both data transfer and computation in order to emulate the behavior of Al-oriented
hardware accelerators based on multi-core processors. The benchmark leveraged

both the programmable logic and the microprocessor system of the device.

Within the programmable logic, multiple CORDIC cores were implemented.
This algorithm is widely used for computing transcendental functions, square roots,
and vector rotations using only hardware operations (i.e., additions, subtractions,
and bit-shifts).

Data transfer was handled by two DMA engines, configured in multichannel
Scatter-Gather mode. Each DMA utilized its full capacity, operating all 16 available
channels and using the maximum burst length per packet. These engines managed
data transfer to and from 16 CORDIC cores each, for a total of 32 cores in the system.
Each output from the CORDIC cores was tagged with an identifier (i.e., the DMA

channel ID) to indicate which core had produced the data.

The hardwired microprocessor was connected to the two DMA engines through
Master AXI High-Performance ports. Data was transferred using two directions:
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Memory Mapped-to-Stream and Stream-to-Memory Mapped, each controlled by
BDs allocated in dedicated BRAM memories. These BRAMs are volatile memories

integrated into the programmable logic to enable faster access.

DMA interrupt signals were concatenated and managed properly to distinguish

and track any potential corruption originating from the DMA modules.

A bare-metal software routine ran on the processor to print the contents of the
output buffers on the host computer, write the buffer descriptors, and handle DMA
interrupts. To ensure robustness, buffer descriptors were rewritten every cycle to
scrub any potential corruption. Additionally, the processor performed TMR software
voting on the outputs of the CORDIC cores. This process enabled the identification
and logging of failing cores through their assigned IDs for further analysis.

6.1.3 Experimental Setup

The next step in our workflow has been carried out by exploiting the developed
hardware benchmark to implement several solutions according to the methodology
proposed in order to observe how different isolation parameters behave. Two of these
configurations adopt fine- and coarse-grained isolation strategies, and are referred
to as Matrix and Columns, respectively. A third configuration, named Default, has

been implemented for comparison purposes.

To enforce placement constraints, pblocks were created to restrict the core
resources to specific areas of the programmable logic. This allowed for accurate
post-implementation analysis since the spatial position of each core is known in all
three layouts. The configurations were implemented as follows:

* Default: This layout leverages the default placement strategy provided by the
CAD tool, without any user-defined constraints. As a result, no isolation is

applied among the cores.

* Matrix: This configuration adopts a matrix-structured, fine-grained isolation
strategy with the accelerators placed in an 8 x 4 grid. Each core is isolated
within its own pblock, placed 2 CLBs (d;s, = 2) away from adjacent blocks
in both horizontal and vertical directions. The size of each pblock is 11 x 11
CLBs, which contains the necessary resources for a single core. Cores are

assigned sequentially from the top-left of the matrix (e.g., row 0 contains cores
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0-3; row 1 contains cores 4—7, etc.). This layout is characterized by n = 32
and g = 0, as in Equation 6.1.

* Columns: In this layout, cores are grouped into 8 columns, each containing 4
cores, with resource sharing allowed within each column, corresponding to
a coarse-grained isolation approach. Each column is separated from the next
by 2 CLBs (diso = 2) and is placed within a 44 x 11 CLB pblock (i.e., four
times the size of the single-core pblock). Cores are sequentially placed in each
column (e.g., column 0 includes cores 0-3; column 1 includes cores 4-7, etc.).
This layout is characterized by n = 32 and g = 4.

It is important to highlight that the dimensions of the pblocks instantiated for
both the Matrix and Columns layouts are the minimum required to accommodate the
necessary core resources. As a result, the total number of CLBs used for implement-
ing the cores within the pblocks is the same in both configurations, ensuring a fair

comparison.

Radiation Test Setup

To evaluate the reliability of the proposed solutions under radiation-induced cross-
domain errors, a dedicated radiation test campaign was carried out. Radiation testing
provides the closest approximation to space environments by simulating radiation
effects using high-energy particle beams.

Specialized facilities allow control over the energy and fluence of the particle
flux, directing it at specific devices under test, such as circuit boards or silicon chips.
Due to the hazardous nature of the radiation environment, data acquisition and power
management for the device under test were fully automated using a custom in-house
developed experimental platform.

In the irradiated room, the board was mounted and centered with respect to the
beam using an adjustable frame. No components were removed, such as heatsinks or
device lids, in order to replicate a realistic application environment and preserve the
board in its COTS condition.

Data and power lines were routed to the control room to allow for board recon-
figuration, output acquisition, and power cycling. The device was monitored and
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configured by a dedicated host computer located in the control room and connected

via a serial interface.

To manage the experiment, a Python-based application was developed within the
PyXEL framework. This platform automatically handled output data acquisition and
periodically captured the CRAM content through the readback process, achieving
the maximum readback frequency supported by the device under test (approximately

one readback acquisition every 10 seconds).

The configuration memory state and output data were periodically collected via
the Universal Asynchronous Receiver-Transmitter (UART) port and were only halted
at the end of each beam run. In the event of a UART timeout, typically caused by
corruption of critical design bits, the system was able to autonomously detect the
failure, reset the board and configuration memory, and automatically reprogram
both the CRAM and the processor. This process effectively removed any corruption
accumulated up to that point, without requiring dynamic scrubbing. In addition,
UART logs were continuously printed out from the ARM processor that performed a
basic comparison with golden outputs (triplicated in local memory) to detect which
CORDIC core failed.

The radiation fluxes were initially tuned to induce approximately 2 to 5 bit-
flips per readback acquisition. This rate was selected to ensure the collection of a
statistically significant number of events over the course of the beam time, while
still maintaining enough granularity to analyze individual occurrences between

successive readback cycles.

The radiation beam runs were configured to deliver various energy levels, with
the primary goal of emulating the range of radiation conditions typically encountered
in LEO scenarios.

6.1.4 Results of Cross-Domain Errors Mitigation

First, the resource utilization for the implementation of the three placement layouts
is presented in Table 6.1, together with information about Essential Bits. These bits
are a circuit-dependent subset of the CRAM bits that are reported by the vendor
tool as bits that, if corrupted, may lead to errors in the application. In this instance,
AMD Xilinx design environment, Xilinx Vivado, has been used. This tool allows

the user to design, synthesize and implement designs into AMD Xilinx FPGAs and
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(b)

Fig. 6.4 Vivado Implementation views of the three layouts: (a) Default (b) Matrix (c)
Columns. A different color is given to each of the cores.

SoCs. All these data underline a negligible difference among the solutions in terms
of resource utilization and Essential Bits, thus the placement choice does not involve
any overhead in terms of resources actually utilized. The actual implementations are

presented in Figure 6.4 as in the Vivado Implementation view.

Table 6.1 Resources utilization and Essential Bits for Matrix, Columns, and Default layouts
on ZCU104

Layout LUT FF BRAM Essential Bits
Used [#] Avail. [#] Utiliz. [%] Used [#] Avail. [#] Utiliz. [%] Used [#] Avail. [#] Utiliz. [%]  Used [#] Avail. [#]  Utiliz. [%]
Default 30,633 230,400 13.30 34,032 460,800 7.39 14 312 4.39 10,791,647 131,763,200 8.19
Matrix 30,631 230,400 13.29 34,031 460,800 7.39 14 312 4.39 11,000,622 131,763,200 835
Columns 30,638 230,400 13.29 34,032 460,800 7.39 14 312 4.39 11,142,122 131,763,200 8.46

Finally, notice that the constraints we imposed involved only the cores, whereas
the other modules (e.g., DMA, BRAMs) were left unconstrained. However, we
ensured that the placement of this supporting logic did not involve any resources in

the neighborhood of the isolation targets.

At first, we computed the SEU (Single Event Upset) cross-section per CRAM
bit of the three layouts. The cross-section allows quantifying the probability of a
given unit (e.g., CRAM bit, computational core) failing under the effect of a radiant

excitation. In particular, the SEU cross-section oggy is calculated as:

Nsgu
b

OSEU =

where Nggy 1s the number of occurred SEUs and & is the total particle fluence
for a given energy. Moreover, these values have been normalized by the total number
of unmasked CRAM bits in the design.
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Fig. 6.5 SEU cross section per unmasked CRAM bit for the three layouts (95% confidence
error bars).

Xilinx refers to unmasked bits as those configuration bits that may remain
changeable, as opposed to the masked ones configuring the dynamic contents (FFs,
LUTRAMSs, and BRAMs), which are hidden by applying a binary mask on the
bitstream. The distinction between masked and unmasked bits is necessary in order
to collect actual radiation-caused bitflips, instead of bit modifications due to nominal
circuit functioning.

The data in Figure 6.5 show a plateau of 2.8 - 10~!® cm?/bit, which represents a
cross-section value in line with previous experiments on the same FPGA technology.
As expected, the difference in SEU cross-section among the layouts is minimal, as
it does not depend on the design. However, we can exploit this result to state that
each of the three different layouts was subject to the same ratio of SEU per particle

during the test and thus justify the comparison among the three implementations.

In order to quantify the reliability of the design with different layouts, the cross-
section per single core has been computed. Thus, the ratio between the failures of
a given core and the number of particles, normalized by the total amount of cores,
together with the error bars with 95% confidence level and 10% fluence uncertainty,

has been calculated. Each cell represents a core identifier, and for the Matrix layout
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Default Matrix Columns
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Fig. 6.6 Heatmaps of particle cross-section per core (-10~!! cm?) of the three layouts with
95% confidence intervals.

only, the identifier reflects the effective CORDIC placement on the programmable
logic array, as shown in Figure 6.6

Computing the total number of core failures normalized by the particle, the
Matrix layout obtained the lowest value equal to 2.655- 107! cm?, followed by
the Columns configuration (3.675-10~!'! ¢cm?), and eventually the Default one
(4.139-10~ " cm?). As expected, concerning the Columns layout, the variance
among failure rates of the same column is minimal, especially in the first half. This
is due to the corruption of common resources within a given column that causes the
failure of the cores belonging to that column.

The same behavior can be seen in the lower half of the Default layout cores,
although spreading in a wider area since no isolation contains the propagation of the
faults. The small differences among core failures in these regions may depend on
bitflips affecting resources that program only that specific core, thus not shared.

This highlights the fact that there is no reason to believe that single-core corrup-
tion can be lowered using this approach, as this study is focused on the containment

of cross-domain faults. For this reason, from the UART output log files, we collected
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the number of common-mode errors that affected the design and the core identifiers

associated with them.

As can be seen from the results, a fine-grained solution appears to be the safest
one due to the lowest and less biased distribution of failures, although the isolation
is not performed at the atomic level. Thus, the finest isolation of the cores seems to
decrease the error propagation towards the closest routes and short lines, especially
common routing resource corruption, since the neighborhood of the isolated modules
is characterized by unused resources that do not affect the core computation, as

opposed to a more congested placement.

Such a result may be of extreme importance when the data are streamed sequen-
tially among the cores, so the result of a computation is dependent on the previous

computation (i.e., no embarrassingly parallel problems).

6.2 Evaluation of Domain-based Isolation

Few research works have focused on Isolation Design Flow (IDF) or IDF-based
architectures. One of the first notable contributions in this domain was proposing a
technique that leverages IDF together with partial reconfiguration for Xilinx SRAM-
based FPGAs, enabling online module relocation [54]. Their work highlighted the
potential of combining logical isolation with runtime flexibility in reconfigurable
systems. Building upon these ideas, the authors in [55] introduced a method aimed
at easing bitstream relocation under IDF constraints, significantly simplifying the
integration of isolation-aware modular design flows. More recently, [56] focused on
integrating secure off-chip communication with reconfigurable sections of a design,
thereby addressing trust and security aspects in dynamically reconfigurable FPGA

architectures.

Although each of these approaches has proven to be highly effective in addressing
specific challenges, current commercial FPGA design tools such as Xilinx Vivado
still do not natively support partial reconfiguration combined with IDF. As a result,
designers are often required to interface with external tools, which increases design

time and complexity.

Regarding general design-for-reliability strategies, the work in [57] provides

a comprehensive overview of commonly adopted techniques, including hardware
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redundancy, error correction coding, and configuration memory scrubbing. Among
these, TMR remains one of the most widely used and effective solutions for mitigat-

ing SEUs, particularly in safety-critical and radiation-prone environments.

However, to the best of our knowledge, no research to date has specifically
explored the combined impact of IDF-based techniques and TMR on improving
design reliability. This integration is the main focus of our investigation.

6.2.1 Methodology of the Experiment

A set of design practices aimed at reducing the complexity of floorplanning when
applying replication-based mitigation techniques is now proposed. These guidelines
are specifically conceived to simplify the floorplanning phase of the IDF, which is
typically left to the designer and becomes exceedingly complex when state-of-the-art
IDF is applied to replicated modules. Such complexity often leads to violations of
the strict topological constraints imposed by IDF, thereby forcing the designer to
abandon isolation entirely.

This approach mitigates this issue by reducing the number of isolated blocks
through the strategic grouping of multiple modules within the same isolated region.
However, careless relaxation of isolation constraints and indiscriminate aggregation
of modules may nullify the benefits introduced by IDF. For instance, in the case
of coarse-grained TMR, modules are replicated to perform the same computation
independently. The results of these computations are then fed into a voter circuit to
detect and correct potential errors. Since the voter filters out faults that affect only
one replica, isolation should be prioritized between modules contributing to distinct
inputs of the voter. Conversely, isolation constraints can be relaxed for modules that

contribute to the same voter domain.

Reducing the number of isolated regions consequently lessens the floorplanning
constraints and associated complexity. The integration of domain-based IDF into a

traditional FPGA design flow can be organized into the following four stages:

* Pre-Synthesis: Isolated regions are defined. Unlike standard IDF approaches,
modules intended to be grouped within the same isolated region must be
reorganized within the design hierarchy. During this phase, it is crucial to

avoid aggregating modules from different voter domains. Clock signals and
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other inter-region connections must be declared in the placement constraint

file to allow safe crossing between isolated areas.

» Post-Synthesis: Modules previously identified for isolation are marked with
the corresponding property to inform the CAD tool. This step ensures that

communication between isolated regions occurs exclusively via trusted routes.

* Floorplanning: Placement blocks (pblocks), which are collections of physical
resources such as LUTs and PIPs, are manually instantiated to allocate the
logic and routing of isolated modules. Each module’s logic is restricted to
its assigned pblock. It is essential to respect fencing rules during this step to
ensure effective isolation. Design tools typically provide an estimate of the

required resources to prevent overflow within a pblock.

* Post-Implementation: After implementation, the correctness of isolation is
verified using a tool such as Vivado Isolation Verifier (VIV), which checks
for violations in isolation rules, including misplaced modules, improper fence

placement, or physical overlaps.

Benchmark Design

As an application under test, we developed a hardware-accelerated system targeting
the Zyng-7000 platform. The system leverages the Xilinx CORDIC IP Core, which
is implemented on the programmable logic and is widely used in aerospace applica-
tions for the computation of transcendental functions and digital signal processing.
The CORDIC IP Core is managed by a software routine executed on the Cortex-A9
processing system (PS). Communication between the software and hardware com-
ponents is achieved via AXI4 Interconnection Cores. Data transfers are handled
through AXI DMA. When triggered by the fault injection platform running on the
host computer, the software routine activates the cores on the PL and verifies their
correctness. Specifically, the routine supplies a test vector to the CORDIC IP Core,
compares the hardware output with the expected values, and sends an experiment re-
port to the results collector module running on the host computer. The programmable
logic design includes three AXI cores for communication and one computational
core, namely the CORDIC module. This IP Core is connected to the PS via the
AXI interface. To enhance fault tolerance, a triplicated (TMR-hardened) version of
the benchmark circuit has been implemented. The CORDIC core and its associated
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communication interfaces have been replicated three times. Each replica is accessible
from the PS through the AXI Interconnect. The software routine performs majority

voting on the outputs of the three replicas to determine the final result.

Error Classification

The software routine running on the processor system stimulates the cores on the
programmable logic. The results obtained from the hardware are compared with the
expected (golden) results to identify potential misbehaviors. If a mitigation approach
based on replication is adopted, the software routine executes the computation on
each replicated module. The outputs are then compared and voted to detect and

potentially correct errors.

The misbehaviors observed during fault injection campaigns have been classified

into four main categories:

* Data Unavailability (DU): This condition occurs when no results can be
received from the PL, typically due to faults affecting the communication

modules.

e Silent Data Corruption (SDC): This refers to errors in the results produced
by the PL that are not immediately detectable, and can only be identified by
comparing with the expected outputs. This occurs in the absence of replication,

or when the voting mechanism selects an incorrect result.

* Recoverable Data Corruption (RDC): In this case, different results are returned
by the replicated cores, but the correct output is successfully recovered through

the voting process.

* Detectable Data Corruption (DDC): This occurs when the replicated cores re-
turn inconsistent results and it is not possible to determine a majority (e.g., in a

TMR system, two cores produce differing outputs and the third is unavailable).
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6.2.2 Comparison between Plain Design and Domain-based Iso-

lation Results

Two versions of the plain benchmark design (i.e., without TMR) were implemented
using the standard design flow and the state-of-the-art IDF. The reliability of both
implementations was assessed through fault injection campaigns simulating SEUs in
the configuration memory. In the IDF-based implementation, the top-level blocks
(Zynq PS, AXI DMA, AXI Interconnect, and CORDIC) were isolated according to
the guidelines provided in the IDF application notes.

Table 6.2 Essential bits of standard and IDF configurations

Design CM bits [#] EB[#] EBinCM [%]

Standard 32,345,856 717,873 222
IDF 32,345,856 810,181 2.50

Table 6.2 reports the number of configuration memory (CM) bits and essential
bits (EB) for both designs, as well as the percentage of EB with respect to the total
CM bits. Both designs have the same number of CM bits, but the IDF implementation
includes a slightly higher number of essential bits, increasing the percentage from
2.22% to 2.50%.

Table 6.3 Distribution of errors for standard and IDF designs (10,000 injections)

Error Type  Standard IDF
DU [#] 103 97
SDC [#] 194 148

Total [#] 297 (2.97%) 245 (2.45%)

Each fault injection campaign involved 10,000 injections targeting only the es-
sential bits of the respective design. The resulting error distributions are summarized
in Table 6.3. The standard design experienced 297 errors, corresponding to a 2.97%
error rate, while the IDF-based design showed 245 errors, reducing the error rate to
2.45%. This represents a 17.51% improvement in reliability achieved solely through

changes in the placement constraints.

The overhead in terms of hardware resources is detailed in Table 6.4. Although
the IDF-based design requires slightly more flip-flops and LUTs (approximately 10%
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Table 6.4 Resource utilization for standard and IDF designs

Standard IDF
Resources
Used [#] Utiliz. [%] Used [#] Utiliz. [%]
LUTs 3,257 6.16 3,539 6.65
Flip-Flops 4,196 3.94 4,555 4.28
Memories 5 3.57 5 3.57

more), the overall resource utilization remains low and manageable. Nonetheless,

for more complex designs, this increase might become more significant.

In order to evaluate the benefits introduced by IDF for replicated designs, we
carried out additional fault injection analyses on the TMR version of the benchmark
design. In particular, we evaluated the reliability of the circuit resulting from the
standard design flow, proposed domains-based IDF, and non-domains-based IDF.
Please note that even if the benchmark design under test is very small (i.e., less than
7% of resource utilization), it has not been possible to implement the state-of-the-
art IDF. Indeed, the number of modules to isolate when TMR is applied makes it
unfeasible to satisfy the isolation constraints.

The analyzed benchmark implementing TMR is described as follows:

» Standard (unconstrained) configuration: this benchmark has been imple-
mented without IDF constraints, thus the modules are not isolated in this
version. The block scheme of the modules at the higher level of the hierarchy
is presented in Fig. 6.7.

* Domains-based IDF configuration: this design implements the domains-based
isolation flow. The modules of a domain are grouped together in a block.
The blocks are isolated using IDF. A single isolated block is composed of an
AXI SmartConnect block, AXI DMA, and the CORDIC IP, as represented in
Fig. 6.8.

* Non-domains-based IDF configuration: this last isolation pattern, represented
in Fig. 6.9, couples together modules by task. AXI SmartConnect, DMA, and
CORDIC blocks of the different domains are grouped between them. IDF is
applied to these groups. This configuration has been proposed to evaluate the

benefits of using the proposed domain-based aggregation policy with respect
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Fig. 6.7 Block scheme of the Standard design.
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Fig. 6.8 Block scheme of the domain-based design.

to an aggregation policy aiming only to minimize the number of modules to
be placed, without taking into account the concept of domains. Both of the
IDF configurations isolate singularly the AXI Interconnect Module as it is
recognized as a weak point of the design.

The fault injection campaigns consist of 10,000 injections emulating SEUs in
configuration memory, affecting the essential bits of different versions of the TMR-
hardened benchmark circuit implemented using different design flows. The total
number of CM bits and the EB for each design has been reported in Table 6.5.

AXI SmartConnect AXI DMA CORDIC
» P #0/#1/#2
e #0/#/#2 #0/#/#2 Al

AXl Interconnect

Fig. 6.9 Block scheme of the non-domain-based design.
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Table 6.5 EB of standards, domains-based, and non-domains-based configurations

Design CM bits [#] Essential Bits [#] EBin CM [%]
Standard TMR 32,345,856 2,811,321 8.69
Domains-based 32,345,856 2,930,999 9.06
Non-domains-based 32,345,856 3,002,114 9.28

Concerning the resource utilization, we observed a slightly higher requirement
of logic resources when adopting IDF, similarly to what was obtained with the plain
benchmark. In particular, IDF needs almost 1.5% of LUTs and 2% more FFs than
the standard configuration when using IDF, as is reported in Table 6.6.

Table 6.6 Resources Utilization for Standard and Isolated Designs

Standard TMR Domains-based Non-domains-based
Resources
Used [#] Utiliz. [%] Used [#] Utiliz. [%] Used [#] Utiliz. [%]
LUTs 12,878 24.21 13,064 24.56 13,204 24.82
Flip-Flops 17,706 16.64 17,713 16.65 18,037 16.95
Memories 15 10.71 15 10.71 15 10.71

We carried out the fault injections randomly targeting the EB of the designs. Due
to the definition of EB, not all the injections will affect bits programming the used
resources of the design. As a matter of fact, only some of them will cause an error
in the output of the application. This can happen as a result of a fault injected in
the used resources or the activation of an unused resource that leads to a conflict.

Considering the three possible configurations we observed the following results:

» Standard configuration: in this configuration, we detected a percentage of
5.37% faulty behaviors. Of these, 50.47% were RDCs, 29.61% DDCs, 15.27%
SDCs, and 4.65% of DUs.

* Domains-based IDF configuration: in this case, the fault injection campaign
produced 2.89% of faulty outputs: in particular, 65.74% are RDCs, 30.10%
DDCs and 4.16% consists in the DUs. No SDCs have been detected.

* Non-domains-based IDF configuration: the experiment resulted in a 3.13%
error rate. In detail, we observed 45.37% of RDCs, 32.59% of DDCs, 2.87%
of SDCs, and 19.17% of DUs.
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The collected data are reported in detail in Table 6.7. Comparing both of the
configurations with the unconstrained design, it can be observed that due to the IDF
implementation, the total error rate is slightly dropped with focus on the silent errors
(no SDC and 0.09% of the total with the domains-based and non-domains-based
configurations, respectively).

Table 6.7 Distribution of errors for the standard TMR, domains-based and non-domains-
based configurations for 10,000 SEUs

Error type Standard TMR Domains-based Non-domains-based

RDC [#] 271 190 142
DDC [#] 159 87 102
SDC [#] 82 0 9

DU [#] 25 12 60
Total [#] 537 289 313

The domains-based design produced the lowest error rate as well as the highest
RDC ratio among the analyzed implementations. Such achievements are also sup-
ported by the absence of SDCs, which represent the worst possible behavior due
to their undetectability. The non-domains-based implementation also brought the
decrease of SDC with respect to the standard design. However, this configuration
appeared to be very sensitive to the DU, which occurred more than three times with
respect to the domains-based case. This is likely due to its by-task aggregation,
where a fault in one of the communication modules propagates to the communication

infrastructure of all the domains.



Chapter 7

Design Methods for Rad-Hard
FPGASs in Space

7.1 Toward Rad-Hard FPGA-based High-Performance

Computations

In recent years, the computational demands and data transfer requirements of modern
deep space applications have grown significantly. Traditional radiation-hardened
(rad-hard) CPUs and controllers often fall short in meeting these evolving needs due
to their limited performance. While Radiation-Hardened-by-Design (RHBD) ASICs
offer high reliability and performance, their high development and production costs

limit widespread adoption.

Conversely, SRAM-based FPGAs have emerged as a compelling alternative,
offering a favorable balance of performance, flexibility, and cost-effectiveness. These
devices support dynamic hardware reconfiguration, enabling advanced functionalities
such as in-field error correction, parameter tuning, hardware-accelerated computation,
and data conversion, all while maintaining low power consumption. However, their
primary drawback lies in their vulnerability to radiation-induced soft errors. High-
energy particles such as protons, neutrons, and heavy ions can interact with the
silicon substrate, causing SEUs in configuration memory and SETs in combinational

logic, potentially leading to critical system malfunctions.
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To address these challenges, RHBD FPGAs combine the reprogrammability of
SRAM-based devices with hardened design techniques that provide immunity to
SEUs, although they remain susceptible to SETs. Despite the advantages, the avail-
ability of space-grade FPGAs is limited, particularly in the European market. Among
the most prominent high-performance space-grade FPGAs are Xilinx Virtex-5QV
(SRAM, 65 nm) and RT Kintex UltraScale (SRAM, 20 nm), as well as Microchip’s
RTG4 (Flash, 65 nm) and RT PolarFire (SRAM, 28 nm).

Within this context, the NanoXplore NG-Medium FPGA, recently certified as
space-grade by the European Cooperation for Space Standardization (ECSS), rep-
resents a noteworthy addition. This 65 nm SRAM-based RHBD device integrates
space-specific features such as a SpaceWire interface [58] and an on-chip scrubber
module, along with traditional programmable logic. Furthermore, recent advance-
ments in radiation-hardened technologies, including high-performance BRAMs and
DSP blocks, have significantly expanded the range of applications that FPGAs can
support, pushing the boundaries of their performance.

In this work, the implementation and timing optimization of a convolutional
accelerator deployed on the r-VEX soft-core processor are investigated (details on
r-VEX in Section 7.3). The accelerator executes convolution operations, Rectified
Linear Unit (ReLU) activations, and Max Pooling using custom-developed assembly
code for the VEX Instruction Set Architecture (ISA). Both single-core and multi-core
implementations are explored to assess the trade-offs between performance and core
count. The design is synthesized and evaluated on the programmable logic fabric of
the NanoXplore NG-Medium FPGA.

7.1.1 State of the Rad-Hard FPGAs and Tools

The current body of literature primarily focuses on cross-section measurements and
radiation testing reports that characterize the susceptibility of RHBD FPGAs to soft
errors and SEEs [59-62]. In parallel, a growing number of studies have explored
the deployment of artificial intelligence (Al) accelerators on these devices. For
example, the authors in [63] present an Al architecture implemented on the RT Kintex
UltraScale FPGA, leveraging Xilinx Al processing units, while in [64], Al models

are deployed on the RT PolarFire device using the VectorBlox software development
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kit. The comparative study in [65] evaluates various embedded platforms executing
Al workloads, including a NanoXplore FPGA among the test devices.

Specifically regarding NanoXplore components, the vendor reports a Single-
Event Upset (SEU) cross-section of approximately 1.00 x 10710 cm?bit™! for the
NG-Medium FPGA when the Configuration Memory Integrity Check (CMIC) mod-
ule is enabled [66]. This scrubber mechanism autonomously monitors and repairs
corrupted configuration memory frames, thus enhancing the device’s resilience to
radiation effects. Additional studies include [67], where the NG-Medium is evaluated
under high TID conditions such as those found in CERN environments, and [68],
which investigates the performance of the NG-Large device with a strong emphasis
on its DSP capabilities.

Despite these advancements, the feasibility and implementation of Machine
Learning (ML) accelerators specifically tailored for rad-hard FPGAs, particularly
recent devices like those developed by NanoXplore, remain underexplored. This gap
in the literature is likely attributable to the limited availability of detailed architectural
documentation, constraints in placement and routing flexibility, and relatively im-
mature customization options in the corresponding Computer-Aided Design (CAD)

toolchain when compared to more established FPGA vendors.

The development of custom Computer-Aided Design (CAD) tools has long been
a flourishing area of research, primarily aimed at extending the capabilities or im-
proving the efficiency of vendor-provided toolchains. In the context of Commercial-
Off-The-Shelf (COTS) FPGAs, particularly for space applications, numerous efforts
have been dedicated to optimizing placement and routing strategies with a focus
on error mitigation. For instance, the authors in [29] introduce a custom Python
library capable of analyzing the bitstream and performing targeted fault injections on
AMD Xilinx hardware. Similarly, in [69], a tool developed in C extracts reliability
metrics from the place-and-route model of AMD Xilinx devices, enabling hardened
implementations. The work in [70] explores the routing architecture of Xilinx Series
7 FPGAs, while other studies [71, 72] investigate bitstream manipulation to support

and automate partial reconfiguration for error recovery.

Several reverse-engineering attempts have also been reported [73—76], though
with limited success. These efforts often target outdated FPGA families and achieve
only partial results due to the complexity of proprietary formats. Notably, the
absence of any public documentation regarding the NanoXplore bitstream format



82 Design Methods for Rad-Hard FPGAs in Space

makes such techniques infeasible for this family of devices. Furthermore, many of
these approaches rely on the now-deprecated Xilinx Design Language (XDL) (i.e.,
previous version of the Vivado command-line set of instructions) or require intricate
interfaces with the Vivado Design Suite, inherently restricting their applicability to
AMD Xilinx architectures.

State-of-the-art FPGA routing methodologies typically involve two steps that

can be summarised as:

1. the abstraction of the device architecture into a routing graph, where logic
blocks are modeled as nodes and interconnects as edges

2. the routing phase, which applies algorithmic strategies to establish connections

Among the most widely adopted routing algorithms are Maze, A*, and Pathfinder [77,
78]. The Maze algorithm guarantees the shortest path in a grid-based representation
but does not account for net contention, making its performance highly sensitive to
net ordering. The A* algorithm introduces the Manhattan distance heuristic to en-
hance efficiency by pruning the search space. The Pathfinder algorithm dynamically

balances path length and congestion by iteratively adjusting routing costs.

A prevalent trend in routing research involves parallelization, with strategies
generally categorized as fine-grained or coarse-grained. Fine-grained parallelism
accelerates the routing of individual nets, while coarse-grained approaches distribute
sets of nets across different processing units to globally speed up the routing process.
Coarse-grained methods often exploit architectural and spatial information to mini-
mize synchronization overhead. For example, the authors in [79, 80] assign subsets
of nets to individual CPU cores for parallel routing. While this boosts performance,
it is inherently limited by the number of available cores. Further scalability can
be achieved via GPU-based implementations, which enable massive parallelism.
The fine-grained technique described in [81] similarly faces limitations due to CPU

resource constraints.

As discussed later in this work, the routing model of NanoXplore devices diverges
significantly from standard paradigms and imposes a set of additional constraints.
These limitations restrict the use of conventional algorithms and necessitate the
implementation of simpler yet effective alternatives. Finally, the complete absence of
third-party CAD tools for NanoXplore FPGAs underscores the scarcity of publicly
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available data beyond the front-end capabilities of the official Impulse tool (e.g.,
timing analysis and resource utilization). Consequently, no existing solution in the
literature supports placement and routing analysis for NanoXplore devices. To the
best of our knowledge, NXRouting represents the first tool to successfully address
these challenges and achieve functional placement and routing analysis on this FPGA
family.

7.1.2 Proposed Model of NanoXplore Architecture
Resource Hierarchy

The following section is dedicated to the description of the model we developed to
overcome the limitations discussed earlier. The choices have been driven by details
extracted using NanoXplore APIs. Particular focus is given to the routing of the core
logic such as LUTs and FFs, since they represent the largest part of the routing effort
in FPGAs.

The reconfigurable matrix is loosely based on the island-style FPGA model,
where arrays of logic blocks are interposed with routing channels. IOBs, clock
generators and, in the case of newer devices (i.e., NG-ULTRA), processor interfaces

are located at the edges of the programmable logic.

The logic resources are spatially organized in a descending tree structure, with
the highest level being the Plane, followed by Zone, Network, Device, and Plug,
as shown in Figure 7.1(a). The Plane represents the entire programmable logic
matrix and corresponds to the model of the FPGA chip (namely, the Variant). The
Zone 1is the first subset of resources, which can include logic blocks (e.g., Tile and
CGB), global routing resources (e.g., Mesh), or interfaces (e.g., Fence, JTAG, IOB).
Networks are further subdivisions within a Zone, while Devices and Plugs represent

physical resources and their pins, respectively.

For instance, an input pin (e.g., Plug:I1) of a LUT (e.g., Device:LUT315) in
the NG-MEDIUM variant is shown in Figure 7.1(b). The Plugs of a Device can be
further categorized as Emitters (i.e., output pins) and Receivers (i.e., input pins).

It is important to note that Zone names are globally unique (e.g., TILE[15x10]
univocally identifies the Tile located in the 10th row and 15th column of the recon-

figurable matrix), whereas Network, Device, and Plug names may be reused across
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different Zones. Nevertheless, these identifiers remain unique within any given
Zone. For example, a Device named LUT315 may appear in both TILE[15x10] and

TILE[2x2], but within each Zone, it remains unique.

This hierarchical structure allows each element to be uniquely identified using a
qualified tuple such as:

[zone_a,netwk_b,dev_c,plug_d|

which univocally identifies one and only one element.

Figure 7.4 illustrates an example of Networks and Devices distribution inside a
Tile Zone. This structure is repeated consistently for every 7ile in the programmable

logic fabric.

Plane

|
[ I ]
Zonle (A) Zone (B)  Zone (2)

[ I ]
Netwk. (A) Netwk. (B) Netwk. (Y)

Dev.(A)  Dev.(X)
Plug(A)  Plug (W) a)

Zone

Plane: NG-MEDIUM
Zone: TILE[15x10]
Network: S10
Device: LUT315
Plug: Il
Plane b)

Fig. 7.1 (a) Hierarchical structure of the NanoXplore programmable logic. (b) Example of
Device:LUT315 and Plug: I1 in the NG-MEDIUM variant.

Routing Model

Concerning the interconnection of the core logic, a clear distinction between routing

inside and outside a 7ile must be made. These represent the two cases of internal
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Fig. 7.2 Example of Networks and Devices distribution within a Tile zone.

and general routing, cited in the NanoXplore documentation [82], and they impact
timing differently. In the following subsection, we present how the model has been
developed to address these two scenarios.

When dealing with routing inside a 7ile, we first need to introduce the concept
of the Functional Element (FE), which is a hardwired coupling of a LUT and a
FF, physically placed in close proximity [82]. All common LUTs and FFs in the
programmable logic are arranged this way, meaning that the output of the LUT must
be connected to the input of the FF. For the NG-MEDIUM architecture, Figure 7.3(a)
presents a simplified view of the core logic within a Tile and the FE structure. The
output of the FE (i.e., the output of the FF) can then be routed to further routing

structures.

This structural choice implies that the FF can be used either as a proper memory
element (i.e., a D-type FF) or as a simple routing component (i.e., Bypass FF).
Similarly, LUTSs can serve as logic resources or behave as bypass elements when
configured with an identity truth table. This scenario represents the vast majority of
FE routing in the programmable logic. Although in some cases, the output of certain
LUTs can also be directly routed to CY blocks for high-speed chain computations or
to other LUTs (only in NG-ULTRA and NG-ULTRA 300) to fulfill specific timing

constraints, these scenarios have been omitted from this study as they represent
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usually a minor and optional part of a whole routed design. However, this extension

is planned as future work in order to provide a full coverage of routing possibilities.

Timing analysis of intra-Tile routing shows that the signal delay is almost in-
dependent of the FE’s position within the 7ile, meaning that the delay between
two adjacent FEs is comparable to that between two opposite corners of the Tile.
This observation excludes the possibility of a classic routing model where routing
matrices are interposed between each logic block and directly connect different
resources [82]. Instead, it suggests the presence of a common routing entity shared

by all resources within a 7ile.

To ensure proper connectivity to all four inputs of the LUTs and to avoid conflicts
in routing, we model each 7ile with four dedicated routing matrices, one for each
LUT input. Within each of these, the routing matrix is abstracted with two Devices,
enabling the signals to be routed arbitrarily and reach any FE in the Tile without creat-
ing conflicts. Figure 7.4(b) shows the proposed model, while Figure 7.4(a) compares
it to a common routing model (as adopted in most AMD Xilinx architectures).

FE FE FE FE FE FE FE FE FE FE FE FE F—=c—=c= == ec £c cc ec oo o ec o

FE FE FE FE FE FE FE FE FE FE FE FE F| P11 E
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Fig. 7.3 Detail of a Tile in the NG-MEDIUM architecture with focus on the FE and its com-
ponents. The Tile includes also additional logic such as Carry logic (CY), High-performance
LUT (X-LUT), Register File and others.
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Hardwired shuffling
of signals

-~

b)

LB: Logic Block M: Routing Matrix

Fig. 7.4 The figure explains the difference between the two routing models inside a Tile. (a)
Routing by means of switch matrices, where the delay is dependent on the physical distances
among the routed logic blocks; (b) Routing by means of shuffling matrix, where the delay
only roughly depends on how many times the route enters the matrix.

As designs become more complex and require more logic to be routed, a single
Tile may not contain enough resources to fulfill the scope. Therefore, NanoXplore
refers to general routing when dealing with 7ile-to-Tile signals [82]. In order to
manage the access to these external routing channels from the 7ile, two blocks have
been modeled and added to it.

Moreover, observing the displacement of 7iles and the zones that manage the
general routing (namely, Meshes) in the configuration memory of NanoXplore
devices, it is safe to assume that a Tile can be reached both from a Mesh located
at the bottom and one located at the top. This assumption is also validated by the
Impulse tool Graphic User Interface (GUI), where the Tile shows two sets of access
points as well as two exiting points, both coupled on the upper and lower sides of
the Tile.

When in the Mesh, the signal can now be routed globally, crossing other Meshes
with a span of several ones in the horizontal direction (depending on the Variant) and
+1 in the vertical direction. This solution allows the signal to reach any Mesh in the

configurable plane starting from any point.
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7.1.3 NXRouting: A Placement & Routing Tool for NanoXplore
Database Management

According to the routing directives described before, a database of resources and
available connections has been built for each variant. Each row of the database
gives the coordinates of a source point and a target point in the naming convention
described in Section 7.1.2. Therefore, the database includes eight columns (i.e., two
pairs of four coordinates). These data have been extracted through C++ NanoXplore
APIs and their size is dependent on the variant and the amount of resources within
(e.g., ranging from 76.8 MB for NG-MEDIUM up to 1.32 GB for NG-ULTRA).

To efficiently deal with the database exploration, two different loading config-
urations have been realized for the user to choose from. The first one, named Ful!
Loading, performs the load of the entire contents of the database into cache memory,
allowing the best performances in terms of computational speed. The drawbacks of
this solution are an initial time overhead to load the full database (in the order of tens
of seconds for the NG-MEDIUM up to tens of minutes for NG-ULTRA) and the
limited size of cache memory available (some systems may have difficulties loading
GBs of data).

The second solution is to load data only when requested (Request Loading); the
system calls a load method that retrieves specific data from the database at runtime.
This approach does not require any time overhead at start-up but it may involve
several performance decreases during the routing exploration. Both solutions are
available, and the user must decide which one to use at launch time depending on

the needs.

Data Organization and Structures

Once the database loading routine has been chosen, the system starts to fetch data
accordingly. A top structure is created and associated with the Plane, given the
variant as input argument. The Variant class couples the Plane with the respective
database unless the latter is manually overwritten by the user. The plane contains a
Python dictionary that has the first level of hierarchy as keys (i.e., Zones) and the
objects themselves as values, as well as other useful getter methods (e.g., getName (),
getID(), getZone(name), and so on). This approach is necessary in order to
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avoid any duplication of a class object referred to the same element, so it will be
unique as well as its attributes. This structure is repeated for each level of the
hierarchy, allowing an agile exploration of the whole programmable logic. Each
object also contains the reference to its parent, so that it is possible to retrieve
it at any moment. This interface fully integrates with the Python object-oriented
programming paradigm, for instance, exploiting iterators that allow the user to use
cycles and indexing on the returned objects. Figure 7.5 gives an example of the

flexibility of the exploration from the Python command line using NXRouting.

>>> plane = Plane{variant_name = ‘NG-MEDIUM')

>>> plane getDatabase().getNamel)

‘NG_MEDIUM.db'

>>> zone_0 = plane.getZone(zone_name = TILE[15x10]')
>>> netw_0 = zone_0.getNetwork{netw_name ='510")
>>> for device in netw_0.getDevices{):

P device.getName()

>>>

LUT315

LUT316

[..]

>>> netw_1 = zone_0.getNetwork('S10")

>>> netw_0.getZone() == netw_1.getZone()

True

Fig. 7.5 Example of architectural exploration through pseudo-Python of the NXRouting
tool. This feature mainly focuses on the user experience, presenting a well-known objected-
oriented interface.

Routing Points

Among the architectural exploration, as stated before, a routing feature has been
added to the tool in order to retrieve all the connection branches between two
points in the programmable logic. When integrating the detailed model explained in
Section 7.1.2 to this possibility, the tool allows the user to analyze a specific net; for

instance, the observation of a route may suggest that a high delay is due to too many
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global jumps among meshes and so it might be solved by constraining the placement

within closer tiles.

The problem of routing this specific architecture can be seen as a directed graph
where each node has one or more directed edges (i.e., the direction of the edge is
defined as apriori, and it does not allow the signal to travel arbitrarily) linked to
other nodes. In our solution, Plugs represent the nodes and the connections listed
in the databases identify the edges and their direction. However, each Plug cannot
allow incoming and outgoing branches since it is classified either as an emitter or
receiver. To overcome this issue, the data structures defined in Section 7.1.3 may
come in handy, returning the emitters associated with a Device and its receivers.
This approach extends the concept of the node to an object that includes a Device,

Emitters, and Receivers, although still allowing the user to route specific Plugs.

For the routing algorithm, the Breadth-First Search (BFS) has been chosen due
to its well-known structure and performance [83]. In particular, the BFS algorithm
allows to search for a target by exploring all the nodes at the present depth of the
graph before moving to the next depth level, in contrast to the Depth-First Search
(DFES) that analyses a single node branch in its full depth before expanding to the next
one. The implementation of the algorithm is described below in Algorithm 2. The
implementation loosely follows the standard BFS, although it contains substantial
differences. Each emitter will be searched through by popping it out from the queue
list. A for loop iterates over every possible receiver that can be reached from the
analyzed node and each emitter of the same device of that receiver will be added to
the queue as well. The algorithm stops searching when the target receiver has been
found.

However, the standard algorithm faces some limitations. In particular, plain BFS
is not able to manage graphs with loops as they may arise infinite cycles of search for
such branches. To overcome this problem, three flags have been added to the Plugs:
visited, queued, and routed. The visited one keeps track of which plug has already
been completely searched while the queued flag identifies a plug already in the queue
waiting to be searched. The routed flag, instead, has been added to allow multiple
consequent routings and to know which node has already been taken by a net or is
still vacant. At the end of the routing routine, the first two flags will be reset. The
results are saved in a Net object that contains each branch the algorithm followed to
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Algorithm 2 | Algorithm for BFS of NanoXplore Architectural Graph

Input: source_emitter, target_receiver

queue = [source_emitter]

1: while len(quene) >0 do

2: node = queue.pop(0)
3 if not node is routed then
4: if not node is visited then
5: for receiver in node.receivers do
6: if not receiver = target_receiver then
7: if not receiver is visited then
8: for emitter in receiver.getDevice().getEmitters() do
9: if not emitter is queued then
10: update emitter parent nodes
11: queue.append (emitter)
12: emitter is queued
13: else:
14: update node parent nodes
15: break from while
16: node is visited

reach the target (i.e., parent nodes in Algorithm 2). In Figure 7.6, a scheme presents
the whole flow of the NXRouting described so far.

GPU Acceleration

This paragraph describes the implementation of the routing algorithm and its inte-
gration within the NVIDIA Cuda-C environment. CUDA (Compute Unified Device
Architecture) is the most widely used framework for GPU parallel programming due
to its maturity, extensive hardware deployment, and rich ecosystem of optimized
libraries [84]. Its tight integration with NVIDIA GPUs enables high and predictable
performance, establishing CUDA as the de facto standard in HPC, Al, scientific sim-
ulations, and advanced graphics. This study leverages two levels of parallelization:
fine-grained and coarse-grained. The fine-grained parallelization handles concurrent
searching among the nodes in the queue during the routing of a single net, while the
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Fig. 7.6 Scheme of NXRouting showing the features and the databases associated.

coarse-grained parallelization manages the routing of multiple nets at once. To sup-
port GPU parallelization, new data structures have been introduced, which need to be
allocated in memory N times, where N is the number of nodes to explore in parallel,
differing from the structures introduced in Section 7.1.2. The main data structures
include: a local labeling array that marks nodes when they are discovered for the
first time and keeps track of which nodes were already found in previous iterations;
previous and next buffers, a double buffer that at each iteration contains the indices of
nodes discovered in the previous iteration and the indices of nodes discovered in the
current iteration, with their roles being swapped at each iteration; and a backtracking
array that saves, for each discovered node, which node discovered it. This array
allows the shortest path from source to sink to be reconstructed once the sink is
found, by traversing the backtracking array from target to source. Before starting
the next iteration, the BFS algorithm swaps the pointers of the two buffers (previous
and next) and clears the content of the next buffer. This clearing is done by setting
an index indicating that the length of the valid content is zero, without copying
or deleting the data, thus optimizing performance using the ping-pong buffering
technique. When the second iteration starts, the previous buffer contains the nodes
discovered in the previous iteration, and the GPU kernel launches as many threads
as there are new nodes. If a valid path is found, the iterations stop and the shortest

path is reconstructed using the backtracking array. Local data structures can either
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be reinitialized for other nets or deallocated when no longer needed. The next step
is to extend the algorithm to handle the routing of multiple nets in parallel. A key
issue in this case is that when one net finds its shortest path, it needs to remove the
resources it used from the pool. The other nets, which are still performing their
routing, must then exclude any nodes discovered after traversing a node removed
from the pool, but this check could significantly reduce performance, especially as
the number of parallel routes increases. To avoid this performance loss, information
about the FPGA architecture, as described in Section 7.1.2, can be leveraged. The
coarse-grained technique consists of dividing the list of nets into N + 1 sets, where N
is the number of Tiles. One set contains nets with source and sink located in different
Zones, while the other N sets contain nets with source and sink located within the
same Tile. Each set will route its nets sequentially, creating N + 1 sequential routing
flows. The main advantage of this approach is that the N sets containing nets within
the same Tile can be routed in parallel, as they use distinct routing resources. When
one of the N — 1 sets removes resources from the pool, these resources are used only
by nets in that set, avoiding conflicts. The N + 1 set, which contains nets with source
and sink in different Tiles or Zones, cannot be routed concurrently with the others
because it may remove shared resources. Therefore, this set should either be routed
first, before the other N sets, or after the other sets have completed their routing.

7.1.4 NXRouting Performances and Timings

7.2 Performance Analysis

This section presents the analyses and results collected to quantify the performances
of our tool. First, profiling the two database loading configurations provided an
efficient way to discriminate the choice according to the feature the user wants to
utilize. The time the system has taken to fetch each level of hierarchy is presented in
Table 7.1 for two variants (NG-MEDIUM and NG-ULTRA, respectively).

Table 7.1 Timing comparison between Full Loading and Request Loading configurations.

Config Start-Up [us] getZone [us] getNetwork [us] getDevice [us] getEmit. [us]

: NG-MED NG-ULT | NG-MED NG-ULT | NG-MED NG-ULT | NG-MED NG-ULT | NG-MED NG-ULT
Full Load. 19-10°  452-10° 4.768 5.323 4.034 4.873 4.733 5.543 4.768 5.323
Req. Load. - 189.452  378.574 | 245.829  201.551 | 387.002 568.719 | 639.402  739.321
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As stated in Section 7.1.3, the Full Loading configuration mainly affects the
start-up timing as all the data are loaded into memory. In particular, the NG-ULTRA
analysis takes up to 8 minutes to complete the loading, a result not optimal for a
quick peek into the architecture. However, this overhead is required only at the
start of the tool and does not affect any subsequent computations. The Request
Loading configuration does not require any start-up overhead, although getters take
significantly more time compared to the Full Loading. A slight increase in the
time as the hierarchy level goes from Zone to Plug has also been registered in this
configuration. This is due to the more complex queries and filters that the system
demands from the database as the hierarchy level of the objects decreases.

Moreover, an analysis of the timing required for NXRouting to fully route several
benchmarks using the routePoints () method on the NG-MEDIUM architecture
has been performed. Four benchmarks have been selected from the ITC’99 bench-
mark suite [85], specifically BO3, BO6, B09, and B12. These designs have been
chosen for their well-known architecture and behavior, and for covering a wide
section of the routing complexity spectrum. Table 7.2 shows the number of nets to

be routed for each benchmark.
Table 7.2 Number of nets to be routed for each benchmark

Benchmark Nets [#]

B0O3 253
B06 68

B09 284
B12 1688

Results about the routing time have been collected from three different routing
configurations exploiting parallelization at various levels. The first configuration,
sequential, implements no parallel computation, performing the routing of signals
in series. The second and third configurations exploit fine and coarse-grained
parallelization described in the previous sections. Unfortunately, no other third-party
router is available in the literature for comparison at the time being. Table 7.3
presents the obtained results. The tool has been implemented on an NVIDIA Jetson
Nano GPU [86].

The results show a decrease in routing time using the Fine-Coarse-Grained
configuration with respect to the other ones. However, the timing still seems to scale

with the number of nets to route. This is mainly due to the unfeasibility of issuing a
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Table 7.3 Routing time comparison across different router configurations.

Benchmark B03 [s] BO6 [s] BO09 [s] BI2[s]
Sequential Router 143.17  62.73  300.05 433.14
Fine-Grained Router 0.81 0.47 0.89 4.62

Fine-Coarse-Grained Router 0.60 0.47 0.58 2.64

number of kernels equal to the amount of nets, thereby preventing an embarrassingly
parallelization of the problem. Moreover, these results demonstrate the feasibility of
GPU acceleration for routing purpouses compared to the CPU-based one. As a future
work, further investigations on the comparison among different GPU architectures

are planned.

7.3 Evaluation of a Neural Network Accelerator on
Rad-Hard FPGA

7.3.1 The r-VEX Architecture

The r-VEX processor is a Very Long Instruction Word (VLIW) soft core designed by
Delft University, based on the VLIW EXample (VEX) Instruction Set Architecture
(ISA), introduced in [87], and loosely modeled after the HP/STMicroelectronics
LX/ST200 ISA for VLIW embedded cores. It offers scalable technology, including
instruction width, instruction set, and functional units, all written in VHDL. The
Very Long Instruction Word (VLIW) architectures execute multiple operations in
parallel by packing them into a single, wide instruction word determined entirely at
compile time [88]. This simplifies the processor’s control logic and can lead to high
performance and energy efficiency when parallelism is abundant. The r-VEX proces-
sor is an appealing choice for research studies as benchmark because it offers a fully
customizable architecture that can be easily reconfigured to explore different paral-
lelism and pipeline structures. Moreover, the availability of a dedicated toolchain
and cycle-accurate simulator makes r-VEX suitable for academic exploration of

performance, energy efficiency, and fault tolerance in VLIW-based systems.

By default, the core includes 4 Arithmetic and Logic Units (ALUs), 2 Multiply
Logic Units (MULSs), 1 branch control unit, 1 memory access unit, 64 32-bit general-
purpose registers (GRs), and 8 1-bit branch registers (BRs). It also supports a 32 kB
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data and instruction memory cache. As a VLIW processor, each instruction includes
(also parameterizable) 4 32-bit long syllables, which encode opcode bits, register
address bits, and metadata bits in a single syllable. These syllables can be seen as

individual RISC instructions.

The VEX standard specifies three types of immediate operands: short immediate
operands, branch offset immediate operands, and long immediate operands. Each
syllable in the VEX standard has a switch field for immediates, comprising 2 bits
to identify the type of immediate operand within the syllable. In r-VEX, syllables
also include additional metadata bits, L and F, where the L bit indicates whether the
syllable is the final syllable in an instruction, and the F bit indicates whether it is the

first syllable in an instruction.

The default configuration of the r-VEX and the syllable layouts are shown
in Figure 7.7. The standard set of instructions includes 73 operations, with the
possibility to extend it through custom instructions. Data and instructions can be
directly edited in their respective memories by modifying the associated hardware
description files. After the traditional design flow (synthesis, implementation, and

bitstream generation), the design can be implemented on the FPGA.

7.3.2 Convolution in VEX Assembly

In order to effectively leverage the computational capabilities of the r-VEX processor,
a convolutional accelerator based on a reduced version of the AlexNet architecture
was implemented as the benchmark application. AlexNet is a convolutional neu-
ral network (CNN) particularly effective for handwritten digit recognition, and is
composed of multiple layers, including 2D convolution, Max Pooling, and ReLU
activation functions [89]. The network receives a square input image and processes
it through a sequence of convolutional, pooling, and activation layers to return a
probability distribution over the digits O through 9.

Due to the limited data memory available on the r-VEX processor (implemented
in Block RAM of the FPGA), only a sub-section of the full network could be imple-
mented. However, care was taken to ensure that this subset included representative
instances of the various types of layers present in the original architecture. As

illustrated in Figure 7.8, the implemented structure comprises two convolutional
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layers interleaved with two Max Pooling layers. The specific parameters of the

implemented network section are detailed in Table 7.4.
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Fig. 7.8 Architecture of the AlexNet and its sub-section selected for the acceleration through

the r-VEX.

Since the r-VEX requires programming in assembly language, custom assembly

code based on the VEX instruction set was developed to implement the convo-

lution operation. The implementation leverages branch registers to compare row

and column indices during computation. Additionally, the code was designed to

be parametrizable, allowing for dynamic adjustment of stride and padding values

without requiring changes to the core structure of the code. The algorithm developed



98 Design Methods for Rad-Hard FPGAs in Space

Table 7.4 Parameters of the Implemented Network Layers

Layer Input  Stride Padding Filter Output
Conv. Layer 1 12x 12 1 1 3x3 12x12
Max Pool 1 12x12 0 1 2x2 11x11
Conv. Layer2 11x11 0 1 3x3  9x9
Max Pool 2 9x%x9 0 1 2x2 8x8

is presented in Algorithm 3. First, the input image has been uploaded from the data
memory to the registers in order to minimize further accesses, then various functions
for the different layers have been developed and pointed through the goto opcode in
case of need. In the implemented configuration, the computation involved a 12x 12

input image, producing an 8x8 output.

7.3.3 Experimental Analysis and Results

In order to perform a comprehensive evaluation of the implemented accelerator,
a set of analyses has been conducted on the design. Specifically, three different
implementations of the benchmark have been investigated, varying the number of
cores (namely, 1-core, 2-core, and 3-core configurations) in addition to the baseline
design. The objective of this study is to identify an optimal trade-off between

performance improvements and the number of computing cores deployed.

The analysis is structured in two main phases. First, a detailed evaluation of
resource utilization and mapping directives has been performed, leveraging the
NXmap design toolchain. Second, a timing analysis has been conducted through
Static Timing Analysis (STA) to assess the critical path and timing behavior of the
designs.

The following subsections provide a detailed description of the methodology

adopted and present the results obtained from these evaluations.

Hardware Benchmark

First, the configurable parameters of the r-VEX processor were selected. In par-
ticular, the number of registers, the number of syllable issues, and the available

computational units were maximized according to the specific r-VEX version used
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Algorithm 3 Algorithm for convolution, Max Pool and ReLu in VEX
assembly.
Input: image[N][N]
Load image from Data Memory:
1: while branch_col register do
while branch row register do
mov imageli][j], gen register j+N*i

add 1, row_register
cmpeq I, branch _row register
add 1, col_register

A T

cmpeq 1, branch_col register
8. goto Convolution

Convolution:
8: while branch _col register do
9: | while branch_row_register do

10: execute convolution in row_register, col_register
11: add 1, row_register
12: cmpeq I, branch_row_register

13: | add [, col register

14: | cmpeq 1, branch_col _register
15: goto Max Pool

Max Pool:

16: while branch_col_register do
17: | while branch_row_register do

18: max gen_register i, gen_register i+1
19: add 1, row_register
20: cmpeq I, branch_row_register

21: | add 1, col _register

22: ! cmpeq I, branch_col register
23: goto RelLU

RelLu:

24: while branch_col_register do
25: | while branch_row_register do

26: max gen_register i,
27: add 1, row_register
28: cmpeq I, branch_row_register

29: [ add I, col _register

30: | cmpeq I, branch_col register
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in this work. The selected configuration parameters are reported in Table 7.5. These

settings remained constant across all the cores implemented in the designs.

Table 7.5 Implemented r-VEX Configurable Parameters

Parameter Value
General Purpose Registers [#] 64
Branch Registers [#] 8
Arithmetic Logic Units (ALUs) [#] 4
Multipliers [#] 2
Syllable Issues [#] 4
Data Memory [kB] 32

The design was implemented using the NanoXplore toolchain. Specifically,
the NXmap tool was used to perform the synthesis, placement, and routing phases.
During synthesis, appropriate mapping directives were added to ensure correct
management of specific components; for instance, multi-read/write port RAMs,
which cannot be automatically handled by the tool, were explicitly mapped as
DFF-based structures. Placement was entirely managed by the tool, without any

user-defined placement constraints.

The NanoXplore toolchain provides comprehensive reports on resource utiliza-
tion and timing analysis, in addition to graphical visualizations of the synthesized
design. These visual aids highlight resource instances and routing paths, providing a

global overview of the implemented architecture.

Following synthesis and implementation, the bitstream was generated. The
bitstream was subsequently programmed into the Brave NG-Medium NX1H35S
CLGAG625 DevKit [82] using the NXbase software.

Resource utilization results extracted from the NXmap reports for the three
different designs are presented in Table 7.6. As expected, the resource utilization

scales proportionally with the number of cores implemented.

It is worth noting that the Brave NX-Medium NX1H35S device does not include
an embedded Universal Asynchronous Receiver-Transmitter (UART) controller.
Therefore, a configurable UART peripheral was developed and integrated into the
circuit to enable the visualization of the r-VEX output data. The UART output was
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Table 7.6 Resource Utilization of Each Design

Design 4-LUT DFF Carry Logic  DSP BRAM

I-core 6,098 (19%) 1,901 (6%) 298 (4%) 3 (3%) 4(8%)
2-core 11,714 37%) 3,801 (12%) 596 (8%) 6 (6%) 8 (15%)
3-core 17,946 (56%) 5,703 (18%) 894 (12%) 9 (9%) 12 (22%)

mapped to a 3.3V programmable I/O pin, and an external USB-to-UART converter
module was employed to transmit the data to a host PC, operating at a baud rate of
115,200.

All benchmarks were executed using the 25 MHz clock provided by the onboard
oscillator. For performance analysis, several reports were extracted from the NXmap
tool, including the Static Timing Analysis (STA) netlist and the routed VHDL netlist.
The following subsections describe the methodology adopted for timing analysis and

performance evaluation.

Evaluation of Transition Delays

The NXmap tool is capable of generating Standard Delay Format (SDF) reports,
following the IEEE specification that represents circuit delays using an ASCII format.
Typically, SDF files report delays associated with 0 — 1 and 1 — O transitions
for the circuit nets, although the format supports up to 12 different delay values

corresponding to all possible transitions among logic states (0, 1, Z, and X).

For the purpose of timing analysis, the average of the maximum and minimum
delays for the 0 — 1 and 1 — O transitions was computed for each design to highlight
their timing performances. Moreover, timing results were categorized according
to the type of interconnection, as described in [82], by cross-referencing the SDF

reports with the routed netlist.

Thus, transition timing data were collected and divided into three categories:

* Intra-tile resources: internal routing
o [nter-tile resources: general routing

* Global routing resources: low-skew resources for clock and reset signals
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The obtained results are summarized in Tables 7.7, 7.8, and 7.9, respectively.
As can be observed, transition delays tend to increase as the spatial distribution of

resources within the programmable logic becomes broader.

Table 7.7 Average Transition Timing of Internal Routing Resources

Design 0 — 1, [ns] 00— 10 [ns] 1 — Oy [ms] 1 — Oy [1S]

1-core 2.278 2.378 2.278 2.378
2-core 2497 2.601 2.497 2.601
3-core 2.537 2.642 2.537 2.642

Table 7.8 Average Transition Timing of General Routing Resources

Design 0 — 1, [ns] 00— 10 [ns] 1 — Oy [ms] 1 — Oy [15]

1-core 2.742 2.827 2.742 2.827
2-core 2.801 2.922 2.801 2.922
3-core 2.905 2.985 2.905 2.985

Table 7.9 Average Transition Timing of Low Skew Routing Resources

Design 0 — 1, [ns] 0= Loy [ns] 1 — O [ns] 1 — Oy [15]

1-core 6.605 6.667 6.605 6.667
2-core 6.587 6.646 6.587 6.646
3-core 6.683 6.743 6.683 6.743

As shown in the tables, the 1-core design exhibits the lowest overall delay values.
However, the maximum variation observed across the designs occurs in the internal
routing resources, with a difference of approximately 0.3 - 10~ s, corresponding to
roughly 0.75% of the clock period. Therefore, such a variation can be considered
negligible.

An exception is observed for the low-skew routing delays, where the 2-core
design demonstrates slightly lower values compared to the others. This result can
be attributed to a more uniform distribution of resources around the clock and reset

sources in the 2-core layout.
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Data Delay

The STA report provides a detailed evaluation of the timing performance of a circuit
by decomposing the design into timing paths and computing the signal propagation
delay along each path. This methodology allows the detection of possible timing
violations and the assessment of the criticality of different paths. Each timing path

consists of a start point, an endpoint, and the combinational logic in between.

In the context of this work, the main motivation for conducting an STA was to
observe the evolution of timing performances as the number of implemented cores
increased. The analysis was carried out under typical scenario conditions for all
three designs. Specifically, the data delays of the ten longest timing paths in the
1-core design were identified and compared against the corresponding paths in the
2-core and 3-core implementations. The results of this comparison are depicted in

Figure 7.9.
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Fig. 7.9 Plot of the data delay of the 10 longest paths of the 1-core design compared with the
same paths of the other design. The dotted lines represent the average values.

As can be observed, data delays are clearly influenced by the increased resource
utilization. Notably, the displacement in the average data delay between the 1-core
design and the multi-core designs is approximately 3.620 ns (+37.10%) for the 2-core

configuration and 4.742 ns (+48.59%) for the 3-core configuration. However, it is
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important to highlight that this increase in delay is not strictly proportional to the

rise in resource utilization.

Furthermore, the maximum operating frequency was also affected by placement
congestion, as summarized in Table 7.10. The NXmap tool provides the capability
to create and edit a timing constraint file. This file allows designers to specify
constraints on nets and timing paths, aiming to improve timing performances as long

as no violation flags are raised.

For this study, timing constraints were applied to attempt optimization of the
2-core and 3-core designs. The focus was on the same ten critical paths previously
analyzed. A constraint iteration process was performed, applying a 0.05 ns step
reduction on the maximum allowed data delay for each path until a timing vio-

lation was encountered. Figure 7.10 presents the results of this constraint-driven

optimization.
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Fig. 7.10 Plot of the data delay of the 10 longest paths of the 1-core design compared with
the same paths of the other design with timing constraints. The dotted lines represent the
average values.

The application of timing constraints led to a decrease in data delays across all
ten paths for both the 2-core and 3-core designs. After optimization, the average
delay differences from the 1-core baseline were reduced to 3.339 ns (+34.21%) for
the 2-core and 4.487 ns (+45.98%) for the 3-core designs. However, it is worth
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noting that no improvements in the maximum working frequencies were observed

despite the reduction in individual path delays.

Table 7.10 Maximum Operating Frequency for Each Design

Design  Maximum Frequency [MHz]

1-core 32.753
2-core 27.586
3-core 23.384

Placement Constrained Data Delay

In typical hardware-accelerated applications, the programmable logic of an FPGA is
often densely populated with interconnections, memories, processors, and additional
control logic managing data flow to and from the accelerator. Consequently, the
resources dedicated to accelerated computations are typically constrained within
congested sub-sections of the configurable logic fabric. These placement constraints
can have a substantial impact on timing performance, due to the varying proximity

to critical sources such as clock and reset signals, as well as output pin interfaces.

In this study, placement constraints were deliberately applied to the cores in order
to emulate placement congestion. Using the NXRouting tool, regions within the
programmable logic were created and assigned to the cores. After iterative trials of
implementation, the minimum region size necessary to accommodate a single core
was determined to be 11 x 6 tiles, according to the NXmap coordinate system. If the

size is smaller, the implementation results in failure.

Two distinct layout configurations, denoted as L1 and L2, were proposed and
analyzed for each design. These layouts vary primarily in their distance from the I/O
buffers, which are located at the top-left corner of the device. In L1 layouts, cores
are placed closer to the top-left corner, while in L2 layouts, cores are positioned to
maximize their distance from this region. Figure 7.11 illustrates the two placement
strategies. It is worth noting that, in the case of the 3-core designs, two core regions
overlap due to the limited availability of programmable resources, leading to a more

congested placement with intrinsic worst timing.
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Fig. 7.11 Cores layouts analyzed for a) 1-core b) 2-core c) 3-core. Each colored block
represents a constrained region for a single core.

An STA was performed for each layout configuration, focusing on the same ten
critical timing paths analyzed previously. The timing delay data were collected and
represented using a box plot, shown in Figure 7.12.

Overall, the results indicate that increasing the distance from the I/O buffers
correlates with a deterioration in timing performance. The most pronounced differ-
ence was observed in the 1-core layouts, where the maximum degradation reached
approximately 6 ns. This observation is consistent with the expectation that longer
routing paths to the output buffers introduce additional delay. However, in the 2-core
and 3-core designs, the impact appears less severe due to relatively shorter routing
paths.

These findings underline the strong dependence of timing-sensitive modules,
such as accelerators, on their physical placement within the FPGA fabric. Moreover,
as previously shown, timing constraints alone may not be sufficient to compensate
for the performance degradation caused by placement-induced congestion. There-
fore, careful placement analysis and optimization are essential for fully exploiting

hardware acceleration in complex and resource-congested programmable logic envi-
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ronments. Finally, it is important to note that the application of placement constraints

did not lead to any significant increase in overall resource utilization.
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Fig. 7.12 Plot of the data delay of the 10 paths analyzed in Section V.C of the constrained
layouts. L1 versions minimize the distance from the output buffer, while L2 maximizes it.



Chapter 8

Conclusions and Future Directions

8.1 Conclusions

This dissertation has presented and investigated a range of methodologies and tech-
niques aimed at enabling the development, evaluation, and analysis of radiation-
hardened Field Programmable Gate Arrays (FPGAs) for high-performance com-
puting applications. Throughout this work, a comprehensive suite of tools and
methods has been proposed and developed to enhance both the reliability and com-
putational efficiency of reconfigurable hardware platforms intended for operation in

radiation-intense environments.

Significant contributions have been made to the field of radiation-tolerant recon-
figurable computing, addressing critical aspects of fault mitigation and performance
optimization. Comprehensive methodologies encompassing diverse fault models,
device technologies, and computational architectures have been introduced, demon-
strating the effectiveness of the proposed approaches in supporting the deployment
of FPGAs in demanding high-performance applications. Extensive methodology
development and evaluation campaigns have been conducted across multiple levels
of abstraction, from physical device characterization to system-level fault tolerance,
leveraging techniques such as fault injection, accelerated radiation testing, and an-
alytical modeling. The techniques developed within this research have provided
valuable insights into the resilience and performance trade-offs inherent to FPGA-
based systems, representing a significant advancement toward their adoption in both

aerospace and terrestrial high-reliability applications.
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Particular focus has been placed on the evaluation of the sensitivity of high-
performance FPGA designs to Single Event Upsets, supported by the development
of dedicated analysis frameworks. The thorough characterization and mitigation
of SEUs affecting both configuration memory and user logic have been addressed,
underpinned by fault emulation platforms and experimental irradiation campaigns
targeting state-of-the-art SRAM- and FinFET-based FPGA technologies.

Additionally, special emphasis has been given to the assessment of soft-core
processors, custom accelerators, and the integration of fault-tolerant designs within
data-intensive applications, such as artificial intelligence workloads. The analysis has
systematically highlighted the impact of radiation-induced faults on high-throughput
designs, revealing how fault propagation can degrade both system performance and

correctness, even in architectures employing traditional redundancy techniques.

The reliability of interconnect architectures has also been rigorously evaluated,
with a particular focus on AXI-based data transfer modules, which were identified
as potential sources of systemic failures under radiation exposure. Experimental
findings have shown that silent data corruption remains a critical challenge, despite
the presence of architectural redundancy, emphasizing the necessity of carefully

engineered interconnect protection strategies for radiation-hardened systems.

Finally, this research culminated in the development of a comprehensive frame-
work dedicated to the analysis of European radiation-hardened FPGA platforms.
This advancement paves the way for future research efforts focusing on custom
placement and routing strategies tailored for these architectures, an area that remains

largely unexplored.

8.2 Future Directions

The methodologies, approaches, and results presented in this dissertation have
explored the potential of radiation-hardened reconfigurable devices for fault-tolerant,
high-demanding, and Al-based computing applications, as well as the challenges
associated with analyzing fault sensitivity and the effects of radiation-induced faults
in such systems. The outcomes of this research provide an important foundation
for further work in this domain and enable numerous potential directions for future

exploration.
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First, further research efforts are needed to develop increasingly efficient fault de-
tection, diagnosis, and analysis strategies specifically tailored for radiation-hardened,
high-performance reconfigurable platforms. The initial steps taken in this dissertation
toward proposing robust evaluation flows to be integrated early and seamlessly into
the design process should be expanded to include new methodologies, particularly
static analysis techniques. Low-level, implementation-aware static analysis, capable
of predicting potential points of failure and fault propagation paths resulting from
configuration memory upsets, presents a promising lightweight methodology to be
employed in the early stages of design for Al and HPC applications on radiation-
hardened FPGAs.

Second, the in-depth knowledge of the mapping between configuration memory
faults and the corresponding hardware resources developed during this research
can be leveraged to enable more accurate and effective fault impact analyses. This
understanding can be instrumental in the development of custom placement and
routing strategies specifically designed for radiation-hardened devices, aiming to
enhance the intrinsic robustness of Al accelerators and high-performance computing
architectures by strategically optimizing the physical layout to minimize vulnerability
to radiation-induced faults.

Third, additional investigation is required to design and evaluate fault-tolerant
systems with high reliability and robustness, particularly focusing on the interplay
between redundancy mechanisms and radiation-induced fault behaviors. The de-
tailed analysis of cross-domain errors emerged as a critical area needing deeper
understanding. Future work should build on the methodologies developed in this
dissertation to detect and mitigate such vulnerabilities, thereby enhancing the effec-
tiveness of redundancy-based hardening approaches in Al-based and high-throughput

computing systems.

Furthermore, specific emphasis should be placed on the evaluation of Al models
deployed on radiation-hardened FPGAs, where hardware-aware reliability assess-
ment frameworks must be developed to comprehensively capture the sensitivity
of deep learning workloads to hardware-level faults. Traditional software-centric
reliability evaluation methods must be augmented by fault models derived from
physical effects in programmable fabrics to ensure the deployment of truly resilient
Al systems in space and high-radiation environments.
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The knowledge, methodologies, results, and tools developed throughout this
research will serve as a fundamental basis for future advancements in the field, sup-
porting the creation of more resilient, efficient, and high-performance reconfigurable

computing systems capable of operating reliably under radiation exposure.
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