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Abstract—This work focuses on analyzing the efficiency of
a purely Rust-written Kyber library for ARM Cortex M4
microcontrollers. The analysis includes performance comparisons
with a C-written Kyber library, as well as the identification
and resolution of minor issues within the Rust-written Kyber
library. Contributions to the library include proposed solutions
for unhandled TRNG exceptions, enhancements in code quality,
and improvements in code coverage, all of which have been
approved by the library maintainers and released.

Index Terms—ML-KEM, Rust, code analysis, ARM Cortex-
M4, Crystals-Kyber, post-quantum cryptography, random num-
ber generator, lattice-based cryptography, code coverage.

I. INTRODUCTION

In recent decades, we have witnessed a growing interest
in quantum computing, which has led to an acceleration of
research and development of quantum computers. However, in
addition to its many positive consequences, quantum comput-
ing is becoming a potential risk for our cryptographic systems
[17]. For this reason, a consistent line of research on post-
quantum cryptography is being developed to find solutions to
deal with this future threat.

Embedded systems are a category of devices that require
great attention to error prevention aspects due to their hardware
limitations, especially in a quantum attack context. One of the
key principles of Security by Design is to incorporate specific
security solutions early in the software life cycle, rather than
postpone them. Toward this goal, in this work we focus our
attention on Rust Embedded, which is a system programming
language that introduces its own ownership model in order
to mitigate common weaknesses such as memory leaks, null
pointer dereferences, and data races.

In this article, we analyze and determine efficiency of
a Kyber library written in Rust [3] when integrated with
ARM Cortex M4 microcontrollers; we then resolve some
minor issues of the library (accepted and released by the
maintainers).

o Section II: we introduce in part II-A the state-of-the-
art and some mathematical aspects of post-quantum

cryptography. In part II-B we provide some background
knowledge on the lattice KEM called CRYSTALS-Kyber,
which is the focus of our analysis.

e Section III: part ITII-A provides an explanation of mea-
surement techniques used in the analysis, and a compari-
son of computation time between the Rust-written Kyber
library [3] and the state-of-the-art C-written library [8].
In part III-B, we presents some observations to the library
regarding boundary value coverage.

e Section IV: this Section is all about our contributions
to the library. In part IV-A, we present a solution that
we proposed for the True Random Number Generator
(TRNG) exceptions unhandled by the library until now,
and its advantages. Part IV-B describes a contribution of
the code quality and part IV-C presents an enhancement
of the code coverage.

e Section V: final considerations and recommendations for
future research.

II. PRELIMINARIES
A. Post-Quantum Cryptography

In recent years, we have been spectators of the advent of
quantum computers [12]. Due to the power of quantum com-
puting, some of the difficult or unmanageable mathematical
problems upon which current cryptography is based can be
solved with significantly less time and complexity compared to
the capabilities of classical computers (and supercomputers).
This implies that from the theoretical point of view, all
cryptographic primitives, algorithms, and protocols currently
considered secure may potentially become insecure in the
future.

Two are the principal quantum algorithms that menace
the classical cryptographic functions: the Grover and Shor
algorithms. Lov Kumar Grover demonstrated in 1996 that, by
exploiting the power of quantum computation, it is possible
to weaken symmetric key cryptography [7]. Peter Williston
Shor in 1994 demonstrated that public-key cryptography can
be efficiently attacked with a quantum computer [17].



The main domain affected by the quantum threat is asym-
metric cryptography, and then a lot of effort is put into the
definition of new public-key algorithms. NIST initiated a pro-
cess to solicit, evaluate, and standardize one or more quantum-
resistant public-key algorithms [13]. Among all the proposed
algorithms, at the end of the third round, four of them have
been selected to be standardized: one for the key agreement
and based on lattices (CRYSTALS-KYBER) and three for
the digital signatures, two based on lattices (CRYSTALS-
DILITHIUM and Falcon) and one based on hash functions
(SPHINCS+). At the time of writing, the standardization pro-
cess for these algorithms is in progress, and the first three stan-
dardized algorithms will be: ML-KEM (CRYSTALS-Kyber)
[15], ML-DSA (CRYSTALS-DILITHIUM) [14], SLH-DSA
(SPHINCS+) [16].

B. Lattice-based key agreement: ML-KEM

One of the finalist of the NIST competition is CRYSTALS-
KYBER. This algorithm is designed in a Key Encapsulation
Mechanism (KEM) flavour. The key encapsulation mecha-
nism is a cryptographic technique that is generally used to
establish a secure communication [5].

Kyber is an algorithm from the CRYSTALS suite [18]; same
origin has Dilithium, the lattice-based algorithm for digital
signatures. This post-quantum algorithm is IND-CCAZ2: this
means that ciphertexts generated by this algorithm are also
indistinguishable under an adaptive chosen ciphertext attack
(4], [19].

Kyber relies on two main parameters: n, which is the length
of vectors (equals to 256), and ¢, which is the modulus
(equals to 3329). Operations in Kyber mainly involve vectors
of length n with elements in Z,. There are three versions of
Kyber: Kyber-512, Kyber-768 and Kyber-1024. The primary
difference among them is the dimension of the lattice upon
which each one relies.

Kyber and Dilithium undergo similar properties, listed be-
low.

1) Lattices: Lattices are mathematical structures that have
been studied since the 18th century and find broad applications
in various mathematical fields. They are used in the design
of cryptographic schemes starting from the late *90s [1], [6].
A lattice is a discrete additive subgroup of R", i.e. a set of
points in R™ with a dictated pattern, generated by a basis. The
lattice’s basis is a set of linearly independent vectors.

2) Closest vector problem: Many different properties and
features of the lattices has been studied in the past years.
In particular, one of them is the closest vector problem
(CVP), on which also Kyber relies. Given a vector v € Q",
the problem consists in finding a vector in the lattice that
minimizes the distance from it [11].

3) Learning With Errors: The learning with errors is a
mathematical problem that allows to conceal the value of a
secret by introducing a noise to it. More specifically, let Z,
be the ring of integers modulo ¢, and Zj be the set of vectors
of n elements over Z,. Let s € Zj be the secret vector, v € Z
a vector, e € Z, the error, and t = v-s +e € Z,. Knowing ¢

and v without knowing the applied error, it becomes hard to
determine s [2].

4) Addition and multiplications between polynomials: Vec-
tors in Zj can be considered as polynomials with coefficients
in Z,. The majority of the operations on which the Kyber
algorithm is based are additions and multiplications between
polynomials in the ring ffjﬂ. From the computational point
of view, addition between polynomials is a fast operation;
instead, the multiplication is much slower and requires a great
amount of memory. To speed it up, for the first time in
a cryptographic algorithm has been introduced the Number
Theoretic Transform (NTT) [9]. Roughly speaking, it is a
generalization of the Discrete Fourier Transform over a finite
field, which allows performing polynomial multiplication of
high degree on integers sequences over a ring more efficiently.

IIT. ANALYSIS ON KYBER LIBRARY WRITTEN IN RUST ON
A ARM CORTEX-M4

All our the experiments [10] were conducted using an open-
source pure Rust implementation of Kyber called pqc_kyber
[3], installed on a STM32F407VGT6 board, equipped with an
ARM Cortex-M4 core.

A. Performances evaluation

Speed tests conducted on the Kyber library written in
C have already have been conducted and officially docu-
mented by pgqm4 [8], which is a popular repository of post-
quantum crypto C-written algorithms for the ARM Cortex-
M4. Nowadays, there are no speed tests related to the Rust
implementation of the Kyber library.

To measure speed of keygen, encaps and decaps algorithms,
in terms of clock cycles, pqm4 used a popular C library called
LibOpenCM3. Such a library provides an Hardware Abstrac-
tion Layer (HAL) in C for ARM Cortex-M microcontrollers.

Currently, Rust community is trying to improve the lan-
guage’s integration with embedded systems in order to offer
compatibility and capabilities as those offered by the Li-
bOpenCM3 library.

In order to assess the consistency and accuracy of the results
obtained, we employ two distinct methods to measure clock
cycles, comparing them to the results previously presented by
pgm4 for the C-written Kyber library.

We expect to obtain very similar outcomes from both
approaches, as the clock cycles required to execute an al-
gorithm are expected to remain consistent regardless of the
measurement method used. From the results obtained and
listed in Table I and from the graphs in Figures 1, 2 and
3, in correspondence with the green lines, we observe that
the SysTick and DWT methods produce very similar values,
which are aligned with the expectations.

At this stage, we compare our tests with those provided by
pgm4. The two mechanisms we employed to measure clock
cycles are the following:

o SysTick: which is a CPU’s peripheral system timer that

is used to measure elapsed cycle counts. This count is
accurate for clock cycles up to 24-bits.



o Data Watchpoint and Trace (DWT): this unit contains
4 counters. For our analysis, the read-only clock cycle
counter register (CYCCNT) is relevant. This register
increments on each clock cycle when the processor is
not halted in debug state.

In particular, we use the same clock configurations adopted
by pqm4:

1) HSE (High-Speed External) clock = 8§ MHz
2) PLL (Phase-Locked Loop) clock = 24 MHz
3) PLL48CLK = 48 MHz (required for the TRNG module)

In the graphs shown in Figures 1, 2 and 3, lower values
indicate better performance.

The results show that for the Decaps (Kyber-512), KeyGen
and Encaps (all Kyber versions) operations, the C-written
Kyber is faster than the Rust-written one. However, for the
Decaps function in Kyber-768 and Kyber-1024, the Rust
version is as fast as the C one, because for some functions
of Decaps, the C compiler must remain conservative in its
optimizations. We observed this behavior, by comparing the
assembly files of C and Rust, both obtained by disassembling
the binaries generated by their respective compilers. Among
all the functions that are called internally by the Decaps’
IND-CPA Decryption function and whose optimization is not
as efficient as the Rust compiler’s, the one that has the
most impact on the level of optimization is the ntt(). In
particular, the ntt() function requires a pointer to the vector
of elements of Z, as a parameter and gradually modifies them
internally. The C compiler identifies this particular method
of modifying the input parameter as a potential case of
aliasing, namely the scenario where two or more pointers point
to the same memory location. This can lead to unexpected
behavior, especially when the memory location is modified
through one pointer while being accessed through another.
Therefore, this circumstance force the compiler to refrain from
applying optimizations that could result in errors or undesired
behaviors. In the Rust code version, the implementation of
the ntt() function involves a mutable (&mut) reference to
the vector of elements of Z; as an input parameter, ensuring
that no one else can modify it besides the owner, thereby
avoiding aliasing. This language property favors optimization
and allows Rust compiler to make extensive use of multiple
optimization mechanisms (without any constraints), such as
reordering, scheduling, loop unrolling and constant propaga-
tion (pre-computing already known variable operations). We
noticed that the compiler unrolls the ntt()’s loops and pre-
calculates the address offsets at the beginning of the assembly
code. This advantage is more significant for Decaps with k=3
and k=4, where the ntt() function takes as input a vector with
many more elements to process.

The most important consideration is that Rust language
natively gives more security advantages with zero cost ab-
straction with respect to C language. Generally, for most
programming languages, enhancing security implies a reduc-
tion in performances. In this context, it is also important
to emphasize that these two libraries have different maturity

Table I: Speed comparison at 24MHz. First rows refers to
pgm4 benchmark results. The remaining rows refer to the two
measurements techniques we applied to the Rust library. The
average, minimum and maximum value of each algorithms are
reported for each KEM method.
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Figure 1: Clock cycles for Kyber512 measured on STM32F4.

levels. Indeed, C library is maintained by a big community
and many developers work constantly on it. On the other hand,
the Rust-written Kyber library is relatively young (currently at
version 0.7.1), requires further improvements and efforts to be
correctly comparable to the C library. In this perspective, the
results that we achieved can be read as very promising.

B. Boundary value coverage observations

We performed a manual review of the inputs and outputs
of the functions in the library. In particular, for both the Rust
and C implementations of the Kyber library, we noted that
the ntt() function accepts as input a mutable vector of iI6,
i.e. integer values in the interval [—32768,32767]. However,
from Kyber’s specification, the ntt function accepts as input a
vector of elements in Zg, i.e. integers in the interval [0, ¢ — 1],
or equivalently in [—2, 4], with ¢ equals to 3329 [18]. Note
that not all the elements of i/6 type are acceptable inputs for
the n#t function.

Testing the ntt function as a black box, we tried to pass
as input almost all combinations of test vectors containing i/6
values. We observed that, for some test vectors, an integer
overflow occurs. This means that the result of the sum
operation exceeds the maximum representable value for the
used data type.
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Figure 2: Clock cycles for Kyber768 measured on STM32F4.
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Figure 3: Clock cycles for Kyber1024 measured on STM32F4.

There is no range validity check inside the ntt function,
because it is assumed that the input values respects the
theoretical range [, 1].

The same behavior occurs in the montgomery_reduce,
poly_compress and barrett_reduce library’s functions. These
functions are declared to accept integers with a certain range
(i.e i32 for the first function and i/6 for the other two), but
not all values are supposed to be valid inputs. Consequently, in
the Kyber context they do not produce any kind of errors, but
when run as isolated functions they trigger overflow errors.

Since it is good practice to make functions testable in an
isolate mode, it is preferable to define an input range validity
control in the library, in order to prevent the overflow cases

described before and introduce vulnerable code.

IV. CONTRIBUTION TO THE LIBRARY

A. Solution for the Unhandled TRNG exceptions

A Random Number Generator (RNG) plays a critical role
in cryptography. Random numbers are used for generating
session keys, initialization vectors (IVs), or cryptographic
nonces. Nondeterministic RNG or True RNG (TRNG) pro-
duces randomness based on an unpredictable physical source,
known as the entropy source, which is beyond human control.
The Kyber library function randombytes calls the fill_bytes

method (from the RngCore trait), which uses a TRNG to fill
an input vector with bytes of random numbers.

Since TRNGs are hardware modules, they can fail or pro-
duce undefined behaviors that can compromise the security of
the library. To avoid this kind of problems, instead of fill_bytes,
we suggested using method try_fill_bytes (also documented
and coming from RngCore trait): this function is declared to
be safer than the previous one, because it is able to intercept
an exception and propagate control back to the caller, so that
it can handle the exception correctly without terminating the
process.

Furthermore, to be consistent and follow the error pattern
adopted by the library, we added to the set of KyberErrors a
new type: RandomBytesGenerator. We also made sure that in
case this exception occurs, the error is propagated up to the
caller function without internally using the Rust’s unwrap
method, since it would immediately interrupt the process
freeing the stack. This proposal was accepted and released
by the library community.

This kind of problem has a worst-case scenario, depicted
in Figure 4, and it involves the IND-CCA Key Generation
algorithm. It is considered a worst-case scenario because the
TRNG module failure occurs after the execution of the most
computationally intensive functions (IND_CPA_KeyPair and
SHA3-256).

More in detail, the processed data are progressively stored
in the stack as it is generated and processed. At this point,
when the second call for getting random numbers fails, it
throws a panic event, which is responsible for freeing the
stack and abort the process. This scenario represents a non-
negligible issue, because IoT devices are specifically designed
to be used intensively, leading to a higher probability of failure
with service disruption.

Our proposed solution shown in Figure 5, brings several
advantages to the library:

1) Security: TRNG peripherals can generate unstable out-
puts that can be exploited for predictive attacks. This
solution avoids having these kinds of vulnerabilities.

2) Failure Recovery: it allows the library to recover from
failures without losing the already processed and stored
data, by giving a second chance to the TRNG or trying
an alternative software path or fallback mechanisms.

3) Robustness: it guarantees that unexpected errors do not
abort the whole process.

4) Error Reporting: meaningful and readable error mes-
sages for this kind of error are useful for the debugging
process of the library.

The same type of solution can be applied throughout the
library where there is need for random number generation,
such as IND-CCA Encapsulate algorithm: issue as in Figure
6 and solution shown in Figure 7.

B. Contributions to enhance Code Quality

We notice that the store64 function was created to store
a 64-bit integer as a byte array in little-endian order. To
reach a single point of responsibility and failure for a certain
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Figure 6: IND-CCA Encapsulation RNG issue. The red color . }}aos
indicates a failure, resulting in process termination and stack ,,

removal. This solutions offers several advantages.



« Isolation of failures: since the store64 function is called
by 4 different functions, if something goes wrong, it is
easy to trace back to the issue.

e Modularity and code reuse: clear responsibility for
the sfrore64 function allow a better maintainability and
reusability.

o Readability and testing: this solution facilitates the unit
testing and the integration testing.

C. Enhancement of the Code Coverage

During the code coverage analysis process, some areas were
not covered by the library’s test suite available before March
16, 2023. In particular, the most important issue was the
absence of tests covering addressing the branch for validating
the dimension of the public key vector (input to the encap-
sulate function), and the private key (input to the decapsulate
function). We proposed to the library maintainers to include
additional tests for these sections, resulting in an increase in
line coverage from 94.19% to 94.48%.

V. CONCLUSION AND FUTURE WORKS

In this work, we presented a detailed analysis of the
official Crystal-Kyber Rust library [3]. We found some issues,
and proposed solutions to improve the software quality and
maturity of the library. All the solutions were accepted by the
community.

We proposed an enhanced prevention and management of
errors and malfunctions of the RNG peripheral. We have also
provided tests regarding the impacts of adopting the Rust
language for this PQC library, which is a novelty with respect
to the current state of the art.

Since the study of post-quantum cryptography is a nowadays
effort, our analysis could inspire some future works. For
example, the Kyber algorithm is in the process of being stan-
dardized (ML-KEM), and then analysis of its implementations
in different languages is useful to ensure the security of the
algorithm and the safe-usage from end-users. In addition,
the Rust community is continuously growing, especially for
embedded systems, and this implies that code reviews of Rust
code will be much more spread, and some solutions that we
found in this work could be analysed and re-employed.

Moreover, our analysis has been performed only on a
STM32F407VGT6 board; the next step in this direction is to
test other hardware platforms, also open-source, such as the
RISC-V architectures.

Finally, since power consumption is a critical issue, in
particular when the target is an embedded device, we plan
to do further evaluations and optimizations about the power
efficiency of the library.
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