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In modern automotive system-on-chip (SoC) designs, large embedded flash memories have become a standard
feature. Since they occupy a significant percentage of the die area, their impact on the SoCs’ overall yield
is substantial, making them a critical component in the production process. Embedded memories are then
deeply tested to unsure their reliability. The data collected through these tests are fundamental to chip
designers and test engineers to iron out their designs and understand the most common failure mechanisms.
A common approach for data collection is the generation of bitmaps based on the gathering of individual fail
coordinates in a list-based fashion. Other more efficient compaction or compression approaches exist and
all these approaches can use dedicated internal memories to store the result of a given test. Unfortunately,
all the methods currently found in the literature do not allow diagnostic data retention along multiple tests,
requiring constant and time-consuming communications with the external tester, increasing the test cost for the
manufacturers.

This article presents an on-chip algorithm to compact and retain diagnostic information from multi-step
embedded memories testing. The foundation of this work lies in an efficient shape recognition and encoding
algorithm. The collected information is stored in a dedicated nonvolatile on-chip memory. Information about
the tests that generated a given set of fault shapes is also encoded in this dedicated diagnostic memory,
enabling manufacturers to collect all the diagnostic information at the end of their test flow. Experimental
results on over 110 Automotive SoCs made by InfineonTM show that using the proposed approach, 100% of the
diagnostic information of devices undergoing a standard automotive-grade test flow is permanently encodable
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in a limited 24 KB diagnostic space while also consistently reducing the total test time of up to 53.8% with
respect to traditional list-based approaches.

CCS Concepts: • Hardware→Memory test and repair; Test data compression;

Additional Key Words and Phrases: Automotive SoC, reliability, memory diagnosis, compaction, data encoding
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1 Introduction
The amount of memory embedded in System-on-Chips (SoCs) is constantly increasing. The
reasons for this continuous expansion must be investigated in the increased complexity of SoCs and
the advancements in the technology nodes used. The more complex the device, the more developers
are able to create more powerful applications, requiring more and more memory for the data and
the program part.
While single-cell dimensions are scaling down alongside the adopted technology node, the

memory area is not scaling down proportionally. SoCs need more and more program and data
memory, and, consequently, the embedded memories keep a significant amount of the chip
surface.

Due to their significant dimensions, embedded memories strongly impact the yield of the devices
into which they are integrated. Consequently, manufacturers make a strong effort to assess the
reliability and the characteristics of the embedded memories of their SoCs [1–3]. The testing efforts
are particularly increased in the case of safety-critical systems such as the aerospace and automotive
SoCs, where malfunction can endanger human lives. For these reasons, embedded memories in
automotive SoCs follow complex test flows designed to stress them and discover as many weak cells
and near-breaking point components as possible [4, 5]. These long test flows analyze the memories
in a heterogeneous set of different conditions, such as:

— Temperature ranges: operating temperatures for embedded memories usually go from -40℃ to
125℃. Memories need to be tested in order to ensure their reliability within this temperature
range.

— Sense amplifier reference current: changing the reference current for the memory sense
amplifiers and verifying its correct behavior creates a margin test. This test is useful to
understand structural properties of the memory since faults tend to concentrate in specific
areas [6, 7].

—Voltage: every SoC has a range of acceptable supply voltages. Suppliers test their SoCs at
multiple points to validate their correct behavior in the specified voltage range.

While there are several kind of memories that can be embedded in a SoC, each one of them is
organized in regular structures that can be represented as a matrix with X rows and Y columns. As
a consequence, algorithms that compact or compress faults in the memory based on geometrical
considerations (such as [7] and [8]) are immediately applicable to any kind of embedded memory
(similarly to what is described for MBISTs design in [9]). So while this article focuses specifically on
flash memory implementations, the proposed algorithms are applicable to other embedded memory
types due to their shared matrix organization.
Devices Under Test (DUTs) are therefore, deeply tested in a variety of different conditions

[6], generating huge quantities of diagnostic data, useful for production purposes, initial

ACM Trans. Embedd. Comput. Syst., Vol. 25, No. 1, Article 6. Publication date: January 2026.

https://doi.org/10.1145/3766550


A Versatile Strategy for Comprehensive Data Collection and Retention 6:3

characterization, field return analysis, and so on. Several methodologies to store and export these
data to the external world exist in literature. The simplest and fastest one is the one in [10], which
reports each single failing cell one by one in a list fashion. More efficient solutions can range from
the lossless and efficient shape encoding representation [8] to the incredibly space-saving but
imprecise compression methods in [7], [11], and [12]. In particular, [8] and [7] are very efficient
regarding memory requirements but always need slow communication with the test machine at
the end of each test to transmit the diagnostic information before the following test.

In this article, we will present an optimized method to store and preserve on-chip the diagnostic
information coming from the overall test flow of the DUT. The resulting cumulative data can
then be exported at the end of the flow, saving an incredible amount of test time previously used
for continuous communication with the external tester. The time saved makes this approach
suitable for production environments where reducing time and costs is paramount. Additionally,
using efficient techniques such as [8] and [7], all the diagnostic information can be stored
inside the device’s limited dedicated diagnostic memory. Besides reducing communication
time with the external tester, permanently storing the diagnostic history of the DUT’s em-
bedded memories is incredibly valuable in case of field returns as it simplifies their diagnosis
process.
The article is organized as follows: Section II briefly explains the embedded memory organiza-

tion and analyzes the eMemory testing flow to understand the primary source of our diagnostic
information. In section III, we explain in detail our approach and the process that goes from the
fails’ coordinates discovery to their encoding and to their permanent on-chip storage. Section IV
shows our experimental results on over 110 devices undergoing a real Automotive-grade test flow.
In Section V, we make some final considerations.

2 Background
This section presents the fundamental concepts of eMemories, their structure, and their tests to
understand where the diagnostic data comes from and why they are so important for automotive
SoC manufacturers. Moreover, this section introduces the optimized diagnostic data encoding
algorithms that are integrated in the proposed approach.

2.1 Embedded Memory Organization
In eMemories, the bits composing the memory matrix are organized into rows called wordlines
and columns called bitlines. Each wordline is further divided into pages of a certain number of bits.
Pages represent the minimum granularity for the memory and are made by a certain amount of bits.
The entire page shall be accessed and, eventually, modified to read or program a single bit. Single
memory units of a given amount of wordlines and bitlines are called physical sectors. Lastly, the
higher level consists of banks that group multiple physical sectors. It is also important to mention
a common memory organization called scrambling, composed of multiplexed and mirrored bits as
detailed in [13]:

—Multiplexing: bits with the same index are physically adjacent in the wordline
—Mirroring: the wordline is mirrored using its middle point as a symmetry axis.

Figure 1 shows a visual representation of a 16-bit memory organized in 4-bit words. Physically,
it implements a mux factor of 4 and a mirror every 2 scrambled bits.
Depending on the type of the memory itself (FLASH, RAM, and RRAM) there may be slight

difference or peculiarities about the internal organization. What is important to note is that they
all follow a regular structure, that is, still composed of a matrix of bits organized in X rows and Y
columns. So any reasoning that works on the matrix representation of a Flash-based memory can
easily be transposed to other kind of memories.

ACM Trans. Embedd. Comput. Syst., Vol. 25, No. 1, Article 6. Publication date: January 2026.
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Fig. 1. Memory organization and fault details as received during the tests.

Fig. 2. Distribution of faults based on memory supply voltage and read access time.

2.2 Test Flow
Since requirements for automotive fields are particularly strict, eMemories have to be reliable
across various environmental and electrical conditions. The reliability of the embedded memories
has to be assessed in conditions such as:

— Temperature: standard operating temperatures for embedded memories range from -40℃ to
125℃. During characterization and mass production, DUTs are actually tested in temperatures
slightly above and slightly below the specified ones to maintain a certain safety margin.

—Voltage: also for supply Voltage there is a specified range of acceptable values. To assess the
correct behavior of the devices along the entire range, manufacturers test values slightly
below and slightly above the specified values.

—Timing: Memory readings or writings follow a set of precisely timed operations involving
multiple actors such as the sense amplifiers, the row and column selectors, and, generally,
signals propagation. The correct timing behavior has to be deeply tested during characteriza-
tion since is one of the key aspect of every memory read or write operations. Figure 2 (from
[6]) illustrates how supply voltage and read access time affect the fault distribution in an
InfineonTM Automotive SoC embedded memory.

— Sense Amplifier reference: a circuit named Sense Amplifier (SA) is used to decide whether
the content of a bit cell is a 0 or a 1. The SA, represented in Figure 3, compares the current of
the read memory cell against a reference current. If the current of the cell is higher than the
reference, the bit cells is read as 0, 1 otherwise. The manufacturer sets the reference current
depending on the technology, and its correct calibration is fundamental to obtaining a valid
read from the memory.

ACM Trans. Embedd. Comput. Syst., Vol. 25, No. 1, Article 6. Publication date: January 2026.
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Fig. 3. The SA decides if the content of a bit cell is a 0 or a 1.

Fig. 4. eFlash test flow from wafer level to package level.

To test all these aspects, a comprehensive test flow is developed. The test flow is a collection of
multiple test steps performed in different configurations. Apart from testing the DUT’s behavior
at different environmental conditions, these test flows also search for faults such as the classic
stuck-at and slow-to-raise faults.

For these reasons, automotive SoC manufacturers have to test the embedded memories of their
devices deeply. Multiple sensitization and detection steps are performed in different conditions to
test the memories fully. The sensitization consists of:

—Active: program, erase, disturb, and stress operations.
— Passive: Retention bake and accelerated read disturb.

As described in Figure 4, these sensitization-detection steps are performed both in the Front End,
at the wafer level, and in the Back End (BE) after packaging.
The main goal of these tests is to discard defective devices as soon as possible, to optimize the

process costs.
The first step is the Wafer Sort (WS), in which the manufacturers skim the first defective units.

This is followed by the data retention Bake and by another WS to help assess the data storage
capacity of the memories under test.
Devices that survived the previous steps are then assembled (packaged) and tested again in

the BE after a Burn-in that stresses the memories with a series of memory operations. Figure 4
graphically explains this test flow.

2.3 Diagnostic Data Encoding Methods
The test flows in the preceding paragraph produce a large volume of diagnostic data. This data
must be managed effectively by the manufacturers who seek to both cut test time and boost their
yield (and, consequently, reduce test cost).

To handle this data there are multiple methods found in the literature that span from list-based
methods [10] to more advanced shape recognition methods [8] to lossy compression methods [7].

ACM Trans. Embedd. Comput. Syst., Vol. 25, No. 1, Article 6. Publication date: January 2026.
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Fig. 5. List-based method example.

Fig. 6. Compacted representation of failing bits.

2.3.1 List-based Methods. List-based method such as the one presented in [10] are the easiest
ones both conceptually and from an algorithmic point of view. Each fault found is represented in a
list together with its coordinates.The advantage of this method is in the immediate processing of the
data, which just requires storing the fault location without any processing. The disadvantage lies in
the memory requirements to store all the fault location one by one. Faults that involve an entire bit-
line or wordline or even a physical sector can take a huge amount of space to be represented. Figure 5
shows an example of a failing bitline and some sparse faults represented with Landzberg’s method.

2.3.2 Shape Recognition Methods. Shape-recognition methods such as the one presented in [8]
are more efficient than List-Based methods in terms of required diagnostic memory. At the cost
of a short time overhead, these lossless methods achieve significant compaction of the diagnostic
data by recognizing and encoding common fault shapes with efficient codes. Figure 6 graphically
shows how this approach differs from the list-based ones, with faults encoded in colored segments
called “slices”. Each slice has a start address, a stop address, and a color that encodes the shapes of
the failures inside it (for example, a red slice contains errors just in the odd or even positions, in a
checkerboard style).

2.3.3 Compression Methods. Compression methods are lossy approaches that represent general
features of memory faults, without storing the exact location of each single element. The method
described in [7] is an example of compression algorithm that divides the memory in squares called
“Pixels”. Each pixel stores the amount of faults, giving information about the failure density of a
certain memory area. Figure 7 shows how the same example of Figures 6 and 5 is encoded using
the pixel compression.

2.3.4 SRAM Specific Compression and Compaction Approaches. Other diagnostic data compres-
sion and compaction techniques are already present in the literature for specific memory types

ACM Trans. Embedd. Comput. Syst., Vol. 25, No. 1, Article 6. Publication date: January 2026.
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Fig. 7. Compressed representation of failing bits.

such as SRAM. In particular [14] shows two compaction methods that works for embedded SRAM
memories, reducing diagnostic data requirements by 28%. The methods anyway require dedicated
hardware and is specialized for SRAM-based memories.

3 Proposed Approach
The proposed approach is a methodology to efficiently encode diagnostic data along the entire
test flow of embedded memories in automotive SoCs. Using the proposed approach, it is possible
to memorize on-chip the entire diagnostic history of the device. This diagnostic information can
then be downloaded altogether at the end of the device test flow, contrary to the previous methods
in which the download is performed at the end of each test. As communication with the tester
machine is a slow process, having a single dump at the end of the test flow is a considerable added
value for manufacturers, especially in a productive environment where reducing test time (and,
consequently, costs) is paramount.
The strategy presented in this article is a further encoding layer for data analyzed through the

methods proposed in [8] and [7]. The entire test flow data encoded in this efficient way can be
stored in a small integrated and dedicated diagnostic memory and collected at the end of the SoCs
test flow as graphically explained in Figure 8. All information about faults and most importantly in
which test step each individual fault was found. Similarly to [8] and [7], just the first appearance
of a fault is stored for each given test, as the purpose of the proposed algorithm is to extract a
information about the bit cell (or memory area) status at a given combination of temperature, speed,
content and so on. In case of a march-like test, each read is considered a new test, so there is no
information loss.

The base elements of this new encoding algorithm are called basic and control slices. Basic slices
contains the same information as the slices reported in [8] or the pixel slices [7] depending on the
chosen fault collection algorithm. Control slices on the other hands are needed to “separate” basic
slices belonging to different physical sectors and, more importantly, to different test steps.

Both these kinds of slices are saved in the dedicated diagnostic memory with basic slices always
being preceded by at least a control slice.

To efficiently reach its goals the proposed algorithm reorganizes the structure in [8] and [7] and
perform a post processing that creates basic and control slices.
The ability to permanently store diagnostic information inside the device represents a funda-

mental architectural advancement that extends beyond simple data reorganization. Similar to how
network protocols like Ethernet employ distinct layers (physical, data link, network, transport, etc.)
that each serve critical but independent functions, our proposed solution introduces an entirely
new architectural layer to the diagnostic data management stack. This layer operates above the
encoding mechanisms presented in [8] and [7], providing persistent storage capabilities while
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Fig. 8. The complete test flow of a device using our proposed approach.

maintaining compatibility with the underlying compression algorithms. The creation of “First
of Chain” Links and Elements forms the foundation of this new layer, establishing a structured
framework that enables the coexistence and management of diagnostic data frommultiple test steps.
Our persistence layer adds the critical capability of multi-test data retention without modifying the
core encoding algorithms, thereby creating a complete, production-ready diagnostic solution.

3.1 Linked Slices Organization
Following the method proposed in [8] and [7] faults are encoded as soon as they are received in
structures called “Slices”.
Efficiently organizing this encoded data is crucial in the proposed algorithm and the following

post-processing step.
Following the organization in [8] and [7], the diagnostic memory is split into several equal size

structures called sets. Like a cache organization, these sets are made by a given number of slices.
To fill these sets, the following steps are needed:

(1) Analyze the incoming fault to understand its address.
(2) Decide the correct set to store the information of the fault.
(3) Search inside the set to find a slice to store the incoming fault. Otherwise, a new slice is

created.
Step number 3 is particularly slow as it requires exploring a given set to discover if a new slice is

needed or if an existing slice is able to store the incoming fault. To improve the speed and prepare
the slices for the proposed encoding step, the proposed approach improves the set organization by
linking the slices belonging to the same bitline or wordline of a specific physical sector. Together,
the linked structures form what is called a “slice chain”. An example of slices composing a chain is
graphically shown in Figure 9.

Figure 10 visualizes how the search for a slice is handled. The first step is to determine the correct
slice set from the fault address. From the fault address a tag is extracted. With Tag, Set and the

ACM Trans. Embedd. Comput. Syst., Vol. 25, No. 1, Article 6. Publication date: January 2026.
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Fig. 9. Example of slices linked together.

Fig. 10. Search of the correct slice inside the slice sets using tag, set and the newly introduced slice chains.

Fault info, it is possible to determine the slice chain that contain the slice of interest. In the figure,
for Set 3 each rectangle represents a slice while the green ones represents the slices of a slice chain.
The chain organization is incredibly flexible and allows slice insertion, removal, and move with a
simple link update on the connected slices.

3.2 Multi Test Step Representation and First Chain Slice Retrieval
Additional information are needed to allow faults from different test steps to coexist in the same
structures. The new slice chain organization plays a crucial role in dividing faults based on the test
step that found them, as each slice chain is assigned to a specific test step. Consequently, every time
a new fault is discovered, a check is performed to determine if a slice in a slice chain can encode it
(i.e., the slice belongs to a slice chain with the correct bank, physical sector, test step etc.). If the
current test step differs from the slice chain’s, a new slice chain is created, and the first slice stores
the newfound fault.

ACM Trans. Embedd. Comput. Syst., Vol. 25, No. 1, Article 6. Publication date: January 2026.
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Fig. 11. The organization of the first of chain structure.

The information about the test step is not actually stored in the slice chain itself. Instead a new
structure called “First Of Chain” is created for each slice set. This structure speeds up the search of
a given slice chain, referring to a specific test step. To achieve this goal, the First Of Chain structure
is further divided into multiple instances of “Links” and “Elements”.

— First Of Chain Links (left vector in Figure 11): As the name suggests, each entry of this
group is a simple link pointing to a First Of Chain Element. The number of links equals the
maximum value between maxIndexBitline and maxIndexWorldine in a physical sector. Each
time a new fault is discovered, its bitline (or wordline for wordline-oriented encoding) index
is used as an index of the corresponding link. A chain slice exists for that wordline or bitline
if the link is set.

— First Of Chain Element (Figures 11 and 12): It contains several pieces of information about a
specific slice chain. In particular, it stores the chain’s Physical sector, test step, direction (bitline
or wordline oriented) and the location of the first slice of the chain in the set. Additionally,
each element can be linked with another in case of collisions (i.e., multiple chains with the
same wordline/bitline index).

3.3 Permanent Encoding
The proposed approach focuses on permanently encoding the diagnostic data in a small on-chip
dedicated diagnostic memory. Our encoding compacts diagnostic information from eFlash memories
along the entire DUT test flow.The proposed algorithm is a further encoding layer to the approaches
presented in [8] and [7] and can store the test step that generated each fault found in the eFlash
under test. Slices created following these two approaches are named “Temporary Slices” as they are
just used during the initial fault encoding and will be further processed before reaching their final
destination in the dedicated diagnostic memory. Being able to also encode the test step, together
with meticulous data organization, allows the algorithm to store the entire diagnostic life of a
device in a limited space. Using a nomenclature, that is, coherent with the one found in [8] and
[7], the main structures of the proposed approach are called “Basic” and “Control” slices. These
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Fig. 12. The appearance of first of chains element for set 0 bitline 0.

Fig. 13. Control and basic slices in the dedicated diagnostic memory.

slices are created during a process called Post Processing that processes the Temporary Slices and
First of Chains contents, reorganizes them in a space-efficient manner, and places the results in the
dedicated diagnostic memory. As Temporary slices and First of Chains structures are only saved in
RAM, the post processing must be executed before the powering off of the device (for example,
before the assembly of the device and at the end of the test flow). Additionally, the post process
is called when one of the temporary structures, like a Slice Set, is saturated, causing a temporary
pause of the fault encoding process. After the post-processing, all the temporary structures are
initialized, and the encoding can continue.
Using the first-of-chain structure and the related temporary slices, the algorithm can store

information about the test step that generated a certain failure bitmap and save a device’s “testing
life” in a reduced amount of space. While stored in the dedicated on-chip buffer or downloaded to
the Automated Test Equipment (ATE) “control slice” are used to differentiate between failure
bitmaps coming from different memory banks and physical sectors and different test steps. This
concept is visually explained in Figure 13 that shows the condition of the dedicated diagnostic
memory after a post processing. In the example, the first control slice refers to Bank 4, Physical
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Fig. 14. Permantent storage organization after a number of post processing.

Sector 2, Test Step 1; until the following control slice is found, all the basic slices share these
parameters and report faults from the specified Bank, Physical Sector, and test step.
Figure 14 shows a more complete example with the organization of the dedicated diagnostic

memory after a series of three post processing.

4 Experimental Results
This section will show the experimental results collected on automotive-grade Infineon TriCoreTM-
based SoC. Our experiments used the lossless and space-efficient encoding method presented in
[8] as a foundation. By integrating our proposed methodology, we retained these benefits while
expanding the encoding capabilities to encompass multiple test steps diagnostic information.
Furthermore, our approach enables the permanent storage of the complete diagnostic history of the
device within a compact integrated memory. Should a compressed representation be desired, our
approach can alternatively encode data using the [7] method, applying analogous considerations.
It is important to note that while our experiments focus on Flash-based embedded memories

in Infineon TriCore™ automotive SoCs, the proposed algorithms are broadly applicable to other
embedded memory technologies. Since all embedded memories—whether Flash, RAM, RRAM, or
emerging technologies—are fundamentally organized as regular matrix structures with rows and
columns, the geometric fault recognition and encoding principles underlying our approach remain
valid. This architectural universality ensures that our multi-test diagnostic retention methodology
can be readily adapted to any embedded memory type, making it a versatile solution for comprehen-
sive diagnostic data management across diverse memory technologies. For example, our proposed
approach is also used during the tests of RRAMs at Infineon, but the company is not willing to
share specific experimental details about this new technology. Nevertheless, the internal usage for
RRAM supports the flexibility and reusability of the approach for multiple memory technologies.

4.1 Test Time Cost
To understand the timing benefits of our approach, we performed an experiment on 112 devices
that were tested on a typical Automotive-grade eMemory test. The diagnostic data had a dedicated
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Table 1. Timing Comparison and Total Proposed Approach Time Saving

Fault
Threshold (#)

Devices with
faults equal or more
than Threshold (#)

Average Buffer dump
count for [10] (#)

Average time
save with

Proposed Approach (%)
0 112 (all) 1.79 10.0
1 86 2.02 13.2
100 59 2.49 19.4
4,500 7 4.57 41.6
6,000 4 6 53.8
15,000 2 5.5 49.1

storage buffer of 24 KB. Every time a device saturates this buffer, the test stops, and the external
ATE must download all the diagnostic information, clear the buffer, and signal the device to restart
the test.
The devices actually undergo the test flow two times:
— In the first run, every diagnostic data collected was encoded following the method in [10],
where each fault coming from the memory is logged individually in a list.

—The second run uses the compaction method in [8] that recognizes fault shapes.
Our results are summarized in Table 1. The table computes averages based on the number of

faulty bits. In the first case, the table shows the results for devices that have 0 or more faulty bits (so
all of them), showing an average time save of 10% using the proposed approach. As the number of
faulty bits increase, the time saved increase up to 53.8% for devices that have more than 6,000 faults.
In every case, our proposed approach needed just a single buffer dump and, except for devices
with a few faults, saved a considerable amount of time with respect to the traditional Landzberg
approach. As the number of faults increases, the method in Landzberg requires a high number of
buffer dumps (up to seven) to be able to export all the stored diagnostic data. It is also important to
note that at each test step, the tester is able to concurrently analyse multiple devices. The slower
devices (the ones that have more faults and require more buffer dumps) are the bottlenecks of the
test, as the ATE needs to wait for them to complete their verify before continuing to the following
test step.

While the foundational approaches in [8] and [7] focus primarily on compaction and compression
efficiency, they incur a test time overhead compared to traditional list-based methods like [10]. Our
experimental results show that the combined approach reaches a maximum overhead of 40% in test
time for the most fault-dense devices.This overhead consists of two components: approximately 35%
from the shape recognition and encoding algorithms of the base methods, and an additional 5% from
our proposed multi-test organization layer. However, this timing penalty is greatly compensated by
the dramatic reduction in diagnostic memory requirements (up to 96% compression ratio) and, more
importantly, by the cumulative time savings from eliminating intermediate data dumps. As shown
in Table 1, devices with over 6,000 faults achieve a net time saving of 53.8% despite the per-test
overhead, as they require only a single data dump instead of up to seven dumps with traditional
approaches.

4.2 Permanent On-chip Storage
The main advantage of the proposed approach is the permanent on-chip storage of diagnostic
information. This diagnostic information can be incredibly valuable for manufacturers with easier
diagnoses for memory-related field returns. However, permanent storage is only possible if all the
diagnostic information can fit on the small 24 KB dedicated memory inside the device itself. To
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Table 2. Experimental Results on 112 Devices on two
Automotive-grade Memory Test Flows

Test flow
With Margins Standard

Device Faults
Representable in

24 KB (#)
56 (50%) 112 (100%)

Average Diagnostic
Memory occupation

(KB)
12.3 0.76

Standard Deviation (KB) 12.2 1.01

test the effectiveness of our approach in conjunction with the method in [8], we tested 112 devices
using an Automotive-grade eMemory test flow composed of multiple memory verifies.
Similarly to the previous case, these devices underwent two different test flows:
—The first test flow included margin tests that change the reference current in the memo-
ries’ sense amplifiers. These tests generate huge quantities of data. Complete diagnostic
information is not usually needed [6, 7], and these tests are not usually run in production
environments, but this approach has been used to push the limits of our approach.

—The second test flow tested the memories in search of structural faults such as stuck-at
faults. Patterns such as checkerboard, inverse-checkerboard, solid 0, and solid 1 were applied.
Subsequent reads were comparing the content of the memory with the expected content to
find faulty memory cells. This scenario is the most realistic scenario for our approach.

The experimental results are summarized in Table 2. Looking at the Margin Test flow, 50% of
the devices were successfully represented in the 24 KB available. The other 50% saturated the
available memory and were thus partially represented. It is important to notice that with margin
tests, the manufacturers are not interested in having the full diagnostic information, but just partial
information is often enough to perform the necessary analysis [7]. In particular, the compression
method in [7] is more suitable for using the proposed approach in the case of margin tests. With
the standard flow, all the devices are representable in the 24 KB embedded diagnostic memory. The
complete diagnostic information will then be retained throughout the device’s entire useful life.
In this flow, on average, just 0.76 KB of memory was actually needed to store all the diagnostic
history of the devices (with 1.01 KB of standard deviation).

5 Conclusions
This article has introduced an efficient algorithm for encoding and storing comprehensive diagnostic
data of embedded memories in automotive SoCs. By incorporating fault information along with
the specific test step at which each fault is detected, our approach offers a complete view of the
device’s “testing life” within a limited memory footprint. Leveraging linked slice chains and a novel
First Of Chain structure, the algorithm ensures fast fault retrieval and analysis. Using basic and
control slices provides a compact and easily interpretable data representation. This approach aims
at enhancing memory yield improvement activities, refining test methodologies, and ultimately
improving the reliability of automotive SoCs. Experimental results from real Automotive test
flow performed on over 110 Automotive-grade InfineonTM Tricore SoCs show the validity of our
approach. In the experiments, 100% of the diagnostic information was retained in the small 24 KB
dedicated and embedded diagnostic memory. Even adding margin tests to the test flow, 50% of the
devices were still completely encodable, while the other 50% retained partial but useful information.
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Additionally, the proposed approach proved up to 53.8% faster, compared to previous solutions, for
the fault-dense cases that typically represent the bottleneck in testing processes.
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