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 A B S T R A C T

Context: eBPF is an emerging technology in cloud computing, allowing user-defined programs to run in kernel 
space for observability, networking, and security. To ensure system integrity, the kernel relies on the eBPF 
verifier, a static analyzer that rejects potentially unsafe code. However, the verifier’s error messages are 
notoriously difficult to understand, generally referencing low-level bytecode rather than the original C source 
and making debugging a difficult and time-consuming task.
Objective: The goal of this work is to improve the eBPF verifier error messages and make debugging easier by 
mapping verification errors back to the original C source code and by providing more understandable feedback 
to developers.
Methods: This paper presents Pretty Verifier, a tool designed to improve the eBPF verifier error messages. By 
analyzing the verifier log and the compiler debug information, the tool maps verification errors back to the 
specific lines of C code, providing human-readable explanations and actionable fix suggestions. To rigorously 
validate the tool despite the scarcity of faulty eBPF datasets, we developed a fuzzing framework based on the 
BRF semantic fuzzer, capable of generating a balanced dataset of broken programs.
Results: Experimental results on over 400 test cases demonstrate that the tool successfully localizes errors in 
84% of cases and provides precise, context-aware explanations.
Conclusion: Pretty Verifier significantly improves the developer’s experience and facilitates the resolution 
of critical security issues by improving the readability of eBPF verifier messages and strengthening their 
connection to the original C source code.
. Introduction

eBPF, or extended Berkeley Packet Filter, is a powerful kernel 
echnology that allows developers to execute custom code within the 
ernel of the Linux operating system. This capability enables elevated 
lexibility and performance for networking, observability, and security 
pplications while maintaining a high level of safety and reliability. 
unning within the kernel, eBPF programs can monitor and mod-
fy the behavior of system calls, network packets, and various other 
ernel-level events without requiring modifications to the kernel or 
pplications.
The core enabler of this technology is the eBPF verifier, a static 

nalyzer applied to eBPF programs before loading with the purpose of 
ejecting any program that could compromise kernel safety, integrity 
nd security. For instance, a program could dereference a null pointer, 
eading to a system failure, or even worse, could access to unauthorized 
emory, leaking kernel space resources or disrupting kernel integrity. 
he verifier identifies and rejects programs that have these dangerous 
eatures, so protecting the kernel from malware and accidental errors.

∗ Corresponding author.
E-mail addresses: rosario.rizza@polito.it (R. Rizza), riccardo.sisto@polito.it (R. Sisto), fulvio.valenza@polito.it (F. Valenza).

In order to run an eBPF program, a developer usually writes the 
program source in C and compiles it into a common target assembly-
like language called eBPF bytecode, which is then analyzed by the 
eBPF verifier during the loading of the program into the kernel space, 
through the bpf() system call. During the loading process, the bpf()
system call, usually invoked through a library, outputs the eBPF verifier 
log, which communicates whether the program passed the checks or 
errors were found. One critical aspect of this process is that, in the 
latter case, the verifier log is often hard to understand, for example 
because it refers to C enums defined in the kernel source code or, most 
commonly, to aspects of the eBPF bytecode that was analyzed by the 
verifier, such as registers, that are difficult to track back to the original 
source code, despite the verifier outputs the line of source code the 
bytecode refers to. An example of the eBPF verifier log is shown in Fig. 
2, which is the output produced for the C program shown in Fig.  1 
and affected by an incorrect memory access error. The log starts and 
ends with some libbpf log messages (a library that allows eBPF lifecycle 
management in C), then followed by the actual eBPF verifier log. The 
log starts with a listing of the instructions of the program until the error 
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Fig. 1. C code producing an incorrect memory access error.

is detected, with each C code statement (starting with a semicolon) 
followed by the corresponding bytecode instructions and eBPF verifier 
state information. When the error is detected, the listing stops and 
the log continues with the error message, including some other state 
information. The difficulty of interpreting the verifier log is a limitation 
that makes fixing the issues raised by the verifier difficult and time 
consuming. Our goal is to improve the readability of the eBPF verifier 
log, enriching its connections with the C source code, and guiding 
the developer to understand and fix the issues that might compromise 
the system, thus enhancing and speeding up the developer’s fixing 
activity. To achieve this, we developed a command-line utility, Pretty 
Verifier, which parses eBPF verifier logs and analyzes the object code 
generated by Clang, the compiler commonly used for C eBPF programs. 
It then maps the errors back to the original C source code and provides 
guidance to help understand and fix them.

The design of the tool was preceded by a comprehensive study of the 
eBPF verifier source code, aimed at identifying the error messages that 
have to be handled. Several difficulties were encountered in obtaining 
faulty eBPF C programs suitable for testing, as discussed in this paper. 
This limitation motivated the development of a fuzzing framework 
based on the BRF semantic fuzzer described in [1]. The generated test 
cases allowed us to effectively evaluate the tool’s functionality.

This paper extends the previous conference paper [2] where we 
provided a preliminary presentation of our work. Starting from that 
work, a thorough evaluation of the tool and some improvements on it 
have been added to arrive at this extended version.

The rest of the paper is organized in the following way. In Section 2, 
we first give an overview of the related work. Then, in Section 3, 
we present the main features of the eBPF verifier. Then, our study 
of the eBPF verifier is discussed in Section 4. Next, in Section 5, the
Pretty Verifier utility is presented, discussing its architecture, features, 
methodology, and improvements over the current eBPF development 
pipeline. The testing methodologies and experimental results are dis-
cussed in Section 6, while the conclusions and future developments are 
exposed in Section 7.

2. Related work

The strict safety and integrity guarantees required by the Linux 
kernel make eBPF development difficult. Although the eBPF verifier is 
essential for maintaining system stability, its growing complexity, now 
exceeding 20,000 lines of code as documented in [3], has become a 
significant obstacle to programmability. Several research efforts [4,5] 
have explored alternative verification approaches, pointing out struc-
tural limitations in the current design. This complexity is often framed 
as a security concern (see [6–8], and [9]), but it also creates a practical 
usability problem, increasing the gap between what developers intend 
to implement and what the kernel ultimately accepts. Recent studies, 
such as the work [10] on specification-based oracles for detecting 
misbehavior, highlight the complex gap between the developer’s intent 
and the strict constraints enforced by the kernel.
2 
Fig. 2. Log of the eBPF verifier for the code in Fig.  1.

There have been various attempts to improve this ecosystem. On one 
hand, community efforts, such as the bpfvv (BPF Verifier Visualizer) 
project [11], aim to improve the debugging experience by providing 
a structured visualization of verifier logs. On the other hand, [12] 
have analyzed the community response to eBPF, to understand major 
difficulties from a development perspective.

The difficulty in interpreting verifier output is not unique to eBPF 
but reflects a broader challenge in software engineering. Research 
on compiler usability, such as [13], has long established that cryptic 
error messages are a significant barrier to productivity and learning. 
Similarly, extensive studies on static analysis tools such as [14] high-
light that unintelligible feedback often leads to tool under-utilization 
or abandonment by developers . While recent advancements explore 
using Large Language Models (LLMs) to explain code errors, these 
probabilistic approaches introduce latency, privacy concerns regarding 
source code, and non-determinism. In contrast, our work focuses on a 
deterministic, privacy-preserving approach to bridge the semantic gap 
between the kernel verifier and the developer.

Regarding the specific eBPF domain, we noticed that the approach 
we used in this article, based on enriching the eBPF verifier error mes-
sages with information coming from the analysis of the object code, has 
not been explored so far in the literature. However, eBPF verifier errors 
have been studied and employed in previous works, such as [1,15], to 
detect error types and improve the acceptance rate of input programs 
during fuzz testing of the eBPF verifier. In particular, [1] presents an 
analysis of the eBPF verifier source code similar to the one we present 
in Section 4, but with the different purpose of identifying semantically 
related error messages. In contrast, our focus was primarily on the 
connection of the errors to the original C code.
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Table 1
Classification of verbose() calls in the eBPF verifier (Linux 6.8 LTS)
 Category Count 
 Log messages 54  
 Internal errors 93  
 Bytecode errors 121  
 Other errors not relevant for our study 161  
 Errors relevant for our study 111  
 Total 540  

3. The eBPF verifier

The verifier is the backbone upon which the eBPF technology man-
aged to be widely adopted in production applications, since it ensures 
that the loaded programs do not disrupt kernel safety, integrity and 
security.

3.1. Verification process

The eBPF verifier is a static analysis tool that inspects code prior 
to execution. It analyzes bytecode instead of source code, as the latter 
can be compiled in different ways, while the bytecode reflects what 
is actually interpreted or JIT-compiled for execution. To perform the 
analysis, the verifier processes the eBPF instructions in the object file 
and explores all possible execution paths based on logical branches. 
Pruning techniques are applied to eliminate equivalent paths. For each 
analyzed path, the verifier tracks how eBPF registers interact and the 
nature of the data they hold—such as type and estimated value—to 
ensure safe function calls and memory operations like dereferencing. It 
also detects instructions that could lead to kernel crashes, information 
leakage, or other safety and security issues.

3.2. Verification criteria

The eBPF verifier follows some verification criteria in order to 
ensure correctness of the program and prevent the issues it might cause. 
Liz Rice, in the ‘‘Learning eBPF’’ book [16], does an excellent job listing 
the main criteria. They include:

• Validation of the use of helper functions, i.e., special functions 
provided by the bpf module to allow specific operations otherwise 
prohibited. This validation makes sure that the called functions 
exist, that they are called in the correct program type, and that 
their arguments correctly fit the function signature.

• Checks on access to memory correctness, to avoid out-of-bound 
accesses and unauthorized read/writes in objects not allowing it.

• License verification, making sure the program is GPL-compatible 
whenever GPL-licensed helper functions are used.

• Pointer dereferencing checks, in order to avoid the dereferencing 
of null pointers, requiring null checks before usage.

• Checks on the correct usage of the context parameter, passed to 
the eBPF program and containing information from the system 
calls or the network packets that triggered the execution. The con-
text must follow some strict usage policies, sometimes requiring 
helper functions to perform read/write operations.

• Termination-related checks ensure that the program does not 
contain loops with a variable number of iterations, unless they 
are handled by specific helper functions. Additional constraints 
include the presence of a return value, a non-empty main body, 
a maximum of one million instructions, and the exclusion of 
unreachable code.

• Correctness of the bytecode, ensuring that only existing opera-
tions are performed and that illegal operations, like writing to the 
read only stack pointer register R10, are not.
3 
4. Study of the eBPF verifier errors

In order to develop the tool, a deep study of the eBPF verifier 
code was conducted, looking for all the possible error messages it may 
emit and selecting those that may refer to errors in the input code 
that prevent loading. As documented in [3], the eBPF verifier emits 
numerous error messages, logs, and warnings, all printed through the
verbose function and wrappers. Other logging functions appearing in 
the eBPF verifier code are the bpf_log function, just used for logging 
purposes, and internal kernel diagnostics macros, like WARN_ONCE. 
These other functions are not relevant for our study since they do 
not play a role in the log printing for verification errors found in the 
analyzed code. Therefore, they can be ignored, focusing on verbose
calls only.

The total number of calls to the verbose function for the eBPF 
verifier in the Linux kernel version 6.8 LTS exceeds 500 (Table  1). 
However, this number does not properly indicate the number of dif-
ferent types of source code errors that may trigger eBPF verifier errors. 
Indeed, several cases, outlined below, have been identified in which 
calls to the function do not correspond to errors that may occur in the 
C source code.

4.1. Log messages

In several cases, the verbose function is used just to log the eBPF 
verifier’s state. For instance, the function print_verifier_state
displays the eBPF verifier’s internal state at the time of the call. This 
function is typically invoked when internal errors occur, although a 
logging level can be set to force its call for each instruction. Hence, 
these calls to the verbose function are not relevant for understanding 
the types of verification issues found in the code. A total of 54 uses of 
the verbose function of this type were found.

4.2. Internal errors

The verbose function is also used to notify internal errors oc-
curring in the eBPF verifier. The eBPF verifier developers inserted 
unconditional exits in situations that, at design time, were considered 
impossible. These exits are usually accompanied by an error message 
starting with ‘‘verifier internal error:’’ or ‘‘BUG’’ to 
flag faults in the eBPF verifier’s own code. Of course, these errors are 
not relevant for interpreting eBPF code verification errors, as their 
occurrence just indicates issues in the eBPF verifier code itself or 
problems that require investigation by the kernel developers. A total 
of 93 uses of the verbose function of this type were found.

4.3. Bytecode errors

Many error messages that can be emitted by the eBPF verifier can 
exclusively be triggered by writing incorrect eBPF bytecode manually 
or by incorrect translation of the LLVM code generated from the orig-
inal C source, which, of course, should not occur. In these situations, 
explaining the error would not significantly help the C code developer 
in resolving it. A total of 121 error messages of this type were found.

4.4. Other errors not relevant for our study

BTF (BPF Type Format) is an abstraction used by the framework to 
manage external data structures and functions in eBPF code, ensuring 
security (for eBPF map structures) and compatibility (for kernel struc-
ture references, which might not exist if hard coded and used on a 
machine with a different kernel version or configuration). BTF-related 
errors are usually not resolvable by modifying the C source code, and 
they are often not directly related to it. Similarly, errors related to 
missing kernel privileges (CAP) do not refer to code defects. Lastly, sev-
eral errors are extremely rare, and limited documentation exists online 
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Fig. 3. Pretty Verifier role in the eBPF development pipeline.
about them. A Google search often results in just a few references, most 
of which point to the kernel pull request that introduced the message. 
These errors have been left for future study, due to the difficulty in 
testing the tool in scenarios where such errors are triggered, especially 
given the complexity of generating C code that would cause them. The 
total number of error messages of this type, plus the ones caused by 
BTF and OS configuration errors, is 161.

The remaining 111 error messages are those that may be relevant 
for our study and that we decided to manage in the tool.

5. Pretty verifier

The Pretty Verifier tool was developed to assist programmers in 
writing eBPF programs for the Linux kernel, and is specifically tailored 
to the messages emitted by the eBPF verifier in kernel version 6.8. 
However, since the most common error messages rarely change, it is 
expected to work with other kernel versions as well. The source code 
is publicly available in the Netgroup-Polito GitHub repository [17].

5.1. Methodology and design

The purpose of the tool is to introduce an additional clarity layer 
on top of the existing eBPF verifier error messages, with the goal 
of bringing the verifier log closer to the original C source code. To 
this end, the tool integrates information extracted from the C source 
code, the debug information embedded in the object file generated 
during compilation, and the eBPF verifier log itself. By correlating these 
sources, we strengthen the link between the verifier output and the cor-
responding C code, while also providing guidance to eBPF developers 
by highlighting common causes of verifier halts and suggesting typical 
resolution strategies.

In order to obtain this result, our approach proceeds as follows (Fig. 
3):

1. The C source code is compiled into bytecode using Clang.
2. The loader attempts to load the program, triggering the kernel 
verifier.

3. If verification fails, Pretty Verifier intercepts the raw verifier log.
4. The tool analyzes three inputs: the verification result, the origi-
nal C source code, and the compiled bytecode.

5. Finally, it augments the original log with a structured and 
human-readable explanation.

The tool appends its analysis output directly after the original 
verifier log and includes the following key components:

• Additional error message: A new message, related to the C code, 
usually providing high-level information about the type of error.

• Location: The line number and file name of the C source file 
where the error occurred.

• Appendix: Additional detail for certain error messages that re-
quire more context.

• Suggestion: Suggestions to help resolve the issue.
4 
As an example, the output produced for the code in Fig.  1 is 
provided in Fig.  4: the standard kernel log appears first (here only the 
last part is shown), followed by the further explanation generated by 
our tool, which is highlighted starting from the cyan ‘‘Pretty Verifier’’ 
header. For comparison, Fig.  2 shows the raw, unmodified verifier 
output for the same error.

5.2. Error messages selection

The analysis of the eBPF verifier source code, described in Section 4, 
identified 111 error messages that could potentially arise from how the 
C source code has been developed. To manage these 111 messages, we 
developed 91 handlers designed to intercept the errors and produce the 
Pretty Verifier output. These handlers are sufficient to cover all 111 
errors, as multiple verbose messages sometimes stem from the same 
underlying issue or are handled by shared logic within the tool. Finally, 
to assess the impact of these errors on the developer experience, we 
conducted an online search to determine their frequency in developer 
discussions. We found that only a limited subset of these errors appears 
in online forums, while the rest are either completely absent or rarely 
mentioned. Nevertheless, we adopted a conservative inclusion strategy 
and implemented handlers also for error messages for which we could 
not find concrete evidence of being triggered directly through C source 
code examples. In these cases, the inclusion of the corresponding han-
dlers was motivated by the previously described analysis of the eBPF 
verifier’s source code, and their implementation was directly derived 
from that analysis. This design choice ensures that the tool provides 
comprehensive coverage, accounting not only for common errors, for 
which we were able to create the C source code that triggers them, but 
also for rare edge cases that might emerge within particularly complex 
or infrequently used code structures.

5.3. Enhancement strategies

The proposed tool operates as a post-processing layer that is lo-
cated right after the standard eBPF verifier log, employing multiple 
mechanisms to reconstruct the missing context not supplied during the 
compilation and verification process. The enhancement process is built 
upon the following core mechanisms.
C source-level error localization. A limitation of raw verifier logs is their 
reliance on bytecode instruction indices, which offer little immediate 
context. The tool overcomes this by automating the mapping of these 
indices back to the specific filename and C source line number. By 
parsing the debugging information, it pinpoints exactly where the error 
occurred in the source files and isolates the relevant function param-
eters and variable names. Specifically, it is obtained by correlating 
the instruction numbers reported in the verifier log with the debug 
information stored in the compiled object file. Since the program is 
compiled with debug symbols, the object file contains the mapping 
between eBPF instructions and source locations. Pretty Verifier uses this 
mapping to recover the C line associated with the verifier instruction 
closest to the reported failure, and includes the corresponding file name 
and line number in the enriched diagnostic.
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Heuristic analysis and reasoning. Beyond basic mapping, the tool an-
alyzes the verifier state to derive meaningful insights. It performs 
straightforward computations (e.g., calculating the required bounds 
for safety checks) and traces program state changes (e.g., following 
resource allocation paths) to infer the developer’s intent and provide 
clear, actionable feedback.
Semantic translation. The tool intercepts internal kernel terminology, 
often represented as raw C enumerations (e.g., reg_type from bpf.h)
and translates them into plain and human-readable descriptions. This 
abstraction layer removes the need for developers to decipher internal 
register types or obscure error codes manually.
Knowledge augmentation. The enhanced logs incorporate insights de-
rived directly from the eBPF verifier’s source code comments and 
external documentation. This enriches generic error messages with 
explanations of the underlying checks (e.g., the rationale behind pro-
hibited pointer arithmetic), providing developers with the theoretical 
background needed to resolve complex issues.

5.4. Enhancement examples

The following subsections detail some of the most significant error 
management strategies adopted by Pretty Verifier, categorized by the 
nature of the verification check. In all the screenshots presented (Figs. 
4–14), the first part (upper portion) is the original output produced 
by the eBPF verifier, whereas the colored section below represents the 
additional diagnostic information added by Pretty Verifier.

5.4.1. Memory safety and pointer analysis
These handlers address errors related to invalid memory accesses, 

pointer arithmetic, and bounds checking. The tool focuses on clarifying 
complex error messages and identifying the specific variable constraints 
required by the verifier.
Memory bounds violations. Standard verifier errors regarding accesses 
to strictly defined memory regions, such as BPF maps, packet data, 
or memory buffers, often lack source-level specificity. Pretty Verifier 
handles these errors by extracting from the verifier log, specifically the 
abstract register state at the failing instruction computed by the verifier, 
the target region type, its size (𝑟𝑒𝑔𝑖𝑜𝑛_𝑠𝑖𝑧𝑒), the access offset (off ), and 
the access size (𝑠𝑖𝑧𝑒). The tool then models the accessed interval as 
[off , off + 𝑠𝑖𝑧𝑒) and compares it with the valid interval [0, 𝑟𝑒𝑔𝑖𝑜𝑛_𝑠𝑖𝑧𝑒), 
distinguishing underflows from overflows and reporting the number of 
bytes by which the access exceeds the valid range. Moreover, when 
the failing line contains a simple indexed access, such as array[i]
or obj->array[i], the tool tries to recover the indexed object and 
its size from the source declaration. (See Fig.  4) In these cases, the 
suggestion refers directly to the source-level index and reports the valid 
range. If this information cannot be inferred reliably, the tool falls back 
to a generic bounds-check suggestion. 
Unsafe scalar ranges for accessing memory. When a scalar variable is 
used for pointer arithmetic or as a size parameter without explicit 
constraints, the verifier rejects the register state itself due to potential 
unbounded memory accesses. The tool analyzes the context to propose 
specific fixes and it suggests imposing limits using bitwise masks or con-
ditional checks. Notably, for helper functions like bpf_probe_read, 
which frequently appear in online reports for this error, the tool infers 
the implicit limit by checking the size of the destination buffer passed 
in a previous register, effectively suggesting a bound check tailored to 
the specific buffer being used. (See Fig.  5)
Forbidden pointer operations. The verifier emits generic messages for 
invalid pointer operations. The tool analyzes the specific operator that 
caused the failure (e.g., multiplication, division, bitwise AND/OR) and 
refines the message by explicitly stating that pointers may only be used 
with addition and subtraction, as can be inferred from the verifier’s 
source code. Additionally, it determines whether a shift operation was 
likely intended to represent a multiplication or division and provides 
contextual information about the verifier’s constraints. (See Fig.  6)
5 
Fig. 4. Message of the Pretty Verifier for incorrect memory access.

Fig. 5. Message of the Pretty Verifier for possibly negative value passed to an 
helper function.

Fig. 6. Message of the Pretty Verifier for unauthorized pointer arithmetic.

5.4.2. Resource lifecycle and control flow
The eBPF verifier enforces strict rules regarding resource acqui-

sition, release, and program termination. These handlers track the 
lifecycle of resources and analyze the execution flow to enhance verifier 
error messages about leaks and infinite loops.
Unreleased references in ring buffers. When using a ring buffer, a de-
veloper must reserve space and subsequently submit or discard it. If a 
program exits without releasing a reserved resource, the verifier blocks 
the load without specifying which part of the C code is responsible 
for the unreleased reference. The tool handles this by parsing the 
error message to identify the specific allocation instruction reported 
by the verifier. Then, using this instruction as an anchor, it scans 
the verifier output enriched with the source-line information obtained 
through llvm-objdump and DWARF debug data, locating the byte-
code instruction and the corresponding C line where the resource was 
acquired, such as a call to bpf_ringbuf_reserve. This signifi-
cantly improves the raw verifier output, which otherwise would not 
pinpoint the relevant source line. (See Fig.  7)
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Fig. 7. Message of the Pretty Verifier for reference not released before exiting.

Fig. 8. Message of the Pretty Verifier for reference not released before tai call 
invocation.

Fig. 9. Message of the Pretty Verifier for an infinite loop detection.

Tail call resource leaks. Tail calls allow one eBPF program to call an-
other without returning. However, passing control to another program 
while holding a reference (like a lock or a ring buffer reservation) 
is forbidden because the callee cannot release the caller’s resources. 
The tool detects this specific condition and, similar to the standard 
exit check, scans the instruction history to identify, in the C source 
code, which resource was not released before the bpf_tail_call
invocation. (See Fig.  8)

Loop detection. The eBPF verifier enforces strict termination guaran-
tees, often rejecting loops that cannot be statically unrolled.  When 
the verifier detects a potentially infinite loop, it reports the instruction 
index at which the issue is detected. The tool uses this index as an 
anchor and correlates it with the source-line information obtained 
through llvm-objdump and DWARF debug data. In this way, it 
locates the bytecode instruction associated with the loop and maps it 
back to the corresponding C source line. This mechanism allows the 
tool to pinpoint the exact loop construct in the high-level source code 
and suggests adding the #pragma unroll when appropriate, helping 
the compiler generate code that satisfies the verifier’s termination and 
boundedness requirements. (See Fig.  9)
6 
Fig. 10. Message of the Pretty Verifier for type mismatch in a helper function 
call.

Fig. 11. Message of the Pretty Verifier for invalid access to context parameter.

5.4.3. Type consistency and compatibility
Many verification failures arise from mismatches among program 

type, kernel version, and specific arguments passed to helper functions. 
These handlers provide context-aware suggestions to resolve syntactic 
and compatibility issues.
Wrong argument type in helper function. When a specific argument in a 
helper function call fails type verification, the tool performs a syntactic 
analysis of the C source line. It isolates the function parameters passed 
in the failing position by relying on the eBPF helper calling convention, 
where the register number signaled by the verifier corresponds to 
the argument position, providing immediate context to the developer. 
Additionally, the tool handles ‘‘polymorphic’’ constraints where the 
verifier accepts multiple valid types for a single argument. It parses the 
list of expected types, translates each into a human-readable format 
using the internal dictionary, and constructs a comprehensive error 
message. (See Fig.  10)
Context access permissions. Access to fields within the BPF context 
structure is strictly regulated based on the program type (e.g., XDP, 
socket filter). When an invalid read or write is detected, the tool 
identifies the program type by parsing the C source code and extracting 
the section declaration, such as SEC(‘‘...’’). It explicitly informs 
the developer that the attempted operation is forbidden for that specific 
context type and directs them to the documentation detailing the 
read/write permissions for the relevant fields. (See Fig.  11)
Map configuration and tail calls. The error message ‘‘kernel subsystem 
misconfigured verifier’’ appears multiple times in the eBPF verifier 
source code. However, in Linux kernel version 6.8, we observed that 
this error may be triggered by mismatches between map types and 
helper functions, particularly when bpf_tail_call is used. The 
tool detects this specific error signature in conjunction with the use 
of bpf_tail_call and suggests that the user is likely attempting 
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Fig. 12. Message of the Pretty Verifier for map configuration error when
bpf_tail_call is used.

Fig. 13. Message of the Pretty Verifier for unknown helper function.

to perform a tail call with an incorrect map type, recommending the 
required use of a BPF_MAP_TYPE_PROG_ARRAY. (See Fig.  12)
Helper function compatibility. The verifier often flags functions as ‘‘un-
known’’ not because they do not exist, but because they are not exposed 
to the specific BPF program type being compiled or are unsupported by 
the running kernel version. The tool contextualizes this error by extract-
ing the host kernel version and deriving the program type from the C 
source-level section declaration. It then generates a targeted suggestion 
to verify the specific helper function’s compatibility matrix, guiding the 
user to the official documentation, that contains the program types and 
the kernel versions accepted for the helper function. (See Fig.  13)

5.5. Fallback strategy for complex control flows

In the first development iterations of the Pretty Verifier, certain 
challenges were identified. Specifically, we observed some issues when 
Clang optimizations were enabled for programs with complex control 
flows, including one or more branches with significant similarities. In 
such cases, the debug information generated by the compiler occa-
sionally caused the tool to misidentify the C line corresponding to an 
error. To mitigate this problem, a new fallback mode, called full mode, 
was developed. This modality allows developers to temporarily compile 
and test the C code without any optimizations, ensuring that the tool 
provides more accurate error reporting. It is conceptually different from 
the normal mode, because it can be directly called just by passing the 
source C code. Under the hood, it compiles and attempts to load the 
program automatically disabling the compiler optimizations, by the 
usage of the pragma directive clang optimizations off. This obviously 
limits its use to programs that do not strictly rely on the user space 
counterpart.

We must emphasize that this fallback mode is strictly a temporary 
diagnostic step used to pinpoint the exact C line. Once the error is 
7 
identified and fixed, the final production artifact is compiled with full 
optimizations enabled

Although using full mode can, in some cases, significantly alter the 
resulting bytecode and potentially reduce its correspondence to the 
original C source code, these discrepancies were not significant in the 
scenarios studied. In contrast, disabling optimizations in such cases 
helped the tool correctly identify the lines in the C code where errors 
occurred. This feature provides developers with a fallback option when 
the default behavior of the tool struggles to produce clear and precise 
results.

5.6. Implementation details

The tool is implemented in python and operates downstream of the 
standard compilation and loading pipeline. It relies on standard eBPF 
loaders (such as libbpf, bpftool, cilium/ebpf, or libbpf-rs) 
to retrieve the raw eBPF verifier log.

To enable this mapping between bytecode and source code, it is 
mandatory to compile the eBPF program with the -g option, which 
embeds debug information (DWARF) into the compiled object.

Internally, the tool parses the verifier output using a set of Regular 
Expressions (regex) to detect specific keywords and error patterns. This 
regex-based architecture ensures flexibility and extensibility: new error 
types can be supported by simply defining additional patterns without 
modifying the core logic. In cases where an error message does not 
match any predefined pattern, the tool outputs a default ‘‘error not 
managed’’ notification. This fallback mechanism serves as a signal to 
developers that a new handler needs to be implemented.

Modern eBPF programs rely on diverse loading mechanisms, rang-
ing from manual CLI operations to complex userspace agents. To ac-
commodate this variety, Pretty Verifier supports two distinct integration 
paradigms.

5.6.1. CLI pipeline integration
For rapid prototyping and manual debugging, the tool operates as a 

CLI program designed to be used with the pipe operator. It intercepts 
the verification log stream generated by command-line loaders (most 
notably bpftool) or by any custom userspace program that emits 
the eBPF verifier log to standard output or error streams. To further 
streamline the workflow, the tool includes a Loader Script Generator
utility (genloader). This utility automates the creation of Bash scripts 
that handle compilation, loading, and verification in a single step.

5.6.2. Native library bindings
Complex eBPF applications often employ custom userspace loaders 

written in high-level languages. To integrate with these environments,
Pretty Verifier provides native libraries that intercept the verifier log 
buffer directly in memory.

• C Library: Integrates with libbpf, allowing developers to pass 
the kernel_log_buf directly to the pretty_verifier func-
tion before printing to the console.

• Go and Rust Bindings: Recognizing the prevalence of cloud-
native tools written in Go (e.g., Cilium) and Rust, we developed 
idiomatic bindings. For Go, the library intercepts Verifier-
Error types from the cilium/ebpf collection. For Rust, it 
hooks into the libbpf-rs logger callback.

6. Results and validation

In order to demonstrate the reliability and effectiveness of the tool, 
an extensive series of tests were conducted. This task turned out to be 
particularly difficult, considering the quite limited availability of eBPF 
programs already including errors. A few notable resources provided 
valuable starting points, like Liz Rice’s ‘‘Learning eBPF’’ GitHub repos-
itory [18], which contains a handful of examples featuring faulty eBPF 



R. Rizza et al. Information and Software Technology 199 (2026) 108285 
code, or the Anteon blog post [19] where further examples of verifier 
errors and misbehaviors are provided. However, these resources were 
not sufficient to cover all the error messages handled by the tool.

To address this issue, we used the knowledge gained from the eBPF 
verifier study to develop several faulty eBPF C programs, aiming to 
cover as many error scenarios as possible. However, this task proved to 
be challenging because intentionally writing C code with unsafe oper-
ations often does not lead to an eBPF verifier rejection. This is mainly 
due to compiler optimizations and code rearrangements, which often 
eliminate or neutralize the unsafe behavior, resulting in an accepted 
program. Moreover, when a program is actually rejected, it usually 
triggers one of the few most common eBPF verifier error messages. As 
a result, this approach, together with the C code collected from faulty 
eBPF repositories and from online forums where developers reported 
similar issues let us produce test cases covering only 17 of the 111 
potentially relevant handlers.

Taking into account the difficulty in getting coverage with manually 
developed tests, we employed an automated, large-scale validation 
strategy based on fuzzing. With this approach, we were able to evaluate 
the tool’s behavior against a diverse and statistically significant set of 
eBPF programs, analyzing the tool correctness and precision across a 
wide spectrum of edge cases.

6.1. Fuzzing framework

The Fuzzing Framework is a tool that can be used to automatically 
generate a collection of eBPF C programs that do not pass verification, 
producing various verifier errors. We chose to base this framework on 
the state-of-the-art semantic fuzzer BRF (BPF Runtime Fuzzer) [1]. BRF 
was originally designed to generate valid C programs that successfully 
pass eBPF verification by applying semantic rules extracted from an 
analysis of the eBPF verifier logic. The motivation for this work was to 
avoid the limitations of approaches based on direct generation of BPF 
bytecode instructions, which often result in programs being rejected or 
discarded by the compiler when unused. Instead, BRF relies on guided C 
source code generation, enforcing semantic constraints such as correct 
argument types for helper functions and valid memory accesses ensured 
through proper bounds checking.

Our approach consisted of modifying BRF’s source code by alter-
ing these generation mechanisms. Specifically, we introduced various 
configurable options, called injectors, to deliberately violate selected 
semantic rules. This allowed the generation of faulty eBPF programs 
that were expected to make verifier checks fail.

6.2. Injection methodology

This approach must be contextualized within the methodological 
constraints of the underlying verifier models. The semantic rules un-
derlying BRF were developed through an iterative, error-driven process 
that extrapolates the eBPF verifier’s logic. Although this method has 
proven effective, it results in an empirical approximation rather than 
a fully formal and complete specification. This inherent limitation is 
further amplified by a version mismatch, since the model was built for 
Linux kernel version 5.15 while our analysis focuses on version 6.8. 
Consequently, the integration of our fault injectors is inherently non-
exhaustive. Rather than attempting a comprehensive mapping of all 
possible verifier violations, our strategy focused on identifying specific 
locations within the fuzzer’s generation pipeline where deliberate mod-
ifications would trigger a rejection. These targeted areas were selected 
based on our understanding of the verifier’s behavior and the specific 
error messages identified during the preliminary analysis in Section 4.

Moreover, this injection methodology serves as a targeted, heuristic 
approach. Its primary objective is not just to expand the absolute 
number of tested errors, but more importantly, to significantly increase 
the structural variance of the programs associated with each specific 
error message. By maximizing this variance, we were able to test our 
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tool against a diverse dataset of distinct eBPF programs that trigger 
the exact same verifier error. This structural diversity is fundamental 
for comprehensively evaluating the tool’s robustness and effectiveness 
across a wide range of code contexts and edge cases that lead to 
identical rejection messages.

6.2.1. Fault injection mechanisms
The injectors corrupt valid code patterns by introducing intentional 

faults during instruction synthesis. The following list exemplifies the 
most significant mechanisms implemented:
Randomized context access. Valid BPF programs must access the context 
(e.g., sk_buff) using strict offset and size alignments. This mechanism 
forces the generation of memory load or store instructions on the 
context register using random offsets and operand sizes, deliberately 
triggering out-of-bound or misaligned access violations that the verifier 
must catch.
Arbitrary helper calls. BPF helpers define a strict interface regarding 
allowed arguments (e.g., pointers vs scalars) and return types. This 
injection disrupts the compliant generation of helper calls by selecting 
random helper IDs or passing incompatible argument types.
Constraint bypass. Normally, the generator maintains an internal state 
to track register types and prevent invalid operations. This mechanism 
disables these semantic constraints, allowing the generator to produce 
syntactically valid but semantically unsafe instructions, such as per-
forming arithmetic on incompatible register types or using uninitialized 
registers.

Randomized return values. The BPF verifier strictly checks the final 
value in register R0 upon program exit. This injector inserts random 
values into the return register, producing logic errors where a program 
attempts to return undefined or forbidden status codes to the kernel.
Resource management violations. BPF programs using features like spin-
locks must ensure they are properly released. This mechanism generates 
execution paths where critical sections are entered (for example, using
bpf_spin_lock) but never exited, or where acquired references are 
dropped without release.

6.2.2. Generation strategy
To ensure a balanced distribution of verification errors, the gener-

ation process is managed by a heuristic control loop. The tool imple-
ments a strategy designed to prevent the most frequent error types from 
dominating the dataset, and obtain a balanced dataset, consisting of 
a balanced number of programs for each verifier error message. This 
process operates in two distinct phases:
1. Warm-up phase. The generator initially iterates through each injec-
tion mechanism individually for a fixed number of attempts. This phase 
allows the tool to associate which errors are triggered by which specific 
injector.

2. Adaptive feedback loop. Following the warm-up, the generator en-
ters an adaptive cycle where injection probabilities are dynamically 
adjusted based on the error distribution.

• Dynamic Weighting: Each injector is assigned a base proba-
bility to be used(50%). This weight is dynamically increased 
(up to 90%) if the injector successfully triggers new or under-
represented errors, and penalized (down to 20%) if it fails to 
contribute effective samples.

• Error Saturation: To mitigate dataset imbalance, a saturation 
threshold is enforced (set to 21 samples per unique error mes-
sage). Once an error type reaches this limit, subsequent instances 
producing that error are discarded, forcing the heuristic to explore 
alternative injection paths and uncover rarer edge cases.

This methodology produced a balanced dataset of 406 eBPF pro-
grams, serving as the ground truth for evaluation.
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6.3. Evaluation metrics

To quantify the Pretty Verifier ’s approach quality, we defined a 
composite scoring system. Unlike binary pass/fail metrics, we evaluated 
four distinct dimensions to capture the nuance of developer assistance. 
Each metric uses a specific scale to reflect the quality of the tool’s 
output.

6.3.1. Correctness of reporting (line and file)
This objective metric determines whether the tool correctly identi-

fied the exact line number and file name where the error originated. 
The possible values are:

• 1 (Present and Correct): The tool identified the precise location.
• 0 (Not Present/Incorrect): The tool failed to identify the location 
or pointed to a wrong one.

6.3.2. Precision of C references
This metric assesses whether the tool correctly referenced the rele-

vant C artifacts (variables, offsets, function names) associated with the 
error.

• 1.0 (Totally Precise): All references (e.g., variable names involved 
in an invalid access) were present and mapped correctly.

• 0.5 (Partially Precise): References were present but incomplete, 
or mapped with minor inaccuracies.

• 0.0 (Missing/Incorrect): References were missing or mapped to 
unrelated code elements.

6.3.3. Explanation quality
This metric evaluates the semantic clarity of the error message.

• 1.0 (Correct): The message correctly and clearly explained the 
root cause of the error

• 0.5 (Partial): The message gave a general explanation but lacked 
punctuality or specific context.

• 0.0 (Incorrect): The message was misleading or failed to explain 
the error.

6.3.4. Suggestion quality
This metric evaluates the actionable utility of the fix provided by 

the tool.

• 1.0 (Effective): The suggestion provided precise instructions that, 
if applied, fixed the error immediately.

• 0.5 (Partially Effective): The suggestion allowed fixing the error 
but additional effort or interpretation was required from the 
developer.

• 0.0 (Ineffective): The suggestion was missing or did not help fix 
the error.

In cases where a suggestion was not possible or required (for example 
whenever a certain function is not callable from a program type), the 
suggestion score was not included in the statistics to avoid penalizing 
the tool for impossible tasks.

6.4. Experimental results

The evaluation was conducted on the balanced dataset produced by 
the Fuzzing Framework, comprising 406 distinct eBPF programs. To 
ensure statistical significance, the generation process was controlled 
to produce approximately 21 samples for each unique verification 
error type, preventing common errors from skewing the results. Some 
possible eBPF verifier error messages could be produced by only a 
limited number of programs, but they represent only a small fraction 
of the overall set of error messages, and therefore their impact on the 
metrics is likely negligible.
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Table 2
Summary of evaluation metrics (Percentages and counts)
 Metric Bad Partial Good Avg  
 Line/File Correctness 15.59% – 84.41% 0.80 
 Closeness to C 3.71% 26.73% 69.55% 0.81 
 Explanation Quality 2.72% 26.49% 70.79% 0.84 
 Suggestion Quality 14.07% 28.25% 57.41% 0.65 

The evaluation was performed by the authors, who manually re-
viewed each error message produced by the programs generated by 
the fuzzer and then assigned a score according to the evaluation scale 
described above.

The overall results demonstrate the good quality of the approach, 
achieving a global average score of approximately 0.81 across all 
dimensions. Table  2 summarizes the distribution of the quality levels 
and the average scores (Avg) for all metrics.

6.4.1. Error location precision
The tool demonstrated high reliability in locating errors. The Line 

and File Correctness metric achieved a ‘‘Present and Correct’’ rating in 
84.41% of cases. The remaining 15.59% of cases represent instances 
where the tool could not extract location information, despite being 
explicitly designed to handle location reporting for those error types. 
These failures primarily stem from inconsistencies in the underlying 
eBPF verifier log, which in some instances fails to correctly interleave 
the C source code within the log output. This behavior may be at-
tributed to compiler optimizations that desynchronize the BTF debug 
information from the generated bytecode, preventing the tool from 
mapping the verification error back to the source line.

6.4.2. Closeness to C
Regarding the Closeness to C, which evaluates the mapping of byte-

code to source artifacts, the tool yielded good results. In 69.55% of 
cases, the references were classified as ‘‘Totally Precise’’, while only 
3.71% were deemed ‘‘Imprecise’’. It is worth noting that failures in 
the mechanism responsible for identifying the corresponding C source 
line where the error originated had a direct impact on this metric, 
negatively affecting its performance as well.

6.4.3. Explanation quality
The Explanation Quality was rated as ‘‘Correct’’ in 70.79% of cases. 

The incidence of inadequate or absent explanations is extremely low 
(2.72%), demonstrating the effectiveness of the tool in enriching the 
eBPF verifier output with some meaningful context for almost all the 
tested error messages. For the remaining messages that did not receive a 
fully adequate explanation, this was mainly due to the high complexity 
of the error type, which may depend on different factors that need to 
be investigated for each specific program.

6.4.4. Suggestion quality
The Suggestion Quality achieved an ‘‘Effective’’ rating in 57.41% 

of cases, providing precise instructions to fix the error. The average 
score of 0.65 indicates that while the tool typically provides the correct 
solution, complex scenarios occasionally result in ‘‘Partially Effective’’ 
suggestions that require further developer interpretation. However, the 
majority of errors were effectively addressed. Similarly to the previous 
metrics, in cases where a suggestion was not possible, it was not 
included in the statistics.
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Table 3
Detailed scores for selected error types (Loc: Location, C-Ref: Closeness to C, 
Expl: Explanation, Sugg: Suggestion)
 Error message Loc C-Ref Expl Sugg Avg  
 Map configuration error 1.00 1.00 1.00 1.00 1.00 
 Wrong argument passed to helper function 1.00 1.00 1.00 0.64 0.91 
 Tail call invocation before releasing reference 0.83 0.75 0.83 0.83 0.81 
 Unbounded memory access of the variable 0.90 0.90 0.95 0.45 0.80 
 Invalid access to map value 1.00 0.55 0.95 0.50 0.75 
 32-bit ALU operations on pointers 1.00 0.50 0.50 0.00 0.50 

Fig. 14. Example of a failed attempt to enhance the verifier error.

6.4.5. Error-specific analysis
To understand the tool’s behavior on specific error classes, we 

analyzed the detailed scores for distinct error codes using the balanced 
generated dataset. In Table  3, we present a breakdown of the metrics 
for some of the error messages obtained by the programs generated by 
the modified fuzzer.

For example, error handlers for ‘‘Wrong argument passed to helper 
function’’ and ‘‘Map configuration error’’ achieved near-perfect average 
scores of 0.91 and 1.00, respectively. Similarly, the detection of ‘‘Tail 
call invocation before releasing reference’’ achieved a score of 0.81. 
Since these error messages often follow similar patterns, the tool proves 
to be particularly effective in handling them.

Nevertheless, the tool also demonstrated strong robustness when 
dealing with error messages exhibiting more heterogeneous patterns. 
For instance, ‘‘Unbounded memory access of the variable’’ and ‘‘Invalid 
access to map value’’ maintained very high explanation-quality scores 
(0.95 for both), resulting in consistent average scores of 0.80 and 
0.75, respectively. This suggests that, even when generating precise 
suggestions is challenging due to error heterogeneity, the tool remains 
effective in clarifying the underlying context of the reported issue.

In contrast, categories such as ‘‘32-bit ALU operations on pointers’’ 
showed a lower average score (0.50), mainly caused by the diffi-
culty to generalize the suggestion for specific low-level arithmetic con-
straints. However, even in these cases, the tool successfully identified 
the location of the error in the majority of instances.

Finally, Fig.  14 shows an example in which a recognized error class 
is only partially handled. The verifier reports an unbounded memory 
access through register R2 and suggests constraining the involved 
variable. Pretty Verifier correctly matches the error class, but fails 
to recover the source-level variable responsible for the access. This 
happens because neither the verifier log nor the DWARF information 
dumped from the object file provide sufficient location information for 
the failing instruction, preventing the tool from mapping R2 back to the 
corresponding C variable. As a result, the diagnostic contains an empty 
variable name and the generated suggestion is incomplete. This case 
is therefore evaluated negatively for the Closeness-to-C and Suggestion 
Quality metrics, while still showing that the underlying verifier error 
was correctly classified.

6.4.6. Error message analysis for manually collected eBPF programs
To complement the evaluation performed on the fuzzer-generated 

dataset, we conducted a similar analysis on the real-world and man-
ually written eBPF test programs dataset that we created initially, 
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Table 4
Summary of evaluation metrics for real-world and manually crafted programs.
 Metric Bad Partial Good  
 Line/File Correctness 2.70% – 97.30% 
 Closeness to C 0.00% 19.44% 80.56% 
 Explanation Quality 0.00% 2.33% 97.67% 
 Suggestion Quality 3.85% 30.77% 65.38% 

comprising faulty programs collected from online repositories, devel-
oper forums, blog posts, and specifically crafted manual tests designed 
to replicate the rejection messages studied on the eBPF verifier source 
code.

We kept the analysis of this dataset separate to prevent the uneven 
distribution of real-world errors from skewing the balanced metrics dis-
cussed earlier. While the fuzzer produces a perfectly balanced dataset 
to avoid statistical bias across error types, the human-written dataset 
contains only one or a few programs for each manually replicated error 
message. For this reason, merging the two evaluations would have 
introduced distortions in the results. The evaluation metrics for the 
human-written dataset are summarized in Table  4.

Comparing these results with those obtained from the fuzzed dataset 
(Table  2), we observe a performance improvement across all dimen-
sions. Most notably, the line correctness achieved a ‘‘Good’’ rating 
in 97.30% of cases, compared to 84.41% in the automated dataset. 
Similarly, explanation quality reached 97.67% (up from 70.79%), and 
suggestion quality improved to 65.38% (up from 57.41%).

This discrepancy is expected and highlights the high resilience 
of the tool when applied to standard development workflows. The 
fuzzer systematically generates edge-case semantic combinations and 
structurally chaotic execution paths to stress-test the verifier. These 
extreme configurations often degrade the quality of the DWARF de-
bug information emitted by the compiler, leading to the localization 
failures observed in the fuzzed dataset. In contrast, programs written 
by humans, even when containing verifier-rejectable faults, maintain 
coherent logical structures, allowing the compiler to preserve accurate 
debug mappings.

6.5. Error message coverage

By combining the test cases generated by the fuzzer with those pre-
viously collected from online sources, forum discussions, and manually 
written tests, we were able to test 44 out of the 91 handlers imple-
mented in Pretty Verifier. In the previous iteration, only 17 handlers 
had been tested. Considering the 111 error messages identified in the 
eBPF verifier source code as potentially originating from C code, Pretty 
Verifier now covers 56 of them, compared with the 17 covered in the 
previous iteration.

Although testing 48% of the handlers may appear limited, it is 
important to note that our initial study conducted to identify the errors 
to be managed and the 91 handlers to develop was highly conservative, 
including errors whose relevance we could not exclude at that stage 
but that subsequently were revealed to be impossible to trigger from 
C code, and then not relevant. Such error messages were handled 
proactively for completeness, as a defensive design choice, but they 
are impossible to generate starting from C programs for a number of 
reasons. The main one is that the compiler prevents the creation of 
certain malformed eBPF bytecode patterns that are necessary to trigger 
those errors or the verifier itself may preemptively resolve or mask the 
issue. An example is dead code elimination: the compiler removes un-
reachable instructions and therefore the unreachable instruction error 
that the verifier is expected to return cannot be triggered by compiled 
code. Another example are explicit casts between integer types: some 
type conversions written in C are not preserved in the corresponding 
bytecode by the compiler, so preventing the bytecode generated by the 
compiler from including some cast-related verifier errors.
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Although our fuzzing strategy relies, as previously discussed, on 
an inherently heuristic approach, and therefore cannot be used to 
definitively infer that the untriggered handlers cannot be triggered by 
C code, our evaluation is supported by combining multiple independent 
testing efforts. Specifically, we complemented automated fuzzing with 
manual testing and an extensive review of real-world eBPF issues. Our 
analysis of developer forums and online repositories suggests that pro-
grammers encounter only a quite restricted subset of verifier errors in 
practice, all covered by our tests. The absence of the remaining errors in 
these real-world discussions strongly supports the hypothesis that they 
cannot be generated through standard C-to-eBPF compilation. Based 
on these observations, we can assume that Pretty Verifier successfully 
handles the vast majority of the error messages that are realistically 
triggerable by C programs. Moreover, through the fuzzer’s exploration, 
we generated test cases for these practical errors, reaching full test 
coverage for this particular subset of handlers, which translates to 
improved reliability in the tool’s error handling.

6.6. Functional validation and performance

Beyond validating as many handlers as possible, specific tests were 
conducted to evaluate the tool’s functional robustness and efficiency.

In order to ensure complete validation, multiple test cases were 
developed for each triggered handler, achieving full coverage of the 
handler code. In particular, the fuzzer proved effective in generating 
diverse scenarios for each handler, allowing all execution paths and 
supported cases to be tested. To further assess the tool’s resilience in 
accurately identifying the correct C source line, we employed both 
automated and manual stress-testing strategies. An automated utility 
was developed to inject minor, non-functional modifications, such as 
random newlines or bpf_kprint calls, into the source code of the 
developed test cases. The tool consistently preserved correct line num-
ber reporting for all errors across all generated variants. Additionally, 
the tool was tested against deliberate structural complexities, such as 
code distributed across multiple .c and .h files and the introduction 
of duplicated code segments (e.g., identical functions called in different 
contexts). In this scenario, the tool generally produced correct results, 
but had difficulties when the debug information associated with verifier 
error messages was corrupted, usually because of compiler optimiza-
tions. This issue was then mitigated by implementing the fallback 
mechanism described in Section 5.5, which lets the tool provide correct 
suggestions even in such cases.

In terms of performance, the tool operates exclusively at load time, 
introducing zero runtime or compile-time overhead. The analysis over-
head during the loading phase is negligible compared to the eBPF 
verifier execution time.

6.7. Robustness across kernel versions

Pretty Verifier was primarily developed and evaluated on Linux 6.8. 
To assess its robustness across nearby kernel versions, we ran the same 
406 fuzz-generated tests used in the main evaluation on Linux 6.6.143, 
6.12.94, and 6.18.36. For each version, we compared the raw verifier 
error and the generated diagnostic with the corresponding baseline 
result.

Table  5 summarizes the results. In more than 80% of the cases, both 
messages are identical to the baseline. This shows that, for the large 
majority of programs, changing the kernel version does not affect the 
behavior observed by the tool.

The diagnostic is emitted in an even larger fraction of cases, ranging 
from 84.73% to 91.13%. These additional tests correspond to cases 
where the tool still handles the verifier error, although the resulting 
diagnostic is not identical to the baseline. These cases remain limited, 
ranging from 3.20% to 3.45%. They are mainly caused by differences 
in the verifier behavior across kernel versions: the verifier may stop 
at different points of the bytecode analysis and therefore expose a 
11 
Table 5
Cross-kernel comparison with respect to the Linux 6.8 baseline. Diagnostic 
emitted includes all cases in which the tool produced a diagnostic, including 
identical ones.
 Kernel Identical

messages
Diagnostic
emitted

No
diagnostic

 

 6.6.143 357 (87.93%) 370 (91.13%) 36 (8.87%)  
 6.12.94 350 (86.21%) 364 (89.66%) 42 (10.34%)  
 6.18.36 330 (81.28%) 344 (84.73%) 62 (15.27%)  

different reason for rejecting the same source program. Since these 
errors are still recognized by Pretty Verifier, their diagnostic quality 
is covered by the evaluation presented in the previous sections.

The remaining cases correspond to executions for which no diagnos-
tic is generated. This may happen when the program is rejected before 
a meaningful verifier log is available, for example due to BTF or kernel-
compatibility issues, or when the verifier emits a message whose textual 
structure differs from the one observed in the baseline. The latter cases 
mostly require extending the parser to support additional formatting 
variants of already known verifier errors, and are left as future work. 

6.8. Possible validity limitations

While the experimental results demonstrate the effectiveness of 
Pretty Verifier, we acknowledge certain possible limitations to the 
validity of our evaluation.

A primary threat to internal validity lies in the subjective nature 
of some of the evaluation metrics, specifically Explanation Quality and
Suggestion Quality. Although we defined strict criteria for assigning 
scores (1.0, 0.5, 0.0), the assessment was inherently conducted by the 
authors, introducing a potential interpretative bias. To mitigate this 
and provide a purely objective assessment, a comprehensive user study 
involving external eBPF developers is planned as future work.

Moreover, the generalizability of our results is subject to constraints 
related to the compiler, the testing dataset, and the kernel version.

First, while our heuristic approach combined with manual review 
suggests that the most prevalent practical errors are all covered, the 
inability to formally prove that the untested error messages cannot be 
generated from C source code remains a limitation.

7. Conclusions and future developments

The Pretty Verifier has been designed to improve the developer ex-
perience for eBPF programming, specifically addressing the complexity 
and interpretation difficulty of the eBPF verifier logs. The tool provides 
developers with critical insights into the issues raised by the veri-
fier, offering precise error localization, code-referenced explanations, 
and actionable suggestions. The experimental results are generally 
satisfactory. By leveraging a semantic fuzzer alongside manual test 
cases, we validated 44 of the 91 implemented handlers. While this 
coverage extends to approximately half of the total set, the fuzzing cam-
paign confirms that the tool effectively addresses the errors realistically 
triggered in practice.

Future work will focus on enhancing the tool’s evaluation. A pri-
mary objective is the evolution of the testing framework through the 
adoption of hybrid generation techniques. By relaxing the strict seman-
tic constraints of the current fuzzer, it will be possible to generate basic 
C code patterns that expose verification edge cases currently masked by 
the semantic enforcement. Furthermore, a comprehensive user study 
involving eBPF developers is planned to complement the automated 
evaluation. This qualitative analysis will aim to empirically assess the 
tool’s effectiveness in reducing debugging time and improving error 
comprehension in real-world development scenarios. Finally, porting 
the codebase to a compiled language is planned to eliminate Python 
runtime dependencies. This transition would facilitate the distribution 
of the tool as a standalone binary, in order to facilitate its deployment 
in production environments.
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