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Abstract

Current applications in both industry and academia often attempt to implement
anomaly detection and predictive maintenance solutions without a thorough under-
standing of fault modes or their behavior in real systems. Similarly, in robotics,
sensor data are frequently assumed to be perfectly reliable and are trusted uncritically
when performing tasks such as navigation or localization. However, this assumption

can lead to inaccurate predictions and unreliable system behavior.

This thesis addresses these limitations by introducing and analyzing several
techniques based on the Novelty Detection paradigm. The work is structured into
two main parts. The first part focuses on industrial applications, where different
novelty detection algorithms are evaluated for bearing monitoring. In this context, an
unsupervised machine learning benchmark is also conducted to assess how models

commonly proposed in the literature perform in real-world industrial scenarios.

The second part of the thesis is dedicated to the application of novelty detection
in the robotics domain, with a particular focus on localization. Specifically, this
work investigates the reliability of Ultra-Wideband range measurements obtained
from multiple antennas under varying environmental conditions. Novelty detection
is employed to identify unreliable sensor measurements and improve the robustness

of localization pipeline.

A key design principle underlying the proposed methods is simplicity and compu-
tational efficiency. The models presented in this thesis are intentionally lightweight
and easy to interpret, making them accessible even to non-expert users. Moreover,
their low computational requirements enable deployment on embedded systems,
thereby supporting edge computing applications.

Overall, the contributions of this thesis demonstrate how novelty detection tech-
niques can surpass existing state-of-the-art approaches in specific application do-

mains. In addition, this work clarifies the fundamental conceptual differences



vi

between anomaly detection and novelty detection, two terms that are often used

interchangeably despite referring to distinct problem formulations.
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Chapter 1
Introduction

Nowadays, companies and research institutions strive to develop methods for iden-
tifying the conditions that lead to failures in complex systems such as machines,
robots, and vehicles. These methods fall under the increasingly widespread concept

of predictive maintenance, which has gained attention in the industrial environment.

The concept of predictive maintenance is studied by the scientific community due
to its usefulness in detecting and anticipating system failures. It is often confused
with the notion of condition monitoring, although the two terms describe different
approaches. Condition monitoring refers to the continuous observation of specific
signals within a system. When one of these monitored signals—or a mathemat-
ical transformation thereof—exceeds a threshold defined by domain experts, the
algorithm triggers an alert indicating that the threshold has been surpassed. The
user should then inspect the system, identify the cause of the anomaly, resolve the
issue, and restore normal operation. Predictive maintenance differs from condition
monitoring in its ability to provide temporal forecasts of system degradation. While
condition monitoring detects the onset of a problem only when a threshold is ex-
ceeded in real time, predictive maintenance estimates when a failure is likely to occur
in the future. This forecast is commonly referred to as the Remaining Useful Life
(RUL), which could represent the estimated number of days, hours, or operational
cycles a system can continue functioning before a failure occurs. The concept of
condition monitoring could be associated with reactive maintenance, a maintenance
strategy in which components are replaced only after a failure has already taken
place, as described in [1].
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In recent years, a great deal of research has focused on improving RUL prediction
through sophisticated algorithms, aiming to achieve incremental gains in prediction
accuracy. However, the big problem faced by companies today is not the lack of
algorithms, but rather the scarcity of high-quality data. This issue is particularly
evident when a system or component is newly designed: insufficient operational
data makes it difficult to train models able to reliably estimate the components’ RUL.
Under such circumstances, it is also difficult to set meaningful condition monitoring
thresholds to distinguish between normal and faulty operating conditions. Although
domain experts define preliminary thresholds (i.e., datasheet characteristics), these
values are often either too high or too low to capture anomalies in the system. To
address this lack-of-data problem, a new research direction has emerged in recent

years: novelty detection.

Novelty detection enables the identification of novelties or deviations from a
nominal condition without requiring large datasets. Such algorithms are particularly
valuable when no historical data exist—for example, when a new machine is just
designed and built, and no prior signals are available to define signal forecasting
for a predictive maintenance algorithm. Novelty detection, therefore, represents a
compromise between the benefits of a predictive maintenance framework and the

practical limitations imposed by limited data availability.

The key distinction between predictive maintenance and novelty detection lies
in the underlying assumption about the data. Predictive maintenance relies on
extensive datasets to forecast the RUL, whereas novelty detection simply requires
a well-defined nominal condition, such as the first operational hours of a new
system. Although novelty detection does not predict RUL, instead it could provide
an estimate of what might be termed the remaining time to alert [2], based on
deviations from the nominal behavior. Another advantage of novelty detection is its
high degree of flexibility. If the algorithm identifies a condition as novel but domain
experts determine that it does not correspond to a fault, this new condition can be
incorporated into the set of normal behaviors. Over time, this allows the system to
accumulate a richer dataset that can be used to develop a future robust predictive
maintenance model. In this sense, novelty detection can be regarded as a precursor
to predictive maintenance: it supports the early understanding of a system’s behavior,
helps validate sensor configurations, and facilitates the forecasting of future RUL

estimations.



As of 2025, the year in which this thesis is written, one of the primary challenges
in novelty detection lies in identifying models that are sufficiently precise to deter-
mine when operating conditions deviate from their nominal state. The significant
issue for this class of algorithms remains the false positives, thus the distinction
between nominal and novel conditions. Recent developments in the field have in-
creasingly adopted Artificial Intelligence (AI) techniques to classify system behavior
as either normal or novel. Following current trends in the state of the art, researchers
continue to design more sophisticated models to achieve higher accuracy while

simultaneously minimizing false positive rates.

During these years, the main challenge concerned the development of models that
are as simple and lightweight as possible, both in terms of usability and computational
demand. The objective was to provide companies and non-expert users with a tool
that allows them to experiment with and evaluate novelty detection techniques
without the complexity typically associated with state-of-the-art algorithms. In other
words, my intention was to offer accessible methods that can serve as practical

alternatives to more sophisticated approaches.

The content of this thesis is organized into three main sections. Section 2 presents
the theoretical background necessary to understand the methodologies analyzed in
the works developed throughout these years. Sections 3 and 4 contain the most
representative and significant contributions of my academic path during the PhD.
The works in Section 3 focus on applications in industrial environments. Here, simple
Machine Learning approaches are examined, discussing how novelty detection can
be implemented using lightweight models. The works in Section 4 explore a more
recent and emerging research direction within novelty detection, specifically related
to the robotics domain. One of the key advantages of novelty detection is its flexibility
across different application fields. This second research area, while not directly tied
to industrial applications, investigates a more academic problem: the identification
of problematic zones that affect robot localization in indoor environments. This work
demonstrates how novelty detection methodologies can extend beyond traditional
industrial maintenance tasks, offering valuable tools for analyzing and interpreting
environmental conditions in robotics. The motivation for exploring this new field
of application lies in my interest in extending previous studies related to novelty
detection. Robotics presents numerous open challenges, with localization being one
of the most prominent and difficult to address due to the variety of environmental

and operational factors involved. Particularly compelling is the adaptability of the
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novelty detection paradigm to an entirely different application domain. This shift has
allowed me to work across both industrial and academic contexts, thereby gaining

exposure to a diverse range of methodologies, problems, and research perspectives.

The remainder of this thesis is structured as follows: Section 5 presents the
conclusions and offers a critical reflection on the work carried out during these years.
Finally, Section 6 outlines future research directions that, hopefully, will contribute
to further advancements in the field of novelty detection.



Chapter 2
Theoretical Analysis

This chapter presents the fundamental concepts necessary to understand the works
presented in Sections 3 and 4. In more detail, this section is divided into a preliminary
presentation of how a Novelty Detection technique works, followed by a discussion
of the techniques used to develop it, with an in-depth analysis of the Artificial

Intelligence approaches.

2.1 Novelty Detection

Novelty Detection is a technique that has been developing in recent years and aims
to identify differences between a nominal and a novel condition. Often, this type
of architecture is modeled as a binary classifier (i.e., an architecture capable of

discerning only two classes: the normal class and the novel class).

Formally, in a binary classification problem, given a dataset X = {(x;, @) | x; €
RP i=1,...,N}, where each sample x; has dimension D and is associated with a
label w; € {0, 1}, the goal is to identify the correct class for a given input vector [3].

Let h denote the binary decision function of a generic architecture:

o = h(x|X) :RP = [0,1] (2.1)

Often this kind of architecture uses a score to estimate if the input vector belongs

to a class or to the other. Most of the time, this score is a number that is the
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representation of a difference between the nominal input and the actual one. Indeed,
it is possible to define a threshold k that is the number used for discerning the two

classes. Calling the scoring function g, the two possible situations can happen:
gx)<k—0 (2.2)
glx)>k—1 (2.3)

The challenge consists of defining a model or architecture able to estimate the
score, in order to obtain a reliable quantity for comparison. Clearly, an appropriate
choice of the threshold & is also crucial for reducing the false positive rate. [3]

classifies Novelty Detection algorithms into five main categories:

* Probabilistic approach estimates the density of the normal class, identifying

novel samples in low-density regions.

* Distance-based methods rely on clustering models and assume that normal

data form compact clusters, whereas novel samples lie far from them.

* Reconstruction-based methods employ machine learning or deep learning
models trained exclusively on normal data, identifying novel samples through

a high reconstruction error.

* Domain-based methods attempt to describe the normal data distribution while

excluding high-density regions.

 Information-theoretic methods use measures such as entropy to quantify the

normality of the data.

In this work, the reconstruction-based approach will be analyzed, using both
machine learning and deep learning models, which will be discussed in the next

section.

2.2 Artificial Intelligence

The term Artificial Intelligence (Al) is deeply integrated into modern language. In

many cases, it is used improperly to refer to any application that employs complex
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neural network models, such as ChatGPT or Google Gemini. However, behind these
simple terms lie a wide range of complex concepts that have been developed over the
last century. Artificial Intelligence is the most general term used to describe systems
capable of making decisions autonomously. Within this broad domain, two important
subfields are commonly identified: machine learning and deep learning. Furthermore,
deep learning can be considered a subset of machine learning. Consequently, Arti-
ficial Intelligence represents the most general domain, including machine learning
and deep learning. Figure 2.1 illustrates this hierarchical relationship through a Venn

diagram.

Deep Machine Atrtificial

Learning Learning Intelligence

Fig. 2.1 Venn diagram of the artificial intelligence domain. Artificial Intelligence (Al) is a
broad term that encompasses both Machine Learning and Deep Learning as subfields within
it.

As reported in [4, 5], Artificial Intelligence (Al) is a general term used to describe
the ability of a system to perform tasks that typically require the human brain, such
as speech recognition and decision-making. Machine Learning (ML) is a subfield
of Al that enables systems to learn how to perform tasks from historical data. Deep
Learning (DL) extends the machine learning paradigm by employing large-scale
datasets and more complex architectures. By leveraging vast amounts of data, deep
learning methods are able to address highly complex tasks, such as image and
speech recognition, object detection, and many others. There is a long and rich
history behind the concepts of Al and DL. Historically, three major waves of deep
learning have been identified, as reported in [6]: cybernetics in the 1940s—1960s,

connectionism during the 1980s—1990s, and the current wave, commonly referred to
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as deep learning, which began around 2006. One of the earliest models associated
with the first wave of cybernetics was proposed by McCulloch and Pitts [7]. This
model represented one of the first attempts to emulate the behavior of the human brain.
It could recognize only two categories, acting as a binary classifier that produced
either a positive or a negative output. The decision was made by manually setting
a suitable set of weights in a linear function that yielded one of the two possible
outputs. Subsequently, Rosenblatt [8, 9] introduced the perceptron, the first model
capable of automatically learning weights from input data. Around the same period,
Widrow and Hoff developed the ADALINE (Adaptive Linear Element) model [10],
which could predict continuous-valued outputs rather than binary categories. Today,
these approaches are collectively referred to as linear models. Notably, ADALINE
was the first model to employ the Stochastic Gradient Descent (SGD) algorithm to
automatically learn model parameters for estimating a real-valued output. Modern
deep learning algorithms still rely on variants of SGD as the predominant training
strategy. One of the main limitations of linear models was later highlighted by
Minsky and Papert [11], who demonstrated that such models are unable to learn the
XOR function. This discovery marked the first major decline in research interest in

neural networks, often referred to as the first “Al winter” in the deep learning field.

Neuroscience has been a significant source of inspiration for deep learning, but
it has not served as its primary guiding framework due to the extreme complexity
of the human brain. A vast number of neurons are involved in decision-making
processes, and, to date, understanding how the brain operates in detail remains highly
challenging. As a result, it is currently infeasible to construct a comprehensive
mathematical model capable of fully emulating brain functionality [12].

As shown in [13], most mammalian brains appear to rely on a single underlying
algorithm to perform a wide variety of tasks. This insight opened the possibility of
unifying previously fragmented research efforts, which had traditionally focused
on solving isolated tasks. Although research areas remain distinct today, many
research groups now work across multiple domains, combining expertise to emulate
the integrated processing capabilities of the brain, as suggested by the studies of von
Melchner.

The history of deep learning, starting from its roots in neuroscience, can be
summarized through the following key developments. In the 1980s, Fukushima

introduced a novel architecture called the Neocognitron for image processing, which
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laid the foundation for modern convolutional neural networks. The original Cogni-
tron, also developed by Fukushima [14], was highly complex and aimed at closely

emulating biological brain functions.

Subsequently, a simplified model of the neuron, known as the Rectified Lin-
ear Unit (ReLU), was introduced by combining ideas proposed by several re-
searchers [15—18]. This activation function, which is analyzed in detail in Section 2.8,

significantly contributed to the practical success of deep learning architectures.

In the 1980s, the connectionism movement emerged within the broader context of
cognitive science. Cognitive science initially gained popularity through the study of
symbolic reasoning. However, translating symbolic reasoning into symbolic models
proved difficult to implement using neural networks. Touretzky and Hinton [19]
were among the first connectionist researchers to study the work of psychologist
Donald Hebb [20]. During this period, the concept of distributed representation
was introduced [21]. The core idea behind this concept is that each input should
be represented by a set of features distributed across multiple units rather than by a

single symbolic entity.

Other significant discoveries of this era include the backpropagation algorithm, in-
troduced by Rumelhart [22] and further developed by LeCun [23], which remains one
of the primary methods for training neural networks. Additionally, Hochreiter and
Schmidhuber introduced the Long Short-Term Memory (LSTM) architecture [24],
which is widely used today for Natural Language Processing (NLP) tasks.

The current wave of deep learning began when Hinton demonstrated that deep
neural networks could be effectively trained using a strategy known as greedy layer-
wise pretraining [25]. This breakthrough solidified the term deep learning as it is
understood today, highlighting the ability to train networks with significantly more
layers than in previous waves. Initially, this wave focused on improving general-
ization performance when only limited amounts of training data were available. In
contrast, contemporary research increasingly revisits very deep architectures to fully
exploit the availability of large-scale datasets.
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| Machine Learning
Input A i Model

> Output

. Evaluate
Training Solution <

Fig. 2.2 Machine Learning workflow.
2.3 Machine Learning

Machine Learning (ML) is the science of programming computers so that they can
learn from data [26]. Machine learning is a paradigm that can be applied to both
simple and complex tasks. For example, consider the problem of recognizing words
in a natural language. Each language contains a vast vocabulary, with numerous ac-
cents, pronunciations, and linguistic variations. In such cases, it is extremely difficult
to design a deterministic mathematical algorithm capable of correctly recognizing

every word.

Machine learning provides an effective alternative, thanks to its ability to learn
patterns and features directly from input data. As stated, a machine learning model
is able to learn from historical data. While it cannot directly produce outputs for
situations it has never encountered, various mathematical techniques enable fore-
casting and generalization by exploiting the latent features extracted during training.

Figure 2.2 illustrates the general workflow of the machine learning paradigm.

Today, the scientific community identifies four different types of Machine Learn-
ing: supervised, semi supervised, unsupervised learning, and reinforcement learning
algorithms. There are many differences between these types of machine learning
that depends on the label of the task. The label or class, corresponds to the output of
the machine learning model. The label can assume different shapes, it could be a
regression or a integer number, identifying the category. In the following paragraphs
it will be analyzed the first three machine learning paradigms, leaving out the Rein-
forcement Learning because a bit far from the scope of the works presented in the

next part.
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Input

l

ML Model

Binary Classifier Multiclass Classifier Regressor
0 | 1 A|B|C|D /
e

Fig. 2.3 Three types of machine learning tasks: binary classifier (producing two possible
labels), multiclass classifier (producing one label among multiple classes), and regressor
(producing a continuous output value following the learned data pattern)

2.3.1 Supervised Learning

When labeled data are available, the learning paradigm is referred to as supervised
learning. In this type of machine learning, the training dataset includes labels
provided by the user. Supervised learning is commonly used to perform three
main types of tasks (Figure 2.3): binary classification, multiclass classification, and
regression. A binary classifier is trained using only two labels and, based on the
input data, assigns one of the two classes as output. Multiclass classification extends
this concept by allowing the model to predict one among multiple classes observed
during training; such models are often more complex than binary classifiers. Finally,
regression models differ from classification models in that they output a continuous
value rather than a discrete class label. By learning the relationship between input
features and continuous targets, regression models can perform forecasting, even for

input—output combinations not explicitly observed during training.

2.3.2 Unsupervised Learning

The unsupervised learning paradigm differs fundamentally from supervised learning.
In this case, no labels are predefined by the user; instead, the model attempts to

learn autonomously from the data. Unsupervised learning is often associated with



12 Theoretical Analysis

Feature 2 Feature 2
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Cluster 1 Cluster 3
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Fig. 2.4 Example of unsupervised machine learning based on clustering. Two possible cluster
configurations.

the concept of clustering, as many unsupervised models aim to organize input data
by exploiting the underlying patterns inherent in the data itself. In this context, the
model partitions the data into multiple groups across potentially high-dimensional
feature spaces. Data points that are similar according to multidimensional similarity
measures tend to aggregate into groups known as clusters. Clustering algorithms are
among the most common techniques in unsupervised machine learning. However,
deep learning has also introduced unsupervised approaches that do not explicitly rely
on clustering, but instead learn more complex latent representations, as discussed
in Section 2.8. Unsupervised learning methods are often used as a precursor to
supervised learning. Once meaningful clusters are identified within a dataset, labels
can be assigned to the data, enabling the subsequent application of supervised
algorithms. An example of an unsupervised learning algorithm is illustrated in

Figure 2.4.

As shown in figure 2.4, the user can select one of the n possible configurations. In
general, there is no predefined number of clusters that must be chosen. In principle,
the number of clusters could be set equal to the number of input samples; however,
such a choice is meaningless from the application point of view. Instead, the user
should select a number of clusters that is appropriate and meaningful for the specific

application.
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2.3.3 Semi-Supervised Learning

The final paradigm is semi-supervised learning, which represents a trade-off between
supervised and unsupervised learning. Two main interpretations of this paradigm
exist: the first focuses on reducing the cost and time associated with the labeling
process by leveraging a large amount of unlabeled data together with a small subset of
labeled samples. The second interpretation is more closely related to the nature of the
available data. In many applications, and particularly in Novelty Detection, explicit
labels are not available to the learning algorithm, even though the user possesses
implicit knowledge about the data. As described in the previous Section 2.1, novelty
detection models are typically trained using nominal data only. While the model itself
is agnostic that the training data represent the nominal condition, this information is
known to the user. For this reason, such approaches can also be regarded as a form

of semi-supervised learning.

2.3.4 Curse of Dimensionality

One of the main challenges in machine learning is the curse of dimensionality.
This term was first introduced by Richard Bellman in his seminal works [27, 28].
The concept refers to a common problem in machine learning that arises from the
dimensionality of the input data used for training. As the dimensionality of the input
space increases, the number of samples required for the learning grows rapidly. In
particular, the relationship between the number of features and the amount of training
data increases exponentially. Several approaches have been proposed to mitigate
this issue. Among them, the two most widely used strategies are dimensionality
reduction and feature selection. Dimensionality reduction consists of techniques that
reduce the dimensionality of the data by compressing the original high-dimensional
information into a lower-dimensional representation, where each new dimension
is a combination of the original features. One of the most well-known methods
in this category is Principal Component Analysis (PCA). Feature selection, on the
other hand, also aims to reduce the dimensionality of the input data, but does so by

selecting the most informative features and discarding the less relevant ones.
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2.3.5 Main Challenges

When dealing with machine learning, two main aspects must be carefully considered:
the input data and the model design. The challenges associated with data handling
are related to the quality and information content of the data itself. If the data used
for training are not representative or are insufficient, the training process will be
ineffective. It is crucial that the amount of data is tailored to the dimensionality
of the feature space, in order to mitigate the effects of the curse of dimensionality
(i.e. applying data reduction techniques). Moreover, the training data must be
representative of the underlying problem domain for generalization purposes. If
this condition is not satisfied, the model may fail when tested on previously unseen
samples (i.e. generalization problems).

Feature2 A
Underfit

Good fit

Overfit

>
»

Feature 1

Fig. 2.5 Difference between underfitting and overfitting based on model complexity. The
green line represents a good fit, the red line indicates underfitting, and the blue curve
represents overfitting.

With regard to model design, two undesirable conditions may arise in machine
learning: overfitting and underfitting. These two phenomena represent opposite
extremes. Overfitting occurs when a model is excessively complex relative to the
amount or quality of the training data. In this case, the model learns the train-
ing dataset almost perfectly, producing highly accurate predictions on the training
samples, but fails to generalize to unseen data, often yielding incorrect outputs.
Underfitting, on the other hand, represents the opposite situation, in which the model
is too simple to capture the underlying patterns and hidden features of the input data.
As a result, the model produces overly generic predictions, often returning similar
outputs even when the inputs are substantially different. A graphical illustration of
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these two problems is shown in Figure 2.5. As observed, the overfitted model closely
follows the training data trend but lacks generalization capability, while the red curve
corresponds to an underfitted model that fails to learn meaningful features from
the data. Possible solutions to mitigate overfitting include increasing the amount
of training data, thereby better capturing the diversity of the dataset, or applying
techniques such as cross-validation and bootstrapping. Cross-validation consists of
splitting the dataset into several subsets and repeatedly training and validating the
model on different partitions, whereas bootstrapping is a resampling method that
generates multiple datasets by sampling from the original data with replacement.
A desirable trade-off is represented by the green curve, which illustrates a model

achieving a good balance between these two characteristics.

2.4 Machine Learning models

In this section, a recap of the main machine learning models is presented, focusing
on those adopted and described in the following chapter dedicated to the PhD works.
Each model is introduced from a theoretical perspective, with the aim of explaining
its underlying principles and functionality, progressing from simpler models to more

complex ones.

2.4.1 Training, Testing and Validation dataset

The first step in setting up a machine learning problem is to divide the dataset into
three distinct parts: the training, testing, and validation sets. The training set is
used to train the algorithm and adjust its parameters. The testing set is dedicated
for evaluating the performance of the trained model on unseen data. Finally, the
validation set is sometimes used during training to monitor the model’s performance
and detect potential overfitting or underfitting over time.

2.4.2 Optimization Cost Functions

One of the main elements of Machine Learning is the ability of a system to auto-
matically learn the parameters of a model for prediction. In technical terms, the
quantities that are updated at each training step to improve the fit to the training data
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of the model are called hyperparameters. To achieve this, every machine learning
algorithm relies on several metrics that are necessary to monitor the training process
and to assess the current state of the model. Focusing on supervised approaches,
the most commonly used metrics are based on the error between the model output
and the ground-truth labels of the dataset. In the literature, many different types of
error measures are proposed. The simplest one is the standard error, computed as the
difference between the predicted output and the true label of the data:

eX,f) = Z (2.4)

where X is the input vector of the training dataset, f is the prediction function
of the model, ¥ is the predicted label of the model while y is the real label of the
dataset, and e is the error between the two. This is a very basic metric; however,
more complex and informative metrics have been proposed in the literature, such as

the following:

1 & 1 R
mse(X,f) ==Y (f(x)—yi)* ==Y (i — i) (2.5)
mi= mi=
this metric is known as the Mean Squared Error (MSE), where m is the number
of instances over which the error is computed, and the remaining notation is the

same as in equation 2.4.

rmse(X,f):\/nlii(f(x,-)—y%:\/nlqi(yi—yi)z (2.6)
i=1 i=1

that is the Root Mean Squared Error (RMSE), where the notation is the same for
the equation 2.5.

1 m
mae(X, f) = — Y [f() =yl = Zlyl yil (2.7)

i=1
This metric is known as the Mean Absolute Error (MAE). During training, these
metrics define the cost function to be minimized in order to reduce the difference
between the true labels and the predicted ones. A fundamental question then arises:

how can we find the best solution for choosing the model hyperparameters in a
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specific application? Most of the time, finding the optimal solution is not realistically
feasible; however, it is possible to obtain a sufficiently good solution by means of

the Gradient Descent optimization algorithm.

Basically, the idea of an optimization algorithm is to iterate different combination
of hyperparameter in order to reach the best cost function. For example, in a
supervised learning, one of the cost functions could be one of the errors presented
before, thus the optimization algorithm tries to reduce the error as much as possible.
The idea behind the Gradient Descent is to find a direction of the change of the
hyper-parameters in order to find the minima of the cost function selected. Often,
the initialization of the hyper-parameters is random at the beginning, then every
step, there is an update that gives the direction of the changes finding the minima
optimizing the cost function. The main problem is that, a complex model does not
have only a global minima, but they can have also a lot of local minima that mislead
the best hyper-parameters. To enhance this behaviour is possible to set a learning
rate that is a parameter able to configure the amount of the step of the change. A
larger learning rate can converge faster but can also do not converge at all. On the
opposite hand a lower learning rate can converge for sure to a local minima but if the
step is not enough it will stay in the local minima without leaving it and misleading
it into a global one. In figure 2.6 is possible to see a representation of the Gradient

Descent algorithm.

Cost Function
A
\ XLearning step

\-/ /\ Global minimum = best solution

Ny
>

Hyper-parameters

Fig. 2.6 Gradient Descent algorithm representation.
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In general, the goal of an optimization algorithm is to iteratively explore different
combinations of model hyperparameters in order to minimize a given cost function.
For instance, in supervised learning, a cost function may correspond to one of the
error metrics introduced previously; therefore, the optimization algorithm aims to

reduce the error as much as possible.

The idea behind the Gradient Descent algorithm is to identify the direction in
which the model parameters should be updated in order to reach a minimum of
the selected cost function. Typically, the parameters are randomly initialized at the
beginning of the training process, and at each iteration they are updated according to
the gradient of the cost function, which provides the direction of steepest descent.

A major challenge is that complex models usually exhibit not only a single global
minimum, but also multiple local minima, which may prevent the algorithm from
converging to the optimal solution. To address this issue, a learning rate is introduced,
which controls the magnitude of each parameter update step. A large learning rate
may lead to faster convergence, but it can also cause instability or divergence.
Conversely, a small learning rate generally ensures convergence; however, if the step
size is too small, the algorithm may become trapped in a local minimum and fail to

reach the global one.

In the literature, three main variants of the Gradient Descent algorithm are
commonly distinguished:

* Batch Gradient Descent: this variant computes the gradient using the entire
training dataset at each iteration. The main drawback of this approach is its
high computational cost, since processing the full dataset at every update step

can be extremely time-consuming, especially for large-scale datasets.

e Stochastic Gradient Descent (SGD): unlike Batch Gradient Descent, this
approach updates the parameters by computing the gradient using only a
single randomly selected training instance at each iteration. This randomness
introduces noise into the optimization process, which can help the algorithm
escape local minima, but may also lead to instability. A common technique
used to mitigate this issue is simulated annealing, which gradually adapts
the learning rate during training. The main advantage of SGD is its low
computational cost, making it suitable for large datasets and scenarios with

limited hardware resources.
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* Mini-batch Gradient Descent: this method represents a compromise between
Batch Gradient Descent and Stochastic Gradient Descent. At each iteration,
a small randomly selected subset (mini-batch) of the training data is used to
compute the gradient. This approach reduces the noise compared to SGD
while remaining computationally efficient, since only a portion of the dataset
is processed at each step, rather than the entire dataset as in Batch Gradient

Descent.

On the other hand, unsupervised machine learning algorithms do not operate
in the same manner, as no ground-truth labels are available; consequently, an error

between predicted and true labels cannot be computed.

In such cases, the scientific community has developed alternative evaluation
metrics that are more closely related to clustering algorithms. It is well known that
most unsupervised learning methods rely on clusters that are formed directly from
the latent features of the data. In this context, clustering evaluation metrics are

commonly classified as follows:

* Cohesion: also referred to as intra-cluster distance, it measures the similarity
among data points within the same cluster, indicating whether the cluster is

dense or sparse.

* Separation: also known as inter-cluster distance, it measures how well different

clusters are separated from each other.

A graphical representation of these two metrics is shown in Figure 2.7.

In a formal way it is possible to show that the cohesion is:

1
Cohesion(x;) = CHS(x;) = ———— Z d(xi,vi) (2.8)
| i’ -1 XiFYi
while the separation between two clusters is:
1
Separation(x;,x;) = SEP(x;,xj) = min#im Zd(x,-,xj) 2.9
nj

where i and j are two clusters with n; and n; points respectively, x; is a point of
the cluster i and x; is a point of the cluster j, and d(x;.y;) is the distance between
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Fig. 2.7 Cohesion and Separation metrics in a clustering algorithm

two point inside the same cluster i, while d(x;,x;) is the distance between a point of
the cluster i and a point of the cluster j. The distance can assume the shape of an
Euclidean distance or a Manhattan distance. In literature then, there is a metric that
tries to condense the cohesion and the separation metrics, called Silhouette score
[29], with the following shape:

SEP(XI') - CHS(X,)

Silhouette(x;) = max(SEP(xy), CHS (x7)) if CGi>1 —
L= Soocd if  CHS(xi) < SEP(x)) (2.10)

— <0 if CHS(x;)=SEP(x;)

gf;;((i% —1 if CHS(x;) > SEP(x;)

where CHS(x;) is the cohesion while SEP(x;) is the separation. The Silhouette
coefficient takes values in the range [—1,+1]. A value close to +1 indicates that the
data point is well matched to its assigned cluster and far from neighboring clusters.
A value close to 0 suggests that the data point lies near the boundary between two
clusters, while a value close to —1 indicates that the data point may have been

assigned to an incorrect cluster.
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2.5 Supervised Machine Learning models

In this section, the most commonly used algorithms in current research will be ana-
lyzed, providing the theoretical foundations necessary to better understand chapters
4, 5 dedicated to the proposed works.

2.5.1 Linear Regressor

Although it may seem counterintuitive, a simple linear function represents one of the
most basic machine learning models, as it is capable of performing predictions based
on the input data used to estimate its parameters. The mathematical formulation of a

simple linear regressor is given by:

y=0p+01x1+60x2+ ... + 6, x,, = O ex 2.11)

where y is the predicted value, n is the number of features, x; is the i'" feature
value and 6; is the 7" model parameter. Thus, the key idea is to find the right
parameters’ values in order to obtain a multidimensional linear function able to give

an output that is satisfying with respect to the ones used for the training.

2.5.2 Polynomial Regression

There exists a related model that differs from the previous one in that it is capable of
representing not only linear relationships, but also nonlinear ones, such as quadratic,

cubic, and higher-order polynomial functions.

y =00+ 01> + 65> + ...+ 6,x" (2.12)

In practice, data may exhibit patterns in the feature space that are not strictly
linear; therefore, more complex models are often required to capture such relation-
ships. As shown in Figure 2.8, there are situations in which a linear regressor is not

sufficient to properly model the data distribution across all feature dimensions.

In this example, the data distribution clearly follows a quadratic trend when

represented in a two-dimensional feature space. Consequently, a linear regressor
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Fig. 2.8 Difference between low-, high-, and optimal-degree polynomial regression

fails to accurately estimate the target values, leading to the phenomenon known as
underfitting.

Conversely, overfitting occurs when a high-degree polynomial model fits the
training data perfectly but fails to generalize well to unseen data during inference. In
this scenario, the best compromise between model complexity and generalization

capability is achieved by a quadratic polynomial function.

The models analyzed so far represent only the model component in the machine
learning framework. As discussed previously, overfitting is a common issue when
using these relatively simple models. In particular, high-degree polynomial models
can overfit the training data very quickly, leading to poor predictive performance on
unseen data. A straightforward way to regularize such models is to reduce the degree
of the polynomial. However, the literature proposes additional modeling approaches
that incorporate regularization mechanisms to mitigate overfitting more effectively.

These models will be discussed in the following section.
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2.5.3 Ridge Regression

Basically, this kind of model is very similar to a Linear Regressor, with the addition
of a regularization term in the cost function used for the training. The equation is the

following:

J(0) =MSE(0)+a) 6} (2.13)

i
where the regularization term is o)} 9,2, that tries to force the weights of the
model to be small but also fitting the data distribution. Then MSE is always the

Mean Squared Error computed by using the hyper-parameters 6;.

2.5.4 Lasso Regression

Lasso regressor is another regularized version of Linear Regressor, but with a differ-
ent cost function with respect to the Ridge regression. In this case the cost function

follows this equation:

J(6) :MSE(9)+af|e,-| (2.14)

A key characteristic of the Lasso regressor is its ability to automatically perform
feature selection by shrinking the coefficients of less important features toward zero.
This property promotes sparse solutions, effectively reducing model complexity.
In contrast to Ridge Regression, which admits a closed-form solution as well as
iterative optimization methods such as Stochastic Gradient Descent (SGD), the cost
function of the Lasso regressor does not have a closed-form solution and is therefore
typically optimized using iterative methods, such as SGD, to obtain a sufficiently

accurate solution.

2.5.5 Elastic Net

Last but not least among regularized models is the Elastic Net. The Elastic Net
can be interpreted as a trade-off between the Lasso and Ridge regressors, as its
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regularization term combines the penalties used in the two previous models. In this

case, the cost function is defined as follows:

J(G):MSE(G)—I—r(XXn:IGiH—%(xZH:GIZ (2.15)
i i

where the terms are the same as in the previous models, with the addition of

a mixing parameter ». When r = 0, the Elastic Net reduces to Ridge Regression,
whereas when r = 1, it becomes equivalent to Lasso Regression. It is worth noting
that Lasso regression can exhibit problematic behavior when the number of features
exceeds the number of samples or when some features are strongly correlated. In
such cases, Elastic Net is often preferred, as it mitigates these issues by combining

the advantages of both Ridge and Lasso regularization.

2.5.6 Logistic Regression

Logistic Regression is another model that is commonly used in machine learning.
This model outputs a probability indicating whether a given sample belongs to a
particular class. In the case of a binary classifier, if the predicted probability is
greater than 50%, the instance is assigned to class 1, whereas if the probability is
less than 50%, the sample is assigned to class 0. Similarly to linear regression,
Logistic Regression computes a weighted sum of the input features plus a bias term.
This quantity is then passed through a nonlinear activation function. The resulting

function is defined as follows:

p=0o(x"0) (2.16)

where, 0 is always the hyperparameter vector and x is the samples vector, and:

1
O=—""— 2.17
1 +exp(—t) (.17)
where ¢ is the logit. Then, a binary classification could be explained as:
0 i <0.5
y= U (2.18)

1 if p>05
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The cost function for a Logistic Regression, also called log loss, is the following:

J(0) = —%i[ylog(p)ﬂl—y)log(l—p>] (2.19)

where y denotes the target probability, while p represents the probability esti-
mated by the model. Also in this case, no closed-form solution exists for directly
computing the optimal model parameters. However, by appropriately selecting the
learning rate, it is possible to reach the global minimum of the cost function, since it
is convex and therefore admits a unique global minimum. An interesting extension
arises when more than two classes must be predicted. In this case, the model is

referred to as Softmax Regression, which is described in the next paragraph.

2.5.7 Softmax Regression

This model differs from Logistic Regression in that it is specifically designed for
multiclass classification tasks. Given a sample x, Softmax Regression computes a
score for each class and estimates the probability that the sample belongs to each

class. Formally:

se(x) =xT ok (2.20)

where each class has its own parameter vector 6%) and s is the score for each

class k. Thus the probability function is:

p=o(s(1)) = e L)

= Y exp(s; (1)) =20

where K is the number of classes and o (s(x)) is the estimated probability that x

belongs to the class k.

This type of model is often trained using a cost function that differs from those
previously introduced. The idea is to employ a loss function that emphasizes the
class associated with a given sample by increasing its predicted probability while
decreasing the probabilities assigned to the other classes. To achieve this, the

Cross-Entropy cost function is commonly used, as it measures how well a predicted
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probability distribution matches the target class distribution. The cost function is

defined as follows:

m K
1(6) =YY ilog(p) @.22)
ik

where yy is the target probability, py is the estimated probability. If the problem is a
binary classification (K = 2), the cost function assumes the same shape as the log

loss already explained in Equation 2.19.

2.5.8 Support Vector Machines

Support Vector Machines (SVMs) are powerful machine learning models that are
widely used in modern applications. They are capable of performing both linear and
nonlinear classification, particularly on small and medium-sized datasets. Thanks to
their versatility, SVMs can also be applied to regression tasks. Considering a binary
classification problem, the idea behind SVMs is to find the optimal decision boundary
that separates one class from the other. Specifically, an SVM seeks the hyperplane
that maximizes the margin, defined as the distance between the decision boundary
and the nearest data points, known as support vectors. This formulation is referred to
as hard-margin classification. Figure 2.9 provides a graphical representation of SVM-
based classification. However, in many practical scenarios, a perfectly separating
hyperplane does not exist. In such cases, the model allows for a limited number of
classification errors while still maximizing the margin, leading to the soft-margin

classification formulation.

The main problem behind this theory is that often the data are not linearly
separable, thus a linear margin cannot be found. To overcome this issue, an effective
strategy consists in mapping the original features into a higher-dimensional feature
space, where the data may become linearly separable. In this mapping, the new
features are typically nonlinear combinations of the original ones. While explicitly
constructing such feature mappings can be computationally expensive, this problem
is addressed by the so-called kernel trick. This technique enables SVMs to operate
in high-dimensional feature spaces without explicitly computing the transformed
features, by instead relying on a kernel function that implicitly computes inner

products in the transformed space. Several kernel functions are commonly used in
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Fig. 2.9 Support Vector Machine Classifier example

practice, including the linear, polynomial, and Gaussian (or Radial Basis Function,
RBF) kernels. In particular, the Gaussian kernel is often employed when the data are
highly nonlinearly separable. In this case, a regularization parameter Y is introduced
to control the influence of individual data points and to regulate the smoothness
of the decision boundary. As mentioned earlier, SVM can also be employed for
regression tasks. In this case, the objective differs from classification: instead of
maximizing the margin to separate classes, the goal is to fit as many data points as
possible within a predefined margin, while penalizing margin violations. In Support
Vector Regression (SVR), the width of this margin is controlled by a hyperparameter
€. Once the regression function is fitted to the data, it can be used as a standard

regressor, similarly to the models discussed in the previous sections.

2.5.9 Decision Trees

Decision Trees are a technique widely used in the data mining and machine learning
context. They can be represented as a flowchart-like structure composed of nodes,
branches, and leafs. Each internal node corresponds to a decision, each branch

represents the outcome of that decision, and each leaf corresponds to the final
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Fig. 2.10 Example of a Decision Tree flowchart

prediction. The hierarchical organization of nodes and branches forms a structure
resembling a tree, which is the origin of the name of this model. An example of a

Decision Tree architecture is shown in Figure 2.10.

One of the main advantages of Decision Trees is that they can be used for
both classification and regression tasks. Depending on the type of problem being
addressed, different criteria can be employed to evaluate whether a tree has been
trained properly. In the case of regression, the Mean Squared Error (MSE) is
commonly used as a cost function to assess the quality of the model. The main
limitation of using a decision tree for regression is the granularity of its output values:
due to its tree-based structure, it cannot model gradual and continuous patterns
smoothly, but instead generates "discretized" predictions determined by the leaves.
For classification tasks, a widely adopted metric to evaluate the quality of the splits

is the Gini impurity, which is defined as follows:

n
k

where p; ; denotes the proportion of instances belonging to class k among the
training samples at node i. This metric quantifies the impurity of each node. A
high Gini impurity indicates that a node contains a mixture of different classes,
meaning that the classification at that node is poorly defined. Conversely, the optimal
configuration is achieved when the Gini impurity is close to zero, indicating that the

node predominantly contains instances from a single class and that the classification
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is well performed. This metric is often compared with the entropy of a node, which

is defined as follows:

Hi=— Y pixloga(pix) (2.24)
kapi‘k#o

The entropy metric is interpreted in a manner analogous to the Gini impurity: a
value close to zero indicates that the node is pure, meaning that most of the samples
belong to a single class and that the classification is well defined. There is no
strict theoretical preference for choosing one metric over the other; however, from a
computational standpoint, the Gini impurity is less expensive than entropy, as it does
not require the evaluation of logarithmic functions. One of the main advantages of
Decision Trees is their high level of interpretability, since the tree structure generated
by the algorithm can be easily visualized and analyzed. Moreover, implementations
of Decision Trees typically involve a limited number of hyperparameters. These
hyperparameters allow control over the depth and complexity of the tree, thereby

enabling practitioners to manage overfitting and underfitting of the model.

2.5.10 Random Forest

The Random Forest model is an ensemble learning model that uses different decision

trees to take a single decision.

Random Forest combines two fundamental techniques known as Bootstrap Aggre-
gating (bagging) and the Random Subspace method. The former generates multiple
subsets of the training data by sampling with replacement, which are then used to
train individual decision trees. The latter randomly selects a subset of features at each
split, thereby increasing diversity among the trees. This model is widely used due to
its intrinsic ability to reduce overfitting. By aggregating multiple decision trees, Ran-
dom Forest preserves the advantages of individual Decision Trees while significantly
improving generalization performance. Similarly to Decision Trees, Random Forest
can be applied to both classification and regression tasks. In classification problems,
the final prediction is obtained through a majority voting mechanism among the
individual trees, where the class receiving the highest number of votes is selected as
the final output. The reliability of the prediction generally increases with the number

of trees that agree on the same class. For regression tasks, the final prediction is
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computed by averaging the outputs of all the trees in the ensemble. One important
limitation of random forests in regression is their poor extrapolation ability: since
predictions are obtained by averaging the outputs of decision trees built on observed
training values, the model cannot naturally extend trends beyond the range of the
training data. A graphical illustration of the Random Forest architecture is shown in
Figure 2.11.
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Fig. 2.11 Random Forest example

2.6 Dimensionality Reduction techniques

As previously mentioned, the curse of dimensionality poses significant challenges in
machine learning systems, affecting computational complexity, training time, and
the risk of overfitting. Consequently, the scientific community has developed various
methods and techniques to reduce the number of features in a dataset, retaining only
those that are most informative. One of the most widely used algorithms for feature

extraction is Principal Component Analysis (PCA).

2.6.1 PCA

This feature extraction method is one of the simplest and most widely used techniques

for dimensionality reduction. Its core idea is to project the input samples into a
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new feature space, where the original features are combined in such a way that the
most relevant information is preserved in a lower-dimensional representation. In
practice, this is achieved by identifying the principal components of the training
dataset, which correspond to the directions of maximum variance in the data. To
compute these principal components, a commonly used technique is the Singular
Value Decomposition (SVD). SVD decomposes the training data matrix into three

matrices, one of which contains the principal components of the dataset:

x=vuxvT (2.25)

V= cpT € ... Cp (2.26)

where V contains the unit vectors that define the principal components of the
training set. Given a dataset with dimensionality d, it is possible to identify a
number of principal components less than or equal to d. Dimensionality reduction
is achieved by projecting the original data onto the hyperplane spanned by the
first principal components. The objective is to select a hyperplane that preserves a
predefined proportion of the total variance, which is considered sufficient to retain
the most salient information in the data. In practice, a common criterion is to select
the smallest number of principal components that preserve more than 90% of the
variance of the original dataset. Once the number of dimensions has been selected,
the transformed data can be represented using the new features defined by the chosen
hyperplane. A graphical representation of the PCA component selection process is

shown in Figure 2.12, which follows the rule:

X =XW,; (2.27)

where the W, is the matrix contains the first principal components selected from

the V matrix. X, is the new dataset with a lower dimension.
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2.6.2 Other Dimensionality Reduction Techniques

In the literature, several other techniques have been proposed to reduce the number of
features in the original dataset. One commonly used method is Linear Discriminant
Analysis (LDA), which identifies the most discriminative directions in the feature
space and uses them to define a projection hyperplane, in a manner similar to PCA.
Unlike PCA, LDA is a supervised technique, as it takes class labels into account to
maximize class separability. Another approach, which is discussed in more detail
in the following section, is the undercomplete Autoencoder. This is a deep learning
model trained to reconstruct its input data. In this setting, the autoencoder is designed
with a hidden layer of lower dimensionality than the input, forcing the model to learn
a compressed representation of the data. The activations of this hidden layer can

then be used as lower-dimensional feature representations.
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2.7 Unsupervised Machine Learning models

So far, only supervised machine learning models have been analyzed, in order
to introduce techniques that operate when the labels of a dataset are known. In
this section, the main models used in the subsequent part of this work—namely,
unsupervised machine learning models—are presented. These models are employed
when dataset labels are not known a priori. In such cases, the goal is to identify
structure in the data by relying solely on the intrinsic features of the samples. These
approaches are commonly referred to as clustering algorithms, as they aim to group
data points into clusters based on feature similarity. The resulting clusters can
then be exploited for exploratory analysis or, in some applications, for downstream

classification tasks.

2.7.1 K-Means

One of the most widely used algorithms in unsupervised machine learning is K-
Means. This technique is conceptually simple and aims to partition a dataset into a
predefined number of clusters by assigning each data sample to the nearest cluster

centroid. An example of the K-Means clustering process is shown in Figure 2.13.

In the illustrative example shown, it is relatively easy to identify the cluster
associated with each data point; however, this is not generally the case. In particular,
due to the curse of dimensionality, a graphical representation such as the one shown
is often not feasible. As a result, it is not possible to visually assess whether a
clustering algorithm is performing well. For this reason, quantitative evaluation
metrics are required. The K-Means algorithm begins by initializing the centroids of a
predefined number of clusters, which are typically selected manually. The algorithm
then performs a sequence of iterations to progressively refine the positions of the
centroids, with the goal of improving cluster separation. At each iteration, a metric
known as inertia is computed to evaluate the quality of the clustering and to guide
the centroid updates. The inertia metric is defined as follows:

K
I=3 Y b=l (2.28)

k xeCy
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where K denotes the number of clusters, Cy represents the set of data points belonging
to the k-th cluster, x is a data point in Cg, and p is the centroid (mean) of cluster Cy.
Inertia corresponds to the sum of the squared Euclidean distances between each data
point and the centroid of its assigned cluster. A low inertia value indicates that the
chosen number of clusters provides a compact and well-defined partition of the data.
A key challenge in K-Means clustering is therefore the selection of an appropriate
number of clusters for a given application. When the data dimensionality is low, such
as in the two-dimensional example shown in Figure 2.13, selecting the number of
clusters can be relatively straightforward. In that case, three clusters clearly provide
a good separation of the data. However, as the dimensionality increases, visual
inspection becomes impractical. For instance, with datasets containing hundreds of
features, it is no longer possible to rely on graphical representations to determine the
optimal number of clusters. To address this issue, a commonly used heuristic known
as the elbow method has been proposed in the literature. This method consists of
plotting the inertia value on the y-axis as a function of the number of clusters on the x-
axis. The point at which the curve exhibits a noticeable change in slope—resembling

an elbow—indicates a suitable number of clusters that achieves a good trade-off
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between cluster compactness and model complexity. An example of the elbow
method is shown in Figure 2.14.

This technique provides a practical method for selecting the number of clusters.
Its main advantage is the low computational cost; however, a significant drawback
is the lack of an objective criterion for identifying the elbow point in the curve, as
its interpretation is often subjective. A more objective approach for estimating the
optimal number of clusters is provided by another metric known as the Silhouette
score. The formulation of the Silhouette score is given by:

~ max(a(i),b(i)) (229)

where a(i) denotes the cohesion, defined as the mean intra-cluster distance of
sample i, and b(i) represents the separation, defined as the mean distance between
sample i and the points in the nearest neighboring cluster, excluding its own clus-
ter. The Silhouette coefficient takes values in the range [—1,+1]. A graphical
representation of the Silhouette score is shown in Figure 2.15.
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The main limitation of this type of algorithm lies in the assumed shape of the
clusters. K-Means performs best when clusters are approximately spherical and of
similar size, an assumption that may not hold in many real-world datasets. This
limitation can be particularly difficult to identify in high-dimensional spaces. To
address this issue, alternative clustering algorithms that do not rely on spherical
cluster assumptions have been proposed. One such algorithm is DBSCAN, which is

better suited for discovering clusters with arbitrary shapes.

2.7.2 DBSCAN

An example of the application of this type of algorithm is shown in Figure 2.16.
As can be observed, the resulting clusters are not spherical, unlike those typically
produced by K-Means. In such scenarios, the K-Means algorithm fails due to its
intrinsic assumptions about cluster shape, whereas DBSCAN performs effectively
thanks to its different clustering strategy. DBSCAN forms clusters by grouping
together data points that are within a specified distance of each other. Specifically,
a parameter € is defined by the user to represent the neighborhood radius used to

measure distances between instances. If two points lie within a distance smaller than
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Fig. 2.16 DBSCAN clustering algorithm

€, they are considered neighbors and may belong to the same cluster; otherwise, they
are assigned to different clusters. This density-based approach enables DBSCAN
to identify clusters as regions of high data density with arbitrary shapes. Unlike
K-Means, DBSCAN does not require the number of clusters to be specified a
priori. Data points that do not belong to any dense region and have no sufficient

neighborhood are classified as noise or anomalies.

2.7.3 Gaussian Mixtures

This is a particular unsupervised machine learning model that estimates clusters
under the assumption that data instances are generated from a mixture of Gaussian
distributions. In this framework, each Gaussian distribution corresponds to a cluster,
similarly to the clusters produced by K-Means or DBSCAN. Typically, clusters
identified by a Gaussian Mixture Model (GMM) exhibit an ellipsoidal shape, with
size and orientation determined by the statistical properties of the data belonging
to each cluster. Similar to K-Means, the GMM algorithm follows an iterative
optimization procedure: the parameters of the Gaussian components are initialized,
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often randomly, and then refined through successive iterations until convergence. At
each iteration, the model updates the cluster parameters by considering all instances
in the dataset and computing the probability that each instance belongs to a given
cluster. This probabilistic assignment allows GMMs to model overlapping clusters
and capture more complex cluster structures. With respect to evaluation metrics, in
this case it is not appropriate to use inertia or Silhouette-based metrics commonly
adopted for K-Means. This is because the clusters generated by Gaussian Mixture
Models are not necessarily spherical, and therefore cohesion and separation measures
based on Euclidean distances may not provide meaningful information. Instead,
alternative metrics are typically employed to evaluate the quality of Gaussian Mixture
Models, including the following:

BIC = log(m)p —2log(L) (2.30)
AIC =2p —2log(L) (2.31)

that are the Bayesian Information Criterion (BIC) and the Akaike Information
Criterion (AIC) respectively, where m is the number of instances, p is the number of
parameters of the model, and L is the maximized value of the likelihood function of
the models itself.

The general objective is to minimize these two metrics in order to obtain a
well-performing model. Both criteria penalize overly complex models with a large
number of parameters, while rewarding models that fit the data well.

The number of parameters that the model must learn depends on the constraints
imposed during training. If the model parameters are left unconstrained, the resulting
model is more complex, as it must estimate a larger number of variables. Conversely,
if constraints are enforced—such as assuming spherical clusters—the model requires

fewer parameters to be learned, leading to lower values of both the metrics.

2.7.4 Other Unsupervised Machine Learning model

In the literature, particularly in the context of anomaly and novelty detection, several
additional models have been developed in recent years that are well suited to these

tasks. In this section, only the models that are employed in the subsequent parts
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of this work are briefly introduced, with the aim of providing an overview of their

underlying principles.

Isolation Forest is an ensemble-based method derived from Random Forests and
Decision Trees. In this algorithm, each tree is constructed by recursively selecting a
random feature and a random split value between the minimum and maximum values
of that feature. The key idea is that anomalies, being significantly different from
normal instances, tend to be isolated in fewer splits, resulting in shorter path lengths
within the trees. These shorter paths are then used as an indicator of anomalous

behavior.

Local Outlier Factor (LOF) is a density-based method that measures the local
density of a data point relative to the densities of its neighbors. If the local density of
an instance is significantly lower than that of its surrounding points, the instance is
considered an outlier. Quantitatively, a LOF value close to or less than 1 indicates
normal behavior, whereas values significantly greater than 1 indicate anomalous

instances.

One-Class Support Vector Machine (One-Class SVM) is an extension of the
traditional SVM framework designed for anomaly detection. Instead of separating
multiple classes, this model learns a decision boundary that encloses the region
containing normal data in a high-dimensional feature space. Instances that fall
outside this learned region are then classified as anomalies.

Although many other unsupervised machine learning models and variants exist

in the literature, they are not considered relevant to the work presented here.

2.8 Deep Learning

The term Deep Learning has become increasingly common in modern discourse,
knowing applications as ChatGPT, Google Gemini and so on. Broadly speaking,
deep learning aims to emulate certain aspects of the human brain by performing a
large number of simple computations through interconnected structures composed of
neurons organized in layers. A deep learning model can be viewed as a composition
of multiple layers, each containing a predefined number of artificial neurons. These
layers are interconnected in various ways, and given an input to the model, the

network produces an output that is defined by the learning objective. As with
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traditional machine learning models, the training phase is a fundamental component
of deep learning. During training, each neuron learns appropriate weights, which
determine how inputs are combined and propagated through the network layers to

generate the desired output.

2.8.1 The Perceptron

It is possible to say that the perceptron corresponds to the easiest Deep Learning
model. Basically, it is a linear function that follows this rule:

Perceptron = Z(xiw,-) +b>0 (2.32)

1

|1 i Kiin) +5>0 033

0 otherwise

where y denotes the output of the perceptron, x; is the i-th input feature, w; is
the weight associated with the corresponding input, and b is the bias term. During
training, the objective is to determine the optimal values of w; and b in order to
produce the desired output y. This formulation can be interpreted as a single artificial
neuron, also known as a threshold logic unit. In deep learning, multiple such neurons
are combined to form more complex architectures, with the number of neurons
depending on the application and the complexity of the task. In principle, a neural
network may consist of an arbitrary number of neurons organized into layers. When
each neuron in a layer is connected to all neurons in the preceding layer, the layer is
referred to as a fully connected (or dense) layer, which is one of the most commonly
used layer types in deep learning. In the context of fully connected layers, activation
functions play a crucial role, as they introduce nonlinearity by transforming the

output of the layer. Consequently, equation 2.34 can be extended as follows:

h=¢(XW+Db) (2.34)
in vector notation, where ¢ is the activation function.

The training of a perceptron is conceptually simple and is based on the difference

between the target output and the predicted output. The update rule follows:
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wij=wij+n(y;—Y)xi (2.35)

where 7 is the learning rate, i is the input feature, j is the whole instance, y is the
predicted output while y is the target output wanted.

2.8.2 Multilayer Perceptron

A Multilayer Perceptron (MLP) is composed of multiple single perceptrons organized
into layers. A typical architecture consists of an input layer, one or more hidden
layers, and an output layer. A crucial aspect of this model is the training process,
which is carried out using the backpropagation algorithm, originally introduced
by Rumelhart, Hinton, and Williams in 1985 [30]. Backpropagation is based on
Gradient Descent optimization and enables the automatic computation of gradients
for all network parameters. The training process begins with a forward pass, during
which the input data are propagated through the network from the input layer to the
output layer, producing a prediction. Subsequently, a backward pass is performed,
propagating the error from the output layer back toward the input layer. Through this
backward propagation of errors, the algorithm computes the necessary corrections for
each weight and bias in the network. These parameters are then updated accordingly,
and the process is repeated iteratively until convergence to a (local) minimum of the

loss function is achieved.

In practice, the algorithm processes the training data using mini-batches, which
are subsets of the full dataset. This procedure continues until the entire dataset has
been processed. Repeating this process over the full dataset multiple times results in

several training iterations, known as epochs.

For each mini-batch, the data are propagated from the input layer through the
successive layers up to the output layer, following the forward pass. At this stage,
the algorithm computes the output error by comparing the predicted output with the
target values. Subsequently, the error is propagated backward through the network
using the chain rule, allowing the algorithm to determine how much each connection

contributes to the observed error. This process is referred to as the backward pass.

Based on the computed error gradients, a Gradient Descent step is performed to

update the weights and biases of the network. In early neural network models, the
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Fig. 2.17 Common activations functions representation

step function was used as the activation function to adjust these parameters. However,
due to the discontinuity of the step function, alternative activation functions were

introduced to enable effective gradient-based optimization.

One of the first widely adopted alternatives was the sigmoid function, whose
smooth and differentiable shape addresses the discontinuity issue. Subsequently,
other activation functions were proposed, such as the hyperbolic tangent function
and the widely used Rectified Linear Unit (ReLU). Activation functions introduce
nonlinearity into the network, enabling it to model complex relationships. In fact,
the combination of multiple nonlinear activation functions allows neural networks to

approximate any continuous function.

A graphical representation of the most common activation functions discussed
above is shown in Figure 2.17. Having analyzed the fundamental principles of how a
deep learning algorithm operates, it is now possible to examine the most common
types of layers in order to better understand their roles within the deep learning

framework.



2.8 Deep Learning 43

Input Output

Fig. 2.18 Fully Connected Layer

2.8.3 Fully Connected Layer

Perhaps the most common type of layer in deep learning architectures is the fully
connected layer. The defining characteristic of this layer is that every output of the

preceding layer is connected to every neuron in the subsequent layer.

This kind of layer sometimes is also called Dense layer. This kind of layer
follows the equation we saw previously, thus:

y=f(Wx+b) (2.36)

where y denotes the output vector, x is the input vector, W represents the weight
matrix, and b is the bias vector. As illustrated in Figure 2.18, each input neuron is

connected to every output neuron in a fully connected layer.

Simple neural network architectures are often composed exclusively of fully
connected layers. Moreover, these kind of layers are frequently used as the output
layers of a network to produce outputs suitable for classification or regression tasks.
A common design strategy involves starting with a high-dimensional input and
progressively reducing the number of neurons across successive layers, until the

desired output dimensionality is reached.
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Due to their role in decision making, fully connected layers are typically placed
at the end of more complex neural network architectures. However, as the number
of layers and neurons increases, training such networks becomes increasingly chal-
lenging. In particular, excessively complex architectures with a large number of
parameters are prone to overfitting during training, owing to their high representa-
tional capacity.

2.8.4 Convolutional Layer

This type of layer is commonly used when processing image data. In particular,
within the field of Computer Vision, the convolutional layer serves as a fundamental
building block for both simple and complex neural network architectures. Con-
volutional layers are based on the convolution operation, which applies a set of
learnable filters to the input data in order to extract local and spatial features. Each
convolutional layer operates by sliding a filter (or kernel) over the input array and
computing feature maps that capture condensed and informative representations of
the input. These layers are typically followed by additional layers that further process
and reduce the extracted information. A convolutional layer is defined primarily by
its filters, which determine the local substructures of the input that the layer analyzes.
Depending on the choice of filter size, stride, and padding, the resulting output may
have spatial dimensions that are equal to, smaller than, or larger than those of the
input. Each filter produces a distinct feature map, and the total number of filters

determines the number of output channels generated by the convolutional layer.

Consider a two-dimensional convolutional layer as an example. As illustrated in
Figure 2.19, the kernel is a two-dimensional matrix with predefined coefficients. The
convolution operation can be interpreted as a sliding-window process, in which the
kernel is moved across the input matrix. At each position, the elements of the kernel
are multiplied element-wise with the corresponding elements of the input, and the
resulting products are summed to produce a single output value. In the literature,
many different types of kernels have been proposed, each designed to extract specific
features; the structure of the kernel therefore determines the type of convolution being
performed. In the example shown in Figure 2.19, the convolution operation results in
a reduction of the original matrix dimensions. This dimensional change depends on
the padding strategy adopted. In the illustrated case, no padding is applied: starting
from the top-left corner, the kernel slides across the matrix, producing an output
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Fig. 2.19 Example of a 2D Convolution with a 2x2 Kernel and a 2D MaxPooling 2x2

matrix smaller than the original one. This approach is commonly referred to as
valid padding. Alternatively, same padding preserves the original spatial dimensions
of the input, while full padding produces an output matrix with larger dimensions
than the input. In most architectures, the convolutional layer is followed by an
additional operation aimed at enhancing the extracted features and reducing the
spatial dimensionality, namely a pooling layer. Several pooling strategies exist, the
most common being max pooling, which selects the maximum value within the
pooling window and discards the remaining values. Another widely used approach is
average pooling, which computes the mean of the values within the pooling window.
In Figure 2.19, a two-dimensional convolution is followed by a two-dimensional max
pooling operation, which reduces the original 3 x 4 input matrix to a 1 x 2 output

array.

Convolutional layers and networks are widely used, particularly in the fields
of computer vision and image processing. Thanks to the intrinsic structure of
the convolution operation, these layers are highly effective at extracting the most
relevant spatial features from images, such as edges, textures, and shapes. However,
computer vision is not the only domain in which convolutional layers are applicable.
These layers can also be successfully employed with other types of data, especially
when meaningful local patterns or feature variations are present. In such cases,
convolutional architectures can be highly effective at identifying and modeling such
changes within the data.
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In the literature, many different convolution kernels have been proposed, each
designed to perform specific operations. Examples of kernel shapes are shown
in Figure 2.20, where two kernels for vertical and horizontal edge detection are
illustrated. In practical applications, kernel values are not limited to +-1 and may take
a wide range of real values. Nevertheless, these simple kernels effectively illustrate
the underlying principle of convolutional filtering, as they highlight edges in the

input image by emphasizing regions with strong intensity variations.

In deep learning, convolutional layers operate according to the principles de-
scribed above; however, the kernel parameters are not fixed, but instead learned
through the backpropagation algorithm. Specifically, the user defines the kernel size
and the number of kernels (filters), while their values are automatically optimized
during training in order to minimize the loss function. In a typical convolutional
neural network, the overall architecture resembles the one illustrated in Figure 2.21.
In this example, each yellow block represents a combination of a convolutional layer
followed by a max pooling layer, which progressively reduces the spatial dimensions
of the feature maps. The number of channels in each layer is indicated by the last
dimension of the layer shape. In this case, the first convolutional layer produces
10 channels, the second produces 20 channels, the third produces 40 channels, and
the final convolutional layer produces 80 channels. In most architectures, the con-

volutional component of the network is followed by a flatten layer, which converts
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Fig. 2.21 Convolutional Network Example

all feature maps and channels into a single one-dimensional vector representing the
extracted features. During the convolution and pooling operations, the spatial dimen-
sions of the input are progressively reduced through the sliding-window mechanism.
During training, each convolutional kernel is optimized via backpropagation to learn
the values that best extract features relevant to the desired output. Indeed, after the
flatten layer, other fully connected layers are inserted in the algorithm in order to
obtain a target values that have the dimension as the input target used for training the

algorithm.

2.8.5 Recurrent Layer

Last but not least, the final layer analyzed in this thesis is the recurrent layer, which
is widely used in the scientific community. This type of layer is particularly well
suited for time-series data, where temporal dependencies play a fundamental role.
Recurrent layers are especially valuable in deep learning because they are capable
of retaining information from previous inputs, effectively providing the model with
a form of memory. This property is crucial when modeling sequential data, as the
current output may depend not only on the present input but also on past observations.

The memory mechanism of recurrent layers is described by the following equation:
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e =W x(+ W/ yi—1)+b) (2.37)

where ¢ is the activation function, W, and W, are the weight matrices for the actual
input x and the previous output y respectively.

2.9 Deep Learning architectures

A neural network architecture refers to the way in which the layers introduced in
the previous section are organized and connected to perform a specific task. In the
literature, many different architectures have been proposed, each tailored to particular
types of problems, such as signal analysis or image processing. In this chapter, only
the most common architectures found in the literature are discussed, with a focus on

applications involving time-series signals and images.

2.9.1 Autoencoder

One of the most widely used architectures in the novelty detection literature, and
the primary architecture employed in the subsequent sections of this work, is the
Autoencoder. This architecture is composed of two main components: an encoder,
which maps the input data into a latent representation of higher or lower dimension-
ality, and a decoder, which reconstructs the original input from this latent space.
When the latent space has a higher dimensionality than the input space, the model
is referred to as an overcomplete autoencoder, whereas when the latent space has a
lower dimensionality, it is called an undercomplete autoencoder. Depending on the
specific application and task, one formulation may be more suitable than the other. A
schematic representation of the autoencoder architecture described above is shown in
Figure 2.22. Formally, let X € R" represent the input data, where n denotes the dimen-
sionality of each sample. The autoencoder comprises the encoder, f.,. : R" — R?,
and the decoder f;,. : R” — R"™. This facilitates the transformation of input data
into a latent space h = f,,(x) and a subsequent reconstruction Xyecon = faec(h).

Overcomplete autoencoder has p > n while undercomplete autoencoder has p < n.

The fundamental idea behind an autoencoder is to reproduce the input at the

output, thereby forcing the model to automatically learn a latent representation that
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Fig. 2.22 Autoencoder architecture representation. Undercomplete autoencoder on the left,
overcomplete autoencoder on the rigth.

captures the most informative features required for accurate reconstruction. As a
result, autoencoders can also be employed as feature extractors, in a manner similar
to Principal Component Analysis, as discussed previously. A key advantage of
autoencoders is their versatility, as they can be adapted to different data types and
tasks. One of the most common variants is the fully connected autoencoder, which is
composed exclusively of dense layers and is particularly suitable for handling data
from multiple domains. When dealing with image data, however, fully connected
autoencoders may not be optimal for capturing spatially meaningful features. In
such cases, convolutional autoencoders are more effective, as they exploit the local
spatial structure of images. Similarly, for time-series, sequential, or signal data,
recurrent autoencoders can be employed to better capture temporal dependencies
in the latent representation. In addition to the choice of layers that define the
architecture, several specialized variants of autoencoders have been proposed for
specific applications. These include sparse autoencoders, denoising autoencoders,
and variational autoencoders. A sparse autoencoder is typically an overcomplete
autoencoder that enforces sparsity constraints on the latent representation, resulting
in an output where many activations are close to zero while the relevant information
is distributed across a limited number of active features. A denoising autoencoder
is designed to learn robust representations by reconstructing clean inputs from

corrupted versions during training. Through this process, the model learns to capture
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the most salient features of the data while ignoring noise. Consequently, during
inference, it is able to distinguish meaningful information from noise, effectively
separating signal from unwanted disturbances. This approach can be applied to
tasks such as noise reduction in audio signals recorded in crowded environments or
image restoration in the presence of blur or other distortions. Finally, the variational
autoencoder (VAE) differs from standard autoencoders in that it outputs two vectors:
one representing the means and the other representing the standard deviations of a
latent probability distribution. Rather than learning a deterministic mapping, the
VAE learns a continuous probabilistic representation of the data. As a result, this
type of autoencoder can also be used to generate new synthetic samples by sampling

from the learned latent distribution.

2.9.2 LeNet

Layer Type Kernel/Filter Size Stride Output Feature Map Size
Input Image N/A N/A 32x32x1
Cl Convolutional 5%5 1 28x28x6
S2 Average Pooling 2x2 2 14%x14%6
C3 Convolutional 55 1 10x10x16
S4 Average Pooling 2x2 2 5x5x%16
C5 Convolutional 5%5 1 I1x1x120
Fo6 Fully Connected N/A N/A 84
Output  Fully Connected N/A N/A 10

Table 2.1 LeNet-5 Architecture

The LeNet-5 architecture is illustrated in Table 2.1. Through a sequence of
convolutional layers, this architecture is able to recognize handwritten digits from the
MNIST dataset, starting from grayscale images of the digits. The final output layer
consists of 10 neurons, each corresponding to one of the digit classes, representing
the predicted class of the input image.

2.9.3 AlexNet

The AlexNet architecture is another widely used model in the literature and is capable
of performing image classification tasks with high accuracy. Unlike the LeNet
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Layer Type Kernels / Output Size Kernel Size  Stride / Pool Size  Output Size
Input 227%x227x3

1 Conv 96 11x11x3 Stride 4 55%55%96
(1b) Max-Pool Pool 3x3, Stride 2~ 27x27x96

2 Conv 256 S5x5x48 Stride 1, Pad2  27x27x256
(2b) Max-Pool Pool 3x3, Stride 2 13x13x256

3 Conv 384 3x3%256 Stride 1, Pad 1 13x13x384

4 Conv 384 3x3x192 Stride 1, Pad 1 13x13x384

5 Conv 256 3x3x192 Stride 1, Pad 1 13x13x256
(5b) Max-Pool Pool 3x3, Stride 2~ 6x6x256

6 Fully Connected (FC) 4096 4096

7 Fully Connected (FC) 4096 4096

8 Fully Connected (FC) / Output 1000 1000

Table 2.2 AlexNet Architecture

architecture, AlexNet requires an input image of size 227 x 227 x 3, corresponding

to an RGB image rather than a grayscale one. AlexNet represented a significant

advancement in image classification, owing to its deeper architecture and its ability

to effectively handle higher-resolution, multi-channel images.

2.9.4 ResNet

The main advantage and innovation of this model lies in the use of skip connections

within the network architecture, which distinguish it from the previously discussed

architectures. These connections allow information to bypass one or more layers,

facilitating the training of very deep networks. ResNet architectures have been

successfully applied to a wide range of tasks in the image domain, including image

classification, object detection, and semantic segmentation.



Chapter 3

Novelty Detection on Industrial
Context

In this section, the works and publications developed during my PhD are presented,
with the aim of applying the theoretical concepts discussed in the previous chapter in
practice. This part of the thesis is organized into two main macro-sections, consisting
of Sections 3 and 4. This first macro-section focuses on an industrial context and
investigates the application of novelty detection techniques to industrial mechanical
components [2, 31].

3.1 A Real-Time Novelty Recognition Framework Based

on Machine Learning for Fault Detection

The first work presented in this thesis concerns the application of novelty detection
techniques to an industrial bearing monitoring context. Specifically, this study
demonstrates how the novelty detection paradigm can be employed to identify
deviations in bearing behavior over time, enabling the detection of early warning

conditions that should be considered by maintenance personnel.
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3.1.1 Introduction

In this work, the research is focused within the broader context of the Industry 4.0
paradigm, which has driven the rapid integration of advanced technologies into
modern company environments. A central pillar of this context is the application
of Artificial Intelligence to manufacturing processes, specifically to automate the
detection of system anomalies. The cost of unplanned failure occurring in industrial
machines is estimated at USD 50 billion annually, as reported in the analysis by
[32]. An explanation of how predictive maintenance is able to reduce the overall
costs by 5—-10% and the standard maintenance costs by 20-50% is reported in [33],

highlighting its impact on the company’s economic aspect.

In this work’s introduction, the critical evolution of maintenance strategies is
analyzed by comparing traditional preventive maintenance, which relies on periodic,
often inefficient component replacement, with Predictive Maintenance (PdM), the
solution that companies are actually trying to implement. The advantage of this
paradigm is that, by using real-time monitoring to forecast failures before they occur,
it can minimize the costs associated with unnecessary replacements and reduce
harmful downtime.

A significant challenge is the limitation of conventional investigation techniques.
Many existing industrial solutions rely on monitoring the deviation of statistical
features from standard operating conditions. However, the transformation of raw data
into extracted statistical features frequently results in a loss of critical information,
potentially obscuring subtle signs of degradation. Consequently, a growing need for
more sophisticated Machine Learning and Deep Learning methodologies capable of
handling complex data behaviors and facilitating the estimation of the Remaining

Useful Life of components is created.

To address these challenges, a framework focused on Novelty Detection is in-
troduced. Unlike standard anomaly detection tasks [34—36] that require labeled
instances of every possible failure, this approach aims to identify when the behavior
of incoming data diverges from a learned "normal" or "nominal" baseline, as said
previously. This capability is particularly valuable for detecting changes induced by
external events, such as environmental shifts or maintenance operations, and assists
companies in gathering preliminary datasets for future predictive modeling. The ar-

chitecture employed a sensor fusion approach, integrating data from multiple sources
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into an optimized software system designed to enhance computation scalability and
reduce response latency. Finally, the methodology of this study is detailed, which
includes a theoretical analysis of the architecture and an evaluation of the framework

through two real-world industrial case studies.

3.1.2 Related Works

In this section, the current landscape of Fault Detection (FD) and Predictive Mainte-
nance (PdM) is reviewed, categorizing the existing methodologies into three primary
approaches: traditional statistical techniques, supervised machine learning models,
and unsupervised novelty detection strategies. Traditional approach typically rely on
monitoring specific statistical features such as the mean, standard deviation, skew-
ness, and kurtosis—extracted from raw sensor data [37]. While these techniques
are computationally lightweight and easy to interpret, they suffer from significant
limitations. Specifically, the process of aggregating raw signals into simple statistical
summaries often results in a loss of information, masking subtle temporal patterns
or complex correlations that are indicative of early-stage degradation. Furthermore,
these methods usually depend on static, pre-defined thresholds (e.g., warning and

alarm limits) that lack the flexibility to adapt to dynamic operational contexts.

Algorithms such as Support Vector Machines (SVM), Random Forests, and
Artificial Neural Networks (ANN) have demonstrated high accuracy in classifying
known fault conditions [38, 39]. The main problem is that supervised models require
massive, balanced datasets containing labeled examples of every possible failure
mode. In high-quality manufacturing environments, failures are rare events, making it
virtually impossible to gather sufficient "faulty" data to train these models effectively.
This dependency renders supervised approaches impractical for new machinery or

systems where historical failure data is nonexistent, as mentioned in Chapter 1.

To address these shortcomings, the emergence of Unsupervised Learning [40, 41]
and Novelty Detection [42] is analyzed. This last paradigm flips the problem state-
ment: instead of learning what a fault looks like, the model learns to characterize
"normal" behavior. Various techniques exist in this domain, including clustering
methods and reconstruction-based approaches like Autoencoders. By training ex-
clusively on healthy data, these models can flag any significant deviation as an

"anomaly".
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A common Novelty Detection algorithm often uses complex algorithms to per-
form its tasks, but sometimes, highly skilled systems are unavailable (e.g., embedded
systems). The work developed in this paper aims to give an alternative use of ML that
differs from common utilization, able to perform novelty recognition in real-time,
requiring very few computational efforts. Easy mathematical computations allow
us to use an embedded device as a framework’s container, which is not common in
the known approaches. The approach is based on a real-time ML error computation
between predicted and real data to understand if the incoming information is similar
to the trained ones; in case of deviations, a domain expert understands if the system’s
status is healthy or faulty. This technique can be used without statistical features but

with proper raw data preprocessing, as reported in Section 3.1.3.

A comparison between known algorithms and the one used in this paper can be

summarized in the following steps:

* Low computational effort required: thanks to easy mathematical computa-
tions and the models selected, this algorithm requires low energy in terms of
computational effort;

* Real-time: thanks to the low computational effort, the system can work in real-
time. A resume table at the end of this work reports the small time required

for each framework’s stage;

 Flexibility and scalability: the framework has a general template in which
different sensors can collect data to understand if some of them are changing
from the trained one. The sensor addition is always possible without changing
anything in the framework, but just retraining/updating the model with new
data added;

 Data collection: using this framework, healthy and faulty data can be collected

in order to build a complete dataset for a future PAM implementation.

3.1.3 Methodology

In this chapter, a detailed explanation of the elements that compose the framework
is provided in order to highlight the functions of the elements to better understand
the complete pipeline of the novelty detection framework. In Figure 3.1, there is a
representation of the whole pipeline.
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Maintained system This part introduces the system integration module, which
provides the interface between the hardware components under investigation and the
software architecture. Data acquisition is facilitated by various elements, including,
but not limited to, sensors, cameras, and machine logs. The foundational premise of
this framework is the identification of pattern discrepancies through the comparison
of real-time data against a pre-trained reference dataset. System environments are
categorized into two types: those maintaining consistent operational parameters (e.g.,
fixed-speed motors) and those exhibiting highly variable, time-dependent parameters
(e.g., vehicle powertrains). For variable systems, establishing a consistent reference
necessitates constraining the operating conditions during training (e.g., recording the
same motion profile). This unit also executes data normalization, specifically data
sizing, to ensure all collected records, subsequently termed a "Dataset", possess an

identical number of samples for reliable predictive modeling.

Data Source Unit This component is responsible for storing the processed data in
a local or cloud-based database. Data are formatted into a framework-specific table
where each row is a record, and each column represents a characteristic feature (like
temperature, acceleration, or sound) used for pattern analysis. Feature names label

the columns, as shown in Table 3.1.

id Timestamp Fs Acc_1 Acc_2 ... Accn Sound_1 ... Sound_n

Table 3.1 Input dataset template example

Al Unit The AI Unit is shown in Figure 3.2, the framework’s “brain”. This paper
proposes an ML application that deviates from the conventional workflow where
datasets are rigidly separated into Training, Testing, and Validation sets. Instead, this
framework operates in a continuous testing mode, calculating a prediction error for
every new dataset received by the database. Monitoring this error is key to identifying
data pattern deviations. A low error indicates that the collected data aligns with the
original training data. Conversely, an increasing error signals a machine issue or the
emergence of a novelty (e.g., environmental changes) due to altered data patterns.
This detection method is therefore effective for both fault recognition and identifying
significant operational shifts.
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To ensure effectiveness, the trained dataset must accurately represent the ma-
chine’s full range of normal, healthy behavior. The choice of training dataset size

involves a trade-off:

» Larger Datasets: Increase prediction accuracy and minimize the risk of false

positives but necessitate a longer training phase.

* Smaller Datasets: Allow for earlier deployment, but require the maintainer to
perform more frequent updates, as the system is more sensitive to operational

changes.

A balance must be struck concerning the training duration. The ideal time for
training is often during the machine’s initial calibration and testing period (which can
last from a few days to a month). Collecting data across a full cycle of environmental
changes (e.g., day, night, temperature shifts) is beneficial for capturing all component
variations. While there is no universal rule, a suggested guideline is to collect one



3.1 A Real-Time Novelty Recognition Framework Based on Machine Learning for
Fault Detection 59

week’s worth of data to ensure consistency. The best training opportunity is at the
machine’s assembly stage. However, training can also occur later in its life. In
this scenario, the framework cannot detect preexisting faults due to the absence
of a healthy baseline. Nonetheless, because machine failures are progressive, the
system’s adaptability allows it to detect the machine’s worsening condition, even if
trained on a partially faulty system. While the lack of a perfectly healthy dataset

may affect accuracy, it does not prevent the framework from operating.

The first stage of the ML process is preprocessing. This involves fetching datasets
from the database and identifying the features they contain (e.g., Acceleration, Sound,
or Temperature). The Al manager then applies a windowing function to each feature
type. This technique segments the large feature set into a parameterized number of
smaller windows (e.g., acceleration into k; windows, sound into k; windows). The
number of windows chosen determines the system’s recognition resolution: more
windows yield higher resolution but increase complexity. Each window is assigned
to an Artificial Intelligence Unit Predictor (AIUP) (see Figure 3.2). The i-th window
serves as the label, and the remaining windows act as features for that specific AIUP.
The windowing approach helps condense the initial data amount for computation
(in this paper, using a cumulative sum for each window). The windowing function
divides the original data vector X of length » into smaller segments: Original Data:

X = [x1,x2,...,X,] Window Segmentation:
[X1,X0,. s Xn] = [x1,X%2, ..., %u] withm <n (3.1
Xmt 15 Xmt2y -« Xmak] Withm <m+k<n (3.2)
[Xm+k+1 s XmA-k+2y -« 7xn] (3.3)

The cumulative absolute sum is then calculated for each resulting window. The
initial step in feature extraction involves data condensation via the Cumulative
Absolute Sum function, which is applied to the segmented windows created during
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preprocessing. The Cumulative Absolute Sum function transforms the windowed

data segments into single numerical features:

[x17x27"'7xm] ;'n:l |xi|
[xm-l-l s Xm+2y -« - 7xm+k] Z;n:—;f—H |xi| (3 4)
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Following this condensation, a multi-threading approach converts one extracted
feature from the dataset into the label for a specific ML model, while the remaining
features serve as the inputs. This process is repeated for every window/feature,
resulting in a number of training sets and corresponding labels equal to the number

of windows/predictors.

The AI Unit operation is divided into two macro-stages, the training and the

testing process.

* Training Process: The system waits until a predefined amount of data is

collected, which is then used to train the ML models.

» Testing Process: Incoming, new data are continuously tested. The same
preprocessing and feature extraction methods are applied, and the predicted
label for the i-th model is compared with the actual (real) label to compute the

prediction error, which is the basis for novelty detection.

For the Training phase, three regression models were evaluated to assess potential

differences in prediction behavior: Linear Regressor, Decision Tree Regressor, and
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Random Forest Regressor. Generally, the model’s prediction error is low when the
machine is healthy (at the start of its life) and begins to increase when a failure
appears. This expected behavior — low initial error rising as failure progresses.
Figure 3.4 concerns model selection based on this behavior, and Figure 3.5 represents

the error progression.
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The three evaluated regression models produced almost identical results. While
the Linear Regressor exhibited a slightly lower variance (smaller y-scale range)
for the error, the other two models (Decision Tree and Random Forest) showed

comparable error ranges.

* Model Performance Trade-offs: Generally, Tree Models offer better accu-
racy than the simpler Linear Regressor. However, the Linear Regressor is

significantly faster during training.

* Decision Tree vs. Random Forest: These two models function similarly, but
the Random Forest Regressor (which uses an ensemble of decision trees) offers
higher accuracy at the cost of greater computational complexity compared to
the single Decision Tree Regressor.

Model selection should be based on the framework’s deployment environment:

 For systems with no computational constraints (e.g., a workstation), the Ran-

dom Forest Regressor is ideal for maximizing prediction accuracy.

* For resource-limited, embedded devices, the Linear Regressor or Decision

Tree Regressor should be chosen to reduce the overall computational effort.

Since the framework in this paper is deployed on a workstation, the Ran-
dom Forest Regressor is chosen as the reference model. During the study, four
error metrics were evaluated: Squared Error (SE), Mean Squared Error (MSE),
Root Mean Squared Error (RMSE), and Mean Absolute Error (MAE).

Let y; be the real value and y; be the predicted value for n samples.

SE(y,9) = ). (vi—5:) (3.5)
i=0
n—1
MSE(y,5) = — ) (i =3)° (3.6)
i=0
1 n—1
RMSE(y. ) = | - ) (i = 9)? 37
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1 n—1

MAE(y,§) =~ }_ [yi—Ji (3.8)
i=0

Figure 3.5 reveals substantial differences in the error trends. The RMSE and
MAE graphs exhibit a faster and more "disrupted" response to prediction behavior
than SE and MSE. The RMSE and MAE show very similar graphical behavior due
to the similarity in their formulas when the sample size (n) is small. Specifically,
the factor ,ll in MAE is comparable to the \/; factor applied to the squared error
sum in RMSE when 7 is small, leading to highly correlated results. The operator
has the freedom to choose any combination of these error models for monitoring,
though using all four would involve an unnecessary computational cost. For this
paper and the subsequent case studies, the Mean Absolute Error (MAE) is chosen
for evaluation. Figure 3.6a and 3.6b illustrate how MAE results change based on the

sample range n (comparing the last two records versus the last five records).
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Fig. 3.6

A two-sample error calculation is utilized in the experimental validation due to
its capacity for rapid prediction and prompt anomaly reporting. A core capability of
the primary framework is the ability to update or retrain already established models.
Since the Novelty Detection mechanism identifies any system change—whether
related to a genuine failure or a benign operational variation—the maintainer must

assess the situation and implement one of the following adaptive procedures:
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* Model Update: If a deviation in the collected data is observed but is not
correlated with a physical machine issue, the maintainer can update the frame-
work. This involves incorporating the last parameterized n data points, thereby
accepting the incoming data as the new "normal" operating condition. This
update procedure substantially reduces the prediction error value. The model
update function also serves a beneficial secondary role by continuously col-
lecting consistent historical data, which is essential for future PAM (Predictive

Maintenance) implementation.

* Model Retraining: When a component substitution or a definite machine
problem occurs, a complete retraining of the models is necessary due to the
inevitable shift in the underlying data patterns (e.g., a constant offset or shift
error). The maintainer can choose to discard all previous training data and

initiate the model training process from the beginning.
The workflow of the Al Unit is cyclical and consists of the following phases:

» Data Fetching Phase: The unit continuously loops, monitoring the local or
remote database for new data uploads, which are subsequently fetched for

either the Training or Testing phase.

* Training Phase: This phase is triggered when a predefined threshold of datasets
has been collected and uploaded to the database. Upon completion, a number
of ML models are created, corresponding to the number of features extracted
(which is determined by the number of windows defined by the windowing

function).

» Testing Phase: Following the initial training, every new dataset is processed
by the framework using a number of predictors equal to the number of trained
models. Each predictor estimates its corresponding label and computes an
error. The onset of failures causes the dataset shape to change, leading to a
measurable increase in the prediction error. Employing multiple predictors,
corresponding to the number of features, ensures comprehensive coverage of

the data distribution for robust error recognition.

» Retraining/Updating Phase: This is the adaptive stage. If model error deviates
without a corresponding hardware issue, the maintainer can update the models,

normalizing the error value by accepting the new data as normal. The retraining
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process is reserved for post-maintenance operations where the past operational

history must be neglected to establish a new baseline.

Storage Unit After the elaboration done by the Al Unit, the results obtained are
stored again in a database; in this way, it is always possible to see the history of data
collected till that moment.

Maintenance Unit The Maintenance Control Unit (MCU) is designed as a soft-
ware Multi-Agent System (MAS), structured into distinct system and application
levels. This section provides a detailed architectural, functional, and procedural
analysis of the MCU’s implementation.

The Novelty Detection Framework (NDF) continuously measures a system’s
evolution using various metrics to predict when these measures will indicate sig-
nificant changes in the system model. The NDF comprises two principal modules:
the Artificial Intelligence Unit (AIU) and the MCU. The AIU processes raw data,
calculating prediction errors to quantify model accuracy over time. The MCU’s
central function is to monitor this degradation in model accuracy to detect relevant
shifts in system behavior compared to the initial training baseline. Specifically, the
MCU performs the following tasks:

» Sensing the errors generated by the AIU Predictors (AIUPs).
* Evaluating current AIUP errors by applying a set of condition-action rules.

* Predicting the time-based degradation of AIUP errors using their most recent

results.

* Producing maintenance events to signal necessary changes or updates to the
AIUP models.

The AIU consumes raw system data and outputs various error types. The MCU
processes these errors to detect changes and calculates the Remaining Time to Retrain
(RTR) prediction. The RTR concept is analogous to the RUL (Remaining Useful
Life) found in standard PAM environments, but it focuses on a different prediction
target:

* RUL predicts the time remaining until a failure occurs.
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* RTR predicts the time remaining until the prediction error exceeds a predefined

warning threshold, indicating the model requires retraining or updating.

The MCU executes its functions by analyzing each error collected by the AIU
separately. Since the results are sourced from distinct AIUPs, the MCU is logically
segmented into smaller, independent units (or agents). Each agent is dedicated to
computing the necessary result for a fixed AIUP model. This modularity is why the

MCU is realized as a software MAS
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Fig. 3.7 Maintenance Control Unit (left) and agent (right) structures. The Maintenance
Control Unit is implemented as a multi-agent system, where each agent is responsible for

performing the prediction.

The architecture of the MCU’s Multi-Agent System (MAS) is primarily defined

by two main operational entities:

* Agent Manager (AM): This entity holds the system control flow and manages
the life cycle of individual agents. Its responsibility encompasses maintaining,

scheduling, and executing each agent over time.
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» Agents: These are the workers that execute their designated job by running
their Agent Program (AP) within the system process. Each agent encapsulates

its internal intelligence, capabilities, and features necessary to solve its task.

In this architecture, the complexity of the system is largely delegated to the
agents, allowing the AM to function as a relatively simpler, control-focused entity.
A secondary, overarching component, the Agent System (AS), also appears in the
MCU. The AS controls the AM, managing the initialization and configuration of all
agents.

The AM is implemented within the MCU system control layer and remains
separated from the application process. During the initialization phase, both the
AM and all associated agents are loaded. As illustrated in Figure 3.8, the AM main
process consists of a stoppable loop composed of three sequential phases:

* Agents Scheduling: The AM identifies and collects all agents that are ready for
execution. It then calculates the Wait Time for the Next Scheduling (WTNS).

* Agents Execution: The AM executes the collected ready agents. To enhance
the MCU’s reliability, the AM enforces a Maximum Wait Time for Execution
(MWTE) to prevent deadlock or excessive delays.

* Waiting: The AM then enters in a sleep state for the duration of the calculated
WTNS time units before restarting the scheduling phase.

The Model Change Detector Agent (MCDA) is developed as a reactive software
agent that operates by perceiving its environment, applying condition-action rules,
and executing a predefined action. The MCU application architecture is built from
multiple MCDAs, which operate independently and periodically over time.Each
MCDA executes its Agent Program (AP) by performing the following sequential

operations:

* Sense Environment and Data Acquisition: The agent senses the environment
and retrieves the last k prediction errors corresponding to a specific AIU
Predictor (AIUP).

* Initial Error Evaluation: A condition-action rule is applied to evaluate the most

recent error value. The agent works within an operative range defined by a
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Fig. 3.8 The Agent Manager main process that schedules and executes all ready agents.

lowest bound (which triggers the prediction phase) and a highest bound (the
maximum error allowed, used as the target for RTR prediction).

* Data Segmentation and Averaging: Once the last error surpasses the lowest
bound, the agent is triggered. It takes the last k errors and divides the set into
an "oldest" part and a "newest" part. The agent then computes the average
error and average time for both segments. This process yields two distinct data

points crucial for the subsequent trend identification phase.

» Trend Degradation Analysis: A Linear Regressor (LR) model is trained using
the two computed points. This model is then used to predict the time required

to reach the highest error bound.

* Notification Condition Check: A final condition-action rule is applied to the
predicted time to degradation. A notification is issued only if the predicted
time is within a parameterized notification prevention tolerance time. This
prevents notifying model changes whose error threshold will likely not be
reached for a long duration, thus reducing unnecessary alerts. If the condition

is not met, the agent program ends.
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* Notification: If the prediction meets the time condition, a model change notifi-
cation is executed via an interface actuation function. The notification message
specifies the identified predictor that requires attention and the predicted time

remaining before the error threshold is exceeded.

In summary, the MCU is implemented as a leader-follower, time-triggered agent
system. Both the system and application architectures are entirely developed using
multi-threading and Object-Oriented Programming (OOP) principles. Techniques
such as inheritance and polymorphism are leveraged to structure the agent hierarchy.
This MAS approach ensures high code reusability and extendability, facilitating the

easy development of new applications or agents.

3.1.4 Real Case Study

Validation of the framework was performed using a real bearing dataset obtained from
the NSF I/UCR Center for Intelligent Maintenance Systems (IMS) [43]. This collec-
tion is advantageous because it encompasses the complete component life—from
normal behavior to failure—which facilitates the simulation of a genuine operating

environment necessary for rigorous framework testing.

Setup and Dataset Description The IMS Bearing setup is configured with four
Rexnord ZA-2115 double-row bearings on a rotating shaft, as shown in Figure 3.9.
An AC motor is coupled with the shaft by rub belts in the proximity of bearing
number 1 to keep the shaft moving at the required speed. Datasets are withdrawn at
a constant rotational speed for the AC motor, corresponding to 2000 RPM. A radial
load of 27,000 N is applied through a spring mechanism onto bearings 2 and 3. The
four bearings are force lubricated.

Bearings The dataset is collected using High Sensitivity Quartz ICP accelerometers
sampling data at 20 kHz. The dataset is composed of files in which every file
corresponds to 20,480 measures sampled every 10 min (except for he first 43 files
taken every 5 min). After 100 million revolutions, an inner race defect occurred in

bearing 3.
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Framework Application Testing on the IMS dataset focused on validating the
framework’s ability to recognize the inner race failure of bearing 3. The data
infrastructure relies on MongoDB, a non-relational database, for both the Data
Source and Storage Units. The specific parameters defining the AIU configuration

used for this evaluation are presented in Table 3.2.

Description Q.ty

Train Elements 200

Test Elements 2
Windows 20

Table 3.2 Parameters of the AIU

The chosen parameters were selected to establish an effective trade-off between
system responsiveness and prediction accuracy. With this configuration, the AIU
models were fully trained and ready for monitoring after 30 hours. Subsequently, the
framework initiated the continuous error evaluation process for each model to monitor
the status of the bearings. The specific settings employed for the Maintenance Control

Unit (MCU) configuration during this evaluation are summarized in Table 3.3.

The results obtained from applying the framework to the bearing dataset are
presented in Figures 3.10a and 3.10b. In these figures, the blue dashed line illustrates
the degradation of the x and y prediction errors computed from the acceleration data
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Description Q.ty
Average 16

Lowest Bound 10

Highest Bound 150

Table 3.3 MCU Configuration

of bearing 3, while the red lines represent the predictions generated by the MCU. As
observed in the graphs, the initial prediction error is low and increases accordingly as
the bearing failure develops. The system successfully recognized the relevant change
approximately half a day to one full day before the final failure. While the detection
trigger could be lowered to alert the framework earlier, doing so would proportionally
increase the number of false positive alerts. The predictions, represented by the
red lines, show an improving fit over time, with their monotonicity increasing as
the system approaches complete breakdown. The architectural advantage of having
multiple predictors (equal to the number of features) allows for compensation against
potential false positives. The framework can be configured to issue a warning only
if more than k predictors simultaneously detect a change. The long straight lines
visible in the graphs indicate periods of missing data. Using a line plot instead of a
scatter plot is beneficial in this context as it helps identify potential shifts in the data
pattern. Such shifts may be correlated with physical events, such as a maintenance

operation or component substitution performed on the machine.

Model Update Functionality The behavior of the framework’s update function is
demonstrated in Figure 3.11. The effect of this function is clearly noted by comparing
Figure 3.11 with Figure 3.10b around November 21st. The training set was updated
with 200 additional datasets, increasing the total size of the collected dataset to 400.
Following this model update procedure, the error computed by the AIU successfully
decreased, reaching a value close to zero. The maintainer can deploy this procedure
when the Novelty Detection identifies a change that is not related to a physical
problem on the machine or component, effectively resetting the baseline for normal

operation.
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3.1.5 Discussion

In order to have an idea about the framework’s performances and better see the
scalability property, two tables are compiled with Train, Test, and Preprocess time
with different configurations. This analysis is performed for both the AIU and the
MCU. Tables 3.4 and 3.5 report the results of this analysis.

The results presented in the preceding tables confirm the system’s high efficiency.
The training stage requires a minimal amount of time, a benefit derived from the use
of computationally lightweight ML models. This rapid training capability is vital for
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Feat. w Strain Stest rain 15 preprocess est
[s] min [s] max [s] min [s] max [s]
120 20 5 2 0.9880 0.9296 1.4058 0.4927 0.6483
120 20 5 5 0.9857 1.8990 2.2966 0.7211 0.5164

120 20 5 10 1.0237 0.3692 0.6698 0.4664 0.7705

120 20 10 2 1.04 1.8848 2.2882 0.5146 0.5387
120 20 10 10 1.0764 1.8849 2.2882 0.4696 0.4882
120 20 20 2 1.2819 0.3692 0.4345 0.4689 0.4967
120 20 50 2 1.3426 0.3681 0.4476 0.4680 0.5377
120 20 70 2 1.3275 0.9265 1.0170 0.4974 0.5057
120 20 70 5 2.6040 0.9265 1.0170 1.3399 1.3878
300 50 70 5 4.4466 0.9281 1.0314 1.3418 1.4066

600 100 70 2 12.6561  0.3772 0.4523 2.5674 27112

Table 3.4 AIU time performance indicator W, s;4in, Sresr and [min, max] time statistics for
Preprocess, Train, Test.

Lexecution Yirain ] predict

U[ms] o[ms] up[ms] o[ms] p[ms] o [ms]
16.6287 5.0196 0.0106 0.1027 0.0067 0.0813

Table 3.5 MCU time performance indicator. It shows the statistics ¢ and o calculated over
all MCDAs Execution, Train, Predict operations.

real-time maintainability, allowing the framework to be quickly updated or retrained
when new sensors are incorporated into the machine. The time required for core
computations consistently remains in the order of seconds. The Artificial Intelligence
Unit (AIU) demands more time than the Maintenance Control Unit (MCU) due to
its higher computational effort, with the initial training process representing the
hardest computational task. All performance metrics are critically dependent on the
number of windows (w) elaborated; a higher w directly correlates with increased time
requirements. The MCU'’s performance, detailed in Table 3.5, refers to the mean and
variance of the agent’s execution time on a single window. Since each agent requires
only a small amount of time compared to the AIU, and the MCU processes agents

sequentially via a time-scheduling approach, the number of windows significantly
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influences the total MCU time. The total MCU time (T},) is calculated by multiplying

the execution time per agent (T.) by the total number of windows (w):

In=Tc-w 3.9

The framework’s flexibility and adaptability are proven across diverse domain

examples presented in this paper.

* Bearing Degradation: the framework accurately identified when the system
deviated excessively, successfully alerting the maintainer prior to complete

breakdown.
* Fault Detection Flexibility.

* Domain Adaptability.

The framework offers the following significant advantages:

* No Prior Experience or Data History Required: This framework can detect
novelties (errors, faults, problems, and environmental changes) by compar-
ing current observations against the trained baseline. This capability is also
instrumental in collecting historical datasets and generating maintenance warn-
ings, which are essential for future definitive Predictive Maintenance (PdM)

applications.

* Flexibility and Scalability: The framework is highly flexible and scalable. A
maintainer can integrate new sensors at any time, updating or retraining the
framework to establish a new operational baseline while still recording all past
data for future PdM use.

* Low Computational Effort Required: By utilizing straightforward ML models
to estimate the divergence between trained and current data, the framework
maintains a low computational effort. This feature significantly facilitates

future implementation on embedded devices.
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3.1.6 Future research

A primary future enhancement involves optimizing computational load by neglecting
useless predictors. By identifying and removing predictors that do not contribute sig-

nificantly to the overall prediction accuracy, the following benefits can be achieved:

* Lightening the MCU Payload: Reducing the data and model size managed by
the Maintenance Control Unit.

* Decreasing Prediction Time: Directly reducing the time required for continu-
ous monitoring.

* Improving Real-Time Efficiency: Increasing the responsiveness of the entire

framework.

Future work will concentrate on broadening the framework’s applicability in

complex and dynamic environments:

* Multi-Domain Dataset Support: Adapting the framework to handle datasets
where features are sampled at different frequencies (e.g., high-frequency vi-
bration data from an accelerometer and low-frequency temperature data from

a thermometer).

* General Motion Adaptation: Enhancing the framework to monitor systems
undergoing random or general motion, rather than being restricted solely to

previously trained, identical motion profiles.

A significant future step involves moving the framework from a workstation

environment to real embedded devices. This requires:

* Framework Optimization: Tailoring the existing code and architecture for

resource-constrained hardware.

e Tiny ML Evaluation: Assessing the performance and viability of using Tiny

ML models within the framework to maintain low computational requirements.

* Intelligent Edge Device Creation: Ultimately aiming to create an intelligent
edge device that can be mounted directly onto the analyzed component, en-

abling localized, real-time monitoring.
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Furthermore, a comparative analysis will be conducted to more clearly assess its

differences from baseline algorithms in terms of speed and accuracy.

3.2 Unsupervised Novelty Detection Methods Bench-

marking with Wavelet Decomposition

3.2.1 Introduction

In today’s data-centric landscape, the ability to detect unusual occurrences is in-
creasingly important. Novelty detection—namely, the task of identifying previously
unseen or unfamiliar data that significantly diverges from expected behaviour—is
fundamental across many sectors because it helps uncover irregular events that may
signal critical situations such as equipment malfunctions, fraudulent activity, or

emerging phenomena.

For instance, in manufacturing settings, novelty detection can reveal defects
arising in a production line [2], while in cybersecurity it can highlight atypical
behavioural patterns that may point to an ongoing attack [44]. In the financial
domain, anomaly detection supports fraud prevention by enabling institutions to
flag suspicious transactions before they lead to major losses. Overall, the ability
to recognize novel conditions strengthens decision-making, enhances safety, and

mitigates risks in a wide range of applications.

Classical novelty-detection techniques often draw on statistical strategies [45,
46]. These approaches typically rely on predefined boundaries or explicit models
of normal behaviour, making it difficult for them to adapt to shifting patterns or

previously unseen anomalies.

Advances in Artificial Intelligence have greatly transformed how novelty de-
tection is approached. Machine Learning methods can learn directly from data,
uncovering relationships that would be hard to encode by hand. Within Al-based
strategies, supervised learning models require labeled datasets to train predictors
capable of identifying anomalies; prominent examples include neural networks and
support vector machines trained on historical samples [47, 48]. Semi-supervised

approaches, which combine labeled with unlabeled data, offer a compromise by
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using limited annotated data to guide the learning process while exploiting unlabeled

samples to enhance robustness and accuracy [49, 50].

Unsupervised learning approaches, which operate without labeled data, are
particularly useful when annotation is costly or when anomalies are too rare to
label reliably [49]. These techniques include clustering methods such as K-means,
autoencoders, and density-based algorithms [51-56]. Such models can reveal the
intrinsic structure of the data and pinpoint deviations from it, making unsupervised

approaches highly adaptable and effective in dynamic environments.

To the best of our knowledge, existing research does not provide a thorough com-
parison of Unsupervised Machine Learning (UML) techniques capable of producing
a continuous degradation metric, particularly when paired with different preprocess-
ing pipelines. This benchmark would be highly beneficial to the novelty-detection

community, offering a valuable reference for both researchers and practitioners.

In this work, several unsupervised Al algorithms are evaluated for novelty de-
tection using a dataset collected in a controlled laboratory environment. Vibrations
generated by a shaker at specific frequencies were recorded while novel conditions
were artificially introduced by varying the input waveform. Our goal is to estimate
a continuous metric rather than a binary classification outcome, as this enables a
more nuanced assessment of how well each method can capture emerging patterns
in complex data. A set of statistical descriptors and wavelet-based coefficients is
computed from the raw signal to serve as inputs for the UML models. Additionally,
a comprehensive suite of performance metrics to compare the various framework
configurations is established. Finally, computational efficiency is assessed by mea-
suring each configuration’s inference time. The subsequent sections describe our

methodology, experiments, and findings in detail.

3.2.2 Related Works

In this section, a summary with the key prior research on novelty detection, with

particular emphasis on unsupervised methodologies.

In [54, 55], the K-means algorithm is employed to categorize bearing degradation
conditions. In [54], the IMS bearing dataset [57] is clustered using both Traditional
Statistical Features (TSF) and Mel-frequency Cepstral Coefficients. The resulting

labeled sequences are then used to train a Convolutional Neural Network (CNN)
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directly on the raw vibration signals, eliminating the need for additional feature
extraction. Similarly, [55] uses TSF and Shannon entropy to cluster data from the
IMS and Case Western Reserve University (CWRU) [58] datasets. The authors also
transform the time series into two-dimensional image representations and adopt a
CNN (AlexNet [59]) to classify levels of degradation.

The work in [52] introduces a procedure for assessing bearing health and tests
it on the IMS dataset. Time-domain features are first extracted from the vibration
signals, and a cross-correlation filter is applied to eliminate redundant information. K-
means is then utilized to select the most informative features through an optimization
scheme aimed at producing compact and well-separated clusters. A Self-Organizing

Map is subsequently used to compute a health indicator for the bearing.

An enhanced initialization strategy for K-means is proposed in [60]. The method
integrates Ant Colony Optimization with K-means and is evaluated using a three-
level Wavelet Packet Decomposition (WPD) applied to an expanded CWRU dataset,
created via a sliding-window technique to demonstrate scalability to large data

collections.

In [53], the authors present a subset-based deep autoencoder designed to auto-
matically learn discriminative feature representations. The model is validated on
vibration data from CWRU, IMS, and Self-Priming Centrifugal Pump (SPCP) [61]
bearings.

A detailed investigation based on the IMS dataset is given in [56]. The authors
exploit prior knowledge of bearing fault frequencies to assign labels to the measure-
ments. Initially, TSF and Redundant Second-Generation Wavelet Packet Transform
coefficients are extracted, after which Principal Component Analysis (PCA) is used
to reduce dimensionality. Subsequently, K-means, Support Vector Machines (SVM),
and agglomerative clustering techniques are applied to detect anomalies and identify

failure modes.

Another noteworthy contribution is the data-stream classification technique intro-
duced in [51]. Unlike one-class strategies, this approach supports multiple “normal”
classes and handles the emergence of new classes over time by integrating coherent

clusters of previously unseen samples into the training set.

[2] describes a machine learning framework designed for real-time anomaly

detection in sensor data, providing support for companies developing predictive
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maintenance datasets. The study outlines an optimized software architecture and

demonstrates its effectiveness using both a digital twin and industrial case studies.

Features Transformation

| Mot

Features Extraction Features Evaluation
i @ Ti,

Fig. 3.12 The architecture of the proposed framework is organized into three core components.
First, the feature extraction module applies Wavelet Packet Decomposition (WPD) to obtain
wavelet coefficients, which are then combined with statistical descriptors to form its output.
Next, the feature transformation module uses either an Autoencoder or Principal Component
Analysis (PCA) to map these features into a new representation, allowing the system to better
capture variations in behaviour when computing the novelty metric. The final component, the
feature evaluation module, employs six different unsupervised machine learning algorithms
to generate the novelty metric from the transformed feature set.

Raw Input

[62] introduces a computer vision—based approach for detecting anomalies in
mechanical equipment. Compared with the previously mentioned techniques, this
method offers the benefit of monitoring vibrations at multiple locations without

requiring direct contact with the components under inspection.

Another widely used model in novelty detection is the Local Outlier Factor (LOF)
[63], which produces a continuous anomaly score determined by the location of
a point relative to the density of its neighbours. This idea is further developed in
[64], where the clustered nature of the dataset is incorporated into the formulation,
resulting in the Cluster-Based LOF (CBLOF) metric.

A related approach for quantifying normality using a distance-based measure is
described in [65]. The authors define a novelty score as the distance of a sample to
its nearest cluster, scaled by the standard deviation of distances among the known
samples in that cluster. This method has been evaluated on vibration data obtained

from a jet engine.

A further distance-driven technique is presented in [66], where each data instance
is categorized as normal, an extension, or unknown according to the radius of the
nearest cluster and the point’s relative position. When a sample lies just beyond the
decision boundary but within an acceptable margin, it is labeled as an extension and
leads to an update of the learned model. If the point falls beyond this margin, it is
deemed unknown; such samples are stored in a buffer and later used to revise the

model when new classes appear in the data.
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3.2.3 Methodology

The proposed novelty detection framework operates in a fully unsupervised manner.
The training data represent the system’s nominal behaviour and contain no labels. In
contrast to classification-based approaches, the framework has no prior knowledge of
the system’s operating modes. After training, the model evaluates incoming data to
identify deviations from expected behaviour and thus detect anomalies. An overview

of the architecture is presented in Fig. 3.12.

The inputs to the system are raw time series recorded by an accelerometer.
These signals are processed to extract a set of informative features, which are
subsequently mapped into a latent representation that may be of lower or higher
dimensionality. The transformed features are then analysed by multiple unsupervised
machine learning models, each producing a novelty metric (NM), which constitutes
the framework’s output. The main advantage of this approach is its ability to
quantify the degree of deviation rather than simply assigning a binary label (0/1) to
distinguish normal from abnormal conditions—a limitation common in traditional
anomaly detection methods. Each component of the framework is described in detail

in the next section.

The features extracted from the time series are a combination of statistical and
WPD coefficients. The statistical features extracted for each signal are: mean, root-
mean-square (RMS), peak-to-peak (P2P), standard deviation (STD), skewness and
Kurtosis.

Wavelet Packet Decomposition

The WPD is a tree-based decomposition method able to extract the frequency content
of a signal. In this work, a Daubechies wavelet is used. The decomposition method
divides the input data x € R into two subsets: a set with high-frequency and the
other with low-frequency content, each containing N /2 elements. This process can
be applied an arbitrary number of times (up to log, (N)) for each subset created. The
process is repeated recursively until the desired number of levels L is reached. Hence,
the final output is a signal decomposed into 2% vectors in which each vector has
N /2% elements. Finally, each vector generated by the decomposition is transformed

into a single value using the /; norm. This value assumes the role of a feature. The
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Fig. 3.13 Wavelet Packet Decomposition features extraction architecture. At each level of
decomposition, the input signal is split into two sub-band signals, each with a dimension of
N /2. This process is repeated through L levels, resulting in 2 sub-band signals. For each
sub-band signal, the /» norm is computed, condensing each array into a single value. These
values are then aggregated into a final array of dimension 2%, forming the complete WPD
feature array that encapsulates the characteristics of the original time series data.

2L computed norms form the WPD feature array. The structure of the decomposition
is shown in Fig.3.13.

In the end, the WPD feature vector is concatenated with the six statistical features
to form the complete features array with dimension (2F + 6, 1) representing the final

output of the features extraction block.

After the feature extraction process, the data are normalized, along the whole
training dataset, removing the mean and scaling to unit variance in order to use them

for the following steps.

At this stage, the extracted features can be directly used to train the models. How-
ever, additional processing can be implemented to analyze the different behaviours
of the unsupervised model. Specifically, two different Autoencoders and PCA are

tested to observe the change in the novelty metric, as explained in the next section.
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In this section, the feature transformation module of the framework is described,
which incorporates three alternative algorithms: an undercomplete autoencoder, an

overcomplete autoencoder, and PCA.

Autoencoder

The first transformation strategy is based on an autoencoder (AE), a generative
neural network composed of two main components: an encoder that compresses or
expands the dimensionality of the input, and a decoder that reconstructs the original
representation. In this architecture, the input and output layers must have matching
dimensions, while the intermediate layers can vary in size and depth.

Encoder Decoder
e e
. RS 0
(Nfeat 1) (Nfeqpr1)
(Ng1,1) (Np1,1) =
(Ng2,1) o~
V4 4 V4
II Input Features Dense II ReLU Leaky ReLU

Fig. 3.14 Architecture of the proposed undercomplete autoencoder for feature transformation.
The model uses fully connected layers with dimensions Ng» < Ngi < Nyeqr and Ny < Npp <
Nyeqr. The input consists of the preprocessed statistical and wavelet-based features.

Undercomplete Autoencoder The structure of the undercomplete autoencoder is
provided in Figure 3.14. The input dimension is n = Ny, = 2L+ 6, as described
in Section 3.2.3. The encoder includes layers of size Ng| and Ng;, where the latent
dimension is Ng; = p and satisfies Ng» < Ngj < Nyeq. The decoder mirrors this
structure, expanding the latent vector back to Ny, using layers Np; and Nyey,
with Ng < Npi < Nyeq. The first layer of both encoder and decoder uses a ReLU
activation, while the second layer uses LeakyReLLU to improve stability and avoid

excessive zero activations. The training objective is the Mean Squared Error (MSE).
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Fig. 3.15 Architecture of the proposed overcomplete autoencoder. The model consists of
fully connected layers satisfying Nyeqr < Ngi < N2 and Nyer < Npi < Nga.

Overcomplete Autoencoder Figure 3.15 illustrates the configuration of the over-
complete autoencoder. Unlike the undercomplete variant, this model increases
the dimensionality of the data within the encoder: Ny, < Ngi < Ngz. The de-
coder then projects from Ng, back to the original size using layers that satisfy
Nyear < Np1 < Ng3. As with the undercomplete architecture, ReLU and LeakyReLU
activations are applied in the first and second layers respectively, and MSE is used as

the reconstruction loss.

Principal Component Analysis

Principal Component Analysis (PCA) is employed to project the extracted features
into a reduced-dimensional subspace while retaining as much of the original data vari-
ance as possible. The dimensionality reduction is controlled through the proportion

of variance that must be preserved.

Let X € R" denote the input vector, where n = Nf.,;. PCA computes a latent
representation 1 = PCA(X), where h € R¥c4 and Npcy < N tear- Formally, the
transformation is expressed as PCA : RNjear — RNpca,
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Each of the three transformation strategies produces a latent feature set of differ-
ent dimensionality, which is subsequently fed to the unsupervised learning models

that compute the novelty metric described in the following section.

The six unsupervised learning models that can be combined with any of the
feature transformation techniques are already described in the Section 2.7 of the
theoretical analysis. Each model receives as input the transformed features—either
the latent representations produced by the autoencoders (specifically, the output
of layer Ey) or the features obtained after the PCA projection. The output of this
module is the novelty metric (NM), which quantifies how anomalous a sample is.

3.2.4 Experiments

A pivotal point of our research is the realization of a dataset to test the Novelty
Detection algorithms in a real environment. For this purpose, a shaker (mod. n°
K2007EO1) and an accelerometer (mod. n° STM32L4R9, an evaluation board of
STMicroelectronics equipped with an accelerometer sensor) were used to collect
a vibration dataset. The evaluation board is mounted on the shaker to gather the

dataset with reduced noise and uncertainties.

The shaker is controlled by a PC, reproducing an audio file. Two audio files were
generated: the first reproduces a signal v (¢) and the second one the signal v;(z),
defined as:

9
vi(r) =Y A;-sin(27- 0 -1)) (3.10)
=1

1=

A=1{05,0.5,0.5,1,1,1,0.5,0.5,0.5}
o = {50,100, 150,230,300,440, 460, 530,600}

9
va(r) = Y B;-sin(2m- ;1)) (3.11)
i=1

B=1[0.5,0.5,0.5,1,0.2,1,0.5,0.5,2]
B = [50,100, 150,230,300,440,460, 530, 600]
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Set name Signal Type P2P [V]
Set 1 vy (t) 0.25
Set 2 vi(t) 0.50
Set 3 Vi (t) 0.75
Set 4 vi(t) 1.00
Set 5 vy (t) 1.25
Set 6 va(t) 0.50
Set 7 vo(t) 0.75
Set 8 vo(t) 1.00

Table 3.6 Experimental setup for data collection.

where A, B are the amplitudes and «, 8 are the frequencies of the harmonics.
The volume setting determines the P2P amplitude of the physical signal generated
by the PC.

Firstly, the signal v (¢) was fed to the shaker with five different volume settings,
producing Sets 1-5. After each volume change, the new P2P value was measured
with an oscilloscope. The same procedure was then repeated using v;(¢), yielding
Sets 6-8. Each of the eight datasets consists of a 206-second vibration recording,
later segmented into 1-second windows to generate 206 samples per set. Table 3.6
summarizes the experimental setup.

Since the highest harmonic frequency is 600 Hz, the sampling frequency of the
evaluation board was set to f; = 1666 Hz to satisfy the Nyquist—-Shannon sampling
theorem.

The procedure described in Section 3.2.3 is applied to the experimental data
collected. The depth level L of the WPD decomposition tree is set to 6, resulting
in a WPD feature array composed of 64 coefficients. Additionally, the 6 statistical
features are computed, leading to a final feature vector of 70 elements.

The performances of each architecture are evaluated to establish a comprehensive
benchmark comparison. Four different performance metrics are computed for each
framework.



86 Novelty Detection on Industrial Context

Variance

The variance of the novelty metric is evaluated using the portion of nominal data
not employed for training. A robust model should produce a stable novelty metric
when the input data represent the same nominal operating conditions. High variance
indicates that the model is either overly sensitive to noise or unable to generalize
normal behaviour effectively. Formally, the variance is defined as:
) 1 & R —
Variance = — Z (NM(i) — NM) (3.12)
n
i=1

where NM(i) is the novelty metric of the i-th nominal sample, NM is the mean
novelty metric computed over all nominal samples, and » is the number of nominal

samples.

Reactivity

This metric measures how effectively a model distinguishes nominal from anomalous
samples under identical conditions. The reactivity of the model is defined as the
difference between the mean nominal novelty metric and the mean novelty metric of
the most anomalous samples. A higher reactivity indicates a stronger capability to

separate nominal from novel behaviour. Formally:

m

1 :
— Z NM(j) (3.13)

n

1
Reactivity = — Z NM(i) —
iz
where NM(i) is the novelty metric of the i-th nominal sample, and NM(}j) is the

novelty metric of the j-th novel sample.

Inference Time

The inference time quantifies the average time required by the UML model to
evaluate a single sample and compute the corresponding novelty metric. This value
is obtained by averaging the evaluation time over multiple samples. All inference-
time measurements are performed using an Intel CPU 19-12900K.
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Feature Percentage

The Feature Percentage (FP) indicates the proportion of the original feature di-
mensionality preserved after feature transformation. A FP of 100% means that no
dimensionality reduction is applied. Lower FP values are desirable, as they reduce
computational cost and mitigate issues associated with high-dimensional feature

spaces (i.e., the curse of dimensionality).

The algorithms are also optimized to determine the best-performing configuration
for each UML model. For the autoencoder-based methods, the optimization process
varies the number of neurons in the first encoder layer Ng; (which is mirrored in
the decoder, i.e., Ng1 = Np1), the number of neurons in the latent space N>, the
learning rate, and the batch size. For PCA, the only hyperparameter considered is
the number of latent features ny.

The variance of the novelty metric is used as the objective function because,
during optimization, it is the only metric that can be computed using solely nominal
data—without requiring knowledge of future system behaviour (e.g., reactivity).
Minimizing this variance is essential, as it quantifies how consistently the algorithm
models the nominal operating condition of the system. A lower variance indicates
reduced sensitivity to noise and environmental perturbations and therefore better

nominal-behaviour modelling.

The optimization procedure is based on a Gaussian process Bayesian algorithm.
At each iteration, it proposes new hyperparameter values in order to minimize the
objective function and progressively improve the model’s robustness and detection
capability.

The first 100 samples from Set 1 in Table 3.6 are used for training, while the

remaining 106 samples are used to compute the variance metric. Formally:

J= min((f]()()NM)

0100(NM) — Ng1,p1,NE2,Ir,bs,ny

where J is the objective function to be minimized, /r is the learning rate, bs
is the batch size, and ny is the number of PCA latent features. The optimization
algorithm requires predefined search ranges for each hyperparameter. These ranges

are reported in Table 3.7.
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Transf.

Method
AEA 50 —65 10—45 0.01-0.1 32,64 -
AER 75—-80 85—100 0.01—0.1 32,64 -
PCA - - - - 2-70

Ng1,Np1 Ng2 Ir bs ng

Table 3.7 Hyperparameters ranges chosen for the models’ optimization algorithm

NEl s NDl NE2 Ir bs ng
AEA AER AEA AER AEA AER AEA AER PCA
KMeans 80 61 85 32 0.08 003 64 64 3
DBSCAN 75 56 8 10 020 0.08 32 64 2
GMM 79 61 8 10 0.08 0.01 32 64 2
nuSVM 80 65 93 10 0.09 0.10 32 64 2
IForest 79 50 85 45 0.02 003 64 64 70
LOF 79 50 88 10 0.03 0.01 32 32 3

Model

Table 3.8 Optimized hyperparameters for each UML model. AEA = overcomplete autoen-
coder, AER = undercomplete autoencoder.

The optimal hyperparameters found through the Bayesian optimization process
are shown in Table 3.8. AEA denotes the overcomplete autoencoder, while AER

denotes the undercomplete autoencoder.

Performance metrics are computed for all combinations of UML models and

feature transformation methods.

The first 100 samples of Set 1 are used to train the UML models. For each UML
model, four scenarios are benchmarked: (i) the baseline using the features extracted
directly from the feature extraction block (OF, “Original Features”), and (ii—iv) the
three transformation methods—undercomplete AE, overcomplete AE, and PCA.

The remaining 106 samples of Set 1 are used to compute the variance and the
mean of the nominal signal (the “mean—nominal signal”). Set 5 is used as the
reference novelty condition to compute the “mean—novelty signal” and thus obtain
the reactivity. Set 5 is chosen because it corresponds to the most dissimilar vibration
among all available sets.

For each model and transformation method, the novelty metric (NM) is computed
and normalized to a common range such that min(NM) = 0 and max(NM) = 1,

ensuring fair comparison across methods.
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UML model Transformation n; FP[%] | Variance [1073] Mean Reactivity 1 Inference Time [us] |
Nominal signal || Novelty Signal 1

OF 70 100.00 0.2680 0.0063 0.9686 0.9623 241.4
KMeans AER 32 45.71 0.1098 0.0072 0.9352 0.9280 210.8
AEA 85 12143 0.1615 0.0013 0.9612 0.9599 2125
PCA 3 4.29 0.0780 0.0190 0.8860 0.8669 193.1
OF 70 100.00 0.2994 0.0119 0.9835 0.9716 11.3
DBSCAN AER 10 14.29 0.0957 0.0035 0.9243 0.9208 7.2
AEA 85 121.43 0.0776 0.0095 0.9234 0.9139 8.0
PCA 2% 2.86* 0.0111 0.0043 0.9093 0.9050 6.5
OF 70 100.00 0.0000 * 0.0000 * 0.9479 0.9479 22.8
GMM AER 10 14.29 0.0009 0.0003 0.8850 0.8847 8.1
AEA 85 121.43 0.0122 0.0005 0.9287 0.9282 30.9
PCA 2% 2.86* 0.0002 0.0006 0.8321 0.8316 5.7
OF 70 100.00 23.1632 0.3165 1.0000 * 0.6835 3.0

AUSYM AER 10 14.29 7.9910 0.0683 1.0000 * 0.9317 0.9%*
AEA 93 132.86 2.1082 0.0580 1.0000 * 0.9420 1.3
PCA 2% 2.86% 2.3468 0.0630 1.0000 * 0.9370 1.0
OF 70 100.00 4.5572 0.1176 0.8893 0.7717 6.1
[Forest AER 45 64.29 14.9819 0.2134 0.9192 0.7058 53
AEA 85 121.43 16.2062 0.1836 0.9462 0.7625 53
PCA 70 100.00 12.2452 0.2568 0.9823 0.7255 59
OF 70 100.00 0.2762 0.0028 0.9804 0.9777 * 95.9
LOF AER 10 14.29 0.0816 0.0029 0.9157 0.9128 2.7
AEA 88 125.71 0.0522 0.0015 0.9448 0.9432 4.5
PCA 3 4.29 0.0064 0.0032 0.8838 0.8805 42

Table 3.9 Performance metrics for all the preprocessing and model combinations. OF means
original features, AER means autoencoder reduced, AEA means autoencoder augmented.
ny is the number of features transformed by the autoencoders or PCA. FP is the features
percentage with respect to the original dimension. Variance defined in the Equation 3.12,
and the reactivity defined in Equation 3.13. Train signal is set 1 of Table 3.6 and test signal is
set 5. The symbols |} and 1 indicate if the value should ideally be minimized or maximized,
respectively. The best results among all the UML models and features transformation
combinations are highlighted with *, for each metric.
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Fig. 3.16 Graphical representation of the performance metrics reported in Table 3.9. All
y-axes are shown in logarithmic scale. AEA corresponds to the overcomplete autoencoder,
AER to the undercomplete autoencoder, and OF to the original features.

The resulting metrics are listed in Table 3.9. For each UML model, the best
transformation method for each metric is highlighted in bold. The best overall results
across all models and transformations are additionally marked with an asterisk. A

visual summary of these results is provided in Fig. 3.16.

Several observations can be made from Table 3.9. First, in terms of dimension-
ality reduction, PCA consistently produces the lowest number of output features,
except when paired with the [Forest model, for which the AER transformation
achieves an even smaller dimensionality. Regarding the variance of the NM under
nominal conditions, the GMM achieves the lowest variance, indicating an almost con-
stant novelty metric for known data. Among the remaining UML models, KMeans,
DBSCAN, and LOF achieve their lowest variance when used together with PCA,
whereas [Forest performs best when applied directly to the original features. Ideally,
the NM evaluated on nominal data should be as low as possible. The lowest nom-
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Fig. 3.17 Top: correlation between inference time and number of features. Bottom: correla-
tion between the feature dimensionality reduction FP and the reactivity.

inal NM is obtained by GMM without feature transformation. Across other UML
models, there is no clear pattern indicating that a specific transformation consistently

minimizes this metric.

Conversely, the NM should be high when evaluating novel samples. The nuSVM
exhibits the highest novelty values regardless of the transformation method. However,
this behaviour comes at the cost of reduced continuity in the NM: the values tend
to saturate, even when the deviation from the nominal signal is slight, limiting its

usefulness for gradual anomaly severity estimation.

Reactivity tends to be highest when the UML models operate on the original
features, with the exception of nuSVM, which displays its highest reactivity when
used with the AEA. The LOF combined with the original features shows the overall
highest reactivity, followed by the DBSCAN model, which exhibits a comparably

strong response.

The nuSVM also provides the lowest inference time due to its simple decision

function, which requires only a distance computation. For the other UML models,
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evaluation time generally decreases as the dimensionality of the feature space is

reduced.

To examine relationships between performance metrics, all metrics were plotted
pairwise to highlight potential correlations. The most informative of these plots are
shown in Fig. 3.17. The first plot confirms that inference time tends to increase
with feature dimensionality. The second plot suggests that reducing the feature
dimensionality (i.e., using FP< 100) generally reduces the reactivity of the UML
models, except for nuSVM, which displays the opposite behaviour.

For completeness, the novelty metric was computed for all remaining vibration
sets (Sets 1-8), excluding the training portion of Set 1. The evolution of the nor-
malized NM across all sets and all model/transformation combinations is shown in
Fig. 3.18. KMeans, DBSCAN, GMM, and LOF show a clear progression of the NM
that correlates with the increasing dissimilarity of the vibration signals (particularly
amplitude changes). On the contrary, nuSVM and [Forest saturate the NM to nearly
constant values for novel conditions, effectively producing a binary output. This
behaviour contradicts the main objective of this work, which is to derive a continuous

NM reflecting anomaly severity.

Another observation from Fig. 3.18 is that GMM is significantly influenced
by the choice of feature transformation. When fed with original features, GMM
produces systematically lower NM values compared to the transformed feature cases.

3.2.5 Conclusion

In this work, several unsupervised machine learning models combined with different
feature transformation strategies are benchmarked. A real vibration dataset is also
gathered to evaluate all frameworks under realistic, noise-affected conditions. The
results show that a continuous Novelty Metric is most effectively produced by
KMeans, DBSCAN, GMM, and LOF, which are able to provide a meaningful
indication of anomaly severity. Conversely, models such as nuSVM and IF tend to
behave like binary detectors, limiting their usefulness for continuous degradation
monitoring. The benchmark further demonstrates the critical role of both feature
extraction and feature transformation in shaping the behaviour and performance
of unsupervised models. Moreover, inference times are measured to quantify the

computational cost associated with each configuration.
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Fig. 3.18 Normalized novelty metric for all combinations of UML models and feature
transformation methods. Vertical steps correspond to transitions between data sets with
different characteristics. KMeans, DBSCAN, and LOF are less affected by the choice of
feature transformation. The nuSVM exhibits strong saturation for novel data and struggles
to maintain a stable NM for nominal samples. The [Forest model shows similar saturation
behaviour and a strong dependence on the transformation method.
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Future work will focus on deploying and evaluating these frameworks on em-
bedded devices to establish an EDGE-level benchmark. It is planned to explore
additional feature extraction techniques, including generative models such as Real-
NVP, to assess whether they lead to improved performance. Finally, future works
will extend the benchmarking campaign to other industrial datasets to further validate
and generalize the findings presented in this study.



Chapter 4
Novelty Detection in Robotics

The rapid emergence of service mobile robots marks a significant step forward in
automation, influencing a wide range of daily-life applications, including domestic
and healthcare assistance [67, 68], precision agriculture [69, 70], and facilities
inspection [71]. Localization technologies play a central role in ensuring the future
development and reliability of autonomous mobile robots [72]. Although wheel
odometry and visual odometry have been extensively studied in the past decade, both
remain sensitive to long-distance drift and environments lacking repetitive visual
features [73-75].

Among the localization methods explored in recent years, Ultra-Wideband
(UWB) has emerged as a promising and cost-effective solution for mobile robot
positioning, particularly in GPS-denied environments [76]. UWB operates by trans-
mitting extremely short-duration pulses, enabling highly accurate time-of-arrival es-
timation and, consequently, precise distance measurements. Despite these strengths,
UWB performance is strongly affected by Non-Line-of-Sight (NLoS) conditions
and multipath reflections, which can significantly degrade range accuracy [77]. Such
effects occur when direct signal propagation is blocked, or when reflections dis-
tort the received waveform, producing biased distance estimates that compromise

autonomous navigation (Fig. 4.1).

Most classical UWB-based localization frameworks rely on Kalman filtering
[78, 79]. In parallel, recent advances in machine learning have led to data-driven
methods that model UWB reflectance patterns and NLoS-induced disturbances [80-
82]. Although neural networks can capture complex nonlinearities, these techniques
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Fig. 4.1 UWB signal attenuation types depending on the obstacles within and around the
environment.

typically require large datasets and must be retrained whenever environmental condi-
tions change. Furthermore, the dynamic nature of real-world service environments

complicates the identification of locations where UWB reliability may decrease.

Motivated by these challenges, these works aim to develop a robust approach to
learn a precise, environment-dependent characterization of UWB range reliability

and exploit it to adapt the localization pipeline across space and time.

The key contributions of these works are summarized as follows:

* A novelty-detection autoencoder for learning the environmental characteriza-

tion of UWB range signals.

* A localization pipeline that dynamically adapts EKF covariance and bias terms
using the range-specific novelty score, linked to the UWB reliability through

simple, general mapping functions.

* An extensive experimental evaluation featuring increasing NLoS severity and
dynamic environmental changes, a level of systematic analysis that, to the best

of our knowledge, has not been previously reported.

Overall, these works aim to demonstrate the flexibility and adaptability of the

novelty detection paradigm across a variety of application domains [50].
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4.1 Semi-Supervised Novelty Detection for Precise
Ultra-Wideband Error Signal Prediction

4.1.1 Related Works

Several studies have sought to mitigate these challenges. Machine learning and deep
learning approaches, for example, have been applied to detect and compensate for
NLoS conditions by formulating the problem as either a classification or regression
task [81, 82]. Other works have integrated complementary information—such as
inertial sensor data [83] or prior map knowledge [84]—to enhance UWB-based
localization. In some cases, the receiver’s position has been estimated directly from
raw UWB data without explicitly identifying NLoS conditions in advance. These
strategies have shown strong performance even in complex environments where
maintaining a clear Line of Sight (LoS) is not always feasible [85]. Nevertheless,
a comprehensive solution capable of robustly handling the diversity and dynamic

characteristics of real-world environments is still missing.

In this work, it is emphasized the influence of the surrounding environment on
UWRB performance, acknowledging that UWB error is inherently dynamic and closely
linked to the introduction of anomalies within the map. To address this, novelty
detection is leveraged—a family of machine learning techniques designed to identify
previously unseen or anomalous patterns relative to a learned nominal distribution
[86]. In the context of UWB signals, novelty detection can be used to recognize
NLoS and multipath effects as anomalous conditions, as well as detect meaningful
environmental changes, thereby providing position-dependent uncertainty estimates

essential for reliable localization.

Autoencoders are widely used in novelty detection tasks due to their capacity to
learn compact representations of data [40, 87]. Within the domain of Ultra-Wideband
(UWB) technology, autoencoders have been employed for various purposes, includ-
ing assessing and correcting signal reliability. Variational autoencoders, for instance,
have proven effective at assigning anomaly scores to the channels of Time-of-Flight
(ToF) systems, demonstrating strong generalization capabilities and enabling their
integration into Extended Kalman Filter—based tracking frameworks [88]. Addition-
ally, autoencoders have been utilized to refine ranging measurements, improving

localization accuracy [89].
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4.1.2 Methodology

For this study, the environment considered consists in fixed UWB anchors and a
mobile tag. A dataset is collected to build a reference database in which UWB-
specific signal features are systematically recorded at predefined locations—this
constitutes the offline phase. The localization problem is then formulated as a
mathematical optimization task, where the goal is to identify the reference point
that minimizes the localization error based on the signal characteristics observed
during the online phase. This approach, widely used in wireless systems, is known
as fingerprinting. Although effective in static environments, fingerprinting is highly

sensitive to environmental changes, which can significantly alter signal properties.

The method proposed in this work addresses this limitation by detecting when
the signal becomes unreliable through deep learning—based novelty detection tech-
niques. Then, it is introduced an approach termed UWB Error Prediction with
Semi-Supervised Novelty Detection (EPSNoDe), designed to identify anomalous

signal conditions that could compromise localization accuracy.

Novelty Identification

In our work, novelty detection plays a key role in identifying warning zones, i.e.,
areas where localization performance deteriorates due to environmental factors. The
novelty detection framework is trained exclusively on nominal data. Because the
model is expected to recognize deviations during inference, such altered conditions
must not be included in the training set. This design intentionally induces a certain
level of overfitting, making the model highly specialized to the nominal training

distribution while limiting its generalization capabilities.

Given the adoption of a fingerprinting approach, the novelty detection models
are trained on feature sets that remain consistent for each position of the grid map.
The core objective of this study is to detect environmental changes reflected in UWB
signals. The model learns the characteristic signal pattern associated with each
grid location and identifies when a previously unseen pattern emerges. When an
obstacle is introduced into the environment, UWB reflections and NLoS conditions
modify the signal characteristics, producing distortions relative to the original pattern.
As a result, the model detects these deviations and flags them as novelties at the

corresponding positions.
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Novelty identification is based on reconstruction error, which quantifies the
discrepancy between the observed signal features and those reconstructed by the
model. Two error metrics are employed. The first measures the reconstruction error
for a single UWB anchor by computing the absolute difference between the real and

reconstructed features:

e=1[3-yl 4.1

where e represents the error, y represents the predicted sample, and y represents
the real one. The second error is computed by using the errors of i;;, anchors and

summing them as a multidimensional distance, as reported in the following equation:

Crotal = \/e% + e% +-- 4 e,% 4.2)

where e, 1s the total error computed for a single prediction, e; is the error of
the i;, anchor prediction computed by using Equation 4.1, and 7 is the total number

of anchors used for the robot’s localization.

Neural Network Architecture

The architecture adopted in this work is an autoencoder. The architectures of the
autoencoder can assume several shape following the same rule described in Section
3.2.3.

In this work, the proposed architecture is an overcomplete autoencoder, as
illustrated in Fig. 4.2. The encoder consists of three dense layers with dimensions N,
Ng1, and Ngo, where N =n, Ngy = p, and N < Ng| < Ngj. All encoder layers use
ReLU activation functions. The decoder is composed of two layers of dimensions Np
and N, with Np; > N to restore the original dimensionality. The first decoder layer
uses a ReLU activation, whereas the final layer employs a Leaky ReLU activation to
mitigate the risk of dead neurons and enhance overall robustness. The network is

trained using a Mean Squared Error (MSE) loss function.

Different UWB data-selection and pre-processing strategies are explored to
extract informative features from the raw sensor signals. Three configurations of the

proposed method are considered:



100 Novelty Detection in Robotics

Encoder Decoder
s == ale —- M
(Ng2,1)
7
(Ng1,1) (Np1,1)
(7 (7
(Nerr:1) (Nerr,1) (N,1) (N,1)
7 y a4
®>»
(Nrnes1)
/7 7 u(l
CIR Input II Range Input II Preprocessing
p=
Dense [ﬂ ReLU Leaky ReLU

Fig. 4.2 Architecture of the proposed UWB EPSNoDe model. It consists of an overcomplete
autoencoder (N < Ng; < Ng> and Np; > N). The legend indicates all layer types. The
input dimension varies depending on the selected input modality (i.e., CIRs and/or ranges,
according to the adopted model configuration).

* EPSNoDegng: uses only the anchors’ range measurements as inputs;

* EPSNoDey4: combines anchors’ ranges with the first six peaks of the Moving
Average applied to the Channel Impulse Response (CIR);

* EPSNoDepca: combines anchors’ ranges with a PCA-reduced CIR represen-
tation obtained by applying Principal Component Analysis directly to the CIR

signal.

Position-specific Error Prediction

The final stage of the framework focuses on identifying unreliable zones within the
grid map for UWB localization, using the output data predicted by the EPSNoDe
model. The computed reconstruction errors serve as key indicators to determine

whether a specific grid point is anomalous with respect to the nominal environment.
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Detecting an anomaly in a particular grid cell suggests that an environmental change
may have occurred in the vicinity of that location.

A possible strategy for leveraging these errors is to define a threshold, which
would trigger a warning whenever the reconstruction error exceeds it. At such
positions, the autonomous robot becomes aware that the localization algorithm may
be compromised, enabling the implementation of additional strategies to improve
UWB-based localization accuracy. These strategies may include error mitigation or
compensation techniques. However, the design of such strategies and the selection

of an appropriate error threshold fall outside the scope of this paper.

Several experiments are conducted to evaluate the performance and functionality
of the proposed framework.

| | N Anchors

4 ¢ L Origin

Measurements

points

CaseA-B

N 4 Case B

Case C

Fig. 4.3 Sketch of the environment used to test the algorithm. Three novelty scenarios are
identified: A, B, and C.

4.1.3 Tests and Results
Experimental Setup

The environment used for evaluating the framework is an office room at the PIC4SeR
center. The room contains various desks, chairs, and wardrobes. A sub-area is
defined within a free rectangular region, allowing the robot to move unobstructed.
The robot follows a predefined rectangular grid path with a mesh size of 50 cm along
both the x and y directions.
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Three experimental scenarios are considered, as illustrated in Fig. 4.3.

» Case A: a metal plate is placed near the top-right corner of the grid map.

* Case B: a wooden bridge and a metal plate are positioned in the same top-right
area, creating NLoS conditions at several grid points.

* Case C: two obstacles are placed directly within the grid map.

In all experiments, the remainder of the environment is kept unchanged. Four
datasets—covering nominal and perturbed scenarios—are collected during the exper-
imental campaign. The added obstacles are taller than the robot, thereby introducing
NLoS conditions by obstructing visibility to the anchors in certain regions of the

grid during the measurement phase.

Experiments and Results

An extensive experimental session is carried out to demonstrate the effectiveness
of the method in characterizing the quality of the UWB signal in the environment.
Moreover, the role of UWB data selection is analyzed in the learning process. More
precisely, three different pre-processing operations are defined for the proposed
autoencoder architecture described in 4.1.2. Each network configuration is tested on
scenarios A, B, and C, and the results obtained are shown in Fig. 4.4. Each quadrant
shows the total error computed for the related position, where a bright quadrant

indicates a high error.

The first model analyzed is the EPSNoDegyg, which specifically detects novelty
based only on ranging distances. In this scenario, the model employs the minimum
number of features compared to other models. Using four anchors, the features
are limited to four, corresponding to the ranging values of each anchor. As can be
noticed, the model detects the presence of obstacles in both Case B and Case C,
where obstacles are positioned within the map. The obstacle in Case A is less visible
using only ranging distance, possibly due to persistent LoS conditions throughout
the measurement phase. By exclusively considering ranging distance, potential

reflections of the CIR are neglected in the analysis.

On the opposite side, the EPSNoDepc4 model exhibits a contrasting performance:

in this instance, a more extensive set of features is considered. The original CIR
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Fig. 4.4 The total error is computed for each test conducted. Each row corresponds to the
architecture type applied to the dataset, and each column corresponds to the dataset type
employed in the test. EPSNoDegyg uses only ranging distances, EPSNoDeys involves the
Moving Average of the CIR along with the ranging distances, and EPSNoDepc4 involves the
application of Principal Component Analysis to the CIR along with the ranging distances.

comprises 152 samples multiplied by the number of anchors, resulting in 608 features
for our case with four anchors. The PCA model reduces the feature dimension while
retaining 90% of the variance of the initial data, reducing the features to 68 elements.
Adding the four UWB ranges results in 72 input features for the framework. Due to
this elevated number of features, this architecture encounters difficulties in learning
the patterns for each point of the grid map. The results exhibit a considerable level

of uncertainty in the overall map.

The most promising outcomes in this study are associated with the EPSNoDegng
and EPSNoDeys, where a two-period moving average is applied to each anchor’s
CIR to filter the raw signal and its reflections. In the EPSNoDeys approach, the
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Error

Fig. 4.5 3D plot obtained using the EPSNoDey4 architecture in Case B with the obstacle
placed within the grid map in the top-right corner. The graph shows the total error computed
by applying Eq. 4.2 for each map grid point. The highest errors are detected in the top-right
corner of the map.

framework considers the first six peaks of the CIR along with the ranging distances

as inputs.

The obstacles in Cases B and C are clearly visible in the map. Case A, involving
an obstacle beside the map, is harder to recognize. Only the EPSNoDey;4 detects
some novelties in the top row of the map. These distinctive elements are recognized
due to UWB signal reflections interacting with the obstacle outside the map. By
incorporating the first six peaks of the CIR into the range distances, significant signal
reflections are integrated and detected as novelties. A detailed visualization is carried
out for the EPSNoDey 4 applied to Case B to better understand the warning-zone
identification. Fig. 4.5 shows the total error resulting from applying Eq. 4.2.

The plot shows the framework’s difficulty in reconstructing the nominal input
values when close to the perturbation due to untrained data (e.g., high error). In
Case B, the novelty is located in the top-right corner of the map. This obstacle intro-
duces alternation between LoS and NLoS conditions during UWB measurements.
The discrepancy appears near the perturbation and along the top line of the grid
map. This behavior is tied to reflections induced by metal plates introduced in the

environment, altering the ToF of the UWB signal. When considering the first six
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Fig. 4.6 Comparison between the normal CIR and the anomalous one, both obtained at the
same grid point. The discrepancies arise from reflections caused by a new object near that
grid point.

peaks of the CIR (EPSNoDey;a), the reflections become more prominent, facilitating

novelty detection.

A clearer explanation of this point is presented in Fig. 4.6, which displays both
the normal and anomalous CIR. The two signals differ substantially due to reflections
caused by the new obstacle. Trained exclusively with nominal CIR signals, the model
fails to reconstruct the anomalous one, leading to a predicted range that diverges

from the real one and contributes to the global error shown in Fig. 4.5.

Another intriguing aspect of this generative framework is the ability to identify
the anchor that mainly contributes to the total error. The representation of the
error for each anchor is shown in Fig. 4.7. In this instance, the error for each
anchor is computed using Eq. 4.1, which is the relative difference between the real
and predicted range. Notably, the top-right and bottom-left anchors significantly

contribute to the total error, as shown in the heat map, suggesting the presence of an
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obstacle between them. From the anomaly grid zone, it is reasonable to infer that the

obstacle lies in the top-right corner.
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Fig. 4.7 Heat maps obtained by applying Eq. 4.1 for each anchor. The novelty is placed
in the top-right corner of the map. The highest errors are detected from the top-right and
bottom-left anchors.

Finally, the results shown in Fig. 4.4 are obtained by testing several hyperparam-
eter combinations to find the best optimization for each network. This optimization
involves varying the number of neurons, batch size, and learning rate to achieve

optimal performance. The combinations considered are summarized in Table 4.1.

The conducted tests also varied the number of training samples to explore poten-
tial limitations from insufficient data. Cases A and B utilize five datasets for training,
whereas Case C uses only two. As shown in Fig. 4.4, the framework detects novelties
even with only two datasets for training. However, increasing the number of datasets
enhances the reliability of novelty detection due to a better overfit of the nominal
environment. The best hyperparameter combinations for each model are shown in
Table 4.2.
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Architecture  E1,D1 Neuron E2 Neuron Batch Size Learning Rate

EPSNoDegrnG 5’2105 ’ 2(2(3)0’ 16,32,64 0.001,0.01

EPSNoDeya 5%555780 7%5759550 16,32,64 0.001,0.01
120,125,130 145,150,155

EPSNoDepca 135,140 160,165 16,32,64 0.001,0.01

Table 4.1 Hyperparameters combinations examined for model optimization.

Architecture  E1,D1 Neuron E2 Neuron Batch Size Learning Rate

EPSNoDegrng 15 30 32 0.001
EPSNoDena 70 90 64 0.001
EPSNoDepca 120 165 32 0.001

Table 4.2 Best hyperparameter chosen after the optimization

Error Density Quantitative Evaluation

In the last step, a similarity metric is employed to enhance the visualization of
the fit between each model and the ground truth, providing a single quantitative
value to measure this agreement. To this end, the heat maps are transformed into
Probability Density Functions (PDFs) using the Kernel Density Estimation (KDE)
method. Subsequently, the Kullback-Leibler (KL) divergence is used to quantify the
similarity between the predicted PDF and the ground truth. The KL divergence is
defined as

p(x
Dxr(P||Q) = Y, p(x) - log( Q) (4.3)

xeX (X)
where p and ¢ are the two PDFs being compared. The KL divergence is al-
ways non-negative, i.e., Dgp (P||@) > 0. The results obtained by applying the KL

divergence metric are reported in Table 4.3.

The model that best fits the ground truth is the EPSNoDegyg, which relies

solely on ranging distances to detect novelties. Conversely, the EPSNoDep s shows
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Architecture Case A Case B Case C

EPSNoDegrng  0.15 0.19 0.14
EPSNoDepna 0.50 0.46 0.31
EPSNoDepcsy  0.83 1.36 2.15

Table 4.3 KL divergences computed for each model, comparing the predicted heat map’s
PDF with the ground truth’s PDF.

compelling results in both the metric table and the heat maps: although it does
not provide the closest match to the ground truth, it effectively highlights where
novelties occur in the environment, offering meaningful spatial insight into changes.
Thus, EPSNoDegyg can be effectively used to mitigate localization errors, while

EPSNoDey,y is particularly suited for detecting subtle environmental variations.

4.1.4 Conclusion

The objective of this study is to advance the understanding of how UWB signals can
be employed in autonomous robot localization. Rather than correcting localization
errors through mitigation or compensation techniques, this paper focuses on mapping
a specific environment to identify changes in UWB signal reliability within it.

Future work will involve integrating the proposed method into robot localiza-
tion and navigation tasks. The UWB error information produced by the presented
framework can be incorporated as prior knowledge within sensor fusion strategies or

included as a cost term in navigation pipelines.

Additionally, further research will explore alternative approaches for novelty
detection. A promising direction involves the use of Normalizing Flow models,
which differ from autoencoders by directly estimating the density distribution of the
input data. This property enables more principled computation of reconstruction-
based anomaly measures and may provide an enhanced understanding of UWB

signal deviations.
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4.2 Adaptive Robot Localization with Ultra-wideband
Novelty Detection

4.2.1 Related Works

UWB technology has emerged as a leading solution for precise localization, par-
ticularly in complex indoor environments where traditional systems are ineffective.
Its broad frequency spectrum enables high temporal resolution, allowing accurate
distance measurements and positioning [90]. This positioning capability has become
increasingly popular due to its centimeter-level accuracy, enabled by the high tem-
poral resolution of UWB pulses [77, 91]. Moreover, UWB signals are inherently
resilient to interference from other radio technologies due to their distinct signal char-
acteristics and frequency usage, and they can penetrate various materials, although

they remain susceptible to significant signal distortions.

Most UWB-based localization systems follow a two-step process. First, param-
eters related to the target node are estimated using fixed anchor nodes deployed at
known positions. Among the most common parameters are Time of Arrival (ToA),
Angle of Arrival (AoA), and Received Signal Strength (RSS), all of which play a ma-
jor role in range computation [92]. In the second phase, these estimated parameters

are used by localization algorithms to determine the position of the target node.

The integration of UWB technology with advanced filtering techniques, such as
Kalman filters, has become a focal point of research aimed at improving accuracy
and reliability in indoor localization. Numerous studies show that combining UWB
with other sensing modalities significantly enhances position estimation in complex
environments. Kalman filtering, in particular, enables sensor fusion, combining UWB
data with additional information to obtain improved localization accuracy. Several
examples of sensor fusion can be found in the literature, where UWB is integrated

with inertial sensors [78, 93], visual-inertial systems [94], and GPS—inertial systems
[95].

In recent years, machine learning (ML) techniques have gained significant trac-
tion in enhancing UWB-based localization, as extensively discussed in the litera-
ture. ML models have been employed either to correct individual anchor-to-tag
range measurements or to refine the final position estimate. For instance, deep

autoencoders have been proposed for direct 2D position estimation based on time-
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difference-of-arrival measurements [96]. More sophisticated neural networks, includ-
ing recurrent neural networks—and especially Long Short-Term Memory (LSTM)
architectures—have been utilized to estimate tag positions by learning temporal
dependencies and extracting high-level representations from UWB features [97-99].
Convolutional neural networks have also been explored: for example, [100] proposes
converting received signals into RGB-image-like representations to serve as neural

network inputs.

Several studies instead focus on mitigating errors in individual range measure-
ments. Deep learning and machine learning models have been proposed to detect
and compensate for NLoS conditions, addressing the problem through both classifi-
cation and regression formulations [80-82, 101]. Additional approaches incorporate
complementary data sources, such as inertial measurements [83] or map information
[84], to enhance localization robustness. In some cases, receiver positions have
been estimated directly from raw UWB data, avoiding explicit NLoS identification;
these approaches have demonstrated excellent performance even in challenging
environments where maintaining Line-of-Sight (LoS) is difficult [85]. Nevertheless,
a comprehensive solution capable of robustly addressing the diverse and dynamic

nature of real-world environments is still lacking.
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Fig. 4.8 The complete pipeline of the proposed adaptive UWB positioning solution. UWB
ranges are used to feed a novelty autoencoder, the novelty score is then dynamically mapped
into a correction bias and a covariance value for the correction step of the EKF.

Our method integrates an Extended Kalman Filter (EKF) with the benefits of
unsupervised neural-network-based novelty detection. Specifically, an autoencoder
is trained to detect subtle deviations in UWB ranges, estimating a novelty score that
reflects local signal uncertainty. As illustrated in Figure 4.8, this novelty score is then

mapped to position-dependent covariance and bias terms for the EKF correction step.
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Unlike fingerprinting-based approaches [50], our method requires only a limited
number of nominal robot trajectories for training, with no need for dense sampling

or labeling.

In this study, it is emphasized the central role of the environment in determining
UWB performance, given that UWB measurement errors are highly dynamic and
strongly influenced by environmental anomalies. Novelty detection provides a
powerful set of machine learning techniques for identifying new or previously unseen
patterns with respect to nominal data [86]. In the context of UWB ranging, novelty
detection can identify NLoS and multipath conditions as novel events, as well as
detect significant environment-induced changes, thereby providing position-specific

uncertainty information essential for reliable localization.

As it is demonstrated in this work, dynamically adapting the measurement co-
variance of the Extended Kalman Filter (EKF) can significantly improve localization
performance by embedding environmental information directly into the filtering pro-
cess. For example, [79] employs a neural network to model the relationship between
UWRB positional errors and signal-quality metrics such as precision estimates and
RSS. Their results show that neural networks can effectively learn sensor covariance
and improve EKF robustness by adapting to varying measurement reliability. How-
ever, because their neural network is trained on the difference between UWB-based
and ground-truth positions, the method requires large quantities of labeled data
and ground-truth measurements for every new environment—an often impractical

requirement.

A different approach is introduced in [102], which proposes an empirical variance
model derived from time-of-flight (ToF) estimates and enhanced using first path
power (FPP) measurements. Building on this model, the authors design a robust
M-estimation Kalman filter (M-RKF) capable of handling multipath-induced outliers

that frequently compromise measurement reliability.

Autoencoders have become widely used in novelty detection due to their strong
ability to learn compact latent representations of nominal data [40, 87]. In UWB
applications, they have been employed for both assessing and correcting signal
reliability. Variational autoencoders, for example, have been used to assign anomaly
scores to channels in ToF-based systems, demonstrating strong generalization capa-
bilities. These anomaly scores can be incorporated into a Kalman filter for improved
tracking, as shown in [88]. However, this method relies on Channel Impulse Re-
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sponse (CIR) data, which is highly sensitive to noise and may impose significant
computational burdens on embedded hardware. Autoencoders have also been utilized

to enhance UWB range measurement precision in localization applications [89].

4.2.2 Methodology

UWRB localization relies on Time-of-Arrival (ToA) range measurements between
a tag and multiple anchors. However, these measurements are often affected by
environmental factors such as metallic obstacles and electronic interference, which
introduce significant errors in ToA estimation. Consequently, corrupted ranges

propagate through the system and degrade the overall positioning accuracy.

This paper addresses the limitations of UWB-based localization by proposing an
effective and general solution, particularly suited and validated for small, cluttered,
and noisy indoor environments where ToA inaccuracies severely hinder precise local-
ization. The proposed approach leverages the capability of Deep Neural Networks
to detect novelty patterns in range measurements, combined with the robustness of
classical estimation and filtering techniques. The resulting localization framework is
composed of two key modules: a Novelty Detection Neural Network (NDNN) and
an Extended Kalman Filter (EKF).

The full pipeline of the proposed system is depicted in Figure 4.8. The complete
implementation of the proposed system is publicly available in the project repository!.
As a preliminary step, a UWB dataset is collected to characterize the nominal
behavior of range measurements within the environment. This dataset is used to train
the NDNN, enabling it to learn the feature patterns representative of nominal range
values. During operation, the NDNN output is compared with the current input data
to compute a novelty score, defined as the reconstruction error between predicted
and observed ranges. This novelty score is subsequently mapped to a covariance
value and a bias term for the EKF correction step through simple activation functions.
By integrating the adaptability of the NDNN with the robustness of the EKF, the
proposed system provides an environment-aware localization framework capable of
adapting to a wide variety of conditions.

The following sections describe the working principles and architectural details

of each component of the framework.

Thttps://github.com/PIC4SeR/UWB-Nov-localization
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Fig. 4.9 The autoencoder architecture. N is the number of neurons of the first encoder layer
and the last decoder layer. Ng», Ng3 are the neurons of the second and the third encoder
layers. Np; is the number of neuron of the first decoder layer.

Neural Network Architecture

The neural network architecture adopted is a semi-supervised autoencoder. In
this work, an overcomplete autoencoder is employed. This choice is motivated
by the relatively low dimensionality of the UWB range inputs, which limits the
representational capacity of undercomplete models and hinders their ability to learn
meaningful feature mappings. The adopted architecture is illustrated in Fig. 4.9. The
network input consists of normalized UWB ranges between the tag and the anchors.
The encoder progressively expands the dimensionality of the input until reaching the
latent space of size k, whereas the decoder mirrors this process by compressing the

latent representation back to an output of dimension n.

Formally, the encoder layer sizes satisfy N < Ng» < Ng3, and the decoder layer
sizes satisfy Ng3 > Np; > N, where N = n denotes both the dimensionality of the
input and the output layers, and Ng3 = k denotes the dimensionality of the latent
space. Layers Ng; and Np; correspond to the intermediate encoder and decoder
layers, respectively. All layers use ReLLU activation functions except for the final
decoder layer, which employs a Leaky ReLLU to mitigate zero-saturation effects and

improve reconstruction robustness.
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Data collection and novelty learning

In the majority of previous works, UWB range errors are learned through extensive
dataset collection and manual annotation [79, 97, 100]. In contrast, the proposed
novelty-based method adopts a semi-supervised learning strategy, avoiding the costly
effort of manually labeling data. Furthermore, it is demonstrated with this work that
it is possible to learn a complete characterization of UWB range signals in a given
environment under nominal conditions without relying on fine-grained fingerprinting,
as required in recent studies such as [50]. Instead, the novelty autoencoder is trained
using UWB range data acquired from only a small number of robot trajectories. This
represents a key advantage of the proposed approach, opening the door to future
extensions involving online learning and continuous adaptation of the neural network
during robot operation.

Novelty score computation

As described in the previous paragraph, once the model is trained, its output should
ideally match the input under nominal conditions. To quantify deviations from this
behavior, a novelty score is computed to measure the discrepancy between each
input range and its reconstructed counterpart. The novelty score for the i-th anchor

is defined as:

€ = ‘Xrecon,i _Xi‘ 4.4)

where Xjcon i 15 the reconstructed range of the i anchor, while X; is the input
range of the same /" anchor. Thus, the number of novelty scores equals the number
of anchors in the system. The underlying idea is that when nominal environmental
conditions change, the autoencoder can no longer accurately reconstruct the input,
resulting in a higher discrepancy between the input and output. An increase in the
novelty score therefore indicates the presence of an anomaly at that location. Such
discrepancies typically arise from environmental changes—such as obstacles—that
alter the propagation of the UWB signal.
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Adaptive robot localization with EKF

The overall system combines the novelty-detection output with a standard Extended
Kalman Filter (EKF) for position tracking of a mobile robot. This research focuses
on improving the adaptivity of UWB-based localization to disturbances arising
from both static environmental structure and temporal changes in the scene. For
static filter-based approaches, evolving environments and varying signal-disturbance
conditions are difficult to handle, particularly when attempting to define a single
set of covariance values that remains valid across mixed conditions. Conversely,
learning-based methods would typically require re-training on datasets collected

under the new environmental conditions.

The proposed method aims to dynamically achieve sufficient flexibility and
adaptation to previously unseen UWB range conditions by integrating the novelty
information into the EKF correction step. The novelty scores computed for each
UWRB anchor by the autoencoder are exploited to estimate both a correction bias for
the range measurements and the associated covariance values regulating the expected

measurement uncertainty.

The state used in the EKF is defined using a constant-velocity motion model in a

fixed global reference frame:

Xt+1 =X+ V- dt + 6,
Vitl = Xt Vi -dt + 0y “5)
Vxt4+1 = Vx,t+5vx

Vyrt1 = Vys + Oy

where x,y and vy, v, represent the robot position and velocity along the X and Y axes,
and & denotes white noise modeling uncertainties arising from unmodeled dynamics

and actuation errors.

The UWB measurement model is defined as the Euclidean distance between the
estimated robot pose and each UWB anchor:

N
hong (1) = [|(=D)l|2 = llella = Y le]"? =
k=1 (4.6)

= \/(xr _xuwb)2 + (yr _yuwb)2 + (Zr - Zuwb)2
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where U is the robot pose and ¥ is the pose of a given UWB anchor. For wheeled
robots, the distance along the z-axis is constant, since the robot moves in the X-Y
plane and the tag is mounted at a fixed height relative to the anchors.

In standard EKF formulations, the measurement covariance matrix is constant
and defined using prior knowledge of sensor reliability. The diagonal matrix R,
contains the variances Gl%, of the i-th UWB range measurement at time ¢, assuming

no cross-correlations:

2
Oi,

R; = “.7)

2
Ou

However, UWB ranges exhibit variable quality depending on the geometry and
material properties of the environment. It is therefore difficult to define global
variance values that accurately represent confidence across all locations. The core
idea of this work is to dynamically set the covariance of each UWB measurement
by mapping the novelty score to a corresponding covariance value. Figure 4.10
(left) shows the mapping function used to translate the predicted novelty score into
a covariance value for the EKF correction step. Covariance values range from a
minimum of 0.001 for highly confident ranges to a maximum of 0.1 for ranges
deviating substantially from nominal conditions.
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Novelty Score Novelty Score

Fig. 4.10 Mapping functions used to transform the estimated novelty score into a bias (right)
and a covariance (left) term for the UWB correction step of the Extended Kalman Filter.
These functions are kept equal for all the experimental scenarios. The bias term is estimated
from novelty scores using a mapping function able to refine the range value passed to the
EKF.
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Although the covariance informs the filter about the confidence in each UWB
measurement, the correction step is still carried out using all ranges, including
potentially inaccurate ones affected by multipath reflections. To address this, a bias
term is also estimated from the novelty scores via a separate mapping function to
refine the range values passed to the EKF. The linear transformation is shown in the
right panel of Figure 4.10. Its shape mirrors that of the covariance mapping but with
different slope and saturation parameters, chosen empirically based on the average

discrepancy observed in the training dataset.

More specifically, the bias function is derived by fitting a first-degree polynomial
y = mx + ¢ to training data, modeling the relationship between novelty score and
range error. The fitting uses reconstructed ranges obtained via Vicon-based inverse
trilateration and the raw UWB ranges. The coefficients are computed per anchor
and then averaged. The resulting values are m = 0.885 and ¢ = 0.115 m, with a
saturation threshold fixed at 0.5 m for outlier rejection. A non-zero bias is assigned
even for zero novelty scores, which is reasonable since typical indoor environments
already introduce baseline multipath effects not encoded in the novelty score. The

saturation prevents excessively large corrections for extreme novelty values.

These lightweight yet general mapping functions represent an improvement over
previous works that estimate biases and covariances from data using an external
ground-truth system [81]. The experimental results in Section 4.2.3 highlight the

benefits of integrating an error-bias estimate derived from novelty detection.

The EKF correction step is performed using:

K, =X H' (HZH! +R,)! (4.8)
i1 = e+ Ko (o — & —Hyy) (4.9)
Y = (I-KH)E, (4.10)

where H is the Jacobian of the measurement model, R, is the dynamically
estimated covariance derived from novelty scores, and ft is the bias correction
applied to the raw UWB ranges z;. The innovation term incorporates both the learned
bias and the adaptive covariance, enabling robust filtering even in the presence of

environmental disturbances.
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4.2.3 Experiments and Results

This section provides a detailed description of the experiments conducted, along with
the laboratory setup and the results obtained. The presentation begins by evaluating
the NDNN applied to UWB signals, followed by the robot localization performance
across several controlled scenarios. Finally, an ablation study is presented to assess
the impact of key factors on localization accuracy, including the number of UWB
anchors and the individual contributions of dynamic covariance and bias correction.

Experimental Setup

Fig. 4.11 The laboratory equipped with a Vicon tracking system and the Jackal rover used
for the experiments. Obstacles are placed in different positions around the area to create the
testing scenarios.
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The experiments were carried out in a laboratory room at the PIC4SeR center.
The robot operated within a rectangular area of approximately 6 m x 3 m, surrounded
by UWB anchors. The platform used was a Clearpath Jackal mobile robot, with a
maximum velocity of 1 m/s. Ground truth data were collected using a Vicon Tracker
System, providing full-trajectory measurements. The laboratory environment is
shown in Figure 4.11.

Indoor spaces inherently degrade UWB signals due to multipath reflections and
distortions caused by surrounding walls and furniture such as chairs, tables, and
metal structures. Metallic elements, in particular, introduce significant interference,
disrupting communication between the UWB tag and anchors. For the main ex-
periments six UWB anchors were deployed in a hexagonal configuration. In the
ablation study, the number of anchors was varied from six (hexagonal) to four (square

configuration).

A total of nine scenarios were designed, as shown in Figure 4.12. These scenarios
were constructed to capture different forms of UWB signal corruption and evaluate
the effectiveness of the proposed adaptive novelty-based filtering strategy. The
first three scenarios represent nominal environmental conditions, differing from the

NDNN training only in the executed trajectories.

Scenario 4 introduces a random trajectory and a fixed obstacle placed along one
side of the rectangular area, causing position-dependent NLoS conditions. Scenar-
10s 5 and 7, and scenarios 6 and 8, repeat the same trajectories but with forced NLoS
created by occluding different anchors using a metal plate. Scenario 9 represents the
most challenging configuration, involving simultaneously a fixed obstacle in front of
one anchor and a dynamic obstacle periodically occluding another during execution.

Thus, scenarios 5-9 include time-varying NLoS conditions, a realistic challenge
seldom explored in previous UWB localization literature. The intentional occlusions
simulate real-world environmental changes that would require traditional filtering
methods to be manually re-tuned and learning-based methods to be re-trained. In
contrast, scenario 4 uses a large metal cabinet as a static obstacle whose occlusion

effect depends on robot position rather than deliberate manipulation.

Each trajectory lasts approximately 50 s on average, except for scenario 4, which
lasts 80 s. Overall, the scenario design aims to demonstrate that learning an environ-
mental characterization provides a substantial advantage in UWB-based localization
and that adaptive filtering can outperform static methods under previously unad-
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Fig. 4.12 Testing scenarios designed for this paper. The first three scenarios represent distinct
trajectories conducted under LoS conditions.

dressed realistic testing conditions. Table 4.4 summarizes the characteristics of each
scenario, also reporting the average novelty score associated with LoS and NLoS

conditions.
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Scenario Trajectory NLOS Average ND

Condition Scores

Line LOW 0.018
Rectangle LOW 0.017
Infinite LOW 0.019
Random HIGH 0.032

Rectangle MEDIUM 0.025
Infinite MEDIUM 0.028
Rectangle MEDIUM 0.026
Infinite MEDIUM 0.023
Infinite HIGH 0.042

O | 0 ([ I[N | N | B~ |[W|DD]|—

Table 4.4 Scenarios description with the related NLOS conditions

Novelty Detection on UWB signal

In this section, a graphical analysis of the results obtained on UWB signals using
the NDNN is presented. The hyperparameters of the Neural Network were selected
through a grid search over the following ranges: E2,D1 neurons € [15,20], E3
neurons € [20,30,40], batch size € [16,32,64], and learning rate € [0.001,0.01].
The best-performing overcomplete configuration consists of £2,D1 = 15 neurons,
E3 = 30 neurons, a batch size of 32, and a learning rate of 0.001. The input
and output layers contain as many neurons as the number of anchors. Training is
performed for only 10 epochs. The average inference time over 10 000 predictions is
29.059 +5.902 ms on an Intel Core i7-7500U CPU. Once converted to TFLite, the
inference time drops to 0.079 4+ 0.012 ms, making the model suitable for real-time
deployment on standard robot CPUs.

The NDNN is trained using data collected while the robot traverses random
trajectories within the rectangular region defined by the anchors. Training with
such randomly generated paths offers a significant advantage over the fingerprinting
approach in [50], as it greatly accelerates dataset acquisition. Instead of collecting
multiple samples at each discrete point, a single measurement is obtained across
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many different positions. The dataset becomes representative once the robot has

sufficiently explored the entire area.

Figure 4.13 shows an example of the novelty score produced from a single
anchor in scenarios 3 (nominal) and 9 (disturbed). In scenario 3, the novelty remains
consistently low, whereas it increases noticeably in scenario 9 once disturbances are
introduced. Some isolated outliers appear due to sporadic antenna errors that produce
incorrect range measurements. Scenario 9 further highlights the effectiveness of the
NDNN: an initial period of NLoS conditions (up to the 300" sample) caused by an
occluded anchor is followed by a larger deviation once a metal plate is positioned in
front of another anchor. This second obstruction significantly degrades the signal,

increasing the discrepancy between the network input and its reconstruction.

Nominal Disturbed
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Fig. 4.13 The outputs of the novelty network. The novelty score represents the error between
the network’s predictions and the raw ranges fed into the network. In nominal scenario 3
(left graph), the errors are lower in all the sample points than in the disturbed scenario 9
(right graph).

The data in Fig. 4.13 also confirm the suitability of the values selected for the EKF
covariance adaptation and the bias activation map shown in Fig. 4.10. Novelty scores
below 0.025 (blue dots) reliably correspond to near-nominal conditions. Under
these settings, scenario 3 is predominantly classified as LoS, consistent with the
experimental setup, while scenario 9 correctly shows a high proportion of NLoS
points due to the double occlusion. A maximum threshold of 0.1 is applied to saturate
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the covariance, reflecting the increased uncertainty caused by UWB disturbances.
This correction is applied independently per anchor. In addition, the learned bias
activation map converts the novelty score directly into a range correction: under
nominal LoS (novelty ~ 0), an 11 cm correction is applied, while strong NLoS
conditions trigger a 50 cm correction. This compensates for distortions typical of
cluttered indoor spaces, where even nominal measurements can be biased due to

walls or furniture.

Scenario 4 Scenario 3 . Scenario 9
3

-1 0 1 -1 0 1 -1 0 L 0.000 T o

Fig. 4.14 Novelty network’s scores heatmaps for scenarios 3, 4, and 9. The more yellow
zones show big differences between measured ranges and nominal ones used for training.

Figure 4.14 illustrates three representative scenarios—one nominal (scenario 3)
and two disturbed (scenarios 4 and 9)—to provide a clearer picture of how the
proposed novelty detection framework operates. The grid map is divided into 16
cells, each covering 0.18 m in X and 0.33 m in Y. For each cell, the corresponding
range measurements are averaged to compute an aggregated novelty score. In
scenario 3, the heatmap is dominated by low (blue) values, reflecting consistent
LoS conditions, with occasional yellow points indicating natural outliers. These
outliers highlight the framework’s ability to handle sporadic anomalies caused by
communication drops or multipath reflections. The associated histograms provide

anchor-specific insights into the average errors at selected map points.

Scenario 4 demonstrates the spatial sensitivity of the approach: certain regions
of the map exhibit low novelty scores due to clear LoS conditions, while oth-
ers—particularly the upper and lower left areas—show higher values caused by
a metal cabinet that introduces UWB noise and NLoS conditions. This scenario con-

firms the central idea of the proposed method: accurate UWB localization requires
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learning the environmental characteristics, and the novelty score effectively captures

deviations tied to specific positions.
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Fig. 4.15 Heatmaps for each scenario related to the novelty score

Scenario 9 is the most challenging case, as two anchors are occluded during
significant portions of the trajectory, resulting in pervasive NLoS conditions. The
anchor-specific histograms show how the novelty score increases over time, espe-
cially once a metal plate is placed in front of an anchor. In such severe conditions, the
NDNN cannot fully reconstruct each anchor’s nominal range, leading to generally
higher errors across all anchors. This behavior is expected: the objective of the

novelty framework is not to reconstruct precise ranges under strong NLoS, but to
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reliably flag the presence and severity of NLoS so that the filter can correctly adjust
the measurement uncertainty.

A summary of all test scenarios is provided in Fig. 4.15. Scenarios 1-3 remain
predominantly in LoS, showing low novelty scores. Scenarios 5 and 7 exhibit similar
patterns, each involving the occlusion of one anchor. Scenarios 6 and 8 also behave
consistently, though with different robot trajectories. Comparing scenarios with
single and double occlusions clearly highlights the increased difficulty of scenario 9,
where most map locations present high novelty scores due to the two simultaneous

obstructions.

Robot Localization

Scenario 3 Scenario 4 Scenario 9

EKF

Nov-EKF

Fig. 4.16 Trajectories reconstruction of scenarios 3, 4 and 9. Standard EKF trajectory in the
top row, Nov-EKF trajectories in the bottom row.

The overall localization framework was evaluated across nine experimental
scenarios. In addition, the ablation study conducted at the end of this section
combines these nine scenarios with three different anchor configurations, resulting
in a total of 27 testing conditions. This extensive evaluation highlights the benefits
of the proposed approach under a wide variety of operational settings. The nominal

experimental environment corresponds to the office room shown in Fig. 4.11.

To assess the effectiveness of the Nov-EKEF, a first comparison is performed
against a standard EKF that employs static covariance values for the UWB measure-
ment update. The baseline EKF uses a fixed UWB covariance of 0.01, which was
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Scenario  Algorithm RMSE x RMSE_y RMSE tot MAE x MAE_y MAE tot

[cm] [cm] [ecm] [cm] [ecm] [cm]

Training EKF 33,7 23,9 41,3 29,0 18,7 38,1
Nov-EKF 10,4 8.8 13,6 9,0 7,0 12,5

1 EKF 7.8 26,6 27,7 6,4 22,8 24,2

Nov-EKF 4,8 13,2 14,1 4,0 10,8 12,0

2 EKF 29,0 21,8 36,3 26,7 19,3 34,6
Nov-EKF 6,4 8,2 104 5.4 6,8 9.4

3 EKF 54,0 37,6 65,8 455 32,6 61,0

Nov-EKF 29,5 30,0 42,1 24,6 26,5 39,6

4 EKF 53,6 31,9 62,3 45,8 26,5 57,3

Nov-EKF 35,3 25,1 43,3 27,7 214 38,7

5 EKF 32,6 19,7 38,1 28,2 16,3 34,5

Nov-EKF 8,7 8,2 11,9 6,6 6,4 10,2

6 EKF 38,9 24,0 45,7 31,6 18,9 40,6

Nov-EKF 12,5 11,1 16,7 10,4 8,4 15,2

7 EKF 31,9 22,4 39,0 27,3 194 35,2

Nov-EKF 14,9 9,5 17,7 10,5 7,7 14,3

8 EKF 39,3 23,9 46,0 32,9 18,1 40,8

Nov-EKF 17,1 104 20,0 13,8 7,6 17,2

9 EKF 51,2 48,7 70,7 42.8 42,5 65,7

Nov-EKF 29,1 35,7 46,0 23,9 31,3 43,4

Avg Test EKF 37,2 28,0 47,3 31,6 23,5 432

Nov-EKF 16,9 16,0 23,6 13,6 13,4 21,2

Table 4.5 RMSE and MAE values obtained for all the scenarios with both EKF and the
proposed Nov-EKF.

found to provide the best trade-off across all scenarios. All EKF predictions run
at 40Hz, while UWB-based correction updates occur at the arrival of each range

measurement packet, averaging approximately 15 Hz.

A quantitative summary of the localization performance is provided in Table 4.5.
For each scenario, the Root Mean Squared Error (RMSE) and Mean Absolute Error
(MAE) are computed by comparing the filter output against the Vicon ground-truth
trajectory. As shown, the Nov-EKF consistently and significantly outperforms the
static EKF across all scenarios, including both mild (soft) and severe (hard) NLoS
conditions. For the majority of individual scenarios, as well as for the aggregated
results reported in the bottom row of the table, the RMSE and MAE values obtained
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with Nov-EKF are often reduced by more than half. These improvements demon-
strate the substantial increase in accuracy and robustness achieved by incorporating

novelty-driven covariance and bias adaptation into the filtering process.

To better illustrate these findings, Fig. 4.16 presents the localization trajectories
obtained with the Nov-EKF and the static EKF for three representative scenarios—3,
4, and 9—previously analyzed from the signal-quality perspective. The Nov-EKF
trajectories are consistently closer to the Vicon ground truth, whereas the static EKF
exhibits larger deviations, particularly under NLoS conditions. The performance
degradation with increasing NLoS severity is evident when comparing scenarios 3
and 9, which follow the same trajectory but differ significantly in signal quality due
to the double-anchor occlusion in scenario 9. In scenario 4, the largest localization
errors appear in the left region of the map, where the static obstacle introduces
persistent NLoS conditions. These observations align with the novelty-score maps
in Fig. 4.15 and confirm the ability of the proposed framework to adaptively account
for environmental disturbances that affect UWB measurements.

State of the art comparison

A comparison between the proposed Nov-EKF method and state-of-the-art UWB
positioning algorithms is presented in this section. As shown in previous work [50],
Nov-EKEF relies exclusively on UWB range measurements, whereas most existing
solutions exploit the Channel Impulse Response (CIR) to improve localization
accuracy. For this reason, the comparison on Scenarios 3, 4, and 9—those is
performed in which both range and CIR data are available—allowing a fair evaluation

of established baselines.

The first selected baseline is an LOS/NLOS classification model based on a
CNN-LSTM network [101], one of the most widely adopted strategies for UWB
error detection. It is used the same architecture proposed in the original paper,
modifying only the LSTM input size to match the 157-sample CIR vector produced
by our Decawave DWM1001C anchors (the original work uses 1016-sample CIRs
from a Pozyx device). The classifier outputs O for LOS conditions and 1 for NLOS.
This classifier is integrated within the same EKF framework used by Nov-EKF,
assigning a low range covariance (0.001) to LOS predictions and a higher covariance
(0.1) to NLOS predictions.
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As a second baseline, REMnet [82] is included, a regression-based model that
predicts UWB range bias. REMnet is directly applied to the test trajectories, and
its estimated bias is used to correct the range measurements in the EKF. A fixed

covariance of 0.01 is used during the correction step.

Scenario Algorithm RMSE_x RMSE_y RMSE_tot MAE x MAE_y MAE._tot

[em] [em] [em] [em] [em] [em]

3 EKF 54 37,6 65,8 45,5 32,6 61
CNNLSTM-EKF 40,5 32,1 51,6 31,8 27,4 47,0
REMnet-EKF 42,0 34,8 54,5 35,8 30,4 51,2
Nov-EKF (Ours) 29,5 30 42,1 24,6 26,5 39,6
4 EKF 53,6 31,9 62,3 45,8 26,5 57,3
CNNLSTM-EKF 48,9 27,9 56,3 39,6 229 50,8
REMnet-EKF 41,2 28,4 50,1 35,0 23,6 46,1
Nov-EKF (Ours) 353 25,1 43,3 27,7 214 38,7
9 EKF 51,2 48,7 70,7 42,8 42,5 65,7
CNNLSTM-EKF 40,0 37,4 54,8 31,1 33,6 51,0
REMnet-EKF 40,2 45,7 60,9 33,7 39,8 56,9
Nov-EKF (Ours) 29,1 35,7 46 239 31,3 43,4
Avg Test EKF 52,9 394 66,3 44,7 33,9 61,3
CNNLSTM-EKF 43,1 32,5 54,2 34,2 28,0 49,6
REMnet-EKF 41,1 36,3 55,2 34,8 31,3 51,4
Nov-EKF (Ours) 31,3 30,3 43,8 25,4 26,4 40,6

Table 4.6 Results of the comparison with state of the art methods: CNNLSTM-EKF based
on LOS/NLOS Classification [101, 91], REMnet-EKF based on range error regression [82].

In both cases, the models are trained using the datasets provided in the original
publications; our dataset is used exclusively for testing the resulting localization
pipelines. A summary of the comparative results is reported in Table 4.6. The
CNNLSTM-EKEF classifier outperforms REMnet-EKF in LOS conditions (Scenario
3) and in severe NLOS conditions (Scenario 9), whereas the regression model
obtains better performance in moderate NLOS (Scenario 4). Overall, our Nov-EKF
consistently surpasses both baselines, reducing the absolute positioning error by
approximately 10 cm in all considered scenarios. These results highlight the benefit
of our adaptive novelty-based filtering, which provides richer information about
the reliability of each UWB range measurement and improves both covariance
and bias estimation. Furthermore, the method requires no labeled data, unlike
both classification and regression approaches, thus eliminating the burden of costly

annotation.
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Fig. 4.17 Cumulative Density Function of the position error of the filtered signal with respect
to the ground truth. Upper curves represent positioning results with lower error.
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Fig. 4.18 X and Y positions comparison between ground truth, static EKF, CNNLSTM-EKF
[101], REMnet-EKF [82] and the proposed Nov-EKF framework.

As an additional visual comparison, Figure 4.17 shows the Cumulative Density
Functions (CDFs) of the positioning errors for the standard EKF, CNNLSTM-EKEF,
REMnet-EKF, and our Nov-EKF. The CDFs are computed from the errors between
the corrected estimates and the ground truth. Higher CDF values correspond to lower
errors, and the curves obtained with Nov-EKF dominate all others across scenarios,

confirming the superior accuracy of our approach.

Finally, Figure 4.18 presents detailed plots of the X and Y coordinate estimates
and their corresponding errors for the representative scenarios. The green line
denotes the Nov-EKF prediction, the red line the ground truth, and the remaining
curves the baseline methods. The plots clearly show the improved tracking accuracy
of Nov-EKF, which closely matches the ground truth and significantly reduces
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overshoot during turning maneuvers. This improvement is primarily due to the
adaptive covariance and bias adjustments applied to UWB range measurements in
the correction step, which represent the most influential source of information within
the EKF.

Ablation study

In this section, an ablation study is presented to provide an in-depth assessment of
the proposed Nov-EKF system. The objective is to quantify the influence of key
parameters and design choices on the overall performance of the framework. To
this end, 27 experiments are conducted considering configurations with 4, 5, and
6 anchors across all nine scenarios. The robot trajectories and obstacle layouts
remain unchanged for the reduced-anchor configurations: the side anchors shown
in Figure 4.12 are removed, converting the original hexagonal arrangement into a

four-anchor square layout.

This ablation study focuses on isolating and evaluating the contribution of two

main components:

* Number of anchors: the system’s behavior is analyzed as the number of
deployed anchors decreases, simulating increasingly challenging conditions.
With only four anchors, frequent NLoS conditions may occur, degrading

trilateration accuracy and leading to localization failures.

* Bias and covariance estimation: as previously described, the adaptive Nov-
EKF estimates both a bias term and a covariance for each UWB range mea-
surement in the EKF correction step. In this ablation, three variants of the
pipeline are compared: (i) a standard EKF with static covariance, (ii) the
adaptive Nov-EKF without bias estimation, and (iii) the full Nov-EKF with
both covariance and bias estimation. The bias activation mapping is inherently
more challenging to design from the novelty score alone—often requiring
ground-truth information to tune the polynomial coefficients—thus motivating

a dedicated analysis of its contribution.

Figure 4.19 summarizes the ablation results for all nine scenarios. Each subplot
reports the average RMSE with respect to ground truth for the three compared meth-
ods: the static EKF (green), the adaptive Nov-EKF without bias estimation (orange),
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Fig. 4.19 RMSE metrics of the ablation study, comparing bias and nobias correction and
analyzing the dependency with the number of anchors.

and the full Nov-EKF (blue). Overall, the adaptive Nov-EKF consistently improves
accuracy even when only the covariance is estimated. However, incorporating the
bias term provides a substantial additional performance boost across all scenarios,
particularly when the system operates with fewer anchors. This improvement is
expected since the novelty score effectively represents a rescaled estimate of the
range error; even in low-novelty conditions, cluttered indoor environments introduce
reflections and disturbances that lead to non-negligible baseline bias. Therefore,

applying an adaptive range correction term remains beneficial for the filter.

Reducing the number of anchors from 6 to 5 or 4 has a considerable impact on
the baseline methods. Both the static EKF and the Nov-EKF without bias suffer
from reduced redundancy in trilateration, leading to degraded prediction accuracy. In
contrast, the full Nov-EKF demonstrates substantially more stable behavior, showing

minimal differences between the 5- and 6-anchor configurations across all scenarios.
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This indicates that the adaptive mechanisms embedded in Nov-EKF compensate for

the reduced geometric diversity.

In general, a sufficiently high number of anchors is necessary to maintain robust-
ness in NLoS-prone settings. Among all scenarios, only Scenarios 1 and 8 exhibit
limited sensitivity to anchor count, suggesting that at least a minimal set of anchors
remains reliably in LoS throughout the trajectory.

A particularly noteworthy behavior appears in Scenario 9, where severe NLoS
conditions arise after the occlusion of two anchors. The full Nov-EKF maintains
stable performance even with only four anchors, achieving significant improvements
over the classic EKF despite having just two anchors in LoS. Conversely, the five-
anchor configuration without bias correction performs unexpectedly poorly. This
likely results from an overly generalized covariance estimation under severe dis-
turbances, preventing the system from distinguishing clean from corrupted range

measurements on the affected anchors.

4.2.4 Conclusions and Future Works

This paper advances robot localization with UWB technology by introducing an
adaptive EKF-novelty framework. The proposed method effectively addresses the
challenge of unreliable UWB measurements in cluttered indoor environments with
frequent NLoS conditions, achieving an average improvement of approximately 22

cm in absolute positioning accuracy.

The key contribution lies in enabling the EKF to dynamically evaluate the
reliability of incoming range measurements through covariance and bias terms
inferred from the novelty score. Experimental results highlight the substantial
reduction in localization error compared to a standard EKF baseline. Furthermore,
the ablation study provides insight into the influence of the number of UWB anchors
and the role of bias estimation, revealing how these factors can significantly enhance

or degrade the robustness of the system.

A limitation of the proposed framework concerns its generalization capability:
the learned nominal data distributions are tied to fixed anchor placements. Conse-
quently, when the system is deployed in a new environment or when anchor positions

change significantly, retraining is required to establish new nominal conditions.
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However, this limitation is mitigated by the fast and label-free training process of the
unsupervised novelty autoencoder.

Future work will explore online or continual training strategies to enable the
model to automatically adapt to changing environments. Additionally, the EKF may
be replaced with more advanced tracking approaches, such as factor-graph optimiza-
tion or neural architectures that integrate extended temporal sequences, addressing
the EKF’s limited prediction horizon. We also plan to investigate sensor fusion
strategies and generative modeling techniques to further improve the estimation and
predictive capabilities of the novelty score.



Chapter 5
Conclusion

The works presented in this thesis investigate different applications in which novelty
detection represents the core paradigm underlying each proposed algorithm. The
first part of the thesis focuses on industrial environments, with particular attention to
bearing, which constitutes the main object of study.

The first work demonstrates that novelty detection can be effectively applied
using relatively simple models, such as a Linear Regressor, by exploiting the concept
of overfitting as an advantage rather than a limitation. When properly trained, even
a simple linear model can successfully identify deviations from normal operating

conditions, thus performing novelty detection in an effective manner.

An important aspect of the first two works presented in this thesis is the com-
plementary analysis of supervised and unsupervised machine learning approaches.
The first study adopts a supervised learning framework, while the second focuses
exclusively on unsupervised machine learning models. Together, these contributions
provide a broad overview of novelty detection techniques based on both supervised
and unsupervised paradigms. In particular, the second work proposes a benchmark
for novelty detection using only unsupervised methods. Although the two studies
employ different preprocessing strategies, the results obtained are highly promising,
especially in scenarios characterized by limited data availability.

The second part of the thesis is devoted to the application of novelty detection
in the robotics domain. In this context, a deep learning approach is adopted, with
autoencoders serving as the primary models for novelty detection. The first work in
this section introduces the overall localization framework, laying the foundation for
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the complete pipeline. The subsequent work extends this framework by integrating a
Kalman Filter, resulting in a complete and practical localization solution that can be

readily adopted by practitioners.

The central contribution of this thesis is the demonstration that novelty detection
represents a flexible and easily deployable paradigm, even in complex systems
operating under constrained computational resources. Despite its effectiveness,
novelty detection is still not widely adopted in industrial environments. This thesis
aims to bridge that gap by proposing a preliminary framework that can complement
traditional Predictive Maintenance strategies, acting as an intermediate layer capable
of detecting anomalies and improving the understanding of machine-generated
signals that are often underutilized.

As demonstrated throughout this work, novelty detection performs effectively
across multiple domains thanks to its adaptability to different types of sensors and
data sources. Moreover, the use of simple and computationally efficient models
shows that even non-expert users can integrate this paradigm to begin extracting
meaningful insights from machine data, thereby leveraging the full potential of

multi-sensor information.



Chapter 6

Future Works

Future work will explore several research directions in which novelty detection
remains the central paradigm. One promising avenue involves the application of
novelty detection within the context of neuromorphic computing, a rapidly emerging
domain in artificial intelligence. Neuromorphic systems convert signals from the
physical domain into spiking representations, which can be processed using spiking
neural networks specifically designed to handle event-based data. The primary
advantage of neuromorphic computing lies in its high computational efficiency,
enabled by massive parallelism during inference. This capability allows such systems
to perform inference more rapidly than conventional architectures while consuming
significantly less power. As a result, neuromorphic approaches are particularly well
suited for deployment on embedded devices, fully exploiting the benefits of edge

computing.

Another application domain of interest for novelty detection is agriculture. In this
context, the goal is to monitor plant health and detect changes over time using visual
data acquired through cameras. In addition to standard imaging systems, emerging
multispectral and hyperspectral cameras can capture information beyond the visible
spectrum, enabling the extraction of vegetation indices that are highly informative for
plant analysis. A major challenge in this sector is the scarcity of ground-truth data
for conditions such as plant diseases, hydration levels, and stress factors. Novelty
detection techniques, trained on data representing normal plant conditions, could

therefore play a crucial role in identifying abnormal behaviors and supporting the
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incremental construction of more comprehensive datasets for precise plant health

monitoring.
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