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Abstract—Vehicle-to-everything (V2X) communication enables
connected vehicles to share sensor data, extending awareness
beyond the individual field of view. This cooperation, however,
exposes participants to the risk of receiving unreliable data,
which is mitigated by misbehaviour detection mechanisms. A
representative threat is the ghost object: a vehicle whose presence
is announced in V2X messages but that does not physically exist
on the road. Ghost objects may originate from deliberate attacks,
e.g., a malicious participant claiming priority at an intersection,
but also from perception faults on the sender’s side, such as
partial occlusions causing duplicate tracks. Since misbehaviour
detection relies on cross-checking observations from multiple
participants, a ghost attack can be exposed only if honest, sensor-
equipped vehicles actually cover its alleged location. Evaluating
how often real traffic satisfies this condition is challenging:
hand-crafted scenes lack statistical significance, while large-scale
simulations obscure the conditions driving to detection failure.

We address this challenge by using a learned generative traffic
model to synthesize large ensembles of realistic scenes (1,000 per
experimental condition) over highway and intersection layouts.
Through explicit sensor and occlusion modeling, we estimate the
probability that a ghost object is observed by too few equipped
vehicles to be reliably contradicted, thus remaining effectively
undetected. We analyze how this probability varies with road
topology, traffic density, environmental occlusion, and sensor
penetration rate, under both awareness-only messaging (CAMs)
and cooperative perception sharing (CPMs). We show that the
dominant risk factor is the local visibility structure shaped by
static obstructions preventing line-of-sight between equipped ve-
hicles and the ghost location, and that the vulnerability transition
shifts with penetration rate. Qur analysis shows how generative
traffic models may help to achieve a finer characterization of the
performance of misbehaviour detection algorithms and ultimately
a better understanding of the underlying phenomena.

Index Terms—Generative Al; Connected and Autonomous
Vehicles; Cooperative Perception; Misbehaviour Detection

I. INTRODUCTION

Vehicle-to-Everything (V2X) communications allow vehi-
cles to exchange information with low latency, and form
the backbone of Cooperative Intelligent Transport Systems
(C-ITS). In Europe awareness services rely mainly on two
messages broadcast periodically: the Cooperative Awareness
Message (CAM) [1], which each vehicle uses to advertise its
own position and kinematic state; and the Cooperative Per-
ception Message (CPM) [2], which disseminates the position
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and motion data of nearby objects as detected by the sender’s
onboard sensors. Together, they enable vehicles to build a
picture of the environment that extends well beyond what any
individual vehicle can perceive on its own.

This extended awareness, however, is only as trustworthy as
the data it is built on. C-ITS address sources’ authentication
and V2X message integrity through a vehicular Public Key
Infrastructure (PKI). However, these mechanisms alone are
insufficient to guard against the dissemination of unreliable
kinematic data in CAM and CPM messages: a node may hold
valid PKI credentials and yet broadcast false or distorted CAM
and CPM data, whether due to sensor noise, hardware faults, or
deliberate manipulation. Misbehaviour detection refers to the
set of techniques used by the receiver to identify kinematic
data that may be unreliable. These approaches [3] typically
operate by exposing implausible values or by identifying in-
consistencies across repeated observations over time or across
multiple nodes. Characterizing the performance and effective-
ness of this class of algorithms, however, is a challenging task.

We use the case of ghost objects as a running example
throughout this work. We define a ghost object as a vehicle
whose presence is declared in a CAM or CPM, but that has
no actual physical existence on the road. Ghost objects may
arise from malicious attacks, such as Sybil attacks carried
out through CAMs [4]. They can appear from deliberate
manipulation of CPMs by a malicious node seeking to distort
the perceived environment for its own benefit, for instance by
inducing surrounding vehicles to brake in order to claim right
of way at an intersection [S]. They may as well stem from
perception malfunctions on the sender’s side, such as partial
occlusion causing a single physical object to be tracked as
two distinct entities [6], both reported in CPMs. Regardless
of its origin, a ghost object can be exposed by misbehaviour
detection through cross-checking of the kinematic data re-
ported by different participants. The detection success rests
on an implicit assumption: that enough honest, CPM-capable
vehicles can actually observe the location of the alleged object.

Assessing how often real traffic conditions satisfy this
assumption is therefore a prerequisite for performance charac-
terization. Yet, current validation practices through simulation
cannot answer it: small sets of hand-crafted scenarios lack



statistical significance, while large-scale traffic simulations
make it difficult to isolate the effect of individual factors,
such as traffic density or the position of a ghost in a blind
spot. In this work, we leverage a learned generative traffic
model to try to bridge this gap. The generative model, trained
on real-world driving data, provides the ability to populate
a chosen road map with vehicles in realistic positions. This
allows the sampling of thousands of distinct scenes under
controlled conditions. We generate large ensembles of realistic
scenes on chosen road topologies (highway and intersection);
we evaluate, through explicit sensor and occlusion modeling,
the probability that the presence of a ghost object cannot be
reliably contradicted as a function of traffic density, environ-
mental occlusion, and penetration rate of C-ITS capabilities.
Thanks to this, we are able to statistically characterize in this
study the structural exposure to ghost objects undetectable by
misbehaviour detection algorithms.

The remainder of the paper is organized as follows. Sec-
tion II reviews related work on cooperative perception secu-
rity and data-driven scene generation. The scene generation
framework and the visibility analysis pipeline are described
in Sections III and IV, respectively. Experimental results
are presented in Section V, and conclusions are drawn in
Section VI.

II. RELATED WORK
A. Misbehaviour detection for Cooperative Perception

In Europe, the exchange of awareness and perception data is
standardized by ETSI through the CAM [1] and CPM [2] spec-
ifications. Since PKI-based authentication cannot prevent a
node with good credentials from broadcasting false kinematic
data, misbehaviour detection techniques complement it by
exposing implausible values and by checking the consistency
of data reported by different nodes [3]. CPM-specific detectors
extend these checks to perception data: they verify, e.g., that
reported objects lie within the transmitter’s declared sensing
area, and that objects jointly observable by multiple senders
appear in all of their CPMs [7]. This cross-checking of
independent observations is the mechanism that enables the
detection of ghost objects [8]. The main limitation of this
body of work lies in its evaluation. Attacks and defenses are
typically validated on a handful of manually designed sce-
narios [5]. Large-scale simulations [4] and reference datasets
such as VeReMi [9] only partially address the problem of
characterizing the performance of these algorithms: they en-
able a fair comparison of detection algorithms, but no existing
benchmark can quantify, e.g., how likely a fabricated object
is to remain undetected, as a function of road geometry,
traffic density, environmental occlusion, and number of sensor-
equipped vehicles.

B. Data-Driven Traffic Scene Generation

In parallel, learned generative models have made it possible
to synthesize realistic traffic scenes directly from real-world
driving data, from autoregressive map-conditioned placement
in SceneGen [10] and joint state-and-trajectory generation

in TrafficGen [11], to more controllable approaches such
as Scenario Diffusion, UniGen, and DragTraffic [12], [13],
[14]. These models provide exactly the missing ingredient
identified above, i.e., the ability to sample arbitrarily many
realistic scenes under controlled conditions. However, all these
contributions focus on the generative tool itself, i.e., architec-
ture, training objective, and controllability, and have not been
applied to the security analysis of cooperative perception.

This work connects the two threads: we use a learned
generative model to sample large, statistically meaningful
ensembles of realistic scenes under controlled conditions, and
we evaluate within each scene, through explicit sensor and
occlusion modeling, the probability that a ghost target remains
effectively unobserved under partial CPM penetration. To the
best of our knowledge, no prior work combines learned scene
generation, explicit visibility analysis, and sensor penetration
rate modeling (i.e., the fraction of vehicles equipped with
perception sensors) for this purpose.

III. GENERATIVE FRAMEWORK

The scene generator used in this study extends TRACE [15],
a model from our previous work that synthesizes static traffic
scenes conditioned on a description of the desired configu-
ration. TRACE encodes the road geometry (lane boundaries,
sidewalks, and other map features), expressed as a set of poly-
lines, through a Transformer encoder, while a second encoder
maps the scene description to a conditioning representation. A
decoder attends jointly to both and samples, for each vehicle,
its position, heading, and speed. The model is trained on the
Waymo Open Motion Dataset [16] and produces scenes whose
spatial statistics match those of real traffic. With respect to the
published architecture, the variant employed here introduces
two modifications aimed at improving controllability and
sample diversity, both required to generate large, uniformly
covering ensembles under precise experimental conditions.
First, the original natural-language conditioning is replaced
by a structured one: the space around a reference point
is partitioned into six angular sectors, and for each sector
the conditioning vector specifies the number of vehicles, the
distance to the nearest one, and its speed. The original decoder
constrains the output distribution to a fixed number of modes,
and in practice tends to concentrate probability mass on a few
dominant configurations, suppressing sample diversity. It is
replaced by a Flow Matching decoder [17], which generates
vehicle states by gradually transforming samples from an
initial Gaussian noise distribution into plausible positions,
headings, and speeds. Unlike the previous decoder, this for-
mulation does not force the model to represent traffic scenes
through a fixed set of output modes, and therefore allows
more diverse vehicle configurations. Training uses minibatch
Optimal Transport assignment [18], for straighter probability
paths and more stable optimization. An auxiliary objective
complements standard generation: in 25% of the training sam-
ples, a random subset of vehicles is injected into the decoder
with its ground-truth states, and the model is trained to place
the remaining vehicles consistently with the given context.
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Fig. 1. Maps used in the visibility analysis. Panel (a) shows the highway scenario, panel (b) shows the four-way intersection without environmental blocking,
and panel (c) shows the same intersection with blocking areas highlighted in blue. Lane centers, road edges, and crosswalk/road markings are shown in black,
gray, and orange, respectively.

COMPARISON BETWEEN REAL AND GENERATED SCENE STATISTICS. W7

TABLE I

DENOTES THE WASSERSTEIN-1 DISTANCE BETWEEN THE TWO

DISTRIBUTIONS.
Statistic Unit Real Generated Wy
Nearest-neighbour distance m 8.52 8.63 0.22
Heading offset vs. lane deg 6.36 5.68 0.76
Lateral distance to lane m 0.72 0.72 0.17
Radial distance from origin m 24.37 23.90 0.56
Speed m/s 4.44 4.38 0.09
Collision rate - 0.0014 0.0001 -
Off-road rate - 0.317 0.188 -

This encourages each generated vehicle to be conditioned
on its neighbors, improving the local consistency of spacing,
heading alignment, and speed. To ensure that the generated
scenes are suitable for visibility analysis, we compare 9,891
real scenes from the Waymo Open Motion Dataset (containing
117,476 vehicles) against 9891 generated scenes.

Table I summarizes the comparison over all evaluated
statistics in terms of the Wasserstein-1 distance 1/, a measure
of the discrepancy between two probability distributions. All
discrepancies are small with respect to the physical scale of
the corresponding quantity (e.g., W7 = 0.22 m on nearest-
neighbour distances averaging 8.5 m); the largest relative one,
on the lateral distance to lane center, is of the order of 15
cm and thus negligible for occlusion analysis between 2.0 m
wide bounding boxes. Colliding bounding boxes are rarer in
the generated scenes than in the real ones (0.01% vs. 0.14%),
and their off-road rate (18.8%) is lower than that of the real
data (31.7%), where parked vehicles frequently lie outside
the driving corridor. Finally, the conditioning is respected:
the number of generated vehicles per scene deviates from the
requested one by 0.79 vehicles on average (mean absolute
error). We conclude that the generator reproduces the spatial
structure of real traffic with sufficient fidelity for the analysis
that follows.

IV. METHODOLOGY

Misbehaviour detection for ghost objects relies on the
assumption that independent participants can cross-check an
announced vehicle’s presence. This section quantifies how of-
ten realistic traffic violates this assumption, with respect to the
scene’s parametrization. We estimate this vulnerability through
the following procedure: i) the experimental condition is fixed,
namely the road topology and the number of vehicles n; ii) for
each experimental condition, M = 1,000 independent scenes
are generated by resampling the model’s conditioning inputs
(sector allocation, distances, and speeds) at each draw, so that
each scene reflects a different plausible traffic configuration;
iii) within each of the resulting scenes, the role of the ghost
is assigned and the exposure risk is evaluated across a range
of sensor penetration rates, each corresponding to a different
random subset of vehicles being treated as non-equipped, i.e.,
blind to their surroundings. Verification works differently in
the two V2X regimes, since they differ in whether a direct
observation is shared with the rest of the network:

« in the CAM-only regime, an equipped vehicle that has the
ghost’s position within its unobstructed sensor coverage
resolves the doubt only for itself, since no perception
data is exchanged; every other receiver remains unable
to verify the claim on its own, regardless of what this
one vehicle has seen;

« in the CAM+CPM regime, such observations are instead
broadcast, so verification is pooled: once at least two
independent equipped vehicles report the position as cov-
ered by their sensors, this corroborated evidence becomes
available to every receiver, including those that cannot
observe the location themselves.

For each experimental condition, we define the exposure risk
as the fraction of generated cases in which the ghost object
cannot be reliably contradicted by the network. Transmission
and reception of V2X messages are assumed ideal, i.e., trans-
mitted messages are received by all nodes within 100 m, and
sensing is geometric and noise-free. Under these assumptions,
the ability to contradict a ghost object depends only on whether
enough sensors-equipped vehicles have line of sight to its
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Fig. 2. Example generated intersection scene with 10 vehicles and sensor penetration rate equal to 0.5. Sensor coverage is shown only for vehicle V2. The
corresponding complete directed visibility matrix is reported on the right, where entries for non equipped vehicles are highlighted in grey.

alleged location. Communication losses and/or sensor noise
would only make this condition harder to satisfy; therefore,
the reported risk should be interpreted as a conservative lower
bound.

A. Scene Generation and Road Configurations

We generate scenes on two road maps: a highway stretch
and a four-way intersection, both taken from the Waymo
Open Motion Dataset. To model environmental occlusion, the
intersection map is also evaluated in an obstructed variant, in
which static building footprints are added at the four corners of
the intersection, alongside the road edges; these obstructions
prevent vehicles traveling along one road from seeing what
happens on the perpendicular arms until they are close to
the intersection center, reproducing the occlusion conditions
typical of built-up urban intersections. The map layouts are
shown in Figure 1. For each map, we query the model for
an increasing number of vehicles, from 4 to 25, requesting
them uniformly across the map; this vehicle count n, together
with the scenario type, defines each experimental condition.
For the intersection, we additionally consider a main-direction
variant, in which 80% of the requested vehicles are placed
along a single arm, simulating one traffic flow dominating the
intersection at a given moment, while the rest are spread over
the other arms.

B. Sensor Configuration and Scene Representation

Once the scenes are generated, each vehicle is modeled as
a rigid body with a fixed set of idealized perception sensors.
Its physical footprint is an oriented bounding box of length
4.5m and width 2.0m, and its state is defined by position,
heading, and speed in the scene reference frame. Each sensor
is characterized by four parameters: mounting position in
the vehicle reference frame (z,y), orientation relative to the
vehicle heading (Yaw), horizontal field of view (FOV), and
maximum detection range (Range). In the considered scenario,
each sensors-equipped vehicle is provided with one front long-
range radar (FLRR), four short-range radars mounted at the

TABLE I
SENSOR PARAMETERS USED IN THE FULL SENSOR PRESET. MOUNTING
OFFSETS ARE EXPRESSED IN THE VEHICLE LOCAL FRAME, WHERE
POSITIVE x POINTS FORWARD AND POSITIVE y POINTS LEFT.

Sensor z [m] y [m] Yaw [deg] FOV [deg] Range [m]
FLRR 2.25 0.00 0 24 250
Front-left SRR 2.25 1.00 45 150 30
Front-right SRR 2.25 —1.00 —45 150 30
Rear-left SRR —2.25 1.00 135 150 30
Rear-right SRR —2.25 —1.00 —135 150 30
FFC 0.50  0.00 0 50 150
360° LiDAR 0.00  0.00 0 360 100

vehicle corners (SRR), one front-facing camera (FFC), and
one roof-mounted 360° LiDAR. The long-range radar and
camera provide forward perception, the short-range radars
cover the near-field regions around the vehicle, and the LiDAR
provides omnidirectional coverage up to its maximum range.
The parameters used for each sensor are shown in Table II.

Given a vehicle pose (z;,y;,0;), a sensor with local mount-
ing offset (x4,ys) and relative orientation « is transformed
into the world frame as
= [zz] + R(6;) [:cs} ) Yis = 0; + as,

Yi Ys

where p; s is the position of sensor s mounted on vehicle ¢
in the world frame, 1); ; is the corresponding sensor viewing
direction, and R(6;) = [ 507 5% | is the two-dimensional
rotation matrix that maps vectors from the vehicle local frame
to the world frame. We assume that a target is detected by a
vehicle if it is visible to at least one of the mounted sensors.

Pi,s

C. Visibility Analysis

For each generated scene, visibility is evaluated indepen-
dently for every ordered pair of vehicles and for every sensor
mounted on the observing vehicle. Given an observer vehicle
i, a sensor s, and a candidate target vehicle j, three conditions
must hold simultaneously for the target to be detected.

1) Range: The distance from the sensor origin to the
nearest point of the target’s bounding box must not exceed
the sensor’s maximum range.



2) Field of View: The target’s bounding box subtends an
angular sector as seen from the sensor, bounded by its two
outermost vertices. This sector is intersected with the sensor’s
angular field of view. If the intersection is empty — i.e., the
entire bounding box lies outside the sensor’s opening angle —
the target is not detected.

3) Non-blocking: If the target passes the first two checks,
we test whether any intermediate vehicle blocks the line of
sight. A set of N rays (9 by default) is cast from the sensor ori-
gin, evenly distributed within the field-of-view-clipped angular
sector. Only rays that intersect the target bounding box within
the sensor’s maximum range are considered valid. A valid ray
is classified as blocked if it intersects the bounding box of
any third vehicle at a strictly shorter distance (within a 10 cm
tolerance). The target is declared occluded — and therefore
not detected — only if every valid ray is blocked. In the
constrained-intersection setting, the blue regions in Figure 1(c)
are treated as roadside buildings or infrastructure. A ray is
therefore marked as blocked if it intersects one of these regions
before reaching the target. Detection is confirmed as soon as
at least one valid ray reaches the target unobstructed.

By iterating this procedure over all sensors and all ordered
observer—target pairs, we obtain the visibility matrix V associ-
ated with the generated scene. The directed entry V; ; is set to
one if at least one sensor mounted on vehicle 7 detects vehicle
j, and to zero otherwise. Diagonal entries are excluded by
construction, as a vehicle cannot observe itself. An example
of the resulting visibility matrix is shown in Figure 2.

D. Partial Sensor Deployment Modeling

Not all vehicles in a scene are assumed to carry perception
sensors and C-ITS perception capabilities. To model this, a
binary mask is applied to the visibility matrix after generation:
given a scene of N vehicles, the penetration rate p = (N —
m) /N denotes the fraction of sensor-equipped vehicles, where
m is the number of non-equipped ones. Non-equipped vehicles
are treated as blind observers, i.e., their rows in the visibility
matrix are masked, thus set to zero, as if they detect nobody.

Since the number of possible mask configurations grows
combinatorially with scene size, for each generated scene a
set of T masks is sampled at random, where T is chosen
proportional to log,((Y)). Each mask is then applied inde-
pendently to the visibility matrix of that scene, and the risk
metrics are computed for each masked instance and averaged
across the full set of sampled masks and generated scenes.

E. Risk Metrics

Two complementary metrics are computed for each masked
scene. They quantify, at different levels of granularity, the
structural exposure to ghost objects.

1) CAM-only exposure risk: The CAM metric serves as
a baseline: it measures the exposure risk to ghost object
when vehicles exchange only CAM, with no perception data
transmitted.

Since no perception data is shared, each receiver must assess
every announced vehicle on its own: any vehicle in the scene is

therefore treated as a potential ghost, and the metric measures
the average fraction of observer—target pairs in which the
observer cannot verify the target’s existence. Given a masked
visibility matrix V, the unseen fraction for a single scene and
mask instance is

Zi;ﬁ j Vi

N(N -1)

The reported CAM value is averaged over all evaluated masks
and over all retained generated scenes for the corresponding
vehicle count.

2) CPM exposure risk: The CPM metric captures the
exposure once vehicles also share Cooperative Perception
Messages, i.e., they broadcast what their sensors perceive to
all other participants.

In this regime, observations are pooled across all equipped
vehicles, so the relevant question is no longer the average pair-
wise visibility, but whether a specific position exists where a
ghost could escape collective scrutiny. For each masked scene,
the ghost candidate is therefore identified as the vehicle seen
by the fewest equipped observers, i.e., the worst-case position
whose fabricated presence would be hardest to contradict from
the shared perception picture.

Denoting by g the number of equipped vehicles that detect
this target, a ghost object is considered undetected if g < k,
with detection threshold k£ = 2: a single witness cannot be
distinguished from a faulty or malicious node, so at least two
concordant, independent observations are required before the
network can reliably assert or refute the vehicle’s presence.
The sensitivity of the results to this choice is assessed in
Section V. Since direct observers can directly recognize the
false-vehicle as a ghost, the fooled fraction for a single masked
scene is:

u=1-

N—-1—g
N-1

0, otherwise.

The reported CPM value is averaged over all sampled masks

and generated scenes.

, ifg<2,
f:

V. RESULTS

This section presents a quantitative analysis of the expo-
sure to ghost objects across the four experimental conditions
defined in Section IV, i.e., the highway stretch, the four-way
intersection with uniform and main-direction traffic, and its
obstructed variant, illustrated in Figure 1. Together, these con-
ditions allow us to quantify the exposure as a function of traffic
density, spatial arrangement, and environmental occlusion.

A. CAM-only Exposure to Ghost attack

Figure 3 shows the CAM-only exposure risk as a function
of the penetration rate, for different numbers of vehicles.
Increasing the penetration rate always reduces the exposure,
but the improvement is gradual and approximately linear. The
qualitative behavior is remarkably similar across all scenarios.
The obstructed intersection does not exhibit a fundamentally
different trend; instead, it consistently presents higher expo-
sure risk values because the obstacles remove visibility links
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Fig. 3. CAM-only exposure risk as a function of the penetration rate. Each
curve corresponds to a different number of vehicles, indicated by the colorbar.
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Fig. 4. CAM-only exposure risk as a function of the number of vehicles in
the scene. Each panel corresponds to one scenario, and each curve is colored
by the penetration rate, i.e. the percentage of vehicles equipped with sensors.

from the sensing matrix, creating additional blind areas that
cannot be resolved through CAM messages alone.

The effect of traffic density is shown in Figure 4. Exposure
generally grows with the number of vehicles, as mutual
occlusion increases with density. Unlike the penetration rate,
however, this effect is nonlinear and scenario-dependent, with
curve shapes that vary with the road layout and visibility
conditions. The two variables also interact: the influence of
density is pronounced at high penetration rates, whereas below
a penetration rate of approximately 30% the curves flatten and
the exposure becomes nearly independent of the number of
vehicles in the scene.

B. CPM Exposure Risk

Figures 5 and 6 report the CPM exposure risk as a function
of the number of vehicles and of the penetration rate, respec-
tively. The role of traffic density is reversed with respect to
the CAM case: each additional equipped vehicle is a potential
observer of the ghost location, and this effect dominates the
increased mutual occlusion, so that exposure decreases as the
scene becomes denser. The penetration rate drives a sharp
transition instead: at low rates the exposure remains high
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Exposure Risk, CPM (%)
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Obstruction F
2
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Fig. 5. CPM-based exposure risk as a function of the penetration rate. Each
panel corresponds to one scenario, and each curve is colored according to the
total number of vehicles present in the scene.
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Fig. 6. CPM-based exposure risk as a function of the number of vehicles in
the scene. Each panel corresponds to one scenario, and each curve is colored
according to the penetration rate, i.e. the percentage of vehicles equipped with
sensors and capable of sharing perception information.

regardless of density, since few vehicles contribute to the col-
lective perception process, while as the rate grows the curves
rapidly drop toward zero. The transition becomes steeper as
the number of vehicles increases, because in dense scenes
a small increment in penetration rate is sufficient to bring
many new observers online. This behavior is consistent across
all scenarios. The obstructed intersection is the worst case
and exhibits the shallowest transition; crucially, the obstacles
do not alter the underlying mechanism, but act as an offset
and a scaling factor, shifting the transition toward higher
penetration rates and reducing its steepness. Road topology
and traffic distribution have, by contrast, a comparatively
minor influence. To characterize the shape of the vulnerability
transition across scenarios and vehicle counts, we extract three
scalar descriptors from each CPM exposure curve of Figure
5. The onset threshold is the highest penetration rate at which
the CPM risk first exceeds 1%, i.e., the point at which a non-
negligible fraction of scenes become exploitable as the fraction
of equipped vehicles decreases from 100%. The transition
width is the span of penetration rate between the 10th and 90th
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percentiles of the total risk rise for a given curve, measuring
how abruptly the network switches from near-zero to high
exposure. The maximum slope is the peak local derivative of
the curve, expressed in percentage points of exposure risk per
percentage point of penetration rate decrease, and captures the
steepness of that switch.

Figure 7 reports these three descriptors as a function of
the number of vehicles n, evaluated at maximum penetration
(100% equipped). All three metrics confirm the picture drawn
from Figures 5 and 6. The open intersection, highway, and
main-direction scenarios cluster tightly in all three panels: their
onset thresholds are nearly identical, their transition widths
shrink at the same rate as n grows, and their maximum slopes
increase in parallel, confirming that road topology and traffic
distribution have only a minor effect on the shape of the
transition. The obstructed intersection is displaced consistently
toward higher onset values and wider, shallower transitions:
obstacles do not create a qualitatively different regime, but act
as an offset that demands a higher penetration rate before the
network reaches safety, and a scaling factor that makes the
residual transition more gradual.

Figure 8 repeats the CPM analysis while varying the de-
tection threshold k, i.e., the minimum number of concordant
equipped observers required to contradict the ghost (k = 2
elsewhere in this work). Increasing & shifts the vulnerability
transition toward higher penetration rates and makes it more
gradual, since more independent witnesses must simultane-
ously cover the ghost location; relaxing it to k& = 1, ie.,
trusting any single observer, produces the opposite effect. Cru-
cially, the threshold acts in the same way as the environmental
obstructions, i.e., as an offset and a scaling factor on the
transition, without altering the qualitative behavior: for every
k, exposure still decreases with density, the transition steepens
in denser scenes, and the obstructed intersection remains

consistently the most exposed. The findings of this study are
therefore robust to the specific choice of k, which acts as a
tunable security margin rather than a structural assumption.

VI. CONCLUSION

In this work, we leveraged a learned generative traffic model
to characterize the structural exposure of V2X networks to
ghost objects. The key methodological contribution lies in the
evaluation paradigm itself: by sampling 1,000 independent,
realistic scenes per experimental condition under explicit con-
trol of road topology, traffic density, environmental occlusion,
and sensor penetration rate, we disentangle the contribution
of each individual factor and extract statistically robust re-
lationships that neither hand-crafted scenarios nor large-scale
traffic simulations can provide. Since our analysis abstracts the
communication channel, sensor noise, and concrete detector
logic, relaxing each of these can only increase the measured
exposure, making our estimates conservative lower bounds.

The analysis yields three main findings. First, in the CAM-
only regime, exposure decreases approximately linearly with
the penetration rate and grows with traffic density due to
mutual occlusion. Second, when CPM transmission is active,
the role of density is reversed and the penetration rate drives
a sharp transition from high vulnerability to near-zero risk;
crucially, our framework allows one to directly read off the
minimum penetration rate required to bring exposure below
any target threshold, as a function of traffic density and road
configuration. Third, the dominant risk factor is the local
visibility structure shaped by static obstructions, which act as
an offset and a scaling factor on the vulnerability transition,
shifting it toward higher penetration rates and making it more
gradual, while road topology and traffic distribution have
comparatively minor influence.

On the modeling side, cooperative perception risk models
should explicitly account for static occlusions and line-of-
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sight structure. On the evaluation side, our results demonstrate
that data-driven scene generation can serve as a principled
benchmarking substrate for V2X security. Future work will
extend the framework to full trajectory generation — enabling
temporal consistency checks and dynamic attack scenarios
— and will couple it with realistic channel models and
concrete detectors to quantify the gap between structural and
operational exposure.
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