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Abstract

Smart contracts are self-executing programs deployed on blockchain platforms
that automate transactions and enforce digital agreements without intermediaries.
Despite their transformative potential for decentralized finance, legal automation,
and supply chain governance, their adoption is constrained by three interrelated
barriers: the programming expertise required to write correct Solidity code excludes
non-technical users; the immutable nature of deployed contracts makes undetected
vulnerabilities permanently exploitable; and the absence of accessible comprehension
tools prevents stakeholders from auditing the code that governs their assets. This
thesis addresses these limitations through six contributions organized around three
complementary research questions, concerning vulnerability correction, automated
contract generation, and visual comprehension.

First, this work investigates the application of Large Language Models (LLMs)
for automatic smart contract generation from legal agreements and textual descrip-
tions. Through comprehensive evaluation of multiple state-of-the-art LLMs including
GPT-4 by OpenAI, Claude 3.5 by Anthropic, Mistral by MistralAI, and Gemini by
Google, employing the CO-STAR prompt engineering methodology, the research
reveals fundamental limitations in current LLM capabilities [1]. Analysis of 57
generated smart contracts demonstrates that while LLMs achieve promising compi-
lation rates, they consistently produce production-unsafe code containing undetected
logical flaws, incorrect implementation of legal requirements, and critical security
vulnerabilities. The findings establish that contemporary LLMs cannot autonomously
generate reliable smart contracts, highlighting the necessity for hybrid approaches
combining AI assistance with expert validation.

Towards the second research question, three studies of increasing scope investi-
gate LLM-based smart contract generation from legal agreements. A GPT-4-build
generation pipeline and the CO-STAR prompt engineering methodology achieve



vi

98.1% compilability across 17 prompt templates applied to a property rental agree-
ment. A subsequent expert manual evaluation of 68 generated contracts reveals
five categories of critical failure invisible to automated tools, including permanently
frozen funds, absent deposit logic, and universal currency mismanagement. A
multi-model comparative study then extends the analysis to four frontier LLMs
(GPT-4-Turbo, Claude 3.5, Mistral, and Gemini) across five legal agreements of
varying complexity, totaling 480 API calls. Results establish a performance hierarchy
(Claude > GPT-4-Turbo > Gemini > Mistral), demonstrate non-linear performance
degradation with agreement complexity, and show that supplying a worked exemplar
together with reasoning-mode inference yields substantial improvements on the
weakest model–agreement combination. The collective conclusion is that current
LLMs cannot autonomously generate production-ready smart contracts and that
expert review is an indispensable complement to automated metrics.

Third, to address the accessibility challenge, this thesis presents an innovative
visualization and analysis tool that enhances smart contract comprehension through
UML-based representations and AI-powered annotations. The system integrates
automated security auditing via Slither, version control mechanisms, and intelligent
code analysis using LLMs. Comparative evaluation against Remix IDE using the
NASA-TLX questionnaire demonstrates a statistically significant workload reduction
(52.66 versus 71.74; Wilcoxon signed-rank test, n = 36, p < 0.001), with particular
improvements in mental demand, temporal demand, and user frustration. The tool
successfully bridges the knowledge gap for intermediate users while maintaining
utility for experts, making smart contract development and analysis accessible to
everyone.

Collectively, these contributions demonstrate that LLMs and visual tools can
meaningfully reduce barriers to smart contract development while establishing that
human oversight remains essential for production-quality outcomes.
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Chapter 1

Introduction

1.1 Background and Motivation

The emergence of blockchain technology over the past decade has fundamentally
altered the landscape of distributed computing, digital finance, and contract en-
forcement. Originally conceived by Satoshi Nakamoto in 2008 as the underlying
infrastructure for Bitcoin, a peer-to-peer electronic cash system [2], blockchain
technology offered a radical departure from the trust models that had governed
digital transactions since the dawn of the internet. Rather than relying on centralized
intermediaries such as banks, notaries, or payment processors, Nakamoto’s design
enabled two mutually distrusting parties to transact directly, with finality guaranteed
by a distributed network of nodes maintaining a cryptographically secured ledger.
The implications of this architecture extended far beyond digital currency: the same
properties of immutability, transparency, and decentralization that made Bitcoin
attractive as a monetary system proved to be the foundations upon which an entirely
new paradigm of programmable agreements could be built.

The concept of encoding contractual logic in software predates blockchain tech-
nology by more than a decade. Nick Szabo, writing in 1994, proposed the idea
of smart contracts [3] as “a set of promises, specified in digital form, including
protocols within which the parties perform on these promises” [4]. Szabo theorized
vending machines as a primitive analog: once a coin is inserted and a selection made,
the machine automatically executes the agreement without requiring a human inter-
mediary to verify and enforce it. The challenge in 1994 was that no computational
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medium existed that could enforce such agreements in a tamper-proof, trustless
manner. Blockchain technology provided exactly this substrate. When the Ethereum
platform launched in 2015, it introduced Ethereum Virtual Machine (EVM) and
Solidity programming language, enabling developers to implement Turing-complete
programs, called smart contracts, directly onto a public immutable ledger [5]. From
that moment forward, the smart contract ceased to be a theoretical construct and
became an operational reality.

Smart contracts now underpin an ecosystem of extraordinary scope. Decen-
tralised Finance (DeFi) protocols [6, 7], non-fungible token (NFT) marketplaces
[8, 9], decentralised autonomous organisations (DAOs) [10, 11], supply chain man-
agement systems [12, 13], and digital identity platforms [14, 15] all rely on smart
contract logic to automate financial and administrative processes without the need
for centralised governance. According to documented measurements, the total value
locked (TVL) across DeFi protocols grew from under one billion USD in early 2020
to approximately 150 billion USD by April 2022 [7], while the structural adoption
of blockchain-based automation has continued to deepen despite subsequent market
contractions.

The history of smart contract security incidents is sobering. The 2016 attack on
“The DAO”, a decentralized investment fund built on Ethereum, exploited a reentrancy
vulnerability in the contract code, enabling an attacker to drain approximately 3.6
million Ether, valued at the time at roughly $60 million [16]. The response of the
Ethereum community, which involved a contentious hard fork to reverse the attack,
itself caused lasting controversy. In subsequent years, vulnerabilities including
integer overflow, arbitrary send, unchecked return values, and timestamp dependence
have been exploited in dozens of high-profile incidents, causing cumulative losses
estimated to be billions of dollars [17]. These are not hypothetical risks: they are
recurring, financially disastrous events whose root cause is the gap between the
programming sophistication required to write correct Solidity code and the level of
expertise possessed by the majority of potential smart contract authors.

This gap is structural. Solidity, the dominant language for EVM-compatible
smart contracts, requires familiarity with concepts that are specific to the blockchain
context, such as gas optimization, storage layout, delegate calls, fallback functions,
and the precise semantics of Ether transfers. All of these are in addition to the general
competencies expected of experienced software engineers. Yet, the parties who
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stand to benefit most from smart contract automation are frequently non-technical:
legal professionals wishing to encode binding agreements, entrepreneurs building
decentralized applications, small businesses seeking to automate payment workflows,
and individuals participating in DeFi protocols without the means to audit the code
with which they interact. The result is a fundamental tension at the core of the
blockchain ecosystem: a technology with transformative potential for broad societal
adoption, gated behind a technical barrier that excludes the very population from
which it could most benefit.

This thesis addresses this challenge through six contributions organized around
three complementary research questions. The first question investigates whether
LLMs can help with the correction of known security vulnerabilities in existing
smart contracts. The second question, comprising three studies of increasing scope,
examines the extent to which LLMs can generate complete smart contracts from
legal agreements and develops evaluation methodologies capable of assessing the
quality of such generated code. The third question turns to the comprehension side
of the problem, surveying the landscape of smart contract visualization research
and contributing a tool that integrates visual representation, automated security
analysis, and AI-assisted annotation to reduce cognitive workload. Together, these
contributions constitute a coherent program of work whose unifying aim is to make
the creation, auditing, and comprehension of smart contracts accessible to a broader
population of practitioners.

1.2 The Smart Contract Development Landscape

1.2.1 Smart Contract Programming and Vulnerability

The development of a smart contract in Solidity follows a process broadly analogous
to conventional software engineering: a developer writes source code, compiles it to
EVM bytecode, and deploys it to the blockchain. Once deployed, the contract address
is immutable and the code cannot be modified. This immutability, which is central
to the trust model of smart contracts, simultaneously eliminates the possibility of
post-deployment patching. Unlike a web application whose back-end can be updated
silently to fix a security flaw, a vulnerable smart contract remains vulnerable as
long as it holds funds or processes transactions. The only recourse available to
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developers is upgradeability patterns, which are commonly proxy contracts that
delegate execution to a replaceable logic contract. However, this upgradeability
pattern introduces its own complexity and security surface [18].

Vulnerability detection has consequently become a critical research area. Tools
such as Slither [19], Mythril [20], Manticore [21], Oyente [22], SmartCheck [23],
and Securify [24] approach the problem through static analysis, symbolic execution,
or formal verification. Slither, developed by Trail of Bits, performs static analysis of
Solidity source code by converting it to an intermediate representation (SlithIR) and
applying a library of detectors corresponding to known vulnerability patterns. It is
capable of identifying dozens of vulnerability classes, including reentrancy, arbitrary
send, unchecked low-level calls, and incorrect ERC-20 token implementations, with
low false-positive rates and sub-second execution times on typical contracts [19].
Mythril employs symbolic execution on EVM bytecode, exploring execution paths
to identify reachable states corresponding to known vulnerability patterns. Each tool
occupies a distinct position in the trade-off space between soundness, completeness,
and practical usability.

Despite the maturity of the vulnerability detection landscape, correction of iden-
tified vulnerabilities remains largely a manual process. A developer who receives a
Slither report identifying an arbitrary-send vulnerability must understand the seman-
tics of the vulnerability, reason about the specific code path in which it manifests, and
redesign the logic, which is a process requiring both security expertise and intimate
knowledge of the codebase. This manual correction workflow is slow, error-prone,
and inaccessible to developers without a security background. The question of
whether Large Language Models (LLMs) could automate or assist this correction
process is one of the central questions addressed in this thesis.

1.2.2 The Rise of Large Language Models in Software Engineer-
ing

Large Language Models, trained on vast corpora of text and code, have demonstrated
remarkable capabilities in code generation, completion, explanation, and refactoring
tasks [25]. Models such as OpenAI’s GPT series, Google’s Gemini, Anthropic’s
Claude, and Mistral AI’s Mistral have demonstrated substantial and rapidly expand-
ing capabilities across a broad range of software engineering tasks, including code
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generation, bug detection, and automated program repair [26]. Standard evaluation
frameworks, such as the SWE-bench benchmark introduced by [27], have been
developed specifically to measure these capabilities against real-world software engi-
neering problems, and progress on such benchmarks has been considerable, though
significant challenges remain [27]. The widespread adoption of tools such as GitHub
Copilot, which itself is built on an LLM fine-tuned on public code repositories,
has begun to reshape the workflows of professional software development, and its
capabilities have been assessed specifically in the smart contract setting [28].

The widespread adoption of tools such as GitHub Copilot which itself is built on
an LLM fine-tuned on public code repositories, has begun to reshape the workflows of
professional software development, with surveys suggesting high rates of productivity
improvement among early adopters [29].

The applicability of these capabilities to smart contract development is not self-
evident. Solidity is a relatively low-resource language in LLM training corpora
compared to Python, JavaScript, or Java: there is substantially less Solidity code
available for pre-training, and the semantics of smart contract execution differ from
those of conventional programs in ways that are not always well-represented in
general-purpose training data. Questions of gas efficiency, Ether accounting, the
precise ordering of state updates and external calls, all of which are critical to smart
contract correctness, require domain-specific knowledge that LLMs may not reliably
possess. Furthermore, the evaluation of LLM-generated smart contracts presents
methodological challenges: automated metrics such as compilability and static
analysis scores can be computed at scale, but they are insufficient to detect logical
errors that do not manifest as syntactic errors or known vulnerability patterns. As
this thesis demonstrates, expert manual evaluation is an indispensable complement
to automated analysis and is capable of identifying critical flaws that automated tools
systematically miss [30].

1.2.3 Smart Contract Visualization

A parallel thread of research has addressed the comprehension problem from a
different angle: rather than generating smart contract code, visualization tools seek
to make existing smart contracts legible to non-expert users. The motivation is
straightforward. Visualization bridges the gap between the formal specification of a
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smart contract and an intuitive representation that communicates its structure and
behavior to a human observer.

Research on smart contract visualization has grown substantially since the emer-
gence of Ethereum, driven by the recognized difficulty of reasoning about contract
logic directly from source code [31]. Early surveys of blockchain-oriented visual-
ization tools identified a broad diversity of approaches, spanning transaction graphs,
structural diagrams, and behavioral representations, while noting that tools specifi-
cally targeting smart contract comprehension remained underexplored [32]. Parallel
work on low-code and model-driven development platforms highlighted BPMN
and UML as the dominant formalisms to represent contract workflows, due to their
familiarity to software practitioners and their ability to bridge the semantic gap
between business requirements and on-chain implementations [33]. A recent sys-
tematic mapping of the dedicated smart contract visualization literature, covering
forty papers published between 2018 and 2025, confirms this landscape: BPMN
accounts for 35% of surveyed works, followed by UML-based representations at
20% and Blockly visual programming at 17.5% [34]. The same study identifies
behavioral visualizations, those representing dynamic execution of a contract, as
the dominant category at 52.5% of approaches, with structural visualizations at
37.5% and evolution-tracking approaches at 10%. Importantly, the review reveals
a significant gap in empirical validation: only 20% of the surveyed works include
formal usability evaluation, and those that do typically rely on a small sample size
of participants, limiting the generalizability of their findings [34]. This absence of
rigorous user-centered evaluation remains an open challenge in the field.

1.3 Research Objectives and Contributions

The objective of this thesis is to reduce the barrier to smart contract adoption for
non-expert users through a program of research that spans the full lifecycle of smart
contract development: from vulnerability correction, through automated generation,
to comprehension and visual analytics. The research is organized around three
research questions, each addressing a distinct facet of the accessibility gap and
together yielding six contributions.
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1. Automated vulnerability correction: Can LLMs reliably identify and correct
security vulnerabilities in existing smart contracts when provided with static
analysis reports? This question is addressed by a single contribution (Chapter
3).

2. Automated smart contract generation: Can LLMs generate correct, compil-
able, and secure smart contracts from natural language or legal text descrip-
tions, and what prompt engineering strategies and evaluation methodologies
are most effective? This question is addressed by three contributions of in-
creasing scope (Chapters 4, 5, and 6).

3. Smart contract comprehension tools: What is the state of the art in smart
contract visualization, and can a UML-based visualization tool, integrated with
AI assistance and automated analysis, reduce the cognitive load experienced
by non-expert users seeking to understand smart contract logic? This question
is addressed by two contributions (Chapters 7 and 8).

The thesis makes the following specific contributions.

Contribution 1: Empirical evaluation of LLM-based vulnerability correction.
This thesis presents the first systematic empirical study of ChatGPT (gpt-3.5-turbo)
for smart contract vulnerability correction, evaluated on a dataset of 143 Solidity
smart contracts with labeled vulnerabilities drawn from public repositories [35]. The
study introduces a structured pipeline in which Slither identifies vulnerabilities and
ChatGPT is prompted to correct them across four iterative rounds with varying levels
of contextual information. Results demonstrate that ChatGPT produces compilable
output in 89.7% of cases and achieves a full vulnerability fix in 27.1% of cases,
and that including a structured description of the vulnerability raises the best-round
rate of correcting at least one vulnerability from 57.1% to 58.5%, an improvement
of 1.4 percentage points over prompts containing only the vulnerable code. All
experimental code and data are released as open-source artifacts [36].

Contribution 2: A benchmark pipeline for LLM-based smart contract gen-
eration. This thesis introduces a reusable pipeline for the automatic generation
of smart contracts from legal agreements and natural language descriptions using
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LLMs [37]. The pipeline incorporates the CO-STAR prompt engineering method-
ology [38] and evaluates generated contracts on a benchmarking suite comprising
seven quantifiable metrics: compilability, vulnerability density, Solidity version
compliance, number of generated contracts and functions, comment coverage, and
initialized parameter rate, aggregated into a Weighted Total Score. Evaluated on
GPT-4 (gpt-4-0125-preview) across the six selected prompt templates (54 gener-
ations), the pipeline achieves 98.1% compilable output, and CO-STAR-structured
prompts specifying a senior Solidity developer with explicit software requirements
(PR15–PR17) yield the most consistent and highest-scoring results.

Contribution 3: Evidence that automated evaluation is insufficient for LLM-
generated smart contracts. A critical finding of this thesis is that automated
evaluation metrics, including static analysis scores and compilability rates, are insuf-
ficient to assess the correctness of LLM-generated smart contracts [30]. Through
expert manual review of 68 GPT-4-generated smart contracts derived from a property
rental agreement, the study identifies critical logical flaws, including funds perma-
nently locked in the contract due to the absence of a landlord withdrawal function,
systematic misinterpretation of currency denominators (USD to ETH), absent se-
curity deposit collection logic, and incomplete business-logic coverage, none of
which automated tools detected. This finding constitutes a methodological contri-
bution: it establishes expert manual evaluation as a necessary, not merely optional,
component of any credible quality assessment framework for LLM-generated smart
contracts, and it motivates the design of richer, specification-grounded evaluation
criteria pursued in Contribution 4.

Contribution 4: A comparative evaluation of state-of-the-art LLMs for smart
contract generation. This thesis presents the most comprehensive comparative
evaluation of LLMs for smart contract generation reported to date, encompass-
ing four frontier models (Anthropic Claude claude-3-5-sonnet-latest, Ope-
nAI GPT-4-Turbo gpt-4-turbo, Google Gemini gemini-1.5-pro, and Mistral
mistral-large-latest), five legal agreements of varying complexity, six prompt
templates, and four independent runs per configuration, totalling 480 API calls [1].
Evaluation combines automated Slither analysis with a novel manual pattern-based
scoring framework derived from the smart contract design pattern taxonomy of
Bartoletti and Pompianu [39] and Khan et al. [40], extended with a new Business
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Logic pattern. Results establish a performance hierarchy (Claude > GPT-4-Turbo
> Gemini > Mistral), reveal a non-linear relationship between agreement complex-
ity and model performance, and demonstrate that supplying a worked exemplar
together with reasoning-mode inference substantially improves output quality for an
underperforming model–agreement combination.

Contribution 5: A systematic mapping study of smart contract visualization
research. This thesis contributes a systematic mapping study of 40 papers on
smart contract visualization published between 2018 and 2025, characterizing the
field along five dimensions: visualization methodology, representation type (behav-
ioral, structural, evolutionary), accessibility level, use case domain, and evaluation
rigor [34]. The study reveals BPMN as the dominant methodology at 35% of sur-
veyed works, identifies a critical gap in formal usability evaluation (present in only
20% of studies), and provides a structured research agenda for the field.

Contribution 6: A UML-based smart contract comprehension tool with user
evaluation. This thesis presents the design, implementation, and empirical evalua-
tion of an open-source smart contract comprehension tool that combines UML-based
structural visualization, automated vulnerability analysis via Slither, AI-assisted
natural-language explanation, and a version control system for contract evolution
tracking [41]. The tool is implemented as a microservice architecture using Golang
and Flutter, and is evaluated through a controlled user study with 36 volunteers using
the NASA Task Load Index workload assessment instrument [42]. Results show a
statistically significant reduction in perceived workload compared to Remix IDE
(52.66 vs. 71.74 on a 0–100 scale; Wilcoxon signed-rank test, n = 36, p < 0.001),
with particularly pronounced improvements in frustration (49.17 vs. 81.39) and
mental demand (61.67 vs. 78.89).

1.4 Research Methodology

The research program presented in this thesis is empirical in character, combining
software engineering with experimental evaluation methodologies. The design
philosophy underlying the experimental work reflects two convictions: first, that
claims about the capabilities of LLMs for smart contract tasks must be grounded in
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systematic, reproducible experiments with clearly defined evaluation criteria; and
second, that the ultimate measure of any tool designed to assist human users is the
experience of those users, requiring user-centered evaluation methods alongside
technical metrics.

Several methodological choices are worth considering. The use of iterative
prompt refinement, particularly the CO-STAR framework [38], as a structured
approach to prompt engineering reflects the view that prompt design is not a matter of
trial and error but a systematic engineering discipline with principled techniques. The
adoption of the NASA Task Load Index (NASA-TLX) [42] for workload assessment
in the usability study reflects a commitment to established and validated instruments
from the literature on human-computer interaction rather than ad-hoc satisfaction
surveys. The development of a manual scoring framework derived from the Bartoletti
and Pompianu pattern taxonomy [39] reflects the conviction, validated by empirical
results, that domain-specific evaluation criteria are necessary to detect classes of
error that generic code quality metrics miss. Last but not least, the release of all
experimental pipelines and datasets as open-source software reflects a commitment
to reproducibility and the cumulative advancement of the field.

1.5 Thesis Structure

The remainder of this thesis is organized as follows.

Chapter 2: Background provides the technical foundation for all subsequent
contributions. It covers the architecture of blockchain systems, the semantics of
Ethereum smart contracts and the Solidity programming language, the principal
vulnerability classes and their detection tools, and the capabilities and limitations of
current Large Language Models for code-related tasks.

Chapter 3: Evaluating ChatGPT for Smart Contract Vulnerability Cor-
rection presents Contribution 1. It introduces a pipeline coupling Slither’s static
analysis with ChatGPT’s generative repair capabilities, evaluates the pipeline on 143
labeled vulnerable contracts drawn from the SmartBugs-Curated benchmark, and
quantifies the effect of providing structured vulnerability descriptions on fix rates.

Chapter 4: Leveraging Large Language Models for Automatic Smart Con-
tract Generation presents Contribution 2. It introduces the CO-STAR-structured
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prompt engineering pipeline and the Weighted Total Score benchmarking suite,
and evaluates GPT-4 across 17 prompt templates on a property rental agreement,
demonstrating that structured prompts with explicit software requirements yield the
most consistent and highest-scoring outputs. The chapter also identifies the ceiling
imposed by purely automated evaluation and motivates the expert analysis of the
following chapter.

Chapter 5: Manual Expert Evaluation of LLM-Generated Smart Contracts
presents Contribution 3. It complements the automated analysis of Chapter 4 with a
structured expert manual review of 68 GPT-4-generated contracts, examining func-
tional correctness, parameter initialization fidelity, and business-logic completeness.
The chapter demonstrates that critical logical flaws, including frozen funds, absent
deposit logic, missing late-fee assessment, and universal currency mismanagement,
are systematically invisible to static analysis tools, and establishes expert evalua-
tion as a necessary component of any rigorous quality assessment framework for
LLM-generated smart contracts.

Chapter 6: Light and Shadows of Smart Contract Development with LLMs
presents Contribution 4. It reports the comprehensive comparative evaluation of four
frontier LLMs across five legal agreements and six prompt templates, introduces the
manual pattern-based scoring framework derived from the Bartoletti and Pompianu
design pattern taxonomy, and analyzes, in a preliminary experiment on the weakest
model–agreement combination, the effect of supplying a worked exemplar together
with reasoning-mode inference.

Chapter 7: Smart Contract Visualization: Solutions and Challenges presents
Contribution 5. It describes the systematic mapping study of 40 papers on smart
contract visualization, characterizes the methodological landscape, and identifies
open research directions including the gap in rigorous usability evaluation.

Chapter 8: Making Smart Contracts Easier to Understand presents Con-
tribution 6. It describes the architecture and implementation of the UML-based
smart contract comprehension tool, details the AI-assistant and Slither integrations,
and reports the results of the NASA-TLX user study demonstrating a statistically
significant reduction in perceived cognitive workload relative to Remix IDE.

Chapter 9: Conclusions synthesizes the six contributions of the thesis, draws
cross-cutting conclusions about the state of LLM-assisted smart contract engineering
and its significance for the goal of making blockchain technology accessible to
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non-expert users, discusses the limitations of the work, and identifies directions for
future research.



Chapter 2

Background

2.1 Blockchain Technology

2.1.1 Origin and Fundamental Architecture

The history of blockchain technology can be traced to the seminal 2008 white paper
by pseudonymous Satoshi Nakamoto, titled Bitcoin: A Peer-to-Peer Electronic
Cash System [2]. In this landmark document, Nakamoto outlined a purely peer-
to-peer version of electronic cash capable of enabling online payments to be sent
directly from one party to another without relying on a financial institution. The
proposal introduced a novel solution to the longstanding double-spending problem by
exploiting a peer-to-peer network in which transactions are timestamped by hashing
them into an ongoing chain of hash-based proof-of-work. The white paper constitutes
the foundational specification of what would become one of the most disruptive
technological paradigms of the early twenty-first century.

Distributed ledger technology has emerged as a transformative force in numerous
sectors, fundamentally altering the way transactions and data are managed in decen-
tralized environments. Blockchain technology is a system that records transactions
across a network of computers in a secure and immutable manner. Each block,
a batch of transactions, is linked to the previous one via cryptographic hashing,
forming a chronological chain of blocks. This distributed ledger eliminates the
need for a central authority, as consensus among participants ensures the validity
and integrity of the data. Each participant retains a copy of the entire blockchain,
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enhancing transparency and drastically reducing the risk of fraud or tampering. Since
no single entity controls the ledger, the risk of a single point of failure, whether
due to a technical outage or malicious attack, is substantially mitigated compared to
conventional centralized database architectures.

The structural composition of a blockchain comprises three foundational layers.
The data layer encodes the actual transactional information within each block, which
typically includes a cryptographic hash of the previous block, a timestamp, a Merkle
root of all transactions, and a nonce value used in the mining process. The network
layer governs peer-to-peer communication between nodes, ensuring consistent propa-
gation of new blocks and transactions throughout the network. Finally, the consensus
layer defines the protocol by which distributed nodes agree on the canonical version
of the ledger [43]. The elegant interlocking of these three layers produces a system
in which the integrity of any historical record is computationally guaranteed: altering
a past block requires recomputing the proof-of-work for all subsequent blocks, a task
that rapidly becomes infeasible as the chain grows in length.

2.1.2 Consensus Mechanism

A consensus mechanism is the algorithmic process by which all nodes in a blockchain
network reach agreement on the state of the shared ledger. The choice of consensus
algorithm has profound implications for the security of a blockchain system, scal-
ability, and energy efficiency [43]. The earliest and most well-known mechanism
is Proof of Work (PoW), first described in the Bitcoin white paper [2]. In PoW,
miners compete to solve computationally expensive cryptographic puzzles; the first
to find a valid solution broadcasts the new block and receives a reward. Although
PoW is considered highly secure against Sybil attacks, since attacking the network
requires control of the majority of CPU power, it has been widely criticized for its
significant energy consumption. To address the inefficiencies of PoW, alternative
consensus algorithms have been proposed. Proof of Stake (PoS) selects validators
proportional to the amount of cryptocurrency they stake, or lock as collateral, thereby
replacing computational work with economic commitment. Ethereum, the most
prominent blockchain platform that supports smart contract execution, migrated
from PoW to PoS in September 2022, known as The Merge. Beyond PoW and PoS,
comparative analyses of consensus algorithms [43] have cataloged numerous hybrid
and derivative mechanisms, including variants of Delegated Proof of Stake (DPoS),
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Proof of Authority (PoA), and Byzantine Fault Tolerant (BFT), each providing dif-
ferent tradeoffs between decentralization, throughput, and finality. The Byzantine
Generals Problem, formally articulated by Lamport, Shostak, and Pease in 1982,
provides the theoretical underpinning for these fault-tolerant designs, establishing
the mathematical conditions under which distributed systems can reach consensus
despite the presence of malicious or faulty actors.

2.1.3 Types of Blockchain Networks

Blockchain networks are commonly categorized along two orthogonal dimensions:
permissioning model and governance structure. Public blockchains, such as Bit-
coin and Ethereum, are open to any participant who can read, write, and validate
transactions without prior authorization. They maximize decentralization and cen-
sorship resistance but typically exhibit lower throughput and higher latency. Private
blockchains restrict participation to a pre-approved set of actors, trading decen-
tralization for significantly higher performance and greater regulatory compliance.
Consortium or federated blockchains occupy a middle ground, wherein a prede-
fined group of organizations jointly control the network, making them common in
inter-organizational business applications [44]. The evolution of blockchain from
purely cryptocurrency-focused platforms (Generation 1) to programmable platforms
enabling general-purpose computation (Generation 2, exemplified by Ethereum) and
beyond to highly scalable, interoperable networks (Generation 3) has been compre-
hensively surveyed in the literature [44]. This evolution was pivotal: the introduction
of Turing-complete scripting environments allowed developers to deploy arbitrary
executable logic directly on-chain, giving rise to the concept of smart contracts. Gen-
eration 3 platforms, including Polkadot, Cosmos, and Algorand, address scalability
challenges through techniques such as sharding, layer-2 rollups, and cross-chain
interoperability protocols [45], seeking to resolve what is commonly termed the
blockchain trilemma: the simultaneous achievement of decentralization, security,
and high throughput.

2.1.4 Applications and Social Impact

The foundational properties of blockchain, transparency, immutability, decentral-
ization, and trustless execution, make it uniquely suited for a broad spectrum of
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applications. In supply chain management, blockchain provides an auditable, tamper-
proof record of a product’s provenance and handling history, enabling stakeholders
to verify claims about origin, quality, and authenticity [46]. In document notarization
and intellectual property management, immutable timestamps and cryptographic
hash registrations provide unforgeable evidence of a document’s prior existence,
with applications ranging from patent registration to academic credential verification
[47]. In the financial sector, blockchain enables peer-to-peer payment processing
and programmable financial instruments with minimal intermediary involvement,
substantially reducing transaction costs and settlement times [48, 6]. In healthcare,
blockchain offers a framework for secure patient data sharing with explicit, auditable
consent mechanisms, enabling interoperable electronic health records while preserv-
ing patient sovereignty over sensitive medical information [49, 50]. Decentralized
Applications (dApps), which combine on-chain smart contracts with off-chain user
interfaces, represent the dominant paradigm for harnessing blockchain’s programma-
bility [51]. The number of deployed dApps has grown dramatically since the launch
of Ethereum in 2015, spanning domains from decentralized finance (DeFi) and
non-fungible tokens (NFTs) to gaming, governance, and identity management. De-
spite this growth, significant challenges remain, including scalability (the so-called
blockchain trilemma between decentralization, security, and scalability), interoper-
ability between heterogeneous networks, and regulatory uncertainty [31]. The DeFi
ecosystem alone had accumulated tens of billions of dollars in total value locked
(TVL) by 2020 [6] and approximately 150 billion USD by April 2022 [7], under-
scoring both the transformative potential and the attendant financial risk inherent in
deploying critical financial logic as immutable on-chain code.

2.2 Smart Contract

2.2.1 Definition and Historical Context

The concept of a smart contract precedes the blockchain technology itself. The term
was coined by computer scientist and legal scholar Nick Szabo in 1994 [4], who
defined a smart contract as a computerized transaction protocol that executes the
terms of a contract. Szabo envisioned self-enforcing contractual clauses embedded in
hardware and software, noting that digital cash protocols represented an elementary



2.2 Smart Contract 17

form of smart contract. However, the realization of this vision at scale required a
platform that could guarantee the trustless, deterministic execution of code, a property
that blockchain uniquely provides. In the context of modern blockchain platforms,
smart contracts are self-executing programs stored on the blockchain that run when
predetermined conditions are met [52]. They encode the terms of an agreement
directly into code, which is then deployed on-chain and executed automatically
by the network’s nodes whenever the specified triggering conditions are satisfied.
Because the logic of the contract lies on an immutable, transparent, and decentralized
infrastructure, the outcome of its execution is guaranteed to all parties without the
need for intermediaries such as lawyers, notaries, or banks. Smart contracts can
serve as digital twins of legal agreements, leveraging their intrinsic properties of non-
repudiability of data and trustless execution. From a legal-technology perspective,
they could represent a radical departure from the centuries-old paradigm of contract
enforcement, replacing judicial recourse with algorithmic certainty.

2.2.2 The Ethereum Platform and Solidity

Ethereum, conceptualized by Vitalik Buterin and launched in 2015 [53], is widely
regarded as the foundational platform for smart contract development. Unlike Bit-
coin’s limited scripting language, Ethereum provides a Turing-complete execution
environment known as the Ethereum Virtual Machine (EVM) [54]. The EVM is
a sandboxed, stack-based virtual machine that executes bytecode compiled from
high-level smart contract languages. Any participant in the network runs an iden-
tical instance of the EVM, ensuring fully deterministic and consistent execution
of contract code regardless of the underlying hardware. Solidity is the dominant
high-level programming language for writing smart contracts on Ethereum and
EVM-compatible blockchains [54]. It is a statically typed, contract-oriented lan-
guage syntactically similar to JavaScript and C++, featuring concepts such as state
variables, functions, modifiers, events, and inheritance. To deploy a smart contract
on the blockchain, the Solidity source code must first be compiled by the solidity
compiler (solc) into EVM bytecode. The compiled bytecode is then submitted to
the Ethereum network via a deployment transaction, whereupon it is permanently
stored on-chain. Accompanying the bytecode is the Application Binary Interface
(ABI), a JSON descriptor defining the contract’s functions, parameters, and return
types, which enables external applications (dApps) to interact with the deployed
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contract. A distinctive and economically significant feature of Ethereum’s execution
model is the concept of gas. Every EVM operation carries a fixed gas cost, and
users submitting transactions must attach a gas limit and gas price denominated in
Ether (ETH) [53]. This mechanism serves two purposes: it compensates miners (or
validators, post-Merge) for the computational resources expended, and it prevents
the halting problem by ensuring that all computations terminate within a bounded
number of steps. When a transaction’s gas runs out before completion, execution is
reverted, preventing infinite loops from freezing the network. The gas mechanism
also creates important economic incentives for code efficiency: developers who
deploy computationally wasteful contracts impose higher transaction costs on their
users, creating a market pressure toward optimization that has few analogues in
conventional software engineering.

2.2.3 Smart Contract Lifecycle

The lifecycle of a smart contract encompasses four main phases [55]. During the
design phase, developers translate business requirements that may originate from
legal agreements, organizational policies, or technical specifications into formal
contract logic. During the development phase, the contract is implemented in
Solidity (or another smart contract language), tested against unit and integration test
suites, and subjected to static analysis and formal verification where applicable. In
the deployment phase, the compiled bytecode is submitted to the network; upon
confirmation in a mined block, the contract receives a permanent address and begins
accepting transactions. During the operational phase, the contract autonomously
executes its logic in response to incoming transactions, maintaining its state on-chain.
Crucially, once deployed, a smart contract’s code cannot be modified, a property that
confers trustlessness but also introduces significant risks when bugs or vulnerabilities
are present. It should be noted that certain upgradeability patterns, such as the
proxy pattern and the diamond standard, have emerged as pragmatic responses to
the immutability constraint [18]. These patterns separate the contract’s storage
from its logic by interposing a proxy contract that delegates calls to a replaceable
implementation contract. While upgradeability mitigates the risk of locked-in bugs,
it introduces a degree of centralization and governance complexity that partially
undermines the trustlessness proposition; the party controlling the upgrade key
effectively retains the power to alter the contract’s behavior unilaterally.
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2.2.4 Vulnerabilities and Security Challenges

The immutability of deployed smart contracts transforms coding errors from cor-
rectable mistakes into permanent, potentially catastrophic liabilities. Smart contract
technology is still in its infancy, and bugs and vulnerabilities continue to be discov-
ered in both newly deployed and legacy contracts. Several categories of vulnerability
have been identified and extensively studied in the literature [56]. The reentrancy
vulnerability is perhaps the most infamous. It occurs when a contract makes an
external call to an untrusted contract before resolving its own state, allowing the
callee to re-enter the caller’s function and manipulate funds or state beyond the
caller’s intent. This vulnerability was exploited in the catastrophic 2016 attack on
The DAO, resulting in the theft of approximately 60 million USD and the subsequent
hard fork of the Ethereum network [16]. The integer overflow and underflow class of
vulnerabilities arises from Solidity’s fixed-size integer types; arithmetic operations
that exceed the representable range silently wrap around, enabling attackers to manip-
ulate balances or counters. The access control vulnerability occurs when functions
that modify critical state variables lack appropriate visibility modifiers or ownership
checks, allowing unauthorized parties to invoke privileged operations [57]. To as-
sist developers in identifying these vulnerabilities, a rich ecosystem of automated
analysis tools has emerged. Slither [19] is a widely adopted static analysis frame-
work for Solidity contracts, capable of identifying a broad range of security issues
including reentrancy, unchecked external calls, and incorrect visibility by analysing
the contract’s source code and abstract syntax tree without executing it. Manticore
[21] employs symbolic execution to systematically explore contract execution paths,
checking for violations of user-defined assertions. Mythril [20] uses a combination
of symbolic analysis and taint tracking to identify security vulnerabilities. Despite
the availability of these tools, their widespread adoption remains limited because
they typically require local installation, command-line expertise, and are primarily
intended for use during the final stages of development rather than as interactive aids
during coding. Machine learning approaches to vulnerability detection have also
gained traction. The Peculiar system [58] employs pre-trained models on crucial
data flow graphs to detect reentrancy vulnerabilities, achieving a precision of 91.80%
and a recall of 92.40% on a dataset of approximately 41,000 smart contract files,
significantly outperforming conventional static analysers in recall. Such results
suggest a promising complementary role for deep learning techniques in the security
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auditing pipeline, although their sensitivity to out-of-distribution contract patterns
and their relative opacity remain subjects of active investigation.

2.2.5 Development Paradigms and Accessibility Barriers

Smart contract development traditionally demands a profound understanding of
both blockchain technology and specialized programming expertise. Developers
must simultaneously master the semantics of the Solidity language, the operational
model of the EVM (including gas cost optimization), security best practices, and the
domain-specific logic they are trying to encode. This technical complexity creates
a significant accessibility gap, limiting smart contract development to those with
advanced software engineering skills while excluding the broader population of
potential users who could benefit from blockchain technology [59, 33]. Several
paradigms have been proposed to lower this barrier. Template-based approaches
(TA) provide pre-built contract skeletons that users can instantiate by filling in
parameters [60], but they are inherently limited to pre-anticipated use cases and
lack the flexibility to handle novel contractual structures. Model-driven approaches
(MDA) allow users to specify contract behaviour at a higher level of abstraction [61],
using UML activity diagrams, BPMN models, or domain-specific languages, which
are then automatically transformed into executable Solidity code. Visual-oriented
approaches (VDA) enable contract construction through graphical drag-and-drop
interfaces, making the development process accessible to users unfamiliar with
programming syntax [62]. Tools such as the service presented by Kobusinska and
Wierzbicki [52] enable contract creation by constructing diagrams from graphical
blocks, which are then transformed into Solidity code. This approach aligns with
the well-established programming paradigm of visual programming languages such
as Google Blockly 1. Wohrer and Zdun [63] proposed a domain-specific language
with a clause grammar close to natural language, incorporating commonly occurring
design patterns and automatically integrating them during code generation. Despite
these efforts, all non-machine-learning or non-automated approaches still require
users to possess some degree of technical literacy and familiarity with the target
platform, a limitation that motivates the investigation of deep learning-based, and in
particular Large Language Model-based, generation pipelines described later in this
thesis.

1https://developers.google.com/blockly
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2.3 Large Language Models

2.3.1 Foundation of Language Modelling and Large Language
Models

The field of natural language processing (NLP) has undergone a paradigm shift
over the past decade, moving from hand-crafted feature engineering and rule-based
systems towards end-to-end neural approaches that learn representations directly
from raw text. Early neural language models, introduced by Bengio et al. in 2003
[64], demonstrated that continuous-space word representations could substantially
outperform n-gram statistical models on perplexity-based benchmarks. Recurrent
Neural Networks (RNNs) [65] and Long Short-Term Memory (LSTM) networks [66]
subsequently became the dominant architectures for sequential text processing, due
to their ability to propagate information across variable-length sequences. The LSTM
architecture, in particular, introduced gating mechanisms that effectively mitigate the
vanishing gradient problem inherent to standard RNNs, enabling practical training
of deep networks over long sequences. The watershed moment was the introduction
of the Transformer architecture by Vaswani et al. [67]. Unlike RNNs and LSTMs,
which process sequences token by token, the Transformer employs a self-attention
mechanism that computes relationships between all pairs of tokens in a sequence
simultaneously, enabling massively parallel training on modern GPU hardware
and effectively capturing long-range dependencies in text. The encoder–decoder
structure of the original Transformer, designed for machine translation, achieved
state-of-the-art results on the WMT 2014 English-to-German and English-to-French
benchmarks with substantially lower training cost than prior architectures. The
paper has since accumulated more than 170,000 citations, making it among the
most influential scientific publications of the twenty-first century [67]. Building
on the Transformer, the BERT model (Bidirectional Encoder Representations from
Transformers), introduced by Devlin et al. [68], proposed masked language modeling
as a pre-training objective, enabling bidirectional context understanding by training
a model to predict randomly masked tokens using both left and right contexts. BERT
achieved state-of-the-art results on eleven NLP benchmarks, including the GLUE
score of 80.5 and SQuAD v1.1 question answering F1 of 93.2, establishing pre-
training followed by task-specific fine-tuning as the dominant paradigm for NLP.
Simultaneously, the GPT (Generative Pre-trained Transformer) series from OpenAI
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adopted a left-to-right (autoregressive) language modeling objective, training the
model to predict the next token given all preceding tokens. A defining characteristic
of modern AI research is the observation that model performance on a wide variety
of tasks scales predictably with three factors: the number of model parameters, the
volume of training data, and the amount of compute expended during training, the
so-called scaling laws. GPT-3, introduced by Brown et al. in 2020 [69] with 175
billion parameters, demonstrated that scaling up language models greatly improves
task-agnostic, few-shot performance, sometimes reaching competitiveness with
prior state-of-the-art fine-tuning approaches, while requiring no gradient updates
at inference time. This finding fundamentally altered the research community’s
understanding of what large neural networks are capable of, and inaugurated a period
of rapid investment in ever-larger pre-trained models. Exploiting these scaling laws,
researchers have trained increasingly large language models, ultimately giving rise
to the category of Large Language Models (LLMs). These models, characterized by
parameter counts ranging from billions to hundreds of billions, exhibit qualitatively
new capabilities that smaller models do not possess, a phenomenon referred to as
emergent abilities. These include multi-step reasoning, analogical reasoning, code
generation, and instruction following. OpenAI’s GPT-4, the latest iteration in the
GPT series at the time of this writing, has exhibited superior capabilities in tasks
related to natural sciences, engineering, and semantic understanding [25]. Other
prominent LLMs include LLaMA 1 and 2 by Meta [70, 71], PaLM by Google [72],
and Mistral by MistralAI [73]. Each of these models differs in training corpus, model
architecture, context window length, licensing terms, and training paradigm which
are factors that significantly influence their suitability for specific downstream tasks.
A critical technique for aligning LLMs with human preferences and instructions is
Reinforcement Learning from Human Feedback (RLHF). In this paradigm, a reward
model is trained on human preference comparisons between model outputs, and the
LLM is then fine-tuned using this reward signal via Proximal Policy Optimization
(PPO). ChatGPT, released by OpenAI in November 2022, was trained as a common
LLM and then, under reinforcement learning settings, learned from the ratings
provided by humans on its responses, dramatically improving its ability to follow
instructions and engage in coherent, helpful dialogue.
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2.3.2 Prompt Engineering

Because LLMs are trained to continue text, the precise formulation of the input, the
prompt, profoundly influences the quality and relevance of the model’s output [74].
Prompt engineering refers to the practice of designing, optimizing, and iterating on
input prompts to elicit desired model behaviours [75]. Unlike traditional software
engineering, prompt engineering is inherently empirical: small changes in wording,
ordering, or framing can produce dramatically different outputs. Several structured
methodologies have been proposed to systematize prompt engineering. The CO-
STAR framework structures prompts along six dimensions: Context, Objective,
Style, Tone, Audience, and Response [38]. By explicitly specifying each of these
dimensions, the CO-STAR methodology guides the model towards outputs that
are contextually grounded, stylistically appropriate, and format-compliant. In the
domain of smart contract generation specifically, Napoli et al. [37] demonstrated
that CO-STAR-structured prompts produce more consistent and correct outputs
compared to unstructured natural language requests. Advanced prompt engineering
techniques include few-shot prompting, wherein the prompt includes a small number
of input-output examples that implicitly demonstrate the desired task, and chain-of-
thought (CoT) prompting [76], which encourages the model to reason step by step
before producing a final answer. Wei et al. [76] demonstrated that CoT prompting
substantially improves performance on complex reasoning tasks, particularly for
arithmetic and logical problems that benefit from intermediate computational steps,
with experiments showing that a 540-billion-parameter model guided by eight CoT
exemplars achieves state-of-the-art accuracy on the GSM8K benchmark of math
word problems.

2.3.3 LLMs in Software Enginering

The application of LLMs to software engineering tasks has attracted substantial
research interest. LLM-powered tools have been evaluated across the software
development life cycle, from requirements extraction and ambiguity resolution to
code generation, test case synthesis, code review, translation between programming
languages, and vulnerability detection and repair [77, 26]. Some developers report
substantial productivity gains when using LLM-powered tools for routine coding
tasks such as auto-completion and boilerplate generation; others argue that LLMs’
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limitations, particularly their tendency to produce plausible-sounding but semanti-
cally incorrect code, a phenomenon sometimes called hallucination — make them
better suited as assistive tools rather than autonomous software engineers [78, 79].
Sobania et al. [80] performed a comprehensive analysis of ChatGPT’s automatic
bug-fixing performance across a widely used benchmarking dataset. Their findings
revealed that while ChatGPT could correct a meaningful fraction of bugs in isolation,
its success rate declined substantially for bugs requiring understanding of broader
programme context. Belzner et al. [77] surveyed LLM-assisted software engineering
more broadly, identifying hallucination of non-existent APIs, inconsistent adherence
to project-specific coding conventions, and difficulty handling large codebases as
principal limitations. Despite these challenges, the same authors acknowledged
that LLMs could function as valuable “pair programmers” when supervised by ex-
perienced developers. From a theoretical perspective, LLMs’ facility with code
generation can be attributed in part to the large volume of open-source code present
in their training corpora. Platforms such as GitHub, Stack Overflow, and software
documentation sites contribute billions of tokens of structured, syntactically valid
code, giving LLMs extensive pattern exposure [81]. However, this training distribu-
tion differs substantially from the constraints of production code quality, security
standards, and domain-specific correctness criteria, differences that become acutely
apparent in high-stakes applications such as smart contract development.

2.4 Convergence: LLMs, Smart Contract, and the
Research Agenda

The preceding sections have established the individual foundations of blockchain
technology, smart contracts, and Large Language Models. This final section synthe-
sizes these strands and articulates the specific research gaps that motivate the work
presented in this thesis. The convergence of blockchain and artificial intelligence
represents one of the most promising and underexplored frontiers in contemporary
computer science [37].

Blockchain offers LLMs a domain in which the stakes of code correctness
are exceptionally high since a single undiscovered vulnerability can result in the
irreversible loss of millions of dollars, while LLMs offer blockchain a pathway to
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dramatically lower the technical barrier for smart contract authorship. Understanding
the precise conditions under which LLMs succeed and fail in this domain is therefore
both scientifically significant and practically urgent.

Three interrelated gaps motivate the contributions of this thesis. First, prior eval-
uations of LLMs for smart contract generation have relied excessively on automated
metrics, such as compilability rates and static analysis vulnerability counts that are
demonstrably insufficient to capture semantic correctness. A more rigorous evalua-
tion methodology, grounded in domain-specific design patterns and manual expert
review, is needed. Second, the visualization of smart contract structure and behavior
remains underdeveloped; tools that enable developers and non-developers alike to
inspect, understand, and verify smart contracts before and after deployment could
substantially mitigate the risks of deploying flawed code. Third, the specific failure
modes of different LLMs in different contract domains have not been systematically
characterized, leaving practitioners without actionable guidance on model selection
and prompt design for specific use cases.



Chapter 3

Evaluating ChatGPT for Smart
Contract Vulnerability Correction

3.1 Introduction

The rapid growth of the Ethereum ecosystem has been accompanied by a correspond-
ing increase in the number of security exploits targeting deployed smart contracts.
Because smart contract source code is publicly visible on the blockchain and the
contracts themselves are immutable once deployed, even a single non-patched vul-
nerability can expose substantial funds to theft [82]. In response, the research
community has developed a range of static analysis tools capable of systematically
identifying well-known vulnerability classes in Solidity code, including Slither [19],
Manticore [21], Mythril [83], SmartCheck [23], Securify [24], and Oyente [22].
Despite their diagnostic power, these tools are fundamentally detectors: they report
the location and nature of a flaw, but the fix, hence rewriting the vulnerable code
correctly, remains a manual task that demands deep familiarity with Solidity best
practices and the Ethereum execution model.

The release of ChatGPT in November 2022 opened a new research direction.
As described in Section 2.3, ChatGPT was trained as a general-purpose LLM and
subsequently fine-tuned under reinforcement learning from human feedback (RLHF)
to produce coherent,contextually grounded responses. Within months of its release,
the model attracted widespread attention for its ability to generate, summarise, and
debug code across a range of programming languages [80, 77]. At the time of this
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study (April 2023), the most capable engine available to the general public was
gpt-3.5-turbo.

Whether this capability could be directed at the problem of correcting security
vulnerabilities in Solidity smart contracts had not been studied, and the question
was treated as an exploratory one. It is important to note that an LLM predicts the
most probable continuation of a token sequence conditioned on a given prompt:
the model possesses no explicit knowledge of smart contract vulnerability patterns,
no understanding of the EVM execution model, and no formal notion of program
correctness. Therefore, any repair behavior emerges from statistical regularities
in the training corpus rather than from principled security reasoning, placing an
intrinsic ceiling on the reliability of purely LLM-driven correction and motivating
the hybrid pipeline design described in Section 3.4.2.

1. An evaluation of ChatGPT’s ability to process Solidity source code and return
syntactically valid, compilable corrections.

2. A quantification of the vulnerability correction rate achieved by ChatGPT,
both without any additional context (code-only mode) and with a structured
bug description produced by Slither (bug-description mode).

3. An open-source, reusable pipeline that integrates ChatGPT and Slither to auto-
mate the detection–correction–verification cycle for Solidity smart contracts.

The remainder of the chapter is organized as follows. Section 3.2 provides the
technical background. Section 3.3 surveys related work on the repair of LLM-based
programs. Section 3.4 describes the experimental pipeline. Section 3.5 presents and
analyzes the results. Section 3.6 discusses the implications. Section 3.7 concludes
and outlines future work.

3.2 Background

3.2.1 Smart Contracts and the Solidity Language

The foundational architecture of the Ethereum platform, the semantics of the Solidity
programming language, the EVM compilation and deployment pipeline, and the gas
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model are described in detail in Sections 2.2.2 and 2.2.3 of Chapter 2. The present
section highlights only the property most directly relevant to this chapter’s research
question: the immutability of deployed smart contracts.

Once a smart contract is transmitted to the Ethereum network and included in
a confirmed block, its bytecode cannot be modified. This immutability guarantees
consistent and trustless execution across all network participants, but it also means
that vulnerabilities discovered after deployment cannot be patched in place [84].
Newer Solidity compiler versions have progressively addressed many historical
weaknesses, but a large number of contracts compiled in older versions remain active
on the live network and are potentially exploitable. Vulnerabilities typically arise
from developers’ unfamiliarity with Solidity semantics, from the reuse of third-party
code containing flaws, or from the relative immaturity of the language [82]. It is this
permanent, non-patchable nature of deployed code that motivates the investigation
of automated pre-deployment correction approaches, such as the ChatGPT-based
pipeline presented in this chapter.

3.2.2 Vulnerability Detection Tools and Selection of Slither

The principal static and symbolic analysis tools available for Solidity smart con-
tracts, including Slither, Manticore, Mythril, SmartCheck, Securify, and Oyente, are
surveyed in Section 2.2.4 of Chapter 2,together with their detection methodologies,
maintenance status, and known limitations. This section justifies the choice of Slither
[19] as the sole analysis tool in the pipeline of the present study.

Slither was selected over the available alternatives for three reasons specific to the
requirements of an automated correction pipeline. First, among all publicly available
smart-contract analysers, Slither has received the highest community endorsement,
as evidenced by its GitHub star count; this makes it a broadly accepted proxy
for correctness in the research community. Second, Slither operates through a
lightweight intermediate representation (SlithIR) and completes a full vulnerability
scan in approximately five seconds, which is essential for the iterative four-round
query design described in Section 3.4.2. Third, unlike Manticore and Mythril, which
rely on symbolic execution and require substantially more time to exhaustively
explore all possible execution paths, Slither can analyse every contract in the dataset
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within the time budget of an automated correction loop without sacrificing coverage
of the vulnerability classes present in the SmartBugs-Curated benchmark [84].

3.3 Related Work

The broader landscape of LLM applications in software engineering, such as code
generation, test synthesis, code review, and general vulnerability detection, is sur-
veyed in Section 2.3.3 of Chapter 2, which also covers ChatGPT performance across
domains such as education, scientific writing, and healthcare. The present section
focuses exclusively on studies that evaluate LLMs in the context of automated pro-
gram repair (APR), the closest prior art to the vulnerability correction task addressed
in this chapter.

Sobania et al. [80] evaluated ChatGPT on the QuixBugs benchmark, consisting
of a dataset of 40 short Python and Java programs each containing a single-line bug,
and found that the model successfully corrected 19 out of 40 instances without any
additional context. When the conversational capability of ChatGPT was exploited
by providing a hint in a follow-up turn, the success rate increased to 31 out of 40,
outperforming state-of-the-art baselines such as CoCoNuT and Codex. The authors
highlighted that ChatGPT’s dialogue-based interaction represents a qualitatively
different mode of use compared with traditional APR tools: the developer can
provide incremental guidance without reformulating the entire prompt. Prenner et
al. [85] reached similar conclusions when evaluating OpenAI’s Codex on the same
benchmark, finding a comparable fix rate and noting that the model performed better
on Python than on Java. Both studies observed that providing additional context
about the nature of the bug substantially increased success rates.

A complementary direction has explored hybrid pipelines that combine LLMs
with static analysers. Jin et al. [86] proposed InferFix, a framework that pairs the
Infer static analyser with a fine-tuned 12-billion-parameter Codex model to detect and
repair critical security and performance bugs in Java and C# code. By augmenting
prompts with bug type annotations and semantically similar fixes retrieved from an
external memory store, InferFix achieved a top-1 repair accuracy of 65.6% on C# and
76.8% on Java. These results demonstrate that structured, tool-derived context can
meaningfully improve the repair fidelity of LLMs, a finding that directly motivates
the two-prompt design adopted in the present study.
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Despite this breadth of evaluation, no prior work had examined whether ChatGPT
could correct security vulnerabilities in Ethereum smart contracts specifically. The
smart contract setting differs from general APR benchmarks in several important
respects: Solidity is substantially less represented in LLM training corpora than
Python or Java; the vulnerability classes are tied to the specifics of the EVM execution
model; and the absence of a test suite means that correctness must be assessed by
a static analyzer rather than by execution. The present chapter fills this gap by
applying ChatGPT to the SmartBugs-Curated benchmark [84] and using Slither as
a fully automated vulnerability detection tool, enabling a controlled, reproducible
evaluation that requires no manual code inspection.

3.4 Proposed Approach

3.4.1 Dataset

The study relies on the SmartBugs-Curated dataset [84], a benchmark comprising
143 vulnerable Solidity smart contracts whose vulnerabilities have been manually
annotated according to the Decentralized Application Security Project (DASP) clas-
sification. The manual annotations are not used directly in this study. Instead, Slither
serves as the ground-truth oracle in both the pre-correction and post-correction
phases, in accordance with the objective of evaluating a fully automated vulnerability
management pipeline that does not require expert human judgment at runtime.

3.4.2 Pipeline Design

The experimental pipeline consists of four sequential steps.

Step 1: Code Cleaner. Each smart contract’s source code is pre-processed
to remove all Solidity comments both single-line (//) and multi-line(/* ... */)
blocks using a regular-expression filter. This step minimizes the token count of
each submitted prompt, which is critical given that the gpt-3.5-turbo model was
subject to a 4,096-token limit at the time of the study.

Step 2: Vulnerability Finder (pre-correction). The cleaned source code is
passed to Slither, which produces both the count and the natural-language description
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of each detected vulnerability, together with its severity level (High, Medium, or
Low) and the line number at which it was identified. This step serves two purposes:
(i) it records the reference vulnerability profile against which subsequent corrections
are evaluated, and (ii) it generates the structured error list that can optionally be
appended to the ChatGPT prompt. The user may additionally filter the Slither output
by severity level; when no filter is specified, only High-severity vulnerabilities are
communicated to ChatGPT by default.

Step 3: ChatGPT Questioner. A prompt is constructed from the cleaned source
code and submitted to ChatGPT via the OpenAI API using the gpt-3.5-turbo
engine. Two prompt schemas are employed in parallel:

• Code-only mode. The prompt contains only the cleaned source code, preceded
by the instruction: “Fix the vulnerability in the Solidity code. Provide the fixed
contract.” <source code>

• Bug-description mode. The Slither error list is appended to the code-only
prompt, enumerating each detected vulnerability by type and line number:

“Fix the vulnerability in the Solidity code. Provide the fixed contract. <source
code> Errors: <error 1> <error 2> . . . ”

Following the approach proposed by Sobania et al. [80], each prompt is submitted
four times independently, with a one-second offset between successive calls to avoid
rate-limit errors. If a response fails after five attempts (due to server overload or token
limit violations), the contract is skipped. All returned code is saved for subsequent
verification.

Step 4: Vulnerability Finder (post-correction). The patched contract returned
by ChatGPT is re-analysed by Slither. A correction is judged successful if the patched
code (i) introduces no new vulnerabilities and (ii) contains fewer vulnerabilities of at
least one severity level compared with the original contract.

3.4.3 Best-Round Selection Criterion

Since each contract is queried four times, the four resulting patches are not aggre-
gated but compared, and a single best round is identified per contract. The selection



32 Evaluating ChatGPT for Smart Contract Vulnerability Correction

proceeds in two steps. First, a round is declared valid only if the patched code intro-
duces no new vulnerabilities relative to the original; rounds that regress the contract’s
security profile are discarded regardless of how many existing vulnerabilities they
remove. Second, among the remaining valid rounds, the one that eliminates the
largest total number of vulnerabilities is selected, with ties resolved by prioritising
reductions at the highest severity level first, i.e. High, then Medium, then Low.

3.5 Results

3.5.1 Overall Correction Rates

Three smart contracts exceeded the 4,096-token limit in code-only mode and eight
exceeded it in bug-description mode; these were excluded from the respective
analyses, yielding effective sample sizes of 140 contracts (560 API calls) and 135
contracts (540 API calls). Of the 560 calls in code-only mode, 56 returned non-
compilable output; in bug-description mode, 57 calls produced code that Slither
could not compile.

Table 3.1 reports the aggregate correction results. Across all four rounds, Chat-
GPT fixed at least one vulnerability in 52.8% of the processed contracts in code-only
mode and 53.1% in bug-description mode. Selecting the best round for each contract
raised the correction rate to 57.1% in code-only mode and 58.5% in bug-description
mode, which is a +1.4 percentage-point improvement attributable to the structured
Slither hint. ChatGPT resolved all vulnerabilities detected by Slither in at least one
round for 27.1% of contracts in code-only mode and 26.7% in bug-description mode.

Table 3.1 Overall correction results in code-only and bug-description modes.

Metric Code-only Bug description

Average across all rounds 52.8% 53.1%
Best round 57.1% 58.5%
All vulnerabilities fixed 27.1% 26.7%
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3.5.2 Results by Vulnerability Severity

Tables 3.2 and 3.3 show the correction and introduction rates by severity level in all
four rounds and the best-round selection.

In code-only mode (Table 3.2), the source dataset across 140 processed contracts
contains 130 High-severity, 115 Medium-severity, and 169 Low-severity vulner-
abilities. In the best-round, ChatGPT corrected 49% of High-severity, 70% of
Medium-severity, and 45% of Low-severity vulnerabilities, while introducing 6,
9, and 5 new vulnerabilities respectively. The markedly higher success rate on
Medium-severity issues is stable across all four rounds and suggests that the patterns
associated with medium-severity Solidity flaws are better represented in the model’s
pre-training data, or that they correspond to simpler and more stereotyped code
transformations.

In bug-description mode (Table 3.3), the best-round figures are closely com-
parable: 49% of High-severity, 72% of Medium-severity, and 50% of Low-severity
vulnerabilities are corrected, with slightly fewer newly introduced vulnerabilities
in the High and Low severity categories. The reduction in regressions when bug
descriptions are provided is consistent with the hypothesis that the Slither error
list enables ChatGPT to focus its edits on the reported locations, thereby limiting
inadvertent changes elsewhere in the contract.

Table 3.2 Fixed and added vulnerabilities in code-only mode over 140 processed contracts.
Percentages computed over source counts.

Source Round 1 Round 2 Round 3 Round 4 Best

Severity Vuln. Fix Add Fix Add Fix Add Fix Add Fix Add

High 130 61 (44%) 9 61 (44%) 8 62 (47%) 7 62 (47%) 6 64 (46%) 6
Medium 115 77 (67%) 12 78 (68%) 11 79 (69%) 9 79 (69%) 10 81 (70%) 9
Low 169 69 (41%) 5 69 (41%) 4 73 (43%) 5 73 (43%) 4 76 (45%) 5
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Table 3.3 Fixed and added vulnerabilities in bug-description mode over 135 processed
contracts. Percentages computed over source counts.

Source Round 1 Round 2 Round 3 Round 4 Best

Severity Vuln. Fix Add Fix Add Fix Add Fix Add Fix Add

High 125 57 (46%) 9 57 (46%) 7 59 (47%) 7 59 (47%) 6 62 (49%) 5
Medium 111 76 (68%) 11 75 (68%) 10 78 (70%) 8 78 (70%) 10 80 (72%) 8
Low 162 72 (44%) 4 67 (41%) 3 78 (48%) 4 77 (47%) 3 82 (50%) 4

3.6 Discussion

3.6.1 Compilability and Output Reliability

An important secondary finding concerns the compilability of ChatGPT’s output.
Taken into account the overall 1100 API call made in code-only mode and bug
description mode, 89.7% of all API responses returned code that Slither was able to
compile, which is a necessary precondition for any production-ready vulnerability-
management pipeline. This result indicates that ChatGPT consistently preserves the
syntactic structure of Solidity contracts even when it fails to eliminate the target
vulnerability, and that the proportion of cases in which the model’s edits introduce
structural corruption is relatively modest (approximately 10%). This baseline compi-
lability distinguishes ChatGPT from naive code-generation approaches and confirms
that it can be integrated into automated pipelines without a high risk of invalidating
the entire contract.

3.6.2 Effect of Providing Structured Bug Descriptions

The +1.4 percentage-point improvement observed when Slither’s structured error
descriptions are included in the prompt is modest but directionally consistent across
all four rounds and both correction metrics. Two factors may explain the limited
magnitude of this effect. First, Slither’s error messages are terse and tool-specific:
they communicate vulnerability type and line location in compact form but do not ar-
ticulate the underlying logical flaw in natural language, which would provide a richer
signal to the model. Second, the 4,096-token limit constrained the usable prompt
size in bug-description mode, causing eight additional contracts to be excluded com-
pared to code-only mode. Future work could test more descriptive, natural-language
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reformulations of static analyser warnings and could benefit from the substantially
larger context windows available in newer model versions.

3.6.3 Limitations

Several limitations constrain the generalization of the conclusion of this study. First,
Slither is used as the sole correctness oracle. As a static analyser, Slither can neither
detect all classes of Solidity vulnerabilities nor guarantee the semantic correctness
of a corrected contract; a contract may pass Slither’s checks yet still contain logical
flaws invisible to pattern-based detectors. Second,the study evaluates only a single-
turn interaction, without exploiting the conversational capabilities of ChatGPT, for
instance, by iterating on a failed correction in a follow-up turn. Prior work on general
program repair has shown that such dialogue-based iteration can substantially raise
success rates [80]. Third, the evaluation is tied to GPT-3.5 Turbo as it existed in
April 2023; subsequent model versions, including GPT-4 and more recent releases,
may produce substantially different results on the same benchmark.

3.6.4 Implications for Automated Vulnerability Management

Despite these limitations, the results establish that ChatGPT could function as a
viable first-pass patch generator within an automated vulnerability-management
pipeline. A best-round correction rate of 57.1% across 140 contracts, achieved with
an average of four API calls per contract, compares favorably with the manual effort
typically required to interpret a static analysis report and implement a correct fix. The
open-source implementation of the pipeline enables its integration into continuous
integration (CI) environments as a post-commit stage, where Slither detects vulnera-
bilities in newly committed Solidity code, ChatGPT proposes candidate patches, and
a second Slither run validates each patch before surfacing it to the developer. This
design minimizes false positives in correction suggestions and reduces the cognitive
burden on the developer to the final review step.

The study also surfaces a structural insight that motivates the subsequent chapters
of this thesis: automated evaluation metrics, in this case, the binary verdict of Slither,
have inherent limits. Slither cannot assess whether a corrected contract preserves
the original business logic, introduces subtle semantic regressions, or produces
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code that would be considered idiomatic and secure by an experienced Solidity
developer. This motivates the adoption of a complementary expert-driven evaluation
methodology for the more ambitious task of generating complete smart contracts
from natural-language specifications, as developed in Chapters 5and 6.

3.7 Conclusions

This chapter presented the first empirical study of ChatGPT’s capacity to correct
security vulnerabilities in Ethereum smart contracts, leveraging the SmartBugs-
Curated benchmark [84] and the Slither static analyser [19] as vulnerability ground
truth. The main findings are as follows.

ChatGPT returned compilable Solidity code in 89.7% of cases, demonstrating
reliable syntactic fidelity. In the best of four attempts, it fixed at least one Slither-
detected vulnerability in 57.1% of the processed contracts when provided with code
only, and in 58.5% of contracts when a structured bug description was also provided,
a +1.4 percentage-point improvement attributable to the additional context. The
model was most effective on Medium-severity vulnerabilities (best-round fix rate:
70–72%) and least effective on Low-severity ones (45–50%), with High-severity
vulnerabilities corrected at an intermediate rate of approximately 49%.

These findings demonstrate that an LLM can act as a cost-effective automated
patch generator for smart contract vulnerabilities when integrated with a static
analyser in a structured pipeline. At the same time, they reveal the ceiling imposed
by purely automated evaluation: Slither’s binary verdict provides no information
about the semantic correctness or practical quality of the generated code. Addressing
this limitation, by introducing expert manual evaluation frameworks capable of
assessing logical soundness, security, and correctness, is the central challenge taken
up in the chapters that follow.



Chapter 4

Leveraging Large Language Models
for Automatic Smart Contract
Generation

4.1 Introduction

The challenge of automating the translation of natural language agreements and legal
documents into executable smart contracts represents one of the most consequential
open problems in applied blockchain research. As established in Chapter 1, the
population of individuals and organizations that could derive tangible benefit from
smart contract technology is substantially larger than the population currently capable
of writing the correct Solidity code. The preceding chapter demonstrated that Large
Language Models can be directed at the narrower problem of correcting pre-existing
vulnerable contracts, achieving meaningful success rates when coupled with a static
analyzer. The natural extension of that line of inquiry is whether the same class
of models can be directed at the significantly more ambitious task of generating
complete, compilable, and reasonably secure smart contracts from scratch, starting
from a legal agreement or a plain-language textual description.

This chapter presents the design, implementation, and experimental evalua-
tion of a pipeline for automatic smart contract generation based on OpenAI’s
gpt-4-0125-preview model [87]. The pipeline accepts a legal agreement or textual
description as input and produces a Solidity smart contract, subjecting the output
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to automated quality assessment through a multi-metric benchmarking suite. The
evaluation is conducted on a property rental agreement sourced from an online legal
document platform, chosen because it incorporates diverse numerical values, textual
descriptions, and address-type parameters, thus providing a comprehensive test of
the model’s ability to extract and translate heterogeneous contractual information
into Solidity constructs.

A central concern motivating the study is the role of prompt engineering in
determining output quality. Rather than treating the prompt as a fixed design choice,
the research constructs a graded series of 17 prompt templates around the CO-STAR
framework [38], an acronym denoting six design dimensions: Context, Objective,
Style, Tone, Audience, and Response. From this initial pool, the six highest-scoring
and most representative templates are retained for detailed analysis, arranged so that
consecutive templates differ in a single component. A complementary investigation
examines the effect of the model’s temperature parameter on the quality, consistency,
and reproducibility of the generated contracts.

The chapter makes the following contributions. It proposes an end-to-end pipeline
for translating legal agreements and textual descriptions into Solidity smart contracts
via a single LLM interaction, without requiring domain-specific templates or inter-
mediate formal representations. It introduces a multi-metric benchmarking suite that
evaluates the generated contracts along seven quantifiable dimensions, combined
into a Weighted Total Score. It provides empirical evidence that compilability of
GPT-4-generated Solidity contracts is achievable at rates as high as 98.1%, and it
reports an exploratory analysis of the temperature parameter in which no systematic
trend in mean Weighted Total Score was observed across the range [0,1]. Finally, it
demonstrates that structured CO-STAR prompts significantly and consistently out-
perform unstructured prompts, with prompts that specify a senior Solidity developer
and include explicit software requirements yielding the highest overall quality.

The remainder of this chapter is organized as follows. Section 4.2 reviews the
previous work on smart contract generation. Section 4.3 describes the architecture
of the system and the selection of the component. Section 4.4 presents the experi-
mental design, including prompt formulation, temperature analysis, and consistency
evaluation. Section 4.5 reports and discusses the results. Section 4.6 concludes and
identifies directions for future work.
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4.2 Related Work

Automatic or semi-automatic generation of smart contracts has attracted growing
research attention over the past several years, with methodological approaches falling
into four broad categories: template-based methods, natural language processing
approaches, domain-specific languages, and deep learning techniques.

Template-based methods were among the first responses to the accessibility
barrier described in Section 2.2.5. Roche et al. [88] proposed the Ergo programming
language as a tool to encode legal contracts in a formally specified executable format.
The Accord Project [89] elaborated on this direction by developing a framework that
includes 56 templates for common legal agreements alongside a natural language
layer to write business logic. While the Accord Project significantly reduces the
expertise required for contract authoring, it remains a template-bound approach:
the set of contractual structures it can represent is determined by the pre-existing
template library, and agreements that fall outside this inventory require human
intervention for new templates.

Natural language processing approaches aim to reduce template dependency by
extracting structured information directly from legal text. Fang et al. [90] proposed
iSyn, a semi-automatic tool that extracts contract terms from legal agreements and
maps them to Solidity code fragments. Although its results are notable, iSyn operates
as a template-based tool internally, limiting its expressiveness to payments, purchases,
file uploads, and time-constrained actions; broader contractual structures involving
late fees, deposits, and complex conditional logic are not considered.

Domain-specific language approaches avoid the limitations of natural language
ambiguity by requiring the contract specifier to express business logic in a structured,
machine-readable format before code generation. Regnath and Steinhorst [91]
proposed SmaCoNat, a DSL that expresses smart contract behaviour in natural
language syntax while retaining formal semantics. Choudhury et al. [92] employed
domain-specific ontologies and semantic rules to build a contract template that is
automatically translated into smart contract code through Go scripts. Hamdaqa et
al. [93] proposed iContractML 2.0, a domain-specific language supporting multiple
blockchain platforms that models contracts using Participant, Transaction, Asset,
Relationship, Condition, and Event classes. Chen et al. [94] advanced this direction
with SPESC, a domain-specific language (DSL) targeting Ethereum that is designed
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to be populated by NLP-extracted terms from text documents, though their system
still requires human intervention to generate the final contract code. Wohrer and
Zdun [63] devised the Contract Modelling Language (CML), a linguistic framework
designed to describe smart contract elements and guide their generation through
clause grammar, although its requirement for familiarity with CML syntax constrains
its appeal among non-technical users. While DSL-based approaches generally
produce predictable and formally sound outputs, they impose the burden of learning
the DSL on the contract author, replacing one form of technical expertise with
another.

Deep learning approaches represent the most recent and most flexible generation
paradigm. Hao et al. [95] proposed a system that generates contract code templates
by applying a K-means++ classifier to labeled smart contracts, ensuring that the
generated template captures the basic and secure functions appropriate to the contract
type. However, with the widespread availability of powerful pre-trained LLMs, the
DSL and deep learning paradigms began to converge toward a more direct text-to-
code approach. Qasse et al. [96] proposed Chat2Code, a chatbot-based approach
that uses an LLM to automatically generate smart contract source code through a
conversational interface, achieving promising results but requiring ongoing dialog
between the user and the chatbot throughout the generation process. Petrovic and
Al-Azzoni [97] presented a model-driven framework that uses ChatGPT to automate
smart contract generation, treating the task as a dialog between a user-provided
iContractML model and the ChatGPT service; the approach demonstrates flexibility
relative to template-based methods, but necessitates the user’s familiarity with the
iContractML formalism as a prerequisite.

The approach presented in this chapter differs from the previous work in three key
respects. First, it operates through a single LLM interaction rather than requiring an
ongoing dialog with the model or a pre-existing formal specification of the contract
logic. Second, it introduces a structured benchmarking suite with quantifiable
metrics, enabling a rigorous and reproducible assessment of the quality of the
generated contract. Third, and unique in this literature, it systematically investigates
the effect of prompt engineering and temperature settings on output quality across
multiple evaluation dimensions, providing the research community with empirical
guidance on how to optimize LLM-based contract generation.
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4.3 System Architecture and Component Selection

The objective of the proposed system is to develop an autonomous pipeline capable
of translating legal documents and textual descriptions into secure Solidity smart
contracts. The pipeline comprises three pivotal components: an LLM responsible for
generating contract source code from a natural language input, a security analysis
tool for vulnerability detection and scoring, and a comprehensive benchmarking
suite to assess the quality of the output.

4.3.1 LLM Selection

To select the LLM component, the evaluation criteria included performance on
tasks related to natural sciences and engineering, semantic understanding, accessi-
bility, licensing terms, context window size, and documented academic validation
in the area of smart contract generation. Based on the survey by Chang et al. [25],
which benchmarks a wide range of LLMs across multiple task categories, OpenAI’s
gpt-4-0125-preview was identified as exhibiting superior capabilities in the Nat-
ural Sciences and Engineering cluster and in semantic understanding tasks. This
distinction is particularly relevant for translating legal contracts that require simul-
taneous comprehension of technical engineering constructs and context-dependent
legal terminology. The widespread availability of GPT-4’s training data from GitHub,
which hosts a large volume of Solidity repositories, further supports the expectation
of high code generation quality. The model was accessed through the OpenAI API at
the gpt-4-0125-preview checkpoint, the most advanced publicly available GPT-4
iteration at the time of the study.

4.3.2 Security Analysis: Selection of Slither

The security analysis component is responsible for evaluating the generated contracts
for known vulnerability classes, providing both a binary compilability verdict and
a quantified vulnerability score. As discussed in Section 3.2.2, Slither [19] was
selected over available alternatives for its comprehensive detection capabilities, its
ability to analyze contracts at the Solidity source code level, its fast execution time,
and its integration with the broader Trail of Bits toolchain. Its widespread adoption
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Table 4.1 Summary of smart contract Evaluation Metrics

Metric Evaluation Criteria/Weight
Compilability 1 if compiles, 0 if does not
Vulnerability Assessment −1 (high), −0.5 (medium), −0.25 (low)
Solidity Version 1 if ≥ 0.8.0, 0 if < 0.8.0
Number of Contracts Generated 0.25 per contract
Number of Functions 0.15 per function
Presence of Comments 1 if present, 0 if absent
Number of Initialized Parameters 0.5 per parameter

in related smart contract generation and repair studies [98, 36] further supports its
use as a proxy for correctness in automated evaluation pipelines.

4.3.3 Target Blockchain and Language

Among Turing-complete blockchain platforms, Solidity on the Ethereum Virtual
Machine was selected as the target language. This choice is justified by Solidity’s
status as the most widely used language for smart contract development and by the
density of open-source Solidity repositories on GitHub, which constitute a significant
fraction of GPT-4’s training data. Importantly, Solidity contracts compiled to EVM
bytecode can be deployed not only on the Ethereum mainnet but also on Layer-2
solutions such as Optimism and Arbitrum, as well as on other EVM-compatible
chains including Binance Smart Chain and various Cosmos network zones, making
the approach broadly applicable across the EVM ecosystem.

4.3.4 Evaluation Metrics

Smart contracts require a thorough evaluation to ensure reliability, security, and
effectiveness. Informed by the framework of software metrics for smart contracts
proposed by Tonelli et al. [99], the benchmarking suite incorporates seven quan-
tifiable metrics, each assigned a weight reflecting its importance in the context of
automated contract generation. Table 4.1 summarises the metrics and their scoring
criteria, which are described individually below.
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Compilability is a binary metric scoring 1 if the generated Solidity code compiles
without errors and 0 otherwise. It constitutes a necessary precondition for any
subsequent analysis and is the most fundamental quality indicator.

Vulnerability Assessment quantifies the security quality of the generated code by
classifying each vulnerability detected by Slither as High, Medium, or Low severity,
with corresponding penalty weights of −1, −0.5, and −0.25 respectively.

Solidity Version scores 1 if the contract specifies a pragma version ≥ 0.8.0, and
0 otherwise. Contracts compiled with Solidity 0.8.0 or later benefit from built-in
arithmetic overflow and underflow checks, automatically mitigating one of the most
historically prevalent vulnerability classes.

Number of Contracts Generated awards 0.25 per contract present in the output.
This metric captures the model’s propensity to modularize complex contractual
logic across multiple interacting contracts, which is an indicator of architectural
sophistication.

Number of Functions awards 0.15 per function defined in the contract, reflecting
the degree of functional decomposition and code organization.

Presence of Comments is a binary metric scoring 1 if the generated code includes
inline documentation and 0 otherwise. Code comments are essential for maintain-
ability and provide evidence of the model’s ability to self-document its generated
logic.

Number of Initialized Parameters awards 0.5 per initialized parameter. This
metric assesses whether the model correctly extracts concrete values from the input
agreement (numerical rents, addresses, dates) and instantiates them as initialized state
variables or constructor arguments, rather than leaving them as unset placeholders.

The aggregate of all weighted metric scores constitutes the Weighted Total Score
(WTS), which serves as the primary composite quality indicator to compare prompts
and temperature settings.

4.4 Experimental Design

The experimental evaluation follows a three-stage procedure. The first stage assesses
the effect of the temperature parameter on the quality of the output. The second
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stage evaluates the consistency and stability of the LLM’s response under fixed
temperature settings across repeated invocations of the same prompt. The third stage
determines which prompt formulation yields the highest quality outputs, as measured
by the WTS.

4.4.1 Test Document

A property rental agreement obtained from an online legal document provider served
as the primary test input throughout all experiments. As previously mentioned, this
type of agreement was selected because it incorporates diverse parameter types, such
as numerical rent values, textual address fields, date ranges, and conditional clauses
governing deposits, late fees, and termination, thereby providing a comprehensive
stress test of the model’s information extraction and code generation capabilities.

4.4.2 Prompt Formulation

Contemporary prompt engineering practice predominantly employs chain-of-thought
[76] and related stepwise reasoning techniques. However, these methods presuppose
an interactive user-model dialogue, which is incompatible with the single-interaction
design of the proposed pipeline. Similarly, few-shot and one-shot prompting [69]
were excluded because they require exemplary smart contract instances to guide
the model’s output, while providing a pre-existing example would undermine the
generativity of the approach. Given these constraints, the CO-STAR framework
[38], which is a systematic prompt construction methodology developed by GovTech
Singapore, was adopted as the principled approach to prompt design. CO-STAR
structures prompt construction along six dimensions: Context (C), which provides
the LLM with relevant background information about the use case; Objective (O),
which articulates the specific task; Style (S), which specifies the preferred writing
register; Tone (T), which calibrates the affective register of the response; Audience
(A), which identifies the intended recipient of the output; and Response (R), which
specifies the desired output format, in this case Solidity source code.

Not all six dimensions were instantiated as separate clauses, and two clauses
that CO-STAR does not name were added. Context fixes the persona the model
is asked to adopt; Objective states the generation task; Style selects the register
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Table 4.2 Components of the six prompt templates retained for the experiments. Each row
gives a component, the literal clause instantiating it, and the templates in which that clause
occurs. Requirements and Incentive are auxiliary clauses rather than CO-STAR dimensions;
Tone and Response are not realised as standalone clauses. The full text of the six templates is
reproduced in Appendix A.

Component Clause used Templates
Context (C) You are a senior Solidity developer. PR12–PR17
Incentive
(auxiliary)

omitted PR12–PR15

A company will pay you $500,000 for the completion
of the project.

PR16, PR17

Objective (O) Write a smart contract in Solidity based on the follow-
ing legal agreement

PR12–PR14

Write a smart contract in Solidity that reflects payments,
conditions, constraint, and termination of the following
legal agreement

PR15–PR17

Requirements
(auxiliary)

omitted PR12, PR13

The software requirements are: target blockchain:
Ethereum; Solidity pragma > 0.8; fully defined func-
tion logic; assign value of available parameters; ready
to deploy; compilable; secure.

PR14–PR17

Style (S) Be creative and use your own style. PR12
Be professional and use a formal style. PR13–PR17

Audience (A) You will deliver the smart contract to another senior
developer.

PR12–PR16

You will deliver the smart contract to your company’s
legal department.

PR17

Tone (T) not instantiated: no separate tone clause is used, the
register being carried by the Style clause.

—

Response (R) not instantiated: the output format, Solidity source
code, is fixed by the Objective clause and further con-
strained by the Requirements block.

—
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of the response; and Audience names the intended recipient of the contract. Tone
was not instantiated as a standalone clause, the register being carried by the Style
clause, and Response was not instantiated either, since the required output format
is already fixed by the Objective clause, which asks explicitly for a smart contract
in Solidity. Two auxiliary clauses were added to the templates: a Requirements
block enumerating the technical constraints the generated code must satisfy, which
operationalises part of the Response dimension, and an Incentive clause stating a
nominal payment for completion of the task, included in order to test whether such
framing affects output quality. Table 4.2 lists every component that occurs in the
prompts used in the experiments, together with the literal clause instantiating it.

The 17 candidate templates were not produced by exhaustively enumerating this
component space. The values considered during prompt design, namely three Context
personas (a Master’s student in Computer Science, a junior developer, and a senior
Solidity developer), three Objective variants including omission, three Style variants
including omission, four Audience recipients (a professor, a supervisor, a peer senior
developer, and the company’s legal department), and the presence or absence of the
Requirements and Incentive clauses, span a combinatorial space of 432 templates,
which the cost of the GPT-4 API at the time of the study made impractical to explore
in full. Instead, 17 templates, PR1 to PR17, were written by hand as a graded
series in which the degree of specification increases from bare instructions to fully
constrained ones. All 17 were exercised in a preliminary screening phase, and the
six highest-scoring and most representative templates, PR12 to PR17, were retained
for the temperature and consistency experiments reported below. The retained six
all fix the Context at a senior Solidity developer and address either a peer developer
or a legal department; the Master’s student and junior developer personas, and the
professor and supervisor recipients, appear only among the discarded candidates and
therefore play no part in the results of Section 4.5.

The six retained templates form a nested series in which each template differs
from its predecessor in exactly one component, so that the contribution of a com-
ponent can be read off the corresponding pair. PR12 and PR13 differ only in Style,
creative against formal. PR13 and PR14 differ only in the presence of the Require-
ments block. PR14 and PR15 differ only in the specificity of the Objective, which in
PR15 names payments, conditions, constraints, and termination as the aspects of the
agreement that the code must reflect. PR15 and PR16 differ only in the presence of
the Incentive clause. PR16 and PR17 differ only in the Audience, which moves from
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a peer developer to the company’s legal department. It is this one-factor-at-a-time
arrangement, rather than the size of the candidate pool, that allows the effect of
individual components on the WTS to be isolated in Section 4.5.3.

The two extremes of the series illustrate the construction. Prompt PR12, the least
specified of the six, combines the Context, a generic Objective, a creative Style, and
a peer-developer Audience:

You are a senior Solidity developer. Write a smart contract in Solidity
based on the following legal agreement

<legal agreement >

Be creative and use your own style. You will deliver the smart contract
to another senior developer.

Prompt PR17, the most specified of the six, adds the Incentive clause, the detailed
Objective, and the Requirements block, and redirects the Audience to the company’s
legal department:

You are a senior Solidity developer. A company will pay you $500,000
for the completion of the project. Write a smart contract in Solidity
that reflects payments, conditions, constraint, and termination of the
following legal agreement

<legal agreement>

The software requirements are:

• target blockchain: Ethereum

• Solidity pragma >0.8

• fully defined function logic

• assign value of available parameters

• ready to deploy

• compilable

• secure.

Be professional and use a formal style. You will deliver the smart
contract to your company’s legal department.
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The complete set of 17 candidate templates is reproduced in full in Appendix A,
comprising the four remaining retained templates PR13 to PR16 and the eleven
candidates discarded after the screening phase; the script that composes them from
their CO-STAR components is available in the project repository1.

4.4.3 Temperature Analysis

The temperature parameter of a language model governs the degree of stochastic-
ity in token sampling. At temperature 0, the model deterministically selects the
highest-probability token at each step, producing maximally reproducible outputs.
At temperature 1, sampling is performed according to the full probability distri-
bution, introducing creative but potentially inconsistent variation. Values greater
than 1, up to the API maximum of 2, further amplify stochasticity. In the present
study, each of the six selected prompts was evaluated at five temperature values:
{0.0,0.2,0.5,0.7,1.0}. Temperature values greater than 1.0 were excluded because
preliminary tests found that the output in this regime was not consistently viable, typ-
ically producing incoherent or structurally malformed code. The WTS was computed
for each prompt-temperature pair to quantify the effect of temperature on contract
quality.

4.4.4 Consistency Evaluation

Following the approach of Sobania et al. [80] to evaluate LLM consistency in au-
tomated program tasks, the consistency phase subjected each of the six selected
prompts to four independent API invocations at a fixed temperature of 0.5. This
temperature value was selected as an intermediate point between the extremes of
determinism and maximum stochasticity, consistent with standard practice in LLM-
based code generation experiments. Quadruple repetition allows for the assessment
of the variance in WTS across identical invocations, providing a direct empirical
measure of the reliability and predictability of the pipeline under production condi-
tions.

1https://github.com/BChain4all/pipeline

https://github.com/BChain4all/pipeline
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4.5 Results and Discussion

4.5.1 Compilability Rate

Out of the 54 API requests made to the GPT-4 endpoint, including 4 repetitions for
each of the 6 selected prompts and one request per temperature value per prompt,
the model produced compilable Solidity code in 98.1% of cases. This result is
substantially higher than the compilability rate of 89.7% observed for GPT-3.5
Turbo (+8.4 percentage points) in the vulnerability correction study presented in
Chapter 3, and reflects both the greater code generation capability of GPT-4 relative
to GPT-3.5 and the richer specification provided by the input of the legal agreement.
The high compilability rate indicates that the model consistently interprets legal
language as a source of constructable contractual logic and produces syntactically
and structurally valid Solidity code in the overwhelming majority of invocations.
Given that OpenAI models are trained on extensive GitHub corpora that include
large volumes of Solidity code, this high success rate is consistent with theoretical
expectations about the quality of the training distribution for EVM-oriented code
generation tasks.

4.5.2 Effect of the Temperature Parameter

Contrary to the initial hypothesis that higher temperature settings would degrade
contract quality by introducing greater lexical and structural stochasticity,the analysis
revealed that variations in the temperature parameter did not produce a systematic
trend in mean WTS across the range [0.0,1.0]. As illustrated by the results in Figure
4.1, the WTS curves remain largely flat and overlap throughout the temperature spec-
trum, with differences between consecutive temperature settings generally falling
within the variance expected from random sampling noise. This stability is a conse-
quential finding for practitioners: it suggests that the LLM pipeline can be deployed
across a broad range of temperature settings without performance degradation, elimi-
nating the need for temperature calibration as a prerequisite for deployment. It also
suggests that the model’s internal representation of Solidity syntax and contractual
structure is sufficiently robust to withstand moderate levels of sampling stochasticity.
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Fig. 4.1 Temperature effect on Weighted Total Score computed on the automatically generated
smart contracts.

4.5.3 Prompt Quality and Consistency

The consistency analysis produced the most practically significant findings of the
study. The four independent invocations of prompts PR15, PR16, and PR17, the three
templates that pair the detailed Objective with the Requirements block, yielded con-
sistently high and low-variance WTS values, with interquartile ranges approaching
zero across the four repetitions as Figure 4.2 shows. This contrasts sharply with the
behavior of prompts PR12, PR13, and PR14, which all retain the generic Objective
and which, in the case of PR12 and PR13, also omit the Requirements block. Prompt
PR14, which supplies the Requirements block but retains the generic Objective,
produces the lowest mean WTS of the six templates and the only invocation scoring
close to zero, suggesting that the technical constraints alone do not compensate for
an Objective that leaves the aspects of the agreement to be encoded unstated, and that
underspecified prompts expose the stochastic dimensions of the model’s generation
process, leading to unpredictable output quality.

The superiority of well-specified CO-STAR prompts is attributable to the struc-
tural guidance they provide to the model. When a prompt fixes the persona as a
senior Solidity developer, names payments, conditions, constraints, and termination
as the aspects of the agreement that the code must reflect, and specifies that the
output must target Ethereum, require Solidity pragma > 0.8, include fully defined
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Fig. 4.2 Weighted Total Score boxplot about 4 calls to ChatGPT’s API with the same prompt.

function logic, initialize all parameters from the input document, and produce com-
pilable secure code, the model is constrained to a substantially narrower region of
its generation space. Conversely, a prompt that merely presents the legal agreement
text with minimal framing leaves the model to resolve ambiguities about output for-
mat, detail level, and security requirements through its own statistical priors, which
introduces variance. These findings strengthen and extend the general principle estab-
lished in the prompt engineering literature that structured, objective-driven prompts
systematically outperform unstructured ones for code generation tasks [76, 80].

4.5.4 Discussion

The 98.1% compilability rate and the absence of a systematic temperature trend
combine to support the view that GPT-4 can function as a reliable automated code gen-
erator for smart contracts when provided with appropriately structured instructions.
However, in addition to these encouraging results, the study surfaces a structural
limitation that motivates the remainder of the research program presented in this
thesis.

The benchmarking suite assesses contract quality entirely through automated,
computationally tractable metrics: compilability, Slither-detected vulnerability counts,
Solidity version, number of contracts and functions, comment presence, and initial-
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ized parameter count. These metrics are valuable precisely because they are fast,
reproducible, and quantifiable without human intervention. However, they are silent
on the question of whether the generated contract correctly implements the business
logic of the input agreement. A contract may compile without errors, declare a
recent Solidity version, and pass Slither’s checks while still failing to capture an
essential clause of the underlying agreement, for instance, omitting the late-fee
logic, misrepresenting the deposit refund conditions, or conflating lease termination
conditions. Slither’s binary vulnerability verdict provides no information about such
semantic failures.

This gap between automated metrics and semantic correctness is not unique to
smart contract generation. It mirrors the well-known disconnect between surface-
level code quality indicators and the deeper notions of correctness, fitness for purpose,
and adherence to specification that expert review can detect. Addressing this gap
requires a different kind of evaluation: one grounded not in automated tool outputs
but in human expert assessment of whether the generated contract accurately and
completely captures the contractual logic of the input document. The design and
application of such an expert evaluation framework applied to 68 GPT-4-generated
contracts derived from a property rental agreement and centered on the manual review
of functional correctness, parameter initialization, and business logic completeness
is the subject of the following chapter, which demonstrates that critical flaws such
as frozen funds, missing functions, and currency mismanagement remain entirely
invisible to automated tools such as Slither.

4.6 Conclusions

This chapter presented an LLM-based pipeline for the automatic generation of Solid-
ity smart contracts from legal agreements, along with a multi-metric benchmarking
suite for automated quality assessment. The pipeline operates through a single
interaction with OpenAI’s gpt-4-0125-preview model, using prompts structured
according to the CO-STAR framework. Experimental evaluation on a property
rental agreement demonstrated that GPT-4 can generate compilable Solidity code in
98.1% of invocations, that mean Weighted Total Score exhibits no systematic trend
across temperature values in the practical range [0.0,1.0], and that structured CO-
STAR prompts with explicit Objective and Requirements dimensions consistently
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outperform underspecified prompts in both average quality and inter-invocation
reproducibility.

These results establish that the LLM-based pipeline can serve as a practical tool
for non-technical users seeking to translate legal agreements into smart contracts. At
the same time, they expose the ceiling imposed by purely automated evaluation: the
benchmarking suite’s metrics cannot detect logical flaws in the generated contract
logic, incomplete clause translation, or semantic deviations from the input document.
Addressing this limitation through expert-driven evaluation frameworks constitutes
the central challenge taken up in the chapters that follow, where the analysis is
deepened through pattern-based manual assessment and extended to a broader multi-
model, multi-agreement experimental setting.



Chapter 5

Manual Expert Evaluation of
LLM-Generated Smart Contracts

5.1 Introduction

The preceding chapter established that OpenAI’s GPT-4 model, guided by CO-STAR-
structured prompts, is capable of generating compilable Solidity smart contracts
from legal agreements at a rate exceeding 98%, and that the Weighted Total Score
remains stable across a broad range of temperature settings [37]. Those results, while
encouraging, were obtained exclusively through automated metrics: compilability
verdicts from the Solidity compiler, vulnerability counts from Slither [19], and
structural indicators such as function and comment counts. As noted in Section 4.5.4,
such metrics are systematically silent on whether the generated contract correctly
implements the business logic of the underlying legal agreement. A contract may
compile successfully, pass a static analyzer, and declare a recent Solidity version
while simultaneously containing logic errors that are invisible to any automated tool
yet immediately consequential to any party who deploys and funds the contract.

This chapter addresses this gap directly. It presents a large-scale expert manual
evaluation of 68 Solidity smart contracts generated by GPT-4 from a property rental
agreement, complementing the automated analysis described in Chapter 4 with a
structured review of functional correctness, parameter initialization fidelity, and
business-logic completeness. The 68 contracts were obtained by submitting 17
distinct CO-STAR prompts to the gpt-4-0125-preview endpoint four times each



5.2 Related Work 55

at a fixed temperature of 0.5, as described in Section 4.4.2. The two chapters
share part of this material rather than an identical corpus. The shared runs are the
24 contracts produced by the four repetitions of prompts PR12 to PR17, which
constitute the consistency experiment of Section 4.4.4 and account for 24 of the 54
requests reported in Chapter 4; the remaining 30 requests of that chapter sweep the
temperature parameter over the same six prompts and lie outside the present corpus,
while the 44 contracts generated here by prompts PR1 to PR11 were not examined in
Chapter 4. The automated metrics reported in Section 5.4 were therefore recomputed
over the full set of 68 contracts. This dual-evaluation design makes it possible to
quantify the extent to which automated quality signals agree with or diverge from
expert judgment, and to characterize the categories of flaw that automated tools
systematically fail to detect.

The evaluation reveals a troubling disjunction between automated scores and
actual contract quality. Many contracts that score well on the Weighted Total Score
contain serious logical errors: funds irreversibly locked inside the contract with no
withdrawal mechanism available to the landlord, security deposit functions absent
altogether, late-fee logic omitted or mis-implemented, and all monetary values
expressed in Ether rather than in the US dollars specified by the agreement. None
of these errors trigger Slither warnings. The conclusion is unequivocal: the current
iteration of GPT-4, even when prompted according to the best-practice CO-STAR
methodology, is incapable of generating production-ready smart contracts for legal
agreements of real-world complexity.

The remainder of this chapter is organized as follows. Section 5.2 situates
the expert evaluation in the context of previous work. Section 5.3 describes the
experimental methodology, including the test document, the prompt suite, and the
evaluation criteria. Section 5.4 reports the results of the automated benchmarking.
Sections 5.5 through 5.7 present expert evaluation of functional logic, parameter
initialization, and code comments. Section 5.8 synthesizes the findings. Section 5.9
concludes and identifies directions for future research.

5.2 Related Work

The landscape of previous work on the generation and evaluation of LLM-assisted
smart contracts was surveyed in Section 4.2. The present section focuses on the more
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specific question of how prior work has treated the evaluation of generated contract
quality and identifies the methodological gap that this chapter fills.

Automated evaluation through static analyzers is the dominant approach in
related work on smart contract generation. Qasse et al. [96] reported compilability
and Slither vulnerability counts as the primary indicators of contract quality in their
Chat2Code system. Petrovic and Al-Azzoni [97] also relied on compilability as
the main success criterion. Hao et al. [95] assessed generated contracts using a
combination of code template similarity metrics and manual inspection of a small
subset, but did not report a systematic review of function-level. The absence of a
rigorous function-level expert evaluation is a consistent limitation of this body of
work: automated metrics provide reproducible and scalable indicators of surface-
level quality, but they cannot assess whether the contract accurately encodes the
business logic of the source agreement.

The need for expert evaluation in code generation tasks has been recognized
more broadly in the software engineering literature. Sobania et al. [80] noted that
automated test-suite pass rates are insufficient to capture the full range of behaviors a
repaired program might exhibit, and advocated manual inspection of model outputs
as a necessary complement to automated metrics. Liu et al. [74] argued that prompt
engineering studies that rely exclusively on automatic metrics risk overfitting the
evaluation to the specific vulnerability patterns that tools are designed to detect,
missing systematic errors of omission or semantic divergence. In the smart contract
domain specifically, the gap between static analysis results and expert assessment
has received relatively little systematic attention. Tonelli et al. [99] proposed a
framework of software metrics for smart contracts, including several structural
metrics that can be automatically computed, but noted that contract correctness with
respect to a legal specification requires human judgment that metrics alone cannot
provide. The present chapter addresses this gap by introducing a structured expert
evaluation framework applied to a corpus of 68 GPT-4-generated contracts, providing
the most comprehensive manual assessment of LLM-generated smart contract quality
reported in the literature to date.



5.3 Experimental Methodology 57

5.3 Experimental Methodology

5.3.1 Test Document and Contractual Scope

The source legal agreement is the property rental agreement introduced in Section
4.4.1, a standard lease contract for a residential property in Miami, Florida, involving
a landlord (David Miller) and a tenant (Richard Garcia), with a monthly rent of $850
USD, a security deposit of $1 700 USD, a late fee of $200 USD per occurrence
assessed after the tenth day past the due date, and a fixed lease term running from
March 1, 2022, to March 1, 2023. This agreement was selected for its diversity
of parameter types (numerical, textual, address, date) and its inclusion of non-
trivial conditional logic governing deposit refund, late-fee assessment, and early
termination. As noted there, these characteristics provide a comprehensive stress test
of the model’s ability to extract and translate heterogeneous contractual information
into executable Solidity code.

From this agreement, a team of two domain experts identified five core contrac-
tual functionalities that any correct smart contract implementation must provide:
rent payment forwarding to the landlord, security deposit management functioning
as an escrow mechanism, lease activation and termination management, late-fee
assessment integrated into or complementary to the payment logic, and currency
management accounting for the USD-denominated terms of the agreement. These
five functional categories form the basis for the expert evaluation framework applied
in Sections 5.5 through 5.7.

5.3.2 Prompt Suite and Generation Pipeline

The 17 prompts and the generation pipeline are described in detail in Sections 4.4.2
and 4.4. Briefly, each prompt was constructed around the CO-STAR framework,
varying the assumed developer role (Master’s student, junior developer, senior
Solidity developer), the objective formulation, the stylistic register, the intended
audience, and the presence or absence of the two auxiliary clauses, namely the
explicit software requirements and the incentive statement, as itemised in Table 4.2.
Each of the 17 prompts was submitted to the gpt-4-0125-preview endpoint four
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times at a fixed temperature of 0.5, producing 68 smart contracts in total. All 68
contracts are publicly available on the accompanying GitHub repository1

5.3.3 Evaluation Criteria

The automated evaluation applied the seven-metric Weighted Total Score (WTS)
framework described in Section 4.3.4, covering compilability, Slither-detected vulner-
ability severity, Solidity version, number of contracts, number of functions, presence
of comments and number of initialized parameters. The expert evaluation com-
plemented these automated indicators with a structured manual inspection of each
contract along three dimensions: the presence, completeness, and logical correct-
ness of each expected function; the fidelity of parameter initialization to the values
specified in the source agreement; and the quality and informativeness of inline
code comments. Expert reviewers independently examined the source code of all 68
contracts and resolved disagreements by consensus. The evaluation was conducted
without reference to automated WTS scores to avoid any bias in manual evaluation.

5.4 Automated Evaluation Results

Of the 68 smart contracts examined, 64 compiled successfully, yielding a compil-
ability rate of 94.1%. This is somewhat lower than the 98.1% rate observed in the
temperature and consistency experiments of Chapter 4, a discrepancy attributable to
the inclusion in the present study of all 17 prompt configurations rather than only
the 6 highest-performing ones selected for detailed analysis in that chapter. The
vulnerability analysis conducted with Slither showed that the majority of compilable
contracts exhibited only low-severity vulnerabilities, a small proportion displayed
medium-severity vulnerabilities, and only two contracts contained a high-severity
finding. This vulnerability distribution is encouraging: a naive interpretation would
suggest that the generation pipeline produces predominantly secure code.

The WTS values for all 68 contracts clustered between 4 and 6, with occasional
peaks reaching 10 and 12 predominantly observed in responses generated by prompt
PR3. A worrying observation is the apparent absence of any systematic correlation

1https://github.com/BChain4all/pipeline

https://github.com/BChain4all/pipeline
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between the specificity of the prompt and the resulting WTS. Prompts that include
explicit software requirements, a senior developer, and a well-specified audience do
not consistently produce higher WTS values than minimal prompts. This finding
challenges the expectation, grounded in the general prompt engineering literature
[75], that structured prompts with richer constraints should reliably elicit higher-
quality outputs. However, as the expert evaluation results reported below demonstrate,
the WTS is a poor proxy for the quality dimension that matters most: the semantic
correctness of the generated contract with respect to the source legal agreement.

5.5 Expert Evaluation: Functional Analysis

5.5.1 Rent Payment Logic

The payRent function was present in all 68 contracts, making it the most consistently
generated functional element throughout the entire corpus. Two main variants were
identified. The first accepts a month identifier as a parameter and verifies that
the current month’s rent has not yet been paid before updating the corresponding
state variable; the second accepts no parameters and verifies only that the payment
arrives within the leaseStart–leaseEnd timeframe. Both variants verify that the
value transferred with the transaction (msg.value) matches the stored rentAmount
variable. However, this check is expressed in Ether rather than in the US dollar
amount specified by the rental agreement, an issue discussed further in Section 5.8.4.

A critical and pervasive flaw was identified in the overwhelming majority of
payRent implementations: the function does not forward the received payment to
the landlord’s address. The logical consequence is that the rent paid by the tenant
accumulates within the contract and becomes permanently locked unless the landlord
invokes a separate withdrawal function. In the rare cases where such a function
exists, the contract’s behavior approaches correctness; in the majority of cases, no
such function is present, and the funds are effectively frozen. This is a logic error
of the first order: from the perspective of any tenant who pays rent through the
contract, the funds are transferred, and the obligation is recorded, yet the landlord
never receives them. Slither does not detect this class of error because no known
vulnerability pattern corresponds to the absence of a transfer instruction in a payment
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function; the contract is structurally valid. The flaw is detectable only through expert
reading of the payment flow.

5.5.2 Security Deposit Management

In sharp contrast to the ubiquity of the payRent function, the paySecurityDeposit
function was absent in the majority of the contracts examined. This omission is
a critical failure: without a deposit payment function, the tenant has no on-chain
mechanism by which to fulfill the security deposit obligation stipulated in the rental
agreement. The omission is particularly striking because every single contract
declares a securityDeposit state variable initialized to $1 700, demonstrating
that the model correctly extracts the relevant value from the agreement, yet fails to
generate the corresponding function.

When the paySecurityDeposit function was present, it was implemented
consistently: declared external and payable, restricted to the tenant via an
onlyTenant modifier, and requiring msg.value to equal the securityDeposit
variable. However, several implementations forwarded the deposit immediately
to the landlord rather than retaining it inside the contract as an escrow, which di-
rectly contradicts the intent and terms of the rental agreement. The refund function
(refundSecurityDeposit), by contrast, was present in virtually all contracts; its
two main variants either refund the full deposit or allow the landlord to specify
deductions. The co-occurrence of a well-formed refund function with a missing or in-
correct deposit collection function constitutes a logical inconsistency that automated
analysis cannot identify.

5.5.3 Late Fee Assessment

The management of late fees presented the greatest degree of omission throughout
the corpus. The majority of contracts did not implement any late-fee logic, despite
the rental agreement explicitly specifying a penalty of $200 per occurrence for rent
paid after the tenth day. In the minority of contracts that did address late fees, two
implementation strategies were identified: deduction from the security deposit via a
standalone function callable only by the landlord, and integration within the payRent
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function itself, where the total due amount is increased conditionally based on the
block timestamp.

The first strategy is conceptually flawed. A tenant who repeatedly pays rent
late could accumulate late fees totaling more than the $1 700 security deposit, at
which point the deduction mechanism fails silently. Furthermore, in none of these
implementations does the collected late fee reach the landlord, because the same
frozen-funds problem identified in Section 5.5.1 applies equally here. The second
strategy, integrating late-fee assessment into the payRent function, is the most
correct approach and was found in a small number of contracts; however, even those
implementations suffered from the absence of a landlord transfer instruction, making
the correctly computed late-fee amount equally inaccessible.

5.5.4 Lease Lifecycle Management

Two strategies were identified to manage lease activation in the corpus. In the first and
most common strategy, the constructor sets leaseActive = true unconditionally,
meaning the lease is considered active from the moment of deployment. This
approach is logically inconsistent: the rental agreement specifies that the security
deposit must be paid before the lease commences, yet an instantaneously active
lease removes any pre-commencement window during which the tenant could fulfill
this obligation without the lease being simultaneously in force. In the second
strategy, a dedicated startLease function, callable exclusively by the landlord,
sets leaseActive = true only after verifying that the lease start date has been
reached. This approach correctly models a deployment phase during which the
security deposit can be collected and was assessed by expert reviewers as the most
faithful implementation of the contractual life cycle.

Lease termination was universally implemented as a landlord–callable function
under the onlyLandlord and isLeaseActive modifiers. However, none of the
generated contracts imposed any additional guard conditions, such as a check that
the termination date has been reached or that the required notice period has elapsed.
The landlord is therefore granted unilateral and unconditional power to terminate the
lease at any moment during its active period, a right that is not consistent with the
terms of the source agreement. This represents a non-trivial legal risk for any tenant
interacting with the deployed contract.
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5.6 Expert Evaluation: Parameter Initialization

Several prompts in the suite (PR4, PR5, PR9, PR10, PR14 through PR17) explicitly
requested that all parameters be assigned the values specified in the rental agreement,
so that the generated contract would be deployable without requiring the deployer to
supply any input values. The expert evaluation revealed a strikingly weak correlation
between this explicit instruction and the actual initialization behavior of the generated
contracts.

The numerical parameters were initialized more reliably than the textual ones.
Monetary values such as the monthly rent ($850), the security deposit ($1 700), and
the late fee ($200) were consistently assigned as integer constants in the contract
state, although always expressed in Ether rather than USD. The date parameters,
when initialized, were expressed as Unix timestamps in seconds, and the values used
for the lease start and end dates were consistently correct with respect to the UTC
representation of March 1, 2022, and March 1, 2023.

In contrast, textual parameters were poorly handled. The names and Ethereum
addresses of the landlord and tenant, and the physical address of the rental property,
were frequently left uninitialized or set to placeholder values even in prompts that
explicitly requested full parameter assignment. Prompt PR4, for instance, included
the instruction to assign all available parameters, but only one of its four invocations
assigned the landlord and tenant names. Prompt PR5, despite an analogous instruc-
tion, did not assign names or addresses to any of its four outputs. This inconsistency
was observed across roles (Master’s student, junior developer, senior Solidity devel-
oper) and was unaffected by the specificity of the software requirements listed in the
prompt.

5.7 Expert Evaluation: Code Comments

Code comments were present in the overwhelming majority of contracts, contributing
positively to the WTS even though the prompts did not explicitly request their
inclusion. The expert review found that the comments, while technically accurate,
were uniformly terse: they identified the function being defined and summarized its
purpose in one or two lines, without explaining non-obvious implementation choices,
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documenting edge cases, or providing guidance for integrating the contract with
off-chain components.

In several contracts, comments acknowledged the existence of unresolved im-
plementation concerns. A comment in a contract generated in response to prompt
PR1 noted that the contract “represents the landlord’s balance for simplification”,
implying that the payment logic had been intentionally simplified in a way that
obscures the frozen-funds error described in Section 5.5.1. Similarly, several
paySecurityDeposit implementations included comments acknowledging that
the security requirements would need to be reviewed by a developer, without provid-
ing any guidance on what those requirements should entail.

The consistency of comment style across all 68 contracts, independent of the role
or expertise level specified in the prompt, suggests that the model’s documentation
behavior is largely independent of the CO-STAR context dimension. This may reflect
the statistical regularities of the Solidity corpora on which GPT-4 was pre-trained:
if the open-source Solidity codebase on GitHub predominantly features brief, per-
function comments, the model will reproduce that pattern regardless of the role it is
asked to assume [26].

5.8 Discussion

5.8.1 The Failure of Automated Metrics as Proxies for Correct-
ness

The most consequential finding of this study is the systematic divergence between
automated WTS and expert assessment of contract correctness. Contracts that score
well on the WTS frequently contain critical logical errors that automated tools cannot
detect. The payRent functions that do not forward payments to the landlord are
compilable, declare no state-variable reentrancy, and trigger no Slither detector;
they are, in the language of automated evaluation, high-quality code. Yet, they
are fundamentally broken from the perspective of any landlord who expects to
receive rent. This divergence is not incidental: it reflects a structural limitation of
static analysis as an evaluation paradigm. Slither’s detectors correspond to known
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vulnerability patterns; the absence of a required transfer instruction does not match
any known pattern and therefore goes unreported.

This finding has important implications for the broader agenda of automated
smart contract generation. Research that evaluates generated contract quality exclu-
sively through automated metrics risks producing misleadingly optimistic conclu-
sions about the readiness of LLM-based tools for deployment in production contexts.
The results of this chapter provide empirical evidence that expert evaluation is not
merely a desirable complement to automated analysis but an indispensable com-
ponent of any rigorous quality assessment framework for LLM-generated smart
contracts.

5.8.2 Absence of Correlation Between Prompt Specificity and
Output Quality

A second major finding is the absence of a reliable correlation between the specificity
or structured richness of the CO-STAR prompt and the functional correctness of
the generated contract. Prompts that specify a senior Solidity developer, include
explicit software requirements, and target a technically sophisticated audience do not
systematically produce contracts that more faithfully implement the business logic of
the rental agreement. The paySecurityDeposit function is absent in the majority
of contracts regardless of the prompt configuration. Late-fee logic is omitted equally
across minimal and richly specified prompts. The frozen-funds error in the payRent
function persists throughout all prompt variants.

This finding suggests that the barriers to correct smart contract generation lie
not in prompt formulation but in deeper limitations of the model’s understanding
of the blockchain execution model. The model appears to have strong statistical
priors, derived from its Solidity training corpus, about what functions a lease contract
should contain and how they should be structured, and these priors are relatively
insensitive to the contextual framing provided by the prompt. Where those priors
encode correct behavior, the model performs well regardless of prompt specificity;
where they encode incorrect or incomplete behavior, prompt engineering cannot
override them.
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5.8.3 Non-Detectable Logic Errors and Their Implications

The frozen-funds error is the most systematically significant logic flaw identified in
this study. From the perspective of the LLM, the smart contract itself appears to play
the role of the landlord: payments are received and recorded, but never forwarded.
This interpretation is evidenced by a comment found in one smart contract, noting that
the entire contract models the landlord’s balance for simplification. The consequence
is that a tenant interacting with the deployed contract fulfills their rental obligations
on-chain, while the real landlord receives nothing. This is not an edge case or an
exotic attack vector: it is a baseline functional failure that would be immediately
apparent to anyone attempting to use the contract in a real tenancy. That it passes
all automated checks underscores the severity of the gap between automated quality
metrics and production-readiness.

A related class of flaw concerns the absence of genuine comprehension of the
semantic of legal contracts. The rental agreement grants the landlord the right to ter-
minate the contract only under specific conditions. The generated contracts grant this
right unconditionally. While modifiers such as onlyLandlord and isLeaseActive
are correctly applied, no additional guard conditions are imposed, leaving the land-
lord free to terminate prematurely in violation of the agreement’s terms. This class
of error requires legal domain knowledge to detect: a reviewer unfamiliar with the
agreement’s provisions would not identify it as an error. Non-expert users, who
constitute the primary intended beneficiaries of automated smart contract generation
tools, would therefore be unable to discover it.

5.8.4 Currency Mismanagement

All 68 contracts express monetary values in Ether despite the rental agreement’s
exclusive use of US dollars. The monthly rent of $850 USD becomes 850 Ether,
a sum worth several million dollars at typical ETH exchange rates, rendering the
contract economically non-functional under any real-world deployment scenario.
No contract in the corpus includes a mechanism for USD-to-ETH conversion, a
stablecoin transfer, or an oracle-based exchange rate lookup, despite the fact that the
correct handling of fiat-denominated payments is a well-studied problem in the DeFi
literature [6]. This systematic failure reflects the model’s training distribution: the
majority of Solidity examples in public repositories use Ether as the unit of account,
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and the model reproduces this convention regardless of the currency specification in
the source agreement.

5.9 Conclusions

This chapter presented a comprehensive expert manual evaluation of 68 Solidity
smart contracts generated by GPT-4 from a property rental agreement, comple-
menting the automated analysis of Chapter 4 with a structured function-level and
parameter-level review conducted by domain experts. The evaluation identified five
categories of systematic failure: frozen funds in the rent payment logic, absent or
misimplemented security deposit collection, pervasive omission of late-fee logic,
legally inadequate lease termination conditions, and universal currency mismanage-
ment. None of these failures are detectable by Slither or by any other automated
static analysis tool, yet all of them would be immediately consequential to any party
relying on the contract to govern a real tenancy.

The central conclusion of this study is unambiguous: the present generation
of GPT-4, even when prompted according to the structured CO-STAR methodol-
ogy, is incapable of generating production-ready smart contracts for agreements
of real-world legal complexity [30]. Automated WTS, while useful as a first-pass
screening indicator, is an insufficient indicator of production readiness and must
be complemented by expert evaluation. This conclusion motivates two directions
for future research. The first is the design of richer evaluation frameworks that
combine automated metrics with structured semantic correctness checks, moving
beyond syntactic and vulnerability-pattern analysis toward specification-grounded
assessment. The second is the investigation of alternative generation strategies,
including few-shot prompting with verified exemplar contracts, chain-of-thought
prompting that guides the model through the contractual logic step by step, and
fine-tuning on domain-specific datasets of high-quality, expert-validated Solidity
contracts. These directions are taken up in the chapters that follow, where the eval-
uation framework is extended to a multi-model, multi-agreement setting and the
contributions of human-in-the-loop review are examined systematically.



Chapter 6

Light and Shadows of Smart Contract
Development with LLMs

6.1 Introduction

The preceding chapters established a trajectory of growing complexity in the ap-
plication of Large Language Models to smart contract engineering. Chapter 3
demonstrated that LLMs could assist with vulnerability correction in existing con-
tracts, while Chapters 4 and 5 showed that GPT-4, guided by CO-STAR prompts,
could generate compilable Solidity contracts from a property rental agreement, even
though with serious shortcomings in functional completeness and security. However,
both of those investigations examined a single model acting on a single, relatively
simple legal agreement. The question that naturally follows is whether these results
generalise: do other frontier LLMs exhibit comparable capabilities, and does perfor-
mance hold when the legal agreement grows in length, conditional complexity, and
domain specificity?

This chapter addresses that question through a systematic, multi-model, multi-
agreement evaluation. The study assesses four leading commercial LLMs, gpt-4-turbo
by OpenAI, claude-3.5-sonnet by Anthropic, mistral-large by MistralAI, and
gemini-1.5-pro by Google, across five legal agreements of varying complexity:
a Cleaning Service Agreement, a Compensation Agreement, an Equipment Rental
Agreement, a Mortgage Note Agreement, and a Property Sale Agreement. The
evaluation combines an automated vulnerability analysis performed by the Slither
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static analyser [19] with a structured manual inspection of smart contract design
patterns, drawing on the pattern taxonomy of Bartoletti and Pompianu [39] and
Khan et al. [40]. The result is the most comprehensive comparative assessment of
LLM-based legal-to-smart-contract generation published to date, providing empirical
evidence on both the relative strengths of current frontier models and the structural
barriers that no model has yet overcome.

The chapter is organized as follows. Section 6.2 surveys related work. Section
6.3 describes the experimental pipeline, the legal agreements examined, the prompt
suite, and the evaluation framework. Section 6.4 presents results on four dimensions:
overall performance, agreement-type analysis, prompt analysis, and vulnerability
analysis. Section 6.5 synthesizes the findings and discusses implications for auto-
mated contract generation. Section 6.6 concludes and identifies directions for future
work.

6.2 Related Work

Smart contract generation from natural language specifications has been approached
through several methodological traditions. Template-based systems, such as the
iSyn framework of Fang et al. [90], extract structured information from legal
agreements using Natural Language Processing and populate pre-designed Solidity
templates. Although effective for well-defined transaction types, such as payments
and transfers, template-based approaches are inherently limited in expressiveness:
Fang et al. explicitly acknowledge that iSyn cannot model late fees, deposits,
or price variations. Model-driven approaches, exemplified by the MDAsmartSC
methodology of Jurgelaitis et al. [100] and the SecBPMN2BC framework of Kopke et
al. [101], transform abstract process models into smart contract code through formal
transformation rules, but require users to invest significant effort in learning the
modeling notation before any contract can be produced. Visual-oriented approaches,
such as the Blockly-based system of Trestioreanu et al. [59] and the Char-RNN
framework of Mao et al. [102], lower the entry barrier through drag-and-drop
interfaces but sacrifice expressiveness for complex contractual logic.

LLM-based generation has attracted increasing attention since the public release
of ChatGPT in late 2022. Qasse et al. [96] proposed Chat2Code, a chatbot-driven
system in which conversational interaction populates an iContractML instance that
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is subsequently used to generate Solidity code, but this approach requires users
to familiarize themselves with iContractML terminology. Petrovic and Al-Azzoni
[97] used ChatGPT to generate contracts from iContractML meta-models without
dedicated security verification. The preliminary evaluation described in Chapter
4 and the expert manual evaluation reported in Chapter 5 assessed GPT-4 acting
on a single property rental agreement, finding compilability rates of approximately
98% along with serious shortcomings in business logic completeness. Baralla et
al. [29] evaluated GitHub Copilot on standard token contracts, finding acceptable
performance on simple ERC-20 and ERC-721 patterns but significant failures on
complex logic and security patterns. The work reported in this chapter extends all of
these studies by comparing four frontier models acting on five agreements drawn
from distinct domains, using an evaluation framework that combines automated
static analysis with structured manual pattern inspection.

6.3 Methodology

6.3.1 Generation Pipeline and Models

The generation pipeline follows a five-stage architecture, illustrated in Figure 6.1.
A plain text legal agreement provided by the user is transformed into a structured
prompt using the CO-STAR framework [38], which encodes the Context, Objective,
Style, Tone, Audience, and Response dimensions. The consolidated prompt is sent
to the LLM API endpoint, and the returned text is saved as a .sol source file. Slither
[19] then performs a static vulnerability analysis on each generated contract. Finally,
compilable contracts are subjected to structured manual evaluation according to the
pattern framework described in Section 6.3.3.

The four LLMs evaluated are gpt-4-turbo, claude-3-5-sonnet-latest,
mistral-large-latest, and gemini-1.5-pro. Six of the seventeen CO-STAR
prompts defined in the Appendix A (PR12–PR17) were selected for evaluation
to manage endpoint costs. Each prompt was submitted four times per model per
agreement following the consistency methodology of Sobania et al. [80], yielding a
total of 480 endpoint calls (6 prompts × 5 agreements × 4 LLMs × 4 API calls).
All contracts were generated in September 2024; manual evaluation was conducted
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Fig. 6.1 Pipeline used to generate smart contracts from legal agreements.

between October and December 2024. The pipeline code and generated contracts
are publicly available.1

6.3.2 Legal Agreements

Five legal agreements were sourced from the PandaDoc2 template library, covering
domains where blockchain-based automation offers concrete benefits in terms of
immutable record-keeping, transparent payment trails, and verifiable contractual
state. The evaluation is carried out on five legal agreements, named:

1. Property Sale Agreement3

2. Mortgage Note Agreement4

3. Equipment Rental Agreement5

1https://github.com/BChain4all/pipeline
2https://www.pandadoc.com/agreement-templates/
3https://www.pandadoc.com/kentucky-real-estate-purchase-agreement-template/
4https://www.pandadoc.com/mortgage-note-template/
5https://www.pandadoc.com/equipment-rental-agreement-template/

https://github.com/BChain4all/pipeline
https://www.pandadoc.com/agreement-templates/
https://www.pandadoc.com/kentucky-real-estate-purchase-agreement-template/
https://www.pandadoc.com/mortgage-note-template/
https://www.pandadoc.com/equipment-rental-agreement-template/
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4. Compensation Agreement6

5. Cleaning Service Agreement7

All legal agreements can be found in markdown format in the Github repository.8

Table 6.1 reports their word counts and estimated token counts.

Legal Agreement Word Count Avg. Token Count
Cleaning Service 859 1,573
Compensation 550 1,019
Equipment Rental 1,305 2,042
Mortgage Note 1,239 1,958
Property Sale 1,140 2,019

Table 6.1 Word and estimated token counts for each legal agreement (assuming 1 token ≈ 4
characters on average).

The agreements span a meaningful range of structural complexity. The Com-
pensation and Cleaning Service agreements are characterized by short length, clear
terminology, and linear workflow logic. The Equipment Rental and Mortgage agree-
ments introduce multi-party dependencies, financial calculations with penalties and
late fees, and time-constrained obligations. The Property Sale Agreement adds con-
tingency clauses, inspection conditions, and escrow mechanics that are particularly
difficult to translate into deterministic executable logic.

6.3.3 Evaluation Framework

A critical review of the evaluation metrics employed in Chapter 4 identified several
systematic limitations [30]: the preliminary metrics did not capture missing function
bodies, the absence of fund-withdrawal mechanisms, or the widespread substitution
of Ether for the USD-denominated values specified in the agreements. In response,
this chapter adopts an evaluation framework grounded in the taxonomy of smart
contract design pattern of Bartoletti and Pompianu [39] and Khan et al. [40]. Ten
patterns are assessed for each generated contract: Token, Authorization, Oracle,
Math, Randomness, Poll, Termination, Time Constraint, Fork Check Helper, and
Helper. An eleventh pattern, Business Logic, was introduced to assess the precision

6https://www.pandadoc.com/compensation-agreement-template/
7https://www.pandadoc.com/cleaning-service-contract-template/
8https://github.com/BChain4all/pipeline/tree/main/test_contracts_txt

https://www.pandadoc.com/compensation-agreement-template/
https://www.pandadoc.com/cleaning-service-contract-template/
https://github.com/BChain4all/pipeline/tree/main/test_contracts_txt
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and completeness of contract-specific functional requirements derived from the
source legal agreement. The patterns can be briefly summarized as follows.

• Token pattern is used to represent the presence of transferable and countable
digital or physical assets like coins, shares, or tickets, often used for tracking
ownership;

• Authorization patterns restrict code execution by checking caller addresses,
typically limiting critical operations to contract owners;

• Oracle pattern indicates the presence of an interfaces between smart contracts
and external data sources, allowing contracts to access off-chain information
while maintaining determinism;

• Math patterns implement logic for safe numerical operations;

• Randomness patterns handle the generation of random numbers, either through
oracles or by using blockchain-based values, though security remains a chal-
lenge;

• Poll patterns enable voting functionality within contracts, often using tokens
or address verification;

• Termination patterns provide ways to disable contracts since they cannot be
deleted from the blockchain;

• Fork Check Helper patterns help contracts determine whether they’re running
on the main chain or a forked version of the blockchain;

• Time Constraint patterns specify when certain actions are permitted;

• Helper patterns serve as wrapper functions around existing functionality and
include smart contract-specific operations like variable initialization (i.e. struc-
tures) and migration, essentially covering utility functions that don’t fit into
other categories;

• Business Logic patterns assess the accuracy and completeness of the contract’s
core functionality as it relates to the intended business rules and processes.
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Each pattern is scored on a five-point ordinal scale, where 0 denotes that no
requirements are met, and 4 denotes that all requirements are met. Manual evaluation
was conducted only on compilable contracts; non-compilable contracts receive a
null score for all patterns. To reflect the conservative posture appropriate for smart
contract assessment, the aggregate score across four runs of the same prompt is
computed as

S =

$
1
4

4

∑
i=1

xi

%
where xi is the score assigned in the run i and ⌊·⌋ denotes the floor function. This
approach deliberately penalizes inconsistency: a model that produces one excellent
contract and three inadequate ones is assigned a low aggregate score, reflecting the
deployment risk that inconsistency implies. The evaluation was conducted by a team
of two experts in the blockchain domain after calibration sessions designed to align
the scoring criteria between the experts.

6.4 Results

6.4.1 Overall Performance and Model Ranking

The aggregated results, presented as stacking bar charts in Figures 6.2 and 6.3, reveal
a stable performance hierarchy between legal agreements and prompt configurations:
Claude > GPT-4-Turbo > Gemini > Mistral. This ordering holds for the overall
pattern score and for the performance on the most demanding agreement types. On
compilability it holds only in part: Claude and GPT-4-Turbo tie at 88.3% (106 of
120 contracts each, as reported in Table 6.2), and the ordering separates that leading
pair from Gemini and Mistral rather than ranking the two leaders against each other.

claude-3-5-sonnet-latest achieves 100% compilability for the Cleaning
Service and Compensation agreements across all prompts, and maintains strong
scores on the Authorization, Termination, and Business Logic patterns. Its per-
formance degrades on the Mortgage Note Agreement, where compilability drops
to 25–100% depending on the prompt, and it fails to produce a compilable con-
tract for the PR12 prompt within the Property Sale Agreement. gpt-4-turbo is
a consistent second, achieving compilability rates of 75–100% across most con-
figurations and performing particularly well on Termination and Business Logic
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patterns, though it struggles with the intricate conditional logic of the Property Sale
and Mortgage agreements. gemini-1.5-pro achieves moderate and inconsistent
results, ranging between 50–75% compilability with occasional peaks of 100% on
the Compensation agreement, and shows persistent difficulty with Business Logic
patterns. mistral-large-latest demonstrates the weakest performance, with
compilability rates frequently below 50% and near-zero pattern scores even for
agreements where other models perform well.

6.4.2 Agreement Complexity and Non-linear Performance Degra-
dation

A key finding of this study is that the relationship between legal agreement com-
plexity and model performance is non-linear. Performance degradation does not
scale proportionally with agreement length [1]. The Cleaning Service and Com-
pensation agreements are handled adequately even by lower-performing models,
while the Mortgage and Property Sale agreements cause significant failures even
in top-performing ones. For example, Claude achieves 100% compilability across
all prompts for the Compensation Agreement but only 25–50% for the Mortgage
Agreement on several prompts, despite the Mortgage Agreement being only modestly
longer in terms of token count (Table 6.1).

This non-linearity can be attributed to the inherent ambiguity of natural lan-
guage legal texts, which encompasses lexical ambiguity (words carrying multiple
meanings), syntactic ambiguity (phrases admitting multiple grammatical readings),
antecedent ambiguity (unclear pronoun references), temporal ambiguity (vague time
indications), and contract reference ambiguity (terms such as “hereunder” or “rea-
sonable”) [103]. These ambiguities are not incidental: they are often deliberately
introduced by legal writers to preserve interpretive flexibility [104]. For a language
model, which generates output by predicting statistically likely continuations of
input sequences, each encounter with an ambiguous clause constitutes a potential
divergence point. Balaji et al. [105] demonstrated that LLMs generate their own in-
terpretations of ambiguous legal clauses when instructed to convert legal agreements
to smart contracts, producing different interpretations across runs. This explains
the variability observed within the model in the present study, particularly for the
Mortgage and Property Sale agreements.
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The temperature parameter was not identified as a contributing factor. Indeed,
previous work [106, 107] reports a negligible effect of temperature on code genera-
tion quality, and the exploratory analysis in Chapter 4 observed no systematic trend
in mean WTS across the range [0.0,1.0]. The non-linear degradation observed here
is therefore attributable primarily to the structural properties of the legal documents
rather than to model stochasticity.

6.4.3 Prompt Design and Its Effect on Generation Quality

Analysis of the six evaluated prompts (PR12–PR17) reported in Figure 6.5 reveals
a generally increasing trend in the aggregate pattern score from PR12 to PR17,
with the most substantial gains appearing in the Authorization, Business Logic, and
Time Constraint patterns. Prompt PR17, which specifies an expert audience (the
company’s legal department), explicit software requirements including compilability,
security, and full function definitions, and a formal professional style, achieves
the highest aggregate score across models and agreement types. The improvement
between PR15 and PR17 is most pronounced in Claude and GPT-4-Turbo; Gemini
and Mistral show more modest and less consistent gains.

An important qualification is that prompts designed for a more demanding audi-
ence do not uniformly improve results across all models and agreement types. For
the Mortgage Agreement, performance remains relatively low between all prompts
and all models, as can be seen in Figures 6.2 and 6.3, suggesting that some docu-
ment types may require specialized prompt structures that the general CO-STAR
framework cannot provide. Prompts PR15 and PR16 generate compilable contracts
in 75–100% of cases for most model–agreement combinations, with the exception of
Mistral and three agreement types for Gemini.

This study adopts a one-shot prompting methodology in order to simulate the
conditions faced by a non-expert user with no background in either legal drafting
or smart contract programming. Although this choice is appropriate for the stated
research objective, it imposes a ceiling on achievable quality. The potential of chain-
of-thought (CoT) that prompts substantial improvement results is investigated in
Section 6.4.5.
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Fig. 6.5 Variation of pattern score for each prompt

6.4.4 Vulnerability Analysis

Table 6.2 summarizes the vulnerability assessment performed by Slither between all
generated contracts.

LLM High Medium Low Compilable
Claude 8 38 362 106/120 (88.3%)
GPT-4-Turbo 4 48 370 106/120 (88.3%)
Gemini 1 17 90 64/120 (53.3%)
Mistral 2 22 97 35/120 (29.2%)

Table 6.2 Vulnerability counts identified by Slither, aggregated by LLM, with compilability
rates.

Claude and GPT-4-Turbo share an identical compilability rate of 88.3% (106 of
120 contracts), and both exhibit substantially higher vulnerability counts than Gemini
and Mistral, as can be observed in Figure 6.6. This correlation is not paradoxical
once the causal mechanism is understood: Slither can only analyze compilable
contracts, and a model that produces more compilable contracts exposes more of its
output to static analysis, producing higher raw vulnerability counts. Normalizing
by the number of analyzable contracts bears this out for Mistral, which yields 3.46
findings per compilable contract against 3.85 for Claude and 3.98 for GPT-4-Turbo:
its low total reflects reduced exposure to analysis rather than safer code. Gemini,
however, records 1.69 findings per compilable contract, under half the rate of the two
leading models, so exposure alone does not account for its lower count. The present
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Fig. 6.6 Type of vulnerability detected by Slither in the generated smart contracts.

data cannot settle whether this residual gap reflects a more conservative generation
style or simply the narrower range of Solidity constructs Gemini produces; in neither
case should the lower raw counts of the two weaker models be read as evidence of
superior security practices.

Six distinct high-impact vulnerability classes were detected across the four
models taken together, although no single model exhibits all six: Claude accounts
for four of them, GPT-4-Turbo and Mistral for two each, and Gemini for one. The
classes are the following:

• arbitrary-send-erc20 arises from insufficient validation of the from address in
transferFrom calls;

• arbitrary-send-eth permits unauthorized Ether withdrawals through unpro-
tected transfer functions;
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• unchecked-transfer results from failure to inspect the return value of transfer/transferFrom
calls, enabling silent token loss;

• encode-packed-collision occurs when keccak256 is applied to abi.encodePacked
output containing multiple dynamic types;

• uninitialized-state arises from state variables not being explicitly initialized;

• reentrancy-eth allows reentrant calls during Ether transfers, enabling state
manipulation and fund drainage.

These findings confirm that LLM-generated contracts inherit the security pat-
terns of the training corpus: models trained on the publicly available Solidity code
reproduce the vulnerability patterns prevalent in that corpus [19].

6.4.5 Chain-of-Thought Prompting: A Preliminary Investigation

To investigate whether more structured prompting techniques can mitigate the limi-
tations of the one-shot approach, an exploratory experiment was conducted using
Chain-of-Thought (CoT) prompting on the most challenging model–agreement com-
bination: mistral-large-latest generating a smart contract from the Mortgage
Note Agreement using prompt PR14, which had yielded near-zero pattern scores in
the one-shot evaluation [1].

The adopted methodology implements a sequential N-prompt chain that system-
atically guides the model through contract requirement analysis, structural planning,
and security-focused refinement using the PR14 prompt as the foundation. This pro-
gressive refinement process allows the model to incrementally build understanding,
rather than attempting to address all aspects simultaneously, leading to better results
in terms of implemented patterns and satisfied requirements.

The CoT prompt used in this study is composed of the following components:

• Role Assignment and Contextual Framing: The prompt begins by assigning
the model the role of a senior Solidity developer, thereby priming it to adopt a
professional and technically accurate tone. It also specifies that the resulting
smart contract will be delivered to another senior developer, reinforcing the
expectation of high-quality production-ready code.
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• Initial Reasoning: As part of the CoT approach, the model first showed an
example of interaction. A rental legal agreement is provided. Subsequently, the
assistant role in the prompting chain simulates how the LLM would respond
to this input, generating the corresponding smart contract. This illustrates the
expected behavior and structure that guide the model in handling similar tasks.
Importantly, while the content appears to be system-generated, it reflects what
the LLM would produce when prompted by the user.

• Target Task Presentation: The actual task is then introduced: to generate a
smart contract from a mortgage legal agreement.

• Detailed Functional Requirements: To effectively guide the reasoning pro-
cess, the model is given a comprehensive list of functional and technical
requirements. These elements serve as intermediate reasoning steps, prompt-
ing the model to think systematically about each component before assembling
the final contract.

• Implicit Multi-Step Reasoning: Although not explicitly separated into mul-
tiple prompts, the detailed nature of the instructions encourages the model
to simulate multi-step reasoning internally – first understanding the legal
text, then mapping clauses to Solidity constructs, and finally ensuring that all
technical constraints are satisfied.

• Expected Output Quality: The prompt emphasizes that the resulting contract
must be fully defined and compilable, secure, ready to deploy, and structured
with helper functions.

The used CoT prompt can be found below.

System: You are a senior Solidity developer. Be professional and use a formal style.
You will deliver the smart contract to another senior developer.

User: Here the legal agreement: < rental agreement on Githuba >

ahttps://github.com/BChain4all/pipeline/blob/main/old_test_contract_txt/
LeaseAgreement.txt

Assistant: Here the respective smart contract: < rental smart contract on Githuba >

ahttps://github.com/BChain4all/pipeline/blob/main/old_test_contract_txt/
rental%20Agreement-smart%20contract.sol

https://github.com/BChain4all/pipeline/blob/main/old_test_contract_txt/LeaseAgreement.txt
https://github.com/BChain4all/pipeline/blob/main/old_test_contract_txt/LeaseAgreement.txt
https://github.com/BChain4all/pipeline/blob/main/old_test_contract_txt/rental%20Agreement-smart%20contract.sol
https://github.com/BChain4all/pipeline/blob/main/old_test_contract_txt/rental%20Agreement-smart%20contract.sol
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User: Here the mortgage legal agreement:< mortgage agreement on Githuba >

ahttps://github.com/BChain4all/pipeline/blob/main/test_contracts_txt/
mortgage_note_template.txt

User: Write a smart contract in Solidity. The software requirements are:

• target blockchain: Ethereum

• Solidity pragma >0.8

• fully defined function logic

• assign value of available parameters

• ready to deploy

• compilable

• secure

The CoT prompt provides the model with a role assignment as a senior Solid-
ity developer, a worked example consisting of a rental agreement paired with its
corresponding smart contract, and the target task of generating a mortgage smart
contract from the actual agreement. Detailed functional requirements are specified
as intermediate reasoning steps. The resulting contract, available in the companion
GitHub repository 9, is compilable and implements a substantially larger number
of required patterns than any one-shot Mistral contract for the same agreement.
Specifically, the Token pattern is realized through USDT integration via the ERC-20
interface; the Authorization pattern is implemented through role-specific modifiers
(onlyMortgagor, onlyMortgagee, validUSDTAllowance); the Time Constraint and
Helper patterns are correctly instantiated; and the Termination pattern is partially
implemented. Patterns absent from all one-shot contracts, including Token and Time
Constraint, are present in the CoT-generated contract, representing a categorical
improvement.

CoT prompting has demonstrated effectiveness in software engineering tasks in
a more general way [108–110], and the present result suggests that this holds for
smart contract generation even in the absence of a large corpus of legal-to-Solidity
examples.

9https://github.com/BChain4all/pipeline/tree/main/Chain-of-Thought-Results

https://github.com/BChain4all/pipeline/blob/main/test_contracts_txt/mortgage_note_template.txt
https://github.com/BChain4all/pipeline/blob/main/test_contracts_txt/mortgage_note_template.txt
https://github.com/BChain4all/pipeline/tree/main/Chain-of-Thought-Results
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6.5 Discussion

6.5.1 Structural Limits of the LLM-Based Approach

The results of this chapter, taken together with the findings of Chapters 4 and 5, allow
several structural conclusions to be drawn about the current state of smart contract
generation based on LLMs.

First, achieving syntactic correctness, that is, producing compilable Solidity
code, has become feasible for state-of-the-art models acting on simpler agreements.
Claude and GPT-4-Turbo achieve compilability rates approaching 90% across the
entire dataset. However, compilability is a necessary but not sufficient condition for
contract quality. Manual evaluation consistently reveals that compilable contracts
can be functionally incomplete, logically incorrect, and financially hazardous to
deploy.

Second, translating complex legal semantics into executable contract logic re-
mains a fundamental unsolved problem. The non-linear degradation observed across
agreement types is not simply a scaling issue that can be resolved by using longer
context windows or more powerful models. It reflects the fact that legal language is
inherently ambiguous and that deterministic smart contract execution is inherently
unforgiving of ambiguity. A legal clause that is deliberately vague to allow room
for negotiation cannot be faithfully translated into a deterministic function that runs
without human intervention.

Third, the prevalence of high-impact security vulnerabilities across all generated
contracts, including those from the highest-performing models, indicates that the
training data bias problem is substantial. LLMs trained on publicly available Solidity
code inherit the security patterns of that code, which contain a documented high
proportion of vulnerable contracts [17]. Without specialized fine-tuning on audited,
vulnerability-free code, this bias is unlikely to be corrected by general capability
improvements.

6.5.2 Automation Bias and the Necessity of Human Oversight

A specific risk that the results of this chapter foreground is automation bias [111]: the
tendency of users to uncritically accept the output of automated systems, particularly
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when that output appears technically competent. A smart contract that compiles suc-
cessfully, passes a Slither analysis without high-severity warnings, and implements
recognizable Solidity patterns is likely to be accepted as correct by a non-expert user,
even if it locks all deposited funds permanently, omits the late-fee logic specified
in the agreement, or handles all monetary values in Ether rather than the agreed
currency. The more impressive a model’s performance on simple contracts, the
greater the risk that users will extend unwarranted trust to its handling of complex
agreements.

Choi et al. [112] have shown that even domain experts can be anchored to and
biased by LLM output when reviewing generated content. Effective mitigation there-
fore requires more than the provision of expert review: it requires explicit uncertainty
indicators, mandatory human review protocols, and structured education about the
specific failure modes of LLM-to-Solidity translation. A promising architectural
direction, discussed by Napoli et al. [1], is the combination of LLM generation
with template-based verification: the LLM populates function-level logic within a
pre-audited structural skeleton, limiting its potential for introducing both logical
errors and security vulnerabilities.

6.6 Conclusions

This chapter presented a comprehensive multi-model, multi-agreement evaluation
of LLM-based smart contract generation from legal texts. The study evaluated
four frontier commercial models in five legal agreements using a structured pattern-
based evaluation framework combining automated static analysis and expert manual
inspection.

The main findings are as follows. A clear performance hierarchy exists among
current frontier models, with Claude and GPT-4-Turbo consistently outperforming
Gemini and Mistral on all metrics. Performance degrades non-linearly with agree-
ment complexity, with even the best-performing models showing substantial failures
on Mortgage and Property Sale agreements. High-impact security vulnerabilities are
present in the output of all evaluated models, including the best-performing ones,
and their prevalence is correlated with compilability rather than with any intrinsic
property of model quality. Prompt engineering can improve results meaningfully,
with later-generation prompts targeting expert audiences that yield higher pattern
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scores, but no prompt design tested was sufficient to overcome the fundamental
difficulty of complex legal-to-code translation. CoT prompting shows considerable
promise and produces qualitatively stronger contracts even from the weakest model
on the most difficult agreement.

Together with the findings of Chapters 4 and 5, these results establish that
current LLMs are not yet suitable for unsupervised smart contract generation from
legal agreements of real-world complexity. They can serve as useful tools within
a supervised workflow that includes mandatory expert review, structured security
auditing, and careful prompt design. The path toward reliable automated generation
likely requires a combination of specialized fine-tuning on verified contract corpora,
hybrid template-LLM architectures, and multi-step generation pipelines that include
automated validation with model refinement.



Chapter 7

Smart Contract Visualization:
Solutions and Challenges

7.1 Introduction

The preceding chapters examined the extent to which Large Language Models can
assist practitioners in generating and correcting smart contract source code. A
complementary and equally pressing challenge concerns the comprehension of that
code once it exists: how can the logic, state, and interactions of a smart contract be
rendered intelligible to people who are not fluent in Solidity? This chapter addresses
this question through a systematic mapping study of the visualization literature,
charting the full landscape of formalisms, tools, and methodologies that researchers
have proposed to make smart contracts easier to understand, develop, and reason
about.

The motivation for this investigation is well-grounded in the literature. As
established in Sections 2.2.5 and 2.2.4, the structural barriers to smart contract
development are not purely linguistic: even developers who can write syntactically
correct Solidity frequently lack the mental models needed to anticipate how their
contracts will behave at runtime, who holds which permissions, and how state
transitions relate to the obligations specified in the underlying legal agreement.
Visual representations of software systems have a long history of addressing precisely
this kind of cognitive gap. Block-based environments such as Scratch and Blockly
have been shown to reduce cognitive load in programming education [113], while
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standard notations such as the Unified Modelling Language (UML) and Business
Process Model and Notation (BPMN) are deployed routinely in professional software
engineering to communicate system architecture and business process logic across
disciplinary boundaries.

However, the application of these established formalisms to smart contracts
is not straightforward. Smart contracts possess properties that distinguish them
sharply from conventional software: their immutability, their on-chain state, the
economic significance of their execution, and the need to model interactions between
mutually distrusting parties without a trusted intermediary. These properties motivate
adaptations of existing notations and, in some cases, the design of entirely new visual
languages. Understanding what has been attempted, what has proven effective and
where significant gaps remain constitutes a prerequisite for any principled effort to
build better tools. The present chapter provides that understanding.

This study makes the following contributions. It presents a systematic mapping of
40 peer-reviewed works published between 2018 and 2025 that propose visual repre-
sentations of smart contracts. It classifies these works according to visual formalism
employed, visualization category (structure, behavior, or evolution), accessibility
requirements, use case domain, and the presence of user experience evaluation. It
identifies temporal trends in the adoption of different approaches and characterizes
the gaps that future research must address.

The chapter is organized as follows. Section 7.2 provides the conceptual back-
ground on software visualization and smart contract programming languages. Section
7.3 describes the systematic search protocol and the inclusion criteria. Section 7.4
surveys the three main families of visualization approaches identified in the corpus.
Section 7.5 presents the quantitative and qualitative analysis of the findings. Section
7.6 discusses the implications of these findings and the open problems they expose.
Section 7.7 concludes and identifies directions for future research.



7.2 Background 89

7.2 Background

7.2.1 Software Visualization

Software visualization encompasses techniques that render programs, their execution
traces, or their evolutionary histories in graphical form. Three canonical categories
are recognized in the literature: structure, evolution, and behavior [114, 115]. Struc-
ture visualization analyzes the static composition of a software artifact, covering
elements such as source code organization [116], library dependency graphs [117],
and control flow representations [118]. Evolution visualization tracks the history of
changes to illustrate how a system develops over time [119]. Behavior visualization
draws on runtime data, such as function call sequences [79], to support performance
analysis [120] and anomaly detection [121], frequently representing dynamic data as
time series [122].

Block-based visual programming environments occupy a distinct position within
the structure visualization tradition. By replacing textual syntax with draggable
interlocking blocks, they abstract away the mechanics of a specific programming
language and allow users to focus on algorithmic logic. Platforms such as Scratch and
Blockly have demonstrated measurable benefits in learning text-based programming
and developing computational thinking [113]. Research on cognitive load confirms
that block-based interfaces reduce the information that novice programmers must
process simultaneously, in part by eliminating the syntax-error channel entirely
[123]. Studies involving eye tracking and galvanic skin response measurements
found a lower cognitive load for university students performing simple tasks in visual
environments compared to text-based languages such as Python, while performance
on more complex tasks was maintained [124].

7.2.2 Smart Contract Programming Languages and Visualiza-
tion Targets

The smart contract ecosystem encompasses a heterogeneous set of programming
languages, each tied to a particular blockchain platform and execution model. The
Ethereum platform, described in Section 2.2.2, is based primarily on Solidity, a stati-
cally typed object-oriented language whose syntax resembles JavaScript and whose
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execution semantics are governed by the Ethereum Virtual Machine. Alongside
Solidity, the ecosystem includes Vyper (a Python-influenced language for Ethereum
emphasizing auditability), Rust (deployed on Solana and NEAR via stateless account-
based models), Move (embedded in Aptos, featuring linear types that prevent asset
duplication), and several other domain-specific languages such as Aiken for Cardano
and SmartPy for Tezos.

Despite this diversity, Solidity remains the main high-level contract language
for the blockchains that support the Ethereum Virtual Machine [125], and the liter-
ature surveyed in this chapter reflects that concentration: with few exceptions, the
approaches reviewed in Section 7.4 adopt Solidity as their target representation. This
is partly attributable to the size and historical primacy of the Ethereum ecosystem
and partly to the relative maturity of Solidity’s tooling, which provides static analysis
interfaces with which visualization frameworks can integrate. The analysis carried
out in this chapter reflects this distribution: almost all of the reviewed works target
Solidity-based contracts, either by generating Solidity from a visual model or by
visualizing the structure and behavior of existing Solidity code.

7.3 Research Methodology

The study adopts a systematic mapping approach. An initial search was per-
formed on the SCOPUS database, which aggregates major scientific repositories
including the ACM Digital Library, IEEE Xplore, Elsevier, Wiley, and Springer.
The primary search string combined the term smart contract with terms re-
lated to visual representation: (“smart contract”) AND ((“visualization”
OR “representation”) OR (“visual” AND “abstraction”) OR (“visual”
AND “representation”) OR (“visual” AND “programming”)). This query
returned 421 candidate papers, which were screened first by title and then by abstract
against the following inclusion criteria.

A paper was included if it was (i) written in English, (ii) available in full text,
and (iii) offered a clear visual representation of smart contracts in at least one
of the following respects: the static structure of the source code, the business
interactions between contracting parties, or the evolution of the contract’s transition
states. Papers that employed graph neural network techniques or merely presented
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empirical findings in graphical form, without offering a visual programming or
modeling tool for smart contracts, were excluded.

A supplementary search using the string “smart contract” AND (“no-code”
OR “low-code” OR “bpmn” OR “mda” OR “uml”) retrieved 119 additional pa-
pers, and a secondary snowball pass through the citations of selected works was
conducted. After eliminating duplicate data, 40 papers were retained for analysis.
Table 7.1 summarizes all selected works with their year, visual approach, visual-
ization category, online availability, use case, accessibility requirement level, and
whether the work reported formal UX testing.

7.4 Smart Contract Visualization Approaches

The 40 selected papers can be grouped into three broad families according to the pri-
mary visualization mechanism used: block-based visual programming, model-driven
approaches (predominantly BPMN and UML), and custom or domain-specific visu-
alizations. The following subsections survey each family, with particular attention
to design choices, representational goals, and degrees of public availability of the
proposed tools.

7.4.1 Block-Based Visual Programming

Block-based environments adapt the paradigm pioneered by Scratch and Blockly to
the smart contract domain, replacing Solidity syntax with draggable block primitives
that assemble into executable contract logic. Weingärtner et al. [127] introduced
an early modular Blockly framework in which contract elements are classified
into types, delivery options, and contractual options, targeting industrial machinery
agreements. Guida and Daniel [62] developed SolidityEditor with more than seventy
custom blocks mapping to Solidity constructs, making the environment one of the
most expressive Blockly-based tools evaluated. Mao et al. [102] took a generative
approach, combining Blockly with neural code generation to produce function
templates encapsulated in visual blocks, demonstrating early integration of machine
learning with block-based tools . Merlec et al. [138] presented SmartBuilder,
which organizes blocks into functional domains and augments the interface with
natural language summaries intended to reduce the learning burden for non-technical
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users. Trestioreanu et al. [59] targeted the XRP Ledger rather than Ethereum,
delivering an end-to-end Blockly2Hooks pipeline from visual programming to on-
chain deployment. Gomez et al. [152] introduced SmaCly with pre-defined ERC-
standard templates and semantic compatibility checks, while Tsai et al. [151]
designed an educational Blockly extension specifically for K-12 students learning
blockchain concepts through NFT metadata upload scenarios.

A parallel line of UML-based approaches targets the structural and behavioral
modeling of smart contracts rather than their direct construction. Marchesi et al.
[128] extended UML diagrams with specialized stereotypes for Solidity constructs
and enriched sequence diagrams with blockchain-specific annotations. Garamvol-
gyi et al. [129] used UML state charts to model cyber-physical systems in which
physical devices interact with their on-chain representations, capturing both the
evolution of device states and the associated contractual logic. Pierro [134] devel-
oped Smart-Graph, an augmented class diagram generator that includes specific
Solidity constructs absent from the standard UML specification. Heckel et al. [141]
constructed a visualization framework based on UML-inspired class diagrams en-
riched with domain-specific stereotypes for DAML templates. Jurgelaitis et al. [100]
proposed MDAsmartSC, a complete model-driven architecture lifecycle framework
built on UML extensions for certificate issuance scenarios. Ghaffari Saadat [131]
contributed a unique symbolic approach using attributed graph grammars to represent
smart contracts through typed graphs with color-coded transformation rules.

Across both block-based and UML traditions, a consistent design objective is to
abstract programming complexity while preserving the semantic richness required
for meaningful contract logic. Block-based systems prioritize executable code
generation and practical construction, whereas UML-based frameworks emphasize
architectural communication and behavioral documentation.

7.4.2 Model-Driven visualization with BPMN

BPMN has consolidated its position as the dominant visual formalism for model-
driven smart contract development. Its appeal lies in a combination of factors:
standardization by the Object Management Group, widespread familiarity in business
process management communities, native support for multi-party collaboration
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through pool and lane constructs, and the availability of mature tooling in both
open-source and commercial ecosystems.

Several research groups have used BPMN choreography diagrams specifically to
model the distributed, peer-to-peer nature of blockchain interactions. López-Pintado
et al. [130] introduced Caterpillar, which uses single-pool BPMN models in which
stakeholders appear as lanes, replacing message-based coordination with sequence
flows to represent blockchain as a unified coordination mechanism. Shen et al. [155]
deployed BPMN choreography diagrams with participant bands that distinguish
message initiators from recipients, targeting multi-party collaborative processes.
Samanipour et al. [158] selected choreography diagrams for their MDAPW3 frame-
work precisely because they represent peer-to-peer interactions without implying a
central orchestrator.

Security and adaptability have motivated the development of specialized BPMN
extensions. Kopke et al. [101] augmented BPMN with blockchain-specific annota-
tions, including symbols for enforceable obligations and execution markers on-chain,
and validated the resulting notation with 42 participants in four real-world scenarios.
Corradini et al. [146] developed FlexChain, a BPMN choreography framework
designed to navigate the tension between the immutability of deployed contracts and
the need for business process flexibility.

The transformation from BPMN models to deployable Solidity code constitutes
a major sub-theme. El Abidi et al. [154, 156] developed systematic translation
pipelines from BPMN elements to Solidity constructs via ranking processes and
meta-model integration. Jin et al. [153] introduced a two-step transformation that
passes through Prolog for formal validation before generating smart contracts in
Go-language. Gao et al. [159] presented BPMN-LLM, coupling BPMN diagrams
with a large language model to perform the translation, where the workflow lanes
denote parties and gateway types encode conditional logic. An integration with block-
based tooling was proposed by Shen et al. [147], who combined customized BPMN
modeling with Google Blockly’s visual programming interface, using specialized
the workflow lane to distinguish participant actions from smart contract operations.

Alternative model-driven approaches include Meng et al.’s EFSMSolid frame-
work [137], which represents contractual phases and transitions through Extended
Finite State Machines, and the YAWL-based system of Ye and König [61], which
exploits YAWL’s formal semantics while remaining interpretable to construction-
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domain professionals. Ye et al. [149] subsequently developed a three-tier visual
framework that maps BPMN tasks to smart contract functions and annotates them
with color-coded execution state indicators. Industry-oriented contributions include
EDALoCo [143], which extends Node-RED with blockchain-oriented node types,
and the work of Bodorik et al. [145], which transforms BPMN models through an
intermediate event-hierarchical state machine representation to identify patterns for
side chain deployment.

7.4.3 Custom and Domain-Specific visualization Approaches

A third group of works develops custom visual languages or novel interaction
paradigms specifically designed for smart contract comprehension, security analysis,
or domain expert communication, without anchoring to a standard notation.

Bragagnolo et al. [126] created SmartInspect, which uses a mirror-based reflec-
tion mechanism to visualize the state of a live contract through hierarchical tree
structures, allowing inspection without contract redeployment. Tan et al. [132]
introduced LATTE, an action-graph interface with semantic parsing capabilities that
represents contract elements as interconnected nodes. Hdhili et al. [140] employed
flow-based programming to render smart contracts as directed graphs of modular
processing boxes, reporting improved comprehension among non-expert participants
in a study involving 58 students. Bistarelli et al. [142] constructed a domain-specific
language for supply chain contracts in which assets, operations, containers, and roles
are mapped to standardized graphical components. Curty and Fill [157] proposed
SmartCML, which uses decorated circles to represent actions and encodes read/write
relationships to the contract state through explicit directional links.

For formal modeling audiences, Purnell and Schwitter [139] developed a Smart
Document Editor with Answer Set Programming semantics, using color-coded bars
and distinctive icons to denote logical constructs. Eshghie et al. [144] used Dynamic
Condition Response (DCR) graphs with stylistically differentiated arrows to represent
event relationships and constraints. Qin et al. [148] used networks of timed automata
to capture temporal obligations and deadline constraints in contracts drawn from
various domains, including academic regulations and technology licensing.

Several works combine multiple visual techniques within a single tool. Skotnica
et al. [133] proposed a meta-model that decomposes contract logic into interrelated
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diagrams that include a contract action model executed through Google Blockly;
their subsequent DasContract system [136] integrates data models, process models,
and form models to generate deployable Solidity code. Wen et al. [150] developed
PonziLens, a hierarchical visualization system that transforms Solidity bytecode into
semantic action sequences represented through color-coded charts, parallel sequence
views, and node-link diagrams, specifically designed for Ponzi scheme detection in a
user study involving 12 analysts.

7.5 Analysis and Findings

The analysis of the selected papers summarized in Table 7.1 is reported below.

7.5.1 Distribution of Visual Approaches

BPMN represents 35% of the selected works (14 papers) as can be seen in Figure
7.1a, making it by a clear margin the most frequently adopted visual formalism. UML
follows with 20% (8 papers), while Blockly-based approaches represent 17.5% (7
papers). The remaining 27.5% is distributed across custom notations including DCR
graphs, Answer Set Programming, timed automata networks, EFSM models, domain-
specific languages, Node-RED, control flow graphs and ADOxx. The dominance
of BPMN in the most recent years of the corpus, where 11 of the 14 BPMN papers
were published between 2023 and 2025, contrasts with an earlier period in which
UML and Blockly were the approaches of choice.

7.5.2 Temporal Evolution

The field exhibits a clear three-phase trajectory. Between 2018 and 2020, UML
and Blockly dominated publications, as depicted in Figure 7.1b, both of which are
based on notations already familiar to software developers and educators. This
initial phase established the foundational vocabulary for smart contract visualization,
demonstrating that general-purpose formalisms could be adapted to blockchain
contexts.
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(a) Distribution of Visual Approaches (b) Papers by Year and Visual Approach

(c) Distribution of Visualization Categories (d) Papers by Year and Visualization Category

(e) Distribution of Accessibility Requirements (f) Cumulative Papers by Year

Fig. 7.1 Comprehensive visualization of research trends: (a) illustrates the distribution
of visual approaches with BPMN (35%) being most prevalent; (b) displays visualization
categories with behavior (52.5%) as the dominant focus; (c) shows accessibility requirements
distribution across basic (40%), intermediate (32.5%), and advanced (27.5%) categories; (d)
presents the cumulative growth of papers from 2018 to 2025; (e) details the yearly breakdown
of papers by visual approach type; and (f) presents the distribution of visualization categories
over time, showing an increasing focus on behavior visualization in recent years.
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The period from 2021 to 2022 is characterized by methodological diversification.
Researchers began experimenting with specialized representations, including EFSMs,
DCR graphs, and fully custom flow-based tools, motivated by growing appreciation
of the specific challenges that smart contract semantics pose for standard notations.
No single formalism achieved dominance during this period, reflecting a genuine
uncertainty about the most appropriate representational framework.

From 2023 onward, BPMN has emerged as the de facto standard for model-driven
smart contract visualization. This convergence has several plausible explanations:
BPMN’s established footprint in enterprise software and its native support for multi-
party interaction modeling align well with the business process automation use cases
that motivate many blockchain deployments. Its normalization also facilitates inter-
operability between academic research tools and industry practice, a consideration
that becomes increasingly important as the field matures toward production adoption.
The cumulative publication count increased from 4 papers in 2018 to 40 papers
by 2025 as shown in Figure 7.1f, with the steepest acceleration visible after 2021,
reflecting the broader expansion of blockchain research activity during this period.

7.5.3 Visualization Category Analysis

The three visualization categories defined in Section 7.2.1 are represented in the
corpus with substantially different frequencies. Behavior visualization accounts for
52.5% of papers (21 studies), structure visualization for 37.5% (15 studies), and
evolution visualization for only 10% (4 studies) as shown in Figure 7.1c.

The temporal distribution within these categories reveals a disciplinary pro-
gression, as can be seen in Figure 7.1d. Early research focused predominantly on
structural representation: of the 15 structure-focused studies, 11 were published
between 2018 and 2021. This reflects the natural priority of establishing what smart
contracts are before trying to represent how they behave. From 2022 onward, the
field shifted its center of gravity toward behavioral visualization, with 16 of the 21
behavior-focused papers appearing in this latter period. This transition aligns with
the growing use of blockchain for multi-party business process automation, in which
the execution semantics and inter-party interaction patterns are of primary practical
interest.
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The scarcity of evolution-focused visualizations is notable. With only four studies
(10%) that address how contracts change over time, there is a significant gap relative
to the importance of this dimension in practice. As upgradeability patterns, proxy
contracts, and multi-version deployments become more common, tools that visualize
the evolution of contract logic and state across deployment versions will become
increasingly necessary.

7.5.4 Accessibility Requirements and UX Evaluation

As can be seen in Figure 7.1e, the distribution of accessibility requirements across
the corpus is broadly even: 40% of the studies (16 papers) target users with ba-
sic technical expertise, 32.5% (13 papers) address intermediate users, and 27.5%
(11 papers) are designed for advanced practitioners. Block-based visualizations
predominantly occupy the basic accessibility tier, consistent with their educational
orientation and the prior evidence that such interfaces lower the barrier to entry for
novice programmers. BPMN-based approaches tend toward intermediate and ad-
vanced levels, reflecting their use in complex business process automation scenarios
requiring familiarity with the notation.

The most consequential finding of the analysis concerns the validation of the
user experience. Only 8 of the 40 papers (20%) report formal UX testing. Among
these, most involved small samples: 6 participants in Vieira and Vilain [135], 7 in
Samanipour et al. [158], 9 in Ye et al. [149], 12 in Wen et al. [150], and 17 in
Tsai et al. [151], while Gomez et al. [152] report an evaluation without stating the
number of participants. The two studies with larger samples, Hdhili et al. [140]
with 58 participants and Kopke et al. [101] with 42, remain the exceptions. This
systematic underinvestment in user-centered evaluation suggests that smart contract
visualization remains largely in a phase of technical exploration, with insufficient
attention devoted to whether the proposed tools deliver measurable comprehension
benefits to their intended users. A positive signal is that 6 of the 8 UX-evaluated
studies were published between 2023 and 2025, indicating a growing awareness of
the need to close the loop between tool design and empirical usability evidence.
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7.5.5 Use Case Diversity

The 40 selected papers apply smart contract visualization to a remarkably diverse set
of domains. Financial services scenarios, including voting systems, auctions, lending
platforms, and insurance claims, are the most common category. Supply chain
management, real estate transactions, and healthcare process automation are also
well-represented. Education, document certification, and general business workflows
appear in multiple studies. This breadth of application domains underscores two
conclusions: first, that the demand for accessible smart contract tooling is genuinely
cross-sectoral; and second, that no single visualization approach has yet demonstrated
sufficient generality to serve all domains equally well. Several high-expressivity
notations, such as networks of timed automata, are sufficiently powerful to represent
complex temporal obligations but impose significant expert knowledge requirements,
while block-based environments accessible to novices cannot easily represent the
conditionality present in, for example, a mortgage contract.

7.6 Discussion

The mapping study reveals a field that has matured considerably in the breadth and
sophistication of its visual proposals, but remains immature in its commitment to
rigorous usability evaluation. The convergence of recent work around BPMN is
encouraging from the perspective of interoperability and industrial adoption, but it
should not be taken to indicate that the problem of smart contract visualization is
solved. BPMN’s dominance is strongest in the behavioral category and in scenarios
involving multi-party collaboration; it has limited traction in the structural and evolu-
tion categories, where the internal composition of contract code and its versioned
history must be represented. Filling these gaps may require adaptations of BPMN
itself or the development of complementary notation that integrates with it.

The low prevalence of UX testing is the most actionable finding of this analysis.
Visual tools for smart contract development are only as valuable as the compre-
hension gains they deliver to real users. The existing evidence base, drawn largely
from studies with fewer than 20 participants and often without control conditions,
is insufficient to establish which representational choices translate into genuine im-
provements in comprehension speed, error detection rate, or development accuracy.
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Rigorous user studies, grounded in validated instruments such as the NASA Task
Load Index or the System Usability Scale, and applying appropriate statistical power
calculations are needed before any visualization approach can be confidently rec-
ommended for practitioner adoption. The contrast between the 20% UX evaluation
rate observed here and the evaluation practice in adjacent fields such as software
engineering education is striking and points to an urgent research priority.

The low representation of the evolution category is a further open problem. The
production blockchain environment increasingly features complex proxy-based up-
gradeability patterns, multi-version contract families, and the need to audit historical
state transitions for regulatory compliance. None of the reviewed visualization tools
addresses these needs in a satisfactory way. The development of visual formalisms
capable of representing contract lifecycles across multiple deployed versions, in-
cluding the provenance of state changes and the mapping between successive code
versions and their on-chain effects, constitutes a largely unoccupied research niche.

7.7 Conclusions

This chapter has presented a systematic mapping of 40 peer-reviewed works on
smart contract visualization published between 2018 and 2025. The analysis reveals
a clear evolutionary trajectory: the field progressed from early structure-focused
work employing UML and Blockly, through a diversification phase in which custom
and specialized notation proliferated, to a recent consolidation around BPMN as
the preferred formalism for model-driven smart contract development. Behavioral
visualizations have come to predominate over structural ones, reflecting the shift of
blockchain applications toward multi-party process automation.

Three main gaps were identified. First, evolution-focused visualizations remain
underrepresented despite the practical importance of contract upgradeability and
state history in production deployments. Second, formal UX evaluation is absent in
80% of the reviewed works, leaving the actual comprehension benefits of proposed
tools largely unvalidated. Third, no existing approach offers a unified visual language
capable of addressing structural, behavioral, and evolutionary dimensions within a
single coherent framework.
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These gaps motivate the design and evaluation of the smart contract comprehen-
sion tool presented in Chapter 8, which integrates UML-based visualization with
automated security analysis and an AI-powered annotation assistant, and subjects
the resulting system to a controlled user study using the NASA Task Load Index.



Chapter 8

Making Smart Contracts Easier to
Understand

8.1 Introduction

The preceding chapter surveyed the landscape of smart contract visualization and
identified three consequential gaps: the near-absence of evolution-focused for-
malisms, the systematic underinvestment in formal usability evaluation, and the
lack of any unified tool that combines structural visualization with automated secu-
rity analysis and intelligent annotation. This chapter addresses the latter two gaps
directly by presenting the design, implementation, and empirical user evaluation of
a smart contract comprehension tool that integrates all three capabilities within a
single open-source application.

The motivation for this work is grounded in the structural inequity identified
throughout this thesis. Smart contracts, once deployed to the Ethereum blockchain,
are immutable: vulnerabilities that survive the development phase cannot be patched
in place, yet the process of auditing and understanding a contract’s code requires
a level of Solidity expertise that the majority of intended users—lawyers, small-
business operators, and developers entering the blockchain space—do not possess.
The previous work surveyed in Chapter 7 demonstrated that visualization tools
targeting novice users rarely integrated security analysis capabilities, while tools that
included security auditing were oriented toward expert practitioners and provided
no mechanisms for AI-assisted comprehension. The present contribution closes this
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gap by coupling a UML-based graphical interface with a Slither-powered security
auditor [19] and an OpenAI-powered AI assistant.

The tool is built as a serverless microservice application implemented in Golang
and Flutter. Its architecture decomposes the core concerns of parsing, auditing,
version tracking, and AI annotation into four independent microservices, coordinated
by a Backend-For-Frontend (BFF) layer. User interaction is mediated through
a multi-page Flutter application available as both desktop and web software. The
system was empirically evaluated against Remix IDE, the de facto standard integrated
development environment for smart contract analysis, through a controlled within-
subjects user study involving 36 volunteers, using the NASA Task Load Index
(NASA-TLX) as a validated instrument for workload measurement [42].

The chapter is organized as follows. Section 8.2 presents the related work on
low-code and no-code smart contract tools. Section 8.3 describes the architecture
and implementation of its four microservices. Section 8.4 describes the client-side
user interface and the visualization approach. Section 8.5 presents the experimental
protocol and participant characteristics. Section 8.6 reports and interprets the NASA-
TLX results. Section 8.7 concludes with a discussion of limitations and future
directions.

8.2 Related Work

Since smart contracts have become widespread, researchers and practitioners have
sought to reduce the technical barrier to their development and understanding. The
resulting body of work can be organized along two principal axes: the visual formal-
ism employed and the target audience addressed. Table 8.1 summarizes the most
representative tools identified in the literature.

Low-code construction tools constitute the largest family, within which block-
based environments are the dominant sub-group. Curty et al. [157] introduce
SmartCML, a domain-specific visual modeling language for Ethereum-compatible
smart contracts that generates fully functional Solidity code with type checking; it
improves stakeholder communication but does not address security vulnerabilities.
Gomez et al. [152] propose SmaCly, a web application that uses Blockly-based
visual programming to generate Solidity code, primarily aimed at learners entering
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Tool Formalism LLM Security Audience
SmartCML [157] Graphical DSL – – Novice
SmaCly [152] Block-based – – Novice
BPMN tool [147] BPMN – ✓ Novice
Blockly2Hook [59] Block-based – – Novice
EDALoCo [143] Flow-based – – Novice
Smart-Graph [134] UML-based – – Expert
SmartBuilder [138] Block-based – – Novice
LATTE [132] Action graph – – Novice
Kobusinska [52] Block-based – – Novice
Petrovic [97] LLM ✓ – Intermediate
Proposed tool UML ✓ ✓ Novice

Table 8.1 Representative low-code and no-code tools for smart contract development and
analysis. The Formalism column groups the tools more coarsely than the systematic mapping
study of Chapter 7: each label generalises the finer visual-approach classification recorded in
Table 7.1, which remains the reference classification for the works surveyed there.

blockchain programming; evaluations conducted in a postgraduate course showed
positive perceptions of usability, although students reported difficulty with variable
declaration and initialization. Merlec et al. [138] present SmartBuilder, a Blockly-
based tool targeting Hyperledger Fabric that maps visual blocks to Go source code
and provides natural-language summaries. Tan et al. [132] describe LATTE, which
departs from the block paradigm: contract elements are manipulated directly as the
interconnected nodes of an action graph, and the tool interactively reports the gas
cost of each visual action performed during construction. It generates optimized
Solidity, but lacks support for advanced language features and does not integrate
any security analysis. Kobusinska and Wilczynski [52] develop a Blockly-powered
service that incorporates built-in validation mechanisms to prevent syntactically
invalid block connections, offering some mitigation of development errors at the cost
of reduced flexibility for expert users. Rosa-Bilbao et al. [143] present EDALoCo,
a low-code event-driven platform built on the flow-based Node-RED environment,
which integrates blockchain within a three-layer IoT architecture, demonstrated on a
vaccine temperature monitoring use case.

UML-based approaches occupy a smaller but distinct niche. Pierro [134] pro-
poses Smart-Graph, a web tool that generates augmented UML class diagrams of
Ethereum smart contracts, extending standard UML with Solidity-specific constructs
such as function modifiers and fallback functions; however, the tool targets experi-
enced developers and provides no security auditing or AI-assisted annotation. Shen
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et al. [147] combine BPMN with a Blockly-based code generator for multi-party
scenarios and integrate Slither for security auditing, but the mapping between the
BPMN model and the generated code blocks requires manual intervention when
clauses exceed the system’s translation capabilities.

LLM-augmented tools form an emerging and still sparse category. Petrovic and
Al-Azzoni [97] demonstrate a workflow in which a domain-specific language descrip-
tion (iContractML 2.0) is submitted to ChatGPT for Solidity generation, reporting
two case studies at a high level without formal security verification. Trestioreanu et al.
[59] present Blockly2Hook, a visual programming environment for the XRP ledger
that leverages Blockly to reduce the entry barrier for non-experts, with potential
extension to Ethereum; the block-based abstraction limits flexibility for advanced
users.

Together, this prior work reveals the gap addressed by the present tool. As shown
in Table 8.1, no existing tool offers simultaneously UML-based visualization, LLM-
powered annotation, and integrated security auditing for a novice target audience.
The present contribution fills this position in the design space and subjects the
resulting system to a controlled workload study, a validation step absent from nearly
all of the related tools.

8.3 System Architecture

The tool adopts a microservice architecture implemented in Golang and Flutter,
chosen for its modularity, fault tolerance, and ease of horizontal scaling. The
architecture comprises four core microservices, Codec, Auditor, Database, and AI
Assistant, coordinated by a Backend-for-Frontend layer that exposes a REST API to
the client application. Figure 8.1 illustrates the full system.

8.3.1 Codec Microservice

The Codec microservice is responsible for transforming Solidity source code into a
structured JSON representation and, conversely, for regenerating valid Solidity from
a modified JSON structure. The transformation is implemented through a custom
Golang library built on the ANTLR parser generator framework. The resulting
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Fig. 8.1 System architecture of the smart contract comprehension tool. The four microservices
(Codec, Auditor, Database, AI Assistant) are coordinated by a Backend-for-Frontend layer.

JSON encodes the full hierarchy of smart contract components, such as contracts,
state variables, functions, modifiers, events, constructors, and their respective bodies
and signatures, in a form that can be consumed by the visualization layer and the
AI Assistant. The bidirectional nature of the codec is essential for the editing
workflow: users can modify individual component bodies through the graphical
interface, and the updated JSON is re-encoded into syntactically valid Solidity before
being forwarded to the Auditor.

8.3.2 Auditor Microservice

The Auditor microservice wraps Slither [19], the static analysis framework de-
scribed in Section 2.2.4, to provide automated vulnerability detection. As established
in previous chapters, Slither operates by converting Solidity source code into the
SlithIR intermediate representation and applying a library of detectors corresponding
to known vulnerability patterns, producing findings classified by severity as high,
medium, or low. The Auditor receives Solidity source code from the BFF, invokes
Slither, parses the resulting vulnerability report, and returns structured findings to
the client. This design decouples the analysis engine from the presentation layer, per-
mitting future substitution of alternative analyzers or the addition of supplementary
tools alongside Slither.
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8.3.3 Database Microservice

A lightweight Database microservice provides version control functionality, record-
ing successive user modifications to the smart contract as distinct revisions. This
component gives users the ability to compare the original imported contract with
edited versions and to revert modifications incrementally, supporting an iterative
review workflow without requiring external version control tooling. The service
exposes a minimal REST interface and persists revisions in a structured format
compatible with the Codec’s JSON schema.

8.3.4 AI Assistant Microservice

The AI Assistant microservice leverages OpenAI’s gpt-3.5-turbo model to au-
tomate three annotation tasks: generating natural-language descriptions of individ-
ual smart contract components, establishing and labeling functional relationships
between components, and identifying potential improvements to function imple-
mentations. The assistant receives the structured JSON produced by the Codec and
enriches each component with contextual annotations using the model’s function-
calling capability, which ensures that responses are returned in the structured format
expected by the visualization layer. The primary purpose of this microservice is to
render the abstract representation of the contract interpretable to users without Solid-
ity expertise, bridging the gap between code-level constructs and their real-world
semantics.

8.4 User Interface and Visualization

The client application is developed in Flutter, and it supports both desktop and web
deployment. It is organized into three pages: a welcome page for contract upload
and analysis summary, a contract page for side-by-side code and AI-generated
description, and a settings page for configuration. Figures 8.2, 8.3, and 8.4 illustrate
the three primary interaction surfaces.

On the welcome page, the user uploads a Solidity source file via a REST call to
the BFF. The returned JSON is parsed into entities, such as vulnerabilities and the
contract component hierarchy, presented through a tab-based interface. Vulnerability
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Fig. 8.2 The welcome page showing the smart contract analysis overview, with vulnerability
findings grouped by severity and a tab-based navigation of contract components.

findings are grouped by severity level, giving users an immediate risk overview
without requiring familiarity with Slither’s command-line output format.

The contract page presents the original Solidity source code along with the
AI-generated natural-language descriptions produced by the AI Assistant. This
side-by-side layout enables users who are unfamiliar with Solidity syntax to correlate
specific code segments with their functional purpose. Contracts embedded within
the same source file are accessible via distinct tabs, preserving navigational clarity
in multi-contract files.

The central visualization is a custom Flutter widget that renders smart contract
components as UML-inspired cards arranged on an interactive grid. Each card
represents a contract element, such as a function, modifier, state variable, event, or
constructor, and displays the AI-generated annotation alongside a compact represen-
tation of the component’s signature. The connection lines between the cards convey
parental and functional relationships, dynamically updated as the user repositions
elements within the grid. Selecting a card opens a side panel that displays the full
component body (i.e., the raw Solidity code) together with its metadata, and allows
inline editing of the body without requiring direct interaction with the source text.
This editing mechanism is deliberately constrained to the component level, reducing
the risk of inadvertent structural corruption while enabling targeted modifications.
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Fig. 8.3 The contract page displaying source code alongside AI-generated natural-language
descriptions of functions, enabling users to correlate code segments with their real-world
purpose.

Fig. 8.4 The interactive UML-based grid view of smart contract components, with connection
lines representing functional and parental relationships and a side panel providing component-
level details and inline editing.
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The grid layout addresses the challenge of information density identified in the
Smart-Graph evaluation [134], where complex contracts produced visually crowded
diagrams; by distributing components across a navigable spatial canvas rather than a
static diagram, the widget preserves detail without sacrificing legibility.

8.5 Experimental Evaluation

8.5.1 Study Design

The evaluation used a within-subjects crossover design in which each participant
performed a set of smart contract analysis tasks using either the proposed tool
or Remix IDE, then switched to the other environment for a second set of tasks.
Participants were randomly assigned to one of two groups: Group A analyzed the
first set of contracts with the proposed tool and the second set with Remix IDE, while
Group B followed the reverse order. Assignment to groups is therefore between
subjects, but every participant is measured under both tools. This counterbalanced
design controls for contract difficulty and order effects, and because each participant
contributes one observation per tool, the resulting NASA-TLX scores form matched
pairs, which is the condition required by the Wilcoxon signed-rank analysis adopted
below.

Remix IDE was selected as the baseline for comparison because of its status
as the most widely adopted integrated environment for Ethereum smart contract
development, combining open-source accessibility, a rich plugin ecosystem, built-
in compilation and debugging capabilities, and broad adoption in both academic
research and industry practice. Its feature set represents the best conventional
alternative available for users without dedicated visualization tools.

The primary measurement instrument was the NASA Task Load Index (NASA-
TLX) [42], a multidimensional workload scale introduced by Hart and Staveland in
1988 that quantifies perceived workload in six dimensions: Mental Demand, Physical
Demand, Temporal Demand, Performance, Effort, and Frustration. Each dimension
is rated on a 100-point scale with 5-point increments. The instrument produces
both dimension-level scores and a weighted composite score, where the weights are
derived from 15 pairwise comparisons performed by each participant. NASA-TLX
has accumulated an extensive validation literature in domains spanning aviation,
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healthcare, software development, and human-computer interaction [42], making it
an appropriate choice for assessing the cognitive demands of smart contract analysis
tasks. The determination of the sample size followed the convention established for
Wilcoxon signed-rank analysis: a minimum of 35 subjects are required to achieve
a statistical power of 0.80 at an effect size of 0.5, leading to the recruitment of 36
participants.

A time limit of five minutes per task was established to ensure the compara-
bility of temporal demand measurements among participants and to prevent task-
completion variability from confounding workload scores.

8.5.2 Participants and Protocol

Thirty-six volunteers employed in IT-related companies participated in the study.
Participants reported a mean programming expertise of 3.0 on a five-point Likert
scale and a mean blockchain expertise of 2.0 on the same scale, confirming the
target profile of technically literate but blockchain-inexperienced users. All survey
responses and smart contract sets are publicly available in the project repository.1

The experimental protocol comprised three sequential phases. An introductory
session provided foundational knowledge about blockchain technology and smart
contracts, clarified the objectives of the evaluation, and explained the operation of
both tools. A training session then familiarized the participants with the proposed
tool and with Remix IDE through guided demonstrations. Finally, participants
independently performed the analysis tasks on the two sets of contracts, completing
the NASA-TLX survey immediately after each session. Three of the four tasks
required participants to identify specific properties of a contract (e.g., identifying the
access control policy on a given function or locating the vulnerability class reported
for a given line); the fourth required a light editing operation.

1https://github.com/GangemiLorenzo/MasterDegreeThesis

https://github.com/GangemiLorenzo/MasterDegreeThesis
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8.6 Results

8.6.1 Task Completion Time

Participants completed three of the four analysis tasks in less time using the proposed
tool than with Remix IDE. The fourth task, which required a more complex editing
operation, showed a marginal time advantage for Remix IDE, likely attributable
to the richer code-editing capabilities of a dedicated IDE relative to the tool’s
component-level inline editor. These timing differences, however, do not reach
statistical significance: the per-task comparisons yield p-values between 0.06 and
0.30, none below the conventional 0.05 threshold. This is expected from the structure
of the protocol, since any given contract was analysed with only one of the two tools
by each participant, so the task-time comparison is made between two groups of 18
rather than within participants and does not benefit from the pairing available to the
workload analysis. The timing results are therefore consistent with, but not on their
own confirmatory of, the hypothesis that the proposed tool accelerates information-
retrieval tasks through its structured visualization; the workload measurements
reported below carry the inferential weight of the evaluation.

8.6.2 NASA-TLX Workload Results

Figure 8.5 reports the raw scores, dimension weights, and composite workload scores
for both tools.

The composite NASA-TLX score was 52.66 for the proposed tool and 71.74 for
Remix IDE, a difference of approximately 19 points that represents a reduction of
27% in the overall perceived workload. This is a practically significant margin: prior
NASA-TLX studies in software engineering contexts typically classify differences
exceeding 10 points as meaningfully impactful on user experience.

The reduction is also statistically significant. Because every participant com-
pleted the NASA-TLX instrument once per tool, the scores form matched pairs,
and a two-sided Wilcoxon signed-rank test on the participant-level weighted scores
rejects the null hypothesis of no difference (n = 36, W = 1, p < 0.001).2 Thirty-

2The composite values quoted above, 52.66 and 71.74, apply the dimension weights aggregated
over the whole sample. A paired test instead requires one score per participant, obtained by weighting
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Fig. 8.5 NASA-TLX results for the proposed tool (blue) and Remix IDE (orange), computed
from the 36 matched responses. (a) Raw ratings per dimension, with 95% confidence
intervals of the mean and the significance of the per-dimension Wilcoxon signed-rank tests
after Holm correction (∗∗∗p < 0.001, ∗∗p < 0.01, n.s. not significant); (b) dimension weights
derived from the 15 pairwise comparisons; (c) adjusted ratings, the product of each raw
rating and its sample-level weight, which sum to the composite; (d) the weighted overall
workload. Lower scores indicate lower perceived workload.



8.6 Results 115

five of the 36 participants reported a lower workload with the proposed tool. The
Hodges–Lehmann estimate of the median reduction is 17.3 points, with an exact 95%
confidence interval of [13.7,20.7], and the matched-pairs rank-biserial correlation
of 0.997 indicates a large effect. The conclusion is not an artefact of the weighting
scheme: applying the same test to the unweighted Raw-TLX average gives W = 0
and p < 0.001, with all 36 participants scoring the proposed tool lower.

Examining individual dimensions reveals a different pattern. Mental Demand
was rated 61.67 for the proposed tool versus 78.89 for Remix IDE, indicating
that AI-generated annotations and structured component hierarchy reduced the
cognitive effort required to comprehend contract semantics. Temporal Demand
showed a 16-point gap (50.56 versus 66.94), corroborating the task-completion time
advantage observed for three of the four tasks. The Performance dimension favored
the proposed tool by approximately 21 points (53.61 versus 74.72), and participants
reported greater confidence in their task results when using the visualization interface.
Effort was approximately 13 points lower for the proposed tool (61.39 versus 74.72),
consistent with the observation that Remix IDE requires trial-and-error exploration
of code in the absence of structural guidance. Physical Demand was uniformly
low for both tools (18.89 versus 21.94), as expected for screen-based tasks without
physical interaction requirement; it is the only dimension on which the two tools do
not differ significantly.

The most pronounced difference appeared in Frustration, where Remix IDE
scored 81.39 against 49.17 for the proposed tool, a gap of 32 percentage points.
This result is notable because frustration is typically the dimension most sensitive
to the mismatch between user mental models and system affordances: a highly
capable tool whose operation is opaque to novice users produces frustration scores
disproportionate to its technical merit. The substantially lower frustration score of
the proposed tool suggests that the combination of visual abstraction, AI annotation,
and structured navigation was substantially aligned with participants’ expectations
and mental models of smart contract analysis.

each participant’s ratings with that participant’s own 15 pairwise comparisons; this yields sample
means of 54.07 and 71.50, and it is these participant-level scores that the test is applied to. The
exact two-sided p-value is 5.8×10−11. The composite differs by 0.04 from the 52.62 reported in the
underlying publication: one of the 540 pairwise-comparison cells in the published dataset carries a
corrupted label and was therefore left uncounted in the original tally. Restoring it changes no test
result, and all figures reported here are computed from the corrected data.



116 Making Smart Contracts Easier to Understand

The weighted composite scores, which account for each participant’s individual
dimension priorities, confirm the direction and magnitude of these findings: the
adjusted Frustration score was 7.47 for the proposed tool against 19.14 for Remix
IDE, reinforcing the conclusion that reducing cognitive friction in the comprehension
workflow is the mechanism through which the tool delivers its primary benefit.

Table 8.2 summarizes all dimension scores.

Dimension Proposed Tool Remix IDE p
Mental Demand 61.67 78.89 < 0.001
Physical Demand 18.89 21.94 0.074
Temporal Demand 50.56 66.94 < 0.001
Performance 53.61 74.72 < 0.001
Effort 61.39 74.72 0.002
Frustration 49.17 81.39 < 0.001
Overall (weighted) 52.66 71.74 < 0.001

Table 8.2 NASA-TLX raw ratings per dimension and weighted overall workload score for
the proposed tool and Remix IDE. Lower values indicate lower perceived workload. The
p-values are those of two-sided Wilcoxon signed-rank tests on the 36 matched pairs, Holm-
corrected across the six dimensions; the overall row reports the test on the participant-level
weighted composite.

8.6.3 Discussion

The results support three conclusions. First, UML-based visualization of smart
contract components, enriched with AI-generated natural-language annotations,
measurably reduces the cognitive load associated with contract comprehension for
users with limited Solidity experience. The 27% reduction in composite workload
and the 32-point reduction in Frustration demonstrate that structural visualization is
not only esthetically preferable to raw source code inspection, it delivers quantifiable
usability gains.

Second, the gap between the two tools is most pronounced along dimensions
that reflect the mismatch between user mental models and tool affordances: Mental
Demand, Frustration, and Performance. This suggests that the primary mechanism
of benefit is not speed per se, but the reduction of cognitive friction in locating
and interpreting contract semantics. The AI Assistant, which translates opaque
function implementations into natural language, is likely the dominant contributor
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to the Mental Demand and Frustration advantages, while the grid-based navigation
accounts for the Temporal Demand improvement.

Third, the time disadvantage observed on the fourth task, the only task requiring
substantive code editing, points to the tool’s principal limitation relative to Remix
IDE. The component-level inline editor, designed to prevent structural errors by
constraining modifications to individual bodies, sacrifices the flexibility and keyboard
efficiency of a full-featured code editor. This trade-off is appropriate for the tool’s
target audience of novice users performing comprehension and light auditing tasks,
but it represents a constraint that future iterations should relax for users with higher
programming proficiency.

These findings complement the broader quantitative picture assembled in Chap-
ters 3–6: while those chapters examined the capacity of LLM to generate and correct
smart contracts, the present chapter demonstrates that LLM-assisted annotation, even
using a relatively modest model (gpt-3.5-turbo), contributes meaningfully to the
comprehension of contracts produced by any automated or manual workflow. The
tool thus occupies a distinct and complementary role within the thesis’s research
program: it is not a code generator but a comprehension accelerator, applicable to
any Solidity contract regardless of its provenance.

8.7 Conclusions

This chapter presented a smart contract comprehension tool that integrates UML-
based visualization, Slither-powered security auditing, and GPT-assisted annotation
in a serverless microservice architecture. The system was designed to serve users
with limited Solidity expertise and was evaluated through a within-subjects user
study with 36 participants using the NASA-TLX workload instrument.

The evaluation demonstrated a statistically and practically significant reduction
in perceived workload compared to Remix IDE (Wilcoxon signed-rank, n = 36,
p < 0.001), with a composite score of 52.66 versus 71.74 and particularly pro-
nounced improvements in Frustration (49.17 versus 81.39) and Mental Demand
(61.67 versus 78.89). Participants completed three of four analysis tasks more effi-
ciently with the proposed tool, although these timing differences did not themselves
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reach significance, and the structured visualization approach was well-aligned with
the mental models of technically literate but blockchain-inexperienced users.

Several directions for future work are indicated by the results and by the limita-
tions of the current implementation. Extending the AI Assistant with a knowledge
base of smart contract-specific patterns, vulnerability semantics, and common Solid-
ity idioms would improve annotation precision beyond what a general-purpose lan-
guage model can deliver. Developing a contract documentation generation subsystem
that produces comprehensive inline explanations, usage examples, and best-practice
notes would extend the tool’s utility to contract maintenance workflows. Integrating
a gas optimization advisor and a formal testing framework for automated cover-
age analysis would broaden the applicability of the tool to production deployment
contexts. Finally, the user study should be extended to include non-IT users, legal
professionals, and business analysts, whose comprehension challenges differ quali-
tatively from those of IT-trained participants, and whose inclusion would provide
a more complete empirical basis for the claim that visualization lowers the entry
barrier for all categories of smart contract stakeholder.



Chapter 9

Conclusions

9.1 Overview

This thesis set out to investigate whether, and to what extent, Large Language Models
can reduce the gap between the technical complexity of smart contract development
and the broad population of practitioners who stand to benefit from blockchain
automation. The research program was motivated by a structural tension at the
core of the Ethereum ecosystem: a technology with transformative potential for
decentralized finance, legal automation, and supply chain governance, yet one that
remains locked behind a programming discipline inaccessible to most of its intended
beneficiaries. The six contributions reported in Chapters 3 through 8 addressed this
challenge through three complementary research questions, concerning vulnerability
correction, automated contract generation, and visual comprehension, and together
they constitute a coherent empirical response to the central research problem.

The remainder of this chapter synthesizes the main findings of each contribution,
draws cross-cutting conclusions about the state of LLM-assisted smart contract engi-
neering, identifies the principal limitations of the work, and outlines the directions
that appear most promising for future research.
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9.2 Summary of Contributions

9.2.1 LLM-Based Vulnerability Correction

Chapter 3 addressed the question of whether a general-purpose LLM, specifically
gpt-3.5-turbo operating as the public ChatGPT interface, could automatically cor-
rect Solidity security vulnerabilities identified by Slither in the SmartBugs-Curated
benchmark [84]. The study introduced a structured iterative pipeline in which Slither
detected vulnerabilities and ChatGPT was prompted to correct them over four suc-
cessive rounds, both with and without a structured bug description derived from
Slither output.

The headline result was that ChatGPT returned compilable Solidity code in
approximately 89.7% of all API calls, a baseline syntactic fidelity that distinguishes
it from naive code-generation approaches and confirms its suitability for integration
into automated pipelines. In the best round of four attempts, the model corrected at
least one Slither-detected vulnerability in 57.1% of contracts operating in code-only
mode and in 58.5% of contracts when provided with a structured Slither bug de-
scription, representing a modest but consistent +1.4 percentage-point improvement
attributable to structured contextual input. Complete remediation of all detected vul-
nerabilities was achieved in 27.1% of cases in code-only mode. The model showed
the strongest performance on Medium-severity vulnerabilities, reaching correction
rates of 70–72% in the best round, while High-severity (approximately 49%) and
Low-severity (45–50%) vulnerabilities proved more resistant.

These results establish a practical baseline for automated LLM-driven vulner-
ability management: ChatGPT can function as a viable first-pass patch generator
within a Slither-in, Slither-out pipeline, reducing the cognitive burden on developers
to a final review step. At the same time, the study identified the fundamental ceiling
imposed by purely automated evaluation: static analysis provides no signal about
the semantic correctness of the generated patch, and a contract that passes Slither
may still be logically unsound. This limitation motivated the introduction of expert
manual evaluation frameworks in subsequent contributions.
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9.2.2 Benchmarking LLM-Based Smart Contract Generation

Chapter 4 introduced a reusable pipeline for the automatic generation of Solidity
smart contracts from legal agreements using GPT-4, structured according to the
CO-STAR prompt engineering methodology [38]. The contribution included both
the generation pipeline and a multi-metric benchmarking suite, the Weighted Total
Score (WTS) framework, comprising seven automated indicators: compilability,
vulnerability density, Solidity version compliance, number of generated contracts
and functions, comment coverage, and initialized parameter rate.

Evaluated on a property rental agreement, the pipeline achieved a compilability
rate of 98.1% across the six selected prompt templates (54 generations) and demon-
strated that CO-STAR structured prompts with explicit Objective and Requirements
dimensions consistently outperformed underspecified prompts in both average qual-
ity and inter-invocation reproducibility. Mean WTS showed no systematic trend
across temperature values in the practical range [0.0,1.0], an observation with di-
rect implications for deployment: users can rely on the default temperature setting
without evidence of a quality penalty. These results established that the pipeline is a
practical instrument for non-technical users seeking to automate the translation of
legal agreements into executable code.

The chapter simultaneously exposed the ceiling of purely automated evaluation.
No metric within the WTS framework was capable of detecting logical flaws in the
generated contract logic, incomplete clause translation, or semantic deviations from
the input document. Exposing and quantifying this gap between automated metrics
and semantic correctness became the central research question in Chapter 5.

9.2.3 The Limits of Automated Evaluation: Expert Manual As-
sessment

Chapter 5 deepened the analysis of LLM-based generation through a comprehen-
sive expert manual evaluation of 68 Solidity contracts produced by GPT-4 from a
property rental agreement [30]. The evaluation used a structured manual inspection
protocol organized along three dimensions: the presence, completeness, and logical
correctness of each expected function; the fidelity of parameter initialization to the
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values specified in the source agreement; and the quality and informativeness of
inline code comments.

Manual inspection identified five categories of systematic failure that were en-
tirely invisible to automated tools: funds permanently frozen in the rent payment
logic due to the absence of a landlord withdrawal function; absent or incorrectly
implemented security deposit collection; widespread omission of late-fee enforce-
ment logic; legally inadequate lease termination conditions; and universal currency
mismanagement, in which the US dollar amounts of the agreement were carried
over unchanged as Ether quantities, so that a monthly rent of $850 USD becomes
850 Ether, with no contract in the corpus performing a USD-to-ETH conversion.
The central conclusion was unambiguous: GPT-4, even when prompted according
to the structured CO-STAR methodology, is incapable of generating production-
ready smart contracts for agreements of real-world legal complexity. The WTS is
a necessary but insufficient indicator of production readiness. Expert review is not
a desirable supplement to automated evaluation; it is a required component of any
credible quality assessment for LLM-generated smart contracts.

This finding constitutes a methodological contribution of independent signif-
icance. It establishes that the evaluation protocols inherited from general code-
generation benchmarks, such as compilability, test-suite pass rates, and static anal-
ysis scores, are systematically inadequate for the smart contract domain, where
correctness must be assessed against the semantic intent of a legal document rather
than against executable test cases or syntactic well-formedness criteria.

9.2.4 Comparative Multi-Model Evaluation

Chapter 6 extended the analysis to a comprehensive comparative study of four frontier
commercial LLMs, more specifically claude-3-5-sonnet-latest, gpt-4-turbo,
gemini-1.5-pro, and mistral-large-latest, evaluated across five legal agree-
ments of increasing complexity (Cleaning Service, Compensation, Equipment Rental,
Mortgage Note, and Property Sale) using six prompt templates and four independent
runs per configuration, for a total of 480 API calls [1]. The evaluation combined auto-
mated Slither analysis with the manual pattern-based scoring framework introduced
in Section 6.3.3, derived from the smart contract design pattern taxonomy of Barto-
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letti and Pompianu [39] and Khan et al. [40] and extended with a domain-specific
Business Logic pattern.

The study established a clear performance hierarchy, with Claude and GPT-4-
Turbo sharing an identical compilability rate of 88.3% (106 of 120 contracts) and
consistently outperforming Gemini (53.3%) and Mistral (29.2%) across all metrics.
Performance degradation across models is non-linear with respect to agreement com-
plexity: the Cleaning Service and Compensation agreements are handled adequately
even by weaker models, while the Mortgage Note and Property Sale agreements
cause substantial failures across the entire model family, with even top-performing
models showing compilability rates as low as 25–50% on certain prompt configura-
tions.

An important secondary finding concerns the apparent security advantage of
lower-performing models: Gemini and Mistral exhibit fewer absolute Slither-detected
vulnerabilities, but this is an artifact of their lower compilability rather than evidence
of superior security practices, since Slither can only analyze contracts that compile.
Among compilable contracts, the prevalence of vulnerability is comparable between
models and is correlated with the complexity of agreement rather than the identity of
the model. Supplying a worked exemplar together with reasoning-mode inference
showed considerable promise, producing a qualitatively stronger contract even for the
weakest model on the most difficult agreement. That preliminary experiment varied
both factors simultaneously and therefore does not establish which is responsible,
but it suggests that exemplar-based and multi-step reasoning strategies represent a
productive direction for future prompt engineering research.

9.2.5 Systematic Mapping of Smart Contract Visualization Re-
search

Chapter 7 contributed a systematic mapping study of 40 peer-reviewed works on
smart contract visualization published between 2018 and 2025 [34]. The study
characterized the field in five dimensions: visualization methodology, representation
type (behavioral, structural, evolutionary), accessibility level, use case domain, and
evaluation rigor.

Three main findings emerged. First, the field has undergone a clear evolution-
ary trajectory from early UML-based and Blockly-based structural representations
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toward BPMN as the dominant formalism for model-driven, multi-party process
automation. Second, behavioral visualizations have come to predominate over struc-
tural ones, reflecting the maturation of blockchain applications toward complex
workflow automation. Third, and most actionably, 80% of the reviewed works lack
any formal user experience evaluation, leaving the comprehension benefits claimed
for the proposed tools largely unvalidated. These findings identified a critical gap
that the contribution of Chapter 8 was explicitly designed to address: the design
and user evaluation of a smart contract comprehension tool grounded in established
human-computer interaction instruments.

9.2.6 A Smart Contract Comprehension Tool with User Evalua-
tion

Chapter 8 presented the design, implementation and controlled evaluation of an
open-source smart contract comprehension tool that integrates UML-based structural
visualization, automated Slither security auditing, GPT-assisted annotation, and a
version control subsystem for contract evolution tracking [41]. The system was im-
plemented as a serverless microservice architecture in Golang and Flutter, deployed
as desktop and web software.

The tool was evaluated through a within-subjects user study with 36 volunteers
using the NASA Task Load Index (NASA-TLX) [42] as the primary instrument.
The composite NASA-TLX score was 52.66 for the proposed tool versus 71.74 for
Remix IDE, representing a reduction of approximately 27% in perceived workload,
a difference that is statistically significant under a two-sided Wilcoxon signed-rank
test on the 36 matched pairs (p < 0.001) and that substantially exceeded the 10-point
threshold conventionally considered practically significant in software engineering
contexts. The most pronounced improvements appeared in Frustration (49.17 versus
81.39) and Mental Demand (61.67 versus 78.89), indicating that the structured
visualization approach is particularly effective in reducing the cognitive burden
associated with interpreting unfamiliar contract code. Participants completed three
of four analysis tasks more efficiently with the proposed tool.

This contribution directly addresses the gap identified in the systematic mapping
study: it provides a controlled, statistically powered user evaluation of a smart
contract visualization tool and demonstrates that the combination of UML-based
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representation, security audit integration, and AI-assisted explanation yields a mea-
surable and practically meaningful reduction in user workload.

9.3 Cross-Cutting Conclusions

The findings in all six contributions converge on a number of conclusions that extend
beyond the scope of any individual chapter.

The sufficiency gap between automated and semantic evaluation. The most
consistent finding of this thesis is that the metrics inherited from general soft-
ware engineering, such as compilability, static analysis pass rates, and syntactic
well-formedness, are necessary but not sufficient to evaluate LLM-generated smart
contracts. The empirical evidence for this conclusion is direct: GPT-4 achieves
near-perfect compilability (98.1%) and acceptable WTS scores in contracts that are
nevertheless functionally broken, financially hazardous, and legally inadequate. This
gap between syntactic correctness and semantic soundness is not incidental; it is
structural. Solidity’s type system and compiler do not enforce the business logic
of the agreement they are meant to implement, and static analysis tools such as
Slither are designed to detect known vulnerability patterns, not to verify specification
compliance. Future evaluation protocols for LLM-generated smart contracts must
incorporate semantic correctness checks grounded in the source legal documents.

The role of prompt engineering. Across all generation experiments, structured
prompt engineering, particularly the CO-STAR framework, yielded consistent im-
provements over under-specified prompts in both average quality and reproducibility.
However, the magnitude of this improvement is bounded: no prompt design tested
was sufficient to overcome the fundamental difficulty of translating complex legal
structures into syntactically correct, semantically complete, and security-sound Solid-
ity code. Prompt engineering is a necessary but not sufficient instrument. Exemplar-
guided prompting combined with reasoning-mode inference shows promise as a
complementary strategy, particularly for weaker models on more demanding agree-
ments, and warrants systematic investigation in future work.
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LLMs as tools within supervised workflows. The consistent conclusion across all
generation experiments is that current frontier LLMs, including the best-performing
models in the comparative evaluation, are not yet suitable for unsupervised smart
contract generation from real-world legal agreements. However, they are demonstra-
bly useful within supervised workflows that combine LLM-assisted drafting with
mandatory expert review, structured security auditing via tools such as Slither, and
iterative prompt refinement. The appropriate framing for LLM-based contract gen-
eration is therefore not autonomous code generation but assisted drafting, in which
the LLM handles syntactic scaffold construction, and the domain expert provides
semantic validation. This framing is consistent with wider assessments of the role of
LLMs in professional software engineering practice [26].

Visualization as an independent accessibility lever. The visualization contribu-
tion demonstrates that the accessibility gap in smart contract development is not
exclusively a generation problem: comprehension is an equally significant barrier
for the non-expert users who interact with deployed contracts without having written
them. The 27% reduction in NASA-TLX workload achieved by the proposed tool
establishes that structured AI-assisted visualization constitutes an independent and
effective approach to lowering this barrier. The finding that visualization improve-
ments are most pronounced in Frustration and Mental Demand scores suggests that
the benefit is primarily cognitive: the tool reduces the interpretive effort required to
understand contract structure and security implications, rather than simply speeding
up mechanical lookup tasks.

9.4 Limitations

The contributions of this thesis are subject to several limitations that should be
acknowledged.

The vulnerability correction study (Chapter 3) used gpt-3.5-turbo as it was
the most capable publicly available engine at the time of the study (April 2023). The
rapid evolution of the model since that date means that the quantitative results are
best interpreted as a characterization of the capability baseline at a specific moment
rather than as an absolute ceiling for LLM-based vulnerability correction.



9.5 Future Research Directions 127

The SmartBugs-Curated benchmark [84], while widely used in the literature,
contains contracts specifically collected for vulnerability detection research and may
not be representative of the distribution of vulnerabilities present in production de-
ployments. Evaluation on a larger, more representative sample of deployed contracts
would strengthen the generalizability of the findings.

The manual evaluation by experts in Chapter 5 was conducted on a single type
of legal agreement (property rental) and with a single LLM. The generalizability of
the specific failure modes identified, such as frozen funds, currency mismanagement,
incomplete termination logic, to other types and models of agreement is an empirical
question that the comparative study in Chapter 6 begins to address but does not
resolve completely.

The systematic mapping study (Chapter 7) is necessarily a snapshot of a rapidly
evolving field. The search protocol was applied to papers published up to mid-2025,
and the trajectory of the field, particularly the consolidation around BPMN and the
growing interest in AI-assisted visualization, suggests that the landscape will have
evolved substantially within a short period.

The user study in Chapter 8 was conducted with 36 IT-trained participants, a
constraint imposed by the statistical power requirements of the Wilcoxon signed-
rank analysis [42]. The study does not include non-IT users, legal professionals, or
business analysts whose comprehension challenges may differ qualitatively from
those of the recruited population. The claim that visualization lowers the entry
barrier for all categories of smart contract stakeholder therefore rests on an inference
beyond the available evidence.

9.5 Future Research Directions

The findings of this thesis, and the limitations just described, point to several direc-
tions that warrant investigation in future work.

Domain-specific fine-tuning and retrieval-augmented generation. The most
pressing near-term opportunity is the development of Solidity-specialized LLMs,
trained or fine-tuned on curated corpora of high-quality, expert-validated smart
contracts. Recent work has demonstrated that domain-specific fine-tuning can
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substantially improve both compilation success rates and security properties in
generated code [160]. A complementary strategy is retrieval-augmented generation
(RAG), which augments LLM prompts at inference time with semantically relevant
contract fragments retrieved from a verified knowledge base [161]. Both approaches
address a common root cause identified in this thesis: general-purpose LLMs trained
on broad code corpora have limited exposure to Solidity’s domain-specific semantics,
execution model, and vulnerability taxonomy.

Intermediate representation-guided generation. The results of Chapter 6 sug-
gest that direct legal-to-code translation places a cognitive load on the LLM that
current models cannot reliably support for complex agreements. Architectures that
decompose the generation task into a sequence of intermediate representations, for
instance, generating a formal process model or a finite state machine from the legal
text before synthesizing Solidity code from that intermediate representation [160],
may substantially improve both compilability and semantic completeness. This
requirements-to-model-to-code paradigm aligns with established software engineer-
ing practice, where formal specification precedes implementation, and constitutes a
promising design principle for the next generation of generation pipelines.

Automated semantic correctness verification. The manual evaluation framework
introduced in Chapter 5 demonstrates the need for semantic review, but does not scale
to the throughput required for continuous integration workflows. The development
of automated semantic correctness checks that are grounded in formal specification
languages, property-based testing, or LLM-assisted specification verification that go
beyond static analysis to assess whether a generated contract faithfully implements
the intent of its source document is a high-priority research challenge. Recent work
on LLM-driven formal property generation for smart contracts [162] suggests that
this direction is technically feasible and operationally relevant.

Evolution-aware and multi-version visualization. The systematic mapping study
identified the absence of evolution-focused visualization tools as the most significant
structural gap in the field. Production blockchain deployments increasingly feature
complex proxy-based upgradeability patterns and multi-version contract families
whose state history must be auditable for regulatory compliance. The development
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of visual formalisms capable of representing contract lifecycles across multiple
deployed versions, including the provenance of state changes and the correspon-
dence between successive code versions and their on-chain effects, constitutes a
largely unoccupied research niche that the comprehension tool of Chapter 8 could be
extended to address.

Broader user populations and longitudinal evaluation. The user study of Chap-
ter 8 should be extended to include non-IT users, legal professionals, and business
analysts. This extension would not merely increase the ecological validity of the
reported results; it would address the fundamental normative goal of the B4A project,
making blockchain technology accessible to all, by providing evidence about the spe-
cific barriers and cognitive requirements of the non-technical population for whom
the tool is ultimately intended. Longitudinal studies that track the development of
users’ mental models over extended interaction with the tool would complement
the present cross-sectional snapshot evaluation and provide a richer picture of the
comprehension gains attributable to visualization.

Multi-agent and ensemble architectures. The findings of this thesis suggest
that no single LLM, operating alone, can reliably produce production-ready smart
contracts. Multi-agent architectures, in which multiple models contribute comple-
mentary capabilities to a shared generation pipeline, such as one model drafting
contract structure, another performing security review, and a third verifying semantic
alignment with the source document, offer a natural design response to this limitation.
Initial evidence from ensemble-based vulnerability detection systems [160] suggests
that model diversity improves coverage and reduces individual model blind spots, a
principle that can be transferred to generation tasks.

9.6 Closing Remarks

The research program reported in this thesis was motivated by a conviction that the
gap between the technical complexity of smart contract engineering and the practical
needs of non-expert users is not a fixed feature of the technology, but a contingent
limitation that systematic research can reduce. The six contributions presented here
provide empirical evidence that this reduction is achievable: LLMs can correct a
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majority of automatically detected vulnerabilities in a structured pipeline; they can
generate syntactically correct contracts from legal agreements with near-perfect relia-
bility; visual tools grounded in established HCI instruments can reduce the cognitive
workload of contract comprehension by more than a quarter; and the combination
of structured prompt engineering, expert review, and automated security auditing
constitutes a viable supervised workflow for LLM-assisted contract development.

At the same time, the evidence collected here is equally clear about what current
technology cannot yet deliver: production-ready smart contracts generated without
expert oversight, evaluation frameworks that replace manual review, or visualization
tools whose comprehension benefits extend unconditionally to all user populations.
These are not failures of the research program; they are an honest empirical charac-
terization of a frontier that is actively advancing.

The blockchain ecosystem continues to grow in scope and adoption. The Total
Value Locked in DeFi protocols, the proliferation of DAO-governed organizations,
and the growing interest of legal institutions in on-chain contract enforcement all
point toward a future in which the demand for smart contract automation will
extend well beyond the population of experts in Solidity development [7]. The
research directions identified in this thesis, such as domain-specific fine-tuning,
intermediate representation-guided generation, semantic correctness verification,
and broad-population visualization, constitute the technical program through which
that future can be made accessible, secure, and equitable. The work reported here
provides an empirical foundation and a set of reusable tools, such as open-source
pipelines, evaluation frameworks, and a validated comprehension tool, on which that
program can be built.
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Appendix A

Used Prompts

The seventeen CO-STAR prompt templates used in Chapters 4, 5, and 6 are repro-
duced below. Each template instantiates a Context persona, an Objective, an optional
Requirements block, an optional Style, and an optional Audience; the placeholder
<legal agreement> marks the position at which the source legal document is inserted.

PR1
You are a Masters student in Computer Science. Write a smart contract in Solidity
based on the following legal agreement

<legal agreement>

PR2
You are a Masters student in Computer Science. Write a smart contract in Solidity
based on the following legal agreement

<legal agreement>

Be creative and use your own style. You will deliver the smart contract to your
professor.

PR3
You are a Masters student in Computer Science. Write a smart contract in Solidity
based on the following legal agreement

<legal agreement>
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Be professional and use a formal style. You will deliver the smart contract to your
professor.

PR4
You are a Masters student in Computer Science. Write a smart contract in Solidity
based on the following legal agreement

<legal agreement>

The software requirements are:

• target blockchain: Ethereum

• Solidity pragma >0.8

• fully defined function logic

• assign value of available parameters

• ready to deploy

• compilable

• secure.

Be professional and use a formal style. You will deliver the smart contract to your
professor.
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PR5
You are a Masters student in Computer Science. Write a smart contract in Solidity
that reflects payments, conditions, constraint, and termination of the following legal
agreement

<legal agreement>

The software requirements are:

• target blockchain: Ethereum

• Solidity pragma >0.8

• fully defined function logic

• assign value of available parameters

• ready to deploy

• compilable

• secure.

Be professional and use a formal style. You will deliver the smart contract to your
professor.

PR6
You are a junior developer. Write a smart contract in Solidity based on the following
legal agreement

<legal agreement>

PR7
You are a junior developer. Write a smart contract in Solidity based on the following
legal agreement

<legal agreement>

Be creative and use your own style. You will deliver the smart contract to your
supervisor.

PR8
You are a junior developer. Write a smart contract in Solidity based on the following
legal agreement

<legal agreement>
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Be professional and use a formal style. You will deliver the smart contract to your
supervisor.
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PR9
You are a junior developer. Write a smart contract in Solidity based on the following
legal agreement

<legal agreement>

The software requirements are:

• target blockchain: Ethereum

• Solidity pragma >0.8

• fully defined function logic

• assign value of available parameters

• ready to deploy

• compilable

• secure.

Be professional and use a formal style. You will deliver the smart contract to your
supervisor.

PR10
You are a junior developer. Write a smart contract in Solidity that reflects payments,
conditions, constraint, and termination of the following legal agreement

<legal agreement>

The software requirements are:

• target blockchain: Ethereum

• Solidity pragma >0.8

• fully defined function logic

• assign value of available parameters

• ready to deploy

• compilable

• secure.

Be professional and use a formal style. You will deliver the smart contract to your
supervisor.

PR11
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You are a senior Solidity developer. Write a smart contract in Solidity based on the
following legal agreement

<legal agreement>

PR12
You are a senior Solidity developer. Write a smart contract in Solidity based on the
following legal agreement <legal agreement >

Be creative and use your own style. You will deliver the smart contract to another
senior developer.

PR13
You are a senior Solidity developer. Write a smart contract in Solidity based on the
following legal agreement

<legal agreement >

Be professional and use a formal style. You will deliver the smart contract to another
senior developer.

PR14
You are a senior Solidity developer. Write a smart contract in Solidity based on the
following legal agreement

<legal agreement>

The software requirements are:

• target blockchain: Ethereum

• Solidity pragma >0.8

• fully defined function logic

• assign value of available parameters

• ready to deploy

• compilable

• secure.

Be professional and use a formal style. You will deliver the smart contract to another
senior developer.
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PR15
You are a senior Solidity developer. Write a smart contract in Solidity that reflects
payments, conditions, constraint, and termination of the following legal agreement

<legal agreement>

The software requirements are:

• target blockchain: Ethereum

• Solidity pragma >0.8

• fully defined function logic

• assign value of available parameters

• ready to deploy

• compilable

• secure.

Be professional and use a formal style. You will deliver the smart contract to another
senior developer.

PR16
You are a senior Solidity developer. A company will pay you $500,000 for the
completion of the project. Write a smart contract in Solidity that reflects payments,
conditions, constraint, and termination of the following legal agreement

<legal agreement>

The software requirements are:

• target blockchain: Ethereum

• Solidity pragma >0.8

• fully defined function logic

• assign value of available parameters

• ready to deploy

• compilable

• secure.

Be professional and use a formal style. You will deliver the smart contract to another
senior developer.

PR17
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You are a senior Solidity developer. A company will pay you $500,000 for the
completion of the project. Write a smart contract in Solidity that reflects payments,
conditions, constraint, and termination of the following legal agreement

<legal agreement>

The software requirements are:

• target blockchain: Ethereum

• Solidity pragma >0.8

• fully defined function logic

• assign value of available parameters

• ready to deploy

• compilable

• secure.

Be professional and use a formal style. You will deliver the smart contract to your
company’s legal department.
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