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Parallelizing Automated Firewall Configuration
via Traffic-Aware Decomposition

Francesco Pizzato, Daniele Bringhenti, Fulvio Valenza

Abstract—Automating the configuration of distributed firewalls
by refining high-level security requirements is a well-established
approach to improve correctness and manageability in modern
computer networks. However, existing solutions formulate this
task as a single monolithic constraint-solving problem, whose
scalability suffers as network size and policy complexity increase.
To overcome this limitation, this paper proposes a traffic-aware
decomposition approach for the automated, parallel configuration
of distributed firewalls. The method decomposes the global
refinement problem into cluster-scoped subproblems using a flow-
weighted network representation and solves them concurrently
before merging the results into a single deployable configuration.
The approach is implemented on top of a constraint-based
framework and evaluated on representative topologies. The
results show substantial runtime reductions, with gains increasing
with problem size and reaching up to ~98% on larger instances,
while maintaining satisfactory optimization quality. Moreover,
the approach enables the resolution of firewall configuration
problems beyond the limits of monolithic formulations.

Index Terms—firewall, parallelized configuration, virtual net-
work orchestration, network security automation

I. INTRODUCTION

Protecting computer networks against cyberattacks requires
configuring distributed firewalls, mostly packet filters, to en-
force a set of Network Security Requirements (NSRs), ex-
pressing which communications should be denied or permit-
ted. This task has become increasingly complex as networks
have grown more dynamic, heterogeneous, and dependent on
software-defined components. In this context, NSRs contin-
uously change due to topology evolution, incident response,
or application needs [1]. As a result, firewall configurations
must be synthesized within tight time constraints and correctly,
while traditional manual approaches no longer scale and
remain a major source of outages and security violations.

Consequently, automated firewall configuration techniques
were proposed [2], so that the allocation scheme and filtering
rules of distributed firewalls could be refined automatically
from high-level user-friendly NSRs. Significant progress has
been made to the point that the most feature-complete ap-
proaches, e.g., [3], [4], combine automation with formal cor-
rectness assurance and optimization, typically by formulating
constraint-based problems. Nevertheless, while effective, these
approaches remain constrained by scalability: as networks
grow and NSRs accumulate, the constraints they impose make
their resolution increasingly expensive, preventing their use in
large scenarios.
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Only a limited subset of studies has attempted to mitigate
this limitation by optimizing the problem formulation [5]-[7].
However, although these methods reduce the computational
overhead of each configuration refinement instance, they do
not fundamentally address the dominant bottleneck, i.e., the
fact that synthesis is still performed over a globally coupled
problem. In particular, NSRs are expressed over end-to-end
communication semantics and interact through shared routing
structure and shared enforcement opportunities, which causes
even optimized solutions to scale poorly.

A possible solution may be to parallelize the configuration
problem, but achieving this is not trivial. First, NSRs are
defined over end-to-end communications, and partitioning can
split flows that must be treated consistently, e.g., when an NSR
requests that a traffic flow must be permitted uninterrupted
from source to destination. Second, independently synthesized
sub-solutions may allocate or configure devices at shared loca-
tions within the borders of the sub-clusters, creating the need
for reconciliation. Third, decomposition can degrade the global
optimization objective, potentially increasing the number of
allocated firewalls or the rule-set size. As a result, achieving
parallelism requires a segmentation strategy that accounts for
traffic locality and a merge procedure that deterministically
produces a coherent, deployable configuration.

This paper addresses this gap by proposing a methodology
for traffic-aware decomposition and parallelization of the auto-
mated firewall configuration problem. The proposed approach
constructs a flow-weighted graph representation of the network
to guide clustering via a community-detection algorithm, then
generates independent firewall configuration subproblems that
can be solved in parallel and finally merged into a global
solution. Moreover, the approach aims to minimize resource
consumption in terms of allocated firewalls and configured
rules. The main contributions of this work are:

« a problem segmentation method, based on a traffic-aware
clustering of a flow-weighted network representation,
aimed at reducing cross-cluster traffic and enabling the
construction of independent synthesis subproblems;

« a parallelized resolution strategy that executes one auto-
mated configuration synthesis instance per cluster, pre-
serving the baseline synthesis semantics within each
subproblem;

« a merge and post-processing procedure that reconciles
independently synthesized firewall configurations and
mitigates potential sub-optimalities.

In this work, the adopted problem segmentation method is the
application of the Leiden [8] community-detection algorithm



to a flow-weighted graph representation of the network. The
employed configuration synthesis engine is an extension of
VEREFOO [4], as it is among the most feature-complete
approaches in the literature thanks to a Maximum Satisfia-
bility Modulo Theories (MaxSMT) formulation of the con-
figuration problem. Instead, the reconciliation procedure is
implemented via a dedicated merge procedure and a post-
processing algorithm that removes redundant firewalls intro-
duced by cross-cluster decomposition. All these choices con-
tribute to providing a concrete realization of the methodology,
while alternative partitioning strategies, synthesis engines, or
reconciliation procedures could be adopted when compatible
abstractions are available. The experimental evaluation across
representative topologies shows that the proposed approach
significantly reduces computation time compared to VERE-
FOO, with increasingly pronounced gains as problem size
increases, reaching up to ~98% on the largest instances, while
maintaining satisfactory optimization quality and scaling until
system memory becomes the limiting factor.

The remainder of the paper is structured as follows. Section
II introduces background on graph partitioning and VERE-
FOO. Section III overviews the methodology. Section IV
formalizes the problem segmentation, Section V the parallel
resolution, and Section VI the merge and post-processing
procedures. Section VII describes the implementation and the
experimental validation. Section VIII discusses related work.
Section IX elaborates on the conclusions and future work.

II. BACKGROUND
A. Graph Partitioning and Community Detection

Within graph theory, a central analytical task is the decom-
position of a graph into subgraphs that simplify downstream
reasoning, optimization, or control. Community detection ad-
dresses the graph partitioning problem by decomposing a large
graph into groups of nodes, called communities, such that
nodes within each community are more strongly related to
each other than to nodes outside the community.

Let G = (V,E) be a weighted graph with node set V and
edge set £ C V x V. Each edge e¢;; € E has an associated
weight w;; > 0 that encodes an application-dependent notion
of relationship intensity (e.g., traffic volume, number of flows).
The output of community detection is a partitioning schema
P ={ci1,...,cx} of V into nonempty communities c;.

A desirable partitioning schema should (i) reduce cross-
community interactions by minimizing cut edges, i.e., edges
linking nodes in different communities, and (ii) maximize
intra-community edge density. In addition, partitions that are
strongly imbalanced or internally disconnected are typically
undesirable, as they either concentrate complexity into a small
number of communities or create communities that do not
correspond to coherent subgraphs. Community detection is
commonly formulated as the optimization of a quality function
over the partitions that encode the aforementioned objectives.

Most commonly, there are two prominent formulations for
the quality function, which are Modularity [9] and Constant
Potts Model (CPM) [10]. The former compares the number
of edges in a community against the expected number under

a randomized null model, i.e., a graph whose nodes have
the same degree distribution but whose edges are uniformly
random. The latter replaces the null model with a constant
density reference, proving to be more effective in detecting
small but meaningful communities in large graphs. Moreover,
when considering weighted graphs, the outcome of community
detection algorithms depends not only on the chosen quality
function, but also on how edge weights are interpreted within
the optimization process. Both these aspects influence the
resulting partitioning and therefore the proposed approach.

Optimizing such metrics requires computing all possible
combinations, which is an NP-hard problem. Therefore, prac-
tical approaches rely on heuristic or greedy algorithms. For
many years, the most popular one has been the Louvain
algorithm [11], as it was found to be among the fastest and
best-performing ones in different analyses [12], [13]. However,
a more recent optimization of the Louvain algorithm is repre-
sented by the Leiden algorithm [8], which has been proven
to be faster and able to find better partitions. Specifically,
unlike Louvain, it guarantees the production of well-connected
communities. Leiden iteratively moves nodes to improve the
quality function, refines communities to ensure well-connected
components, and aggregates them into super-nodes until no
further improvement is possible.

B. The VEREFOO Models and Approach

The VEREFOO [4] approach is among the most feature-rich
methodologies for automatic, optimal, and formal allocation
and configuration of distributed packet-filtering firewalls in
computer networks. It works on two inputs: a logical rep-
resentation of the network where firewalls must be allocated,
and a set of security requirements to be enforced there.

Network Topology. The first input is the logical topology of
the computer network where firewalls must be configured. In
VEREFOQ, it is formally modeled as a directed graph, named
Service Graph (SG), Gs=(Ns, Es). Ny is the set of vertices,
representing network nodes (e.g., endpoints, routers, network
address translators), whereas E is the set of edges, represent-
ing directed links among nodes modeling connectivity.

The SG provided as input is internally processed by VERE-
FOO to derive a second representation, the Allocation Graph
(AG). The AG is similarly modeled as G4 = (N4, E4), and
it is computed from an SG by introducing Allocation Places
(APs), i.e., special placeholder nodes where a firewall can be
optionally allocated. It results in N4 = Ng U Np, where Np is
the set of all APs. In general, an AP is introduced on every
link connecting pairs of vertices belonging to the set Ng, but
the creation can be constrained through specific predicates.

In the derived AG, the allocation decisions are represented
by the predicate allocated: N4 — B, which is true by
construction for endpoints and pre-existing service functions
and is left open for APs, as the firewall allocation scheme
represents an output of VEREFOO and is not initially known.

Network Functions and Traffic. Each network function
is modeled based on its behavior toward the received packet
classes. Each packet class + € T, named traffic for the



sake of conciseness, is modeled as a predicate defined over
the IP 5S-tuple fields, and it is formalized as ¢t = (IPSrc,
IPDst, pSrc, pDst, tProto). Consequently, the behavior of each
network function is modeled with (i) a forwarding predicate
deny: No X T — B determining whether an input traffic class
is dropped or not by the input node, and (ii) a transformer
function mapping an input traffic class to the corresponding
output class after processing. With them, it is possible to
characterize different function types, such as devices that only
forward, devices that filter, and devices that transform headers
(e.g., network address translators).

Filtering decisions, driving the interpretation of deny, de-
pend on the specific network function configuration. Specifi-
cally, the configuration of a packet-filtering firewall possibly
allocated in n € Np is modeled through the allowlist. Np — B
predicate and the rule set P,. The former maps a firewall
n to true if it is configured in allowlist, i.e., with deny as
default action, to false if it is configured in denylist, i.e.,
with allow as default action. The latter is a set of so-called
placeholder rules, built with free variables whose values will
be set by VEREFOO as output only if they are actually used to
enforce some security properties. To this purpose, the predicate
configured: Np X P, — B maps a placeholder rule to true if
VEREFOO wants to configure it with concrete values. In that
case, its action is the opposite of the default one.

Given this representation, traffic flows are modeled to cap-
ture how a packet class is originated by a source endpoint and
transformed as it traverses the AG to reach the destination
endpoint. Specifically, a traffic flow f is represented as an
alternating sequence of crossed nodes and packet classes:

f=Ins,tsa,na tab,np,s - - - » ni, tkd, nal, )]

where each #;; denotes the packet class observed between
adjacent nodes along the path.

Network Security Requirements. The second input is a
set of Network Security Requirements (NSRs). Each NSR is
modeled as r = (C, a), where C is a condition predicate over
packet fields and a € {allow, deny} is the required action. As
VEREFOO focuses on packet-filtering firewalls, it supports
connectivity requirements: isolation NSRs have a = deny,
whereas reachability NSRs have a = allow.

Let F, denote the set of flows satisfying the condition C of
NSR r, n(f) the ordered set of crossed nodes in f, and 7(f, n)
the traffic class (or packet class) observed in input to node n
along f. This information is computed before the formulation
and resolution of the MaxSMT problem, thanks to an algo-
rithm presented in [14], which computes all flows satisfying
the NSRs while maximizing their aggregation. Specifically,
that algorithm groups packet classes that traverse the same
path and undergo identical transformations and forwarding
decisions, thereby reducing the number of flow entities.

The satisfaction of r is then captured through different flow-
based constraints, based on the type of r:

Af € F,. Vn € n(f). allocated(n) = —deny(n, t(f,n)) 2)
VfeF, VYne n(f).alocated(n) = —deny(n, t(f,n)) 3)
Vf € F,.3n € n(f). allocated(n) A deny(n, t(f,n)) )

These formulations are for a partial reachability NSR (2),
a complete reachability NSR (3), and an isolation NSR (4).
They express, respectively, the existence of at least one end-to-
end allowed traffic flow matching the partial reachability NSR,
the necessity of allowing every end-to-end flow matching the
complete reachability NSR, and the necessity of blocking
every flow that matches the isolation NSR. Finally, the user-
defined NSR set is assumed to be anomaly-free, as well-
known anomaly analysis techniques [15]-[17] can be used to
reconduct any NSR set into an anomaly-free one.

MaxSMT Formulation. Once both inputs are defined,
VEREFOO encodes the firewall allocation and configuration
as a partial weighted MaxSMT problem. Hard constraints en-
code the semantics of network functions, allocation feasibility,
and NSR satisfaction. Soft constraints encode optimization
objectives, favoring solutions that minimize the number of
allocated firewalls and configured rules, with weights that
reflect their relative goals (e.g., configuring a new rule within
an existing firewall is preferred to allocating a new firewall).

VEREFOO uses an SMT solver as the underlying engine to
solve the constraint-based problem and determine the values
of the open variables, thereby allocating and configuring
firewalls. In particular, the output allocation scheme is derived
from the interpretation established for the predicate allocated,
whereas the output filtering configuration is derived from the
interpretation of the predicate configured.

III. APPROACH

To improve the scalability of automated refinement of high-
level user-defined policies into distributed firewall allocation
and configuration, the proposed approach (i) partitions the
network into disjoint clusters, (ii) solves the corresponding
per-cluster policy-refinement subproblems in parallel, and (iii)
algorithmically merges the resulting partial configurations. The
objective is to reduce end-to-end computation time in large
networks while maintaining near-optimal solutions in terms
of firewall instances and configured rules.

As shown in Fig. 1, the workflow starts from two inputs:
a logical representation of the network topology and a set
of security requirements. These inputs are represented by the
AG and NSR models, already presented in Section II. The
present approach operates on a static snapshot of these inputs.
If the network topology or the NSR set changes, the workflow
can be executed again on the updated inputs to synthesize a
new correct and optimized configuration. After being fed with
them, the approach unfolds in three main phases:

1) Problem Segmentation. The inputs are processed to create
an intermediate representation, i.e., a weighted graph that
encodes the notion of “relation intensity” via traffic-
based reasoning. Then, a graph decomposition strategy
is applied to obtain a varying number of subnetworks
and a partitioning of the NSRs.

2) Parallel Configuration. The multiple subnetworks and
NSR subsets produced by the clustering phase become
the inputs of the parallel configuration. For each pair of
inputs, this phase produces a locally optimal, formally
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Fig. 1: The traffic-aware decomposition approach for parallel configuration.

correct allocation and configuration of firewalls that sat-
isfy the given requirements.

3) Merging. The resulting partial configurations are merged
into a single global configuration for the original inputs.
The merge phase consolidates the allocation scheme
while reconciling the rules of firewalls allocated at the
borders of subnetworks and therefore shared by multiple
problems. Additionally, a post-processing phase algorith-
mically processes the locally optimal configurations of
each subnetwork and addresses potential suboptimalities.

The remainder of this section illustrates these phases
through a concrete example. Then, Sections IV, V and VI
will formalize them with the support of TABLE I, which
summarizes the notation used throughout the paper.

Ilustrative Example. Fig. 2 illustrates the three phases of
the approach. Step (@ shows the two inputs. The AG con-
nects two endpoint networks 10.0.0.* and 10.0.1.* through two
routers, while the white circles on all network links identify the
APs, i.e., placeholders indicating where the methodology may
later decide to allocate a firewall. The NSRs are represented
in a table; each row specifies the required action for traffic
matching the corresponding condition, but it does not specify
where it must be enforced. For example, the first row requires
traffic from 10.0.0.1 to 10.0.1.1 to be allowed, while the fourth
requires traffic from 10.0.0.2 to 10.0.1.2 to be denied.

In the first phase, these inputs are processed to obtain the
weighted graph, named Flow Graph (FG), shown in (b). First,
a traffic flow is derived for each of the five NSRs and is
depicted as a colored path. The FG retains the nodes and the
links relevant to these flows, while its edge weights quantify
their traffic-induced coupling. For example, a weight of 2 or 3
means that the corresponding link is traversed by, respectively,
two or three NSR-induced flows.

The clustering procedure applied to the FG split the net-
works at the inter-router link, and the AP on this link is
duplicated on both cluster-scoped topologies. The NSRs are
partitioned consistently with the topology. The traffic of NSRs
2 and 3 remains within one cluster, so they are trivially
assigned. NSR 4 and 5 are isolation ones whose flows cross the
boundary. Blocking them in either cluster is sufficient, so the
algorithm assigns NSR 4 to the right cluster and NSR 5 to the
left for balance. Instead, NSR 1 is a cross-cluster reachability
that must be preserved end-to-end and is therefore assigned to
both clusters. At the end of this phase, the original problem
has thus become the two topology-NSR pairs depicted in (C).

In the second phase, the two topology-NSR pairs are given
to two independent solver instances and processed concur-
rently. Each solver decides which of its APs must host a

IPSrc |portSrc| IPDst | portDst | tProto | Action
10004 | * 10044 | - * [ allow
10015 | 1001 - * [ allow
10002 | - | 10008 - © | deny
10002 | - |10012] - * | deny
10001 | [10013] - * [ ceny

o[a]e[s]=]=

# | IPSrc |portSrc| IPDst | portDst | tProto |Action

w[o[e]n =]
s
g
g
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@ Flow Graph generation

K #| 1psre [portsrc| 1PDst [ portbst | tProto [ Action

X "._ 110001 [+ [10041.1 - [ allow
.. 2 5 5
r 5 5

1001 |
10002 |

© [100.1°
* 10012
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Fig. 2: Illustrative example of the proposed approach.

firewall and synthesizes the corresponding default action and
filtering rules. In this case, as shown in @, the local solution
for the left cluster allocates two firewalls: an allowlist one at
the AP adjacent to 10.0.0.3, and a denylist one at the cluster’s
border with a deny rule for NSR 5. Independently, the solution
for the right cluster allocates only an allowlist firewall at the
cluster’s border with a rule for NSR 1.

The third phase maps the two local solutions back onto
the original AG. As the AP at the partitioning boundary is
independently synthesized by both local problems, the merge
procedures consolidate their allocation decisions and reconcile



TABLE I: Notation used throughout the paper.

Notation Meaning

Notation Meaning

B Boolean domain {rrue, false}
Gs = (Ns, Es) Service Graph, with nodes Ng and links Eg
Njg =NsUNp AG nodes, including the AP set Np

deny(n, t) True iff node n drops traffic class ¢

allowlist(n) True for deny-by-default; false for allow-by-default
II(n) Set of configured rules, i.e., the filtering policy at n
F,, Fr = U,er Fr Flows induced by NSR r; flows induced by all NSRs
A(f) Set of directed hops traversed by flow f

Gr = (Np,Ep,w) Flow Graph used for clustering, with Np = Ny

P= {vacl ) , NF ¢, } Partition of N into clusters; ¢; is a cluster label
L(n) Cluster label(s) associated with node/AP n

R¢;, Freut NSRs assigned to cluster ¢;; cut flows induced by r
EX’Z' R E;\u:; Internal and preserved boundary edges of Ga,;
allocatedci, alluwlist(-i, Decisions produced by the solver instance for cluster c¢;
cmzﬁgured(,l,

TIA(n). Tl (n)
H=3perp |7(f)]

Merged allowlist and denylist candidate policies at n
Total length of all NSR-induced flow paths
Candidate firewalls considered for removal

allocatedy ey (n) Post-processed allocation decision at AP n

T Set of traffic classes

Gp = (Na,Ex) Allocation Graph derived from Gg

allocated(n) True iff a firewall is allocated in AP n

P, Placeholder-rule set of a firewall at AP n
configured(n, p) True iff placeholder p is instantiated at n

R, r=(C,a)€eR NSR set; each NSR has condition C and action a

a(f), (f.n) A flow ordered node path and its traffic class at node n
1X], P(X) Cardinality and power set of X

w({u,v}) Number of NSR-induced flows traversing link {u, v}
y Resolution parameter controlling cluster granularity
C(f), A(r) Clusters crossed by flow f, or touched by NSR r
Ga,c; = (Nay;» Eac;) Cluster-scoped AG for cluster ¢;

e, (n), I(n) Local policy for n in cluster ¢;; merged global policy
ConvertAllowList, Functions converting local policies to a common default
ConvertDenyList action

La(n) Cluster instances allocating a firewall at shared AP n
Ry Isolation NSRs, i.e., NSRs whose action is deny

F,L, Cq Isolation flows crossing m; alternative APs for flow g

allowlistpevw (1), yew (1) Post-processed default action and filtering policy at AP n

their filtering policies into a single firewall configuration. The
result is the deployable configuration in (¢) for the input AG,
despite the configuration problem having been solved through
parallel, cluster-scoped instances.

IV. PROBLEM SEGMENTATION

The first phase decomposes the global problem into cluster-
scoped subproblems at two levels: (i) network segmentation,
by constructing a traffic-centric weighted graph and applying
community detection; and (ii)) NSR partitioning across the
resulting subnetworks.

A. Flow Graph Construction

Given the input AG G4 = (Ny4, E4) and the set of flows Fg
derived from the NSR set R, i.e., Fr = ,cg Fr, an interme-
diate flow-centric representation, named Flow Graph (FG), is
built. This is an undirected weighted graph used exclusively
to drive network clustering, modeled as Gg = (Ng, EF, w).

The node set N is preserved as it is in the AG, i.e., Np =
N4. Instead, the edge set Er may differ from that of the AG
from which it derives, i.e., from E 4. Specifically, edges in Ef
are traffic-induced: given two nodes u and v, if E4 contains
at least a (directed) communication link among e; = (u,v)
and e, = (v,u), and at least one flow in Fg traverses e; or
ey, a corresponding undirected edge ¢’ = {u, v} is added to
Er. Formally, let n(f) = (ng,ni,...,nz(s)-1) denote the
ordered node sequence crossed by flow f € Fg, and let the
function A : Fg — P(Na X N4) denote the set of directed
hops induced by 7 (f) for flow f:

Af) ={(ni-1,ni) i=1,....|7n () -1} %)
Given this notation, the edge set Er of the FG is defined as:
Ep = {{u,v} C Np:3f € Fr. u,v) € A(f) V (v,u) € A(f)} ©)

Hence, if no traffic flow in the set Fg traverses a communi-
cation link connecting two nodes of G4, then no edge will
connect those nodes in Gf.

Edge weights encode the “relation intensity” induced by the
NSR set and its associated traffic. In particular, the function
w:Ep — N maps an input FG edge {u, v} € EF to the number

of flows in Fg that crosses any link of E 4 insisting on the same
nodes u and v. The behavior of this function is expressed as:

w{u,v}) = {f € Fr: (u,v) € A(f) vV (v.u) e A(f)}] (D

Operationally, w({u,v}) is computed by scanning all flows
f € Fr and incrementing a counter associated to {u,v}
whenever A(f) contains hop (u,v) or (v,u). Directionality
is intentionally ignored at this stage, since the objective is to
capture the strength of traffic-induced coupling for clustering
rather than forwarding configuration.

Because edges are instantiated only when supported by the
presence of a flow in Fg crossing the corresponding link in
the AG of derivation, the FG may not be fully connected.
Each connected component of G identifies a maximal subset
of nodes that are mutually coupled by at least one NSR-
induced flow. This is the ideal scenario in which R already
induces disjoint traffic domains: components can be treated as
independent sub-networks, and community detection operates
independently within each component to further partition it.

Complexity. Let H = . rcp, |7(f)| denote the total length
of the NSR-induced flow paths. The FG is constructed by
visiting each hop once and updating the corresponding edge
counter. Assuming constant-time dictionary operations, its
time complexity is O(H), while its additional space com-
plexity is O(|Nf| + |EF|), excluding the AG and flow-path
representation, which are not uniquely related to this phase.

B. Traffic-Aware Network Clustering

Given the FG Gg = (Np, Ep,w), a partition of Np into
traffic-coupled sub-networks is computed via community de-
tection. The algorithm operates on w(-) and therefore favors
grouping nodes connected by links traversed by a larger
number of flows, with the goal of increasing internal policy
coupling while reducing cross-cluster policies.

For simplicity, let G be assumed a connected graph. This
assumption is without loss of generality, since even if the
creation of Gp results in a disconnected graph, the same
clustering procedure could be trivially applied independently
to each connected subgraph.

Among the possible graph decomposition strategies, this
work employs the Leiden algorithm [8] for weighted com-



munity detection, primarily for its proven superiority in per-
formance and guaranteed creation of connected communities,
i.e., subgraphs. Other partitioning strategies could be adopted
if they better optimize different objectives or topology-specific
constraints. An experimental analysis comparing Leiden with
other partitioning strategies is presented in Section VII-D.
The output is a partition of the Ng into disjoint clusters,
ie, P = {Nrc,...,Nro ), with U Np, = Np and
Np,; "NF,c; = 0 for i # j, each with a cluster’s label ¢; € N.

The partition produced by Leiden depends on the selected
quality function and its parameterization. Their impact on the
overall approach is evaluated in Section VII-A.

C. Network Security Requirement Partitioning

Given the clustering output P = {Np,...,Nr,}, the
NSR set R is accordingly partitioned into cluster-scoped
subsets so as to obtain independent inputs for the refinement
problem. The partitioning is flow-driven also for the NSRs,
since each r € R is expanded into its induced flow set F,., and
assignments are derived from the cluster labels of the nodes
crossed by such flows.

Let £ : Nr — N map each node to its cluster label. For
each flow f € Fg, the function C : Fg — P(N) produces the
set of crossed cluster labels:

C(f)={L(n):nen(f)} ®)

Accordingly, each r € R is associated with the set of clusters
it touches through its induced flows through the function A :
R — P(N), defined as:

A =J e ©)
feFy
If A(r) = {c;} is a singleton, then the NSR r is fully contained
within cluster N ., and is assigned to the local requirement
set R.;. Otherwise, the NSR r induces cross-cluster coupling
and must be handled through boundary-aware partitioning.
For isolation NSRs, satisfaction is per-flow. Consequently,
every f € F, must be denied at least once along its path. Let
a flow f be internal if all the nodes on its path belong to
the same cluster, i.e., |[C(f)| = 1; otherwise, f is cut as it
crosses multiple clusters, i.e., |C(f)| > 1. For internal flows
induced by r, assignment is again trivial as there is a single
cluster. Note that, in contrast to the case A(r) = {c;}, here
the NSR r is potentially duplicated across multiple clusters,
since each internal f € F, implies an independent assignment.
In contrast, to block isolation cut flows, the assignment is not
immediate, as multiple clusters (i.e., any of the crossed ones)
may be configured to satisfy it. A straightforward approach is
to assign the same NSR r to all crossed clusters, i.e., to all
R, with ¢; € C(f). However, this would significantly degrade
optimality, as it may lead to redundant enforcement and
duplicated allocations, since each subcluster blocks the same
f. The proposed solution, while still potentially suboptimal,
is to delegate r to exactly one cluster in C(f) without loss
of correctness. Specifically, each isolation cut flow f € F,
triggers the assignment of r to a single cluster in C(f),
selected by a load-balancing heuristic (i.e., the cluster with
the smallest number of delegated flows).

For partial reachability NSRs, the model semantics is ex-
istential, i.e., r is satisfied if at least one end-to-end flow
in F, is allowed. Under decomposition, existential semantics
is not compositional: independent subproblems may yield
different candidate flows to satisfy the reachability NSR,
and the merged configuration may still block all end-to-end
candidates due to inconsistent local choices. To prevent this
problem, if a reachability NSR r induces a cut flow, we
conservatively strengthen it to complete reachability, requiring
that all flows in F, are allowed. In particular, internal complete
reachability flows are trivially assigned to a single cluster,
whereas cut flows are assigned to all clusters’ labels in C(f).
As reachability must be guaranteed end-to-end, this scenario
does not allow any heuristic assignment.

Complexity. NSR partitioning is derived directly from the
FG labeling L. For each flow f € Fg, the crossed-cluster
set C(f) is computed in O(|z(f)|) time through constant-
time lookups of L(n) along its path. This results in about
O(H) time for the R set. Computing A(r) and applying the
load-balancing heuristic do not increase this bound, since both
operate on crossed clusters and are bounded by |7 (f)|. Overall
time complexity is O(H). The additional space complexity is
O(|P||R]) in the worst case, since each NSR may be assigned
to at most all |P| cluster-scoped NSR sets.

V. PARALLEL CONFIGURATION

The problem segmentation phase produces a variable set of
inputs for the next phase, where each input consists of (i) a
subnetwork topology and (ii) a corresponding subset of NSR.
The goal of the parallel configuration phase is to compute, for
each cluster, an optimal and formally correct firewall allocation
and configuration independently of the other clusters. Possible
refinements and optimizations of the local configurations are
handled with a post-processing phase described in Section VI.

Let P = {Nfr,,....NF.} be the partitioning of Ng
returned by the traffic-aware clustering presented in Section
IV-B, and let R, denote the subset of NSR assigned to the
cluster labeled with ¢; as described in Section IV-C. From this
information, for each cluster ¢;, an AG Ga,c; = (Na,¢;» Ea,c;)
is obtained by restricting the original AG G4 = (N4, E4) to
the nodes and edges belonging to c;.

Due to the treatment of boundary conditions, the cluster-
scoped AGs may overlap at the borders. The edge set E4 ., and
the node set N4, for a given local instance are constructed
by evaluating both internal and cut edges of the original graph.

Concerning edge assignment, internal edges, i.e., edges
where both adjacent nodes belong to the same cluster, are
directly assigned to the corresponding AG, G4 ,. Formally,
the set of internal edges for G4, is defined as:

B = {(,v) € Ea | L) =ci A L) = ¢} a0

Instead, cut edges, which connect adjacent nodes belonging to
different clusters, require a specific assignment logic to handle
cross-cluster cut flows. When a cut edge occurs between
two non-AP nodes, the corresponding link is removed from



both cluster-scoped AGs, so that the resulting subgraphs are
completely disjoint. The set of such edges is defined as:

{(u,v) € Epx :L(u) =ci NL(V) =cjAci #cj

an
AvéNpAué¢ Np}

Conversely, when one of the adjacent nodes of a cut edge is
an AP, the cluster that initially lacks that AP is expanded to
include it. This means the AP is replicated across the adjacent
clusters to preserve local enforcement opportunities for cut
traffic. Formally, the set of boundary cut edges preserved for
a cluster ¢; is defined as:

EQ ={(u,v) € Ea:(L(u) =c; ® L(v) = c;)

12)
A(ue Npdv e Np)}

Consequently, the complete edge set for the cluster-scoped AG
is Eae, = EQt UEGQ" .

Concerning node assignment, the local node set N4, is
then naturally derived as the set of all nodes native to the
cluster c;, i.e., Nr,;, combined with any shared boundary
APs connected via the preserved cut edges.

Na,c; =Nr.c;U{n € Np:3u€ Ny :
(u,n) € Ef‘“z' V(n,u) € Ef\“zl

13)

In the end, these operations produce multiple sets of inputs
(G A,c;» Rc;) that are encoded as a partial weighted MaxSMT
problem by reusing the baseline VEREFOO formulation pre-
sented in Section II. All instances are solved in parallel by
launching independent solver executions, each producing a
locally optimal interpretation of the problem that specifies the
truth assignment of the allocation decision variables for APs
in Na,,; and the corresponding configuration decisions. Since
border APs may appear in multiple instances, the resulting
local configurations are not immediately deployable as a single
global configuration, as a reconciliation is needed and deferred
to the merge phase described in Section VI

Finally, note that global optimality with respect to the
original monolithic instance is not guaranteed in general due to
the decomposition and boundary handling rules for cut flows.
A discussion and quantification of the optimality degradation
is presented in Section VIIL.

VI. MERGE AND POST-PROCESSING

The parallel configuration phase returns one local solution
for each cluster-scoped instance. Each local solution contains
(1) the set of allocation decisions for the APs considered by that
instance and (ii) the filtering configuration synthesized for each
allocated firewall. These solutions are local and correct with
respect to the cluster-restricted topology and assigned NSRs,
but they are not directly deployable on the original network.
The reason is that, due to the boundary strategy introduced
in Section V, some APs may be replicated across adjacent
cluster-scoped AGs, potentially leading to multiple local solu-
tions that independently allocate and configure a firewall on the
same AP of the original AG. During the merge phase, this issue
is solved by consolidating replicated allocation decisions for
the same original AP and reconciling the corresponding local
filtering policies. Note that internal APs, i.e., APs belonging to
exactly one cluster-scoped instance, do not require any merge

operation and are copied unchanged to the final solution. Next,
a post-processing phase is executed to optimize the merged
solution, aiming to remove some sub-optimalities introduced
by the parallelization of the global configuration problem.
Let P = {Nr,,,...,NF,.} be the network partitioning
obtained according to Section IV, and let £(n) denote the
set of labels of the cluster-scoped instances containing node
n € Np. By construction, |£L(n)| = 1 for internal APs and
|L(n)] > 1 for shared APs. Then, for each cluster ¢; € L(n),
let allocated.,(n) € B denote the local allocation decision
for node n under the solution’s instance for AG G4 ;. When
allocated,, (n) = true, then allowlist.,(n) € B denote the local
default action decision and Il (n) denote the local filtering
policy synthesized for n under the solution’s instance for AG
Ga,e;s 1€, e (n) = {p € Py : configured, (n, p) = true}.

A. Merge

The merge operation is executed only on APs and is applied
to each original AP independently. For a given AP n € Np,
there are four possible scenarios.

1) No allocated firewall. If allocated ., (n) = false for all ¢; €
L(n), then no firewall is present in the global solution.

2) Exactly one allocated firewall. If there exists exactly
one ¢; € L(n) such that allocated.;(n) = true, then
the global solution inherits that allocation decision and
copies the configuration unchanged, i.e., allowlist(n) =
allowlist.; (n) and I1(n) = I, (n).

3) Multiple allocated firewalls with the same default ac-
tion. In this case, there are multiple local configura-
tions in which »n is allocated in the cluster-scoped AGs.
However, all of them have the same default action.
Given the auxiliary set of allocated firewalls defined as
Ly(n) = {c; € L(n) | allocated.,(n) = true}, then
allowlist., (n) = allowlist.;(n) for any c¢;,c; € La(n). As
different local solvers may synthesize different specific
rules at the same shared AP n, but with the same action,
the correct global configuration is obtained by preserving
the common default action and taking the union set of all
cluster-scoped firewall rules:

U mem

ci€Lag(n)

4) Multiple allocated firewalls with different default ac-
tion. The non-trivial case is when |L,(n)|] > 1 and
the local configurations allocated at cluster-scoped APs
corresponding to the original AP n do not share the same
default action, i.e., c;,c; € Ly(n) : allowlist. (n) #
allowlist; (n). A direct union of the local rule sets is not
acceptable, because rule semantics depend on the default
action. In particular, an allowlist firewall blocks by default
and explicitly permits selected traffic classes, whereas a
denylist firewall allows by default and explicitly blocks
selected traffic classes. Therefore, the local solutions
must be projected onto a common representation before
being merged. To this end, two candidate global policies
are constructed. The first one is an allowlist candidate,
obtained by converting every local configuration at n into

H(n) = (14)



an equivalent allowlist representation and then taking the
union of the resulting rule sets:

Ma(n) = U ConvertAllowList(Tl¢; (n))

ci€La(n)

15)

The second one is a denylist candidate, obtained anal-
ogously by converting every local configuration into an
equivalent denylist representation:

Ip(n) = U ConvertDenyList(Il¢, (n)) (16)

ci€La(n)
Finally, the merged firewall is allocated at n using the
most optimal of the two equivalent representations, i.e.,
the one configuring fewer firewall rules:
(allowlist(n),I(n)) =

{(zrue,nA<n)>, Ma(n)] < [Tp (n)],

otherwise

(false, N1p (n)), an
The equivalence between the two representations is guar-
anteed only over the NSR-induced traffic classes. Con-
sequently, changing the default action in the merged
configuration may affect traffic not covered by any NSR,
potentially impacting the overall security posture. How-
ever, this is consistent with the policy model adopted in
this work and inherited from VEREFOO, where formal
security guarantees apply only to traffic explicitly covered
by user-defined NSRs, while the behavior of all other
traffic is left unspecified and may be determined accord-
ing to the optimization objective. Therefore, users should
specify all traffic requiring a particular security behavior.

The complete merge processing, including all four scenar-
ios, is formalized in Algorithm 1. There, the two auxiliary
functions, i.e., ConvertDenyList and ConvertAllowList, convert
an allowlist to a denylist and vice versa. The former computes
the set of flows that a firewall n blocks thanks to its default
action, by identifying each f € Fg,_ crossing it and for which
the deny predicate maps the n and 7(f,n) traffic pair to
true. For each 7(f, n) thus identified, a corresponding denying
rule p is created with that traffic as a condition, and set as
configured, i.e., configured, (n, p) = true. The default action
is finally set to allow, i.e., allowlist.,(n) = false. The latter
follows an analogous procedure considering the flows crossing
n that are permitted by it.

The union of the filtering policies of independently config-
ured firewalls may lead to suboptimal results. Therefore, the
union of rules must be further processed to resolve possible
discordances. This problem is orthogonal to this contribution
and has been extensively discussed in other works [15]-[17],
which the current one simply uses to address this issue.

Given the complexity and importance of the merge phase,
we provide a formal argument for its correctness below. This
phase must preserve the satisfaction of the original NSRs in
R. We first show that cluster-scoped solutions cannot impose
conflicting NSR decisions at shared APs, and then that Algo-
rithm 1 preserves such decisions in the merged configuration.

Consistency of NSR decisions. Internal APs require no
merging and are therefore trivially consistent. Instead, con-
sidering a shared AP n, suppose by contradiction that two
NSRs require opposite decisions for the same traffic class ¢

Algorithm 1 Merge of Local Firewall Configurations

Require: Local cluster solutions

(allowliste, (+), e, (+), allocated,, (+)), Ye; € P
Ensure: Global configuration

(allowlist(-), I1(+), allocated(-))

1: for n € Np do

2 lo «— L4(n)

3 if [. = 0 then

4: allocated(n) « false

5: I(n) <0

6: else if |/.| = 1 then

7 allocated(n) « true

8: (n) « I, o) (n)

9: allowlist(n) « allowlist;, o] (n)

10: else if Vi € [ : allowlist;(n) = true then
11: allocated(n) « true

12: allowlist(n) « true

13: (1) — Ugyer, M, (n)

14: else if Vc; € I : allowlist., (n) = false then
15: allocated(n) « true

16: allowlist(n) « false

17 M(n) & Ugyer, Te; (1)

18: else

19: [y <0, IIp <0
20: for ¢; € l. do
21: IT4 < I14 U CONVERTALLOWLIST(II,, (1))
22: IIp < IIp U CONVERTDENYLIST(II, (1))
23: end for
24: allocated(n) « true
25: if [I14| < |IIp| then
26: allowlist(n) < true
27: II(n) « Ila
28: else
29: allowlist(n) « false
30: II(n) « Ip
31: end if
32: end if
33: end for

at n. In particular, let an isolation flow f; be denied at n
by cluster ¢;, i.e., allocated.,(n) A deny,, (n,7(f1,n)), while
a reachability flow fr satisfies 7(fg,n) = 7(f7,n). Since n
is a boundary AP, fg is a cut flow and is assigned to every
cluster it crosses. Hence, the correctness of the solution for c¢;
requires —allocated,, (n) V —~deny, (n,7(fg,n)), contradicting
the isolation decision. Therefore, NSR-induced decisions at
shared APs must be globally consistent. Notice that 7(f,n),
the traffic class observed at n, already accounts for header
transformations, e.g., NAT, occurring earlier along the path.
Traffic flows and their per-node traffic classes are computed
before clustering and then reused by each cluster-scoped
problem. Therefore, splitting a flow does not alter its traffic
representation. For example, consider the simplified flow f =
[n1, tc, 2, tx, NNAT, By, 13, y, ns], Where the NAT transforms ¢,
into t,. If clustering introduces a boundary between nyar and
n3, the downstream cluster still reasons on t,. Hence, traffic
classes are preserved across cluster boundaries and already
reflect transformations performed upstream, even when they
occur outside the considered cluster.

Preservation of decisions during merge. According to Al-
gorithm 1, if |L,(n)] = 0, no firewall is allocated at n,
whereas if a single cluster c; allocates n, its configuration
is copied unchanged. If multiple local configurations have



the same default action, their explicit rules are combined.
With default allow, these are deny rules; with default deny,
they are allow rules. Their union preserves all NSR-induced
decisions because, as shown above, no conflicting obligation
exists for the same traffic class. Overlapping or wildcard
rules do not alter this argument: they are aggregations of
compatible placeholder rules defined over specific packet
classes and therefore preserve their forwarding semantics.
If local configurations instead use different default actions,
ConvertDenyList and ConvertAllowList first map them to a
homogeneous representation. The former makes the required
deny decisions explicit before setting the default to allow,
while the latter makes the required allow decisions explicit
before setting the default to deny. Hence, the representation
changes, but the decisions over the NSR-induced traffic classes
are preserved and grounded in underlying placeholder rules.

End-to-end NSR preservation. For every isolation NSR r,
decomposition assigns each induced flow to one of the clusters
it crosses, such that

Vf € Fr.3c; € C(f).3n € n(f).allocatedc; (n) Adeny,, (n,7(f,n)).

(13)

Since the merge preserves this decision, the resulting config-
uration satisfies

Vf € F,.3n € n(f).allocated(n) A deny(n, t(f,n)). (19)

For complete reachability, every crossed cluster satisfies

Vf e F. V¢ € C(f).Vn € n(f).allocated.; (n) — ~deny,., (n,7(f,n)).
' (20)

Since these decisions are preserved by the merge, the resulting

configuration satisfies

Vf e F,.¥Yn € n(f).allocated(n) — —deny(n, t(f,n)). 210

Finally, a cut partial-reachability NSR is strengthened to com-
plete reachability before decomposition. Hence, the merged
configuration satisfies every r € R.

Complexity. Let Q = 3,enp 2icie £, (n) ITLe; (n)| denote the
total number of rules in the local firewall configurations. The
merge processes each AP and its local policies once, requiring
O(|Np| + Q) time when their default actions coincide. When
different default actions must be reconciled, the traffic classes
observed at each shared AP n are also inspected for each local
configuration that allocates it. Since |L,(n)| < |P| and the
aggregate number of traffic observations is bounded by H, the
overall time complexity is O(|Np| + Q + |P| - H). Additional
space complexity is O(|Np| + Q + H): O(|Np|) stores the
merged configuration of all APs; O(Q) accounts for the local
rule sets of each cluster-scoped solution before merging; and
O(H) covers the temporary I14(n) and I1p (n) representations.

B. Post-processing

The merge phase produces a semantically correct and de-
ployable global configuration, but not necessarily one that
is optimal with respect to the original monolithic MaxSMT
instance. Because cluster-scoped problems are solved indepen-
dently, different local solutions may allocate multiple firewalls
to block the same traffic at different APs along a common
path. To mitigate this effect, Algorithm 2 is applied to remove
redundant firewalls from the merged solution.

Algorithm 2 Optimization of Duplicate Firewalls

Require: Global configuration
(allowlist(-), T1(-), allocated(-))
Ensure: Optimized configuration
(allowlistyey (+), Hpew (), allocatedye,y (+))
I: S0
2: for all m € N4 do
3 allocatedye, (m) « allocated(m)
4 allowlist,ey, (m) « allowlist(m)
5: Hpew (m) < T(m)
6: end for
7. for all r € Ry = {r € R : r.a = deny} do
8: for all f € F** do
9: S« Su{men(f)NNp |allocated,e,(m) }

10: end for
11: end for

12: Fg; — Uyer, Fr
13: for all m € S do
14: F,;<—{g€FR1|m€7T(g)}

15: delfiag «— true

16: for all g € F! do

17: Cg — (n(g) N Np) \ {m}

18: if Am’ € Cq : deny(m’, (g, m’)) then
19: delf1qg < false

20: break

21: end if

22: end for
23: if delflag then

24: allocatedyey, (m) « false
25: e (m) < 0

26: end if

27: end for

The optimization targets isolation requirements only, as they
induce firewall allocation by requiring at least one denying
enforcement point on every matching flow. Let Ry = {r €
R | r.a = deny} be the set of isolation NSRs. During
initialization (lines 1-6), it creates a copy of the merged global
configuration, from which it will later only remove firewalls
and rules, without introducing new enforcement points or
changing the semantics of existing ones.

Specifically, the algorithm builds the set of candidate fire-
walls (lines 7-11) by considering only cut flows induced by
isolation NSRs. For each r € Ry and each f € Ff* | it collects
the allocated APs crossed by f and stores them in the set
S. Next, the algorithm evaluates each m € S independently
(lines 13-22). For a candidate firewall m, it computes the set
of all isolation flows whose path includes m:

Fro={ge | J FrImene)}
reRy

(22)

Firewall m can be removed only if every flow in F/ remains
denied elsewhere. Accordingly, for each g € F!, the algorithm
considers the alternative enforcement points on the same path,
C, = (r(g)NNp)\{m}, and checks whether there exists some
m’ € Cq such that deny(m’, (g, m’)) holds. If this condition
fails for even one flow, then m is necessary and must be
retained. Otherwise, the filtering effect of m is fully subsumed
by other firewalls on the same paths, and m is redundant.
When this redundancy condition holds, the algorithm deallo-
cates m and removes its rule set from the optimized configura-
tion (lines 23-26). Since the procedure removes only firewalls



whose denying effect is already provided by other allocated
firewalls, it preserves the satisfaction of all reachability NSRs
as well as of every isolation NSR.

Finally, as Algorithm 2 is greedy, its output may depend on
the order in which the candidate firewalls in S are processed.
Consider three cut isolation flows fi, f>, f3 and three allocated
firewalls m, my, m3, such that m; denies all three flows,
my denies f; and f>, and ms3 denies f3. If m; is evaluated
first, it is removed because mj and mj3 jointly preserve all
denials, leaving two firewalls. Conversely, if m, and mj3 are
processed first, both are removed because m still denies the
corresponding flows. Therefore, different processing orders
can produce different, yet correct, configurations.

Complexity. Copying the input configuration requires
O(|N4|) time, while identifying candidate firewalls by travers-
ing the cut isolation flows costs O(H). For each cut isolation
flow f, up to ay = |x(f) N Np| candidate firewalls (i.e.,
APs) may be evaluated, each against at most a ¢—1 alternative
APs, resulting in at most ag(ay — 1) checks. Across all
isolation flows, this contributes O(Z feFr, a?) time. Since
LfeFg, 4f S Xfekg, |7(f)| < H, this term is upper-bounded
by O(H?) in the worst case. The resulting time complex-
ity is O(|Na| + H?). The additional space complexity is
O(|N4|+ Q + H), accounting for the copied configuration, its
firewall policies, and the candidate-firewall and isolation-flow
associations used during redundancy checks.

VII. IMPLEMENTATION AND VALIDATION

The proposed approach was implemented in Java as an
extension of the VEREFOO framework, adding support for
the different phases presented in Section III. The clustering
step relies on a publicly available Java implementation of the
Leiden algorithm [18], while MaxSMT solving is performed
using the Z3 theorem prover [19]. All experiments were run on
a machine equipped with an Intel Core Ultra 7 265 processor,
64 GB of RAM, and Z3 version 4.14.1.

The validation campaign considers three topology families.
The first family is based on the Texas 2000 communication
network of the Texas electric transmission grid [20], modeled
as a hierarchical three-level architecture with one Balancing
Authority, multiple Utility Control Centers, and multiple Sub-
stations. The tested instances are generated by increasing the
number of Utility Control Centers and Substations, as well
as the number of NSRs. Therefore, the topology size and
the number of APs vary across the different instances. The
second family is based on the Stanford backbone network
[21], derived from real configuration data for a campus-style
topology. In this case, the topology is fixed in size, and only
the number of NSRs varies. Texas 2000 and Stanford were
chosen as representative realistic network topologies. The third
family is a Hub&Spoke topology, introduced to complement
the reference benchmarks with a more controlled setting in
which both topology size and NSR cardinality can be varied
directly. For all scenarios, the relative NSR distribution was
fixed to 50% isolation and 50% reachability NSRs.

The evaluation process consisted of two phases. First, we
performed a preliminary analysis to determine a suitable

parameterization of the clustering phase. Since the Leiden al-
gorithm’s output depends on multiple parameters, this step was
necessary to ensure a balanced final decomposition. Second,
the selected parameterization was used to compare the pro-
posed parallelized approach with the monolithic VEREFOO
implementation regarding both performance and optimality,
and to carry out an ablation study.

A. Clustering Analysis

Because partition quality directly affects the proposed ap-
proach, we conducted a preliminary analysis to select suit-
able parameter configurations for the Leiden algorithm. The
analysis considered all topology families introduced above,
along with increasing NSR cardinalities, to capture both the
effect of topology size and the traffic flows induced by the
NSRs. For each topology and instance size, we tested all
admissible discrete values and representative values for con-
tinuous parameters. In particular, we sampled the resolution
parameter logarithmically between 1073 and 10, as preliminary
runs showed negligible changes beyond this range.

Each parameter combination was evaluated through a
decomposition-quality score designed to capture both perfor-
mance and optimality. The score therefore combines three fac-
tors: (i) the number of cut flows, (ii) the balance of the number
of nodes across clusters, and (iii) the balance of the number of
assigned NSRs across clusters. The first captures optimality,
since cut flows can introduce duplicated enforcement after
merging. The other two capture performance, since the slowest
cluster-scoped instance determines the parallel critical path.

Let G4 = (Nga,E4) be the input AG, let R be the NSR
set, and let P = {NFp,c,,...,NF,c,} be the partition of the
flow-graph nodes into k clusters. Each cluster C; induces
one subproblem, described by a cluster-scoped AG Ga,c;, =
(Na,c;»Ea,c;) and an assigned NSR subset Rc,. We define
the decomposition-quality score as:

0, if [P] =1
= v 3 GA,Ci : INA,C," > Nmax (23)
\% EIRCi : |RCi| > Rimax
A-So+ (1 -2)-Sp, otherwise,
1 1 1 Fcut
Sp == 3 k So=1- i
2( |, oNag ) o URG DE ) IFrl
1UINAC, 1Y) H{IRc; Y )
(24)

The parameter A controls the trade-off between optimality
and performance. Since part of the optimality loss is later
mitigated by the post-processing phase, we set 4 = 0.3,
thereby assigning slightly higher weight to the performance
component. The score is forced to zero whenever the partition
is trivial, i.e., when a single partition corresponds to G4, or
any of the generated subproblems exceeds hard-complexity
limits. These limits are derived from benchmarking the mono-
lithic VEREFOO implementation and are intended to exclude
decompositions that are balanced in relative terms but whose
derived subproblems remain too large to solve efficiently.

Scores were averaged over 10 independent runs per param-
eter combination. A preliminary single-factor analysis reduced
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Fig. 3: Heatmaps of average clustering score for Stanford topology at different NSR values

the search space: Leiden iterations were fixed to 5, the random
seed showed negligible influence, minNodes = 1 was discarded
due to consistently poorer results, and the A and M normaliza-
tion strategies were collapsed into a single representative level,
since they showed indistinguishable behavior. The remaining
parameters were retained for further analysis.

The role of the other parameters is summarized as follows.
The resolution parameter controls partition granularity: smaller
values tend to produce fewer and larger clusters, while larger
values favor finer decompositions. The parameter minNodes
imposes a lower bound on cluster size and limits the creation
of very small subnetworks. The quality function, i.e., CPM or
modularity, determines the objective Leiden optimizes. After
filtering, the remaining parameter combinations were analyzed
separately for each NSR cardinality using heatmaps.

Fig. 3 shows a representative example for the Stanford
topology. At 50 NSRs, the score surface in Fig. 3a is rela-
tively flat, indicating limited sensitivity to parameter choice
and suggesting that many configurations are adequate. At
100 NSRs, the effect of parameter selection becomes more
visible in Fig. 3b, and configurations with resolution = 1.0
consistently yield lower scores. The same trend remains visible
at larger NSR cardinalities: lower-resolution values tend to
provide better decompositions, whereas the effect of minNodes
is more limited on this topology, indicating that Leiden rarely
produces excessively small clusters in this setting. Overall, the
preferred parameterization varies with problem size, but broad
near-optimal regions emerge rather than isolated maxima.

For this reason, we did not select the single best-scoring
configuration for each NSR cardinality. Instead, we retained
the near-optimal region, defined as the set of parameter
combinations whose scores lie within a fixed tolerance of
the best observed score. For each NSR cardinality, we se-

lected one representative configuration by choosing the values
that appeared most consistently within that region, and, in
case of ties, preferring simpler settings. The same procedure
was repeated for all topology families. For Texas 2000,
Hub&Spoke, and Stanford, respectively, the selected settings
are resolution = {0.10,0.10,0.01} and minNodes = {2,2,4};
CPM is used for the first two and modularity for Stanford,
while A/M normalization is enabled only for Texas 2000.

B. Performance Evaluation

Fig. 4 compares the computation time of the proposed
approach against the original monolithic VEREFOO. Each
point reports the average over 50 runs and its 95% confidence
interval. We measure computation time end-to-end, from the
problem inputs to the final configuration. Consequently, both
measurements include shared phases, such as computing the
NSR-induced traffic flows Fg, which affect their execution
times equally. The parallelized approach additionally includes
the costs of problem segmentation and merging, account-
ing for ~10-50ms and ~0-10ms, respectively. These costs
are negligible compared with the overall runtime, which is
dominated by MaxSMT solving. We primarily evaluate the
proposed approach using 1 and 20 logical cores, representing
the minimum and maximum degrees of concurrency available
on the experimental platform. An intermediate configuration
using 10 logical cores is also included in Fig. 4 to characterize
intermediate scaling behavior.

The 1 core configuration captures the benefits of problem
decomposition without inter-cluster parallelism, whereas its
comparison with the 20 core configuration isolates the ad-
ditional contribution of parallel execution. We quantify these
effects through Gp =1 — Tic/Tv, Gp = 1 = Txc/Tic, and
Go = 1-Txyc /Ty, which measure the runtime reduction due to
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Texas 2000 Stanford Hub&Spoke . .
B e T T T The Stanford topology (Fig. 4b) exhibits the same qual-
Gp | 756% 93.1% 96.5% | 53.1% 94.7% 96.8% | 9.1% 53.9% 96.6% itative advantage. Using 20 logical cores, the proposed ap-
Gp 31.0% 43.6% 49.4% | 452% 332% 17.1% | 6.2% 26.7% 14.3% proach grows from 0.086s at 10 NSRs to 6.53s at 90
Go |832% 96.1% 98.2% | 743% 96.4% 97.3% | 147% 66.2% 97.1%

TABLE II: Runtime reduction breakdown

decomposition, parallel execution, and their combined effect,
respectively. Here, Ty, Tic, and T>oc denote the execution
times of VEREFOO and of the parallelized approach using
one and 20 logical cores. TABLE II reports these values for
three representative sizes of each topology.

Across all topology families, the proposed approach exhibits
a significantly slower runtime growth as the number of NSRs
increases. This behavior reflects the effect of decomposition:
instead of solving a single MaxSMT instance, the problem
is divided into smaller, loosely coupled subproblems, whose
solutions are later reconciled.

On Texas 2000 (Fig. 4a), the performance gap widens
steadily with the number of NSRs. Using 20 logical cores,
the proposed method increases from 0.97s at 80 NSRs to
4.71s at 144 NSRs, while monolithic VEREFOO grows from
5.75s to 265.87s over the same range, corresponding to an
overall runtime reduction from 83.2% to 98.2%. This trend is
expected, as the topology expands together with the number of
requirements: newly introduced NSRs tend to remain localized
within new network regions, promoting balanced partitions and
limiting cross-cluster dependencies. TABLE II shows that both
effects contribute to this gain. Gp increases from 75.6% to
96.5%, while G p increases from 31.0% to 49.4%. Thus, as the
topology grows, decomposition produces increasingly smaller
problems relative to the monolithic one, while the expanding
cluster set also exposes more useful parallelism.

NSRs, whereas monolithic VEREFOO increases from 0.34 s
to 246.37 s, yielding an overall runtime reduction from 74.3%
to 97.3%. Unlike Texas 2000, Stanford has a fixed topology,
so an increasing number of requirements is absorbed by the
same cluster set. As a result, decomposition reduces solver
coupling but cannot fully offset the growth of local problem
size. Nevertheless, the parallelized approach remains clearly
preferable. Indeed, TABLE II shows a different balance: Gp
increases from 53.1% to 96.8%, whereas G p decreases from
45.2% to 17.1%. Thus, decomposition accounts for most of
the gain on larger instances, while the fixed topology limits
the additional parallelism available as the NSR set grows.

A similar trend is observed in the Hub&Spoke topology
(Fig. 4c¢). In this case, using 20 logical cores, the proposed ap-
proach increases from 0.24 s at 27 NSRs to 5.11 s at 81 NSRs,
whereas VEREFOO grows from 0.29 s to 174.38 s. The overall
reduction is limited on the smallest instance (14.7%) but
reaches 97.1% on the largest. Beyond 60 NSRs, the monolithic
formulation degrades rapidly, while the parallelized approach
remains within a few seconds. This behavior is consistent with
the regular structure of the topology, which is well-suited to
traffic-aware partitioning and limits inter-cluster dependencies.
TABLE II shows that Gp grows from 9.1% to 96.6%, whereas
G p remains smaller and non-monotonic, reaching 26.7% at
51 NSRs and 14.3% at 81 NSRs. The large-instance gain
primarily stems from simplifying the MaxSMT problem via
decomposition, rather than from concurrent execution.

These results show that decomposition and parallelization
substantially reduce MaxSMT solving costs across all tested
scenarios, although their relative contribution depends on how
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TABLE III: Cluster decomposition statistics

the workload is distributed among clusters. TABLE III charac-
terizes the resulting decompositions by reporting the distribu-
tion of the number of clusters and their sizes in terms of nodes
and assigned NSRs. Texas 2000 yields comparatively balanced
clusters, whereas Stanford and Hub&Spoke exhibit more pro-
nounced upper tails, with compact interquartile ranges but sub-
stantially larger P95 values, indicating that a limited number
of larger subproblems coexist with many smaller ones. This
behavior is reflected in Fig. 5, which shows the corresponding
distribution of cluster-scoped MaxSMT resolution times, with
medians highlighted by orange lines. Texas 2000 (Fig. 5a)
shows comparatively balanced cluster resolution times, so
multiple subproblems retain enough work to benefit from
concurrent execution. Stanford (Fig. 5b) becomes increasingly
skewed: most clusters remain inexpensive, while a few costly
instances determine the parallel critical path. Hub&Spoke
(Fig. 5¢) shows a similar imbalance, with most cluster in-
stances remaining inexpensive and only a limited upper tail
requiring substantial solving time. This explains the different
Gp trends in TABLE II: parallel execution is most effective
when costly MaxSMT work is distributed across several clus-
ters, rather than concentrated in a few. This imbalance limits
the additional parallelization gain, but does not necessarily
limit the scalability provided by decomposition.

Finally, the scalability of the proposed approach was eval-
uated on significantly larger problem instances beyond the
practical limits of the monolithic VEREFOO, which could
be executed only up to the sizes reported in Fig. 4. The
parallelized approach was evaluated using both 1 and 20
logical cores until system memory saturation. The different
maximum scales reflect how problem complexity is distributed
across cluster-scoped instances. Stanford has a fixed topology,
so increasing the NSR set progressively enlarges the same
local problems. Texas 2000 and Hub&Spoke both grow with

the NSR set, but distribute the resulting complexity differently
across clusters, as shown in Fig. 5, leading to markedly
different scalability. The results, shown in Fig. 6, confirm that
the decomposed approach remains scalable at larger problem
sizes and reflect the trends observed above. On Texas 2000
(Fig. 6a), runtime using 20 logical cores grows from 11.70s
at 480 NSRs to 137.32 s at 2880 NSRs, compared with 20.69 s
and 147.03 s using one core. The additional parallelization gain
therefore decreases from 43.5% to 6.6% as the problem grows.
On Stanford (Fig. 6b), the 20-core runtime grows from 8.27 s
at 100 NSRs to 135.87 s at 170 NSRs, compared with 18.80s
and 203.17 s using one core. Finally, Hub&Spoke (Fig. 6c)
shows the most gradual growth: the 20-core runtime increases
from 6.78s at 105 NSRs to 36.71s at 225 NSRs, while the
corresponding one-core values are 7.01s and 41.65s. Thus,
parallel execution provides only a limited additional gain on
this topology, while decomposition still keeps the resulting
subproblems inexpensive as the problem grows.

Overall, these results show that decomposition enables
the resolution of substantially larger instances, while parallel
execution provides an additional gain depending on cluster-
workload distribution.

C. Optimality Evaluation

Fig. 7 evaluates the optimality loss induced by decom-
position and the effect of post-processing. The results refer
to the largest instances considered in Subsection VII-B, i.e.,
144 NSRs for Texas 2000, 81 NSRs for the Hub&Spoke
topology, and 90 NSRs for Stanford. The figure compares three
configurations: the raw merged parallel result (Parallelized),
the result after post-processing (Parallelized*), and the original
monolithic implementation (VEREFOO).

Post-processing removes redundant firewalls introduced by
cross-cluster isolation flows. On Texas 2000, the Parallelized
solution allocates, on average, 7 firewalls, whereas post-
processing Parallelized* reduces this to 6, matching the mono-
lithic VEREFOO result. The same occurs on the Hub&Spoke
topology, where the number of allocated firewalls decreases
from 7 to 5. On Stanford, the raw parallel solution allocates
14 firewalls, the post-processing reduces this number to 12, the
monolithic solution allocates 11. This residual gap is expected;
decomposition does not guarantee recovery of global optimum.

A similar trend emerges for the number of configured rules.
On Texas 2000, the raw merged solution configures 18 rules,
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which post-processing reduces to 17, compared with 15 rules
in the monolithic baseline. On the Hub&Spoke topology, the
number of rules decreases from 32 to 28, exactly matching the
monolithic solution. On Stanford, the raw solution requires
29 rules, which post-processing reduces to 27, while the
monolithic solution uses 24. Rule reduction is only a side
effect of post-processing, as removing a redundant firewall
also removes its rule set.

To isolate the contribution of merging from the results
discussed above, we then analyzed the rule-set variations
introduced by Algorithm 1 separately, focusing on Texas 2000,
whose scalability supports larger NSR cardinalities and thus
enables evaluating the merge behavior across larger problem
sizes. Overall, merging happens for 37.9% of total processed
APs; in these events, increases occurred in only 4.6% of runs,
with a maximum observed increase of 26.7% (corresponding
to +4 rules), and decreases occurred in 67.7% of the cases,
with a maximum decrease of -37.4% (corresponding to —10
rules). Grouping tested instances of the same topology into
small (80-96 NSRs), medium (104-120), and large (128-
144) problems, case 2 of merging remains dominant and
stable (51.2%, 51.6%, and 53.1%, respectively), while case 1
becomes progressively more frequent (6.1%, 24.2%, 29.8%)
and case 3 decreases accordingly (35.1%, 16.2%, 10.7%).
Case 4 remains instead rare (7.6%, 8.0%, 6.4%). Similar
behavior was observed on the other topologies.

D. Ablation Study

Finally, we evaluate the proposed traffic-aware partitioning
strategy against three alternatives: (i) Leiden without flow-
derived edge weights, (if) random partitioning, and (iii) re-
cursive min-cut partitioning. We use Texas 2000 because it
allows both network size and NSR cardinality to increase. For
(ii) and (iii), we set the target number of partitions to that
produced by traffic-aware Leiden for the same instance. All
subsequent phases described in Section III remain unchanged.
Results are averaged over 50 runs.

Fig. 8 reports relative computation time with respect to
the proposed approach, where positive values indicate slower
execution and negative values faster execution. Leiden (no-
weight) is 107.14% and 130.25% slower at 144 and 240
NSRs, respectively. The gap decreases at larger scales, but
remains between 10.20% and 28.35% from 960 to 4800 NSRs.
Random partitioning is already 75.08% slower at 80 NSRs
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Fig. 8: Comparison with other partitioning strategies

and reaches 543.41% at 480 NSRs, after which it exceeds
the 10-minute timeout. Recursive min-cut is faster on several
smaller instances, by up to 39.93% at 112 NSRs, but loses this
advantage as the problem grows. From 960 NSRs onward,
it is at least 64.06% slower, with the gap exceeding 128%
between 1920 and 3840 NSRs, before timing out at 4800
NSRs. Overall, Leiden provides better large-scale behavior
than random and recursive min-cut partitioning, while flow-
derived weights further improve its end-to-end performance.

We also compare the resulting configuration optimality
through the average number of allocated firewalls and con-
figured rules. With respect to the proposed traffic-aware par-
titioning, Leiden (no-weight), random, and recursive min-cut
allocate 0.48%, 2.20%, and 5.07% more firewalls on average,
respectively. For firewall rules, Leiden (no-weight) and random
require 2.34% and 2.19% more rules, respectively, whereas
recursive min-cut requires 7.18% fewer rules. Overall, traffic-
aware Leiden achieves the lowest average firewall allocation
while remaining competitive in rule count. This result is
consistent with the score in Section VII-A, which places
greater weight on performance than on optimality.

VIII. RELATED WORK

The approach proposed in this paper decomposes the auto-
matic distributed firewall configuration problem into smaller
sub-problems, so that their parallel resolution can lead to
better performance. In the literature on network configuration,
decomposition has been pursued mainly for other problems,
e.g., configuration verification, whereas proposals for firewall
configuration automation focus on different objectives.

A. Decomposition of network configuration problems

Problem decomposition has long been a well-established
strategy for improving the scalability of complex computa-
tional problems. However, in network configuration, it has
been primarily used for purposes other than automatic con-
figuration synthesis, e.g., verification and monitoring.

Concerning the decomposition of the configuration verifi-
cation problem, existing studies can be grouped into three
directions [22]-[27]: partition-based verification of the for-
warding state, incremental or differential verification of con-
figuration changes, and modular verification of specifications
and proof obligations. The most representative approach in the
first direction is Libra [22], which partitions the forwarding
state into prefix-specific forwarding graphs and independently



verifies them using a MapReduce workflow. The second
direction includes incremental approaches such as Delta-net
[23], which works on an incremental edge-labeled graph,
the algorithm introduced in [24], which performs incremental
network configuration verification by regenerating only the
affected data-plane state, and DNA [25], which further extends
this idea toward differential analysis. Finally, Cocoon [26]
and the recent proposal in [27] represent the third direction,
where scalability is pursued through modular abstractions and
localized verification conditions, respectively.

Concerning the decomposition of the network-wide moni-
toring problem, HeteroSketch [28] partitions a mixed-integer
optimization problem for placing monitoring tasks and allo-
cating resources across heterogeneous devices into disjoint
cluster-level sub-problems that are solved concurrently.

Although all these studies show the value of decomposition
in improving scalability, they address a problem different from
the one considered in this paper, i.e., the automatic synthesis
of distributed firewall configurations. Instead, partially related
synthesis-oriented approaches are AED [5] and Jinjing [6].
AED [5] incrementally computes configuration updates from
existing router configurations by modeling changes as syntax-
tree additions and removals and encoding routing semantics as
SMT constraints. Jinjing [6] automatically repairs in-network
ACL update plans, so as to preserve the desired reachability
during ACL evolution. However, also these approaches address
problems that are substantially different from the one consid-
ered in this paper. In particular, they start from an already
deployed routing and access-control infrastructure and focus
on updating existing configurations, whereas the approach of
this paper jointly computes the firewall allocation scheme
and filtering rules from network-wide security requirements.
Moreover, they do not follow a parallelization strategy, but
rather an incremental configuration-update approach, and they
do not address the specific challenges of distributed firewall
configuration, as they concern other network functions.

B. Automatic approaches for firewall configuration

In the literature on distributed firewall configuration au-
tomation, most studies focus on only one of the two subtasks
of the problem, i.e., firewall allocation and rule generation.
Examples are the approaches in [3], [29]-[31] for the former,
and the ones in [32]-[34] for the latter. However, these works
provide only partial solutions with respect to the approach of
this paper, as they do not jointly address both tasks.

The only methodologies that address both firewall con-
figuration tasks are the ones proposed in ( [4], [35]-[38]).
However, most of them, i.e., [35]-[38], rely on simplifying
assumptions on the input network topology that limit their
applicability to modern network scenarios. Specifically, the
algorithms in [35]-[37] can synthesize only service function
chains, even though most modern network topologies are now
graphs with ramifications. Instead, the approach pursued in
[38] automatically builds a service graph composed solely
of firewalls interconnecting endpoints, without considering
other middleboxes, such as load balancers or network address
translators, which are commonly present in current networks.

These studies are also limited in terms of scalability and
performance results. [35] and [37] do not provide explicit in-
formation about managed network size and time performance.
The approach in [36] is validated on scenarios with up to 20
functions, including firewalls, with an execution time of about
4 s, but without providing formal correctness guarantees. The
technique in [38] considers scenarios with up to 60 firewalls,
but focuses its evaluation on optimization quality rather than
on execution time, which is not explicitly reported.

The most feature-complete and best-performing approach to
date is VEREFOO [4]. In addition to being the only approach
providing both formal correctness and optimization, it can also
manage graphs with up to 100 APs for firewalls. Nevertheless,
its execution time can still exceed several minutes on some
problem instances, due to the complexity of solving a single
monolithic MaxSMT formulation across the entire graph. Such
execution times may sometimes be unacceptable in scenarios
where rapid configuration computation is required.

In summary, existing approaches either address only part of
the firewall configuration problem or suffer from limitations
in topology modeling, scalability, or execution time. The
proposed approach goes beyond them by pursuing an efficient
parallelization strategy tailored to realistic service graphs.

IX. CONCLUSIONS

This paper presented a traffic-aware graph decomposi-
tion solution for the automated configuration of distributed
firewalls, which solves cluster-scoped subproblems by par-
allelizing the formal VEREFOO approach. The evaluation
showed increasing runtime reductions across different topolo-
gies, while maintaining acceptable levels of optimality. Despite
these promising results, a limitation is the dependence on the
Leiden parameterization, which directly affects decomposition
quality and subproblem size. While the proposed parameter
selection strategy provides robust results across the evaluated
topologies, it relies on an offline analysis and does not fully
adapt to arbitrary network structures and traffic patterns.

Future work will focus on improving the adaptability and
generality of the clusterization phase. In particular, automated
parameter selection techniques, including data-driven and ma-
chine learning-based methods that infer configurations from
network features, represent a promising direction for making
the solution self-tuning. Alternative delegation strategies for
cut flows may also be explored, e.g., constraining enforcement
toward cluster boundaries to favor subsequent consolidation.
Finally, integrating the proposed decomposition with comple-
mentary paradigms, such as hierarchical solving or incremental
reconfiguration as already explored for VEREFOO [7], may
further extend its applicability to dynamic environments.
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