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Abstract

The increasing adoption of machine learning algorithms in data-driven decision-making systems raises critical
challenges related to transparency, accountability, and trust. While blockchain technologies enable immutable
records and non-repudiable audit trails, their inherent transparency may conflict with the confidentiality require-
ments of many real-world applications, where algorithms operate on sensitive datasets or proprietary models.
In such contexts, ensuring verifiable and auditable computations without disclosing confidential information
becomes a key challenge. This paper proposes a framework for the auditable execution of machine learning
algorithms by integrating blockchain technology with Trusted Execution Environments (TEE). The proposed
approach enables the certification of algorithm execution while preserving the confidentiality of both data and
models. Input datasets are stored in decentralized storage systems, while the algorithm is executed inside a
hardware-protected enclave capable of producing remote attestation proofs. These attestations certify that a
specific algorithm has been executed on declared inputs within a genuine confidential-computing environment,
without exposing the underlying data or internal computation. Cryptographic references to the input data, algo-
rithm execution, and generated outputs are recorded on-chain through smart contracts, creating an immutable
and publicly verifiable audit trail. Rather than relying on computationally expensive zero-knowledge proofs to
verify the entire machine learning computation, the framework selectively applies ZKPs to certify properties of
the decision-making process derived from the confidential model output. In this way, the framework establishes
a verifiable computation pipeline that links datasets, algorithm execution, and outputs while maintaining data
confidentiality. The proposed system also supports periodic data ingestion and automated algorithm execution,
enabling auditors and stakeholders to independently verify the integrity of the analysis when required. The
main contributions of this work are threefold. First, we introduce a blockchain-enabled architecture for auditable
off-chain machine learning execution that reconciles the need for transparency with strict privacy requirements.
Second, we introduce a decision-level verification mechanism in which Zero-Knowledge Proofs selectively certify
properties of the decision-making process, avoiding the computational cost of proving the entire machine learning
inference. Third, we illustrate the applicability of the framework in an infrastructure monitoring scenario where
machine learning algorithms process sensor data to support decisions. The results highlight how blockchain and
confidential computing technologies can jointly enable privacy-preserving and auditable Al-driven systems.
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1. Introduction

Machine learning (ML) algorithms are increasingly used to analyze large volumes of data and support
automated or semi-automated decision-making. In ML-based systems, where computations are typically
executed off-chain on proprietary infrastructures and rely on sensitive datasets and confidential models,
it becomes particularly critical to ensure the auditability of ML algorithms. On the one hand, it is
challenging to guarantee the transparency and privacy of both the data and the model; on the other
hand, it is hard to certify the correctness of the off-chain computations. Enabling ML pipelines to
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operate in systems that are both auditable and confidentiality-preserving could increase the adoption
of such algorithms in particularly sensitive domains such as healthcare and cyber-physical systems
[1]. Furthermore, certifying the execution of the model and the actions taken according to the output
registered on-chain could minimize the additional risks associated to ML pipelines, including data
poisoning and adversarial manipulation, and increase the trust in the model behavior and in the
decision-making process [2].

To address these challenges, different approaches for verifiable and privacy-preserving machine
learning have been proposed: blockchain and Trusted Execution Environment (TEE), among others.
Distributed Ledger Technology (DLT) represents a major shift in data management, enabling information
to be shared and maintained across decentralized networks rather than stored in centralized repositories.
By distributing data across multiple nodes, DLT ensures transparency, immutability, and consensus-
driven validation without relying on trusted intermediaries. Blockchain, as a prominent implementation
of DLT, leverages cryptographic mechanisms to guarantee that once data are recorded, they remain
tamper-resistant and chronologically ordered, allowing all participants to independently verify the
integrity of the system. TEE enables the execution of programs within hardware-protected enclaves,
ensuring confidentiality and integrity of the computation through remote attestation mechanisms [3].

Besides blockchain and TEE, recent advances have introduced additional technologies aimed at
improving privacy-preserving machine learning, including Federated Learning (FL) and Zero-Knowledge
Proofs (ZKPs). The main contribution of FL is enabling collaborative model training without directly
sharing raw data. Data are kept on local devices, and only model updates are transmitted to a centralized
server, thus preserving data privacy and ensuring data security. As for ZKPs, this technology allows
a prover to demonstrate the correctness of a computation without revealing the underlying data or
internal states, providing strong cryptographic guarantees [4, 5], thus guaranteeing both data privacy
and data integrity.

In this work, building on the complementary properties of the different technologies discussed above,
we propose a conceptual architecture that integrates blockchain, TEE, and ZKPs, rather than considering
them as mutually exclusive alternatives. In the proposed framework, TEE provides confidential and
integrity-preserving execution of the machine learning algorithm, while blockchain creates an im-
mutable audit trail by recording cryptographic commitments associated with the relevant components
of the ML pipeline. Unlike existing approaches that primarily focus on verifying the correctness of
the entire machine learning computation, our framework adopts a decision-level verification strategy.
Rather than proving the complete inference process, ZKPs are selectively applied to certify properties
of the decision derived from the confidential model output, such as consistency with the recorded
commitment or compliance with predefined decision rules.

The remainder of this paper is organized as follows: Section 2 presents relevant research in the
context of this paper. Section 3 analyzes the design space of possible solutions, highlighting the trade-
offs between TEE and ZKPs. Section 4 presents the proposed system architecture, describing its main
components and data flow. Finally, Section 5 concludes the paper and outlines future research directions.

2. Related Works

2.1. Tecnological Primer

In the following, the contributes given by the different technological approaches to enable ML pipelines
auditability are described. We consider solutions identified in the literature trying to address:

« verifiability of off-chain computations;
« data and model confidentiality.

Blockchain provides immutable and publicly verifiable records, making it particularly suitable for
applications requiring trust, traceability, and accountability [6, 7]. However, in ML-based systems oper-
ating on sensitive datasets and proprietary models, blockchain alone does not guarantee the correctness
of off-chain computations, creating a fundamental tension between transparency and confidentiality.



This limitation is widely recognized in the literature, where blockchain is considered an audit layer
rather than a complete solution for secure and privacy-preserving computation [1, 4]. Furthermore, ML
pipelines introduce additional risks, including data poisoning, adversarial manipulation, and lack of
trust in training data and model behavior [2], especially in sensitive domains such as healthcare and
cyber-physical systems [1].

Federated Learning (FL) enables collaborative model training without sharing raw data, but still
introduces communication overhead and remains vulnerable to poisoning and inference attacks [8, 2].

TEEs are hardware-based technologies that enable the execution of programs within isolated and
protected regions of a processor, commonly referred to as enclaves [3, 9]. These environments ensure
that both code and data remain confidential and cannot be accessed or tampered with, even by privileged
system components such as the operating system or hypervisor. The integrity of execution in TEE-
based systems is guaranteed through remote attestation. During this process, the hardware generates a
cryptographic measurement of the executed program and produces a signed attestation report, which
can be verified by external parties to provide evidence that a specific binary has been executed within a
genuine confidential-computing environment [9]. TEE-based approaches are particularly well suited
for machine learning workloads, as they allow the execution of complex algorithms with near-native
performance while preserving data and model confidentiality [10]. However, their trust model relies on
the correctness of the hardware and its manufacturer, and several works have highlighted potential
vulnerabilities, including side-channel attacks [3, 11]. Moreover, while attestation certifies that a
program has been executed, it does not provide a cryptographic guarantee that the output is correctly
derived from the input according to the intended computation semantics [12].

ZKPs are cryptographic protocols that allow one party (the prover) to demonstrate the correctness of
a statement to another party (the verifier) without revealing any additional information beyond the
validity of the statement itself. ZKP-based approaches provide strong security guarantees, as correctness
is enforced through mathematical soundness rather than trust in external entities [13]. In the context
of verifiable computation, in particular, this mechanism establishes a strong cryptographic binding
between input data, computation, and output. Given a tuple (D, M, O) representing data, model,
and output, a valid proof ensures that O = M (D) holds according to the formalized computation,
preventing any tampering or forgery without invalidating the proof. As a result, ZKP-based approaches
provide end-to-end verifiability guarantees, removing the need to trust the computing entity. While
both approaches (TEE and ZKP) aim to enhance trust in off-chain computation, they exhibit significantly
different trade-offs in terms of trust assumptions, computational overhead, and applicability to real-
world ML workloads [14]. TEE-based solutions rely on hardware trust assumptions and provide efficient
execution with low overhead, but do not ensure a cryptographic binding between input and output. In
contrast, ZKP-based approaches provide strong mathematical guarantees by binding input, computation,
and output, at the cost of significantly higher computational overhead [5] which limits their applicability
in practical scenarios involving large datasets and floating-point operations. This trade-off highlights a
fundamental tension between efficiency and verifiability. TEE provides practical execution guarantees
but requires trust in hardware, while ZKP eliminates trust assumptions but introduces scalability
limitations. As a result, treating these approaches as mutually exclusive alternatives leads to solutions
that are either impractical or rely on strong assumptions.

2.2. Analysis of the State of the Art

Existing works can be broadly grouped according to the role assigned to TEE and ZKP within the
computation pipeline. For instance, [15] proposes a blockchain consensus algorithm specifically designed
for data sharing in IoT environments. It leverages TEE to prevent fork attacks by ensuring that a node
can never create two different events with the same “self-parent”. Additional works apply TEE to
cross-domain authentication [16] and trustworthy IoT data collection [17], where blockchain mainly
provides immutable storage of authenticated information. An additional work proposed in [18] offers a
high-performance rollup solution designed to improve blockchain scalability. Unlike ZK-rollups, which
use complex zero-knowledge proofs, this framework uses heterogeneous TEEs to execute transactions



off-chain. The TEEs sign the execution results, and the blockchain only needs to verify these hardware-
based signatures, significantly reducing on-chain gas costs. In all these works, TEE is primarily used to
establish trust in execution or data acquisition, while blockchain acts as an immutable audit layer.

Unlike the previously described works, numerous studies focus exclusively on the integration of
blockchain and ZKPs, often avoiding the use of TEEs due to concerns regarding hardware trust assump-
tions and potential side-channel attacks. The solution presented in [19] integrates machine learning
and blockchain for intelligent energy trading, using Zero-Knowledge Machine Learning (ZKML) to
protect user energy consumption data while making computations mathematically verifiable on-chain.
Other approaches employ zk-SNARKSs or NIZKs to provide authenticated data feeds [20] or anonymous
device interaction [21], demonstrating how blockchain can verify cryptographic proofs without relying
on trusted hardware.

Finally, the work presented in [22] proposes a lightweight framework for healthcare IoT, where
zk-SNARKSs are used to ensure the correctness of local training and model aggregation across a ring
topology. The authors state that, with respect to TEE-based methods for securing federated learning
which require specialized hardware, the zk-SNARK approach presented in this work provides a non-
interactive, lightweight alternative for constrained devices. These approaches remove hardware trust
assumptions by relying on mathematical proofs, but often incur a substantially higher computational
cost when applied to complex ML workloads.

Differently from the already described works that integrate the blockchain technology with TEE or
ZKP, based on the current state of art, some works have investigated the integration of TEEs with ZKPs
and blockchain in a unique framework. Despite sharing the common objective of combining blockchain,
TEE and ZKP, existing hybrid approaches primarily employ ZKPs to verify the correctness of the
computation itself, or of aggregation rules in federated settings. For instance [23] defines a framework
for medical Al privacy, where the three technologies work together to enable multi-institutional
collaboration while maintaining strict data governance. The author mentions Intel SGX/TDX or
NVIDIA H100 as TEE where the aggregator operates in order to isolate the computation of global
model updates and to ensure that the system operator cannot view raw patient gradients or updates in
plaintext. The TEE generates a succinct ZK proof (using systems like Halo2 or Nova) to prove that the
global update was computed using exactly the legitimate, committed inputs and followed the prescribed
aggregation rules. This provides public verifiability without revealing the sensitive underlying updates
to the verifiers. A permissioned consortium blockchain acts as the decentralized verifier and immutable
audit log. Smart contracts verify the ZKPs and record minimal metadata, such as hashes of commitments
and policy parameters, to provide a permanent audit trail for regulators and hospitals. In [24] the
authors propose an architecture designed for verifiable generative Al inference on the blockchain,
where TEEs (specifically NVIDIA H100 Confidential Computing enclaves) serve as high-performance
optimistic co-processors that perform complex model inference at near-native speeds and generate
hardware attestations for real-time applications. ZKP acts as a defense layer against TEE side-channel
vulnerabilities using stochastic spot-checks, randomly selecting a small subset of transactions (typically
<1 %) via a Verifiable Random Function (VRF) to be proven correct through a mathematical ZKP, thereby
deterring malicious nodes from exploiting hardware flaws. The blockchain manages the Model Registry,
executes the VRF for spot-checks, and enforces economic penalties (slashing) for fraud.

Other hybrid approaches apply TEE and ZKP to secure healthcare data governance [25] or privacy-
preserving decentralized storage [26], highlighting the complementary use of confidential execution
and cryptographic verification in domain-specific scenarios.

Building on these observations, we identify a different design point. Instead of verifying the entire
ML computation, we investigate whether verifying properties of the final decision can provide suffi-
cient guarantees for many application scenarios while significantly reducing computational overhead.
Compared to the existing hybrid approaches discussed above, our framework provides the following
contributions:

« Focus on decision verifiability: while other works, such as [18, 23], use ZKPs to prove that the
output correctly results from the execution of the ML model or from a federated aggregation



process, our work adopts a different perspective. We argue that, in many practical applications,
the property requiring public verification is not the entire inference itself, but the correctness
of the decision derived from the confidential output. Consequently, we propose a framework
that uses ZKPs selectively to certify consistency, ensuring that the computed output matches
the value recorded on-chain, and to verify that a decision (e.g., a classification or an alert) was
correctly derived from the output based on predefined rules.

« Strategic separation of concerns: this work proposes a conceptual architecture that integrates
blockchain, TEE, and ZKPs as complementary layers rather than mutually exclusive technologies.
Each layer is assigned a specific role, which is better explained in Section 4. The proposed
framework also relies on a decentralized data storage using IPFS.

« Mitigating TEE-Specific semantic gaps by coupling remote attestation with decision-level ZKP
verification: a significant insight of this work is that while a TEE’s remote attestation certifies that
a specific binary was executed in a genuine enclave, it does not provide a formal cryptographic
guarantee that the output was correctly derived from the input according to the intended semantics.
The added ZKP layer closes this semantic gap by providing a mathematical proof that the
subsequent decision-making process adhered to the intended rules.

Overall, even if each of the mentioned technologies addresses a specific requirement, none of them,
when used in isolation, fully satisfies the need for auditable and privacy-preserving machine learning.
Indeed, recent research highlights that no single technique is sufficient on its own, and that hybrid
approaches combining multiple privacy-preserving mechanisms are increasingly necessary to achieve
end-to-end secure and trustworthy ML pipelines [8]. The combination of the complementary properties
of the key technologies underpinning this work (blockchain, TEE and ZKP) offers promising potential
to achieve both practical efficiency and strong verifiability guarantees. The following Section 3 analyzes
the design space of possible solutions, focusing on the trade-offs between TEE and ZKPs, and motivating
a hybrid approach that leverages their complementary strengths.

3. Design Space for Auditable Machine Learning

The technologies introduced in the previous section provide complementary capabilities for addressing
the challenges of trust, confidentiality, and verifiability in data-driven systems. However, their practical
adoption requires a clear understanding of how they can be effectively combined within a machine
learning pipeline. A key design choice in auditable machine learning systems concerns the level at
which verifiability is enforced. Existing approaches typically focus on execution verifiability, aiming to
guarantee that a computation has been correctly performed. In this setting, the objective is to prove
that the output O is the result of applying a model M to input data D, i.e, O = M (D). In this setting,
the objective is to provide a mathematical proof that the model output is correctly derived from the
declared input according to the intended computation.

While ZKP-based approaches provide strong guarantees for this purpose, their application to real-
world machine learning workloads is still limited by the computational complexity of representing
models as verifiable circuits and by the overhead of proof generation. Conversely, TEE-based solutions
provide practical execution guarantees, but rely on hardware trust assumptions and do not offer a
formal proof of correctness. For complex machine learning models, generating proofs for the entire
inference may require encoding the complete computation as a verifiable arithmetic circuit, significantly
increasing proof-generation costs.

An alternative perspective shifts the focus from execution to decision verifiability. In many appli-
cations, the final outcome of interest is not the raw output of a model, but a decision derived from it,
such as a classification, an alert, or a threshold-based evaluation. In this context, verifying that the
decision has been correctly derived from the output can be sufficient to ensure trust in the system,
without requiring full verification of the underlying computation. This observation motivates a shift
from execution verifiability to decision verifiability, where the focus is placed on the correctness of the
business-relevant outcome rather than on the complete inference process.



:} connectoriaver [ e h‘] ]\
Ingestion

[
7Y
J

L
@ — (o) =ome (o
. .

/

Figure 1: System components and data flow

Based on these considerations and on the comparison between the trade-offs characterizing TEE-based
and ZKP-based systems described in the previous section, rather than selecting a single technology,
this work explores a hybrid design in which TEE and ZKP are used in a complementary manner. In
this approach, the execution of the machine learning algorithm is performed within a TEE, ensuring
confidentiality and practical efficiency. ZKPs are then applied selectively to verify specific properties of
the decision-making process, rather than the entire execution.

In particular, ZKPs can be used to certify invariants related to the decision-making process, such as:

« consistency between the computed output and the value registered on-chain;
« correctness of threshold-based decisions;
« compliance with predefined decision rules.

Unlike full execution proofs, these properties can be represented through compact verification circuits,
for example encoding threshold comparisons or consistency checks between confidential outputs and
their on-chain commitments. This verification approach, which is limited to specific output properties,
reduces the computational burden associated with ZKPs, while improving the overall trustworthiness
of the system. By combining TEE-based execution with ZKP-based validation of critical properties,
the system reduces reliance on hardware trust assumptions without incurring the full cost of end-to-
end cryptographic verification. This design enables a balance between efficiency, confidentiality, and
verifiability, and forms the foundation for the system architecture described in the next section.

Unlike previous works that focus on certifying the execution of algorithms, this work focuses on
verifying the correctness of decisions derived from their outputs.

4. System Components and Data Flow

Based on the design considerations discussed in the previous section, this work proposes a hybrid
architecture that combines blockchain, TEE, and ZKP to enable auditable and privacy-preserving
machine learning pipelines. The architecture, which combines off-chain processing with immutable
on-chain recording, is designed to separate concerns between execution, verification, and auditability,
assigning each technology a specific role.

In order to better understand the main components of the system and the data flow across the pipeline,
it could be worth considering the Figure 1.

4.1. System Components

The architecture consists of the following main components:

« Data Storage Layer: Input datasets and intermediate artifacts are stored in a decentralized
storage system (e.g., IPFS), where each file is identified by a unique content identifier (CID).



IPES (InterPlanetary File System) is a peer-to-peer distributed storage system that ensures data
integrity, availability, and content-addressability through immutable CIDs. It is used for a decen-
tralized storage of raw data and intermediate processing results. This approach would enable all
stakeholders to reference the exact datasets used in each analysis without relying on centralized
repositories or trusted custodians.

Execution Layer (TEE): The machine learning model is executed inside a Trusted Execution
Environment. This ensures confidentiality of both input data and model, while producing a
verifiable attestation of the execution.

Connector Layer (Oracle): The oracle acts as a communication layer between off-chain computa-
tion and the blockchain. The oracle is not assumed to be trusted for correctness. Its role is limited
to relaying TEE attestations, cryptographic commitments, and ZKP proofs to the blockchain.
Integrity is ensured through remote attestation, hash commitments, and proof verification, while
the oracle may only affect message availability or latency. It retrieves the CIDs associated with
the input data, the attestation report, and the confidential output previously uploaded to IPFS,
computes or retrieves the corresponding cryptographic commitments, and builds and broadcasts
the transaction submitted to the smart contract.

Blockchain Layer (Decision and Auditing): The output of the machine learning model is stored
to a Smart contract and processed to derive a decision (e.g., classification, threshold evaluation,
anomaly detection). Smart contracts are also used to store cryptographic commitments (hashes)
of data, outputs, and proofs, enabling public auditability and traceability.

Verification Layer (ZKP): ZKPs are generated to verify selected properties of the decision, en-
suring that it has been correctly derived from the model output. Rather than proving the complete
ML inference, the proof certifies business-relevant properties, such as threshold compliance or
consistency between the confidential output and its on-chain commitment.

4.2. Data Flow

The system operates according to the following pipeline:

1.

Data Ingestion: Input data D is collected and stored in a decentralized storage system, generating
a content identifier (CID) that uniquely represents the dataset.

Model Execution: The machine learning model M is executed within the TEE using input data
D, producing an output O. The TEE generates a remote attestation report certifying that the
execution has been performed in a trusted environment.

Output Registration: The output O is stored off-chain and its hash is computed. The hash,
together with the attestation report and references to input data, is submitted to the blockchain.
Decision Derivation: A decision function f(O) is applied to the output, producing a final
decision (e.g., alert, classification, threshold-based result).

ZKP Generation: A Zero-Knowledge Proof 7 is generated to certify that the decision f(O)
satisfies predefined conditions, without revealing sensitive information about O or the model.
The private witness of the proof is the confidential model output O, while the public inputs
include the on-chain commitment of the output and the decision to be verified. For example,
a proof can certify that the confidential output satisfies a predefined threshold and therefore
justifies the generated alert, without revealing the actual value of O.

On-chain Verification: The proof 7, together with the relevant hashes, is stored on-chain. Smart
contracts can verify the proof and ensure consistency between the recorded data and the decision.

In the proposed architecture, TEE and ZKP are not used as alternative solutions, but as complementary
mechanisms addressing different aspects of the problem. TEE ensures that the machine learning model
is executed in a confidential and integrity-preserving environment, while ZKPs provide verifiable
guarantees on selected properties of the decision-making process.



This separation allows the expensive cryptographic verification to focus only on the business-relevant
properties of the pipeline, while leaving the computationally intensive ML inference inside the TEE.

Importantly, ZKPs are not used to verify the entire machine learning computation, which would
be computationally infeasible in many real-world scenarios. Instead, they are applied selectively to
validate decision-level properties, enabling a practical trade-off between performance and verifiability.

This work represents a first step as it proposes a conceptual architecture and does not include a full
implementation, which is left for future work.

5. Conclusion and Future Work

This paper addressed the challenge of enabling auditability in machine learning pipelines operating in
decentralized and privacy-sensitive environments. While blockchain provides immutable and publicly
verifiable records, it does not guarantee the correctness of off-chain computations. To overcome this
limitation, we proposed a hybrid architecture that combines blockchain, TEE, and ZKPs.

The proposed system separates execution, verification, and auditability concerns. TEE ensures
confidential and integrity-preserving execution of machine learning algorithms, while blockchain
provides an immutable audit trail of the computation process. ZKPs are used to verify selected properties
of the decision-making process derived from the model output, rather than the entire computation.
This design enables a practical trade-off between efficiency and verifiability, without requiring full
cryptographic verification of the ML inference, making the approach suitable for real-world applications.

Unlike existing works that focus on certifying the execution of algorithms, this work emphasizes
decision-level verification, demonstrating that validating the correctness of decisions derived from
model outputs can be sufficient to ensure trust in many application scenarios. This shift in perspective
allows reducing computational complexity while maintaining meaningful guarantees on system behav-
ior. The proposed approach is primarily conceptual, with an architecture designed to be practically
feasible. A full implementation and experimental evaluation remain part of future work. In its current
form, the integration of ZKP focuses on selected aspects of the decision-making process rather than
covering the entire machine learning computation. Rather than replacing TEE-based execution with
full cryptographic verification, the proposed framework leverages the complementary strengths of TEE,
blockchain, and selective ZKP verification to achieve a practical balance between trust, confidentiality,
and auditability.

Future implementations will also include a formal threat model covering components such as the
oracle and the trust assumptions underlying the TEE.

Future work will focus on the implementation and evaluation of the proposed architecture in a
real-world scenario. This includes the development of a prototype system, the integration of concrete
zk-SNARK schemes (e.g., Groth16 or PLONK) for decision-level verification, and the assessment of
performance and scalability trade-offs. Additionally, further research will investigate the applicability of
the approach to different machine learning models and application domains, as well as the evolution of
hybrid solutions combining TEE and ZKP as cryptographic technologies continue to mature. Overall, the
proposed framework shows that decision-level verification can represent a practical alternative to full
execution verification for many ML-driven applications, enabling auditable, confidentiality-preserving,
and computationally efficient machine learning pipelines.
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