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Abstract—Nowadays, edge Al is ubiquitous across many in-
dustries, including safety-critical domains where system failure
can be catastrophic. Safety standards, such as IEC61508 and
ISO26262, mandate that electronic systems must be able to
detect faults during their operational life and act appropriately
before a failure leads to unwanted consequences. Generally, fault
detection is achieved through redundancy-based mechanisms,
such as hardware- or software-level Dual Modular Redundancy
(DMR), which have been proven highly effective, but at the cost
of additional hardware area or significantly lower performance
in the intended functionality.

In this work, we propose a software-only safety mechanism
specifically devised for Vector Processors. The approach is based
on Algorithm-Based Fault Tolerance (ABFT) for matrix multi-
plication to achieve high fault-detection by leveraging checksums
and the mathematical properties of matrix multiplication to
detect dangerous faults affecting the final result of the operation.
We implemented this mechanism by leveraging instructions
from the RISC-V Vector Extension (RVV), and validated it
on the Spatz Vector Cluster, considering stuck-at faults in the
FPU addition/multiplication logic. Results show that the method
achieves 97.53% dangerous fault detection and a 5 to 15 times
speed-up wrt a baseline ABFT implementation.

Index Terms—Fault tolerance, Fault detection, Safety, Vector
processor, RISC-V, Matrix multiplication

I. INTRODUCTION

Nowadays, transistor miniaturization enables the integration
of complex operations and functionalities into modern digital
circuits, reducing power consumption and enabling the devel-
opment of more advanced applications in the Internet of Things
(IoT), edge, and High-Performance Computing domains.

In particular, the steadily increasing and sustained com-
putational demands of certain critical applications, especially
those using Artificial Intelligence (Al), are matched by the
availability of specialized hardware accelerators, including
domain-specific accelerators, and vector processor [1]-[3]]. On
the other hand, safety-critical domains, including robotics,
healthcare, and autonomous/semi-autonomous systems, are
characterized by stringent safety and reliability requirements
(as mandated by standards such as IEC61508 and 1SO26262)
that call for the adoption of suitable fault-detection mecha-
nisms. Such mechanisms are crucial, as modern semiconductor
technologies are increasingly prone to faults arising in hard-
ware during in-field operation [4]—[6].

This work was supported by the TIRAMISU project: EU Grant:101169378
HORIZON-MSCA-2023-DN-01

Fault detection mechanisms can be classified into three
main groups: i) hardware mechanisms, ii) software-based
mechanisms, and iii) hybrid strategies.

The first group consists of specialized structures that detect
faults through redundancy, e.g., Duplication with Comparison
(DWCO), lock-step, Error Correcting Codes, or suitable test
solutions, e.g., Built-In Self-Test (BIST). However, these mech-
anisms need to be introduced in the circuit during its develop-
ment, and might entail significant silicon area costs and/or be
subject to restrictions when used for in-field deployment. Fi-
nally, some of these mechanisms may not be available in Com-
mercial off-the-shelf (COTS) components. Instead, the second
group of fault detection strategies is based on algorithms
and software-only routines. In particular, hardware-agnostic
algorithms, such as Algorithm-Based Fault-Tolerance (ABFT),
are effective for detecting faults affecting crucial application
primitives, such as matrix multiplication [7]-[9]], convolution
[10], and FFT [11]]. Indeed, the flexibility and scalability of
the ABFT strategy, along with its ability to operate without
hardware modifications, make it an attractive fault-detection
solution for system integrators, even on COTS devices. The
third group combines specialized hardware infrastructure with
software commands to detect faults in a system. Unfortunately,
such mechanisms require hardware changes during design,
which is unfeasible in many systems (as previously discussed).

For configurable hardware accelerators, such as vector pro-
cessors, flexible software-based approaches enable rapid and
scalable deployment across varying numbers of parallel cores
without introducing hardware overhead. Still, challenges arise
regarding performance overhead, efficient use of available
hardware resources, and fault-detection effectiveness.

In this work, we propose a Software-Based Fault-Detection
mechanism for vector processors that leverages ABFT for
matrix multiplication. In more detail, our approach uses vector
instructions to efficiently compute checksums for the detection
of permanent faults in the vector processor compute units.

To experimentally validate the proposed method, we used
a reconfigurable RISC-V vector processor (Spatz) [[12] com-
prising double-precision floating-point units (FPUs) and im-
plemented the proposed method, resorting to the RISC-V
Vector extension (RVV). The experimental results indicate that
the proposed approach is effective at detecting a substantial
percentage of permanent faults in the FPUs of the vector
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Fig. 1. Algorithm-based fault tolerance (ABFT): left matrix A extended with
row of column checksums and right matrix B extended with column of row
checksums. The result is a fulle extended matrix C. The 5" column checksum
of A is defined as cc; = Zi:l a;j. The it" row checksum of B is r¢; =
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processor. Moreover, the results show a performance boost
of 5.10x-15.11x when comparing our vectorized approach
to a baseline version not using the proposed techniques.
Remarkably, the speed-up increases with the matrix size.

The key contributions of this work are the following:

1) Software-only, hardware-agnostic fault detection mech-
anism based on ABFT for matrix multiplication: this
solution is applicable to any RVV-compliant vector
processor.

2) Fast performance: our RVV-based ABFT achieves
5.10x-15.11x speed-ups compared to a baseline scalar
version on Spatz.

3) Fault injection validation: large-scale permanent stuck-
at fault injection campaigns targeting the FPU addi-
tion/multiplication logic show that the method detects
about 97.53% of dangerous faults.

The remainder of the paper is structured as follows: Sec-
tion [II] provides some background concepts. Section de-
scribes the proposed ABFT-based strategy to detect permanent
faults in vector processors. Section [[V]reports the experimental
results gathered resorting to Spatz. Then, Section [V]concludes
the paper and lists future works.

II. BACKGROUND
A. Algorithm-based fault tolerance

Algorithm-based fault tolerance (ABFT) [7] is a well-
known mechanism for fault detection and correction in matrix
operations such as matrix multiplication, as illustrated in Fig.
[[l The main idea of ABFT is to extend the matrices involved
in the operation with checksums and to leverage the property
of matrix multiplication stating that the result will also be
a matrix extended with its own checksums. In detail, given
the multiplication of two matrices A and B, ABFT works as
follows:

1) compute a row vector of column checksums (i.e., sum
of elements in a column) of A and append it to A as the
last row;

2) compute a column vector of row checksums (i.e., sum
of elements in a row) of B and append it to B as the last
column;

3) perform A x B with the extended matrices to obtain an
extended matrix C;

4) verify if the last row and last column of C' correspond
to the column and row checksums of C, respectively. If
they differ, a fault has occurred and it was detected.

In principle, the ABFT strategy provides a hardware-
agnostic mechanism to detect errors in matrix multiplication.
Applying ABFT becomes more difficult when working with
floating-point formats due to their inherent rounding errors.
Because the checksums of C' (calculated as described in
steps [I] and 2) and its additional rows and columns (ob-
tained through matrix multiplication) are computed through
different sequences of operations, their difference will often
not be equal to zero. Consequently, fault detection requires
a predefined threshold to distinguish between errors due to
floating-point rounding (below the threshold) and hardware
faults (above the threshold).

Previous works focused on the adoption of ABFT for Al
applications. In [[13]], the authors proposed an algorithm for
the attention layer in transformer neural networks to include
ABFT and implemented it in hardware. Their solution is effec-
tive: however, it is applicable for a very specific hardware plat-
form and introduces some (albeit small) hardware overhead. In
[14], the authors use a RISC-V instruction set simulator with
fault injection support to inject bit-flip errors in the registers
of a scalar processor to assess their ABFT implementation
for scalar processors. Their approach can provide preliminary
results, but the effectiveness evaluation of their solution at an
abstraction level closer to the real hardware is missing. In this
work, we propose an ABFT-based solution for RVV-compliant
vector processors and assess its effectiveness wrt permanent
faults.

B. Vector Processor Accelerators

Vector processors emerged in the 1970s as a way to accel-
erate massive scientific computations [15]] and have recently
reemerged to meet the increasing computational demands of
edge Al Furthemore, the recent approval of the RISC-V
Vector instruction set extension (RVV) [16] paved the way
for open-source vector processor designs, such as Spatz [12],
Ara [17]] and Vicuna [18]].

Vector processors are hardware accelerators designed to
exploit data-level parallelism by adopting the Single Instruc-
tion Multiple Data (SIMD) compute paradigm. Unlike scalar
processors that must fetch and decode an instruction for each
data element, a vector processor allows a single instruction
to operate on an array of data elements. This reduces the
time spent loading instructions from memory and decoding
them and allows more efficient execution of mathematical
computations. The arrays of elements are loaded into vector
registers, which, unlike registers in scalar processors, are
designed to hold multiple data elements. Due to their large
capacity, vector registers significantly reduce the number of
memory requests, allowing the loading of an entire array
of data elements with a single load instruction. Generally,
memory requests are slow, so reducing their frequency greatly
improves performance.

III. PROPOSED METHOD

This section describes a vectorized approach to efficiently
implement ABFT in a multi-core vector processor. In this



work, we target architectures that implement the RISC-V
instruction set architecture (ISA) with the RVV extension, but
our solution can be applied to other vector ISAs as well.

Our ABFT-based strategy aims to detect permanent stuck-
at faults in the FPUs of the vector processor. Although error
correction could be easily added to the proposed approach,
for the purpose of this paper, we only target the detection of
permanent faults.

Any ABFT-based approach requires the efficient implemen-
tation of two phases: checksum calculation and checksum
verification. In the following, we explain our strategies for
their smart implementation.

Algorithm 1 Column partial checksum calculation by a core
of the vector processor

Input: A, mgiqrt, Mend, corel D

V1<+|o,..,0]
for 7 € [mstartvmend} do
V2 + Ali, ] > load row from memory
V1i<V1+V2 > accumulate
end for
partial[coreI D] « V1 > store partial checksums in
mem.

Algorithm 2 Summing partial checksums and appending as
last row by core 0

Input: A, M, neores, partial
V1<10,...,0]
for coreID € [1,ncores| do
V2 + partial[corel D]
Vi<~ V1+V2
end for
AM+1,:]«+ V1

> load from memory

> accumulate

> append as extra row in memory

Algorithm 3 Check on the extra row of result matrix C

Input: C, M, threshold

Output: flag
V1 <+ column_checksums(C)
Algorithms [T] and [2]
V2+ C[M +1,]

Vi<V1-V2
V1« abs(V1)

> as described in

> load (M + 1) row from memory

maz_dif f < vredmaxz(V1) » select highest value in 11
if maz_diff > threshold then
flag < True
else
flag < False

> fault detected

> no fault

A. Checksum calculation

As shown in Algorithms [I] and [2] and illustrated in Fig.
checksums are computed in a vectorized fashion. The

algorithms for computing row and column checksums are
almost identical, differing only in whether columns or rows
should be loaded in the vector registers V1 and V2 and in
whether the result should be appended as the last row or
column (see the last instruction in Algorithm 2)). In the pseudo-
code, we highlight the operations corresponding to vector
instructions.

Considering a multicore vector processor, the matrix
rows/columns are divided among the total number of cores
Neoress and each core computes the partial checksums on
them (i.e., the intermediate results later used to calculate the
true checksums). The partial checksums are calculated by
iteratively loading a row/column into a vector register and
summing them into an accumulator vector register. Once a
core finishes summing the rows/columns assigned to it, the
partial result is stored in memory.

This approach ensures that we have as few instructions
and memory accesses per row/column as possible. For a
vector processor with n.,..s cores and a matrix with NV
rows/columns, per core we have N/n.q..s load instructions,
N/ncores addition instructions, and a single store instruction.
Effectively, per row/column we have one load, one addition
and ncores /N store instructions.

Another, more straightforward approach of computing the
checksums would be to simply load one row/column at a time
into a vector register, perform a reduction instruction on it, and
store the result in memory. However, this approach results in
N/ncores store instructions per core instead of just one as in
our proposed method. An improvement to this method would
be to slide the reduction results in another vector register and
store the content of this register only at the end. The problem
with this approach is that the number of instructions to be
executed per row/column increases, making the benefits of
reducing memory accesses unnoticeable.

When all cores have finished, the partial results are further
summed together, as described in Algorithm [2| and the result
vector is appended as the last row/column to the matrix.
We tried two approaches for summing the partial checksums:
parallelized (across the ncqes) and on a single core. We
noticed that the parallelized approach is slower than a single-
core summation, due to the small vectors each core must
sum. Generally, vectorization shows benefits for large vectors
[19] [20]; therefore, splitting the partial checksums into short
arrays, to be summed by each core, negatively impacts perfor-
mance. In this case, the time it takes for a core to decide the
subset of the partial checksums to operate on and to initiate
the vector operation outweighs the benefits of parallelizing this
task. For this reason, we chose the single-core approach.

B. Verification of checksums of matrix C

When multiplying the extended matrices A and B, we
obtain a result matrix C' extended with an additional row
and column, which, in a fault-free scenario, correspond to the
column and row checksums of C', respectively. According to
Algorithm 3} the method first computes a vector of column/row
checksums on C' (resorting to Algorithms [I] and [2), then
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(b) Row checksum calculation by vector summations of columns

Fig. 2. A general scheme of the vectorized checksum calculations for columns (a) and rows (b).

computes the difference between this vector and the extra
row/column of C, and finally checks if the largest absolute
value in the difference vector is larger or smaller than a certain
threshold. If it is larger, then flag indicates that a fault is
detected. Otherwise, no fault is detected.

C. Threshold selection

The purpose of the threshold is to differentiate between the
floating-point rounding error and the error introduced by a
fault. Selecting a value for this threshold is challenging. If
selected too high, a large number of faults causing errors below
the threshold will remain undetected, whereas if selected too
low, some rounding errors will be wrongly labeled as caused
by faults (i.e., causing false positives).

To make sure we do not have false positives, when choosing
the threshold we keep track of the sequence of operations
performed for the calculation of max_diff in Algorithm [3}
Then, we consider a ”worst-case” scenario in which matrices
A and B are initialized to the maximum value in the range
of values (—n,n) considered and calculate for each operation
the maximum rounding error.

In the IEEE 754 standard for floating-point arithmetic,
the rounding error is bounded by 0.5ulp, where ulp represents
the distance between two consecutive floating-point numbers.
With this bound, we calculate 0.5ulp for each operation result
in the sequence of operations and accumulate it. After finishing
the sequence, we use the accumulated error as the threshold.

IV. EXPERIMENTAL RESULTS

In this section, we first present the experimental setup.
We then analyse the overhead introduced by the two ABFT
versions and, finally, show their fault-detection effectiveness.

A. Set up

To experimentally assess the effectiveness of the proposed
method, we focused on the Spatz Vector Cluster , which is
a configurable RTL model of a multi-core RISC-V vector pro-
cessor implementing the RVV extension. Its architecture (Fig.
B) consists of a L1 instruction cache and a banked scratchpad
memory (L1 SPM) interconnecting a variable number of cores
(processing elements, PEs). Each core consists of a variable
number of FPUs and a vector register file (VRF) of 2K B.
The VRF consists of 32 vector registers (as defined by RVV

L1 Instruction Cache

] ] !
FPU, i FPU;,  FPU, I FPU, FPU, I FPU,
$1-14 $1-1 $1-1

L1 Interconnect

i ]

Remote Ports
| —>

pu—
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Fig. 3. Spatz Vector Custer architecture, adopted from [12].

extension), each of size 645, meaning that a single register
can store up to 8 double-precision (64bits) elements. RVV also
supports register grouping to form longer vector registers to
hold longer arrays. We focused on two Spatz configurations,
one with 2 cores (Spatzs) and another with 4 cores (Spatzy),
both with L1 SPM of 16 banks and 4 FPUs per core.

We implemented an RV V-based version of the proposed
method targeting Spatz, and compared it with a baseline
version of ABFT. More in details, the baseline ABFT ver-
sion is implemented in C language resorting to the classical
nested loops approach and compiled to scalar instructions. Our
RVV ABFT is implemented in C language with inline vector
instructions, essentially removing the need for an inner loop
and significantly reducing the number of memory accesses.
Both baseline and RVV ABFT run bare metal across all cores.

We performed fault injections on the FPUs while running
(30x30) matrix multiplication extended with ABFT, targeting
the addition and multiplication (ADDMUL) blocks of the
FPUs since these units dominate the computation in matrix
multiplication and therefore represent the most safety-relevant
hardware for the targeted workload. Each fault corresponds
to a permanent stuck-at fault (SAF) on an internal signal
(or register bit) within the selected FPU modules. For each
injection run, the application output matrix C, the checksums
and the ABFT decision flag are collected and compared against
a fault-free golden run (same inputs and configuration) to study
the effect of the faults.

To perform the experiments, we used the Cadence®
Xcelium™ Fault Simulator (XFS) for fault simulation. We



TABLE I
RVV ABFT vs. BASELINE ABFT. PERFORMANCE CLOCK-CYCLES (CCS)
AND SPEED-UP BY MOVING FROM BASELINE TO RVV ABFT

MatMul Spatz 2 cores Spatz 4 cores
(NxN) RVV Baseline d- RVV Baseline d-
ABFT  ABFT  *P®%  ABrr  ABFT 5P
(€O (CO) o o P
(30x30) 1,880 15,494 8.24 1,666 8,491 5.10
(32x32) 1,874 16,987 9.06 1,733 8,855 5.11
(34x34) 2,056 19,378 9.43 1,776 10,392 5.85
(36x36) 2,100 20,701 9.86 1,832 10,964 5.98
(38x38) 2,268 23,128 10.20 1,876 12,535 6.68
(40x40) 2,290 25,990 11.35 1,971 13,186 6.69
(42x42) 2,475 28,557 11.54 2,007 14,947 7.45
(50x50) 2,921 38,222 13.09 2,291 20,458 8.93
(60x60) 3,587 54,206 15.11 2,718 27,769 10.22

wrote various Python scripts to automate configuration setup
(e.g., changing Spatz configurations, matrix sizes, and value
ranges) and to analyze the effects of faults at the end of each
fault injection. It is worth noting that the approach proposed
in this paper also applies to other tool flows.

To evaluate the effectiveness of the ABFT fault detection
mechanism, each injected stuck-at fault is classified according
to its impact on the application-level results and the ABFT
detection response. Fault injection outcomes are categorized
in the following ways:

e Application-Specific Safe [22]: faults not affecting the
result of matrix multiplication;

e Dangerous Detected: faults causing wrong results that are
detected by ABFT;

o Dangerous Undetected: faults causing wrong results that
are not detected by ABFT.

Since we are working with floating-point numbers, mis-
matches in the checksums can be either due to floating-point
rounding error or due to faults. To differentiate between the
two cases, we further divide Dangerous Undetected in two
subcategories: Dangerous Undetected below threshold, where
the errors due to faults fall below the threshold (as explained in
subsection , and Dangerous Undetected above threshold,
in which errors are larger than the threshold.

B. RVV-based ABFT performance with respect to Baseline
ABFT

Table [I] compares the time required by the baseline and
RVV-based ABFT implementations and the speed-up intro-
duced by the latter on different Spatz configurations. The
speed-up ranges from 8.2 to 15.11 and from 5.10 to 10.22
on Spatzo and Spatzy, respectively. Our results indicate that
the larger the matrix dimensions, the higher the speed-up for
both vector processor configurations, since increasing the size
of the matrices leads to fewer instructions to be fetched and
decoded per data element, and to fewer memory accesses per
data element in the case of RVV-based ABFT, while for the
baseline the number of such operations increases with the
matrix dimensions.

It can be noticed that the speed-up figures on Spatz, are
not as high as on Spatzy. This is caused by bank conflicts
in the L1 SPM, where multiple data element accesses refer
to the same bank. Doubling the number of cores does not
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Fig. 4. Performance overhead introduced by RVV-based ABFT with respect to
non-hardened matrix multiplication across different matrix dimensions. (NxN)
refers to multiplication of two matrices of dimension (NxN).

Spatz 4 cores Average

always result in double performance, as multiple cores could
stall waiting for the same bank to be available.

In baseline ABFT, when moving from 2 to 4 cores, we see
the number of clock cycles (CCs) decreasing by 45.20% to
49.27%. On RVV-based ABFT, when doubling the number of
cores, we do not see a corresponding drop in CCs. However,
the percentage CC drop increases when the size of the matrices
increases (between 11.38% to 24.23%). This is because, when
the size of the matrices increases, so does the number of vector
summations performed by each core. The reason why RVV-
based ABFT does not have a decrease in CCs similar to the
baseline is because there are parts of the source code that
cannot be vectorized (e.g., deciding on which part of the matrix
a core should work on). For small matrices, the overhead from
the non-vectorizable operations outweighs the benefits of the
few vector instructions. The benefits of vectorization come
with larger matrices.

C. RVV-based ABFT performance with respect to non-
hardened matrix multiplication

Fig. B] summarizes the performance overhead (i.e., the
percentage of extra CCs) introduced by RVV-based ABFT
with respect to the non-hardened matrix multiplication across
different matrix dimensions for the two considered Spatz
configurations. We observe that the overhead ranges from
21.18% to 60.49% and from 26.02% to 95.19% on Spatzo
and Spatzy, respectively. The overall trend is that the larger
the matrices are, the lower the performance overhead is. This
is due to the quadratic increase in the dimension of the result
matrix C, while the number of instructions performed by
ABFT increases only linearly. Moreover, the number of store
instructions during the partial checksum calculations remains
constant, equal to the number of cores N¢ores-

When looking at Fig. ff] we can notice a pattern in which
two consecutive matrix dimensions cause an increase in over-
head but when moving to the third dimensions the overhead
decreases, moving below the previous two. For example, when
moving from (30x30) to (32x32), the overhead increases, but
for (34x34) the overhead falls below the previous two cases.
This is because the matrix-multiplication algorithm performs
loop unrolling to reuse data in the register file to compute two
rows of C'in the same loop iteration. For example, considering
matrices of dimension (30x30) and Spatzs performing matrix
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multiplication, each core processes 15 rows of C' and each core
does loop unrolling to process two rows during the same loop
iteration. If we consider the extra row added by ABFT, one
core will process 15 rows of C' while the other will process
16 (for a total of 31). Since two rows are processed per loop
iteration, the core with 15 rows will have to run the last
iteration for just one row (being 15 an odd number), whereas
the other core with 16 rows will run the same number of
iterations, but the last one processing two rows without having
to load significantly more data from memory to the registers.
So, the extra row does not lead to significantly more overhead
in this case.

For matrices of dimensions (32x32), one core will process
16 rows, while the other will processe 16 + 1 due to ABFT.
Since 16 is an even number, this means the core with 16 rows
runs 8 loop iterations, while the other will have one extra
iteration where it needs to load data from memory.

The same trend is noticed for Spatzs. If C' has 30 rows,
two cores will process 8 rows and the other two 7 rows each.
By adding an extra row to C, three cores process 8 rows each
and the last core 7. Since the cores run in parallel, the overall
overhead is not so large (we need to keep in mind that C' also
includes an extra column, which makes the rows longer by
one element). If C' has 32 rows, then all cores process 8 rows
each. By having an extra row, one core will process 9 rows,
triggering an extra loop iteration to process the last row and
leading to more load and store operations.

Fig. [ shows that Spatz, imposes a larger overhead on
matrix multiplication than Spatz,. As mentioned in subsection
[[V-B] this is caused by L1 SPM bank conflicts, which are more
likely to occur with a larger number of cores accessing the
memory. This effect is not so strong on matrix multiplication
because of the usage of loop unrolling to reuse the data
available in the register file multiple times.

The memory overhead introduced by RVV ABFT (stem-
ming from the additional rows and columns on the extended
matrices and from storing the partial checksums in memory)
ranges between 3.34% and 6.70%, and between 4.45% and
8.93% on Spatzo and Spatzs, respectively. The memory
overhead decreases as the matrix dimensions increase.

D. Fault detection capabilities

We assessed the fault detection effectiveness of RVV-ABFT
on Spatzs and Spatz, while performing (30x30) matrix mul-

tiplication with values in ranges (-1, 1) and (-100, 100). This
results in 4 different setups combining the Spatz configuration
and the range of values, and we performed two fault-injection
campaigns per setup, resulting in a total of 8 campaigns.
During each campaign, we injected 100% of the stuck-at
faults at the RT level in the ADDMUL module of the FPUs,
amounting to 41,520 and 83,040 faults for Spatze and Spatz,,
respectively.

Fig. [B] summarizes the results of the experiments. All fault
injection campaigns produce almost the same distribution
of faults among the different categories, varying only by
+0.69%, with Dangerous Undetected above threshold varying
by +0.09%. What can be noticed is that a significant amount
of SAFs (~ 69.71%) are application specific safe faults.
This is because the ADDMUL unit consists of multiple lanes
with different precisions. Specifically, it consists of 8 lanes:
1 lane 64 bits wide, 1 lane 32 bits wide, 2 lanes 16 bits
wide and 4 lanes 8 bits wide. Since our analysis resorts to
double-precision (64 bits) matrix multiplication, nearly all
faults present in the other lanes will not affect the operation.

The percentage of faults detected by our RVV-ABFT solu-
tion is 25.26%. When excluding the application-specific safe
faults (as they do not have any effect on the application),
we achieve a percentage of detected dangerous faults of
~ 83.37%. If we further consider dangerous faults below
threshold as safe (as their effect is similar to FP rounding
errors), we achieve a dangerous fault detection of ~ 97.53%.

The few faults labeled as Dangerous Undetected above
threshold are caused by faults affecting a signal belonging to
a handshake interface controlling the flow of data into and out
of the FPU, present in each lane of ADDMUL. This specific
signal tells that the data on the corresponding interface is valid
and stable. We noticed that a stuck-at-1 in this signal in all
lanes will affect the application. On the other side, a stuck-at-0
on this signal impacts only the 64bit lane.

V. CONCLUSIONS

This work introduced a software-based fault detection mech-
anism for permanent stuck-at faults in the FPU ADDMUL
logic of RISC-V vector processors using the ABFT strategy.
We implemented this mechanism leveraging vector instruc-
tions from the RVV ISA extension to achieve high fault
detection while keeping performance overhead as low as
possible.

We analyzed the effectiveness of our RVV ABFT solution
on the Spatz Vector Cluster and we compared its performance
to a baseline ABFT implemented with scalar instructions,
assessed the performance overhead introduced on top of matrix
multiplication and evaluated its fault detection capability.

The experimental results show that our RVV ABFT solution
achieves 5.10x-15.11x speed-ups compared to the baseline
version, reaches performance overheads as low as 21.18% and
achieves dangerous fault detection of 97.53%.

Future work will more deeply assess the effectiveness of our
RVV ABFT strategy when considering its impact in the case
where the Vector Processor executes a whole Neural Network.
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