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Abstract

Internet real-time communication (RTC) platforms include any application that
streams audio and video in real-time, such as video-conferencing applications
(VCAs) and cloud gaming. These applications have seen a considerable surge in pop-
ularity in recent years, especially during and after the COVID-19 pandemic. VCAs
are the main enabler of remote working, which has become the de-facto standard
way of work for many companies. Nowadays there are countless proprietary VCA
applications on the market. In this context, it is becoming increasingly important to

maximize the Quality of Experience (QoE) of users of RTC applications.

In this thesis, we explore ways to monitor and control the network, in order to
improve the QoE of RTC applications, using Machine Learning (ML) techniques.

We first give a vast overview of the most popular video-conferencing applications
on the market today (Chapter 3), how they operate, what protocols they use and how

we can distinguish them in a traffic mix.

Second, we propose a comprehensive application-level observability system for
the network layer, that leverages Machine Learning. It contains two ML classifiers,
trained offline, that predict traffic characteristics, such as the RTC application being
used and the type of media traffic exchanged (e.g. audio, video, screen sharing etc.).
In the event of worsening network conditions, the network control can apply select
management techniques, such as bandwidth allocation or path selection, to improve
the conditions. The system inspects the packet headers in a traffic mix and makes
decisions based on packet statistics collected over time bins before or during the video
call. We prototype the classifiers in Chapters 6 and 7 and show their effectiveness in
providing application-level details for video-conferencing applications.

We also release the module used to systematically calculate network traffic

features from raw packets as a standalone software. It can be used for analysis of



RTC applications and ML feature construction for different kinds of networking
tasks (Chapter 5).

Finally, we propose a network control system for the application layer: a conges-
tion control algorithm for real-time applications, that uses Reinforcement Learning
(Chapter 8). In a scenario with an RTP sender and receiver, it gains information
about the network conditions at the receiver-side, such as receiving rate, one-way
delay and loss ratio and predicts the available bandwidth in the next time bin. Using
this information, it controls the sending rate of the sender, thereby mitigating net-
work congestion. This algorithm is envisioned to work at the client side, in the RTC

application.

To sum up, this thesis explores the use of Machine Learning to improve net-
working: we use ML classification algorithms to differentiate media types in real-
time traffic. We apply Natural Language Processing techniques to classify video-
conferencing applications based on domain names and we employ Reinforcement
Learning (RL) for Rate adaptation of RTC on the application layer. Results show
that these techniques are promising for real-time traffic monitoring, visibility and

management.
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Chapter 1
Introduction

Nowadays, life without the Internet is unimaginable. The Internet is ubiquitous, it
has spread to a large part of the world, reaching billions of users, with more and more
services on the rise as the available bandwidth grows [1]. One service that has seen
a significant surge of popularity, are real-time communication (RTC) applications.
RTC applications encompass applications that stream video and audio in real time,
such as video-conferencing applications (VCAs) and cloud gaming. VCAs allow
individuals and groups of people to communicate on video calls. We especially
saw their importance during the COVID-19 pandemic of 2020/21, when the social
distancing and lockdown measures adopted to curb the outbreak forced millions of
people to communicate solely by using VCA platforms, for both work and leisure.
This led to a global increase of RTC traffic by more than 200% [2, 3]. VCAs are now
the main enabler of remote working, which has become the de-facto standard way of
work for many companies [4]. They have also become the most popular way to reach
friends and relatives, substituting the traditional voice telephony (e.g. Facetime vs. a

phone call).

In this context, reliability of RTC applications has become critical. It has also
become essential to maximize the Quality of Experience (QoE) of users of RTC
applications. In this thesis, we present QoE improvement scenarios on both the
network layer and the application layer. On the network layer we present solutions
for traffic observability and classification in-the-wild (Chapters 5, 6 and 7). These
systems can then lead to QoE improvements, through deployment scenarios such as
those described in Chapter 4. On the application layer, we suggest a network control
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scheme that directly optimizes QoE metrics in terms of receiving rate, one-way delay

and packet loss (Chapter 8).

This thesis has been developed as part of a 3-year project with Cisco Systems
Inc., who expressed the interest and need for a system that could be implemented in
network equipment and offer QoE as a service. Thus, the contents of the thesis is
part of a bigger, meticulous system that offers QoE-centered network observability
and control for RTC applications. The system is depicted on Figure 1.1. Indeed, we
envision a few software modules that work together to estimate the QoE of RTC
traffic. Based on that, we can suggest improvements at both the network layer and the
application layer. In this thesis, we address four of the system modules: RTP traffic
statistics extraction, Application retrieval, Media type classification and Congestion
control. Each of the modules is discussed in a separate chapter, as marked on
Figure 1.1. We also perform some QoE estimation as part of the congestion control
algorithm. In the scope of the project, the research group also developed two other
modules: the QoS assessment module [S] and Loss prediction module [6, 7]. The
precise QoE estimation and traffic engineering are left as future work, with some

ideas and possible deployment scenarios outlined in Chapter 4.
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1.1 Network layer observability

The network is very important for the user QoE. The quality of the user connection,
network topology and network management all have a first-hand influence on user
QoE [8-10]. Good network management policies can help avoid impairments,
service misbehavior and consequently user churn. The first step towards effective
QoE improvement is application-level visibility on the network layer. Application-
level visibility can enable better capacity planning, traffic-prioritization policies and
help with network troubleshooting.

Traditional approaches used to gain visibility on network traffic are port-based
and Deep Packet Inspection (DPI) techniques. Port-based approaches include match-
ing the protocol ports to distinguish the type of traffic and DPI involves matching the
payload with pre-defined patterns. However, most applications today use dynamic
ports, annulling port-based traffic classification. Moreover, the widespread adoption
of encryption of the packet payload hinders use of DPI [11]. Most RTC applications
use the RTP protocol (see Chapter 3) to encapsulate the multimedia content. RTP
packets have the header in-clear and the payload encrypted. Thus it is difficult to
guess application-level information on RTP traffic using traditional techniques.

For these reasons, the networking community has turned towards Machine learn-
ing (ML) to help with network traffic visibility. Machine learning can leverage packet
statistics and reveal network insights and relationships that cannot be captured by
simple heuristics. As an approach, ML has been revolutionary for network traffic
classification and visibility [12]. The growth of ML for networking is also supported
by the increasing amount of network data available. In this thesis, we apply ML
techniques to RTC network traffic, with the goal of classification and observabil-
ity. We shed light on RTC applications, without any cooperation from application
proprietary servers, just by inspecting user traffic.

A full classification pipeline that aims to regain visibility on RTC traffic is
depicted on Figure 1.2. Taking all UDP traffic, we first have to identify RTP streams
(Classification @). Then, we establish whether the RTP streams are part of a video
call in progress or another application, e.g. cloud gaming (@). Next, we can
distinguish what is the VCA application being used - Webex, Jitsi, Zoom etc. (@)
and finally what is the media type of the underlying stream (@). In this thesis,
we address the classification problems @, @ and @ For, @ RTP streams can
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be distinguished from UDP traffic by matching the protocol headers using popular
traffic analysis tools, such as Wireshark, with little manual assistance. Problem @ is
addressed by Chapter 6 and problem @ by Chapter 7, both using machine learning
techniques. Problem @ is an interesting future work, however, our approach for
application retrieval (@), works by reading domain names and supports a category
"Other", so it can be applied to RTP traffic directly, skipping step @

1.2 Application layer control

RTC applications use the RTP protocol mostly over UDP, so they are not subject to
TCP congestion control (CC) protocols. Instead, they implement Congestion control
via Rate adaptation at the application layer, by using a feedback mechanism between
the sender and receiver based on the Real-time Control Protocol (RTCP). The goal of
these CC algorithms is to control the sending rate. The sending rate directly affects
the packet delay, loss rate and throughput, which are the main drivers of QoE [13].

Some of the applications use proprietary CC algorithms, while all applications
that run in the browser use the algorithm Google Congestion Control (GCC) [14].
GCC is a heuristic algorithm that makes decisions based on the one-way queuing
delay and loss ratio at the receiver. However, in a complicated network scenario,
such as wireless network links with very variable bandwidth, it is hard to optimize

all network metrics with a heuristic.
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To overcome this limitation, in Chapter 8, we propose the use of Reinforcement
Learning (RL) to control the sending rate. Indeed, control problems can naturally
be translated to Reinforcement learning tasks. Moreover, we can design the reward
to exactly generate the network behaviour we want and the resulting model will
have high capacity of understanding the complicated relationship between different
network metrics, such as receiving rate, bandwidth utilization, latency and loss rate.
The system infrastructure is depicted on Figure 1.3. We envision a sender, that, based
on the network statistics received via the RTCP protocol, runs the trained RL. model
and controls the sending rate.

1.3 Thesis outline

In this section we outline the thesis structure and the main contributions of each
chapter.

Chapter 2 outlines previous work on the problems tackled by this thesis and
how they compare with our solutions. We first describe works that investigate the
operation of RTC applications, then works that address RTC traffic classification and
finally works on Reinforcement learning for Congestion control of RTC applications.

Chapter 3 presents a comparative study of the 13 most famous RTC applications
on the market today, demystifying how they operate on the network layer, what
protocols they use, what server architecture and how they can be identified in a
mix of traffic. This chapter servers as a Background, to get acquainted with RTC

applications and traffic, which are the topic of this thesis.
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Chapter 4 describes a possible deployment scenario for the systems prototyped
in this thesis, in the form of an in-network monitoring and control software, that

could either run on Edge network equipment or in an SDN scenario.

Chapter 5 presents Retina, an open-source tool for flexible analysis of RTC traffic.
Given raw traffic captures of RTC traffic, Retina outputs various logs and graphs,
according to user instructions. One of the logs is of per-second traffic statistics, that

we then use to feed the Machine Learning algorithms of Chapter 7.

Chapter 6 introduces a classifier that uses supervised machine learning to distin-
guish between different RTC applications, by just looking at the packet headers prior
to the start of the video call. It uses Natural Language Processing (NLP) techniques
to process the textual domain name data and one-vs-rest classification to identify the

application.

Chapter 7 outlines another ML classifier, that uses statistical features of the traffic,
produced by Retina (Chapter 5), to differentiate RTP streams by the type of media
content they carry (audio, video, screen sharing etc.). It works with one second of
traffic as input and apart from standard media, it can also discern different qualities

of video and error correction streams.

Finally, Chapter 8 portrays ReCoCo, an algorithm for Congestion control of RTC
applications that is based on Reinforcement learning. ReCoCo gains information
about the network conditions at the receiver-side, such as receiving rate, one-way
delay and loss ratio and predicts the available bandwidth in the next time bin, so that
the sender can adjust their sending rate. It does so using a carefully curated reward

function.
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1.4 List of publications

In this section, we outline the papers published during the PhD, dividing them into
two subsets: those relevant for the thesis and additional works.

Publications described in the thesis:

1. A comparative study of RTC applications, Nistico, Antonio; Markudova,
Dena; Trevisan, Martino; Meo, Michela; Carofiglio, Giovanna, (2020) In:
2020 IEEE International Symposium on Multimedia (ISM) - Chapter 3

2. Online Classification of RTC Traffic, Perna, Gianluca; Markudova, Dena;
Trevisan, Martino; Garza, Paolo; Meo, Michela; Munafo, Maurizio; Carofiglio,
Giovanna, (2020) In: 2020 IEEE 18th Annual Consumer Communications and
Networking Conference (CCNC) - Chapter 7: conference version

3. What’s my App?: ML-based classification of RTC applications, Marku-
dova, Dena; Trevisan, Martino; Garza, Paolo; Meo, Michela; Munafo, Mau-

rizio; Carofiglio, Giovanna, (2021) In: Performance Evaluation Review -
Chapter 6

4. Retina: An open-source tool for flexible analysis of RTC traffic, Perna,
Gianluca; Markudova, Dena; Trevisan, Martino; Garza, Paolo; Meo, Michela;
Munafo, Maurizio, (2022) In: Computer Networks 202 - Chapter 5

5. Real-Time Classification of Real-Time Communications, Perna, Gianluca;
Markudova, Dena; Trevisan, Martino; Garza, Paolo; Meo, Michela; Munafo,
Maurizio; Carofiglio, Giovanna, (2022) In: IEEE Transactions on Network

and Service Management - Chapter 7: journal version

6. ReCoCo: Reinforcement learning-based Congestion control for Real-time
applications, Markudova, Dena; Meo, Michela, (2023) Accepted. To appear
in 2023 IEEE 23rd International Conference on High Performance Switching
and Routing (HPSR) - Chapter 8

Other published works:

7. Heterogeneous industrial vehicle usage predictions: A real case, Marku-
dova, Dena; Baralis, Elena; Cagliero, Luca; Mellia, Marco; Vassio, Luca;
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Amparore, Elvio; Loti, Riccardo; Salvatori, Lucia, (2019) In: Workshops of
the EDBT/ICDT Joint Conference, EDBT/ICDT-WS 2019

8. Impact of Charging Infrastructure and Policies on Electric Car Sharing
Systems, Ciociola, Alessandro; Markudova, Dena; Vassio, Luca; Giordano,
Danilo; Mellia, Marco; Meo, Michela, (2020) In IEEE 23rd International

Conference on Intelligent Transportation Systems (ITSC)

9. Preventive maintenance for heterogeneous industrial vehicles with incom-
plete usage data, Markudova, Dena; Mishra, Sachit; Cagliero, Luca; Vassio,
Luca; Mellia, Marco; Baralis, Elena; Salvatori, Lucia; Loti, Riccardo, (2021)
In: Computers in Industry

10. Where did my packet go? Real-time prediction of losses in networks, Song,
Tailai; Markudova, Dena; Perna, Gianluca; Meo, Michela, (2023) Accepted.

To appear in ICC 2023-IEEE International Conference on Communications

I have had a heavy individual contribution to all the publications described in this
thesis. More specifically, for papers (3) and (6), I developed the whole pipeline on
my own - from data collection to algorithm application and result analysis. For paper
(1), I ran the full data analysis. For papers (2), (4) and (5), I had equal contribution
as the first author. We collected the data together, coded Retina collaboratively and
split the work on the data analysis and algorithm application. I had the leading role

in writing all of the papers.
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1.5 Open code and datasets

We make all the code and datasets we use in this thesis public. Table 1.1 outlines all
the sources. We believe that the networking community still lacks proper datasets,
tools and simulators for benchmarking different algorithms and problems. This sig-
nificantly slows down networking research, as developing significant experiments
requires a large set of competences from a researcher: expertise in different pro-
gramming languages and software, network protocols, simulators and data analysis.
We strongly believe that open-source data and software that has a shallow learning
curve can significantly accelerate networking research, especially Machine learning
applied to Networking, since ML strongly depends on datasets for both development
and benchmarking.

Table 1.1 All publically available data and code.

Chapter \ Open code / dataset

3 A study of RTC applications | https://smartdata.polito.it/a-comparative-study-of-rtc-applications-the-dataset/
5 Retina https://github.com/GianlucaPoliTo/Retina

6 RTC application retrieval https://github.com/denama/RTC_apps_classifier

7 Media type retrieval https://smartdata.polito.it/rtc-classification/

8 ReCoCo https://github.com/denama/ReCoCo

1.6 Taxonomy

Throughout the thesis, we use the general term "RTC applications" to indicate video-
conferencing applications, since all our systems are deployed with data from video-
conferencing applications. However, all methodologies can easily be extended to
general RTC applications that use the RTP protocol for communication (such as

cloud gaming platforms).

Since the topic of the thesis is improvement of user QoE, we hereby explain
all necessary terms. By definition, Quality of Service (QoS) measures key network
performance metrics, such as delay, jitter, throughput or packet loss. They can be
measured at both network level (network QoS) or application level (application-level
QoS). Quality of Experience (QoE) captures the actual user experience and is often
a subjective metric. A traditional example is the 1-5 star review after a video call.
While the two are closely related, they are not the same thing. A user can sometimes

have a bad experience even when the QoS is satisfactory, or vice-versa. In Chapter 8,


https://smartdata.polito.it/a-comparative-study-of-rtc-applications-the-dataset/
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10 Introduction

we describe "QoE scores" related to the receiving rate, delay and loss rate. These are
more specifically Key Quality Indicators (KQIs), that influence the actual QoE. For
the sake of readability, in the remainder of the thesis we use the term "QoE metric"
as un umbrella term for all these metrics.



Chapter 2

Related work

In this section we present a Literature review in regard to the operation of RTC
applications, network traffic classification that includes RTC traffic and congestion
control for RTC traffic. We include direct comparison of some works with work
presented in different chapters of the thesis.

2.1 On the operation of RTC applications

The operation of RTC applications has been studied since their introduction in the
early 2000s. Several works target Skype traffic, since it was the pioneer in the
world of modern RTC. Bonfiglio et al. [15] show how Skype was using aggressive
obfuscation of traffic at its early stage, mainly to avoid ISP-level throttling and
propose a heuristic algorithm to identify it. They again provide a detailed analysis
of Skype traffic in [16] and [17], based on traffic measurements, which leads to the
same conclusions of Guha et al. [18]. Moreover, Ehlert et al. [19] develop signatures
for the detection of Skype traffic, while Baset et al. [20] analyze its key functions:
login, NAT/Firewall traversal, and media transfer. Hof3feld ez al. [21] provide an
analysis of Skype VoIP traffic in mobile networks, focusing on Quality of Service
(QoS) and QoE.

In Chapter 3, we provide an updated view of Skype traffic, after the acquisition
by Microsoft. We show that it has converged to use a more standard approach based

on RTP and shares its behavior with Microsoft Teams.
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Telegram, known for its security features, has been object of several studies
too. In particular, many works provide a forensic analysis of Telegram on different
customer devices like MacOS [22], Android smartphones [23] and Android devices
in general [24]. These works try to describe the artifacts generated by the Telegram
application on each type of device. Studying the security features of RTC applications
is out of the scope of this thesis. However, we testify that Telegram is peculiar among

RTC applications in the employed network protocols as well.

Michel et al. [25] demystify Zoom in production traffic by digging deep into its
protocol and header format. They show how to extract metrics that closely relate to
the quality of a Zoom call, such as media bit rates, frame rate, and frame-level jitter.

There are fewer works that compare different RTC applications. Azfar et al. [26]
study ten Android VoIP applications, mainly from the security point of view.
Karya et al. [27] compare RTP traffic in Whatsapp and Skype, under mobile net-
works. Wuttidittachotti ef al. [28] provide a study on the perceived QoE of three well-
known VoIP applications, using Perceptual Evaluation of Speech Quality (PESQ).
Xu et al. [29] report a measurement study of Google+, iChat, and Skype, unveiling
important information about their key design choices and performance. They extend
their analysis in [30], this time focusing on FaceTime, Google Plus Hangout, and
Skype. Sutkino et al. [31] compare the instant messaging services of WhatsApp,
Viber and Telegram in terms of security, speed and ease-of-use. Patel et al. [32] eval-
uate the performance of WhatsApp and Skype in terms of their data consumption, as
well as quality of the VoIP calls. Their results show that WhatsApp uses less data and
also provides better call quality under poor network conditions. Chang et al. [33],
instead, provide a measurement study of Zoom, Webex and Google Meet, character-
izing the user-perceived performance. They look at streaming lag in correlation to
geographical placement of the application servers, bandwidth requirements and CPU
and battery consumption. Their data is mostly emulated and partly real network data
from a residential network.

With respect to these works, in Chapter 3, we target a wider range of RTC
applications, comparing 13 leading services in the consumer and business market
segments. We provide an updated overview of the technologies used at the network
level, showing a large set of peculiar protocols and behaviors. Indeed, popular
applications change very often over time — see the Skype case. We believe Chapter 3
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provides a rich but concise summary of the currently adopted solutions, unifying and

updating what researchers have discovered in previous works.

Note that the studies by Chang et al. [33] and Michel et al. [25] were published
after the publishing of our paper described in Chapter 3. However, the novelty points
we present still hold.

2.2 On RTC traffic classification

Network traffic classification has been extensively studied since the birth of the Inter-
net [34]. Due to the widespread adoption of encryption and the use of proprietary
protocols, traditional approaches based on mere DPI and port numbers fall short,
and the current research tends to use statistical traffic features and machine learning
techniques [35]. Recent efforts aim to identify the web services [36] or mobile appli-
cations [37] behind network traffic, predicting the QoE of web [38, 39], video [40] or
smartphone [41] users. DNS has also been used extensively to mark traffic [42, 43].

Focusing on RTC traffic, many works propose techniques to identify it among
other traffic categories. The authors of [15] use a stochastic characterization of
Skype traffic to obtain an ML-based model to be used for classification. In [44], UDP
flows are classified into different classes, including Skype and RTP-based traffic,
using SVM models and statistical signatures of the payload. The approach proposed
in [45] leverages statistical properties of RTP to differentiate between voice and data
traffic. The authors of [46] propose a method to detect WebRTC sessions at run-time
based on statistical pattern recognition. Finally, some approaches target signaling
mechanisms of RTC applications to identify Skype traffic through in-clear headers
exchanged during session setup [47].

Fewer works address the classification of media streams carried by RTP streams.
Authors of [48] train machine learning classifiers to distinguish, among other classes,
video and audio flows, targeting the WeChat messaging application. The approach
presented in [49] identifies 20 codecs used for compression of audio, based on packet
size, RTP timestamp delta, payload type and ratio between RTP timestamp delta
and payload size. However, they do not use machine learning but a simple lookup
table. In [50], the authors use statistics on the packet size as a distinguishing feature

between audio, video streaming, browser, and chat traffic. They use interesting
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features, although few and classify into broad traffic classes. As a model, they opt

for an interpretable Decision tree, similar to our result in Chapter 7.

In Section 7.4.6 of Chapter 7, we investigate the use of transfer learning tech-
niques for our classification problem. A few works already proposed their use for
problems related to networking, albeit in different contexts. Authors of [51] use
transfer learning in wireless networks for a caching procedure. Instead, the approach
proposed in [52] used it in combination with Deep Reinforcement Learning to solve
the reconfiguration problem in the context of experience-driven networking. It has
also been used for QoE estimation of video streaming [53, 54]. The transfer learning
technique we use, CORAL [55], has already been used in optical networks for as-
sisted quality of transmission estimation of an optical lightpath [56]. In this thesis,
we apply it to the RTC scenario, trying to align statistical features of network traffic

from different applications.

The ultimate goal of our RTC traffic classification is the improvement of QoS and
users’ QoE. These aspects have been studied, focusing on the relationship between
QoS and QoE [9, 57], targeting the WebRTC [58] and mobile [59] scenarios.

The closest work to the Media type classification presented in Chapter 7 is the
approach proposed by Choudhury ez al. [60]. There, the authors design a system to
classify RTP traffic to the employed codec. They develop a similar ML pipeline, to
classify audio traffic into three Variable Bit Rate (VBR) codecs, thus identifying three
types of audio. Conversely, we distinguish seven classes, two of which are audio
(audio and FEC audio), four are video (three video qualities and FEC video) and one
is screen sharing. Another similarity is that they classify RTP streams separately by
time bin, with a granularity coarser than ours — 10-20 seconds vs. 1 second. They
use two types of features: statistical features of packet sizes (such as mean, standard
deviation, mode, etc.) and entropy-based features (4 types of entropy calculations on
the RTP payload of the packets). We follow a similar approach, using five feature
groups and calculating various statistics on the distributions. Like in our system,
they train offline, using 18-second streams and then the classifier is deployed in real
time, over 10 seconds of stream data. They get overall 97% accuracy, similar to ours
(95%). With respect to the algorithms, they opt for a 1-Nearest Neighbours, while
we choose a Decision Tree.

In this thesis, we aim to give detailed visibility to RTC traffic, unveiling both
RTC applications and the nature of media streams. Differently from previous works,
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we classify streams into a rich set of classes including media type (audio and video),
video quality and redundant data (FEC). We engineer a wider range of features and
then run a thorough feature selection process. Moreover, to the best of our knowledge,
we are the first ones to explicitly target real-time applications with a 1 second (or
shorter) classification delay, while the past approaches base their decision on the

characteristics of an entire stream, lasting 10 seconds or more.

2.3 On Reinforcement learning for Congestion Con-

trol of RTC applications

Reinforcement learning in networking control tasks. Reinforcement learning has
been successfully used in many networking applications. One of the pioneers was
Pensieve [61], which proposed Deep RL for ABR streaming, selecting the bitrate
for future video chunks. Authors of [62] use RL for network congestion control
in data centers. Numerous works have tried to improve TCP congestion control,
by controlling the congestion window size with RL, as outlined in [63]. Notable
examples include Aurora [64], Eagle [65] and other approaches [66—69], as well as
MVEST-RL [70] for QUIC.

Congestion control for RTC. Congestion control in employed RTC applications
today is mostly heuristic-based. There are three main algorithms standardized by
the IETF RTP Media Congestion Avoidance Techniques (RMCAT) working group:
Network Assisted Dynamic Adaptation (NADA) proposed by Cisco [71], Self-
Clocked Rate Adaptation for Multimedia(SCReAM) proposed by Ericsson [72] and
Google Congestion Control (GCC) proposed by Google [14]. They all employ delay-
based mechanisms to detect congestion (NADA and SCReAM measure the one-way
delay and GCC the one-way delay variation) and loss-based mechanisms as fall-back
when there is buffer overflow and the delay cannot indicate the congestion state.
The most employed implementation is GCC, used by the popular RTC application,
Google Meet, so we use it as the baseline algorithm in Chapter 8. GCC suffers
from a few limitations: it only responds to latency variation, so it does not note an
increase in the absolute value of RTT, introducing delays in the conversation. It also
becomes too conservative in the event of losses [13]. GCC is slow to respond to an

increased bandwidth, since it increases the sending rate by just 5% every second.
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This holds true also for some RTC applications that use proprietary congestion
control protocols [73]. In Chapter 8, we aim to overcome these limitations by setting
the reward to optimize for all three metrics: delay, losses and bandwidth utilization,

at any given time, making it faster to adapt to varying network conditions.

Reinforcement learning in RTC Congestion control. There are three previous
works that tackle exactly the problem of Rate adaptation or Congestion control
for real-time communications: HRCC, CLCC and R3Net. HRCC [74] is a hybrid
receiver-side scheme, that uses GCC as the main algorithm and at every fourth time
interval tunes the bandwidth estimate with a gain coefficient generated by an RL
agent. R3Net [75] is a fully RL-based solution. It uses the PPO algorithm with
two Recurrent Neural Networks (RNN) as the Actor and Critic. It employs a 4-
dimensional state vector, that consists of receiving rate, packet loss rate, average
RTT and average packet inter-arrival time. The reward function is a very simple
combination of the receiving rate, delay and loss rate in the evaluated time bin. It
predicts the bandwidth every 50ms. CLCC [76] is also a fully RL-based solution.
Different from other works, it uses both packet-level and frame-level statistics of
traffic as states and in the reward, arguing that frame-level information is more
important for RTC and doing congestion control at the application layer allows us
to use it. However, this requires adding an additional exclusive channel to RTP, to
send frame-level information, which is a non-trivial change to the protocol. CLCC
tunes the rate by multiplying the rate in the previous time bin with a gain coefficient.
Like R3Net, it uses PPO with the same RNN architecture. They run RTC in a real
environment both in the training and evaluating process. They use the same QoE

metrics for performance evaluation, however they add frame-level metrics as well.

Albeit having the same end goal, our work in Chapter 8 contrasts these works in
a few important ways. First, we explore many different configurations of the problem
formulation. We try three different algorithms, with different hyperparameters and
actually find that PPO, which is used by both R3Net and CLCC is outperformed by
both SAC and TD3 on the traces we use. We play with the states to see if delaying
them gives better results. We meticulously design the reward function, since it is vital
to the performance of the RL algorithm, outlining separate functions for all network
metrics we wish to optimize, based on network standards and recommendations. We
provide details on the traces in use, to better understand what kind of environments
are hard for RL algorithms to solve, while previous works mention the dataset briefly,
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without giving any details on the bandwidth variability. While HRCC and CLCC
present one model and its general performance, we train both specific and general
models, testing their performance on all traces separately to find the best trade-off

between a personalized and general model.

2.4 Knowledge gap

Even though RTP has been studied since its introduction, there is not much literature
on RTP traffic and applications as they are today. There are many papers on the
operation of a specific RTC application in more detail (e.g. Skype, Zoom, Telegram),
but few that compare different RTC applications. We study a wide range of modern
RTC applications (13) and give the most updated technological view in the literature
today. There are many works that distinguish RTP among other traffic categories,
but very little that perform classification inside RTP traffic - classifying RTP traffic
into further categories. To the best of our knowledge, we are the first ones to
introduce both an RTC application classifier and a Media type classifier within
RTP traffic, using packet data and statistical features. We are also the first ones
to analyze RTP traffic using statistical features on a deeper level. In terms of
Congestion control, there are a few papers that suggest RL for rate adaptation of RTC
applications. However, the field is very young and the approaches are vague, with
many unexplained design choices. We are the first ones to engineer a reward that
uses separate functions for all QoE metrics we wish to improve and pioneers in using

curriculum learning to optimize the order of showing environments to the RL agent.



Chapter 3
Operation of RTC applications

The work presented in this chapter is mostly taken from our paper A comparative
study of RTC applications, presented at the 2020 IEEE International Symposium on
Multimedia (ISM) [77]. It serves as an introduction to Real-time Communication
applications, showing which are the most popular applications on the market today,
how they operate, what protocols they use, what kind of media can be exchanged
and how they can be identified on the network layer in a traffic mix. Distinguishing
RTP traffic in a traffic mix is a necessary first step for both application retrieval
(Chapter 6) and media type classification (Chapter 7).

3.1 Introduction

Historically, the first proposals for real-time communication over IP networks were
based on the Session Initiation Protocol (SIP) [78] for session setup and the Real
Time Protocol (RTP) [79] for media stream transmission. Indeed, in the late 1990s
and early 2000s, Voice-over-IP (VoIP) solutions created a market for corporate-
level telephony, replacing the old public circuit-switched telephone network. Then,
Skype brought the VoIP technology to individuals, allowing people to make calls
via the Internet for free. Differently from previous VoIP proposals, it was based
on a Peer-to-Peer (P2P) architecture and made use of encrypted and undocumented
protocols [15]. Recently, dozens of new RTC applications have appeared, competing
in a world where audio and video calls are part of the normal business and leisure

routine. They are nowadays massively adopted and companies pay subscriptions
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for premium and customized access plans. However, there is still no standard
for interoperability between different applications, and even when they employ
well-known protocols, the resulting mix of protocols is diverse in each application.
Moreover, the vast majority of applications are closed-source and provide none or
very little documentation. Even though they do this to protect the intellectual property
behind the applications, it complicates the network management for Internet Service
Providers (ISPs) and corporate network administrators. Prioritizing RTC traffic
or blocking unauthorized applications is therefore hard, while unknown protocols
might cause issues in middleboxes that rely on Deep Packet Inspection (DPI) —e.g.,
firewalls or NATs.

In this chapter, we study and compare different RTC applications and outline
similarities and differences in the way they use the network. We collect packet
traces from 13 applications, choosing them from top popular consumer solutions
(Skype and Google Meet above all), to products for business communication, where
Microsoft Teams and Webex Teams are notable examples. We run an extensive
experimental campaign in which we capture the traffic generated by the applications
using different devices and types of calls. This allows us to provide an overview of
the common practices and peculiarities currently adopted by the competitors on the
RTC market. Notable findings we obtain are:

* Most of the applications still use the RTP protocol for media streaming.

* They use various mixes of protocols. The most frequent ones are STUN and
TURN for session setup and TLS and DTLS for control data exchange.

* We find examples of undocumented protocols used in Telegram and GoTo
Meeting. Zoom uses an unknown encapsulation mechanism for RTP, while

Microsoft Teams uses a non-standard, yet documented encapsulation protocol.

* Peer-to-peer communication is often exploited in calls with only two partici-

pants, when the network allows it.

 Six applications send redundant data for Forward Error Correction (FEC) or

send the user’s video at different qualities at the same time (Simulcast).

The collected data also allows us to characterize the traffic generated during the
calls and to provide guidelines for its identification. We show that the media traffic
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of some applications can be easily recognized by simply looking at the Autonomous
System (AS) of the server, while others rely on large infrastructures and/or content
delivery networks (CDNs). We also find that almost all of them can be identified (and
blocked) using the domains the client resolves during the application execution.!
Only for Google this is complicated, since it uses very generic domains that cannot
be associated to the specific RTC service.

We make the dataset we used for the experiments public: a list of contacted ASes,
domains, ports and Payload Types (PTs) per application, as well as all the collected

traffic traces.?

We believe that our data may help researchers to reproduce our
results or extend them to different contexts, while also providing useful indications

to network practitioners and administrators.

The remainder of the chapter is organized as follows. In Section 3.2, we provide
a background on the most popular protocols used in RTC applications. Section 3.3
describes the applications under scrutiny as well as the packet traces used to analyze
them. Section 3.4, illustrates the network protocols we find. Section 3.5 discusses
the different design choices, while Section 3.6 provides useful guidelines for traffic
identification.

3.2 Background

To guide the reader through the paper, in this section we provide an overview of
the most common protocols that are used in RTC applications. Although this list
is not meant to be exhaustive, it includes all protocols that we observe in the 13

applications under test (neglecting the undocumented solutions).

Media streaming. The most popular protocol for real-time media streaming is
RTP [79]. Proposed in the faraway 1996, it defines a simple encapsulation mechanism
in which different streams are multiplexed using a unique Synchronization source
identifier (SSRC). The timestamp field reports the instant at which the content is
generated and Payload Type (PT) indicates the employed video or audio codec. RTP
defines a set of predefined or static PTs, and offers the possibility to define them

'We use the term domain throughout the chapter, meaning Fully Qualified Domain Name.
20ur dataset is available at: https://smartdata.polito.it/
a-comparative-study-of-rtc-applications-the-dataset/
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Fig. 3.1 Session setup in WebRTC.

dynamically during a session. RTP is carried over UDP or (very rarely) over TCP
as a transport protocol. The support protocol RTCP is typically used beside RTP
for exchange of various streaming statistics, like packet loss ratio. Secure RTP
(SRTP) [80] is a variant of RTP that achieves confidentiality by encrypting the media
payload while leaving all the original headers in clear. In the rest of the thesis, we
use the terms RTP and SRTP interchangeably.

Session Setup. To establish a media session, it is necessary for the endpoints
to be able to communicate with each other, especially in the case of peer-to-peer
communication between participants. This is complicated by the presence of NATs,
firewalls and middleboxes in general. To ensure connectivity, the applications often
use the STUN protocol [81] for NAT detection and TURN [82] to relay the traffic
through a server that resides on the public Internet. ICE [83] combines STUN and
TURN into a single technique. The RFC 7983 [84] defines a simple mechanism for
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multiplexing RTP, STUN and other protocols on the same UDP flow. The Session
Description Protocol (SDP) [85] defines a format for negotiating the network and
media characteristics of the session — e.g., the audio and video codecs. Nowadays
it is (almost) always sent over encrypted channels (e.g., TLS or DTLS, see next
paragraph), and as such, completely invisible to the network. The whole process is
depicted on Figure 3.1.

Additional protocols. RTC applications use a wide range of protocols for exchang-
ing control data, e.g., for login or chat. This typically requires confidentiality, and
we observe a large prevalence of the TLS [86] and DTLS [87] protocols.

WebRTC. The above protocols need to be carefully coordinated to have a working
RTC application. To ease the development, WebRTC [88] is a set of high-level and
standard APIs that can be used in browsers and mobile applications for video and
audio communication. Released in 2011, currently most browsers support WebRTC
and it represents the only way for RTC applications to run via web, if we exclude
application-specific plugins. WebRTC provides programming interfaces to establish
media sessions, coordinating the use of the SRTP, RTCP, STUN, TURN and DTLS
protocols. It also outlines a common set of media codecs and a standard congestion

control algorithm (Google Congestion Control).

System topologies. The connection between the participants of a call can be set up

in a few ways:

1. Peer-to-Peer (P2P): the participants connect to each other directly, without a
server to relay traffic. This is sometimes used by applications when there are
only two participants on a call.



3.3 Data collection 23

2. Multipoint Control Unit (MCU): there is a media center, or server in the
middle (an MCU), that receives multiple media streams from all parties, re-
codes them and produces one video per recipient (e.g. a grid of videos of
the participants or a large video of the speaker and thumbnails of the other

participants).

3. Selective Forwarding Unit (SFU): there is a media center, which receives
multiple media streams from all parties and decides which of these streams
should be sent to which participant. It does not re-code video, just forwards
streams. Then the endpoint is responsible to merge the incoming video streams

into one.

The three system topologies are depicted on Figure 3.2. MCU and SFU topologies are
obviously useful for multi-party calls. There are pros and cons to both architectures.
An MCU is theoretically more efficient, because it always sends and receives one
stream. However, it uses a lot of computing power and does not scale well. An SFU,
on the other hand, requires a more powerful CPU on the clients, since they have to

decode a large number of media streams.

3.3 Data collection

For the purposes of this analysis, we target 13 popular RTC applications, that we can
roughly group into two categories. We first consider 9 consumer applications, used
by people for communicating with relatives and friends and for leisure in general.
The set includes Skype, historically the pioneer of VoIP, now owned by Microsoft.
We also involve two competitors: Meet by Google, and Jitsi Meet, the public instance
of the open-source Jitsi tool. We then consider chat and social applications that also
provide the possibility of making calls: We test Whatsapp, Telegram, Facebook and
Instagram. Finally, we consider FaceTime, included in all Apple products, as well as
HouseParty, that suddenly became popular during 2020. In the second category we
include business platforms for RTC, which typically provide commercial plans for
enterprises. We consider Microsoft Teams and Webex Teams, that are very popular
solutions used for remote working and teaching. We also place Zoom and GoTo
Meeting in the business category, since they offer both a free version and premium
plans for businesses. We show an overview of the tested applications in Table 3.1.
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Table 3.1 Overview of the tested applications (consumer apps are on the first block,
while business on the second). On the Media column, A=Audio, V=Video and
S=Screen Sharing.

C . . Desktop Mobile Browser .
Application | Multiparty App App version Media
Skype v v v v AVS
Google Meet v v v AVS
Jitsi Meet v v v v AVS
WhatsApp v v AV
Telegram v v AV
Facebook v v v v AV
Messenger
Instagram v v AV
Messenger
Facetime v v v AV
HouseParty v v v v AV
Microsoft v v v v AVS
Teams
Webex v v 7 7 AVS
Teams
Zoom v v v v AVS
GoTo v v v v AVS
Meeting

All applications except Telegram allow for multiparty calls — i.e., with more than
two participants. Screen sharing is available in seven of the tested applications,
including all business platforms, that we report in the bottom part of the table. Most
applications have a desktop/PC version. Google Meet on a PC can be used only
via browser, while FaceTime only works on Mac PCs and phones. Whatsapp has a
desktop app which does not support calls. All applications have a mobile client and
9 out of 13 can be used directly via browsers supporting WebRTC.

We perform several experiments to collect representative packet traces for the
chosen applications. Those which provide a desktop client are installed on three
Windows testing machines. For the applications that support mobile clients, we
perform additional experiments using an iPhone and for a few an Android phone.
We also perform some experiments with Google Chrome to check the application
behavior when used via browser. However, browser versions must use the WebRTC

APIs, to limit the variability in terms of protocol usage and operation. Note that
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all the tested applications provide either a mobile or a desktop client, and none of
them can be used uniquely via browser. We also perform a few tests on the operating
systems Linux and MacOS.

For each application, we make several experiments under different setups. We
make calls with 2 and 3 participants (when allowed). We run individual experiments
with only audio enabled, with both audio and video, and, finally, using also the screen
sharing functionality, when available in the application. During each experiment,
a participant collects all the traffic their machine exchanges with the Internet and
stores it in pcap format. Each call lasts no less than 5 minutes. For each setup,
we make a minimum of 5 calls. As such, we collect 20-30 packet traces for each
application, summing to 334 in total. From the collected traces we identify the
employed protocols and study the operation mechanisms. To achieve this, we first
use Tstat [89], a passive meter which extracts rich flow-level records. It provides us
entries for all the observed TCP and UDP flows, and, more importantly, it shows
general statistics for each RTP stream, such as the number of packets, bitrate, etc.
When no known protocol is found and in general for further analysis, we manually

inspect the pcap files.
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3.4 Network protocols

We start our analysis studying the protocols employed in the tested applications.
Looking at the Tstat log files, we find the network flows carrying the media content.
This operation is simple since our test machines do not run any concurrent task when
making the calls. We notice that, in all cases, the applications opt for UDP as a
transport protocol. We then analyze the payload of the media flows to identify the
employed protocols. Indeed, a single UDP media flow may carry different protocols
multiplexed together. This is always true in WebRTC, where RTP, RTCP, STUN and
DTLS are sent over the same UDP flow.

In the left-most part of Table 3.2, called “Protocols”, we report the protocols
we find in the captures made with desktop/mobile clients. We intentionally neglect
web clients, as they solely use the standard WebRTC APIs, resulting in the protocols
mentioned above. We first notice that RTP is adopted in 11 out of 13 applications.
We believe that all applications encrypt the payload using SRTP, but this does not
alter the network behavior. STUN is commonly used to establish the session in the
applications which use RTP. We notice that applications using STUN make use of
TURN to communicate in case direct connection is not possible. This is no surprise
as STUN and TURN are complementary protocols, orchestrated together in the
ICE mechanism (see Section 3.2). We also find that four applications use DTLS,
interleaved among RTP packets. Finally, we notice five applications that employ
peculiar approaches, as described in the next paragraphs.

Skype and Microsoft Teams: the two services from Microsoft typically employ
normal RTP to stream media and STUN to establish sessions. However, we find that
in some cases they use a modified version of TURN called Multiplexed TURN?,
which is an encapsulation mechanism as simple as TURN, in which the ordinary
RTP header follows a few header bytes. It can be easily identified looking at the
first two bytes, always assuming a value of 0xFF10. We create a simple command-
line tool [90] to strip this header so that RTP is contained directly in UDP, allowing

analysis with classical packet inspectors.

Telegram: we do not identify any known protocol within the UDP flow used to
transport media data, only STUN and TURN for session setup. Indeed, the official

3https://docs.microsoft.com/en-us/openspecs/office_protocols/ms-turn/
6516ef76-a79d-42a4-a43f-dac56d4al9ac
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Telegram documentation reports that the media track is encrypted and sent on the
network via the proprietary MTProto protocol.* Note that Telegram calls are not

available from the web client, where a custom protocol would not work.

Zoom: we find that the RTP header is not directly contained in the UDP payload,
but a custom encapsulation mechanism accounts for 4 Bytes. Looking at the packet
size and timing we conclude that in video streams the encapsulation Bytes assume
the value 0x05100100, while in audio streams, the value 0x050£0100. We cannot
find any explanation of this mechanism on the online documentation of Zoom, but in
the command-line tool we created [90], we include a feature that strips the custom
header of Zoom. Notice that these considerations hold only for the desktop and
mobile clients of Zoom. The web client uses the standard WebRTC APIs, although
very peculiarly. Indeed, it does not open any WebRTC media stream but only creates
a data channel (WebRTC Data Channel), through which the media is transferred.

GoTo Meeting: as declared on the official website, it employs the Audio Video
Transport Protocol (AVTP) for streaming multimedia content.> AVTP is a protocol
alternative to RTP, which is part of the IEEE standard 1722-2011 [91]. Since AVTP is
designed to run directly over Ethernet, GoTo Meeting uses an undocumented 4-Bytes
encapsulation mechanism, for which we observe that the third and fourth Bytes are
reserved to a 16-bit increasing sequence number. As reported on the documentation,
the traffic is encrypted using the Advanced Encryption Standard (AES). Again, this
happens only with the desktop and mobile clients, while the web client relies on
WebRTC.

3.5 Operation and design choices

In this section, we analyze the operation of the tested RTC applications. We aim at
understanding their design choices for streaming the multimedia content as well as
peculiar uses of protocols, RTP above all. We summarize our main findings in the
middle columns of Table 3.2, called “Operation”.

“https://core.telegram.org/mtproto/description
Shttps://blog.gotomeeting.com/gotomeeting-transports-protects-data/
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3.5.1 Peer-to-peer

When a call involves only two participants, RT'C applications often try to make them
communicate directly, to avoid relaying the media traffic through a server. This has
immediate advantages. First, the communication latency is always lower since the
packets have a shorter distance to travel. Second, the application servers do not need
to take the load of forwarding the media traffic. However, peer-to-peer is not always
possible, since NATsS, firewalls and middleboxes may prevent internal clients from
receiving incoming traffic. Moreover, it works only with two-participant calls, since,
otherwise, it would result in a full mesh of media streams among all participant
pairs (see Figure 3.2). In our experiments, we want to spot the use of peer-to-peer
communication, and, as such, we make calls with two participants using devices on
the same LAN, where direct communication is always possible. Then, looking at the
IP addresses of the RTP streams, we find peer-to-peer communication. Out of the 13
RTC applications, only 5 never use peer-to-peer, as we report in the fifth column of
Table 3.2, called “P2P”. This is somehow expected for business applications. Indeed,
Webex Teams and GoTo Meeting offer to customers to install dedicated appliances
on their premises, as advertised on their respective websites. Interestingly, three
consumer services also never make use of peer-to-peer, loading their servers with the

traffic of all calls. These are Google Meet, Instagram Messenger and HouseParty.

3.5.2 Redundant streams

To tackle the network unreliability, in some applications the participants’ equipment
sends redundant data, which can hopefully be used at the receiver in case of packet
losses or errors. This approach is called Forward Error Correction (FEC) and is
typically achieved exploiting simple mathematical properties — e.g., sending parity
bits for the protected packets. Some codecs are designed to support FEC natively, and
the current packet embeds redundant data of the previous packet. This mechanism
is called in-band FEC and is implemented, e.g., in the Opus audio codec [92]. In
other cases, the sender transmits FEC data on a separate channel, resulting in an
additional and independent RTP stream. This is called out-of-band FEC, and it is
used to achieve strong error correction capability and flexibility. In our experiments,
we aim at finding the latter cases, which result in a client sending a higher number of

RTP streams than expected — e.g., two output streams when only audio is enabled
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Fig. 3.3 Example of FEC in Webex Teams: a video stream and its corresponding
FEC stream.

— or using multiple PTs within the same session. We find 5 services that make an
evident use of out-of-band FEC, which we mark with F in the "Redundant data"
column of Table 3.2. Skype and Microsoft Teams use video FEC with the H.264
codec, sending the data with different PT within the same RTP stream. Indeed,
we observe PT 122 and 123, which indicate video and FEC video according to the
online documentation.® Webex Teams sends audio and video FEC on separate RTP
streams, in which the RTP Timestamp field is always set to 0. This can be confirmed
by looking at the application logs stored on the user equipment for each call. We
sketch an example video call with FEC in Figure 3.3. The figure only reports the
video streams sent by a client to the relay server, and it is possible to observe how the
FEC stream exhibits approximately half of the bitrate of the video stream. Similarly,
WhatsApp sends two concurrent RTP streams containing video, both with low bitrate,
in the order of 20 — 40 kbps. They have a similar bitrate profile — i.e, they increase or
decrease in bitrate simultaneously. One of the two has a lower bitrate, suggesting that
it is used for FEC.” Finally, Zoom sends redundant audio data using the mechanism
defined in the RFC 2198 [93]. For video, we observe that each stream carries a small
but constant fraction of packets with a different PT, suggesting the use of a similar

mechanism.

®https://docs.microsoft.com/en-us/openspecs/office_protocols/ms-rtp/
3b8dc3c6-34b8-4827-9b38-3b00154f471c

"The two streams contain video since they have PT 102 and 103, respectively, and appear only in
calls where video is enabled.
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Fig. 3.4 Example of Simulcast in Google Meet: three video streams at different
quality levels generated from one source.

A second use of redundant streams is the so called Simulcast technique that we
indicate with S in the “Redundant data” column of Table 3.2. With Simulcast, the
client encodes the video in different resolutions (and bitrates) and sends them as sepa-
rate streams to a Selective Forwarding Unit that decides who receives which streams.
This is useful in case some participants experience poor network conditions and can
receive only low-bandwidth videos. We find that Google Meet uses Simulcast, and,
when using the dedicated mobile application, the client (often) sends their video on
three different bitrates, resulting in three separate RTP streams. This is exemplified
in Figure 3.4, where we observe three video streams with different (yet constant)
bitrates, that the client sends to the relay server. Then, each participant receives only
one quality level, according to the server choice. We can confirm that these streams
do not carry FEC but the same video at different definitions using the WebRTC
debugging console of Google Chrome (at the receiver). Webex Teams also sends
several streams in different qualities, mostly to account for the thumbnail videos of
participants not speaking at the moment. We verify this using the logs generated by
the application for every call. Microsoft Teams and Skype make use of Simulcast too,
and we observe the user’s video sent with up to three qualities at the same time. We
exclude the possibility that that these streams contain FEC by looking at their PT.3

8See footnote 6 (Page 30).
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3.5.3 Peculiar uses of RTP

Here we report two cases of peculiar uses of RTP. First, we notice that FaceTime uses
regular RTP traffic, but employs PT numbers which are forbidden by the protocol
standard [79]. In particular, we often observe PT = 20 which falls in the reserved
range 20 — 24. This peculiarity must be taken into account when using DPI to
identify RTP traffic, if the filtering is done using allowed PTs. Indeed, a middlebox
relying on the PT to make decisions on traffic would fall short for FaceTime.

We also observe that a few applications use the Contributing source (CSRC)
optional header of RTP. Those are Webex Teams, Google Meet, Microsoft Teams
and Skype. The objective of the CSRC is to enumerate the sources of a stream in
case more than one are combined by a mixer. In Webex Teams, we notice that the
CSRC uniquely identifies a participant of a call and, as such, can be used to isolate

the streams of a particular user at network level.

Finally, Google Meet uses dedicated RTP streams for retransmitting lost data.
We observe RTP streams that are active in short spikes and we confirm their nature
using the WebRTC debugging console of Google Chrome (at the receiver), which
reveals the MIME type to be video/rtx.

3.6 Identification of RTC applications

We now focus on the destination of the traffic generated by the RTC applications
under test. We first investigate which Autonomous Systems they use to relay the
media traffic (audio and video). Second, we discuss the domain names applications
resolve via DNS during the normal execution. Third, we explore the UDP ports used
during calls and provide other RTP-specific details like the usage of Payload Types.
The goal of the first analysis is to show to what extent it is possible to use traffic
management rules to prioritize RTC traffic. The goal of the second and third analysis
is to provide useful guidelines for a network administrator willing to block specific

RTC applications, because, e.g., not authorized within the enterprise.



3.6 Identification of RTC applications 33

Apple

Google
Microsoft

Teams
Telegram Telegram

DigitalOcean

Fig. 3.5 Graph representation of the ASes (green) that RTC applications (yellow) use
to relay RTC traffic.

3.6.1 Destination ASes

We first analyze the traffic of RTC applications in terms of destination AS. We
focus solely on the media traffic, restricting our analysis to those UDP network
flows carrying audio or video streams. We easily identify them for the majority of
applications using RTP for media streaming. For Telegram and GoTo Meetings,
which do not rely on RTP, we use a simple heuristic to find the correct flow. We then
map an [P address to its corresponding AS using an updated Routing Information
Base (RIB).?. We run the analysis only for calls with three participants, to ensure
that peer-to-peer communication is not in place between two participants, which
would warp our analysis. We report the results in Figure 3.5 in the form of a graph.
Yellow nodes represent the 13 RTC applications, while green nodes are the ASes we
find. There is an edge between an application and an AS if we observe at least one

media flow between them.

The first thing we notice is that the majority of applications use ASes of their

respective organizations for relaying media streams. For example, Google Meet

The RIB can be found at http://www.routeviews.org/
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uses the Google AS (numbered 15169), while FaceTime the Apple AS (numbered
714). Both Skype and Microsoft teams rely on the Microsoft 8075 AS. On the other
hand, we find three applications that rely only on cloud providers for deploying
their infrastructure. Indeed, Jitsi Meet and Zoom use both Amazon and Oracle
cloud services, while HouseParty relies on the DigitalOcean cloud provider. Finally,
there is Goto Meeting, which employs a hybrid approach and uses the Amazon
infrastructure as well as servers located on the 16815 AS belonging to Citrix, the
owner company. The applications which use ASes of their own organizations are
marked with a tick in the “Own AS” column of Table 3.2.

Notice that this analysis is not exhaustive as it includes measurements collected
from a single location in Italy. However, it gives useful indications for traffic
management. Indeed, for many applications, it is easy to identify (and possibly
prioritize) the media traffic. In other cases, they use large and shared infrastructures,

requiring finer-grained identification mechanisms.

3.6.2 Contacted domains

In this section we discuss the use of domains that client applications contact during or
before starting a call. The servers identified by such domains are used for signaling
and accessory traffic — e.g., login or presence information. We provide this analysis
with the goal of studying to what extent an ISP or a network administrator can block
particular RTC applications (without compromising other allowed services).

Here, we divide the RTC applications into roughly three categories, that we
report in the column “DNS Domains” of Table 3.2. First, there are the applications
which can be reasonably blocked without impairing other services. We indicate
them with “B”. Second, we find applications that can be blocked but also include
non-RTC functionalities. This is the case of social networks, that we indicate by
“S”. Finally, there are a few services whose block would prevent the operation of

different services from the same company, that we indicate with “C”.

In the first category we have the majority of RTC applications. This includes
Skype, Jitsi Meet, Whatsapp, Telegram, HouseParty and the four business oriented
services. They contact meaningful domains — e.g., skype. com in case of Skype,
zoom.us for Zoom, teams.microsoft.com for Microsoft Teams and wbx2.com

for Webex Teams — these can be used to totally block the application. Notice that
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in such a case, no functionality would work, but we observe this set of applications
only offer RTC or RTC-related features (e.g., chat). We find that applications mostly
used by mobile devices have domains resolved long before the call, since they
run continuously in background. Notable examples are WhatsApp and Telegram.
We notice they contact only trivial domains like whatsapp.com or telegram.org
which are easy to block, but would prevent also the chat functionalities of the

products.

In the second category, we place the applications for which the RTC functionality
is only a secondary feature of a rich service. This is the case of social networks. In-
stagram uses * . instagram. com sub-domains and Facebook uses * . facebook. com.
This means that they are easy to identify in general, but blocking these domains
would block all functionalities of the social network. Indeed, we cannot find domains

related uniquely to the RTC features.

Finally, we find two applications which are particularly hard to block, as they are
part of a large ecosystem of services. Google Meet, when accessed via browser, is
contacted at meet . google. com, while via application only resolves generic Google
domains. Particularly hard is the case of FaceTime, which only uses generic Apple
domains, which, if blocked, would reasonably compromise the use of the iOS

operating system for, e.g., software updates.

Notice that the identification of the applications by simply looking at the domain
names is not an easy task. Thus, in Chapter 6, we propose a classification mechanism

to distinguish RTC applications, based on machine learning.

3.6.3 Ports Numbers and Payload Types

We now discuss to what extent other features of the RTP protocol can be used to
further understand the traffic. We investigate whether server-side port numbers can
be of use to identify an application and how Payload Types can help a finer-grained
classification.

Even though traffic classification using port numbers is becoming obsolete, we
observe that in the case of RTC traffic, static UDP port numbers are still heavily used
and they could be leveraged for effective traffic management mechanisms. Indeed,
six of the tested applications always use a single UDP port, and three make use of 2,

3 or 4 unique port numbers. This makes them easily distinguishable among other
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UDP traffic. These applications are marked with “N” in the last column of Table 3.2.
For the remaining applications, we observe more than 4 ports in use. An interesting
case is HouseParty, which uses a wide range of ports (we observed a different port for
each traffic trace). Finally, we note that all applications use the allowed unprivileged
UDP ports (greater than 1024).

If a network device, like a router, can identify RTP streams, then it can use the
Payload Type values to distinguish different types of media, in general audio and
video. The RTP protocol [79] defines a set of PTs to be allocated dynamically during
the call setup phase, in addition to a set of static PTs whose usage is mandated by
the RFC itself (see Section 3.2). In the RTC applications we study, we observe
only usage of dynamic PTs, except for Skype, which sometimes uses static PTs for
audio.'® However, some applications use dynamic PTs in a static fashion and allow
for distinction of audio, video, FEC or other types of streams, by assigning PTs to
media types. From our analysis, although all applications use PTs from the dynamic
range, 9 out of 13 always use the same values. Some of them are officially published,
like those of Microsoft Teams!!, while others can be easily found by making calls
with only audio or video enabled and observing the PTs. Applications that we find
use constant PTs are marked with “T” in the last column of Table 3.2. However,
even the static PTs may easily be subject to change in the future.

In conclusion, an algorithm that relies on a carefully-engineered combination
of ASes, domain names, ports and payload types could lead to simple, yet effective
RTC traffic management.

3.7 Takeaways

The purpose of this chapter is to introduce RTC applications, since they are the topic
under scrutiny of the whole thesis. Here, we outlined the main technologies and
protocols used by the most popular RTC applications on the market today. We hope
it helped the reader get acquainted to the technologies.

We dived into the similarities and differences in the use of the network and the
operation of 13 popular RTC applications. We found that most of them use the

10FaceTime uses the reserved PT 20 as we discuss in Section 3.4.
!1See footnote 6 (Page 30).
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RTP protocol STUN/TURN, but each has its own peculiarities. From the operation
perspective, most of them use peer-to-peer communication between participants
when the network allows it, and some of them use redundant streams for better QoE
(simulcast) or for mitigating losses (FEC). Most of them are simple to identify, by
looking at the destination Autonomous systems of the traffic, domains resolved via
DNS, port numbers and Payload Types - all visible in the packet headers.

We believe the research presented in this Chapter could be useful to network
administrators in improving RTC traffic management. It could also be important in
corporate scenarios, in which, for instance, accredited services must be prioritized
and the other segregated. In the context of this thesis, it was vital for the development
of Chapters 5, 6 and 7. First, it helped us find ways to distinguish RTP traffic of
various applications in a traffic mix and second, it helped us better understand the

intricacies of RTC and thus engineer features that could be useful in an ML algorithm.

The reader should keep in mind that the research for this chapter was carried out
in the year 2020 and so some details may be subject to change, if the applications
change the way they operate. The applications and technologies are evolving fast,
however, we believe that the basic premises, such as using RTP and heading towards

WebRTC as a standard are here to stay for at least a decade.



Chapter 4
System deployment scenarios

In this chapter we describe a possible deployment of the in-network monitoring and
control system described on Figure 1.1, that could make use of the classification
modules described in Chapter 6 and Chapter 7, powered by the traffic statistics
collected via Retina (Chapter 5). Indeed, distinguishing the RTC application being
used (Webex, Jitsi, Zoom etc.) and the media type (audio, video, sceen sharing) at
line rate could directly lead to network management policies that improve the QoE

of the application users.

Knowing the underlying RTC application at the network layer allows the network
to allocate appropriate resources and make decisions based on the specific application
requirements (data load, bit-rate, latency, etc.). For example, we know that some
applications are more bandwidth-heavy, e.g. Jitsi requires more bandwidth than
Webex (Figure 7.1), Zoom requires very little bandwidth even for high-quality
video [25] and Google Meet requires a large amount of bandwidth [33]. Thus, the
network can decide how much bandwidth to allocate to different RTP flows if it
knows what is the underlying application. Similarly, if the network is aware of the
kind of streams being sent (audio, video, screen sharing), it can prioritize more
important media. For example, in the event of worsening network conditions on a
video call, it is more important to keep good quality of the audio, than it is to salvage
the video. Indeed, it has been proven in the literature that, when presented with a
good audio and several different degraded versions of video, users perceive sufficent
QoE [94, 13].
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When deploying Machine Learning in an operational network, there are practical
issues to be taken into account, as outlined by [95]: computation and energy resources
are limited, so there is a trade-off to be considered between the model accuracy
and its computational complexity. Thus, for both classification tasks we choose
lightweight models (see Sections 6.4.1 and 7.4.1). The system should work online, at
line rate, taking packets as input, computing statistics, applying a pre-learned model
and outputing a result. Moreover, since there is no performance guarantee in the
wild, the system should consider fault tolerance and not degrade the performance of

the network. When designing the system, we consider all these requirements.

We outline two possible deployment scenarios: (i) on edge network equipment,
i.e. programmable switches or routers at the network edge and (ii) on a controller in
a Software-defined network (SDN).

4.1 Deployment on edge network equipment

Recently, there have been various efforts to apply machine learning inference on
the data plane. Emerging programmable switches, such as Intel Tofino!, coupled
with the P4 programmable match-action tables (MATs) now have the possibility to
execute more complex operations and ML models directly in the network at line rate.
For example, authors of [96] adopt packet classification with P4 on Tofino, using
both supervised and unsupervised algorithms, among which Decision Trees, SVM
and Naive Bayes, all algorithms that we suggest for our classification problems.
Decision Trees have been successfully implemented on a P4 switch by [97] as well,

for classifying flows in data center networks.

Emerging data plane platforms, such as Taurus [98], have gone a step further and
implemented per-packet ML inference for complex models such as Deep Neural Net-
works, at line rate as well. There have also been efforts to ease the implementation
of ML modules on switches, such as Homunculus [99], a framework that automati-
cally generates efficient data-plane ML pipelines for various use-cases and installs
the models onto the underlying switching hardware, easing the work of network
operators that are not ML experts. There are even efforts for reactive programmable

switches, such as Mantis [100], that can react to current network conditions with

Thttps://www.intel.com/content/www/us/en/products/network-io/programmable-ethernet-
switch/tofino-2-series.html
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minimum latency and a lot of flexibility. Indeed, authors report a control plane that

can react to changes in the network in 10s of microseconds.

In this climate, one can envision a deployment scenario for an RTC application
classifier (Chapter 6) or a media type classifier (Chapter 7) on a programmable switch
at the edge of the network. The network could be an enterprise network or a campus
network. The switch’s proximity to the end-user would enable it to take immediate
actions in case of worsening network conditions, which would benefit the end user,

network operator and the owner of the RTC application (e.g. Webex, Jitsi, Zoom).

A sketch of an example system for media type classification is shown on Fig-
ure 4.1. Here the idea is to do media-aware path selection. The edge switch runs the
classification model and selects the path for each stream based on the media content
they carry. In the example, audio packets are considered more critical and are routed
to a Golden (reliable yet expensive) egress link, while the video is routed to a Silver

(unreliable, yet cheap) path —e.g., a congested peering link.

Golden Path Classification
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Fig. 4.1 Media-Aware Path Selection.

For the Application retrieval case, the switch would only have to observe packet
headers from TLS Client Hello messages and extract the domain name, as this is the
only necessary information for the classifier (see Section 6.2). That would greatly

ease the switch’s task.

Other implementations scenarios can include annotating packets based on their
class. For example, in a Multiprotocol Label Switching (MPLS) network, the ingress
node can set the label according to the classification outcome. Another approach
could be to set the DSCP IP header field (DiffServ).
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4.2 Deployment with SDN

Software-defined Networking (SDN) is a paradigm that involves decoupling the
data plane (packet forwarding) from the control plane (routing). The network
resources are managed by a logically centralized Controller, which has a global
view of the network and can be dynamically programmed. SDN is a naturally
good ground for Machine learning algorithms mainly due to two reasons. First,
ML algorithms are data-driven and the SDN controller, having a global view of
the network, is able to collect network data, to be used for learning, at various
vantage points [101]. Second, SDN is programmatically configured and managed
by the network administrators, which means network policies based on the results
of ML models are easily implemented. There have been many applications of ML
algorithms suggested for SDN, as explored by Xie et. al. in their survey [102].
Authors of [101] suggest application-aware traffic classification and show how it
can work with SDN on an enterprise network. Authors of [103] deploy traffic
management policies with SDN - they use ML to distinguish elephant from mice
flows at the edge of the network and then suggest an SDN controller that implements
traffic flow optimization algorithms based on the classification result.
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Fig. 4.2 Path Selection based on media type and QoE feedback.

The SDN controller can control the routing of traffic flows by modifying flow
tables in switches. For example, it can guide switches to discard a traffic flow or
route it through a specific path.
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Figure 4.2 illustrates a deployment possibility of the media type classifier with
SDN. Here, the classification module is a building block of a more complex RTC-
aware traffic management system. A switch close to the source (left side of the
image) runs the classification, while a switch close to the destination (right side of
the image), reports QoE-related metrics to the SDN controller (Orchestrator). The
Orchestrator can then do certain actions based on the measured QoE. Indeed, an
SDN controller can control the routing of traffic flows by modifying flow tables in
the switches. In Section 7.4.5, we show that the media type classifier can classify per-
second traffic snapshots, but is also capable of classifying whole RTP flows with very
high accuracy. Also, our Application retrieval classifier works per-RTP flow. Thus, if
the SDN controller detects degradation in the measured QoE, it can select new paths
for valuable RTC streams (e.g. audio), or allocate more bandwitdh to certain flows.
The QoE reporting module can then be engineered in different ways, using well-
known industrial standards such as Mean Opinion Score (MOS) [104, 105], using
other mathematical QoS to QoE relationships [106, 107] or ML models [57, 108, 7].

4.3 Fault tolerance

Note that the envisioned scenarios are robust to possible flaws or delays in the
underlying classification task. In both scenarios, deployment on edge network
equipment and on an SDN controller, the system works by promoting streams to

a better bath when it detects poor network conditions (congested link or degraded
QoE).

There are generally two types of misclassification: (i) the error causes the system
to respond unnecessarily — for example, we classify a video stream as an audio stream
and promote it to a more reliable path. In this case, the system wastes resources
unnecessarily. (ii) the error does not trigger a system response when it should have —
e.g., we classify a stream that is actually an audio stream as video and do not promote
it. In this case, the system would maintain the status quo, i.e., a “bad” QoE.

In Section 7.4, we report classification performance for the media type classifier
of 96.3% and 95.3% for Webex and Jitsi, respectively. In this sense, an accuracy of
95-96% means that the system improves the QoE in 95-96% of the cases, while in
4-5% of the cases we maintain the status quo or we waste some resources. Although
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undesirable, these situations do not entail severe impairment in QoE or in the whole

system, provided they are sufficiently sporadic.

Moreover, in Section 7.4, we report a delay of 1 second for collecting statistics
and a few milliseconds for computing features and running the classification. We
believe a delay in system reaction in the order of 1 s is tolerable for video calls, since
their lifetime is in the order of minutes or hours. Collecting information about a
stream for 1 second allows the system to compute representative statistics about the
stream, thus increasing the accuracy of the classifier. Further on in Section 7.4, we
also show that it is possible to use our classifier at a reduced delay of 200ms, slightly
sacrificing accuracy.

The same notions hold for the Application retrieval classifier (Chapter 6). Here
we report an accuracy of 89% (Section 6.4.1). If the system classifies the incoming
traffic as “Webex”, while it was “Zoom”, it may allocate more bandwidth to that

flow, when it was not necessary - which is not a critical operation.

4.4 Takeaways

The goal of this Chapter is to give the reader a general idea of what a system
that uses the approaches shown in this thesis may look like and how they can be
useful in a production network. To this end, we outline two possible deployment
scenarios: deployment on edge network equipment, or in an SDN scenario. The
actual implementation of the whole system and its performance evaluation is out of
the scope of this thesis.



Chapter 5

Retina: An open-source tool for
flexible analysis of RTC traffic

The work presented in this chapter is mostly taken from our paper Retina: An open-
source tool for flexible analysis of RTC traffic, published in Computer Networks
202 [109]. Retina is a tool that transforms the data from packets (in .pcap format) to
traffic statistics, that can be used as features for the Machine Learning algorithms.
We use it to create features and ground truth to predict the media type of RTC traffic
in Chapter 7. However, Retina is a versatile tool that outputs various logs and graphs
and parses specific application logs. Thus, it can be used for general analysis and
diagnostics of RTC traffic.

5.1 Introduction

Retina is an easy-to-use command-line tool that extracts advanced network statistics
for RTC sessions found in packet captures. It also generates graphical output with
various charts and visualizations of the statistics for easy analysis. Retina focuses
on the Real-Time Protocol (RTP) [79] protocol used in most RTC applications [77],
with its encrypted version SRTP (SRTP leaves packet headers unencrypted). Retina
goes deeper than general tools in understanding RTC traffic. Starting from a capture,
Retina searches for RTC traffic, identifies streams and outputs more than 130 statistics
on packet characteristics, such as timing and size, and tracks the evolution of the

stream over time bins of a chosen duration. It is highly configurable, and the user
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can customize the output statistics as well as a number of other parameters. Retina
can enrich its output by merging the information available in the RTC application
logs to provide the ground truth required for many classification problems.

Retina is open-source and available to the research community and network

practitioners.!

We believe it can be useful for traffic monitoring, and we have
successfully used it for data processing and feature extraction to feed Machine

Learning (ML) algorithms in the context of RTC-aware network management.

Several tools already perform in-depth traffic analysis, and packet dissectors
such as Wireshark® (and its command-line version Tshark) are the first resources
for network troubleshooting. Flow monitoring is also commonly used to analyze
traffic summaries [110], and NetFlow [111] is the de facto standard for collecting
and processing flow records. Sophisticated network meters also expose application-
level statistics using Deep-Packet Inspection on Layer-7 protocols. Tstat [112], for
example, provides global statistics on RTP streams, while nProbe [113] offers a VoIP
plugin as a closed-source commercial product. In contrast to these works, Retina
provides comprehensive statistics both per time unit and per flow. It specializes in
RTC traffic and detects numerous RTC applications, including some that modify the

RTP protocol. It also offers a wide range of parameters for personalized log creation.

5.2 System overview

In this section, we describe Retina’s operation. As input, Retina takes one or more
packet captures as well as optional configuration parameters. It processes the traffic
and outputs the desired output in various forms. Figure 5.1 depicts its overall
architecture. Retina is written in Python and depends on Tshark and a number of
modules that can be installed via the package manager pip. We also provide a

dockerized version to allow the use as a standalone container.>

Thttps://github.com/GianlucaPoliTo/Retina
2https://www.wireshark.org/
3The dockerized version is available at: https://hub.docker.com/r/gianlucapolito/retina
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Fig. 5.1 Retina architecture.

5.2.1 Inputs and configuration

Retina requires the user to specify one or more captures in PCAP format, the most
common format used in many traffic capture software (Wireshark, TCPdump, etc.).
Retina can also process an entire directory by searching for all captures in it. If it
finds more than one, Retina uses multiprocessing to process multiple files at once.

The number of processes is a configurable parameter.

For some RTC applications, the user can provide application log files that Retina
uses to calculate additional statistics and enrich the output. The application logs
typically contain details about the media sessions, including the Source Identifiers
of the RTP streams, the type of media (audio, video, or screen sharing), the video
resolution, the number of frames per second, etc. When available, Retina uses this
additional information to provide finer-grained per-second statistics — e.g., media
type, video resolution or concealment events at the codec level. Currently, Retina
supports log files of: (i) Cisco Webex*, which logs second-by-second details for
each RTP stream, and (i1) Google Chrome, by collecting WebRTC debugging logs
with WebRTC browser-based RTC services.>. This way we can download logs of
each application used through Google Chrome (Google Meet, Jitsi etc.).

In Retina, the user can customize a variety of parameters. All are optional,
with carefully set default values. Retina has personalized features for many RTC

“https://www.webex.com/
>These logs can be obtained by creating and downloading a dump at chrome://
webrtc-internals
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applications, which can be enabled by specifying the name of the RTC application
whose traffic is included in the capture as an input parameter. While it supports
all applications that use RTP at their core, we have tested it extensively for Webex,
Jitsi, Zoom, and Microsoft Teams. Retina accepts threshold parameters, such as
the minimum number of packets or the minimum duration of a stream for it to be
considered valid. The user can also control the statistics computed at each time bin
(see Section 5.2.3) and can ask Retina to create (interactive) graphs. The full list of
parameters can be found in the documentation, while in the rest of the chapter we

will only mention the most important ones.

5.2.2 System core

The overall architecture of Retina is shown on Figure 5.1, with the middle rectangle
indicating the building blocks at its core. We depict the basic functionalities in blue,
at the bottom, and the optional modules in purple, at the top. We also show a sample

command line at the top of Table 5.1.

The basic functionalities of Retina analyze the raw packets contained in the input
PCAP captures and gather statistics, organized in tables per stream and per time-bin.
For example, consider a PCAP capture collected at a user side, containing RTP traffic
from a two-party call consisting of 4 RTP streams (outgoing and incoming audio and
video). Setting a time bin duration of 1 second, Retina maintains a table where, for
each of the 4 streams and for each second, it accumulates several statistics. Given
a packet characteristic, such as packet size or interarrival time, Retina calculates
several statistical indicators, such as mean, median, third and fourth moments, or
percentiles. We report the list of packet features and available statistics in Figure 5.2,
which summarizes the whole process of statistics extraction. The user can configure
the duration of the time bin for this aggregation of packets, which is 1 s by default.
The duration of the time bin directly affects the number of packets used to compute
the statistics, and should therefore be varied judiciously. For example, in 1 s of audio,
50 packets are sent, while, in 1 s of HD video, more than 200. Clearly, if the time
window is 200 ms for audio, no significant features can be computed, while this time

window would be fine for video.

To identify RTP streams in traffic, Retina internally relies on Tshark, the

command-line version of Wireshark. This step is not straightforward, as RTP packets
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Fig. 5.2 Aggregation process and some of the statistics computed by Retina.

often appear in a UDP flow along with other protocols. In fact, many applications
use STUN [81] to establish the media session and/or TURN [82] to relay the streams
if no direct connection between peers is possible (see Section 3.2). In addition, it is
common to use DTLS [87] interleaved among RTP packets to exchange control in-
formation such as encryption keys. Retina supports two methods for identifying RTP
streams: (1) with a user-defined list of ports or (ii) by examining the STUN-initiated
UDP flows. Retina attempts to decode the UDP payload as RTP and verifies that
the protocol headers are compatible with RTP. We define an RTP stream using the
combination of IP addresses and ports (the classic fuple) plus the RTP Synchroniza-
tion Source Identifier (SSRC), which is used to multiplex multiple streams within a
single UDP flow. For some RTC applications, we also use the RTP Payload Type (an
RTP field that specifies the media codec). Retina maintains internal data structures to
efficiently collect statistics for each RTP stream. This way to identify RTP streams

in a traffic mix is used throughout the thesis.

Retina has a number of optional modules that target RTC applications, for
which we have implemented special support. First, the traffic of some popular
RTC applications (Zoom and Microsoft Teams) needs to be preprocessed to become
standard RTP traffic. This is because they use the RTP protocol in a non-standard
form. Microsoft Teams encapsulates RTP in a proprietary version of TURN called

MTURN, while Zoom adds its own undocumented header. To make Retina work for
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Fig. 5.3 Example plot of the stream bitrate in a call.

these RTC applications, we have created specific modules that can also be used as

standalone command line tools. They can be found in a separate folder in the code
repository.

Second, Retina can read and process the application log of (i) Webex and (ii)
Google Chrome, as mentioned in Section 5.2.1. Retina can parse these logs and
provide additional information about the RTP flows. If the application logs are
available, we enrich the output logs from Retina with information such as the video
resolution, employed codec, frames per second, jitter, codec concealment events, etc.
We also provide a classification of media types into 7 classes, such as audio, FEC
streams, 3 different qualities of video and screen sharing, for easier recognition. The
information in the application logs is particularly useful for training supervised ML
models, as it contains the necessary ground truth for many QoE-related problems,
such as number of losses, smoothness of the video, concealment etc. Retina matches

the timings of the logs with the timings of the packets exactly, so it outputs a labelled
dataset.

Lastly, Retina includes a plotting engine based on the Matplotlib and Plotly
libraries® to create both static and responsive graphs of all RTP streams. It draws
the time-series of stream characteristics, such as bitrate or inter-arrival time, so that

the user can easily get an overview of the traffic or debug an RTC application. It

®Matplotlib: https://matplotlib.org/, Plotly: https://plotly.com/
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Command: ./Retina.py -d capture.pcap -so webex -log webex.log

Timestamp Packet size Packet size Bitrate Interarrival Packets/s Frame Frame Frames/s
(mean) (std dev)  (kbit/s) (max) width  height
2021-06-08 14:32:11 1041.84 66.74 1163.93 0.043 143 480 270 30
2021-06-08 14:32:12 1080.72 100.75 1578.86 0.045 187 640 360 30
2021-06-08 14:32:13 1023.49 72.21 1023.49 0.045 128 640 360 30
2021-06-08 14:32:14 1076.80 5291 1362.82 0.043 162 640 360 30
2021-06-08 14:32:15 1055.50 5241 1410.08 0.044 171 640 360 30
2021-06-08 14:32:16 1074.62 62.71 1989.73 0.089 237 640 360 30
2021-06-08 14:32:17 1055.22 40.09 2588.59 0.033 314 640 360 30
2021-06-08 14:32:18 1057.73 51.67 1479.17 0.040 179 640 360 30

Table 5.1 Example command and Retina log for an RTC stream. The last three
columns are derived from the application logs.

also draws several histograms for each stream to show the stream-wise distribution
of packet characteristics (e.g. packet size). For an example graph, see Figure 5.3.
Here we show the bitrate of 4 RTP streams present in a portion of a Webex call. The
plotting engine also labels the time-series with their media type (audio, video, FEC

etc.), if the information is provided (e.g. through an application log file).

5.2.3 Outputs

Retina produces a CSV file for each RTP stream found in the input capture, reporting
the selected statistical features for each time bin. The logs contain different columns
according to user preferences and additional stream information if the RTC applica-
tion log is provided. We show an example output log in Table 5.1, along with the
command line used to create it. Optionally, Retina creates a summary log file in
which it reports stream-wise statistics. The file contains the most important informa-
tion for each stream — i.e., the source and destination IP addresses and ports as well
as general statistics such as the number of packets, duration, etc. Having per-stream
information is useful for many applications that rely the analysis of flow/stream
records for e.g., traffic accounting. Additionally, Retina provides a rich set of graphs

that describe the traffic, which are discussed in Section 5.2.2.

Finally, Retina also provides a dashboard for analyzing RTC traffic through an

interactive interface.” The dashboard requires an input .pickle file, which can

7An online demonstrator of the dashboard is available at: https://share.streamlit.io/
gianlucapolito/retina-dashboard/main/dashboard.py
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be produced by passing one or more packet captures to Retina and specifying an
argument for the plot. Here the user can see interactive plots of stream statistics and

compare streams of interest.

5.3 System design assets

Retina is designed following principles of scalability and modularity, so that it can be
easily extended. It adopts a multiprocessing architecture, so when there are multiple
PCAP files to process, it uses an independent process for each of them and stores
separate output log files. These files can then be merged at the end of the processing.
This also increases the robustness of the tool.

Retina is highly modular, with separate functions organized into logical modules
for all the different operations. This also allows for extensibility, as a user can
write new functionalities with minimal effort. For example, it is easy to support
the application log of a new RTC application (e.g. Microsoft Teams), as it is only
necessary to add a parser function and call it with an argument.

Retina can be used to analyze any kind of RTP traffic, and it is not limited
to video conference applications. For example, we have successfully used Retina
to gain insights into the operation of cloud gaming applications running over the
browser [114]. Similarly, our parser for the Chrome WebRTC log works seamlessly
for any type of browser-based application.

Finally, Retina, as described in Section 5.2.1, is highly configurable. The user
can limit the statistics to be computed (potentially speeding up the computation), the
desired time aggregation, and several internal parameters - e.g., the minimum length
of an RTP stream for it to be considered - which are detailed in the README file.

5.4 Publications enabled by the software

Retina was first developed at the end of 2019, and within 3 years of its existence,
it has already been a valuable asset for 6 scientific publications that target RTC
traffic. Retina sits at the core of [115] and [116], described in Chapter 7. There,

we used it to engineer features and extract the ground truth for an ML classifier that



52 Retina: An open-source tool for flexible analysis of RTC traffic

distinguishes media types. We further built on it in [117], or Chapter 6, to do data
pre-processing and identify RTC streams in traffic. It served for data characterization
in [77] (Chapter 3), where we analyze the operation of 13 different RTC applications.
It has been also used in [7], to engineer features for an ML classifier that predicts the
presence of losses in the near future. Moreover, it has successfully been employed
to study cloud gaming traffic, allowing the authors to understand the networking
operation behind Google Stadia, GeForce NOW and PSNow in [114].

5.5 Limitations and Future work

While Retina supports most RTC applications, it still does not support those that do
not use RTP (or a modified version of it), like GoToMeeting or Telegram. Moreover,
it relies on the RTP headers, so if in a future protocol version these are encrypted,

the tool will need major revisions.

As future work, we aim to make Retina work in real-time and be able to support
traffic at high speeds (e.g. 40 Gb/s links). We would also like to introduce better
support for gaming traffic, cover different cloud gaming platforms, and output more
gaming-specific ML features. Our research group also plans to support Retina in
the long run and follow the future developments of the underlying protocols such as
RTP, STUN, and TURN, as well as tackle new protocols from novel providers.

5.6 Takeaways

This chapter presented Retina, a flexible command-line tool for extracting advanced
statistics from network traffic of RTC applications. It provided a schematic descrip-
tion of all its features: the inputs, the system core and the outputs with examples.
It also highlighted the design strengths of Retina, its modularity, scalability and
configurability.

The contributions of this chapter are:
* In the context of the thesis, it describes the process all RTC traffic should go

through in order to use the proposed traffic classification system of Chapter 7.
All RTC packets should go through Retina first.
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* To help both the scientific community in studying RTC applications and

network administrators in troubleshooting RTC traffic.

* To serve as a feature construction engine and provider of ground truth for ML-
based downstream tasks related to RTC traffic visibility and QoE improvement.

We believe that the networking community still lacks modern easy-to-use tools
and datasets for fast prototyping of algorithms and that can be used as benchmarks.

By releasing this software, we hope to bridge a little bit of this gap.



Chapter 6

RTC Application Retrieval

The work presented in this Chapter is mostly taken from our paper What’s my
app? ML-based classification of RTC applications, published in ACM SIGMETRICS
Performance Evaluation Review 48 [117]. It describes an ML classifier that distin-
guishes between five different RTC video-conferencing applications, with the goal
of observability and ultimately QoE improvement of RTC traffic.

6.1 Introduction

In this chapter, we propose a novel methodology to unveil the applications behind
RTC traffic. We base the approach on the domain names (Fully Qualified Domain
Name - FQDN) applications contact prior to set up a call, that we use as a signature
to classify RTC streams in live traffic. We employ Natural Language Processing
(NLP) techniques to model how these domains appear in the traffic and use them to
extract meaningful features that we then feed to Machine Learning (ML) classifiers.
Exploiting a large dataset that contains more than 230 packet traces, we evaluate
the performance of the methodology in distinguishing the traffic between 5 RTC
applications. Results show that it is possible to obtain good performance, reaching
an F1 score as high as 0.89. Moreover, our approach is based solely on the domains
clients resolve prior to start a video call, allowing the system to classify new streams
with virtually zero delay and possibly adapt to the required network conditions of
the application. Indeed, the system does not need any feature coming from the
RTC stream itself, making it robust to, e.g., applications resorting to peer-to-peer
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communication between clients or applications that modify the RTP protocol and

are harder to distinguish in a mix of traffic (e.g. Zoom).

Our code and dataset are available online !. We hope they can be useful to other

researchers to reproduce our results or use them in other approaches.

The rest of the Chapter is organized as follows: In Section 6.2, we describe
the system architecture - from packet traces to extracting domains and learning.
Section 6.3 describes the data we use, Section 6.4 shows the experimental results

and Section 6.5 concludes the chapter.

6.2 System architecture

The goal is to identify the meeting software that is behind an RTC stream when
observing live network traffic. In other words, whenever we find a client starting an
RTC session, we want to classify it as generated by, e.g., application A. For us, an

RTC session is a media stream of an RTC application, carried over the RTP protocol.

Rather than extracting features directly from the RTC streams or leveraging
the server-side IP address, we target the domains the client resolves prior to start
the session. The reasons we opt for this approach are two-fold. First, nowadays,
large companies rely on Content Delivery Networks to serve their content and
on Cloud Providers to host their infrastructure (see Chapter 3), making simple
approaches based on the enumeration of the server IP addresses or ranges ineffective.
Second, RTC applications are known to rely on peer-to-peer communication between
participants when possible. This again makes it difficult to leverage IP address and
ports numbers, typically randomized by NATs. Also, the behavioral features of
the streams are subject to extreme variability due to the diverse possible network

conditions, discouraging their use for classification.

As such, we feed the classifier the domains resolved by the client before starting
the RTC session. In this way, we target the control traffic of the application, that
is typically exchanged over the TLS protocol. More specifically, we extract the
Server Name Indication (SNI) contained in the Client Hello messages, that contain

the domain name of the server in-clear. That said, whenever we encounter an RTC

Thttps://github.com/denama/RTC_apps_classifier
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Fig. 6.1 Scheme of our training methodology.

stream in the traffic, we collect the bag of domains the client resolved in the previous
AT seconds.

Training Methodology. We train the system on a collection of packet traces, each
containing a single RTC call using a known application — i.e., the ground truth.
In Figure 6.1, we show an overview of the training steps. We collect all domains
contacted by the client in the AT seconds before the call begins. Thus, we have a
number of domain names per RTC call. Then, we prepare the dataset to be used to
train an ML-classifier — i.e., we vectorize the data. This means we turn the textual
domains into numeric features to form a feature matrix. In this feature matrix, every
domain name seen in all the calls is a column and every RTC call is a row. We fill
the table by marking, for every RTC call (row), how many times each domain name
(column) has appeared in the AT seconds before the call began. We call the value of
each cell v. Obviously, this table is sparse - it has a lot of v = 0 values, since in one

call, only few of the domains have been contacted.

Our goal is to find, for each application, the domains that are more useful for its
classification, because they are used, for example, for signaling, session setup, login,
etc. To this end, we rely on NLP techniques, which have been proved to be useful
to find the terms that better characterize each document within a corpus. In our
system, we opt for the ¢ f — id f analysis [118], which is traditionally used to describe
documents in a collection with the most representative terms. Given a particular term
and a document, the ¢ f — id f is computed as the product of the frequency of the term
in the given document (¢ ) and the inverse of the frequency at which the term appears
in distinct documents (id f). Here ¢ f estimates how well the given term describes the
document and id f captures the term’s capacity to discriminate the document from
others. In the context of our problem, we use ¢ f — id f to identify the domains that
better characterize an RTC application. The intuition is that if a domain appears in

the majority of the traces, it is less important than a domain appearing in only a few
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of them. Using the t f — id f paradigm, we process the already built feature matrix so
that each cell value v is replaced by the results of 7 f — id f on the dataset.

To help the ¢ f — id f get rid of noise, we apply a threshold that each domain must
reach to be included. We want to avoid very rare domains, that appear in just one
or a few traces, but obtain high ¢ f —id f scores due to a high id f (because they are
infrequent) and a high 7 f (because they have appeared many times in a trace). To this
end, we set a threshold MinFreq, below which a domain is discarded. If a domain
appears in a fraction of packet traces smaller than MinFreq, we flag it as noise and

neglect it.

Once we obtain the final 7 f —id f filtered feature matrix, we use ML classification
to distinguish between the RTC applications. This institutes supervised learning,
since the training set includes a ground truth, indicating for each row (a session),
the employed RTC application. We use the one-vs.-rest strategy, which consists of
fitting one binary classifier per class. We opt for this schema to improve robustness
if classifiers are used in the wild, with potentially new unknown applications. By
using one-vs.-rest, we force each classifier to focus on a single application, leaving
all the rest in the Other class. This also improves the interpretability, since it allows

us to gain knowledge about each class by looking at its specific classifier.

RTC Stream Classification. We use the obtained classifiers to identify the applica-
tions behind live network traffic. At classification time, we build the bag of domains
whenever an RTC session begins. We then build the ¢ f — id f vector from the bag,
which means, using the frequency at which domains have appeared as ¢ f and the
values we computed at training time as id f. If a domain was not seen at training
time, and, as such, we have no idf value, it is discarded. On the obtained feature
vector, we run the previously trained classification models. We try five different
algorithms: tree-based classifiers [Decision Tree (DT) and Random Forest (RF)],
k-Nearest Neighbors (kNN), which classifies points based on proximity to other
data points, Support Vector Machine (SVM), which instead constructs a hyperplane
in high dimensional space to separate the data points and Gaussian Naive Bayes
(GNB) as a generative probability model. We then compare their performance under
different conditions. Moreover, in Section 6.4.2, we explore the impact of the system
parameters (AT and MinFreq among all) on the classification performance. The sys-

tem can easily make use of parallel processing, since it works on a per-client basis.
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Table 6.1 Dataset overview.

Webex Microsoft

Application Teams  Teams Skype Jitsi Zoom
No. training 27 47 35 35 30
No. testing 12 17 11 12 13

6.3 Dataset

The dataset we use for this analysis is collected by a set of 15 volunteers, which
recorded packet traces whenever they made a call during the first six months of 2020.
The volunteers begin capturing the traffic on their equipment before starting the RTC
application, since this is vital to the analysis. In total, we collect 239 traffic traces
from five meeting applications: Webex Teams, Microsoft Teams, Skype, Jitsi and
Zoom. Note that it is hard to do automatic collection of such data, because it is not
possible to rely on well-known browser automation tools like Selenium when using
native applications running on PCs. Moreover, collecting data in the wild improves
the robustness of the results, since the packet traces were collected under a diverse
set of operating systems, user devices, application versions, etc. Out of 239 calls, we
use 174 for training and 65 for testing. We explicitly use all the traces of a single
individual either for training or for testing, to avoid overfitting to specific habits of a
client. Due to the nature of the problem, one call translates to one data point for the
classifiers. A breakdown of the dataset is provided in Table 6.1. Since we have to
resort to a non-automated data collection, we consider to have a fair amount of data
in terms of number of calls. More importantly, results show that the system reaches

high accuracy even with this number of data points.

We process the packet traces using Tstat [112] to obtain the bag of domains
the client contacted before starting the RTC stream. For all applications, it is
straightforward to identify the media streams as they all rely on RTP. Only for Zoom,
we had to strip the custom encapsulation header using our simple command-line

tool [90], mentioned in Chapter 3.
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6.4 Experimental results

In this section, we discuss the system performance in terms of its ability to classify
the application generating RTC streams. We assess the performance using the test
set composed only of packet traces collected by individuals that do not appear in
the training set. We first outline the results of the best-performing classifier and
then discuss the performance under different configuration parameters, such as
classification algorithms, AT and MinFreq. As a performance metric to evaluate
between different sets of parameters, we use the F1 score. The F1 Score is the

harmonic mean between the Precision and Recall of a class.

6.4.1 Best classification performance

Predicted label
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Precision 0.67 0.94 1.00 1.00 1.00

Fig. 6.2 Confusion matrix with the best parameter choice.

Figure 6.2 shows the confusion matrix obtained using the best configuration of
parameters. This constitutes using a Random Forest algorithm, with AT = 25s and
MinFreq = 0.05. By definition, a confusion matrix C is such that C;; is equal to the
number of observations known to be in group i and predicted to be in group j. The
diagonal represents the number of correctly classified samples. We also show the
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Table 6.2 Examples of highly discriminative domains.

Application Domains

ciscospark.com

Webex
webex.com

area.microsoft.com

Microsoft Teams .
teams.microsoft.com

area.microsoft.com

Skype skype.com
Jitsi meet.jit.si
Zoom Zoom.us

per-class recall and F1 score in the last two columns, as well as the precision in the
bottom row. Looking at the figure, we observe that all classes exhibit an F1-score
higher than 0.8 and 3 out of 5, a score higher than 0.9. Webex Teams is the only
class with slightly lower precision (0.67), meaning the other applications are being
confused with it, especially Jitsi. This is also why Jitsi exhibits a lower recall (0.75)
than the other classes. The overall macro-averaged F1 score is 0.89. The macro
average is the mean of the scores of each class. The Random Forest classifiers used
to reach this score consist of as little as 100 trees and a maximum depth of 20.

Since we adopted the one-vs.-all classification schema, we can observe, for each
application, which features (i.e., domains) are important for each class. Table 6.2
provides examples of the domains for which the Random Forest classifier indicates
high feature importance. To ease visualization, we truncate the domains at the second
level. We qualitatively note how the approach is able to identify the domains per
application. For example, Webex relies on webex . com and ciscospark. com, which
is the former name of the application. The domain name area.microsoft.comis
seen very often for both Skype and Microsoft Teams, since they are both owned by
Microsoft. It would not be trivial to distinguish Skype and Microsoft Teams with a
heuristic approach. Another advantage of our approach is that we obtain interpretable

results, especially if compared with other techniques based on packet-level features.

6.4.2 Parameter sensitivity

Here we illustrate the impact of system parameters and different algorithms on the
classification performance. We first investigate the impact of AT —i.e., the duration
of the period before the stream begins, that we use to collect the bag of domains.
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Fig. 6.3 Performance of the five algorithms for different time bins.

We vary it between 5s and 30s and show the results in Figure 6.3. We also use the
figure to show the impact of different classification algorithms in terms of macro-
averaged F1 score, represented on the y-axis. Note that all algorithms undergo
hyperparameter tuning, using a 3-fold cross-validation on the training set, which
leads to small improvements. In general, the larger AT is, the more domains we
collect and the better the final performance is. Indeed, the Fl-score for 15s and
above is altogether higher than the one for 5s or 10s. The performance also varies
with different classification algorithms. kNN shows generally worse performance for
higher AT, working better with a low number of features. DT and SVM achieve high
F1 scores in general. GNB exhibits excellent results, showing the best performance
of all for 15s or 20s, but the best result in absolute terms is achieved with RF, for
AT = 25s.

Next, we analyze the impact of the number of features, which are directly tuned
by setting MinFreq. MinFreq is the fraction of traces in which a domain should
be seen to consider it in the feature matrix. Intuitively, a large MinFreq allows a
low number of domains to appear as columns in the feature matrix, while small
values allow also infrequent domains to be considered. We vary the threshold from
MinFreq = 0.02 (appeared in a minimum of 5 traffic traces) to 0.2 (appeared in a
minimum of 48 traces). Having only domains that appeared in 48 out of 239 traces
is intuitively too high. Figure 6.4 shows how the number of features (left y-axis) and
the overall performance (right y-axis) vary in function of MinFreq (x-axis). Looking
at the figure from right to left, we notice an increase in both number of features and
F1-score as MinFreq decreases, since the system lets more domains in. However,
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the two curves follow a different slope, with the F1 score exhibiting two main jumps.
With MinFreq 0.13 through 0.10, by use as little as 4 features, the F1 score jumps to
0.54. Then, with MinFreq = 0.07, we have 9 features and an F1 score of 0.86, with
small increases when further reducing MinFreq. Indeed, with very low MinFreq,
we manually observe that the domains that are included are not related to the RTC
applications but refer to background jobs of the PCs or parallel activity of users (the
participants of the call opening news sites, shopping sites and so on). To sum up,
these results show that our approach requires a relatively low number of features to
achieve good performance — in this case 9 features are enough for distinguishing up
to five applications. Nonetheless, it is robust to noise and domains that may appear
in the traffic by chance.

On a side note, we also vary other parameters that are not shown here, since they
do not offer improvements in performance. These include: enriching the features
with names of Autonomous systems contacted, using only second level domains
instead of the whole domain name and considering domains that have been contacted
for a AT also after the call starts.
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Fig. 6.4 Change of performance and number of features when varying the cut-off.

6.5 Takeaways

In this chapter, we presented an ML-based system for classifying RTC applications,
solely based on packets seen before a call starts. Given the domain names resolved in

a time frame prior to the start of a call, the system successfully distinguishes among 5
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popular meeting applications with an F1 score of 0.89. It leverages NLP techniques

and one-vs.-rest classifiers to build meaningful features and be robust to noisy data.

The approach can work in real-time since it just needs to read the domain names
in control traffic (TLS Client Hello messages in this case) and performs immediate
inference. The network can know that an RTC call is about to start and which
application is going to be used. This can greatly help network management and
potentially improve QoE of users of RTC applications, since different applications
employ different data rates, and have different bandwidth and latency requirements.
We emphasize the importance of such a system in more detail and outline possible
deployment scenarios in a real network in Chapter 4.

We believe using NLP techniques in networking is very promising, since there is
a lot of textual data, which is becoming more and more complex as traffic magnitude
and the variety of networking protocols both grow. Here we leverage the domain
names for traffic classification, but NLP can be useful for a lot of other networking
problems. For example, security applications can make use of NLP for reading
automated attacker scripts. It can also be extremely useful for traffic observability,

as it can help in parsing application logs for effective telemetry.



Chapter 7

RTC Media Type Retrieval

The work we present in this chapter is mostly taken from our paper Real-time classi-
fication of real-time communications, published in IEEE Transactions on Network
and Service Management 2022 [116]. This chapter discusses an ML classifier that,
given one second of RTC traffic, distinguishes the media type of the flow, into classes

such as audio, video, screen sharing and error correction streams.

7.1 Introduction

In this chapter, we propose a novel ML-based application for classifying, in real-time,
the RTP streams to the type of content they carry. Our approach is based on a few,
but well-chosen features derived from the statistical properties of the traffic, which
allow us to classify RTP streams using off-the-shelf supervised learning algorithms.
Our approach identifies not only audio or video streams but also other properties of
the media, such as the video quality or the use of Forward Error Correction (FEC)
streams. Our solution works with minimal delay, deciding on the type of each stream
within just 1 second of traffic. We design it as a software module that can be plugged
into network devices (e.g., routers) or integrated into Software Defined Networks
(SDN) to provide fine-grained traffic categorization and management (see Chapter 4

for more details).
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Our study is based on two popular RTC applications for online multi-party
meetings with audio, video, and screen sharing: Cisco Webex Teams! (later called
Webex) as a business-oriented platform and Jitsi Meet? as a lightweight in-browser
application. The workings of both these applications are described in Chapter 3.
Using data coming from more than 62 hours of real calls, we evaluate the impact
of feature selection and different classification algorithms. After careful feature
selection and using a lightweight Decision tree classifier, we achieve an overall
accuracy of 96% for Webex and 95% for Jitsi Meet, with no large differences across
classes. Our models require little traffic to train and do not introduce systematic
errors. We note that models trained for one RTC application (e.g., Webex) are
hard to transfer to another application (e.g., Jitsi Meet) due to the different feature
distributions. However, we show that we can partially overcome this limitation by

using domain adaptation techniques.

We make our dataset, code, and trained classifiers available online.> We believe
they can help researchers reproduce our results or apply them to different contexts.

The rest of the Chapter is organized as follows: In Section 7.2, we present and
characterize our dataset, while in Section 7.3 we describe our methodology for
feature engineering and classification. Section 7.4 shows our experimental results,

and, finally, Section 7.5 concludes the chapter and discusses important takeaways.

7.2 Dataset

In this section, we describe the dataset we use throughout the paper. We first outline
the RTC applications we choose for the analysis and their operation principles. Then
we describe the data collection process and finally we provide a characterization
study of the collected traffic.

7.2.1 RTC applications under study

For this chapter, we focus on two RTC applications: Cisco Webex and Jitsi Meet.

As mentioned in Chapter 3, Webex is a business-oriented service that offers paid

Thttps://www.webex.com/
Zhttps://meet.jit.si
3https://smartdata.polito.it/rtc-classification/
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Table 7.1 Dataset summary.

No. of seconds

Webex Jitsi

Class

Train Test Train Test

Audio 224295 80781 123745 30180

Video LQ 200380 76825 84134 20192
Video MQ 55112 18156 34708 7817
Video HQ 59073 19526 33049 7920
Screen Sharing 41170 8800 29216 6870
FEC Audio 146567 41247 - -
FEC Video 45591 2164 - -

plans for enterprises and institutions that require video call service. It is available as
a standalone application for PC and mobile devices, but it can also be used through
browsers that support the WebRTC standard. Jitsi Meet (or Jitsi for short) is a free
of charge RTC application that provides a simple browser-based user interface for
WebRTC-compliant browsers. It is fully open-source, and it is possible to run a
private Jitsi server or use the public service available online. Both applications use
RTP for streaming multimedia content along with STUN and TURN for session
establishment. They support audio and video communication and allow users to
share their screens with the other participants. Moreover, they adopt the Selective
Forwarding Unit (SFU) approach [119], where participants send their multimedia
content to a central server. The server then forwards the data, deciding which stream
to send to each participant (more details in Chapter 3). Although the choice of
different RTC applications (e.g., Zoom or Microsoft Teams) would be possible, we
opted for Webex and Jitsi, which allow us to easily gather the classification ground
truth, as we illustrate in Section 7.2.2. For other popular applications, we could not

find such a convenient way to collect the needed information.

7.2.2 Data collection

We capture real calls using Webex and Jitsi, made under different network conditions,
with a different number of participants (from two to ten), multimedia content (audio,
video, screen sharing), and user equipment (PC, tablet, or phone). The calls run in

a real environment where participants are connected via different networks from
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3 countries and use different devices, from Windows PCs to iPhones and Android
phones. During each call, at least one participant captures all the exchanged traffic

and stores it in pcap format. The calls took place over a period of 6 months.

In our classification problem, we target RTP streams, which we identify with
the tuple: (source IP address, source port, destination IP address, destination port
and RTP SSRC). In other words, we target a single stream that carries a specific

multimedia content. We divide the streams into 5-7 classes:

1. Audio

Low Quality (LQ) Video: 180p
Medium Quality (MQ) Video: 240-640p
High Quality (HQ) Video: 720p

Screen Sharing

FEC audio (Webex only)

e A T

FEC video (Webex only)

For Webex, we consider two additional classes: FEC audio and FEC video.
Indeed, Webex uses FEC to mitigate packet losses, sending streams with redundant
information to be used at the receiver if some packets are lost or contain errors. We
observe FEC streams for audio and video, and we are interested in identifying them
as separate classes. Hence, for the Jitsi classifier, we consider 5 classes and for the
Webex classifier, 7.

We employ the application debugging logs to gather the ground truth, which maps
each RTP stream to the content type. For Webex, logs are automatically generated
during each call, while for Jitsi we use the Chrome browser WebRTC logs.* The
logs for both applications contain per-second statistics for each stream, including the
type of media (audio, video or screen sharing), the video resolution and the number
of frames per second. During each call, the participant who captures the traffic also
collects the logs, which we store alongside the pcap trace. Note that we cannot use

the RTP Payload Type field for this, as it is dynamically assigned.

We collect traffic for approximately 62 hours of video calls, exchanged during 27

meetings with Webex and 50 meetings with Jitsi. They sum up to 90 GB of pcap files,

“This log can be obtained by creating and downloading a dump at chrome://webrtc-internals
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which include the call traffic as well as a small amount of background traffic that we
neglect. The dataset contains 3977 RTP streams for Webex and 521 for Jitsi. Each
call contains a different mix of the above classes, and includes traffic generated by all
participants as captured from the point of view of a single individual. Out of the 77
calls, 35 have only two participants, 11 have three participants and 31 include more
than three. In Table 7.1 we give an overview of the dataset, separating the training
and test set. In Section 7.3 we describe our training/testing methodology in detail.
For each RTC application and class, we report the amount of data we collected, in
seconds. The most represented classes for both applications are Audio and LQ video.
While this is somewhat expected for audio, the prevalence of LQ video is due to the
video thumbnails used in the applications to show inactive participants during calls
with more than three participants. Note that for Webex, FEC audio is also widely
represented. The least represented class is Screen Sharing, but the overall dataset
imbalance is still limited, with the ratio between the support of the most and the least

represented class being less than 6.

7.2.3 Characterization and challenges

We provide a high-level overview of the dataset in Figure 7.1, where we plot the
Cumulative Distribution Functions (CDFs) for different stream features, separately
by application. We use different lines to contrast the four video-based classes, plus
audio. The top figures show the bitrate distribution for Webex (Figure 7.1a) and
Jitsi (Figure 7.1b). For each stream, we compute the average bitrate using 1-second
bins. We first note that better video qualities tend to have higher bitrates (e.g., red
and green lines). Audio (cyan line) has the lowest bitrate, as expected. However,
the two applications present different shapes for the video curves. Webex displays
smooth distributions, indicating that it adjusts the target bitrate of the video codec.
In contrast, Jitsi exhibits a cascading behaviour, indicating thresholds and somewhat
quantized bitrates. Note that the same video quality appears with multiple evident
bitrate peaks. For example, MQ video (green dashed line) presents two peaks roughly
at 0.5 and 1.5 Mbit/s, both corresponding to 640x360 video. The Screen Sharing
class (solid blue line) exhibits the greatest variability. Again, this is expected, as
it carries diverse contents, from slide sharing to scrolling through the screen, to
effectively playing a video. This leads to a generally low bitrate with short periods of
high activity. We note that setting a simple threshold on the bitrate would not yield
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Fig. 7.1 Distribution of traffic characteristics for Webex (left) and Jitsi (right), sepa-
rately for media stream type.
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accurate class predictions. This is especially true for Webex, where the distributions
overlap significantly. In particular, for screen sharing, the bitrate ranges from a few
kbit/s to more than 1 Mbit/s. Interestingly, the Screen Sharing bitrate is often as low

as an audio stream, for both applications.

Similar considerations hold for the packet size (Figures 7.1c and 7.1d - middle
row). Better video qualities tend to use larger packets as they sustain a higher
bitrate. Again, we observe a high overlap of Screen sharing with all other classes.
For Webex (Figure 7.1c), Screen Sharing packets can be as little as those of audio
streams. Conversely, for Jitsi (Figure 7.1d), only audio uses small (100-150B)
packets, potentially easing its identification.

Finally, the bottom two figures show the distribution of packet inter-arrival time
for Webex (Figure 7.1e) and Jitsi (Figure 7.1f). We compute the inter-arrival time
as the time interval between two consecutive packets in the same RTP stream. The
video distributions partially overlap, with Screen Sharing presenting inter-arrival
time as large as 400 ms when nothing on the screen is changing. Figure 7.1 shows
that a careful mixture of these features is required for accurate prediction. In the
remainder of the paper, we show that it is possible to identify the type of media
stream with high accuracy using features derived from these traffic characteristics

and a machine learning classifier.

7.3 Methodology

In this section, we describe the proposed approach, from RTP traffic identification to
feature extraction and classification. We envision an offline training of a classification
model and its application to live traffic in real-time, as described in Chapter 4.
We sketch a high-level overview of our approach in Figure 7.2. We also detail
the methodology to build and select the features from RTP traffic. We follow
the same approach for both Webex and Jitsi and create a separate classifier for
each. Throughout this section, we use Webex as a running example to facilitate the
understanding of the methodology.

To build the features from raw RTC traffic and align them with the ground truth
from the application debug logs, we use Retina, our tool described in Chapter 5. In

fact, Retina was born from the need to analyze and build features for this classifi-
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Fig. 7.2 Overview of the training and classification pipeline.

cation problem and later became a powerful tool for analyzing RTC traffic, as we
added more functionalities and modules. However, for better understanding and

completeness of the section, we describe the feature construction here as well.

Problem statement. Our goal is to classify the RTP streams that we observe on
the network to one of the classes listed in Section 7.2.2 and Table 7.1. We want to
solve this task in real time, i.e., make a decision based solely on the traffic observed
in a short time interval, by applying a model trained on historical data. Thus, our
classification target is an RTP stream as observed during a certain time bin (from
200 ms to 5 s).

RTP stream identification. We identify the RTP traffic with straightforward Deep
packet inspection (DPI), by matching the protocol headers. Indeed, the RTP header
includes fixed-sized fields that facilitate its identification, and its sequence number
serves as a simple sanity check for identification, since it must increase by 1 for
subsequent packets. Popular passive meters identify RTP flows using DPI — e.g.,
Tstat [89] or nProbe [113]. Note that we do not handle the case of RTP tunneled
through an encrypted channel (e.g., over a VPN or IPSec tunnel), since we cannot
distinguish the different streams. We separate multiple media streams via their SSRC.
We are not interested in the control traffic for, e.g., session establishment or login,
and thus neglect it. We also assume that we know the application in use (Webex or

Jitsi), using our classifier from Chapter 6.

The ML pipeline. A single RTP stream results in many samples (one per time
bin) that we shall classify. For our classification problem, we follow the classical
approach of supervised learning. First, we extract meaningful features from the data,
guided by domain knowledge on network traffic and the RTP protocol. Then, we
perform a two-step feature selection process by first discarding highly correlated

features and then performing a recursive feature elimination. Finally, we train a
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machine learning classifier and evaluate its performance on an independent test set.
Feature selection and algorithm training are performed offline, while the system is
designed to compute features and classify new samples in real time (see Figure 7.2).
The time it takes for inference is equivalent to the chosen time bin plus the feature
computation and algorithm run, whose execution time is negligible. Our code is
written in Python and uses the scikit-learn library [120] for machine learning. Our
methodology is readily amenable to parallelization, as all processing is done on a
per-flow basis — i.e., feature extraction and classification only need to obtain data
from a single stream. Therefore, a multi-core parallel approach is fully feasible,
and we do not expect any bottlenecks in high-speed deployments, provided packet
capture is adequate. In case of deployment with off-the-shelf hardware, in addition to
the deployment scenarios described in Chapter 4, high-speed packet capture libraries
(e.g., DPDK?) together with Network Cards natively supporting load balancing (e.g.,
Receive-Side Scaling on Intel cards) would perfectly serve at this goal.

Train/test methodology. We split the video call dataset into a training and a test set,
keeping separate calls in the training and test set, to prevent overfitting and obtain
robust results. We perform feature selection and algorithm hyper-parameter tuning
on the training set, and we evaluate classification performance on the test set (which
we never use at training). Note that the streams of a single call are used either at
training or testing time to keep the two sets completely independent. For Webex, out
of 27 calls, we use data from 22 calls for training and data from the remaining 5 calls
for testing. For Jitsi we use data from 41 for training and 9 for testing. With this split,
we obtain roughly 80% of samples (1-second bins) for training and 20% for testing
(see Table 7.1). We also verify that each class is well-represented in both sets. As a
global performance indicator, we use the macro-average (a simple mean) of the F1-
scores of each class. The F1-Score is the harmonic mean between the Precision and
Recall of a class. For some analysis, we also consider accuracy as a concise index of
overall performance, since classes are not strongly imbalanced. The accuracy is the
share of correct predictions over the total number of predictions in the test set.

Feature extraction. We extract features from the packets separately by RTP stream
and time bin. The features are based on the fields of the RTP protocol and take into
consideration its operation. We outline the Feature extraction approach in Figure 5.2

of Chapter 5. We consider five groups of features, reported in the middle column

Shttps://www.dpdk.org/
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of the figure. These include packet characteristics (size, time, volume) and the RTP
timestamp field, which indicates the time at which the content was generated at the
source. RTP has a few other fields that essentially indicate header extensions, which
we do not include because they are very application and client-specific. Since two of
the selected fields (packet time and RTP timestamp) represent time instants, we only
consider their relative variation across packets (called delta on the Figure), since
the absolute values are useless in our context. For packet size, we use both absolute
and relative values. We extract these five values for all packets and compute various
statistical indices to create the final features, such as range, mean, standard deviation,
percentiles, third and fourth moments, etc. Since we find that the same values recur
frequently in the packets, we also add features that measure the number of unique
values, the percentage of occurrence of the most frequent value (mode), and the ratio
between the minimum value and the range. We report the complete list of statistical
indicators on the last column of Figure 5.2. Finally, we consider the traffic volume
in terms of the number of packets and bitrate observed in the time bin. We also use

the number of packets with the RTP marker flag set as a separate feature.

Since our goal is to design a real-time classification system, we create features
that can be computed on the fly by considering only the packets observed in a time bin.
Intuitively, the smaller the time bin is, the faster the stream is classified. However,
features are more representative with larger time bins since they are computed over a
more extensive set of packets. In Section 7.4, we explore this trade-off and evaluate
how the temporal granularity affects the classification of an entire stream. Finally,
note that we also avoid features that require linking multiple streams to keep our
design simple and easily to parallelize.

Feature selection. In total, we extract 96 features derived from the four empirical
distributions mentioned above, plus volume. We publish the full list of features on
our research center website.® To remove those that are redundant and shrink the

overall number of features, we perform a two-step selection process.

1. Correlation analysis: We perform an initial feature selection by measuring the
correlation between each pair of features. We evaluate all possible pairs in a
random order, and whenever we find a Pearson correlation coefficient greater
than 0.9 (in absolute terms), we keep only one of the two features at random.

With this step, we roughly eliminate half of the features.

®https://smartdata.polito.it/rtc-classification/
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@ Packet size ® Packet time (delta) ® Volume
® Packet size (delta) ® RTP timestamp (delta)
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® Discarded (after correlation analysis)

Fig. 7.3 Graph representing the correlation between features. The color indicates
the feature set, the shape whether the feature is kept after feature selection and the
distance represents the correlation.

2. Recursive Feature Elimination using the ExtraTree algorithm: We use the
Recursive Feature Elimination (RFE) approach [121] to refine our list of
features, maintaining only those that are most useful for our classification
problem. Using RFE, we train an ExtraTree classifier on the training set and
rank the features by their feature importance as provided by the algorithm.”
We then eliminate the one with the least importance. We recursively repeat
this procedure until we reach the minimum number of features and the best
performance, which we evaluate using 5-fold cross-validation. Note that tree-
based feature ranking is known to be biased in the case of groups of correlated

"The ExtraTree classifier natively exposes the feature importance after training.
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features [122]. Thus, our first step (correlation analysis) is essential for RFE

to work correctly.

We graphically illustrate the entire feature selection process for Webex with
Figure 7.3, which shows the initial 96 features in the form of a graph. Each node
represents a feature, and the length of edges is (roughly) inversely proportional to
the correlation among pairs in absolute value —i.e., highly correlated features remain
close to each other. For illustration purposes, we only show the edges where the
correlation is higher than 0.5 (in absolute value). Different colours represent the
feature sets, while the shape of each node indicates whether a feature is maintained or
discarded at one of the selection steps: a circle means that the feature was discarded
after correlation analysis, a double circle means that the feature was discarded with

RFE, and an octagon means that it passed both steps and is included in the final list.

We first notice that the correlation analysis step maintains all features which are
poorly correlated with other ones: all nodes without edges are either double circles
or octagons. On the contrary, among groups of highly correlated features, only a
few samples are retained. For example, the dense community in the top right of the
figure includes the percentiles of packet time inter-arrival time and RTP timestamp,

which are intuitively highly correlated. We retain only two of them.

Continuing with the running example of Webex, the first step of the feature
selection shrinks our set from 96 to 47 features. We then perform RFE to obtain
only those that are useful for our classification problem. We train an ExtraTree
classifier on the remaining 47 features, running a 5-fold cross-validation to evaluate
how accurate the obtained model is. We then eliminate the feature ranked as least
important and repeat this process until we find that the classification performance
starts to decrease. In Figure 7.4, we show how the average F1 score varies when
removing an increasing number of features. The figure shows our results for both
Webex (solid blue line) and Jitsi (red dashed line).

Considering Webex, when we use all 47 features, we get an Fl-score of 0.91.
The performance is almost stable (with minimal variations) until we use 8 features
only —i.e., we eliminate 39. Then, the accuracy starts decreasing consistently. After
analysing the curve, we decide to set the final number of features to 8. Interestingly,
we notice that every feature group (except the packet size delta) appears in the set
of the final features (there is an octagon of every colour except red in Figure 7.3).
Among the final features, we find the packet size (mode, 25", 701" and 75" per-
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Fig. 7.4 Mean F1 score when varying the number of features. The vertical lines
indicate the final number of features.

centile), the 30" percentile and mode of the RTP timestamp delta, the mode of the
inter-arrival time and the number of packets with the RTP marker flag set. Intu-
itively, for each characteristic of the packets, we keep a few statistical properties of

its distribution.

The process is similar for Jitsi (red dashed line in Figure 7.4). Note that the
curve ends at 43 features, since for Jitsi the first step of feature selection eliminates
a slightly larger number of features. The knee in the line shows that we already
achieve good performance with as little as 4 features. Among them, we find three
representatives of the packet size feature group and the mode of the RTP timestamp
delta. This indicates that the packet length is a vital factor for this classification

problem.

Multi-class classification. Using the features that we obtain after the feature selec-
tion, we try different classification algorithms to find the one that yields a proper
trade-off between performance and simplicity. The algorithms we consider are:
tree-based classifiers [Decision Tree (DT) and Random Forest (RF)], k-Nearest
Neighbors (k-NN), which classifies points based on proximity to other data points,
and Gaussian Naive Bayes (GNB) as a generative probability model. We perform
hyper-parameter tuning with 5-fold cross-validation for each of these models, using
only the training set. We then evaluate their performance on the separate test set,
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using the macro-averaged F1-score as a performance indicator. In Section 7.4, we

show that the algorithm choice has a moderate impact on classification performance.

7.4 Experimental results

In this section, we present our experimental results for the entire classification
problem. First, we discuss the overall classification performance and quantify the
impact of the time bin duration, classification algorithm and training set size. Then,
we discuss the importance of the features and analyze how classification errors arise.
Finally, we investigate the possibility of transferring a model trained for one RTC
application to another. All results are obtained by training classification models on

the training set and evaluating their performance on the independent test set.

7.4.1 Best classification performance

We first report the performance we obtain for both RTC applications when using the
best models. Indeed, we try different classification algorithms and finally opt to use
a Decision Tree classifier, which provides solid performance and a simple model.
Running hyper-parameter tuning, we obtain the best results when using the Gini
index as a purity measure. In Figure 7.5, we show the confusion matrices for both
Webex and Jitsi using a 1s time bin. By definition, a confusion matrix C is such that
C;,j 1s equal to the number of observations known to be in group i and predicted to
be in group j. Thus, the main diagonal represents the number of correctly classified
samples. We also show the per-class recall and F1-score in the last two columns and
precision in the bottom row. We note that, for both applications, all classes except
Video MQ and HQ exhibit an F1-Score above 0.96, and thus high precision and recall.
Audio is the best performing class for both RTC applications, together with FEC
audio for Webex. Here only a handful of samples are misclassified, suggesting that
audio streams are generally easy to isolate. Indeed, for Jitsi especially, audio streams
tend to use smaller packets than video (see Figure 7.1), making their identification
simpler. The worst performing class is video MQ, with F1 scores of 0.73 and 0.75 for
Webex and Jitsi, respectively. The confusion matrices reveal that the three different
video qualities are, in some cases, confused with each other. Although this is a flaw

of our classification model, we tolerate this behaviour given the similar nature of



78 RTC Media Type Retrieval

Predicted label
en
g
b=t Q Q
I £ g 5 3 3 0
.2 ) o ) b5 < > 5 S
T 2 2 2 5 B8 B &5 2
z 5 5 ¥ 3 E B & E
Audio 0 0 0 0 0 0 1.00 | 1.00
Video LQ 232 0 0.97 | 0.97

7 0.73 | 0.75

Video MQ

4 0.91 | 0.89

Video HQ

True label

Screen Sharing 44 0.97 | 0.96

FEC Audio 18 1.00 | 1.00

FEC Video 2163 || 1.00 | 0.98

Precision{ 1.00 ‘ 0.97 ‘ 0.78 ‘ 0.87 ‘ 0.94 ‘ 1.00 ‘ 0.97 ‘
(a) Webex
Predicted label
o0
g
o o =
. S = T 2 _ g
< > > > (%2} ~ 29
Audio 0 0 0 0 1.00 | 1.00
Video LQ 225 68 41 0.98 | 0.98
£
TSJ Video MQ 29 0.75 | 0.81
=
Video HQ{ 0 40 70 091 | 0.85
Screen Sharing{ 0 223 | 49 0.94 | 0.96

Precision

1.00 ‘ 0.97 ‘ 0.87 ‘ 0.79 ‘ 0.98 ‘

(b) Jitsi

Fig. 7.5 Confusion matrices when using a Decision Tree classifier and 1s time bins.



7.4 Experimental results 79

the three classes. Also, keep in mind that applications (especially Webex) use video
codecs with variable bitrates that result in different network traffic (see Section 7.2).
Overall, for Webex, 96.3% of the samples are classified correctly (i.e., accuracy),
and the average F1-score is 0.94. For Jitsi, we obtain an accuracy of 95.3% and an

average F1-score of 0.92.

Considering computational time, our system needs to perform 3 consecutive
steps before providing the final classification label: (i) Wait for the time bin to
gather traffic information, (i1) Calculate the features and (ii1) Apply the classification
model. Step (i) obviously takes most of the time. Step (ii) depends on the class, with
Video HQ being the most expensive as it sends the highest number of packets, thus
increasing the number of samples in the calculation. On average, this step takes a
few milliseconds with our Python code on commodity servers. Finally, step (iii) is
even faster, requiring the use of a light-weight decision tree model, that takes tens of
microseconds. For high-speed deployments, we envision the use of a parallel multi-
core architecture to scale the processing. Such an approach is completely feasible

since the classification relies on features extracted on a per-UDP flow basis.

7.4.2 Parameter sensitivity

We now discuss the impact of the time bin duration on the classification performance.
Indeed, we are interested in classifying a stream as fast as possible without sacrificing
accuracy. Figure 7.6 shows how performance varies with different time bin durations,
from 200ms to 5s. We provide results for 4 classification algorithms, and the y-
axis reports the average F1-score we obtain. We find that we generally get better
results with larger time bins. This is no surprise since the features are computed over
more extensive sets of packets. For example, in 200ms of a typical audio stream,
only 10 packets are generated. The performance flattens for values larger than 1s
for both applications, implying that such a time frame is large enough to capture
representative features about a stream. We believe that a delay of 1s is not critical,

since RTC calls typically last minutes.

Looking at Figure 7.6, we can also compare the performance of different clas-
sification algorithms. We observe no large differences, except for Gaussian Naive
Bayes, which exhibits somewhat worse performance, probably due to the simplicity
of the model. Note that the lowest F1-score is 0.62 for Webex and 0.73 for Jitsi. This
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Fig. 7.6 Performance of the four algorithms for different time bins.

confirms that our careful feature engineering and selection make the results robust
to the choice of algorithm. We finally opt to use a Decision Tree for its simplicity,
interpretability and speed. Random Forest produces similar results, but is more com-
putationally intensive as it uses trees in parallel, 100 in our case. k-NN also performs
well, but requires the model to store the entire training set in the main memory, result-
ing in significant memory consumption. Using a Decision Tree instead, the model is
only a few kB in size. Comparing the two applications confirms that they exhibit very

similar performance, with Jitsi having a lower F1-score by about 0.02 in most cases.

7.4.3 Training set size

We now investigate how much training data is necessary to achieve good classification
performance. To this end, we train many classification models, gradually increasing
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the size of the training set. We vary the number of training set samples selecting them
from the least possible number of calls. In other words, we entirely consume the
samples from one call before drawing them from a second. In this way, we indirectly
observe how many calls are required. Note that randomly selecting training data from
all calls would likely sample the diversity of the entire dataset, which is unfair for

our analysis. In this experiment, we use Decision Tree classifiers with 1s time bins.

Figure 7.7 shows the classification performance versus the training set size.
Again, we measure the performance using macro-averaged F1- score on the test
set. We repeat each experiment 5 times, shuffling the order of the calls but still
drawing samples from one call altogether. The solid blue and red dashed lines
indicate the mean score of the experiments for Webex and Jitsi, respectively. The
areas represent the standard deviation across the runs. Starting from Jitsi, we notice
that the performance improves very quickly with the training set size— with only 20k
samples, the F1- score is already above 0.86. Such an amount of time corresponds to
5 hours of audio and video call. After that, it increases very gradually, reaching a
local maximum of 0.92 F1 score at 200k samples (55 hours of calls). The standard
deviation is generally small and stable. This result suggests that the features we
extract and the nature of the problem do not require a large dataset to obtain a reliable
model. Conversely, Webex requires a larger training set for accurate classification,
exhibiting a slow growth and a larger standard deviation, stabilizing at 145k samples
(40 hours of calls). This is likely due to the higher number of classes (with the
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Fig. 7.8 Feature importance comparison between Webex and Jitsi.

additional audio and video FEC classes) and a variegated behaviour of the application
within a call. Indeed, we observe that there is an abundance of audio and video LQ
in various calls and a deficiency of the other classes. Consequently, additional calls
are necessary to bridge the gap. To test this conjecture, we perform an additional
experiment where we balance the number of samples per class and find that the

performance converges faster.

7.4.4 Feature analysis

We now discuss the outcomes of the feature selection phase. Our goal is to investigate
whether we can recommend a fixed set of features for any RTC application or they
are specific for each one. As described in Section 7.3, we carry out a two-fold feature
selection: we first remove highly correlated features, and then we perform recursive
feature elimination using an ExtraTree classifier. In Figure 7.8 we compare the
results of the second step for Webex and Jitsi. Each symbol represents a feature that
we retain after the correlation analysis — 43 for Jitsi (upper row) and 47 for Webex
(lower row). Circles represent the features that are finally selected, and their size is
proportional to the relative importance given by the ExtraTree classifier. The squares
represent the remaining features, that were discarded using RFE. We arrange them
in the order in which they were discarded. The colours indicate the feature group
and they match the colours of Figure 7.3. The edges connect the same feature on the

two RTC applications so we can compare Jitsi and Webex.

As already shown in Figure 7.4, with Jitsi, 4 features are enough to achieve
good performance, while Webex needs 8. Looking at Figure 7.8, we observe a
large presence of features related to the packet size (blue) — 3 out of 4 for Jitsi
and 4 out of 8 for Webex. This is expected, as the packet size is instrumental for
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distinguishing audio and video streams (see Figure 7.1). We note that 3 of the Jitsi
features also appear in Webex, albeit with different importance. Overall, the features
are ranked similarly for the two applications, and the Spearman’s rank correlation
coefficient between the two ranks (including all features shown in Figure 7.8) 1s 0.70.
Interestingly, two features chosen for Webex have been discarded in the first feature
selection phase for Jitsi — two circles on the bottom row are not connected to any
of the above shapes. A notable one is the number of packets with the RTP packets
with the marker flag set (the gray circle). We note that this feature correlates strongly
with frame rate in video streams, and speculate it helps identify the screen sharing
class, typically with a low frame rate.

7.4.5 Error analysis

We now analyze misclassification cases to understand (i) how they are spread among

streams and (i1) whether they can affect the prompt classification of streams.

Overall, we obtain an accuracy of 96.3% for Webex and 95.3% for Jitsi, as
detailed in Section 7.4.1. Here, we want to measure whether these errors are concen-
trated on a few RTP streams or are scattered between all. To this end, in Figure 7.9,
we plot the complementary cumulative distribution function (CCDF) of the percent-
age of errors per RTP stream. In other words, for each stream in the test set, we
compute the percentage of misclassified samples and then show the distribution over
all streams. The test set includes 508 streams for Webex and 101 for Jitsi. We ob-
serve that most of them present a rather low error rate. For Webex (solid blue curve),
we notice that the probability of misclassifying more than 10% of the samples of a
stream is ~ 10%. Moreover, the probability of misclassifying more than 50% is less
than 2%. This result suggests that, in general, mistakes span through many different
streams rather than all originating from a few, and our classifier typically does not
commit systematic errors. Similar considerations hold for Jitsi. There are only a
handful of streams for which most samples are assigned to the wrong class — see
the right-most side of the plot. These are usually short-lived streams (shorter than
10s), except two long Webex video MQ streams where 68% of samples are misclas-
sified and one long Jitsi video MQ stream with 73%. As reported in Section 7.4.1,
video MQ is the hardest class to discern. In conclusion, these results show that the

misclassification of an entire flow is very unlikely to happen.
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We next investigate the possibility of classifying an entire stream just by looking
at the first few samples. It might be beneficial in some real deployments when the
network must react quickly to new streams to — e.g., prioritize particular traffic
classes (see Chapter 4 for possible deployment scenarios). To this end, we suppose
to classify a new stream based on the first N samples, using a majority vote scheme
on the labels we obtain for those samples. In other words, given the first N samples
of a stream, we assign it entirely to the class most samples have been assigned
to. In Figure 7.10, we show the macro-averaged F1-score we obtain, varying N
between 1 and 30 seconds. In this case, the classification goal is a stream rather
than a sample, and, as such, we compute performance metrics over the streams in
the test set. When classifying the stream based solely on the first second, we obtain
0.92 macro-averaged F1-score for Webex (solid blue line) and 0.82 for Jitsi (red
dashed line), as sporadic errors have the maximum impact. Increasing the number
of samples N, we obtain better results, reaching macro-averaged F1-Score of 0.99
and 0.93 for Webex and Jitsi, respectively. Indeed, our classifier hardly perpetrates
systematic errors (see the previous paragraph), making the majority voting scheme
very robust to misclassification. We conclude that our approach is fully appropriate
in contexts where the network is required to quickly make decisions on an entire

flow, e.g., installing appropriate SDN rules on the network switches.
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7.4.6 Model transfer to other applications

In our previous results, we train a classifier with labelled data belonging to the same
RTC application that we aim at classifying. This might not always be possible, as
labelled data are hard and expensive to obtain. Moreover, new RTC applications
may spread rapidly without controlled experiments being possible. In this section,
we explore to what extent a classifier trained for RTC application A can be used to

classify streams of the application B.

For our goal, we investigate the use of transfer learning techniques [123], whose
goal is to transfer knowledge from one domain (i.e., one RTC application) to another.
These techniques are useful when we cannot collect labelled data in the second
domain. In this case, we can try to use the knowledge from domain A to solve
the same problem in domain B. In general, the rationale behind transfer learning
techniques is to modify and adapt an ML classifier trained in domain A to classify

samples in domain B.

Here, we employ the domain adaptation technique called CORrelation ALigne-
ment (CORAL) [55]. As the name suggests, given the feature distributions from two
domains (A and B), CORAL tries to align the covariance matrix (matrix of second-
order moments) of distribution B to the one of distribution A. Due to the nature of
our problem, we hypothesize this approach suitable since we target two similar RTC
applications that use the same network protocols. Necessary for our goal, CORAL is
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an unsupervised technique, as it assumes data for domain B are available, but without

class labels.

We here investigate the performance we obtain when using a classifier trained
on application A (e.g., Webex) for classifying data of application B (e.g., Jitsi). We
perform experiments (i) using the classifier directly on application B and (ii) using
CORAL to align domains A and B. Case (i) corresponds to using a classifier directly
outside of the training context. In case (ii), we assume that non-labelled data for
application B are available, allowing the use of CORAL to align the two domains.
We show the results in Figure 7.11, again measuring performance in terms of macro-
averaged F1-Score. The x-axis reports the domain on which the classifier is trained,
while the colour of the bars indicates the domain on which we use it. We provide a
reference using the green bars, indicating the performance we obtain when we use
the classifier in its domain —i.e., the approach we used in the previous sections. For
this experiment, we remove the FEC streams from the Webex traffic, since we need
the same number of classes for the two applications for a fair comparison. The red

bars represent case (i), while the blue bars case (ii).

We first notice how using a classifier directly on a different RTC application
entails a certain performance drop (red bars). Indeed, using a classifier trained
on Webex to classify Jitsi streams leads to a 0.67 macro-averaged F1 score. In the
opposite direction (training on Jitsi and testing on Webex), the performance is slightly
better (0.75). The use of CORAL improves the performance in both directions,
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yielding similar results in both directions (blue bars). We get an F1-Score of 0.74
when training on Webex and using Jitsi and 0.77 vice-versa. Interestingly, the benefit
of CORAL is higher in the former case (+0.07), while minimal in the latter (+0.02).
Nevertheless, it is still far from the performance obtained by training a model on
the same domain, which then soars to an Fl-score of 0.94 for both applications
(green bars). This might originate from the different shapes of traffic distributions
between the two RTC applications, as discussed in Section 7.2. In summary, our
results suggest that it is possible to use a classifier for a different application if lower
performance can be tolerated. If non-labelled data for the target RTC application are
available, CORAL is instrumental in increasing the performance.

7.5 Takeaways

In this chapter, we proposed a machine learning approach to classify the media
streams generated by RTC applications in real time. Given a media stream carried
within the RTP protocol, we can distinguish seven different classes, including differ-
ent video qualities, screen sharing and redundant data used to mitigate losses (i.e.,
FEC streams). We carefully engineered features based on packet characteristics and
designed the system to work with a minimal set of features using a light yet accurate
tree-based model. We chose Webex Teams and Jitsi Meet as case studies and showed
that we achieve high classification performance with only 1 second classification
delay. Our approach is robust to the choice of classification algorithm and rarely
commits systematic errors. Our experiments show that it is possible to use a model
trained for one RTC application to classify streams of another, albeit with a perfor-
mance penalty. If non-labelled data from the other application are available, it is

possible to use transfer learning techniques to achieve better results.

Our approach is designed as a building block of a network management system
that optimizes traffic engineering for RTC applications. It could help the network
prioritize more important streams, for example, the screen sharing and audio of
a meeting presenter, as opposed to the video of the other participants. Possible

deployment scenarios of this system are outlined in Chapter 4.

It would be nice to be able to collect data from different vantage points of the

network and evaluate our approach. Indeed, we base our approach on traffic from the
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end-host, while the network traffic statistics would be different in different vantage
points of the network [57]. However, this kind of traffic data is very hard to obtain.

What is interesting in this chapter is the difficulty in generalizing the model to
multiple applications. This is expected because of the different characteristics of
the traffic in both applications (Figure 7.1). However, it would be useful to have a
general model that works for multiple RTC applications and to evaluate how much
data and from which RTC applications would be enough to train such a model. We

leave this as future work.



Chapter 8

ReCoCo: Reinforcement learning-
based Congestion control for RTC

The contents of this chapter has been accepted for publication at the 2023 IEEE 24th
International Conference on High-Performance Switching and Routing (IEEE HPSR
2023). This Chapter presents a Congestion Control algorithm for RTC applications

based on Reinforcement Learning.

8.1 Introduction

One way to improve QoE of users of RTC applications is through good Congestion
Control (CC). RTC applications use RTP mostly over UDP [77], so they are not
subject to TCP congestion control protocols. Instead, CC is implemented via rate
adaptation at the application layer, by using a feedback mechanism between the
sender and receiver based on the Real-time Control Protocol (RTCP). The biggest
challenge lies in the low-latency requirement of real-time applications. Thus, the
goal of CC algorithms is to produce a sending rate as close as possible to the
available end-to-end bandwidth, while maintaining the queue occupancy as low
as possible [124]. The sending rate directly affects the packet delay, losses and
throughput, which are the main drivers of network QoE [13]. The algorithms in use
by RTC applications today (that are not proprietary) are heuristic schemes that make
decisions on increasing or decreasing the sending rate, based on the one-way queuing

delay and loss ratio [124]. The most notable open-source algorithm is Google’s
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GCC [14], which measures the delay variation and compares it with a dynamic
threshold. However, in a complicated network scenario, such as wireless network
links with very variable bandwidth, it is hard to optimize all network metrics with a
heuristic scheme. GCC is slow to follow a changing bandwidth, since it increases the
sending rate by 5% every second [125], ending up in under-utilization. It is also quite
conservative in the event of bursty losses [125, 13]. To combat these limitations, we

propose a novel rate adaptation scheme, based on Reinforcement learning (RL).

Using RL for congestion control in RTC has been somewhat explored in the
literature [74-76]. Authors of [74] propose a hybrid solution, where they use GCC,
but augmented by a factor given by an RL agent. [75] and [76] are full RL solutions,
albeit limited in the exploration of different RL algorithms and reward designs.
In [76], authors use both packet-level and frame-level statistics of traffic to make
decisions, which requires substantial changes in the RTP protocol. We further
elaborate on the limitations of these works and differences with respect to ours in
Section 2.3.

In this chapter, we propose ReCoCo, a fully-RL based solution for congestion
control in real-time applications. To create the system and experiments, we build
upon the open-source framework OpenNetLab [126]. This framework was first built
to serve the MMSys2021 Grand challenge [127], which called for a novel bandwidth
estimation scheme for RTC. We thus use some of the performance metrics defined
by this challenge to evaluate the approach. We assess 3 different RL algorithms
in a number of parameter configurations, on 9 different bandwidth trace files that
comprise of wired, 4G and 5G channels covering a vast array of bandwidth levels.
We train both specific and general models to evaluate the difficulty of generalizing RL
algorithms. We find that, when trained on each trace file separately, with specialized
configuration, ReCoCo outperforms GCC for every trace, by 8.95 QoE units on
average, especially for traces with high bandwidth. When training a single model
for all network conditions, the best way is to use curriculum training, ordering the
environments easiest to hardest based on improvement over a heuristic baseline (gap-
to-baseline). In this case we observe a performance penalty of 8.76 QoE units on

average over the specialized model, but still outperform GCC by 0.2 QoE units.

To make the research reproducible, we disclose the code and trained models!.

'https://github.com/denama/ReCoCo
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Fig. 8.1 Overview of the training mechanism.

The rest of the chapter is organized as follows: Section 8.2 introduces the main
RL concepts, Section 8.3 describes our system for training ReCoCo, Section 8.4
outlines the experimental setup, while Section 8.5 discusses the results. Finally,
Section 8.6 concludes the chapter.

8.2 Background: Deep RL basics

The setting of RL [128] consists of an agent that interacts with an environment, in a
discrete time stochastic control process. At every time step ¢, the agent finds itself
in a state S¢ and takes an action @;. This action brings the agent a reward R; and
transitions it to the next state S¢,;. Which action an agent takes at any given time
step from any given state is defined by its policy 7. The agent’s goal is to learn a
policy 7 that maximizes the reward in the long run. In fact, it aims to maximize
the discounted return G; =Y Y R, ., where 7 is a discount factor decreasing the
weight of past rewards. In many real-life tasks, the state space is arbitrarily large and
often continuous. Here the agent learns a policy 7 through a function approximator -
usually a neural network (Deep RL). The algorithms we use in this chapter make
use of the Actor-critic architecture [129] for Deep RL. The actor-critic framework
constitutes two neural networks, an actor and a critic [130]. The actor learns the
policy 7 and decides the action to take at every time step. The critic evaluates how
good that action was compared to the average for that state and informs the actor.
The actor then changes the weights of the policy function accordingly, to adjust the
probability of that action being taken. In formal terms, the critic learns an action

value function Q™ (s,a).
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8.3 System overview

In this section, we describe the system used to train ReCoCo, depicted on Figure 8.1.
Mapping the RL framework to the Rate adaptation problem, we get the following
scenario: The agent is an RL algorithm that, at every time interval Az, predicts the
available bandwidth and sends this information to the environment as an action.
The environment runs a network simulation of RTP traffic between a sender and a
receiver, given a bandwidth trace file, and based on the action, adjusts the sending
rate. Then the simulation runs with that sending rate for a time interval Az and spits
out a list of packets. From these packets we calculate a set of network statistics (such
as average delay, loss ratio etc.) - the state. Based on the state we also calculate an
appropriate reward. For instance, if the loss ratio is high, the reward is very low. The
state and reward are sent to the agent, that based on them, adjusts its policy.

For the network simulation and the agent’s interaction with it, we use the Open-
NetLab [126] framework, which provides a plug-and-play gym? environment for
training RL algorithms to the task of congestion control in RTC, using an ns-3 event-
driven network simulator and Chrome’s WebRTC. We make some changes to the

environment to account for different states and rewards.

After the model is trained, ReCoCo is envisioned to work in real-time, on the
sender side of an RTC communication. The system in that case is depicted on
Figure 1.3 in Chapter 1. Namely, the receiver calculates the needed network statistics
for the state and sends them to the sender via RTCP. Then, the sender runs the trained
model and adjusts the sending rate accordingly.

8.3.1 State space

The states are histories of network statistics. In our implementation, we use a

statistics vector v; which has four components, calculated for the duration of Az:

1. Receiving rate r;

2. Average delay d;

3. Loss ratio I,

4. Last action taken a; |

Zhttps://github.com/OpenNetLab/gym
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The statistics vector can be defined as:

v = (r1,ds, lai 1) (8.1)

We can then use multiple past instances of the statistics vector as the state. Thus,

at time ¢, the state S¢ is defined as:

St= (V. Vi 1,--V1—%) (8.2)

where x is the number of time intervals Az we consider in the past.

In our experiments, we fix Ar to 200ms and vary the parameter x, by setting it to
5 (delayed states) or setting it to 0 (non-delayed states). In the latter case, S¢ = 7;
We normalize all state values in the interval [0,1], as we find this is vital for many

RL algorithms to learn.

8.3.2 Reward design

The reward is the most important driver of RL algorithms, so we take careful
consideration in designing it. Our reward function incorporates three components:
bandwidth utilization, delay and loss ratio. The reward is always normalized to the
interval [-1,1]. The functions describing the different components of the reward are
depicted on Figure 8.2.

Bandwidth utilization reward component (R,). It expresses how well the algorithm

is using the available bandwidth. Let u; be the bandwidth utilization:

Ur = r[/B[, U € [0, 1] (83)
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where 7y is the receiving rate and B; is the bandwidth in that Az time bin. Then R, is
defined as:

1.538u; — 1, if O < u < wygpy
R, = t . ' t > Uthres (84)
—82(uy — 1)"+1,  if uppres < up < 1.

where u;j,,.s = 0.65.

R, is depicted on Figure 8.2a. The closer the bandwidth utilization u; is to 1,
the higher the reward. u,., is a threshold that distinguishes between a negative
and positive reward. Note that if u; is higher than 1, it means that the receiving rate
is higher than the available bandwidth (over-utilization). In that case we force the

whole reward R; to -1.

Delay reward component (R;). It expresses how acceptable the one-way delay
between the sender and the receiver is. Let d; be the average one-way delay in the
time bin At. Then R is defined as:

—0.00667d; +1, 1f0<d; <150
R;= (8.5)
—0.02d; + 3, if 150 < d, <200.

The equation is depicted on Figure 8.2b. We design R; according to the G.114
recommendation for one-way transmission time [131], which states that if delays
were kept below 150 ms, then most real-time applications would not be significantly
affected. If the delay is more than 200ms, it gets a reward of -1, since we aim for a

low-latency algorithm.

Loss ratio reward component (R;). It expresses how well the algorithm is doing in
terms of losses. Let /; be the loss rate in the time bin Az. Then R; is defined as:

(

1, if 0 <1, <0.02
156(f, —0.1)?, if 0.02 <1, <0.1
R = (8.6)
100(, —0.2)>—1, if0.1 <] <02
-1, if0.2 </l <1I.

The equation is depicted on Figure 8.2c. To design the first two thresholds in (8.6)
we rely on the GCC thresholds for acceptable loss rate [132].
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Fig. 8.3 Bandwidth distribution of different trace files.

Final reward equation (R;). Combining all the reward components together, the
final reward at a time step At is:

0.333R,+0.333R; 4+ 0.333R;, ifl; >0
R, = (8.7)
0.4R,+0.4R; + 0.2R;, otherwise.

Since losses are a rare event, we aim to mitigate the effect of a positive reward from
the loss component. Thus, we decrease the weight of R; if the loss ratio is 0. In
addition, we force R, to 1 if all these conditions apply: the loss ratio is below 0.02,
the delay is below 30 and the bandwidth utilization is higher than 0.9.

8.4 Experimental setup

In this section, we outline all the experiments conducted to train ReCoCo. We first
describe the traffic traces used for training, then the process of training and validation,
the algorithms and other parameters in play and finally the performance metrics used

to evaluate the employed models.

8.4.1 Dataset

To train the algorithm we use 9 trace files that specify the channel bandwidth in time.
The trace files are open data by OpenNetLab [126]. Their distributions are depicted

on Figure 8.3. Three traces represent a wired channel with different bandwidth
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magnitudes (green lines), three traces represent a 4G cellular channel (blue lines),
two represent a 5G cellular channel (red lines) and one is a constant trace at 300 kbps.
The traces have different duration, from a minimum of 60 seconds to a maximum of
223 seconds, with a mean duration of 88.5 seconds. While training, the simulator
goes through the traces many times. We believe the traces contain enough variability
to represent many different network conditions.

8.4.2 Employed algorithms

We employ three different algorithms:

1. Soft Actor-Critic - SAC [133]
2. Twin-delayed DDPG - TD3 [134]
3. Proximal Policy Optimization - PPO [135]

They are all Deep RL algorithms, with the actor-critic architecture (see Section 8.2
and left-hand side of Figure 8.1). However, they all employ some kind of optimization
to the actor-critic paradigm. SAC is an Off-Policy Maximum Entropy algorithm
with a Stochastic Actor. Its key feature is that it is trained to maximize a trade-off
between expected return and entropy, a measure of randomness in the policy. TD3 is
an Off-policy algorithm that uses clipped double Q-learning (two critic networks), a
delayed policy update and target policy smoothing. The main idea behind PPO is
that after an update, the new policy should be not too far from the old policy. Thus it
uses clipping to avoid large updates. We use the implementation of these algorithms
in the Python library Stable Baselines 3°.

8.4.3 Configuration parameters

Since Deep RL is very dependent on parameters and results can change considerably,
we try a myriad of different configurations. One parameter we vary is x from
Equation 8.2. We either set it to O (non-delayed states) or to 5 (delayed states by
five Ar). We try two versions of the algorithm hyperparameters - one is the default

suggested by Stable baselines 3 and another is tuned hyperparameters for an RL

3https://stable-baselines3.readthedocs.io/
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Table 8.1 Hyperparameters of algorithm configurations.

Algorithm configuration

Parameter

TD3 not tuned TD3 tuned SAC tuned
Policy MlpPolicy MlpPolicy MilpPolicy
Learning rate 0.001 0.001 0.0003
Gamma 0.99 0.98 0.9999
Learning starts 100 10000 0
Action noise Normal Ornstein-Uhlenbeck -
Buffer size 1000000 1000000 50000
Batch size 100 100 512
tau 0.005 0.005 0.01
Gradient steps -1 -1 32
NN architecture [400, 300] [400, 300] [64,64]

environment similar to ours (the Cartpole environment). The tuning is provided by
Stable Baselines Zoo*. We call these configurations not tuned and tuned, respectively.
The hyperparameters of the best configurations are shown on Table 8.1. We also
conduct a few experiments with not-normalized state values and notice that this way
the algorithms are completely unable to learn. Thus, we always normalize the states
to the interval [0,1] and the reward to [-1,1]. The actions are not normalized (they
are direct values of the predicted bandwidth in bps).

8.4.4 Training and validation strategy

For each configuration (trace, algorithm, delayed states/not, tuned hyperparame-
ters/not), we employ training of 100k steps. One step is equal to Af in simulation
time. Every 10k steps, we save the model and perform validation on the same envi-
ronment (same trace file), by observing the average reward collected on the whole
trace file. This procedure helps us choose the best configuration for each trace.
Namely, the configuration that performs better has a higher average reward in the
final few tests. When two or more configurations perform similarly enough in terms
of average reward, we evaluate them using the QoE metrics defined in Section 8.4.5.

An example of validation during training of a few configurations is shown on
Figure 8.4. Here the environment is the trace Wired 900kbps. The lines are an average

of 3 runs with different random seeds. The blue lines represent two configurations

“https://github.com/DLR-RM/rl-baselines3-zoo
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Fig. 8.4 Validation during training of some experiment configurations on Wired
900kbps.

with the TD3 algorithm, while the red lines with SAC. All configurations on the plot
consider the algorithms with tuned parameters. We observe that the average reward
grows as training progresses. Notice that the first point is already after 10k steps of
training. Since at least three options show similar performance, we choose the best
one in terms of QoE metrics, which turns out to be (SAC, delayed) - red dashed line.

8.4.5 Performance metrics

To evaluate the goodness of our models on the network traces, we employ the
Quality of Experience (QoE) scores defined by OpenNetLab [126]. The QoE score
is composed of three components: (i) Receiving rate QoE, (ii) Delay QoE and (iii)
Loss QoE. The Receiving rate QoE is given by:

QoE, =100 xU (8.8)

where U is the median bandwidth utilization in the trace (a median of all u; from
Equation 8.3). We clip all u, values that are larger than 1 to 1, since they would skew
the QoE,, towards a good score, while the agent is sending at a higher rate than the
available bandwidth, thus introducing considerable delay or losses.
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The delay QoE is defined as:

-
QOE jo1qy = 100 x —2ax 95tk (8.9)

dmax - dmin

where dy4x, dmin and dos;, are taken from the distribution of the delay (d;) throughout
the whole trace. Note that this score takes into account only delay variation and not

absolute values. However, we mitigate high delays using the reward.

The loss QoE equation is the following:
QOE|,5s = 100 x (1 —L) (8.10)

where L is the mean of all /; in a trace. Note that even when this score is 80, which
seems high, it means 20% of losses, which is a low score. The final QoE metric is a
weighted average of all QoE components:

QoFE = 0.33Q0E}; +0.33Q0E j¢1qy + 0.33Q0E] 5 (8.11)

All QoE components and the final score are on a scale of [0, 100].

8.5 Experimental Results

In this section, we present the results of training ReCoCo. We first discuss the QoE
when training a separate model for each trace, with their best configuration. However,
in a real network scenario we need more versatile models that are able to cover a
variety of network conditions. Thus, we discuss the transferability of these models to

other traces and the performance of a single model trained with curriculum learning.

8.5.1 Best configuration results

In Section 8.4.3 we outline all the different configuration combinations we try in our
experiments. Here we present only the results of the best-performing configurations.

Table 8.2 shows the QoE of ReCoCo and GCC, for all traces. We find that SAC
and TD3 exhibit much better performance than PPO in general, in every possible

combination, thus PPO does not appear in the table. The algorithms prefer delayed
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Table 8.2 QoE of best-performing configurations for each trace.

QoE Receiving rate QoE Delay QOE Loss Overall QoE
ReCoCo GCC ReCoCo GCC | ReCoCo GCC | ReCoCo GCC
Wired 200kbps TD3, not delayed, not tuned  85.60 93.78 98.06 82.47 | 100.00 100.00 | 9446 9199

Trace Configuration

Wired 900kbps SAC, delayed, tuned 75.88 92.94 83.79  38.37 | 100.00 100.00 | 86.47  77.03
Wired 35Mbps  TD3, delayed, not tuned 20.52 8.66 66.77  66.51 | 99.13 99.47 62.08  58.16
4G 500kbps TD3, delayed, tuned 69.98 78.81 91.52  76.25| 99.78 99.83 87.01  84.88
4G 700kbps TD3, delayed, not tuned 73.67 59.71 86.67 89.76 | 100.00  99.84 86.69  83.04
4G 3Mbps SAC, delayed, tuned 81.91 12.32 91.07 96.79 | 83.51 87.38 8541 6543

5G 12Mbps TD3, delayed, not tuned 55.95 4.19 7232 8538 | 94.09 99.82 74.04  63.07
5G 13Mbps  TD3, not delayed, not tuned ~ 40.54 5.21 61.54 55.83 | 91.14 99.99 64.34  53.62
300kbps TD3, delayed, tuned 81.88 99.21 79.83 1049 | 100.00 100.00 | 87.15 69.83

states, which means that information on the network conditions in the near past
proves useful. Out of 9 traces, ReCoCo exhibits better QoE,, in 5, with a significant
improvement for 5G traces with variable bandwidth. ReCoCo has a higher QoE ¢4y
for 6 traces. Usually where one algorithm performs well on the receiving rate, it
exhibits higher delay and vice-versa. Interestingly, ReCoCo shows much better
results for Wired 900kbps and 300kbps, which are traces with more stable bandwidth.
As to QoE,s, GCC exhibits slightly better results. ReCoCo prefers a slightly higher
loss rate over a very high delay, which is not the case for GCC. Looking at overall
QoE, where all components are given the same weight, ReCoCo outperforms GCC

for all traces.

Figure 8.5 summarizes the results of Table 8.2 in a scatterplot. The x-axis is
QoE,,, the y-axis QoE,.,y and the size of the circles represents the QoE),. The
blue circles are ReCoCo and the red circles GCC. We see that GCC strongly favours
either delay or receiving rate (circles either on the top left corner or far right on
the plot). It has decent QoEj,, in both cases, however it rarely optimizes for both
metrics. This is expected, since it employs a controller based on delay variation and
loss rate. Instead, ReCoCo shows many circles in the top right corner of the plot,
with only some lingering with a slightly worse QoE,, (still never lower than 60).
This is where we can see the value of the reward function, which optimizes for all

three of these metrics.

Figure 8.6 shows the sending rate vs. bandwidth in time, for three of the traces:
Wired 200kbps (Figure 8.6a), 4G 700kbps (Figure 8.6b) and 300 kbps (Figure 8.6¢).
The trace bandwidth is the orange line, GCC is depicted with a red line and ReCoCo
with a blue line. Another version of ReCoCo, discussed in Section 8.5.3, is the
pink line. Wired 200kbps is a trace with many spikes in bandwidth. Here ReCoCo

is more conservative, while GCC manages to utilize the high bandwidth during
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Fig. 8.5 Comparison of QoE between ReCoCo and GCC for each trace. The size of
the circle indicates the loss QoE.

some of the spike periods, so it has a better QoE,,. However, it often ends up over-
utilizing it, so it has a worse QoE /4y than ReCoCo. In the very variable bandwidth
scenario in Trace 4G 700kbps, we can definitely see ReCoCo prevail in bandwidth
utilization, with very little penalty to the QoE ¢4y (just 3.09 units lower than GCC’s)
and virtually no losses (0.16% in contrast to no loss for GCC). Moreover, we notice
that ReCoCo performs better on a totally stable bandwidth (300kbps trace). Here the
GCC mechanism clearly struggles - we find repeated instances of slow increase of
bandwidth, then over-utilization and then high drops. Thus it ends up with a very

poor QoE .4y score.

8.5.2 Model cross-trace performance

In this subsection we discuss the performance of the best models for each trace on
the other traces. This speaks to the ability for the models trained on one trace to
generalize to other traces.

Figure 8.7 shows four heatmaps - one for each of the three QoE components
and one for overall QoE, of the QoE scores when trained on one trace and tested
on another. The y-scale represents the trace the agent has been trained on, while
the x-sclae the trace it has been tested on. The diagonal holds the results already
presented in section 8.5.1 Green indicates good QoE scores and red poor ones.
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Fig. 8.6 Examples on ReCoCo v.s GCC sending rate on different traces.

We can see that in general, performance is bad when testing on high bandwidth
and high variability traces (Wired 35Mbps, 5G 12Mbps and 5G 13Mbps), especially
for QoE,,. This is because they operate on much higher bandwidth than the other
traces and have higher bandwidth standard deviation. However, they show better

performance when trained and tested among each other. Moreover, models trained
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Fig. 8.7 QoE components when training on one trace and testing on another.

on Wired 900kbps, 4G 500kbps and 4G 700kbps also yield good results between each
other. This means that training different models based on bandwidth ranges can be a
good strategy for generalization. The stable bandiwdth trace, 300kbps proves good
for model training, but hard for other models to perform well on it. Thus, another
channel characteristic to take into account when generalizing could be bandwidth

variability.

8.5.3 Curriculum learning

Despite some transfer ability, we still prefer to have a one-model-fits-all solution. In
this subsection we show results when training one model on all traces. When using
Deep RL with many different environments, such as traces with various bandwidth
profiles, it is very hard to train one model that performs well in all of them. How we

introduce the environments to the agent becomes key [136]. Curriculum learning is a
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Fig. 8.8 Cumulative reward during training.

concept where, during training, one gradually increases the difficulty level of training
environments, to resemble how humans learn more complex concepts [137]. It allows
the RL model to make steady progress and reach good performance. Curriculum

learning has been proven to improve generalization and asymptotic performance.

Inspired by this, we try three different ways of introducing the environments to

train a single model:

1. Random: Sample training environments at random. This is the traditionally

used approach.

2. Reward-based: Start with the trace that obtains the lowest average reward
when trained on itself (4G 3Mbps) and order in ascending order. We hope to

imitate a growing training reward.

3. Gap-to-baseline: Easiest to hardest environment based on how much better
their QOoE score is against GCC, when trained on themselves (the trace with
highest delta goes first). A concept introduced by [136].

All the traces are trained with one configuration - using the algorithm TD3, with
delayed states and not tuned (using the Stable Baselines 3 default values).

Figure 8.8 shows the training reward, for all three training types. We run training
for 2.7 Million steps, with 300k steps per trace. The curves are averages of 3 runs.

For both reward-based (orange) and gap-to-baseline (green) training, the plot clearly
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Table 8.3 QoE of single models trained in different ways on all traces.

Trace QoE Receiving rate QoE Delay QoE Loss Overall QoE

Random Reward-based Gap | Random Reward-based Gap | Random Reward-based Gap | Random Reward-based Gap
Wired 200kbps ~ 73.38 76.75 79.58 | 97.31 97.99 95.55 100 100 100 90.14 91.49 91.62
Wired 900kbps  78.73 17.09 70.69 | 66.03 24.56 63.9 100 100 100 81.51 47.17 78.12
Wired 35mbps 0.55 0.43 1.93 68.51 66.67 7299 | 99.52 99.53 99.57 | 56.14 55.49 58.1
4G 500kbps 65.56 31.06 75.01 | 90.68 93.83 89.56 100 100 100 85.33 74.89 88.1
4G 700kbps 64.12 23.06 69.02 | 89.6 93.8 89.4 100 100 100 84.49 72.22 86.05
4G 3mbps 13.69 5.16 9.75 85.03 87.75 95.55 | 89.99 86.42 84.74 | 62.84 59.72 63.28
5G 12mbps 1.66 1.14 4.73 80.24 50.06 70.74 100 100 100 60.57 50.35 58.43
5G 13mbps 1.53 1.07 436 | 62.06 47.56 55.92 100 100 99.97 | 54.48 49.49 53.36
300kbps 7251 46.72 6695 | 2.96 0 48.43 100 100 100 58.43 48.86 71.72

shows the change of trace, with the flat areas representing the training of each trace.
In both approaches, the reward grows with time. For the random trace sampling
training, the reward stabilizes very early on and only grows very slightly.

The QoE scores of the three resulting models are summarized on Table 8.3. To
evaluate the QoE, we use the models trained by the mid-performer from the 3 runs,
so as not to introduce a bias. Table 8.3 shows that, out of 9 traces, the model trained
with the gap-to-baseline approach has superior performance for 6 traces, while the
random-sampling approach for 3 traces (among which the hard case of the 5G traces).
If we average out the overall QoE scores for all traces, gap-to-baseline outperforms
the reward-based approach by 11 QoE units and the random approach by 1.65 QoE

units.

Next, we compare the general models with the specialized models and GCC.
Figure 8.6 shows an example of the sending rate for three traces: Wired 200kbps, 4G
700kbps and 300 kbps, where the pink line represents the general model trained with
the gap-to-baseline methodology. We notice that, for this trace, the sending rate of
the general model is a little more conservative than the specialized one, but still very
comparable. For a full comparison of QoE scores, we look at both Table 8.3 and
Table 8.2. Comparing the specialized models for each trace with the single model
solutions, for overall QoE scores, we observe a performance penalty of 10.4 QoE
units on average for the random-sampling single model and 8.95 QOE units for the
gap-to-baseline model. This is expected, since a specialized model for each trace
would always outperform a general one. Comparing with GCC, the gap-to-baseline
model is more conservative with the sending rate, so it has worse scores for QoE,,
but better for QoE .14y and QokEj,s. On average, it shows an improvement in overall
QoE over GCC of 0.2 units. The random-sampling model shows a performance drop
over GCC of 1.46 QoE units.
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The results from the curriculum training show that, with a wide variety of training
data, if training is performed smartly, we could obtain a decent one-model-fits-all

solution.

8.6 Takeaways

In this Chapter, we discussed ReCoCo, a Reinforcement learning-based Rate con-
troller for real-time applications. ReCoCo gains information about the network con-
ditions at the receiver-side, such as receiving rate, one-way delay and loss rate and
predicts the available bandwidth in the next time bin. We showed its performance,
both in a specialized and generalized version and found it outperforms current widely
adopted CC heuristics, namely GCC. We find that a good trade-off between a special-

ized model and a general model could be to train one model per bandwidth range.

As future work, we would like to try the solutions outside a simulated environ-
ment, in a real network, covering a larger variety of bandwidths. We would also
like to evaluate ReCoCo’s ability to continue training in the wild, when already

implemented, since this is one of the main strengths of reinforcement learning.

We believe that the story of training ReCoCo provides valuable lessons for the
Reinforcement learning for networking community. First, it shows that RL is a
very promising technique for classical control tasks, such as Rate control. With a
good reward design it can capture very complicated relationships between network
variables, such as receiving rate, delay and packet loss, which cannot be captured
by heuristic approaches. Second, it is very adaptable to dynamic networks, where
conditions change in a matter of milliseconds. However, we find it is complex to train
a single RL model that performs well in very different environments. Some channels
may even present unsolvable environments for the RL agents. The challenge in using
RL for congestion control lies in the generalization and transferability of the models

to different network types.

We hereby thank the researchers from OpenNetLab for their open-source simula-
tor that enabled a (simple) training ground for us to conduct these experiments. They
are an excellent example of bridging the gap between open software and open data

and networking research.



Chapter 9
Conclusions

The research presented in this thesis addresses the topics of monitoring and control of
Real-Time Communication traffic on the Internet, with the goal of QoE improvement.
Our case study is based on traffic from video-conferencing applications. We present
an overview of the network protocols and mechanisms used by RTC applications
today and then a myriad of ways to improve the workings of these applications, both
on the network layer and on the application layer. In this conclusive chapter, we
discuss the usefulness and potential of our approaches and the greatest challenges
they face.

9.1 On the potential of ML for network monitoring

and control

In this thesis, we apply classical ML classification for observability on the network
layer. We show that ML allows us to understand a lot about the underlying workings
of RTC applications, just by observing the traffic, without any contact with propri-
etary application servers. Even without reading packet headers, by using statistical
features on the size of the packets, inter-arrival times or relationship between the
packets, ML can uncover valuable information such as: "On this network there is a
client talking on Webex and they’re sending 720p video". We obtain high classifi-
cation accuracy in both RTC application retrieval and media type classification and
prove that ML holds huge potential for problems related to network monitoring.
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Moreover, using statistical features of the traffic brings a few advantages. First, it
characterizes up to one second of traffic with only a few numbers, so our approaches
can be used at high speeds. Second, it is robust to packet encryption. Even if the
packet header becomes encrypted one day, our approaches can still be applied, with
minimal modifications. This way, we also preserve the privacy of the users. We use
interpretable models which would allow network administrators to better understand

the classification results.

In terms of network control, we demonstrate that using the information from
the network layer ML classifiers, the network can bestow effective management
policies for control of RTC traffic. Some strategies we suggest involve path selection
and bandwidth allocation. We also present a Reinforcement learning-based control
mechanism at the application layer and show that it can effectively do rate control for
RTC applications. In addition, our proposed RL algorithm outperforms the current

industry standard, which is based on heuristics, for our dataset.

9.2 On the adoption of ML in production networks

Regardless of its potential, the deployment of ML-based systems in real production
networks is still limited. There are two main reasons for this. First, machine learning
does not provide the sort of performance guarantees that are customary in computer
science. Results are volatile, hard to generalize to similar problems and the models
are not always interpretable. ML algorithms need to be trained on vast data in
order to exhibit reliable and safe performance, such as that desirable for network
operations. This is one of the limitations of our work. However, researchers are
actively working to mitigate these risks. In both Chapter 7 and 8, we included
experiments on the transferability of the models to new data and training general
models that are appropriate for more tasks. Moreover, not all tasks in networking
are critical and require such strict performance guarantees. Improving the quality
of an already existing network connection is a non-critical task and with careful
engineering, ML-based decision making can be made fault-tolerant, as we discuss in
Chapter 4.

Another reason is that the models are computationally complex and cannot be
applied to widespread network hardware, that is optimized for speed and not for

computation. However, this issue can be somewhat overcome by using programmable
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switches and implementing simple ML algorithms, such as Decision trees and SVMs.
Indeed, efforts have emerged in the literature that apply even complex ML models like
Neural networks to different programmable switches on the market (see Chapter 4).
There is also a lack of expertise in ML in network administrators. Indeed, this thesis
shows the amount of research necessary to understand how to effectively apply ML
to networking problems related to RTC traffic. Chapter 4 outlines some efforts that

tackle this problem as well.

The networking community is still sceptical of the use of ML for network control,
for the aforementioned reasons. Although this is understandable, we believe that
ML is mature enough to be very effectively used for network monitoring. Network
practitioners could greatly benefit from insights and underlying patterns of the traffic

given by ML.

To encourage the adoption of ML in real networks, the ML for networking
scientific community also needs more open code and datasets, where researchers can
reproduce results easily and perform benchmarking of their algorithms on the same
datasets and against other algorithms. This would make the field grow even more
rapidly and would foster safer adoption of ML. For this reason, we also consider the
publishing of our code and datasets for each chapter a significant contribution of the

thesis.

9.3 Ethics and vision

In this thesis, we suggest network management techniques that may prioritize RTC
traffic over other traffic categories. This goes against the general concept of Net
neutrality. However, our approaches are developed keeping the users’ best interests
in mind - the same goal as net neutrality. Moreover, they can still be useful for private
networks, like campus or enterprise networks. What’s more, RTC applications are
not bandwidth-heavy like other common traffic, such as video streaming, so even

with their prioritization, they would not take up a considerable amount of bandwidth.

We believe that RTC applications are here to stay, especially with the rise of
remote work and the increasingly dynamic lifestyle of people. We expect that
the number of available RTC applications on the market will rise and existing

giants (e.g. Zoom) will continue to optimize their application in terms of encoding,
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bandwidth, redundant streams and congestion control algorithms. On a parallel road,
standardization efforts such as WebRTC will get richer with available protocols and

offer various ways to build applications for the browser.

We also think that in a data-oriented society, the wider adoption of ML in
networking is inevitable. Networks will become more and more softwarized, data-
driven and smart. In this scenario, approaches such as those presented in this thesis
will become very useful and important.
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