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Abstract

Cryptographic group actions have gained significant attention in recent years for their appli-
cation on post-quantum Sigma protocols and digital signatures. In NIST’s recent additional
call for post-quantum signatures, three relevant proposals are based on group actions: LESS,
MEDS, and ALTEQ. This work explores signature optimisations leveraging a group’s factori-
sation. We show that if the group admits a factorisation as a semidirect product of subgroups,
the group action can be restricted on a quotient space under the equivalence relation induced
by the factorisation. If the relation is efficiently decidable, we show that it is possible to
construct an equivalent Sigma protocol for a relationship that depends only on one of the
subgroups. Moreover, if a special class of representative of the quotient space is efficiently
computable via a canonical form, the restricted action is effective and does not incur in
security loss. Finally, we apply these techniques to the group actions underlying LESS and
MEDS, showing how they will affect the length of signatures and public keys.
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1 Introduction
Cryptographic Group Actions.

The topic of cryptographic group action has raised a lot of interest in recent years. They
represent a generalisation of the Discrete Logarithm Problem, and the underlying problem
can be stated as follows: given a group action (G, X, ) and two elements x, y in X, find, if any,
an element g of G such that y = gxx. A first appearance of group actions in cryptography
can be found in [8], while in [1] are given the formal assumptions linked to them. This
interest has grown since a proposal for a post-quantum Diffie—Hellman is based on the
commutative action of the isogenies of elliptic curves CSIDH [10]. After that, many post-
quantum proposals have emerged, but the most impactful application is the one related to
Sigma protocols and digital signatures. For instance, three candidates to the NIST’s call for
the post-quantum standardisation are based on group actions: LESS [3], MEDS [13] and
ALTEQ [28].

Our contribution.

The goal of this work is to investigate the cryptographic optimisations taking advantage of a
factorisation of the group G. To do this, we introduce a framework that exploits the fact that,
to be infeasible to invert, the group action relies only on a part of the group G. More in detail,
we show that the group action can be restricted on a quotient space under an appropriate
equivalence relation, induced by the group factorisation. From this relation, we propose two
optimisation techniques. First, if the relation is decidable in polynomial time, we show that
it is possible to define an equivalent Sigma protocol for the action (G, X, x) with shorter
responses and without changing the security assumption. Unfortunately, the resulting Sigma
protocol lacks commitment recoverability, leading to larger signatures. This problem can be
overcome with the following technique. We prove that the restricted action can be efficiently
computed if an efficiently computable canonical form exists for the equivalence relation.
Moreover, we show that this approach can be extended to groups G that are semidirect
products of subgroups.

We apply these techniques to reduce the size of the public key, secret key and signature
of the textbook instantiation of schemes based on code equivalence problems. In particular,
we analyse LESS and MEDS. The group acting in the former is GLi(g¢) % Mon(xn, g), that

can be further factorised as { GLi(g) % (IF;;)") x Sy,. This, along with the existence of a

canonical form for the action of GLg(g) x (IF;)”, implies that the secret can consist of just
a permutation of S,,. Moreover, in the Sigma protocol, this means that the response of each
round is a permutation instead of an element of GL; (¢) % Mon(n, ¢) or, when the systematic
form is involved, instead of a monomial matrix. Concerning MEDS, we have the action of
GL, (g) x GL,,(q¢) x GLk(gq) on the set of n x m matrix spaces of dimension k. We consider
the factorisation given by GL,,(¢) x (GL,,(g) x GLk(g)), and, after presenting a canonical
form for the action of the group (GL,,(q) x GL(g)), we describe a compressed variant of
the MEDS signature.
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Concurrent works.

Numerous optimisations for signature schemes based on cryptographic group actions have
been proposed. Many of these are generic optimisations that can be applied to any scheme
within the framework of Fiat-Shamir signatures. For instance, Reference [17] proposes an
approach to reduce the signature size by expanding the public key; while [5] proposes the
use of unbalanced challenges when the size of responses varies significantly between distinct
challenges.

Other optimisations, instead, are closely linked to the specific security assumption. As
a reference, LESS includes a variant of the code equivalence introduced in [25] where the
size of the signatures is reduced by modifying the commitment generation and the verifica-
tion procedure. Recently, in [15], the authors introduced a new notion of code equivalence
using canonical forms with respect to certain equivalence relations. Their work exploits a
decomposition of the group G that does not require the use of subgroups. While this enables
greater reduction in signature size, it comes with a drawback: it makes it impossible to create
a restricted group action. As a result, this method is only suitable for applications where the
full group structure is not required.

In [18], Feulner described an algorithm to compute a canonical form for (semi)linear
equivalence of linear codes. To compute a canonical representative, the algorithm splits the

action of the group (GLk (q) x (F 2)”) X (Aut(Fy) x S,) into two parts. It first describes a

canonical form on the inner action of the subgroup (GLk (g) x (IE‘;)") x Aut(IF, ). This inner

canonical form is a slight generalization of the one examined for LESS, obtained by also
considering the action of field automorphisms Aut(IF,). While the author does not analyse
the computational cost of the algorithm, they employ a recursive structure that is less efficient
than the approach discussed in this paper.

In [14], the authors show how to reduce the signature length of matrix-code-based systems.
In particular, the isometry can be shortened giving some information on how the isometry acts
on some codewords. This implies that, for MEDS, for each isometry, only 2k field elements
must be sent, leading to a boost in the sizes of the cryptosystem.

2 Preliminaries
2.1 Notation

Vector Spaces and Matrices. We denote by IF,; the finite field with g elements. We write IFZ
to denote the vector space of dimension n over F,. Vectors v € FZ are denoted by bold
lowercase letters and v; indicates the ith element of v. Similarly, we write ¥ Z’X” to denote
the space of m x n matrices over F,. Matrices A € IFZI”X” are denoted by bold uppercase
letters and A; ; indicates the (i, j) entry of A. Given a matrix A € ">, we write AT to
denote its transpose, and A(A) to denote the set of its eigenvalues. The identity matrix of size
n is denoted by I,,. Given a vector v € FZ circ(v) is the n x n matrix having as ith row the
circulant (i — 1)th right shift of v. The standard basis of FZ is denoted by ey, .. ., e,. Finally,
we use 0, (resp., 0,,.,) to denote the vector (resp., matrix) of all zeros over IF;’ (resp., Fg“(”).
When it is clear from the context, we simply use 0.

Groups. Given a group G, we write G = G| X G to denote the internal semidirect product of
subgroups G1, G, of G, with G| normal in G. If also G, is normal in G, then G = G| x G,
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is an internal direct product of G| and G,. When clear from the context, we use e to denote
the neutral element of G.

With S, and GL, (¢) we denote the group of permutations acting on n elements and the
group of n x n invertible matrices with coefficients in Fy, respectively. Mon(n, q) is the
subgroup of GL,, (¢) of monomial matrices, consisting of matrices with exactly one non-zero
element in each row and column. The set of non-zero elements of I, are denoted with IFZ tis
well-known that a monomial matrix is the product of a permutation matrix and a non-singular
diagonal matrix. The latter can be encoded with the elements on its diagonal and hence, we
have that Mon(n, g¢) = S, X (IFZ)”.

Algorithms. Where not otherwise specified, each algorithm is probabilistic polynomial time
(PPT). A PPT algorithm is denoted with sans serif typeface A. For a deterministic algorithm
A, we write y < A(x) to denote the assignment of y to the output of A on input x. If A
is probabilistic, we write y <—s A(x). Finally, we use the symbol L to denote a failure, e.g.,
1 <A

Miscellanea. Given a positive integer n € N, we write [n] to denote the set {1, ..., n}. We use
O (-) do denote the “big O” Landau symbol. Given an event E, its complementary is denoted
with E. The empty string is denoted with e.

2.2 Cryptographic group actions

We recall the definition of group action and some related properties for their use in cryptog-
raphy. In the rest of the paper, we will use groups with multiplicative notation.

Definition 1 Let G be a group, X be a set and » be a map from G x X to X. The triple
(G, X, %) is called group action if for any g, h in G and x in X, we have gx(hxx) = (gh)*x,
and, if e is the neutral element of G, then exx = x for any x in X.

Given a set element x, its automorphisms group Aut, (x) is the subgroup of G that fixes
x,i.e. Aut,(x) = {g € G | gxx = x}.

In [1] are defined the requirements that a group action must accomplish to be manipulated
and used in cryptography. This leads to the definition of effective group actions.

Definition 2 Let A be a positive integer. Given a group action (G, X, x) with log(|G|) =
poly(d), log(’X ’) = poly (1) and two distributions D and Dy over G and X, respectively,
we say that the action is effective if the following algorithms are polynomial time computable
in A: unique string representation, sampling with respect Dg and Dy, equality testing for
both G and X, product and inverse in G and the map x.

In this paper, we will consider uniform distributions Dg and Dy.

Along with the above polynomial time algorithms, we need some hard problems to use
group actions in cryptography. The main computational problem related to them is a gener-
alisation of the Discrete Logarithm in the language of group actions.

Definition 3 Given a group action (G, X, *), the Group Action Inverse Problem (GAIP,)
takes as input a pair of elements x and y in X and asks to find g in G such that y = gxx, if

any.

Observe that this problem was introduced in [16] with the name of “vectorisation problem”
and the related cryptographic assumption is called “one-wayness” of the group action in [1].
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2.3 Code equivalence and related problems

A k-dimensional linear code is a subspace of dimension k of a vector space V endowed with
ametricd : V x V — N. An isometry ¥ : V — V for d is a map that does not affect the
metric, i.e.,d (Y (u), ¥ (v)) = d(u, v) forallu, v € V. Two codes are said equivalent if there
exists an isometry between them and the set of isometries is a group with the group operation
given by the composition. This means that a group action on codes can be defined using the
group of isometries. In this work, we will concern linear codes of two types: subspaces of
}FZ endowed with the Hamming metric dg (u, v) = |{i 1 v; —u; # 0}|, and subspaces of the
vector space of matrices F;X’" endowed with the rank metric dx (U, V) = rank(V — U).
Linear codes in the rank metric are also called matrix codes.

We now model the equivalence of codes in the two metrics above as group actions. For
the Hamming metric, we have the following.

Definition4 Let G = GL(¢) x Mon(n, gq) and X C IE";X” the set of all full rank k x n
matrices over F,. The group action is given by (L, @)xG = LG Q.

The Group Action Inversion Problem for the above action is usually called Linear Code
Equivalence (LEP). In the rank metric, we have the following modelling.

Definition5 Let G = GL,(gq) x GL,,(¢g) x GLi(g) and let X be the set of k-
dimensional subspaces of IFg*™ represented by their bases. The group action is given by
(A, B,C)x(My,...,My) = (AM'B, ..., AM|B),

where M| = Y5_ C;jM;.

The GAIP for this action is known as Matrix Code Equivalence (MCE). An equivalent
way to describe the action behind the Matrix Code Equivalence is as follows. Given a basis
{M,, ..., M} of ak-dimensional matrix code in IFZX”', build the n x km block matrix M =

[M{ | M;|...| Mi]. Then, the group action is given by (A, B, C)xM = CM(AT ® B).

2.4 Sigma protocols and digital signatures from group actions

Nowadays, one of the most important applications of (non-abelian) cryptographic group
actions is the design of digital signatures. This is done by first building a sigma protocol
inspired by [20] for the following NP-relation

R:{((xOsxl)ag)E(XXX)XG | g*xo:xl}’

and then applying some transforms to convert it into a digital signature. In R, the statement
is a pair or set elements (xp, x1) and the witness is given by an element g in G sending the
first into the second.

Protocol 1 (Generalisation of [20]) Let (G, X, %) be a group action. In the following protocol,
the Prover and the Verifier have a statement (xo, x1) € X x X, while the Prover knows a
witness g € G such that gxxo = Xx|.

(1) P1((xq, x1), g): picks at random an element h € G and sends to the Verifier com < hxxg
as a commitment.

(2) Vi((x0, x1), com): generate a random challenge ch € {0, 1} and sends it to the Prover.

(3) Pa((x0, x1), g, com, ch): if ch = 0 set rsp < h, otherwise they set rsp < hg~' and
send it to the Verifier.
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Base element L Commitment hg~! Public Key
x - T Y
g

Private Key

Fig. 1 High-level description of the group action Sigma protocol for (G, X, )

4) Va2 ((xp, x1), com, ch, rsp): they check that rspxxcy, = com. If the check succeeds, then
they accept; otherwise reject.

A graphical description of the protocol is shown in Fig. 1.

It is easy to show that the above sigma protocol is correct, special-sound and honest-
verifier zero-knowledge. To produce a digital signature with A bits of security, one can repeat
it A times in parallel and apply the Fiat-Shamir transform [19]. Interactivity is removed by
having the Prover (the Signer) computing the challenge as H(com, pk, m), where H is a
suitable hash function, pk = (xg, x1) and m is the message to be signed.

There are three ways to apply the Fiat—Shamir transform. Let (com, ch, rsp) be a transcript
of the sigma protocol with ch = H(com, pk, m). If the signature for m is given by the whole
transcript, we refer to this version of the transform as the “transcript” version. If we remove
ch from the signature (observe that it can be computed from com and public data), we obtain
the “commitment” version. To remove the commitment and return just (ch, rsp) as signature,
the sigma protocol must achieve the commitment recoverability property [2], i.e. there exists
an efficient algorithm that, on input (pk, ch, rsp) returns a com such that (com, ch, rsp) is
an accepting transcript.

3 Equivalence relations from groups factorisations

Given a group action (G, X, x), suppose that we can write G as G x Gy. Let ¢ be the
homomorphism from G, to the automorphism group of G used in the semidirect product,
sending & € G to the automorphism of G, i.e. ¥, : G; — G1. In the rest of the paper, we
assume that the group factorisation is efficiently computable, i.e. for any g € G, it is feasible
to find its decomposition into (g1, g2) € G X G2. From (G, X, %), it is natural to define the
following relation on X x X

x ~y <= 3dg; € G; suchthaty = (g1, e)*xx

and it is easy to show that ~ is an equivalence relation. Given the quotient space X~ with
respect to the equivalence ~, we can define a new group action (G2, X~, x~) as follows

gax~[x]~ > [(e, g2)*x]~. ey

To show that the action is well-defined, let go € G and let x ~ y. Then, there exists g1 € G
such that y = (g1, e)*x and

gox~[yl~ = [(e, g2)*x((g1, e)*x)]~ = [(Vg,(81), g2)*x]~
= [(e, g2)*x]~ = gox~[x]~.
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Note that if the relation is defined using a non-normal subgroup G of G, the action above is
not well-defined. In fact, it is possible to show that to obtain a well-defined action, G must
be normal in G.

3.1 Verifying orbit equivalence

To deal with the orbits, our first approach requires the existence of an efficient algorithm that
checks the equivalence. As an additional feature for the security reductions, on input xo and
x1, if they are in the same orbit with respect to ~, we need that this algorithm returns an
element g1 of G such that x; = (g1, e)*xp.

Definition 6 Let (G, X, ) be a group action such that G = G| x G3. An orbit equivalence
algorithm for G is a polynomial-time computable map OE: X x X — G U {_L} such that
OE(xp, x1) € G and (OE(xq, x1), e)xxg = x1 if and only if xo and x| are in the same orbit
with respect to ~, and OE(xg, x;) = L otherwise.

Restricting the action to G, without a canonical representation of the elements in X~
would require a new security assumption. However, the existence of an orbit equivalence
algorithm allows us to define a modified Sigma protocol for the action (G, X, %), with short
responses, without changing the assumptions.

In short, we build a Sigma protocol for the following relation

Ra, = {((x0,x1), g2) € (X x X) x G2 | g1 € G s.t. (g1, g2)*x0 = X1}.

Observe that the existence of an orbit equivalence algorithm OE implies that Rg, is an
NP-relation. Let R be standard relation of the action (G, X, x)

R = {((xo,xl)ug) (S (X X X) x G | g%X0 :xl},

then Rg, and R define the same language in NP. In particular, given a pair (xo, x1), the
problems of finding a g in G such that x; = g*x( can be reduced to the problem of finding
g2 in G such that [x1]~ = gox~[x9]~. Hence, one can store and send only elements in the
group G for the secret, without incurring in security losses.

The Sigma protocol for R, we define runs as follows. The Prover and the Verifier have
a statement (xg, x1) € X x X, while the Prover knows a witness g, € G for it. We suppose
that an orbit equivalence algorithm OE for G is known.

(1) P1((x0, x1), g2): picks at random an element (ky, hy) € G| x G, and sends to the
Verifier com = (hy, hy)xxp as a commitment.

(2) V1((xg, x1), com): generate a random challenge ch € {0, 1} and sends it to the Prover.

(3) P2((x0, x1), g2, com, ch): if ch = 0 set rsp = h, otherwise they set rsp = hzgz_1 and
send it to the Verifier.

4) Va((xp, x1), com, ch, rsp): first, they set y = (e, rsp)xxch. Then, they check that
OE(y, com) # L. If the check succeeds, then they accept; otherwise reject.

Theorem 1 The Sigma protocol for the relation Rg, presented above is correct, 2-special
sound and perfect honest-verifier zero-knowledge.

Proof The Sigma protocol for the relation R, presented above is a slight modification
of the standard one used for group actions, i.e. a generalisation of the protocol for Graph
Isomorphism from [20]. Here, we use the action (G2, X~, *~) given by the subgroup G on
the set X~ of the orbits of X under the action of G. The existence of the map OE implies
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that the action of G| over X is easy to invert. Moreover, since the initial action (G, X, %) is
effective, so is (G2, X~, x~), except for the unique string representation property for X .
In the Sigma protocol, this is addressed using the map OE in point 4. of the algorithm. O

From the above Sigma protocol, an identification scheme can be derived. The key gen-
eration algorithm, sample at random (g1, g2) € G and xg € X, then sets (xo, (g1, g2)*X0)
as public key and g» as private key. To reach a security level of A bits, the interactive phase
is then repeated XA times in parallel. This scheme can be turned into a digital signature
through standard techniques in the ROM. Unfortunately, since the verifier needs to check the
orbit equivalence between (e, rsp)*x., and com, the resulting protocol is not commitment-
recoverable, i.e. the commitment cannot be computed from the knowledge of ch and rsp.
Hence, compared to the signatures analysed in Sect. 4, there would be no gain with respect
to signature size.

3.2 Canonical forms

The second approach concerns a class of functions that leads to efficient orbit equivalence
algorithms. To prove that two orbits of X~ are the same, we use a special class of represen-
tatives computable via a canonical form.

Definition 7 A canonical form with failure for a relation ~ on X x X isamap CF~ : X —
X U {L} such that, for any x, y € X,

(1) if x ~ y then CF<(x) = CF(y);
(2) if CF~(x) # L then CF(x) ~ x.

If CF~(x) = L we say that CF~ fails on the element x. The fraction of elements of X having
CF~(x) = L is the failure probability of CF. Notice that when CF~ (x) = CF~(y) # L, the
second property implies x ~ y.

If there exists an efficiently computable canonical form CF with low failure probability,
then the action x~ of G, over X~ is efficiently computable and admits a unique string
representation as follows. We identify the elements of X~ with the representatives given by
the canonical form CF and the action is given by

g2x~x +— CF((e, g2)*x).

Similarly to the action of Eq. (1), the map above is well-defined, and it leads to an effective
group action.

As we will show later, to reduce the Group Action Inversion Problem from the quotient
action on X~ to the original one, we need another technical requirement. In addition to
an efficiently computable canonical form CF~, we also assume the existence of an orbit
equivalence algorithm OE.

Definition 8 Given a relation ~ on X x X, we define CF*, : X — (X U{L}) x (G; U{L})
as the map that returns both the canonical form and the moving element in G, i.e.,

(L, 1) if CFo(x) = 1,

CFA(x) = { )
(CF~(x), OE(x, CF~(x))) otherwise.

Remark 1 Assuming that CF* can be obtained from the existence of CF~ is not a strict
requirement; as we will see in Sect. 4, the canonical forms proposed for MEDS and LESS
are constructive: they implicitly define the moving element OE(x, CF~ (x)) in the algorithm.
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3.2.1 About automorphisms

Given the action (G, X, %), an automorphism for the element x in X is an element g in G such
that gxx = x. It is easy to see that, for any x in X we have ‘ Aut*(x)’ > | Aut, _(CF(x))|,
i.e. the automorphisms group of the original action is larger than the one related to the action
*~. This can be seen as follows. Take g» € Aut,_(CF(x)), then, we have

CF(x) = gox~CF(x) = CF((e, g2)*x),

hence there exists g; € Gy such that (g1, g2)*xx = x and (g1, g2) is in Aut,(x). In other
words, using x~ does not add automorphisms. This observation is relevant in proving security
in the QROM [6], where the considered elements x are assumed to have trivial automorphisms
groups.

3.2.2 Hardness

Let us investigate the relation between the Group Action Inverse problems for (G, X, x) and
the one for (G3, X~, x~). Observe that one can reduce GAIP,_ to GAIP, as follows. Let
(x, y) be an instance of GAIP,_. This means that y is in canonical form and CF(y) = y.
The pair (x, y) can be seen as an instance of GAIP,, and finding g = (g1, g2) such that
(g1, g2)*x = y implies that

gax~x = CF((e, g2)xx) = CF((g1, e)(e, g2)*x) = CF((g1, g2)*x) = CF(y) = y.
The other direction is trickier, and we give the following result.

Proposition 1 Suppose there exists a polynomial-time computable canonical form CF with
failure probability § for the equivalence ~. Then, a fraction of 1 — 8 of instances of the Group
Action Inverse problems for (G, X, *) can be reduced to the one for (G, X~, *~).

Proof Let (x, y) be an instance of GAIP,. For every z € X, let g, the element of G
returned by CF*(z), so that (g, ¢)xz = CF(z) whenever the canonical form does not fail. Let
(x, CF(y)), with CF(y) = (gy, e)xy, be an instance of GAIP,__ whose solution is given by
g>. This means that

CF(y) = gax~x = CF((e, g2)xx) = (g, 82)*x,
where g is obtained from CF*. Then, we have that
(858, g2)%x = (g5 ' We(2). g2)wx = (g7, )(Z. g2)x
= (g, e* (&, g)*x) = (g, ', e)*CF(y) =y

and we found a solution for the instance (x, y) of GAIP,. This strategy works for every y
such that CF(y) # L, and hence, we obtain the thesis. m]

However, in general, we can achieve a better reduction if we re-randomize the instance
through a random / until CF(hxy) # L. This increases the portion of reducible GAIP
instances to the following set of statements

{(x,y) € X x X |3g2 € Gy s.t. CF(ga*y) # L1}.

Then, aloss in the advantage will be given by the probability of finding a useful randomization
starting from an instance where CF(y) = L. This is given by the following probability

Pre,[ «sG,CF(gaxy) # L | CF(y) = L].
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Base element Commitment -1 Public Key
ho N h292 2
T - = z = — Yy
\\\\\\;“ N _77////,
a

Private Key

Fig.2 High-level description of the group action Sigma protocol based on canonical forms for (G, X~, x~)

Such expressions cannot be calculated in general and require the canonical form to be made
explicit. In the practical cases discussed in the following section, we expect the fraction of
GAIP, instances that can be efficiently reduced to GAIP,_ to be overwhelming.

3.2.3 Sigma protocol

The above results imply that, if one is able to factorise G and a polynomial-time computable
canonical form with respect to the relation for a factor G is available, then the induced
action (G2, X~, x~), where G is the remaining factor, can be used without introducing new
computational assumptions. This means that, instead of using elements from the whole group
G, one can use elements from G», potentially reducing the sizes of the elements involved.
The high-level description of the associated Sigma-protocol remains unchanged from the
generic protocol introduced in Sect.2.4. A graphical representation of the protocol is shown
in Fig.2.

Notice that this technique is implicitly used in the Linear Code Equivalence Problem when
the systematic form is employed. The action is formulated on the set of full rank matrices,
but the choice of a canonical representative via the systematic form allows the action to be
restricted directly to the subspace they span, i.e. the linear code generated by the matrices.

3.3 Canonical forms with designated representative

Sometimes, computing a canonical form can be computationally inefficient. In this section,
we describe a weaker variant that requires additional information for computing a canonical
representative, and we show that it is enough to obtain a useful Sigma protocol.

Definition 9 A canonical form with designated representative for a relation ~ on X x X
is given by a designated form map DF-: X x {0, 1}* — X U {L} and a designator map
p : X — {0, 1}* such that, for any x, y € X,

(1) Ifx ~ y,let b = p(DF~(y, ¢)), then DF~(x, b) = DF(y, ¢);
(2) If DF<(x, b) # L then DF~(x, b) ~ x for any b € {0, 1}*.

IfDF~(x, ¢) = L we say that DF - fails on the element.x. Notice that, if there exists b € {0, 1}*
such that DF< (x, b) = DF(y, €) # L, the second property implies x ~ y.

Notice that in general it does not hold that x ~ y = DF(x, €) = DF(y, ¢). Therefore,
it is not possible to use the designated form directly to obtain a Sigma protocol as in the
previous section. In order to use a designated form instead of a canonical form, we define
the following Sigma protocol for Rg, .
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Commitment

Base eleW T Public Key
i ~ (@) h y

Private Key

Fig. 3 High-level description of the group action Sigma-protocol based on canonical forms with designated
representative for (G, X~, x~)

Protocol 2 Let (G, X, %) be a group action such that G = G| X Gy and let (DF, p) be a
canonical form with designated representative for the relation induced by G1. In the following
protocol, the Prover and the Verifier have a statement (xo, x1) € X x X, while the Prover
knows a witness gy € Go such that DF(gyxxg, €) = x1.

(1) P1((x0,x1), g2): picks at random an element hy € G, and sends to the Verifier com <«
DF((e, ha)*xg, &) as a commitment.

2) Vi((xg, x1), com): generate a random challenge ch € {0, 1} and sends it to the Prover.

(3) Pa2((x0, x1), g2, com, ch): if ch = 0 set rsp < ha, otherwise they set rsp <« hzggl and
send it to the Verifier.

@) V2((xo0, x1), com, ch, rsp): first, they set b <« p(com). Then, they check that
DF((e, rsp)*xch, b) = com. If the check succeeds, then they accept; otherwise reject.

A graphical description of the protocol is shown in Fig. 3.

It is easy to show that the above Sigma protocol is complete, 2-special sound and perfect
honest-verifier zero-knowledge. Moreover, we can consider a slight modification where the
output of the designator map b <— p(com) is sent along with the response. Clearly, this
version is equivalent since the verifier can compute b directly from the commitment. Nev-
ertheless, the transmission of b is required to obtain a non-interactive signature. When we
apply the Fiat-Shamir transform, some tweaks are also required to show the security of the
signature scheme we obtain.

First, observe that the “transcript” version of the Fiat-Shamir transform is unforgeable if
the underlying Sigma protocol is complete, sound and HVZK. In this case, the signature is
(com, ch, rsp) and its length can be shortened removing the challenge or the commitment.
Below we analyze these two options.

In order to use the “challenge” version of the transform, i.e. setting the signature of a
message as (ch, rsp), we need to prove the computational soundness of the commitment
recoverability algorithm [2]. In terms of designated canonical forms, this means that the task
of finding b such that DF(x, b) # DF(x, ¢) given x in X must be intractable. Unfortunately,
in our setting, this is not true without new assumptions on the canonical form.

A workaround for this obstacle is to use the “commitment” Fiat—Shamir transform, with a
small modification of the first and fourth passes of the protocol. Now, we consider a suitable
hash function H and compute the commitment com as the digest of DF((e, h2)*xg, ) via H.
In the fourth pass, the verifier checks if the hash of DF((e, rsp)*xch, b) is equal to com. Now,
the signature can be shortened to (com, rsp), where the length of com is 21, and its security
is implied by the “transcript” version of the transform [2].
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Here we sketch the signature obtained by a parallel repetition of A of the above protocols,
using the “commitment” Fiat—-Shamir transform. Standard techniques like seed trees, unbal-
anced challenge space and multiple public keys [7] may be applied to shorten the signature
size, however, for the sake of clarity, we present the non-optimized version.

Protocol 3 Let (G, X, x) be a group action such that G = G| X G, and let (DF, p) be
a canonical form with designated form for the relation induced by G1. Let H: {0, 1}* —
{0, 1Y** be an hash function.

— KGen(1%): picks at random an element xq in X and a group element gy in G». Then, sets
X1 as grx~xqg and return (xo, x1) as the public key and g, as the secret key.

— Sign((xo, x1), g2, m): for each i = 1, ..., A, picks at random an element hg) € Gy
and sets com®) « DF((e, hg))*xo, ), then set com <« H (com(l), o com()“)). Com-
putes (Ch(l), e ch()‘)) in {0, 1}* as H (com, (xq, x1), m) and sets rsp‘ as the pair

; (i) .
(hg)gz_Ch , P (com(’))). Returns (com, rspD ... rsp™) as the signature of the mes-
sage m. _

— Vf(o, m, (x9, x1)): parses o as (com, rsp(l), R rsp(“), where rsp) = (hD, by and
computes ch = (ch(l), e chm) = H (com, (xg, x1), m). Then, foreachi =1, ..., X,
sets com' as DF ((e, fz(i))*xch<f>, b(i)> and accepts if and only if com is equal to
H (EE)TH(I), ol EE)TH(M> ; otherwise rejects.

Recall that the difference between the more common “challenge” version and the “com-
mitment” one we use here is two fold: in the verification algorithm, the latter needs one
more hash computation and the length of the produced signature increases from A + |rsp| to
2) + |rsp|. Hence, in Protocol 3 we occur only in a small loss both in performance and sizes
using the “commitment” version.

4 Applications
4.1 Matrix code equivalence

Let us start by recalling that the action on n x m k-dimensional matrix codes can be seen as
the action on n x mk matrices as follows. Let M, ..., M} be a basis of a matrix code, then
the action of (A, B, C) € GL,(q) x GL,,(q) x GLk(gq) is defined as CM (AT ® B), where
M=[M | M,|...| M;] € F;X’”". One can notice that, if we factor G = G| x G, where
G1 = GL,,(g) x GLk(q) and G, = GL,(g), the action of G is equivalent to a special case
of the Matrix Space Conjugacy problem that is solvable in polynomial time [9, 11, 21]. Even
if this approach leads to an efficient orbit equivalence algorithm, the technical difficulty to
obtain a gain in the signature size is to present a canonical form for the following relation

M ~yeps N < 3(B,C) € GL,;,(q) x GLk(g) suchthat N=CM{, ® B).

From now on, we assume n = m as in the parameter sets from the MEDS submission
[12].

Definition10 Let M = [M{ | M, | ... | M;] € FZX’”‘, with M; € F;x”, the canonical
form (with failure) CF~,,.,c on M is computed as follows:

(1) Letl < j < kbethe smallest index for which the jth block M ; is invertible and compute
M=M ;lM . If an invertible block does not exist, the procedure fails and returns L.
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(2) Let j/ = j 4+ 1 (mod k). Find the solution set V of invertible matrices B € GL,(q)
such that B~'M j»B is equal to the circulant matrix circ(e,) on the first 7 — 1 columns.
If the solution set is empty, the procedure fails and returns L.

(3) Let j” = j 42 (mod k). Given a total ordering on F”, find the unique solution B € V

(up to a constant factor) that minimizes the first column of B 'M " B.
(4) Finally, return CF~ .o (M) = (MjB)_lM(I]< ® B).

Observe that the algorithm for CF~,,.. gives the moving element from M to its canonical
form. This means that the map CFiNIEDS can be defined accordingly.

In the following, we analyze the failure probability and the computational complexity of
the above canonical form. To this end, we rely on the following lemma and heuristics.

Lemmal Let M € ]FZX” and let N be a matrix similar to M. Let W be the kernel of the

linearmap X — MXW — XN where AV denotes the ith column of the matrix A. Then,
W has dimension at least n> — n. Moreover, W has dimension strictly larger than n*> — n if
and only if the first column of N is of the form c - ey, with ¢ € TF,.

Proof The linear space W contains all matrices X that solve the following matrix equation
mMx" - xND =o.
In Kronecker form, the above equation may be written as
(@) @ M) — (N @ L)1 vee(X) = vec(0),

where for a n x m matrix A, vec(A) denotes the vector of length nm obtained by stacking
the columns of A. Let T = [((I3")” ® M) — (N")7 ®1,,)], and observe that T is an x n’
matrix. Then dim(W) = n? — tk(T) > n? —n.

Observe that T has the following block decomposition:

T = [M - Nl,lln | _NZ,IIn | ce | _Nn,lln]~

Since each block of T is a n x n matrix, T has rank less than » if and only if each block is
singular. For the first block

k(M — Ni11,) <n < N1 € A\(M),
while for every other block
rk(—NMI,,) <n < —N,',I =0.

Notice thatif Ny = --- = N, 1 =0, then Ny 1 is in A(N) and hence in A(M) since N and
M are similar. Then, the thesis follows. ]

Let us recall that a matrix whose minimal polynomial is distinct from its characteristic
polynomial is called derogatory, otherwise, it is said non-derogatory or cyclic.

Heuristic1 Let M| € FZX” a random non-derogatory matrix and let N1 be a matrix similar
to M. Let V be the kernel of the linear map X — M1 X — XN . Since M| and N are
similar and M | is non-derogatory, V has dimension n [26, Theorem 4.4.14]. Heuristically,
we aszsume that V is sampled uniformly at random from the linear subspaces of dimension n
of Fy .
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Heuristic2 Let M, € IFZX” be a random matrix, and let N, be a matrix similar to M. Let
W be the kernel of the linear map X +— MyXxD— XN;I), where AD denotes the ith column
of the matrix A. Since My and N are similar, W has dimension at least n? —n (Lemma 1).
Heuristically, we assume that W is sampled uniformly at random from the linear subspaces
of dimension at least n* — n ongz.

Proposition 2 The map CF of Definition 10 is a canonical form for the relation ~wgeps. Under
Heuristics 1 and 2, for a random input M € ]FZX”", CFyeos (M) fails with probability

O (1/q). If CFps does not fail, the expected execution time is O (qn").

Proof In the rest of the proof we denote CF~, ... with CF.

We first prove that CF is a canonical form according to Definition 7. Let M = [M| | M7 |
| M) e IFZX”", M; e ]FZX”. Suppose CF(M) # L, then CF(M) = (MjB)*lM(Ik ®
B), for some 1 < j < k and B € GL,(g). Then the ith block of CF(M) is given by
(MjB)_1 M ; B, which implies CF(M) ~meps M.

Let M ~meps N, i.e. there exists X, Y € GL,(g) suchthat N; = XM;Y ,foralll <i <
k. Then, since M ; is invertible, so is N ; and it holds CF(N) = (NjB’)*lN(Ik ® B’) for
some B’ € GL,,(g).Let V (resp. V') be the solution space of invertible matrices B € GL,,(q)
(resp. B') such that B_lefle/B (resp. B/_IN;INJ-/B’) is equal to the circulant matrix
circ(e,) on the first n — 1 columns. Then, there is a one-to-one correspondence between V
and V' given by B — Y "' B. It follows that

CF(N) = (N;B)'NI, ® B') = (XM ,;YB)"'XM(1; ® YB)
=(¥B)'M;'MI; @ YB') = (M;B)"'M(I; ® B) = CF(M).

Failure Probability. Let M = [M | My | ... | My] € F;X”k, M; e IFZX”. We define FAIL;
the event that M; is not invertible for any 1 < i < k. For a random matrix over A € IF;X”,
the probability that A is invertible is ]_[;'= 11— g~y =1—0(/q). Therefore

n

Pr[FAIL;] = 1—]_[(1—q—-/) =0(1/4").
j=1

If FAIL; does not occur, let 1 < j < k be the smallest index such that M ; is invertible
andlet M = M ;IM .Let j/ = j 4+ 1 (mod k) and let V be the solution space of invertible

matrices B € GL,,(¢) such that B~ 'M Jj+ B is equal to the circulant matrix circ(e,) on the first
n — 1 columns. Let FAIL; the event that V is empty. It is known that every matrix A € Fy*"
is similar to a unique matrix FNF(A), known as the Frobenius Normal Form [27], which is
a diagonal block matrix of the form diag(C,, ..., C ). Each block C s, is the companion
matrix of a monic polynomial f; € Fy[x]suchthat f; | fiyqforl <i <r —1land[]f;
is the minimal polynomial of A. Recall that the companion matrix of a monic polynomial
f=cot+cix+-Fc_x" 4" e F,[x] of degree n is defined as

00...0 —co
10...0 —¢
Cf= 01...0 —C)

00...1 —cp—1
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If the minimal polynomial f4 of A equals its characteristic polynomial, then the Frobenius
form of A is just the companion matrix of f4. Therefore, in this case, there exists U € GL,(g)
such that U~' AU = FNF(A), which s equal to the circulant matrix circ(e,) on the firstn — 1
columns. The probability of FAIL; is thus the probability that the minimal polynomial of M i’
is distinct from its characteristic polynomial, i.e. M ;- is non-derogatory.

The computation of Pr [FAIL,] is directly given by [24, Theorem 4.1]. Indeed, the proba-
bility that a random matrix is derogatory, is given by

Pr[FAIL;] = Pr[derogatory] < 0 (1/¢%).

1
@-Dg-1
If FAIL; does not occur, let j” = j +2 (mod k) andlet V' C V be the subset of solutions
that minimizes the first column ¢ of B~' M j»B with respect to a given total ordering on Fp.
Notice that V can be viewed equivalently as the subset of invertible matrices of the nullspace
V of the linear transformation

L:F)" > Fp"", X > MjX — X -FNF(M ).

Since M i and FNF(M i) are similar and M / is non-derogatory, it follows from [26, Theo-
rem 4.4. 14] that V has d1mens1on dim(ker L) = n. Now, let B € V such that it minimizes
the first column of N o =B~ Y ;B and consider the linear transformation

L:FX" > F, X MpXD - XN,

where A® denotes the ith column of the matrix A. Let W = ker L', then V' can be viewed
equivalently as the subset of invertible matrices in W N V. Let FAIL3 the event that dim W N
V > 1. Following Heuristic 1, we assume that V is a random subspace of dimension 7 in
a vector space of dimension n?, and, following Heuristic 2, we assume that W is a random
subspace of dimension at least n? — n. From Heuristic 1, we know that W has dimension
exactly n> — n when the first column of M j» is not of the form c - e; for some ¢ € Fy. In

particular, let E3 be the event that M y/) = c - e1. Then, we obtain the following bound on
Pr[FAIL3]:

Pr[FAIL;] = Pr[dim W NV > 1|E3] Pr[E3] + Pr[dim W NV > 1|E3] Pr[E3]

o 1 !
=Pr[dimW NV > 1[M5) #cel] (1—ﬁ>+ﬁ.
q q

Following the heuristics, computing Pr [dim wnv>1 |M ;]//) #cC- el] is equivalent to ran-

domly sampling two subspaces in a vector space of dimension n? — 1, having dimensions
n — 1 and n?> — n — 1 respectively, and studying for the probability that the intersection
has dimension greater than zero. In fact, since N j» is defined as B~ 1M i» B, we have that
B € W N V. Then, we can remove B and move to a lower dimensional space as described
above.

Let Wy, W, be two random subspaces of Fg_l with dimensionsr — 1 and £ —r — 1. Let B
and B, be matrices whose columns are the basis vectors of W; and W», respectively. Finding
v € Wi N W is equivalent to find non-zero x € Fg’l, y € Fg”’l such that Bjx = By,
or to find the nullspace of (B | —B>). In particular, the dimension of Wi N W is equal
to ({ —2) —rank(B| | —B>). Since B| and B> are both full-rank matrices of dimensions
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@—1)x(r—1)and (£ —1) x ({ —r — 1), we obtain
Pr[dim(W; N W3) = 0] = Pr[rank(B, | —B3) = £ — 2]

A e FY 2D rank(A) = £ — 2}

T A e FUED  ank(a) = — 2

1
HA e FS D rank4) = € —r — 1))

_ Miso@ ™" - q"> M@ —dh
M=o —aH Tz 2@ =) TTizo@ " —4)

Therefore, setting £ = n? and r = n, the probability of FAIL3 is bounded by

PrFAIL3] < (1 — Pr[dim(W; N W) = 0])Pr [M(,, Lc-e ] 4 Pr [M(,, —c. el]

2_3 _ ;

M @ —q) 1 1 )

il n—2, n2_1 i - n—1 + n—1 :O(l/q )
l_[,-=0 (q —-q") q q

If FAIL3 does not occur, let_FAIL4 be the event that V' is empty, i.e. the event tl_1at the subset
of invertible matrices in W NV is empty. Following the previous heuristic, W NV is arandom

. 2 . . . . . . .
linear subspace of Iy~ having dimension 1. V' is empty if and only if W NV is generated
by a singular matrix in FZX”, and two invertible matrices generate the same subspace only if

they are linearly dependent as vectors in IFZZ. Therefore, the probability of FAIL4 is given by

Pr[FAIL4] =1 —

GLu@I/q =D T4 ~4)
1

= =0 (1 .
(U UCF2 dimU = 1) " — o

Using the union bound, we get that the overall probability of failure is
Pr[FAIL] < Pr[FAIL;] + Pr[FAILy] + Pr[FAIL3] + Pr[FAILy] = O (1/q) .

Computational Complexity. Computing CF involves two main steps: inverting an n X n matrix
and solving a unique linear system with n? equations and n”> unknowns. The latter step
dominates the computational complexity, requiring O (n6) operations. The third phase of
CF calculation involves testing increasing columns ¢ € IF; until we find one where the first
column of B~' M j” B equals c. Here, B is in the nullspace V determined in the second step.
For any ¢, the nullspace W, of the map X A:lan(l) — Xc has dimension n> — n. We
continue testing different ¢ values until dim VN W > 0. The expected number of columns to
evaluateis 1/(1—Pr [dim(V N W) = 0]). Using similar logic as in the Pr [FAIL3] calculation,
we find:

{A € FZ " | rank(A) = n?)|
{A € """ | rank(A) = n? — n}|

21

[T @ -dh=1-00/0).

i=n2—n

Pr[dim(V N W,) =0] =

For each ¢, we must solve a linear system with n? equations and n? variables. Therefore, the
overall computational complexity of CF is O (qné). O
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Unfortunately, this canonical form, even if it can be computed in expected polynomial
time, is not efficient for practical applications. Observe that the most burdensome task is
given by step 3 of the computation of CF,,. ... To overcome this limitation, we can slightly
modify the Sigma protocol by including additional information in the response to quickly
identify a specific class representative using the framework described in Sect. 3.3.

Consider the standard Sigma protocol for a cryptographic group action. The commitment
is the element CF~ . c (h2%~yeps [XI~yeps) fOr a random hy € G,. When computing the
canonical form, we modify step 3: instead of finding the minimal column, the signer selects a
column and includes this choice in the response. This allows the verifier to efficiently compute
the same representative by constraining the specified column in step 3. This modification
results in more efficient signing and verification processes, making the signature scheme
feasible in practice.

Definition11 Let M = [M | My | ... | My] € IFZX”" and let b € Fy U {1}, with
M; € Fy*", the canonical form with designated representative (with failure) DF~,,.,s on
input M and additional info b is computed as follows:

(1) Letl < j < kbethe smallest index for which the jth block M ; is invertible and compute
M=M ;1 M . If an invertible block does not exist, the procedure fails and returns L.

(2) Let j/ = j 4+ 1 (mod k). Find the solution set V of invertible matrices B € GL,(q)
such that B~'M j»B is equal to the circulant matrix circ(e,) on the first # — 1 columns.
If the solution set is empty, the procedure fails and returns L.

(3) Let j/ = j +2 (mod k). If b = &, randomly sample B <—s V. Otherwise, find the
unique solution B € V such that B~'M B =b.

(4) Finally, return DF ., (M) = (M ;B)"'M (I; ® B).

The designator map p takes as input M, define j and j” as in the computation of DF -,
and returns the first column of M ]TIM -

Proposition 3 The map DF .. together with p of Definition 11 is a canonical form with des-
ignated representative for the relation ~eps. For a random input M € F;X”k, DF < \eps (M)

fails with probability O (1/q3). If DF,,cps does not fail, the execution time is O (n6).

Proof In the rest of the proof we will denote DF ... with DF.

The proof is essentially the same as that of Proposition 2, with the following exceptions
in the calculation of the probability of failure. Let M = [M | M> | ... | M] € IFZX"",
M; e IFZX” andleth e IFZ U{e}. For simplicity, we consider only the case where b = ¢, since
otherwise the probability of failure is O if b is chosen as the output of the designator map p or
1 otherwise. The events FAIL; and FAIL; are defined as in the proof of Proposition 2, and their
respective probabilities are given by O (1/¢™) and O (1 /q3). Let V be the solution space of
invertible matrices B € GL,(g) such that B~'M j+B as computed in the aforementioned
proof. If FAIL; does not occur, V is not empty and a random solution B is sampled in step
3. Therefore, the events FAIL; and FAIL4 considered for the standard canonical form cannot
occur, and the overall probability of failure is

Pr[FAIL] < Pr[FAIL;] + Pr[FAIL,] = O (1/4°).

Moreover, since B is chosen among the set of possible solutions, computing DF only
requires solving a single linear system with n” equations and n> unknowns. Therefore, the
computational complexity of DF is O (n6). O
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Table 1 Signature sizes (in bytes) for MEDS

Parameter set Security level Specs This work Gain (%)
MEDS-13220 [12] I 12,976 7548 42.1
MEDS-69497 [12] 111 54,736 29,820 45.6
MEDS-167717 [12] \Y 165,332 86,477 47.7

Concerning the version of MEDS using the action of GL, (¢) x GL,,(q) from [13], our
proposal allows to reduce the size of the signature of about 45% for the last version of the
parameter sets given in [12], as reported in Table 1. The gain in the signature dimensions
comes at the cost of running the canonical form algorithm both in the signing and verification
phases.

Recently, the MEDS team announced an updated parameters set [22], which takes into
account the recent attack from EUROCRYPT 2024 [23]. These new parameters are tailored
to exploit the new optimisation techniques from [14] to achieve even better signature size
than the previous MEDS specifications. A naive application of such optimisation leads to
a computational complexity (for both the signing and the verifying algorithms) of O(n°).
However, in [14], the authors show how to cleverly choose some matrices of the scheme to
achieve a complexity of O(n3), asymptotically equal to the one of the base protocol. Possible
combinations of these techniques with our framework are left to future work.

4.2 Linear code equivalence

LESS is a digital signature scheme based on the equivalence of linear codes, which can be
described in the framework of group actions. For 1 < k < n, let IF";X" be the linear space of
k x n matrices over IF,. Let Mon(n, g) be the group of n x n monomial matrices over IF,.
We consider the group action » described in Definition 4 of G = GL(q) x Mon(n, ¢) on
X c IF‘];X”, the set of all full rank k x n matrices over F,,.

Itis well known that Mon(n, ¢) is isomorphic to the semidirect product S, x (F7)", where
(IF:;)" is isomorphic to the group of non-singular n x n diagonal matrices. Hence, the group
G can then be factorised as G = GL(g) X (S, X (IE‘;)”). Observe that G is isomorphic
to (GLk(g) x (IF;’;)”) x S, and we can apply the framework from Sect.3 by defining the
following relation on X x X:

M ~gss M < 3(L, D) € GLi(q) x (]FZ)” st.M =LMD = (L, D), 1,)xM.

To show that the induced group action (S,, X~ ., *~ ) can be efficiently computed,
we introduce the following canonical form (with failure) for ~gss.

Definition12 Let M ¢ X C F’;X", the canonical form (with failure) CF. . on M is
computed as follows:

(1) Compute the Reduced Row-Echelon Form (RREF) of M.

(2) Letl < j < nbe the smallest index for which the jthcolumn M ; = (M, j, ..., Mk,j)T
of RREF(M) has only non-zero elements. If a column Of this form does not exist, the
procedure fails and returns L. Compute D, = diag(M| / M _]) e Fixk,

(3) Foreach 1 < j < n, consider the jth column of D, RREF(M) If the jth column is
non-zero, let b; be its first non-zero element, otherwise let b; = 1. Compute D, =
diag(by ', ... by 1) e FRXm.
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(4) The canonical form of M is computed as CF+ (M) = D, RREF(M)D..

Observe that the algorithm for CF~ ... fixes the moving element from G to its canonical
form. This means that the map CFiLESS can be defined accordingly.

In the following, we analyze the failure probability and the computational complexity of
the above canonical form. To this end, we rely on the following heuristic, which is well-
accepted in both coding theory and code-based cryptography.

Heuristic3 Let G € IF‘];X" be a k x n full rank matrix over Fy. For any set J C {1,...,n}
of length k, we heuristically assume that Gy is a k X k matrix sampled according to the
uniform distribution over F ;. Similarly, we assume that G\ is a k x n — k matrix sampled
according to the uniform distribution over IF.

Proposition 4 The map CF~ . of Definition 12 is a canonical form for the relation ~|gss.
For a random input M € X C IF';X”, CF~ s (M) fails with probability

(--)"

If CF (s does not fail, the execution time is O (n3)

Proof Let use denote CF~ ., with CF. We first prove that CF is a canonical form according to
Definition 7. Let G € X C F’;X” and suppose CF(G) # L, then CF(G) = D, RREF(G)D,
for some D, € (IE‘;)", D. € (IFZ)”. RREF(G) is computed as G;IG, where G is the
submatrix of G with columns indexed by the set J C {1,...,n} of the first k linearly
independent columns in G. Then CF(G) = (DrGyl)GDc where (DrG;I) € GLg(g) and
D, e (]F;)”, which implies CF(G) ~gss G.

Let G ~|gss G’ and suppose that G can be put in systematic form, i.e. RREF(G) = [I; |
A], where A = G;lG[,,]\J. Notice that it is always possible to put G in systematic form
by applying a column permutation on RREF(G). Moreover, since the set of the first k linear
independent columns is the same for G and G’, the columns permutation coincides and we
can write RREF(G’) = [I; | B], where B = (G’J)_1 Ginj\j. Let CF’ be the canonical form

induced by CF on the following relation ~' on F];X(n_k) X ng(n_k):

X~Y < 3T € F)*, ReF))" " suchthatyY = TXR.

CF’ is implicitly defined by CF(G) = [I | CF’(G;IG[,L]\J)]. Since G ~|gss G', there exists
L € GLi(¢q) and D € (F})" such that G’ = LGD. It follows that

’r_ _ D, 0
G =LGD =L[G, | G J] < 0 Dn—k)
=[LG;D; | LGypyDy—i].
Moving to the systematic form we obtain
RREF(G') = (It | D' G Gy s Dk
=[x | Dy 'AD, ] = [Ix | BI.

Therefore, A ~' B. To conclude, it is enough to prove that CF'(A) = CF/(B). Let1 < j <

n — k be the first column of A with all non-zero elements. Let D, = diag(Af}, R A;;)
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and compute A = D, A. Let A_,-j, ;j be the first non-zero element of the jth column in A. Let
D, =diag(A; ..., A" ), then CF'(A) = D,AD, = AD,. Write B = T AR, with
T € (FZ)", R e (IFZ;)”_" having on their diagonals the elements #1, ..., #% and ry, ..., rp—g,
respectively. Since both T and R are non-singular diagonal matrices, the first column of B
with all non-zero elements coincides with that of A. Therefore

D) =diag(By |}, ..., Bi }) = diag((n A1 jrp) ™", .., (kAw jr)™h)
=r;'D,T7".
Let B = D, B, then
B=r;'D,T"'AR=r;'AR.

Again, since R is a non-singular diagonal matrix, the first non-zero element of each column
in B coincides with those of A. Therefore

D, =diag(B; . ..., B; ' o) =diag(; A i) 07 A i)™

i, 1’
=R'D.r;.
Finally, we obtain

CF'(B) = D;BD, =r;'ARR™'D.rj = AD. = CF/(A).

Failure Probability. Let G € X C IE";X" and suppose that G can be put in systematic
form. Since G has full rank, such a transformation is always achievable through column
permutation applied to RREF(G). Specifically, we can write RREF(G) = [Ix | A] - P, for
some permutation matrix P. The computation of CF fails on step 2 if each column of A has
a zero entry. According to Heuristic 3, A is a k x n — k random matrix over IF;. Then, for
each column, the probability of having a zero entry is 1 — (1 — 1/q)¥, therefore

1 K\ n—k
Pr[FAIL] = (1 - (1 - 7> ) .
q

Computational Complexity. Computing CF requires computation of RREF over G and mul-
tiplication by two diagonal matrices. The computational cost is dominated by the RREF
operation, which runs in O (n3) O

The first versions of LESS [3] implicitly use the framework with canonical form by
working with the RREF of elements in X. Compared to this basic form, in our version,
the response size changes from n([log, n] 4 [log,(¢ — 1)7) bits, required to represent an
element of Mon(n, ¢), to n[log, n], required for an element of S,,. However, the version of
LESS submitted to NIST includes the Information Set-LEP variant introduced in [25]. With
this variant, the commitment generation and the verification procedure are modified so that
it is possible to reduce the response size to k([log, n] + [log,(g — 1)1) bits. Moreover, in
[15] has been recently presented a new notion of equivalence for codes and proved that it
reduces to linear equivalence. This leads to an even more significant reduction in the size of
responses. This last variant can partially be framed within our framework. In particular, let H
be a subgroup of G and S be a subset of G such that e € §, and suppose that for each g € G
there exist unique elements 7 € H, s € S such that g = hs. Then, as in Sect. 3, we can take
the relation ~gss on X x X induced by H and consider the quotient space X ... However,
we cannot define a new group action restricted to S since it is not a group. On the other hand,
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Table 2 Signature sizes (in bytes) for LESS

Parameter set Security level LEP IS-LEP [25] CF-LEP [15] This work
LESS-1b I 15,726 8646 2496 9096
LESS-3b 11 30,408 17,208 5658 18,858
LESS-5b v 53,896 30,616 10,056 34,696

if we know a canonical form CF. . for ~gss, this is enough to define a Sigma protocol
based on the original group action, where responses are computed as the factor in S of the
considered element in G. This requires the definition of a new security assumption based on
a variant of the original problem where the action is taken on X -, via the canonical form.!
See Table 2 for a comparison.

Remark 2 Conversely, our canonical form for LESS can also be partially described in the
context of [15]. In fact, the authors describe multiple canonical forms with respect to different
choices of F € ﬁ(k,q) x S x D(n — k, q) X S,—k, where D(Z, q) € {{I;}, (IF‘;)Z} and
S € {{Iy}, S¢}. Our factorization (GLy (q) x (FZ)”) X S, can be viewed as the case where

F = (@F W, @), ).
Unlike the cases discussed in [15], our factorisation preserves the group structure.

Further details on the extension of Sect. 3 to a generic factorisation involving a subset of
G are given in “Appendix”.

Appendix: Additional group factorisations

In Sect.4.2 we briefly discussed the work of [15] for LESS, partially framing it within our
framework. In this section, we first show that generalization attempts that preserve a well-
defined map in the quotient reduce to the semi-direct product of subgroups. Then, we describe
a modified Sigma-protocol that more accurately reflects the construction of [15], although
this approach loses the group action structure.

Quotient Group Action.

Here, we show that a more general group factorisation occurs in a semidirect product of
subgroups if we want to preserve the well-definition of the action on the quotient space.

Suppose that the group action (G, X, *) is free” and suppose that we can write G = H S,
such that any g € G can be uniquely decomposed as g = hs, with h € H,s € S. Without
further initial assumptions on A and S, define the following relation on X x X induced by
H:

x~y <= Jh e H suchthaty = hxx.

It is easy to see that ~ is an equivalence relation if and only if H is a group.

1 In the context of LEP, the authors of [15] refer to this variant as Canonical Form-LEP.

2 For most cryptographic relevant parameters sets this is a common assumption, see [4, 6, 13].
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h ' :
Base eleM Public Key
1
o N o CF CompreSS(hg ) — Y
- J -

8

Private Key

Fig. 4 High-level description of the group action modified Sigma-protocol based on canonical forms from
(25]

Instead of requiring that the map
*~: S X X — X, sk~[x]~ = [sxx]~

is an action of § on X~ *~, we can ease the assumption requiring that it is just a one-
way map. Furthermore, we must further require that the above map is well-defined. For
any h € H,s € S, suppose that there exists (s, n) € H and B(s,h) € S such that
sh = a(s, h)B(s, h)>. To show that the action of x~ is well-defined, we need to prove that
s*~[x]~ = sx~[y]~, forany s € S and x ~ y. Let h € H such that hxx =y, then

sk~ [V]~ = [sxy]~ = [shxx]~ = [a(s, h)B(s, h)*x]~.

Therefore, sx~[x]~ = sx~[y]~ if and only if there exists h € H such Ehat hsxx =
(s, h)B(s, h)*xx. Since the action is free, it follows that oz(sJ h)B(s,h) = hs, i.e. sh
a(s, h)s forany h € H, s € S. This implies that, forany g = hs € Gand h € H,

sps—l _ 7 apa—l -1
ghg™ =hshs™ h™ € H,
€H

so that H is normal in G, and since S = G/H, we have that S is a subgroupand G = H x S
is a semi-direct product. Therefore, we end up in the description of Sect. 3.

Modified Sigma-Protocol.

In [25], the authors consider the group factorisation G = H S, where H is a subgroup and
S is a set. The previous analysis shows that in this setting it is still possible to consider the
quotient space X~ induced by the action of H, but a restriction of the map  on S is not well-
defined. Nonetheless, we can consider a modified Sigma protocol for R which resembles
the original protocol for group actions, but that still manages to reduce communication costs
through the use of a canonical form on X ~. The protocol employs a function Compress that
takes as input a group element g = As and returns its partial decomposition s € S.

Protocol 4 Let (G, X, x) be a group action such that G = H S and let CF be a canonical form
for the relation induced by H. In the following protocol, the Prover and the Verifier have a
statement (xo, x1) € X x X, while the Prover knows a witness g € G such that gxxy = x1.

(1) P1((x0, x1), g): picks at random an element g € G and sends to the Verifier com <«
CF(g*xo) as a commitment.

3 Notice that, the existence of the maps «: S x H — H and B: S x H — § induced by the group
decomposition, is equivalent to saying that G is an internal Zappa—Szép product of H and S [29].
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(2) Vi((xg, x1), com): generate a random challenge ch € {0, 1} and sends it to the Prover.

(3) P2((x0,x1), g, com,ch): if ch = 0 set rsp <« g, otherwise they set rsp <
Compress(gg~") and send it to the Verifier.

(4) Va((xo, x1), com, ch, rsp): checks that CF(rspxxcn) = com. If the check succeeds, then
accept; otherwise reject.

A graphical description of the protocol is shown in Fig. 4.

Notice that, when the challenge is 1, the Prover only reveals an element of S. The response
maps y to an element in the same equivalence class of cmt and can be verified using a canonical
form.

Completeness and zero-knowledge are immediate and are thus omitted. In the following,
we instead focus on special soundness. In particular, we show that Protocol 4 is a proof of
knowledge for solutions of the following problem.

Definition 13 ([25]) Given a group action (G, X, «) such that G = HS and a canonical
form CF for the relation induced by H, the Canonical Form Group Action Inverse Problem
(CF-GAIP,) takes as input a pair of elements x and y in X and asks to find s, s" in § such
that CF(s%x) = CF(s'xy), if any.

Proposition 5 Protocol 4 is 2-special-sound.

Proof Let (com, 0, rspy) and (com, 1, rsp;) be two accepting transcripts. Notice that rsp, €
G and rsp; € S, and we can write rspy = hoso so that Compress(rsp,y) = so. It follows that

CF(rsp;*x1) = com = CF(rspg*xo) = CF(so*x0).

Therefore sg, rsp; is a solution for CF-GAIP, on input (xp, x1). O
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