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Luigi Gianpio Di Maggio

Dipartimento di Ingegneria Meccanica e Aerospaziale (DIMEAS), Politecnico di Torino, Corso Duca Degli
Abruzzi 24, 10129 Torino, Italy; luigi.dimaggio@polito.it

Abstract

Recent advances in Large Language Models (LLMs) enable agentic systems that combine
perception, reasoning, and action across the enitre Predictive Maintenance (PdM) lifecycle,
including machine fault diagnosis. However, the literature on LLM-driven agents for
PdM remains fragmented and lacks a unified view on contemporary frameworks such as
Model Context Procotol. This paper reviews discriminative, generative, and LLM-based
approaches for PdM and consolidates fragmented evidence on LLM-driven AI agents.
Namely, it introduces agentic AI concepts for PdM and develops an analysis of potential
applications, challenges, and risks in light of agency theory, while mapping drivers and
barriers to adoption based on recent evidence from industry analysis. Findings indicate
near-term value for information and decision-support agents, while higher autonomy
needs stronger governance, benchmarks, and safety evidence.

Keywords: predictive maintenance; prognostics and health management; AI agents; model
context protocol; large language models; fault diagnosis; condition monitoring; industrial
internet of things

1. Introduction
Predictive maintenance (PdM) plays a key role to anticipating failures and planning

interventions based on the actual condition of assets, with the aim of reducing costs and
increasing plant efficiency and availability [1,2]. This approach is particularly crucial for
rotating machines, which support the operations of different manufacturing sectors. The
evolution of the Industrial Internet of Things (IIoT) has made continuous streams of sensory
and operating data available [3,4], enabling the use of machine learning techniques for
condition monitoring [5], fault diagnosis [6], and RUL estimation [2,7]. In this context,
rolling bearings are often the most informative observation nodes in rotating machinery,
as highlighted by recent research, for example in the case of machine learning applied
to bearing diagnosis [8,9] , modeling and simulation [10,11] and the translation of these
analyses into domains other than those of laboratory [12].

Over the past decade, discriminative statistical learning [13,14] and deep learning
techniques, such as Convolutional Neural Networks (CNNs) [15,16], Recurrent Neural
Networks (RNNs) [17,18], hybrid approaches, and physics-informed models [19], have
achieved significant results in the processing of vibrational and multivariate signals and
transformer architectures have expanded the ability to capture long-range dependencies in
operating data [20,21]. However, critical issues remain in terms of transferability between
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different operating conditions and machinery, strong dependence on data availability, and
limited interpretability [15].

In recent years, Generative AI has opened new opportunities for PdM, while also
helping to mitigate some of the limitations of machine learning methods. Generative
models such as Generative Adversarial Networks (GANs) [22], Variational Autoencoders
(VAEs), and diffusion models [23] enabled data augmentation, mitigating the scarcity of
failure examples and improving anomaly detection capabilities.

More recently, Large Language Models (LLMs) [24,25] have demonstrated advanced
capabilities in language modeling and generalization tasks, including few-shot scenar-
ios [26]. By virtue of these properties, they potentially enable functions useful to PdM such
as consultation and explanation in natural language, integration of knowledge bases via
Retrieval Augemented Generation (RAG) [27], and automation of technical documents,
with early evidence of operational benefits in real-world contexts [4,28].

However, the orchestration of heterogeneous tools, permission management, and
ensuring robustness with respect to out-of-distribution OOD data require an architecture
that goes beyond isolated algorithms. This results in a structural gap in the literature
because, since rapid advances in LLM-based agents in other domains, the literature on
autonomous agents for PdM is fragmented, lacks shared benchmarks, and does not offer a
unified architectural vision calibrated to industrial maintenance workflows. At the same
time, the adoption of agentic systems raises questions of governance and alignment that
are largely unexplored in PdM [29,30]. Filling this gap is timely and necessary to translate
model-level advances into reliable and auditable PdM solutions.

This work offers four contributions:

1. it includes a summary of the state of the art on the use of AI in PdM, divided into
discriminative approaches, Generative AI, and emerging LLM-based applications;

2. it introduces for the first time in this context the definition of an architectural frame-
work for AI agents in PdM integrating current and state-of-the-art technologies such
as Model Context Protocol (MCP);

3. it provides an analysis of potential applications with an assessment of possible risks
and mitigation in light of the literature on agentic systems governance [29];

4. it proposes a discussion of the drivers and barriers to real adoption, informed by
economic impact evidence and recent reports on the use and adoption of AI and Gen-
erative AI in companies [31], with practical implications for a roadmap for progressive
introduction.

The rest of the article is organized as follows: Section 2 reviews the current state of the
art in discriminative, generative, and LLM-based AI approaches for PdM and diagnostics;
Section 3 presents a detailed analysis of state-of-the-art agent architectures; Section 4
discusses potential use cases, risks, and mitigation; Section 5 analyzes current drivers
and barriers to real adoption, Section 6 provides hypotheses on future perspectives and
roadmaps, whereas Section 7 provides conclusions.

2. State of the Art
Most of the literature currently investigating AI, machine learning [6], and deep

learning methods [15,32,33] for PdM, condition monitroing [5] and fault diagnosis focuses
primarily on analyzing fault detection and RUL estimation [2,7] using data-driven ap-
proaches. For this reason, it is first introduced the status of these discriminative approaches,
aimed at identifying the health status of mechanical components and systems in a fairly
deterministic manner, before introducing the topic of generative AI and agentic systems.
Although these latter have found little space in the literature to date, these approaches are
identified as trends of interest with particularly high potential in industrial setting.
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2.1. Discriminative AI for Predictive Maintenance

Modern PdM systems use Industrial IIoT infrastructure for the mass collection of
sensory data, including vibration signals, temperatures, pressures, and electrical quantities.
This data-driven approach enables real-time monitoring of operating conditions and more
accurate fault prediction, which is particularly relevant for rotating machines that form the
backbone of many plants.

The role of artificial intelligence and machine learning techniques in the maintenance
of rotating machines is central to key industrial sectors such as manufacturing, oil & gas,
automotive, aerospace. Unexpected failures of these assets can have serious consequences
such as prolonged production downtime, safety risks, and significant economic losses.

CNNs [15] have established themselves as the benchmark architecture for fault diag-
nosis in rotating machines thanks to their effectiveness in processing vibration signals and
automatically extracting spatial features [34,35]. Fuzzy fusion approaches that combine
multiple CNNs models fed by different signal representations (e.g., frequency domain or
time-frequency domain transforms) have shown superior performance, particularly in bear-
ing anomaly detection [34]. Also, CNNs variants optimized at the hyperparameter level by
means of with Bayesian techniques have achieved impressive accuracies [35] in classifying
defects on rotating machine test benches.The spread of CNN-based methods is partly due
to their intrinsic ability to work end-to-end without requiring manual feature extraction.
Examples of improved performance are found in the field of electric machines [36].

RNNs, and in particular Long Short-Term Memory (LSTM), excel at modeling the
temporal dependencies typical of multivariate sensory data [17,18]. These models are
particularly well suited to both predicting RUL and recognizing sequential failure patterns.
Hybrid CNN–RNN architectures that combine local feature extraction and long-range dy-
namic modeling have demonstrated overall superior performance in PdM applications [17].
LSTM networks are then proposed for modeling temporal dependencies in data, making
them suitable for studying the evolution of equipment failures over time [37]. How-
ever, challenges remain in handling very long sequences and computational complexity
for real-time applications. Differently, transformer architectures [20] capture long-range
dependencies without the limitations of recurrent networks by exploiting self-attention
mechanisms [21,38]. In particular, hybrid CNN–Transformer models [39] have reported
very high average accuracies across multiple operating conditions, confirming the ability
of attention to enhance time–frequency or directly sequential representations in complex
diagnostic tasks.

Despite the increase in deep learning-related research work, traditional machine
learning algorithms continue to play a significant role in PdM, especially in contexts with
limited data or when interpretability is essential. Support Vector Machines (SVM) [14]
remain effective in fault classification tasks, especially when combined with adequate
feature extraction [13,40]. They are particularly useful when datasets are small and when,
in industrial settings, it is important to be able to interpret the decision boundary.

Ensemble methods, such as Random Forest and Gradient Boosting, offer robust per-
formance across a wide range of fault diagnoses [41]. They also provide good readability
through feature importance ranking and, in scenarios with little data, tend to be less
prone to overfitting than deep learning approaches [41]. Fast training times are achievable
through these approaches [9].

In the context of PdM, transfer learning [42] is crucial because it allows knowledge
learned in source domains to be reused to improve performance in target domains where
data is scarce or distributed differently. In this direction, He et al. [43] proposes a diag-
nosis that combines GANs and transfer learning to extract transferable features between
conditions, Guo et al. [44] introduce a deep convolutional transfer learning network with
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two modules for domain adaptation that drives the network to learn invariant features.
Yang et al. [12] address the lab-to-field gap by proposing the Feature-based Transfer Neu-
ral Network for extracting transferable features from vibration data of bearings in the
laboratory and in actual operation.

A growing line of research explores hybrid architectures that combine the strengths
of different techniques, along with multi-modal strategies that use vibrational, thermal,
and electrical signals for a more comprehensive diagnosis. In this context, the integration
of Physics-Informed Neural Networks (PINN) with data-driven methods represents a
promising trend [19], since by incorporating physical knowledge into learning algorithms,
it can improve generalization capabilities and reduce the amount of data required. Shen
et al. [45] propose a physics-informed deep learning approach that combines a threshold
model with a CNN and a loss function that incorporates these constraints, validated on ex-
perimental data. Qin et al. [46] address sample imbalance in bearings with data generation
based on digital twins and inverse PINNs, estimating physical dynamic parameters and
synthesizing multi-condition fault signals that improve cross-working-condition diagnosis.
Ni et al. [47] introduce a physics-informed residual network demonstrating superiority
under non-stationary regimes. Lu et al. [48] present a physics-informed feature weight-
ing method that extracts features robust to speed variation and Jia et al. [49] propose a
physics-informed unsupervised domain adaptation framework resulting in more robust
cross-machine diagnostic models.

In the field of few-shot learning for rotating machinery, Yu et al. [50] introduced
a prototypical network with a multiscale wavelet module, Zhang et al. [51] propose a
framework for bearing diagnosis which, with few examples, learns to recognize new failure
scenarios and in case studies on artificial faults, it achieves improved accuracy compared to
a Siamese network and shows good robustness even on real damage. Chang and Lin [52]
present meta-learning method with adaptive learning rates and revised loss functions on
two bearing datasets.

Some critical issues relating to training are also analyzed by means of Federated
learning [53,54] which is aimed at training models in a distributed manner without sharing
sensitive data. Federated approaches for fault diagnosis have been recently proposed by
Ma et al. [55] and Zhang et al. [56].

The main critical issues concern the quality of training data, which is often limited [51]
and unbalanced [22], resulting in a decline in performance on OOD data and the need to
resort to unsupervised strategies [49,57], self-supervised anomaly detection [58] and deep
learning unsupervised approaches [1]. To mitigate the risk of unreliable decisions in the
presence of distribution shift, deep ensemble approaches estimate uncertainty and imple-
ment OOD data detection with threshold criteria, improving the reliability of diagnosis
on unseen samples [59]. Also, Bayesian frameworks for diagnosis separate random uncer-
tainty from epistemic uncertainty, enabling the recognition of OOD inputs and reducing
erroneous decisions in the absence of explicit signals [60]. The scarcity of high-quality,
standardized public datasets hinders reproducibility and makes it difficult to verify indus-
trial transferability. There are also persistent problems of adaptation between different
machines, sites, or operating conditions, while the poor interpretability [61,62] of black
box machine learning models reduces operator confidence and slows adoption in critical
production contexts. The framework for this summary analysis is shown in the Table 1.
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Table 1. Discriminative AI for predictive maintenance and fault diagnosis.

Topic Capabilities Sources

CNN-based diagnosis • End-to-end spatial feature extraction on vibration
• Fuzzy fusion of multiple CNNs (time, frequency,

time–frequency)
• Bayesian-optimized CNN variants
• Improved performances in electric machines

[15,34–36]

RNN, LSTM and CNN–RNN hybrids • Temporal dependency modeling for RUL and
sequential patterns

• CNN–RNN hybrids couple local features and
long-range dynamics

• LSTM suited to equipment evolution over time
• Challenges with very long sequences and

real-time computational cost

[17,18,37]

Transformers and CNN–Transformer hybrids • Self-attention captures long-range dependencies
without recurrence limits

• Hybrid CNN–Transformer models achieve high
accuracies across operating conditions

[20,21,38,39]

Traditional ML, SVM • Effective with proper feature extraction
• Useful with small datasets and interpretable

decision boundaries in industrial settings

[13,14,40]

Traditional ML, Ensembles • Random Forest and Gradient Boosting robust
across diagnoses

• Feature-importance interpretability
• Less overfitting with limited data
• Fast training achievable

[9,41]

Transfer learning for domain shift • Reusing knowledge across machines/conditions
with scarce data

• GAN used for domain adaptation
• Deep convolutional transfer with domain

adaptation
• Lab-to-field transferable features

[12,42–44]

Physics-informed and hybrid approaches • PINNs/CNNs with physics constraints improve
generalization and data efficiency

• Digital Twin and inverse PINN for synthetic fault
signals (cross-condition diagnosis)

• Physics-informed feature weighting robust to
speed variation

• Physics-informed models for cross-machine
robustness

[19,45–49]

Few-shot and meta-learning • Multiscale wavelet prototypical network (few-shot,
cross-component)

• Model-agnostic Meta-learning few-shot for
bearings

• Meta-learning with adaptive learning rates and
improved losses

[50–52]

Federated learning in PdM • Distributed training without sharing sensitive data
• Recent FL approaches for fault diagnosis across

machines

[53–56]

Key challenges (data and interpretability) • Limited or imbalanced training data;
generalization

• Need for unsupervised/self-supervised anomaly
detection

• Lack of standardized public datasets
(reproducibility)

• Domain adaptation hurdles across
machines/conditions

• Black-box interpretability slows adoption in
critical operations

[1,22,49,51,57,58,61,62]
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2.2. Generative AI for Predictive Maintenance

The existing literature on Generative AI for PdM is mainly focused on the development
and application of models based on GANs, VAEs, Diffusion Models, and transformer-
based architectures [4,23,63,64]. Specifically, the integration of this kind of generative
AI has fostered the use of virtual replicas that can simulate various failure scenarios,
improve anomaly detection capabilities, and generate synthetic datasets to address data
scarcity challenges in industrial environments [65]. Generally, this approach enables
real-time simulation, data augmentation, and improved fault diagnosis accuracy across
manufacturing, energy, healthcare, and transportation sectors [4,23].

The problem of limited data availability, especially with regard to damage data, is
addressed in particular by generating synthetic data that can compensate for the absence
of real and experimental data [66]. Examples of this type are mainly available in the
field of bearing diagnosis [22,65,67–70], given the presence of benchmark datasets in the
literature [8,71], but also in other fields such as ship machinery monitoring [72], where
recent advances including GAN-based systems integrate Failure Mode and Effect Analysis
(FMEA) methodologies to provide comprehensive frameworks for both failure detection
and prescriptive maintenance recommendations [73,74].

VAE are also effective as they learn compressed representations of normal conditions
and identify deviations indicative of anomalies, enabling early detection and unsupervised
diagnosis. The use of VAEs, on the other hand, has proven to be effective in federated learn-
ing [75,76] applications by drastically reducing communication overhead [54]. Similarly,
diffusion models have shown in recent studies [77] the possibility of generating synthetic
data from installed systems that have not yet experienced failure. Some application of
diffusion models [78] have been directed toward increasing the explainability [62] of fault
diagnosis models.

Transformer architectures [20] represent the most recent evolution in the field of
generative AI and LLMs [25] are built relying on such architectures. Generic transformer
architectures are also used for deep reinforcement learning aimed at predicting RUL [79].
Then, foundation models and LLMs are emerging as enabling technologies in the domain of
PdM as well. For instance, a first attempt to build a foundation models for fault diagnosis
by leveraging self-supervised learning and generative pre-trained transformers has been
recently proposed by Wang et al. [80].

2.3. LLMs and AI Agents for Predictive Maintenance

Pre-trained generative models specific to rotating machines have shown promising
accuracy in diagnostic tasks and significant results in multi-class one-shot scenarios, sug-
gesting the possibility of generalizing across datasets that are heterogeneous in terms of
signal characteristics and operating conditions [80]. LLM and transformer-based archi-
tecture applications, include the ability to generate FMEA documents using LLMs with
foundational models capable of generating most of the key content [81]. Deep generative
models such as LLMs have also been proposed to provide explanations in natural language
by using RAG [23,82]. The report proposed by Reddicharla and Ali [28] found a 20%
increase in operational productivity after adopting LLM-basesd solutions in the field of oil
& gas industry. Namely, maintenance and operations engineers could receive guidance on
the most appropriate steps to take to identify the root cause, drawing on manuals, previous
events, and current performance and enabling LLMs them to explore intervention logs
with generative support to resolve operational issues more quickly. In the same direction,
MaintAGT [83] has been proposed as a multimodal model that employs a specialized LLM
and a multimodal module with Chain-of-Thought (CoT) [84] for diagnosis, trained on liter-
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ature, manuals, and standards. The model outperforms generalist LLMs and approaching
an ISO Level III analyst.

The application of LLMs for fault diagnosis and maintenance prescriptions and rec-
ommendations is evidenced by a growing body of literature. Studies related to these
approaches span various applications, including aviation, railways, and rotating machinery,
where certain prescriptive capabilities are highlighted through fine-tuning and prompt
engineering. In the aeronautical field, recent studies [85] use LLMs to analyze telemetry
and propulsion system operating data, extracting diagnostic and maintenance insights
and supporting the identification of anomalies. In the railway sector, Wang and Li [86]
examine the potential applications of LLMs in Prognostics and Health Management (PHM)
processes (knowledge management, condition monitoring), also highlighting their limita-
tions. For rotating machinery, Wang et al. propose RmGPT [80], a token-based generative
model for diagnosis and prognosis that prove to be effective even in few-shot scenarios.
Tao et al. [87] explore the use of LLMs for bearing fault diagnosis in order to improve their
generalization capabilities of diagnosis models, while Qaid et al. [88] present a framework
for adapting LLMs to numerical data for fault diagnosis. From a prescriptive perspective,
He et al. [89] introduce a context-aware approach that combines LLM with tool calling and
RAG, approaching an agent-based paradigm. In the offshore wind sector, an LLM-based
agent has also been proposed to generate safer repair recommendations [90]; in line with
this, Lukens et al. [91] evaluate the performance of LLMs in similar PHM tasks.

LLMs are also integrated with multimodal inputs including sensory signals, text
logs, and images to enhance fault detection and decision-making. Integration with digital
twins, in particular, enables real-time monitoring and PdM, improving interpretability and
reasoning capabilities in complex industrial contexts.

In line with the integration between LLM and digital twin, Sun et al. [92] propose
an LLM-driven multi-agent architecture in which perceptual agents merge multimodal
data and decision-making agents interact with traceable mechanisms. Also the authors
validated th study with an ablation study on a maintenance scenario. Zhang et al. [93]
develop a multimodal expert system for transformers, fine-tuned on visual language
models, capable of real-time monitoring and generating maintenance strategies through
human-machine dialogue. In the railway sector, Ferdousi et al. [94] present DefectTwin, an
multimodal and multi-model pipeline that, integrated into a digital twin, analyzes visible
and unseen defects from images and provides usable responses on consumer devices
with good performance even in zero-shot. On the more general side of fault detection &
diagnosis, Alsaif et al. [95] introduce a framework based on a large multimodal model (GPT-
4-preview), with synthetic data augmentation generated by LLM and particular attention to
safety aspects in industrial scenarios. Focusing on specialized visual language models for
PHM tasks, Kumar et al. [96] propose Diagnostics-LLaVA to interpret images of industrial
equipment and provide recommendations, showing improvements over state-of-the-art
open-source models. To leverage operational knowledge in Computerized Maintenance
Management Systems (CMMS), Bengtsson et al. [97] adopt a hybrid approach combining
language processing, domain ontologies, and LLM to structure the natural language fields
of maintenance logs, enabling near real-time analysis (e.g., detection of recurring faults)
and knowledge sharing across multiple sites. Finally, Wang and Li [98] outline a solution
in which an LLM is enhanced by an industry knowledge base with text embedding and
vector retrieval, achieving more accurate, specific, and relevant responses to real-world
cases than generalist LLMs.

The literature addresses the practical challenges of deploying LLMs in industrial con-
texts, including computational resource constraints, data protection, and integration across
the edge–fog–cloud supply chain. Reference architectures and methodological frameworks
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guide model training, evaluation, and deployment, emphasizing the role of Large Lan-
guage Model Operations (LLMOps) practices and hybrid processing to ensure scalable and
secure applications. In the context of the IoT, Kok et al. [99] outline the roles of LLMs along
the entire edge–fog–cloud chain, highlighting how contextual reasoning enables advanced
decisions and proposing a system model for IoT for condition monitoring and PdM. Mar et
al. [100] introduce a reference architecture for the industrial integration of LLMs covering
data preparation, training, evaluation, deployment, and prompt engineering. On the edge
front, Zheng et al. [101] offer a review of the entire lifecycle of edge LLMs and on-device
applications in personal, enterprise, and industrial scenarios, while Friha et al. [102] sum-
marize LLM and Edge Intelligence architectures, compare optimization techniques for
resource-constrained devices, and analyze vulnerabilities and countermeasures in depth,
as well as principles of responsible development. Finally, focusing on microcontrolled
platforms, Dashdamirli [103] explores LLM applications for real-time control, adaptive
decisions, and sensory integration in industrial automation, discussing key implementation
challenges and possible solutions.

In the field of autonomous industrial control with LLM agents, Vyas and Mer-
cangöz [104] propose an operator–validator–reprompter agent architecture with validation
and re-prompting mechanisms that allow the agent to recover from errors and adapt to
unexpected disturbances. A case study of thermal control on a microcontroller illustrates
its feasibility. Wang et al. [105] develop an automation system based on LLM agents by inte-
grating LangChain [106] for real-time analysis aimed at optimizing lines, improving energy
efficiency, and reducing emissions, outlining an application path in production scenarios.
Xia et al. [107] present an end-to-end framework in which an agent system, structured
prompting, and an event-driven information model feed LLM inference with real-time
events on different semantic levels, enabling production planning and operations control.

The evidence summarized in Table 2 shows the developments in LLM-based systems
for predictive and prescriptive maintenance and agentic systems. However, there are
no structured studies indicating the possibilities offered by autonomous agents, whose
analysis is becoming increasingly in-depth for various fields of application.

Table 2. Overview of LLMs and AI Agents in Predictive Maintenance.

Topic Capabilities Sources

Rotating machinery foundation model • High diagnostic accuracy
• Strong multi-class one-shot performance
• Potential cross-dataset generalization

[80]

FMEA drafting with LLMs • Automatic generation of most key FMEA
content

[81]

Enterprise deployment (oil & gas) • Reported +20% operational productivity
• Root-cause guidance from manuals, past

events, current performance
• Interactive exploration of maintenance logs

[28]

Multimodal agent • Specialized LLM + multimodal module with
CoT

• Trained on literature, manuals, standards
• Outperforms generalist LLMs; near ISO

Level III analyst

[83,84]

Sectoral applications: aeronautics; railways; rotating machinery • Aircraft propulsion diagnostic insights
• Railways: PHM scope and limits
• Rotating machinery, bearing generalization

& numeric-data adaptation

[80,85–88]
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Table 2. Cont.

Topic Capabilities Sources

Context-aware, tool-calling agent (prescriptive) • LLM, tool calling and information retrieval
• Towards agent-based recommendations

[89]

Offshore wind agent; PHM evaluation • LLM-based agent for safer repair recommendations
• Evaluation of LLM performance in PHM tasks

[90,91]

Digital Twin, multimodal agents • LLM-driven multi-agent
• Multimodal expert for transformers
• Digital Twin pipeline with zero-shot on device

[92–94]

Multimodal LLM framework and safety • GPT-4–based framework
• Synthetic augmentation with LLMs
• Safety considerations for industrial deployment

[95]

Specialized vision language models for PHM • Image-based diagnostics and repair recommendations [96]

CMMS knowledge extraction; Information retreval • Structuring free-text maintenance logs
• Near real-time pattern mining
• Vector-based retrieval outperform generalist LLMs

[97,98]

LLMOps and edge–fog–cloud integration • Edge LLM lifecycle (on-device)
• Edge Intelligence architectures & security
• Microcontroller scenarios

[99–103]

Autonomous industrial control with LLM agents • Operator–validator–reprompter architecture
• LangChain integration
• Event-driven, structured prompting for planning

[104–107]

3. From LLM Tools to Agentic Systems: Architectures, Tooling, and MCP
In order to analyze the potential offered by autonomous AI agents in the context of

PdM, it is first necessary to define their structure and provide detailed information on the
current technology stack on which applications can be based. This section describes this
and other aspects.

An AI agent can be defined as a system or program capable of autonomously per-
forming tasks on behalf of a user or another system, planning the workflow and using
available tools to achieve set objectives in a self-determined manner [29,108–110]. Such
agents may include natural language processing [25], problem solving, interaction with
external environments through sensors and actuators and decision-making. Although
the objective is set by humans, the agent autonomously chooses the best actions to take.
According to the recent survey of Xi et al. [108], the historical roots actually stem from the
field of philosophy, where, in a general sense, an agent is defined as an entity endowed
with the capacity to act, while the term agency indicates the exercise or manifestation of
that capacity. In a narrower sense, agency usually refers to the execution of intentional
actions; consequently, the term agent describes entities that possess desires, beliefs, inten-
tions, and the capacity to act. Nowadays, although agents are not yet fully autonomous,
their development is rapidly progressing in this direction [29]. Recent studies [111] have
shown that by integrating techniques such as Monte Carlo Tree Search and self-critique
mechanisms, AI agents can acquire considerable autonomy and advanced reasoning in
complex task environments [112,113].

Over the past two years, LLMs [25,114,115] have demonstrated remarkable emerging
capabilities and gained widespread popularity, with researchers beginning to exploit them
to build AI agents. In particular, LLMs are used as the main component or controller of
these agents, expanding their perceptual and action capabilities through strategies such as
multimodal perception and the use of tools. Thanks to techniques such as CoT [84] and
problem decomposition, LLM-based agents can exhibit reasoning and planning capabilities
comparable to those of symbolic agents. Given the particularly rapid developments in
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the field of LLMs, the agents that are becoming most widespread nowadays are mainly
LLM-based.

Among the main features of agentic systems currently being investigated and devel-
opped, it emerges that an AI agent does not simply respond, but plans the path to follow,
breaking down complex objectives into smaller tasks and coordinating the use of tools
and subcomponents, acquiring information and assessing whether to handle the request
directly or involve a human operator. The AI agent also uses external tools, which today
can consist of databases, Application Programming Interfaces (APIs), or even other agents
to fill information gaps and correct its plan based on the results obtained.

Recent studies further discussed main concerns about AI agents. According to
Kolt [29], AI agents inherit from LLMs already known risks such as hallucinations, bias,
discrimination, production of toxic content, environmental damage, and leakage of sensi-
tive data, but they also introduce new and more serious threats, as they are not limited to
providing instructions but can perform real actions. This increases the potential for damage
from cyber fraud to erroneous financial transactions, to physical damage in robotic systems.
Additional risks include unwanted autonomous capabilities, behaviors emerging from
interactions between agents (e.g., market collusion), and loss of control and transparency
as agent networks become more complex. A central issue is the alignment problem [29,116]
which means that AI agents tend to optimize the objectives assigned to them, but if these
are incomplete or imprecise, they can produce undesirable effects, especially in scenarios
not anticipated by designers. Important aspects are often omitted from the objective and
in these cases, the system may maximize measurable elements while neglecting or even
compromising those that are not measurable or difficult to quantify.

3.1. Architecture of AI Agents

The typical structure of an LLM-based AI agent is based on some fundamental compo-
nents [109,110]:

• the model is the brain of the agent and is typically a LLM capable of understanding
context, planning, reasoning, and making decisions. The model coordinates the
workflow, decides what actions to take, and adapts to any unforeseen events;

• tools are external components, such as APIs, databases, software or hardware services,
which allow data to be acquired, interact with third-party systems, and perform
operations in the digital or physical world. The ability to connect to multiple tools and
use them in sequence is one of the elements that differentiate AI agents from simple
prompt-based language models;

• instructions define how it should behave, what tools it can use, under what conditions
to interrupt an operation, and how to handle exceptions. Clear and comprehensive
instructions make the agent’s behavior more predictable and robust.

• memory allows the agent to retain its state and context between different execution
phases. It can include short-term memory, useful for maintaining logical flow in a
single session, and long-term memory, for learning from past interactions and adapting
over time;

• the reasoning engine develops strategies, plans sequences of actions, and breaks down
complex objectives into more manageable sub-objectives. This is typially accompanied
by a reflection mechanism, whereby the agent evaluates intermediate results and
corrects its strategy in the event of errors or inefficiencies;

• guardrails [110] establish operational boundaries and safety rules. Also, they prevent
risky behavior (e.g., avoid sending sensitive data to unauthorized services and manage
exceptions and failures by anticipating scenarios in which the agent should not act
autonomously). They can be implemented at different levels. Namely, providing
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initial instructions and constraints, filtering and validating the actions or responses
generated or directly limiting the use of certain tools or commands.

These components can be organized into single-agent architectures, where a single
agent tackles tasks sequentially, or multi-agent architectures, where the problem is divided
into several parallel tasks, each handled by a separate agent with its own tools [109]. While
offering considerable flexibility, this model has operational and structural limitations. As
highlighted by recent studies [117,118], the use of tools is fragmented. Each agent must
be configured individually to access the necessary tools, with APIs connections often
managed manually and lacking common standards. Added to this is the dependence
on proprietary integrations, where access to external resources and services is restricted
to plugins or interfaces specific to a given platform, thus reducing the portability of the
system. Security is also a critical issue, as connections to external systems increase attack
surfaces and require permission controls that are often implemented on an ad hoc basis.
Finally, dynamic orchestration is hindered by the absence of a standard mechanism for
identifying and using tools in real time, adapting to new contexts or tasks requires manual
development and configuration. These issues are further amplified as the number of
tools increases or when agents operate in complex collaborative environments, such as in
multi-agent architectures with shared resources.

3.2. Model Context Protocol

The critical issues of agent architectures have highlighted the need for a standardized
solution that allows agents to access tools and resources in a unified manner and operate in
multi-agent scenarios without redundant or incompatible integrations [117,118].

To this purpose, the MCP was introduced by Anthropic at the end of 2024 [117,118].
MCP is an open protocol which aims at standardizing the process with which applications
provide context to LLMs [117,118]. MCP allows AI agents to autonomously identify, select,
and orchestrate the most appropriate tools based on the operating context [118] and do
not rely on predefined tool mappings. The protocol also integrates human-in-the-loop
(HITL) mechanisms, allowing users to provide additional data or approve certain actions
when necessary. The unification of interfaces promotes the development of AI applications,
increasing their flexibility in managing complex workflows. Since its introduction, MCP
has spread rapidly, going from a niche solution to a key element in the development of
AI-native applications [118].

MCP adopts a three-role architecture with host, client, and server that standardizes
the discovery and use of tools, data, and prompts by AI agents [117,118]. An example
architecture is reported in Figure 1. The host consists in the AI application that coordinates
and manages one or multiple MCP clients. The client maintains a connection to an MCP
server and obtains context from an MCP server for the MCP host to use. The server exposes
three main capabilities further complemented by cross-cutting utilities:

• tools that invoke of services, APIs and external operations;
• resources that can be represented by structured and unstructured data from local files,

databases, or cloud platforms;
• prompts that are reusable templates and workflows that optimize responses and

standardize repetitive tasks.

In the traditional tool-based model, the agent depends on the Software Development
Kit (SDK) and application wrappers to invoke external tools; this involves tight coupling
with the chosen framework, non-standardized permission management, and ad hoc con-
text exchange. MCP introduces a standard interface layer between agents and resources
(tools, data, extensions), explicitly separating discovery and implementation of capabilities,
context exchange and prompts that can be standardized as well. This open protocol reduces
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lock-in and duplication of integrations, improves observability, and makes multi-agent and
multi-tool composition repeatable in heterogeneous environments.

Figure 1. Model Context Protocol (MCP): example architecture.

3.3. Tools for Developing AI Agents

The current landscape of tools for developing AI agents is characterized by several
solutions that provide essential infrastructure. Among them, LangChain [106] is presented
as a composition framework that enables LLM applications through modular components
combined in chains; in this paradigm, interaction with models occurs by directly calling
APIs, without training agents from scratch. Then, AgentGym [119] is a generic interaction
platform for LLM-based agents built on HTTP services, whereas AutoGen [120] provides a
flexible environment in which customizable agents can collaborate with each other and with
human operators and tools. AgentVerse [121] simulates human-inspired problem-solving
processes, with the ability to dynamically adjust team composition. Development frame-
works also include OpenAI Agents SDK, which is the official Software Development Kit
for building agentic applications with a reduced set of primitives. Microsoft AutoGen [120]
is an open framework for multi-agent applications, with collaboration between agents and
humans, and LlamaIndex [122] supports different types of agents with tool and memory
integration. Commercial platforms include Agents for Amazon Bedrock [123] for creating
agents that orchestrate models, call APIs, and use knowledge bases; Google’s Vertex AI
Agent Builder for building and orchestrating multi-agent experiences on proprietary in-
frastructure; and Azure AI Foundry Agent Service, which provides a dedicated service for
creating agents with integrated tools (functions, connectors, multi-agent workflows). To
date, most of these tools are moving towards using MCP as the basic protocol for providing
context to agents. Indeed, the author notes that several SDK ecosystems are progressively
adopting MCP as a common protocol for tool access and capability discovery. As these
implementations mature, the operational differences between protocol-driven and SDK-
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driven integrations are likely to narrow. In this paper therefore MCP is presented as an
emerging convergence layer.

4. Potential Applications, Challenges and Risks of Agentic Systems in
Industrial Maintenance

In this section, the author identifies some applications in which the use of AI agent-
based systems could foster technological impact. Based on existing literature and technolo-
gies currently available in the field, it is possible to identify some applications where the
presence of AI agents could contribute to the automation of certain processes. In this sense,
a roadmap of future development could focus on these applications. For each of those
summarize in Table 3, the risks to be considered in the implementation analysis and how
they could be managed are analyzed. In this sense, actions that take place in the virtual
ecosystem and actions that can take place through agents in the physical environment will
also be identified.

Table 3. Potential uses of AI agents in industrial maintenance.

Use Case Inputs and Actions Key Risks and Concerns Mitigations and Controls

Monitoring, diagnosis and
RCA • Operating context,

manuals and standards
• LLM inference over

records
• Edge feature extraction

• Out-of-distribution
interpretation

• Decision opacity and
scalable oversight limits

• Authority creep at the
edge

• Confidence thresholds
and alternative
hypotheses

• Formal allow and deny
rules; remote kill switch

• MCP resources, tools
and prompts to structure
RCA

Spare parts management and
procurement • PdM predictions,

supplier lead times,
budget constraints

• Draft proposals with
rationale and
uncertainty

• Information asymmetry
• Authority creep;

misaligned objectives
• Opaque delegation

chains

• Duty-to-inform;
approval gates

• Least-privilege principle
(RBAC)

• Delegation policy and
traceable logs

CMMS orchestration and
planning • Auto pre-fill work orders

• Cross-reference forecasts,
availability, spares

• Propose maintenance
plans

• Ticket intensification;
process bypass

• Opacity of motivations;
loyalty drift

• Opaque handoffs;
oversight limits

• Approval gates; RBAC
• Tracked handoffs;

multi-objective planning
• MCP tools for CMMS;

workflow prompts

PdM model life-cycle
management • Monitor in-field

performance; detect shift
• Orchestrate retraining

and test in sandbox
• Propose model

promotion with evidence

• Risky promotions;
limited visibility

• Insufficient scalable
oversight

• Mandate limits;
comprehensive logging

• Objective checklists;
auto-block on failure

• Independent auditor
agent; MCP pipelines

In the maintenance field, the AI agent could interface with the existing technology
stack, which may consist of sensors with edge or cloud devices, Supervisory Control
and Data Acquisition (SCADA) systems, data lakes, PdM models, CMMS, and supply
or procurement systems. The agent could orchestrate the entire cycle, from the signal to
diagnosis, to planning, to work orders, to post-intervention feedback analysis and reporting.
The author of this work highlights how the development of MCP systems could particularly
facilitate the adoption of such approaches. Provided that MCP servers have been developed,
agents can actually be given the ability to receive context from multiple resources and tools.
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In order to conduct this analysis, the author does not go into detail about the general
risks and challenges of PdM, as these are already well known in the literature and can be
briefly summarized as follows:

• from the technical point of view, sensor heterogeneity, vendor lock-in, and lack of stan-
dard interfaces hinder consistent and reliable condition monitoring [124,125]; models
degrade as operating conditions change, and continuous learning remains unresolved;
computational limitations and latency hinder real-time analytics and streaming at
scale [126]; reliable system-level prognostics remain difficult, undermining user confi-
dence [127];

• from the point of view of data, the scarcity of failure examples, the heterogeneity of
formats, and limited attention to security and privacy are weighing heavily; moreover,
labeling and annotation are costly and often unfeasible [124,126]. In implementation,
integration with legacy, poor interoperability between vendors, and uncertain eco-
nomic benefits block adoption; there is also a lack of analytical skills, especially in
small and medium-sized enterprises [125];

• operationally, ROI could be uncertain, remote monitoring costs may be high, and
without clear procedures, alerts can be ignored or lead to incorrect actions [125,128];

• at the organizational level, cultural and trust issues, the need for new roles and
reskilling, gaps in governance of decision-making processes, and the need for iterative
learning with HITL and good interfaces are challenging factors [128,129].

4.1. Proposal of Conceptual Framework

A proposal of generic architecture of an autonomous AI agent operating in the context
of PdM is summarized in the Figure 2. The figure shows the logical flow of the PdM agent.
At the top, the inputs include data from IoT sensors and user prompts. In the center, an
LLM assists the core agent in reasoning and tool management. On the sides are two sets.
Knowledge is given by standards, manuals, spare parts database, maintenance history,
and reports, whereas tools may consist of signal processing, data analysis, code execution,
information retrieval, report writing, API calls. At the bottom, outputs include diagnostic
reports, maintenance scheduling, updating and management of diagnostic models, and
operational prescriptions. In an MCP architecture, the knowledge and inputs blocks are
exposed as resources, the tools panel as tools, while the LLM and agent use prompts and
templates to standardize the decision chain. In this sense, the agent can have access to
various functions. Perception functions can translate into the acquisition of signals from
sensors and the operating context, but also documented knowledge including manuals,
standards, reports, and maintenance history. Decision-making functions combine data
analysis, diagnosis, and prognosis through an LLM that can support structured reasoning,
the extraction of salient evidence, and the use of analytical tools. The agent could also
translate decisions into operational proposals, plans, and draft work orders, interfacing
with CMMS and in extended configurations. Also, it could affect operating parameters
and be equipped with learning capabilities, updating rules and models based on post-
intervention feedback with controlled release in a test environment prior to production.
The tools and knowledge bases can also be provided through specific interoperability MCP
protocols. These functions naturally map onto server primitives. Resources convey data
and knowledge (perception), tools perform analysis and application integration (decision
and action), while prompts and templates guide reproducible decision flows.
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Figure 2. Proposal of generic AI agent architecture for predictive maintenance tasks.

It is also useful to distinguish between two operational profiles. In this work, soft
agents are intended as the ones operating in the information domain, reading data and
knowledge bases, producing diagnoses, prescriptions, plans, and reports, pre-filling work
orders, and requesting approvals. Their risk profile is mainly informational (decision errors,
distorted priorities, authority creep in information systems), which can be mitigated with
authority limits, HITL policies, and explicit delegation rules. Authority limits refer to
what the agent may decide or execute autonomously and what requires approval, whereas
delegation rules refer to who delegates what to whom, including for instance audit trails.
Hard agents are understood as those capable of interacting with the physical world. These
are associated with additional operational security and compliance risks, which require
more stringent constraints . This taxonomy sets the stage for the discussion on alignment
and scalable oversight developed in the next section.

4.2. Governance: Agent Alignment and Scalable Oversight

In order to systematically identify concerns, possible implications, and risks of agentic
applications, this work draws on the analysis proposed by Kolt in 2025 [29], which thor-
oughly examines the risks associated with current opportunities for the development of AI
agent systems. In this context, this paper examine how the characteristics of the so-called
alignment problem, understood as the challenge of designing agents that pursue their
objectives in a reliable and secure manner, can manifest themselves in PdM applications.
The literature emphasizes how principal-agent economic theory [29,30,130] and the princi-
ples of common law of agency [29] offer tools to characterize alignment more rigorously.
Among those, it is possible to identify:

• information asymmetry, given by the fact that agents can access information not
available to their principals placing humans in a vulnerable position;
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• the issue of authority which concerns the extent of decision-making power granted to
agents, how they interpret and implement instructions, and the risk of misconduct;

• the issue of loyalty understood as a duty to act in the user’s interest and to seek their
consent when appropriate;

• the issue of delegation given by cases in in which an agent entrusts activities to other
agents (human or artificial) and the applicable rules.

These issues are addressed in the context of the common law doctrine on agency
relationships [29] and in the economic theory of agency problem [30,130], also known as
principial-agent problem. Recent literature [29] further discuss how some standard solu-
tions to the principal-agent problem may be not sufficient to face alignment. Strategies for
monitoring and supervising agents, in fact, conflict with scalable oversight [131], intended
as the challenge of designing control methods that remain effective even when AI surpasses
human supervisors in terms of capability. In other words, as the intelligence of systems
grows, we must ensure that our ability to guide and control them grows proportionally,
preventing them from becoming opaque or difficult to govern.

Transposed to PdM, automated decisions may affect plant safety, operational continu-
ity as well as safety. The dimensions provided by the agency problem provide a conceptual
map for assessing risks, controls, and responsibilities throughout the entire lifecycle of
agentic solutions.

4.3. AI Agents for Machine Monitoring, Diagnosis and Root Cause Analsyis

In some contexts, faults and malfunctions are diagnosed based on predefined thresh-
olds for monitored parameters. An AI agent could have access, including through telemetry
systems, to monitored data, the operating context, technical standards and notes, and fault
history to infer the causes of failure. In the field of rotating machinery, this approach can
translate into identifying, for example, misalignments or damage to critical components
such as bearings. The impact that automation would have in this regard could be to reduce
the Mean Time To Repair (MTTR) and would have the advantage of including contexts
and information expressed in natural language, which to date can only be interpreted and
provided by human operators. In this sense, the development of MCP-based technologies
could particularly facilitate development in this direction.

A similar approach with non-agentic behavior has recently been proposed with Main-
tAGT [83], a multimodal model for intelligent operation and maintenance that combines
three components: a signal-to-text module (Sig2Txt) to convert raw monitoring signals into
textual descriptions, a specialized textual model, and a multimodal model that integrates
signals and text and adopts CoT [84] for step-by-step reasoning in diagnosis and questions
and answering. The training dataset is constructed from scientific articles, manuals, interna-
tional standards, and training materials for vibration analysts. In general tests, the system
reports 70% accuracy, outperforming general-purpose LLMs and approaching the level of
an ISO Level III analyst. To bridge the gap between signal data and textual analysis, they
provide a HITL mechanism for continuous refinement. Overall, MaintAGT is presented
as a step towards more automated and explainable maintenance, with stated benefits in
condition monitoring, signal processing, and fault diagnosis.

If we consider the case of not having trained specific models but entrusting anomaly
detection tasks entirely to the agent, the main risks asssociated with inference are related to
the interpretation of data outside the historical distribution. This risk could be mitigated by
setting up a system that acts on confidence thresholds and provides alternative hypotheses,
actively integrating human input (human-in-the-loop) into a decision-making process
that does not exclude human operators but facilitates their work and can increase their
capabilities. The risk at this level is that of scalable oversight, which can occur when
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agents reach speeds and ranges of action greater than those of human operators. The
scalability of this approach is, in the opinion of the author, limited by the scalability of the
supervision and should not be improved without proper analysis even if technologically
possible. Nevertheless, the ability to guide the agent through, for example, appropriate
MCP protocols that allow access to prompts, guidelines, template workflows, or even
previously used models could reduce operational risks by appropriately constraining the
ways in which the agent makes diagnoses and analyzes root causes. Such actions can in
any case be performed in a virtual environment that interacts with an operator who then
acts accordingly in the physical world.

Also, an agent operating at the edge could observe sensor data, perform quality checks,
calculate features, and apply predictive pattern recognition models. In the presence of
robust evidence of incipient failure, only significant data are sent to the cloud or CMMS. This
would lead to a reduction in reaction latency and a drastic reduction in data traffic. Aside
from the technical problems of implementing complex edge systems, the main risks are
related to the opacity of decision-making and in the authority creep, given by the expansion
of the agent’s mandate beyond what was agreed upon. Indeed, in the physical world, such
agents could theoretically act on the controls of the monitored apparatus. Risk mitigation
would require a formal specification of what the agent can and cannot do, minimal but
verifiable explanations (features, thresholds, reasons for reporting), a remote kill switch,
and drift monitors that enforce downgrading to observation-only mode when uncertainty
thresholds are exceeded. These precautions are consistent with the classic problems of
information asymmetry and authority highlighted by agency theory applied to AI agents.
Operationally, mitigations consist of defining a machine-readable capability policy that
establishes what the agent can do with quantitative limits and confidence thresholds,
and making every recommendation verifiable and subject to human approval when the
impact is high. In practice, a remote kill switch and drift monitor are applied which, when
operational thresholds are exceeded, force an automatic downgrade to observe-only.

The alignment problem could be particularly dangerous for actions taken in the physi-
cal world. Information asymmetry could prevent human operators from having enough
information to intervene in a timely manner and could lead to catastrophic consequences
if not carefully managed during the agent design phase. Therefore, such applications
could only be implemented after a gradual process that fully integrates humans into the
decision-making process.

4.4. Spare Parts Management and Procurement

A spare parts management agent could work on top of existing systems and combine
three types of information: failure predictions from PdM, supplier lead times and reliability,
and internal budget and service constraints. Based on this, it estimates the risks of stock
depletion and proposes, in advance, the most reasonable actions: updating safety stocks,
initiating a purchase request, expediting a delivery, or moving parts between sites. The
agent caould prepare structured drafts with reasons for the proposal and the level of
uncertainty, which the purchasing department can approve or review. The benefit translates
into fewer downtimes due to lack of parts, fewer costly emergency purchases, and more
balanced fixed assets.

Alongside the benefits, the use of an agent for spare parts and procurement exposes
to recurring risks that must be governed by clear rules. First of all, there is information
asymmetry since the agent may present proposals without explicitly stating uncertainties,
assumptions, or alternatives (for example, underestimating the variability of delivery
times). Therefore, a true duty to inform is needed. In terms of powers and authority, the
mandate may extend beyond the initial intent (for example, by systematically applying
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expensive urgent shipments). Human approval and minimum authority principle should
be employed. The agent must also be aligned with multiple interests regarding not only
cost reduction, but also operational continuity, security, and environmental impact. Since
it can delegate to other tools or agents, a delegation policy, a traceable log are needed.
Agent identity should be registered on each action. The scalability of the supervision may
require auditing agents [132]. Operationally, the agent operates with a duty-to-inform in
the sense that each proposal must include uncertainties, assumptions, and alternatives in
a standardized manner, otherwise it cannot be forwarded. The delegation policy defines
which tools or agent it can delegate to, with logs.

4.5. Orchestration and Planning of Interventions Using CMMS Systems

When an anomaly exceeds severity and impact thresholds, an AI agent can au-
tonomously pre-fill a work order in the CMMS, including signals and trends, fault codes,
assets involved, process criticality, suggested actions, and a priority consistent with the
estimated risk. This can reduce backlogs and increase consistency between diagnosis and
planning. Alongside these benefits, however, some concerns emerge: proliferation of unnec-
essary or duplicate tickets, bypassing of processes and roles with risks of authority creep,
information asymmetry and decision-making opacity because of the difficulty in verifying
motivations, possible deviations from loyalty to the user’s interests since measurable Key
Performance Indicators (KPIs) may be optimized at the expense of safety or compliance
constraints, and delegation to sub-agents with poorly tracked decision-making chains.
A first step in this direction could be seen as that taken by Bengtsson et al. [97] in the
processing of textual data in CMMSs to identify recurring knowledge and failures.

Mitigations could be structured on multiple levels. Human approval gates bound
Agents to receiving human confirmation before acting. Then, authority limits with role-
based access control (RBAC) approach for sensitive CMMS operations could organize access
to resources by defining roles with specific privileges and assigning them to users. Also in
this case, HITL policy should be structured. Each step of the action may then require logs to
ensure the traceability of events. During the planning phase, the agent can cross-reference
failure forecasts, production windows, technician availability, and spare parts to propose
maintenance plans. Scalable oversight problems could be particularly evident in these
cases. Uncontrolled delegation could be mitigated by structuring authorized and tracked
hand-offs, intended as explicit transfer of control and context from one actor to another
within an agentic flow. Operationally, implementation involves approval gates and RBAC
in the CMMS, with authority limits and a HITL policy for high-impact actions, as well as
signed logs and end-to-end traceability of phases. During the planning phase, the agent
cross-references failure predictions, production windows, and the availability of technicians
and spare parts to generate executable plans, while delegations are only permitted through
authorized hand-offs tracked between tools and agents.

4.6. Life-Cycle Management of Predictive Models for Machine Maintenance

In more structured systems with ad hoc predictive models, a dedicated agent could
oversee the entire life cycle of the predictive models and observe their performance on
real systems, detect variations in data distribution that could affect their reliability, and
orchestrate retraining in a test environment, proposing the transition to production of
the new version. In the field of PdM, this task is particularly important because failures
are rare and often labeled late or with noise; operating conditions may change after each
intervention and different sites show heterogeneous behavior. The model can become
obsolete not only because new data arrives, but because the underlying world shifts.
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Mitigation strategies should combine limits of authority, strong visibility, and scalable
surveillance. On the first point, the agent should not be delegated to act in production with
new versions. Its mandate should be to prepare the assessment and propose promotion
when the set of evidence exceeds predefined thresholds. The visibility can be promoted
through version logging. Surveillance should be scalable, then an autonomous agent-
auditor should verify checklists and objective criteria (accuracy, false alarms, missed
detections, average lead time, stability across sites, data drift indicators), automatically
block promotions that do not comply with safety policies and report borderline cases to a
human reviewer. Operationally, authority limits require that the agent does not operate
in production with new versions, and visibility is ensured by version logging. Scalable
surveillance could be implemented in an autonomous agent-auditor that verifies checklists
and objective criteria.

5. Drivers and Barriers for the Adoption of Agentic Systems in Industrial
Maintenance: A Global Economic Perspective

In order to identify barriers and drivers, reference is made in this section to the global
economic impact demonstrated to date by this type of technologies in broad sectors. Given
the relative scarcity of specific applied contributions, the analysis developed in this section
is based on evidences and cross-sectional studies based on recent data and surveys from
industry sector. To this end, the author draws on resources based on reports and sample
surveys, used as an empirical basis for rigorously outlining the opportunities, risks, and
challenges of adoption. In this context, the main sources of reference are the AI index report
annually provided by the Stanford Institute for Human-Centered Artificial Intelligence [31],
the research work on AI usage patterns by Handa et al. [133] and the research study of
Brynjolfsson et al. [134] on the effects of AI assistance on productivity. The main drivers and
barriers identified are shown in Table 4. This analysis is conducted on this framework, as
operational evidence is still limited, acknowledging that substantial data on PdM-specific
adoption will emerge only over time, enabling more in-depth analyses.

If the general context is analyzed and transposed to the specific field of PdM, a
mixed but systematically favorable picture emerges for the adoption of agentic systems
for industrial maintenance. On the one hand, the breadth of corporate adoption and the
availability of capitals for investments are creating enabling conditions; on the other hand,
there are still signs of caution regarding economic returns, the geographical distribution of
investments, and the organizational capabilities needed to scale robustly.

Among the main drivers of development of these technologies is the flow of corporate
investments made globally in AI by public and private companies, which in 2024 saw a
trend increase of 25.5% [31], which could be interpreted as a sign of general confidence
among companies in the AI field. In this regard, there has been a marked increase in private
investment (+44.5%), and within this, generative AI alone raised $33.9 billion, marking
an 18.7% increase compared to 2023 and almost ten times that of 2022 [31]. A similar
growth trend can be seen in newly funded companies in the AI and generative AI fields.
At the global system level, these signs could pave the way for resources and fertile ground
for enterprise initiatives, including in domains related to PdM. In sectors that include
monitoring and maintenance, such as manufacturing, the share of private investment has
more than tripled compared to 2023, reaching almost 7% of the total [31]. Nevertheless,
although maintenance and monitoring operations are classified in certain specific sectors
such as manufacturing and oil & gas, the reports under analysis do not provide specific
data on the sector and PdM technologies or the development possibilities proposed to the
author in this work. Organizational adoption shows signs of acceleration overall, with the
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use of generative AI in at least one function reaching 71% in 2024, compared to 33% in 2023.
On the other hand, 78% of companies report using some form of AI [31].

Evidence of productivity gains is also consolidating, with analyses from 2024 docu-
menting positive effects in multiple domains ranging from 10% to 45% [31]. The study
proposed by Brynjolfsson et al. [134] was based on 5179 customer support employees and
estimates a 14.2% increase in tickets resolved per hour after the introduction of a generative
assistant. Similar trends have been observed in office tasks and specialist roles, albeit with
heterogeneity linked to skills and contexts [31]. For those designing agents in the PdM field,
these results could suggest concrete opportunities for efficiency in diagnosis, planning, and
reporting activities, provided that process integration and impact measurement are taken
care of. For example, a system that can access diagnostic tools through MCP could support
operators in resolving machine diagnoses.

In terms of physical infrastructure, there has been growth in the robotics base, with
the global operational stock of industrial robots reaching 4.282 million units in 2023 and
collaborative robots increasing from 2.8% of new installations in 2017 to 10.5% in 2023 [31].
These figures could be a positive sign for scenarios in which software agents cooperate with
physical systems for inspection and maintenance. However, it should be noted that new
installations in 2023 have declined slightly and that adoption remains highly concentrated
geographically. These factors call for caution when considering, for example, global supply
chains and inventory management.

From the point of view of barriers, it should be emphasized that the evidence available
today, for example based on conversations recently mapped by Claude.ai [133], shows
that the pattern of use of some LLM-based systems is mainly oriented towards increasing
human operational capabilities in a collaborative manner rather than in the complete dele-
gation of tasks [133]. The pattern of use is mostly augmentative (57% of interactions) rather
than of complete automation (43%), which facilitates introduction models that support and
collaborate with operators rather than be completely delegated. As previously emphasized,
this is a crucial aspect in maintenance contexts. These critical issues could in fact be consid-
ered in line with the problems of alignment and scalable oversight previously introduced.
These considerations could highlight the justified caution in using and deploying agentic
tools that have a high degree of autonomy. The recent study by Handa et al. [31,133]
also highlights how the skills exhibited in conversations on Claude.ai currently leave little
room for skills that require physical interaction, such as installation, repair, and equipment
maintenance, whose presence is negligible compared to cognitive skills such as critical
thinking or programming tasks.

Furthermore, in terms of barriers, the average financial impact reported by companies
is still limited [31]. Many organizations that use AI report savings mainly in service opera-
tions and supply chains, but typically below 10%, whereas in terms of revenue, the most
frequent increases are below 5%. This could be interpreted as a sign that for a large pro-
portion of companies we are in the early stages of capturing value. Furthermore, adoption
shows significant regional disparities and sectoral cyclicity that can influence the timing
and models of return on investment in operations. Further caution comes from studies
on work [133,134], which highlight how benefits depend on the ability to systematically
integrate tools, data, and processes, and not just on the adoption of technology.

Overall, the outlook for agentic systems in maintenance appears positive and evidences
show that two factors are present at the systemic level. In particular, this author identifies
the direction and concentration of capital in the sector of AI and generative AI and the
positive trends on technology adoption. Also, the first signs of productivity are encouraging,
and the cyber-physical base (collaborative robots, IoT infrastructure) offers fertile ground.
According to this author, reservations and cautions are mandatory, as there are few use
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cases anchored to operational KPIs, and gradual integration paths are necessary. As
previously highlighted, it is also essential to design a risk and responsibility governance
system consistent with industrial constraints. In the author’s opinion, the realistic trajectory
of AI agent adoption for maintenance today hinges on this balance between enabling forces
and concrete constraints.

Table 4. Adopting agentic systems in industrial maintenance: evidence and implications.

Factor Type Evidence Implication

Investment momentum in AI and
Generative AI Driver • Global corporate AI investment:

+25.5% (2024)
• Private investment: +44.5%
• GenAI: +18.7% (10 times higher

than 2022) [31]

• Capital available for PdM pilots
• MCP-enabled integrations

Organizational adoption acceleration Driver • GenAI used by 71% of firms
(2024) vs. 33% (2023)

• 78% of companies use some
AI [31]

• Readiness for agentic PdM with
HITL patterns

• Emphasis on measured
outcomes

Productivity gains Driver • Meta-analyses show +10–45%
• Generative assistant in customer

support showed +14.2%
tickets/hour [31,134]

• Target efficiency in diagnosis,
planning, reporting

Robotics base growth Driver • 4.282 M industrial robots in
operation (2023)

• Cobots: 10.5% of new installs
(2.8% in 2017) [31]

• Ground for software–physical
cooperation
(inspection/maintenance)

Modest average financial impact Barrier • Typical savings < 10%
• Revenue gains often < 5%

among adopters [31]

• Gradual deployments
• Focus on high-ROI, KPI-tied use

cases

Regional and sector asymmetries Barrier • Uneven adoption and
investment

• Slight decline in 2023 robot
installs

• Geographic concentration [31]

• Site-specific roll-outs
• Alignment with supply-chain

constraints

Usage pattern mainly augmentative Barrier • 57% augmentative vs. 43% full
automation (mapped
conversations) [133]

• Prefer HITL, approval gates,
soft-agent roles before higher
autonomy

Limited physical-interaction skills in
LLM usage survey Barrier • Negligible presence of repair

and maintenance skills vs.
cognitive skills [133]

• Prioritize informational and
decision-support agents

6. Future Perspectives and Roadmap
In light of the analyses presented, several lines of development emerge that can guide

the evolution of research and practical application in the field of PdM based on LLMs.
These directions are not merely incremental extensions of existing approaches, but outline
a roadmap for research and development capable of integrating experimental validation,
technological innovations, and organizational aspects. In particular, the proposed path is
structured as follows. The proposed roadmap should be understood as an illustrative hy-
pothesis, developed on the basis of currently available evidence and sources. It constitutes
a conceptual exercise that is feasible under the conditions described, but does not claim to
be predictive. Future developments, new evidence, or technological and organizational
changes could obviously overturn the considerations made.
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• Validation and foundation (1–2 years). In the short term, the integration of multimodal
data, including text and sensor data, could be implemented, aiming at validation in
laboratory environments that also seeks to identify evaluation standards:

– multimodal integration and digital twins with robust sensor, text–image pipelines
and simulations;

– design evaluation standars for PdM agents: task suites, risk scenarios, autonomy
levels, and security requirements;

– validation in laboratory environments.

• Technological consolidation (3–5 years). In the medium term, systems with stan-
dardized and proven standardized retrieval protocols should be developed to ensure
security in vertical applications, including the analysis of operations on edge systems
and validation on real plants:

– vertical LLMs with structured retrieval, secure and standard tool calling (MCP)
to reduce hallucinations and increase procedural fidelity;

– egde AI with efficient, privacy-preserving models and agents with latencies
compatible with operational control;

– experimental validation on real plants and public benchmarks with reproducible
test protocols, realistic datasets, and shared metrics for CMMS diagnostics, pre-
scriptions, and orchestration.

• Structured organizational adoption (5+ years). In the long term, a structured adoption
at the organizational level and on a large scale could be targeted:

– organizational integration into processes and data, operator training, and consis-
tent roles and permission design;

– governance and explainability.

7. Conclusions
This work leverages the tool of literature analysis and review to explore the potential of

LLM-based AI agents to autonomously perform PdM tasks. Namely, this review contributes
by consolidating fragmented evidence on LLM-based agents for PdM, outlining a structured
roadmap and linking technological advances to industrial drivers and barriers. LLM-based
autonomous agents represent an extension of discriminative and generative approaches
to PdM, as they are configured as systems capable of perceiving, reasoning, planning,
and interacting with tools and knowledge bases throughout the entire PdM cycle. In this
context, the availability of the modern LLM application and technology stack with tool-use,
RAG, and, increasingly, interoperability protocols such as the MCP offers a technological
basis that can already be used to orchestrate data, procedures, and actions. Although there
are not yet any solid cases of MCP in PdM, the literature documents adjacent patterns
such as LLMs enhanced by tools and knowledge bases that make a transition to soft agents
supporting diagnosis, decisions, prescriptions, and CMMS orchestration credible.

From an industrial perspective, macro analysis indicates a favorable environment and
widespread adoption of generative AI with positive results in terms of productivity, but
with average economic returns still limited and regional and sectoral variability. This results
in a cautious trajectory that seems to suggest introducing agents in well-defined areas,
linked to operational KPIs, with impact measurement and graduated rights of action. In
the short term, an enabling role for information and decision-support agents is likely, while
operational autonomy for interaction with controls requires further evidence, technical
barriers, and more rigorous governance.

The main critical issues that emerged remain: the domain-specific knowledge gap
for LLMs, which can be partially mitigated via RAG, fine-tuning, and vertical knowledge
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bases; multimodal integration (sensors, text, images) and cross-domain and site general-
ization; computational and security constraints for edge deployment; interpretability and
traceability of decisions; the absence of standard benchmarks and evaluations for LLMs
and agents in PdM; possible vendor lock-in risks related to access to proprietary models
underlying the systems; problems of scalable oversight and goal alignment in the presence
of delegation and multi-agent chains. These challenges currently require an explicit gover-
nance architecture (visibility, traceability, accountability), with human approval gates and
delegation policies.

Ultimately, the challenge and promise of LLM-based agents in PdM lie in their ability to
combine perception, reasoning, and action in a unified manner. The potential industrial im-
pact will therefore depend not only on the technology stack but also on the establishment of
rigorous governance procedures, open standards, and measured, incremental deployment.

Future research should prioritize the use of open benchmarks and reproducible evalu-
ation protocols. Governance frameworks for agentic systems should be investigated, in
order to enable systematic validation and accelerate safe industrial adoption.
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127. Molęda, M.; Małysiak-Mrozek, B.; Ding, W.; Sunderam, V.; Mrozek, D. From Corrective to Predictive Maintenance—A Review of
Maintenance Approaches for the Power Industry. Sensors 2023, 23, 5970. [CrossRef] [PubMed]

128. Azari, M.S.; Flammini, F.; Santini, S.; Caporuscio, M. A Systematic Literature Review on Transfer Learning for Predictive
Maintenance in Industry 4.0. IEEE Access 2023, 11, 12887–12910. [CrossRef]

129. Strielkowski, W.; Vlasov, A.; Selivanov, K.; Muraviev, K.; Shakhnov, V. Prospects and Challenges of the Machine Learning and
Data-Driven Methods for the Predictive Analysis of Power Systems: A Review. Energies 2023, 16, 4025. [CrossRef]

130. Ross, S.A. The economic theory of agency: The principal’s problem. Am. Econ. Rev. 1973, 63, 134–139.
131. Engels, J.; Baek, D.D.; Kantamneni, S.; Tegmark, M. Scaling Laws For Scalable Oversight. arXiv 2025, arXiv:2504.18530. [CrossRef]
132. Marks, S.; Treutlein, J.; Bricken, T.; Lindsey, J.; Marcus, J.; Mishra-Sharma, S.; Ziegler, D.; Ameisen, E.; Batson, J.; Belonax, T.; et al.

Auditing language models for hidden objectives. arXiv 2025, arXiv:2503.10965. [CrossRef]
133. Handa, K.; Tamkin, A.; McCain, M.; Huang, S.; Durmus, E.; Heck, S.; Mueller, J.; Hong, J.; Ritchie, S.; Belonax, T.; et al.

Which Economic Tasks are Performed with AI? Evidence from Millions of Claude Conversations. arXiv 2025, arXiv:2503.04761.
[CrossRef]

134. Brynjolfsson, E.; Li, D.; Raymond, L. Generative AI at Work. Q. J. Econ. 2025, 140, 889–942. [CrossRef]

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

http://dx.doi.org/10.48550/arXiv.2503.23278
http://dx.doi.org/10.48550/arXiv.2406.04151
http://dx.doi.org/10.1145/3664476.3670908
http://dx.doi.org/10.48550/ARXIV.2308.10848
http://dx.doi.org/10.1007/978-3-031-90026-6_2
http://dx.doi.org/10.1007/979-8-8688-1414-3_9
http://dx.doi.org/10.1016/j.ifacol.2021.08.152
http://dx.doi.org/10.1109/JIOT.2023.3272535
http://dx.doi.org/10.1108/JQME-05-2020-0029
http://dx.doi.org/10.3390/s23135970
http://www.ncbi.nlm.nih.gov/pubmed/37447820
http://dx.doi.org/10.1109/ACCESS.2023.3239784
http://dx.doi.org/10.3390/en16104025
http://dx.doi.org/10.48550/arXiv.2504.18530
http://dx.doi.org/10.48550/arXiv.2503.10965
http://dx.doi.org/10.48550/ARXIV.2503.04761
http://dx.doi.org/10.1093/qje/qjae044

	Introduction
	State of the Art
	Discriminative AI for Predictive Maintenance
	Generative AI for Predictive Maintenance
	LLMs and AI Agents for Predictive Maintenance

	From LLM Tools to Agentic Systems: Architectures, Tooling, and MCP
	Architecture of AI Agents
	Model Context Protocol
	Tools for Developing AI Agents

	Potential Applications, Challenges and Risks of Agentic Systems in Industrial Maintenance
	Proposal of Conceptual Framework
	Governance: Agent Alignment and Scalable Oversight
	AI Agents for Machine Monitoring, Diagnosis and Root Cause Analsyis
	Spare Parts Management and Procurement
	Orchestration and Planning of Interventions Using CMMS Systems
	Life-Cycle Management of Predictive Models for Machine Maintenance

	Drivers and Barriers for the Adoption of Agentic Systems in Industrial Maintenance: A Global Economic Perspective
	Future Perspectives and Roadmap
	Conclusions
	References

