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Abstract: We present BTLE (Broadcast Time-Lock Exchange Protocol), a two-step protocol that aims to decen-
tralize exchange of funds between two blockchains in scenarios similar to online exchanges. BTLE leverages
time-lock puzzles to achieve that. In the first phase, the BTLE-MA protocol allows for a matching between
a market maker and one of the competing market takers. In the second phase, the BTLE-AS algorithm allows the
exchange between the market maker and the winning market taker. It is not necessary to use both the BTLE-
MA and BTLE-AS algorithms in a decentralized-exchange scenario: existing atomic swaps based on hashed
time-lock contract (HTLC) can benefit from BTLE-MA and can be adapted to an exchange where there are
multiple possible participants. Moreover, BTLE computations are off-chain, so BTLE can be used in those
blockchain pairs where at least one of the two does not have a scripting language or where the pair do not
have the same hash function in common. This solves a limitation of HTLC-based atomic swaps. We also
propose a new time-lock puzzle based on Pell conic calculations as an alternative to the classical time-lock
puzzle of Rivest et al. BTLE has been implemented and tested. Experiments demonstrate that this new time-
lock puzzle based on the Pell conic is superior for the intended goal. With an N -bit modulus of 2,000 bits, the
RSW-TL approach resolves the puzzle in approximately 100 s, whereas our BM-TL method requires over
4,000 s, significantly reducing the number of squaring operations needed.
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1 Introduction

With the birth of the Internet and the beginning of message exchanges, the next problem was that of value
exchange. The first projects that aimed to solve “remote exchange of value” were centralized since it was not
possible to solve the problem of double spending in a decentralized way. Formally, it has been shown that it is
possible to create a decentralized randomized Byzantine agreement based on the Bitcoin protocol [1].

Bitcoin was the first system capable of solving this problem in a decentralized manner. Its history can be
traced through numerous academic articles, such as the ones on proof of work [2,3] and the one on backlinking
to maintain data integrity [4], which all together give rise to the system we nowadays call blockchain.

Starting with Bitcoin, various projects have sprung up to solve the new problems that the Bitcoin project
presented [5]. One of the first problems was that of scalability. In fact, a decentralized system such as Bitcoin
had the ability to operate only 7 transactions per second (tx/s). For this reason, in 2015, a scaling proposal was
based on the idea of operating exchanges on parallel blockchains, to balance the number of transactions on
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each blockchain [6]. This idea was further explored in the following years, e. g., in the liquid [7] and plasma
projects [8].

A distinct project, Ethereum, was designed to facilitate distributed computation rather than merely
transferring value. Unlike Bitcoin, which primarily serves as a decentralized digital currency, Ethereum
utilizes a distributed ledger to tracks operations generated by programs on a shared virtual machine, main-
taining different states. This platform was the first to implement the concept of smart contracts, an idea
proposed by Szabo in 1997 [9].

With the emergence of numerous projects based on blockchain, another problem came to the surface:
the problem of communication between these different distributed systems. Formally, given two blockchains,
the problem consists in the ability to operate transactions between one blockchain and another. This problem
is generally referred to as cross chain communication (CCC) [10].

One of the first works that systematizes the knowledge of this problemwas that of Buterin in 2016 [11]. This
report divided the methods of coin exchange into two categories: centralized and decentralized. Centralized
methods were those in which participants sent funds to a third-party entity that was considered trusted, as it
was the keeper of the private keys of said funds. These methods are sometimes also called custodial. Examples
of these centralized entities are online exchanges. The advantages of the centralized methods are their ease of
implementation, their ease of use and their speed. However, this comes at the expense of user security. In fact,
the custodian can carry out attacks such as censorship or literally run away with the funds.

The second method of coin transfer, the decentralized one, allows participants to exchange coins without
the use of a third party entity. In these cases the parties who want to exchange funds generate and solve
cryptographic problems to lock or unlock the funds on either blockchain. A decentralized method, while safer
for users, currently occurs at the expense of ease of use [12].

The difference between centralized and decentralized methods is, however, a distinction of convenience:
some projects are a middle ground between the two methods. For example, some bridges use a group of
people, usually called notaries, as a trusted third party. In this case, the notaries must reach a consensus before
moving funds. This method is safer for the user as more parties need to be nonhonest for him to lose money.
On the other hand, in an anonymous system, it is not possible to know if these parties are colluding so they act
as a single entity. So we can see that choosing a centralized or decentralized method comes with different costs
and different benefits [12].

The underlying problem with decentralized methods is demonstrated in the impossibility result of a fair
exchange. This result discovered by Asokan et al. [13] states that in an asynchronous context, such as block-
chain, it is impossible to have a secure and fair exchange without a trusted third party. The trusted third party
operates a synchronization work between the two parties. To bypass this outcome, there are two methods. The
first one is to make the trusted party more decentralized: this is the approach of the notaries, which cannot
achieve complete decentralization because of the problems explained earlier. The second is to introduce
synchronization methods that do not require a trusted party, leaving the method completely decentralized,
or peer-to-peer. In this article, we will only deal with fully decentralized methods for exchanging funds.

The most used method today to achieve synchronicity between two blockchains is based on hashed time-
lock contract (HTLC) [14,15]. We briefly explain its working here. A HTLC system uses four transactions
between two parties (Alice and Bob) to exchange funds from a blockchain BA to a blockchain BB. Whether
the participants are honest, only two of these transactions are published, one for each blockchain. In the case
that both Alice and Bob are honest, the two transactions actually exchange funds to Bob and Alice, respec-
tively. In the case where Alice or Bob (or both) are dishonest, however, the two transactions are structured in
such a way that the parties can take back the transferred funds and lose nothing but time in the process.

While heavily used, this is not the only method to achieve synchronicity: another method is based on time-
lock puzzles. The method proposed by Rivest et al. [16] aims to obtain time-bounded encryption: the goal is to
obtain a method to make a message remain encrypted only for a predictable amount of time. A time-lock
puzzle is also described as a “time capsule” for a message. In our case, the time-lock puzzle is used by Alice and
Bob to reveal part of a private key to obtain the counterpart funds while maintaining security. For example,
if Alice behaves dishonestly, Bob is able to redeem her funds, knowing that Alice cannot steal them before
a certain time defined by Bob himself in the time-lock puzzle. Unfortunately, however, there are few systems
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to implement a time-lock puzzle other than Rivest’s method. In this article, starting from the preliminary work
[17], we propose a new method to obtain time-lock puzzles starting from Rivest’s method, laying the ground-
work for further study to create new puzzles in different environments.

In addition to Asokan’s impossibility result, as pointed out by Zamyatin et al. [10], most decentralized coin-
transfer methods proposed so far in the literature involve only two parties. This works for a single exchange,
but makes it difficult to implement the proposed method in a context similar to online exchanges. In fact, in the
case of an online exchange, there are many participants who intend to operate the same exchange, at the same
time and at the same rate while competing for first place. This is a many-1 setting, instead of a 1-1 as in the case
of Alice and Bob explained earlier. A visual representation of the difference is shown in Figure 1. Another
assumption generally made and implicit in the methods proposed in literature is that these parties already
know each other before making the exchange. In reality, this is a very strong assumption and that makes
it difficult to implement the proposed system retaining the same security guarantees. To face this problem,
a centralization tweak is operated during the implementation where the algorithm of connection and knowl-
edge of the two participants is operated on a central server. In the context of markets, this connection
algorithm is called matching algorithm.

It is necessary to study methods that give the possibility to exchange funds in a multitude of contexts
without requiring that the participants know each other beforehand, especially at a time when traditional
financial methods are moving toward decentralized finance (DeFi). For these reasons, our solution is broad-
casted, meaning it deal with multiple participants concurrently in a many-1 environment. Therefore, it is
a Broadcast Time-Lock Exchange (BTLE).

In conclusion, our contributions are the following:
• We propose an offline and decentralized matching algorithm;
• We propose a decentralized exchange method (i.e., one that works without the help of a trusted third party)
using the time-lock puzzle as a synchronization tool;

• We introduce a new type of time-lock puzzle based on the Pell conic, and we explain how to extend it
to become a verifiable delay function (VDF);

• We compare the time-lock puzzle proposed by Rivest et al. and the one mentioned earlier;
• We propose an implementation of both the legacy and the new time lock puzzles1;

Figure 1: In a 1-1 exchange there are only two parties involved. In a many-1 exchange, multiple parties want to exchange the same
amount of funds. In this case, a matching algorithm is used to choose Alice’s partner. An example of a many-1 exchange are the online
(crypto-)currency markets. (a) A 1-1 exchange, and (b) a many-1 exchange.



1 https://github.com/disnocen/dex-tlp.
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• We prove the security of the method in the hybrid ideal/real world simulation in the presence of static
honest-but-curious adversaries;

• We conducted an analysis of the method in terms of time.

2 Related works

This section is divided into three subsections. In the first subsection, we will deal with the presentation of the
proposed works in the literature related to the communication between two blockchains. In the second
subsection, we will deal with the study of the presentation of results obtained in time-based mapping, while
in the third subsection, we will introduce the works on the hash time lock puzzles. This last subsection
is necessary to make a comparison between our proposed method and the latter method.

2.1 Cross chain communication

One of the first reports on the CCC issue is the report Buterin wrote in 2016 [11]. At that time, the cross-chain
communication problem was also called the interoperability problem, hence the name in the report. In that
report, Buterin classifies the main methods of interoperability present at the time. Generally, an interoperable
system was leveraged to enhance the scalability of the blockchain in question. Here, scalability means the
increase in terms of throughout (i.e., the number of transactions per second) correlated to an increase in the
number of users. In fact, interoperability gives the possibility of rebalancing the loads between two blockchain
and therefore split the work between the two. In this sense, we talk about sidechains, introduced for the first
time in [6].

Another way to find interoperability is to build an interoperable blockchain by design. This is the case of
the ecosystems dubbed “blockchain of blockchains.” Examples of these ecosystems are Cosmos [18] and
Polkadot [19]. In both projects, the idea is to create a hierarchy of blockchains where each exchange of funds
is approved through the blockchain at the head of all others.

For a more detailed analysis, see, the work of Zamyatin et al. [10].

2.2 Time release cryptography

Here, we briefly explain what is meant by time-based cryptography. For a general overview of this issue, see
the detailed survey by Jaques et al. [20]. In this subsection, we present only the fundamental results related
to the BTLE protocol.

Timed primitives came up in several contexts. In the following, we distinguish between a preblokchain
phase and a postblockchain phase. The first generation, preblockchain, includes “time capsules” for key
escrowing as presented by Bellare et al. [21], time-based cryptographic secrets as presented by Rivest et al.
[16] and contract signing as in Boneh and Naor [22]. Of those, only the last two protocols are secure against
parallel processing, i.e., they use what has been defined as inherently secure function [23].

After the introduction of Bitcoin [24], time based cryptography had a new wave of research. In particular,
the postblockchain study of time-based cryptographic protocols is focused on VDFs and time-lock puzzles
(TLPs). VDFs are a subset of TLPs: the difference is that in VDFs other people can verify the solution without
the need to solve the puzzle [23].

The majority of the newer studies have focused on VDFs. Some of them proposed new protocols, such as
[25], while others extended the TLP [16], making it a VDF. The works of the latter type are that of Wesolowski
[26] and that of Pietrzak [27]. These works are compared in the study by Boneh et al. [28]. Interestingly, the new
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wave of research on time-based cryptography has generally left aside the traditional time-lock puzzles: we are
aware of only one paper on this topic, i.e., the time-lock puzzle in [29]. However, BTLE does not need any
outside verification of the result. That is because our puzzles have an implicit verification: if the solution
is right, then the user can retrieve the funds, otherwise it cannot.

2.3 Hash time-lock contracts

To date, the majority of peer-to-peer exchange methods are based on the concept of HTLC. The inventor of
HTLCs is considered to be Nolan [14], and they are analyzed in many papers, such as the ones by Herlihy [15]
and Miraz and Donald [30]. An HTLC is a contract that uses hash-based and time-based cryptographic con-
structs to lock and unlock funds on chain. Participants in this kind of contract have to manually redeem funds
by generating cryptographic proofs of payment before a certain date to proceed with the protocol. The
downside of this is that parties are required to stay online during the whole execution of the protocol. This
is difficult for power constrained devices or in places where a stable Internet connectivity cannot be expected.

Another downside of HTLCs is that these cryptographic primitives cannot be implemented on all block-
chains. To obtain the kind of lock required by the protocol a scripting language is necessary. In particular, both
blockchain scripting languages need to have primitive to compute the same hash function. Many popular
blockchain projects do not satisfy these requirements. For example it wouldnot be possible to make a HTLC
between Tezos (which uses the Blake2b function as its principal hash function) and Bitcoin (which uses
the SHA256 function to make hashing).

Finally, HTLCs can be instantiated only between two participants or entities: it is a 1-1 exchange. This
makes it difficult to base a complete exchange algorithm in decentralized markets with a many-1 setting.

In some works, several possibilities have been proposed to overcome some of these limitations, using, for
example, attribute verifiable timed commitments as a cryptographic primitive [31] or leveraging relays and
adapters [32]. However, none of these approaches simultaneously addresses all the previous issues, and none
of them utilizes time-lock puzzles as a cryptographic primitive, which we instead propose in our BTLE
protocol, where for the first time a solution of this kind also involving time-lock puzzles is presented.

3 Background

3.1 Time-lock puzzle

First, we recall the classic time-lock puzzle developed by Rivest et al. (RSW-TL) [16], and we elaborate this idea
for developing a novel time-lock puzzle based on the group’s structure of conics, which will be called BM-TL,
since it exploits the RSA-like cryptosystem studied in previous studies [33,34]. Both systems are not paralleliz-
able because they use sequential functions. Thus, there is no advantage in having more CPUs, because all
computations are necessarily done only on one core of the CPU. These time-lock puzzles can be considered as a
CPU-bound puzzle with a timing function and an implicit verification [35].

Thanks to the sequential operations involved in these time-lock puzzles, it is possible to predict the time to
solve them. Here, T is the time such that A wants to keep B busy, S is the number of squaring per unit of time
(either done by the RSW-TL method or the BM-TL method), and TS is the number of squaring needed. Clearly,
S strongly depends on the processor used.

The time-lock puzzle proposed by Rivest et al. [16] is simple yet effective and exploits repeated squarings.
Usually, a time-lock puzzle is used to encrypt a secret sk (for instance, a key of a symmetric cryptosystem)
so that it could be recovered only after a fixed amount of time T .

BTLE: Atomic swaps with time-lock puzzles  5



Let A be the entity that creates the time-lock puzzle, A encrypts sk by means of

≡ +c sk a nmod ,
2

t

( )

where =n pq, where p and q are prime numbers, < <a n0 is a random number, and t is a positive number.
If p and q are known, one can efficiently compute c, observing that 2

t can be reduced modulo φ n( ),
i.e., ≡e φ n2 mod

t ( ( )), and then one just has to compute a nmod
e ( ) with a great reduction of the repeated

squares needed for obtaining c. The entity A sends n a t c, , ,( ) to the entity B that has to recover sk .
Since p and q are kept secret by A, the entity B has to perform t squarings, since the computation of a2

t

is believed not to be parallelizable. In fact, multiplication of “big” primes is the same trapdoor function used
by the RSA cryptosystem.

The idea of Rivest et al. for creating time-lock puzzles can be easily adapted using different products
for performing the powers. Given a field � , the conic

= ∈ × − =x y x Dy, : 1 ,
2 2� �� {( ) }

with D square-free, can be equipped with the product

⊗ = + +x y x y x x y y D x y x y, , , ,1 1 2 2 1 2 1 2 1 2 2 1
( ) ( ) ( )

so that ⊗,�( ) is an abelian group with identity 1,0( ) and the inverse of an element x y,( ) is −x y,( ). Considering
−x D2 an irreducible polynomial over � , one can easily observe that � is isomorphic to the elements of norm

1` of the field ≔ ∕ −X x D2� �[ ] ( ). Then we can parametrize the conic by considering = ∕ ≅ ∪P α* *� � � { },
where ∉α � is the point at the infinity. In this way, the induced product over P is given by

⎪

⎪

⎧
⎨
⎩

⊙ =
+
+

+ ≠

⊙ = + =

a b
D ab

a b
a b

a b α a b

, if 0

, if 0.

It is interesting to observe that the same parametrization can be obtained by using the line = +y x 1
m

1

( ).
Considering = p� � and D not a quadratic residue modulo p, then � is a cyclic group of order +p 1,

and thus,

≡⊙ +a p1 mod
p 1 ( )

for every ∈a p� , where the powers are evaluated with respect to the product ⊙. Moreover, we can also define
the conic � with points whose coordinates belong to the ring n� . In this case, we do not have a group structure;
however, considering = ∪P αn� , with =n pq, p and q primes, we have an analogue of the Euler’s theorem:

≡ ∀ ∈⊙a n a1 mod , *,
Ψ n

n�( )( )

where = + +Ψ n p q1 1( ) ( )( ) plays the role of the Euler totient function [33]. Now, we have all the tools for
defining the BM-TL following the idea of Rivest et al. Indeed, the secret sk can be encrypted by

≡ + ⊙c sk a nmod .
2

t

( )

Knowing the factorization of n, one can efficiently compute ⊙a 2
t

evaluating first ≡e Ψ n2 mod
t ( ( )) and then

a nmod
e ( ). Without knowing the factorization of n, one must perform t squarings with respect to the pro-
duct ⊙.

3.2 VDF

In the following, we explain how it is possible to extend the timelock puzzles into a VDF. To do that we apply
the method described by Wesolowski [26] to the BM-TL conic.

We say that a VDF implements a function →� � if it is a tuple of three algorithms [36]:
• →λ t ppSetup ,( ) is a randomized algorithm that takes a security parameter λ and a time bound t ,
and outputs public parameters pp,

• →pp x y πEval , ,( ) ( ) takes an input ∈x � and outputs a ∈y � and a proof π .
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• →pp x y πVerify , , , accept, reject( ) { } outputs accept if y is the correct evaluation of the VDF on input x .

The study by Wesolowski [26] uses the Setup and Eval phases already described in the study by et al. [16]
and Section 3. We are going to describe how to extend its Verify phase. There are two possible types of proofs,
one interactive and one non-interactive. We start by explaining the interactive one. If Primes λ( ) is the set
of prime numbers before λ and =h g 2

t

, its steps are as follows:
(1) The verifier sends to the prover a random prime ℓ sampled uniformly from Primes λ( ),
(2) The prover computes ∈q r, � such that = +q r2

t ℓ with ≤ <r0 ℓ, and sends ←π gq to the verifier.
(3) The verifier computes ←r 2 mod

t ( ℓ) and outputs accept if =h π gl r

This conclude the interactive proof. The noninteractive proof uses the Fiat–Shamir heuristic in
the random oracle model.

Since the creation and solution of n2 mod
t ( ) is the same for both the RSW-TL and BM-TL methods,

the work by Wesolowski [26] naturally extends the BM-TLP to a BM-VDF.

3.3 Conditional transactions

The blockchains that have a scripting language allow users to create imperative (as in the case of Ethereum) or
verifying (as in the case of Bitcoin) smart contracts. One application of this fact is the construction of condi-
tional transactions, i.e., transactions that can be redeemed by different keys under certain conditions.

In the case of BTLE-AS, we use transactions that use time as a condition (measured in terms of blocks).
In particular, we define a t t,1 2( )-transaction or transaction with parameters t t,1 2( ), such that
• it can be redeemed by a key K1 before time t1,
• it can be redeemed by a key K2 after time t1 but before time t2,
• it can be redeemed by a key K3 after the time t2.

Specifying how to create a conditional transaction is outside the scope of the article, but examples of this type
of transaction can be found in the BIP16 [37] specification for Bitcoin, but are possible in any blockchain
project that has a scripting language. We use this kind of transaction in BTLE-AS (Section 4.2.1) where, unless
otherwise specified, the keys K1 and K3 are the same).

4 Design

In this section, we explain how it is possible to create both a matching algorithm and an atomic
swap algorithm based on time-lock puzzles. Both algorithms are part of the BTLE and for simplicity,
we call BTLE-MA as the matching algorithm and BTLE-AS as the swap algorithm. Without loss of generality,
we can say that the participant who initiates the process is selling its token in exchange of (or to buy) the
other.

We point out that it is not necessary to use both the BTLE-MA and the BTLE-AS algorithms
to obtain a token swap. In particular, it is possible to add to the current swap methods based on HTLC
a matching algorithm based on BTLE-MA. This facilitates the partner discovery steps in current atomic
swap systems.

In the following, we assume a decentralized platform where participants want to swap tokens. Each
participant owns a client that can track the progress of the reference blockchain. We informally call view
the client’s collection and ordering of states of the blockchain. This view is not necessarily the same for all
participants due to network lag or possible attacks, such as an Eclipse attack that has the effect of giving a false
view of the blockchain blocks. Here, “false” means that the victim’s view is different from the view of the

BTLE: Atomic swaps with time-lock puzzles  7



majority of blockchain miners/validators. In the following, we will not focus on the consequences of this attack
because it has no real consequences: if the victim has a different view of the blockchain, then it is very difficult
for her to have transactions accepted by miners. The existence of different views explains why BTLE-MA is
necessary: there cannot be a temporal-based ordering of possible buyers and an asynchronous systems imply
the absence of a shared clocks.

We distinguish two classes of participants. The first is the class of initiators: this kind initiates the
exchange by proposing the deal, i.e., the selling of its token. The initiator corresponds to a market makers
in traditional centralized markets. The latter is the class of exchangers: to this class belong the possible buyers
interested in an equivalent and opposite deal but that do not want to start it. These participants correspond
to market taker.

We assume there is a single initiator which we denote by A (Alice), and many possible exchangers. Since
the exchangers represent Alice’s partner, following the cryptography tradition we will call them all “Bobs”
and, supposing they are indexed and in finite number d, we denote them as B B B, , …, d1 2{ } and we assume d

secure channels of communication between A and each one of =B i d, 1 …i . We also assume B B B, , …, d1 2{ }

compete at the same price level, as in traditional order books. If not, then A narrows the view to the subset
of Bobs with the most favorable exchange rate for A.

Note that the set B B B, , …, d1 2{ } is completely determined by the view of A since we assume that A’s view of
the blockchain is the correct one. Consequently, there may be other potential exchangers or some have
withdrawn and A’s view of potential buyers is not synchronized yet. In the protocol description, we will
see why neither of these two cases is a problem.

Finally, in the following, we treat the time-lock puzzle TLP as a blackbox, which takes two inputs and then
outputs a cryptographic puzzle, thanks to how we modeled the time-lock puzzle primitive in Section 3. The
solution of the puzzle is the cleartext itself. This shows that in theory, the system can use any kind of timelock
puzzle, including those described in Section 3. In Section 6, we will see which one is better from a practical
point of view.

4.1 BTLE-MA

In this round, Alice has to choose the exchanger among ←B B B GetExchangersList, , …, d1 2{ } (). Here,
GetExchangersList() is a routine on the platform that returns the addresses of the exchangers and a way
to communicate with them. How to implement it is outside the scope of this article.

BTLE-MA is explained in pseudo-code in Algorithm 1. As seen in the figure, A starts by generating
a random message =rand i d, 1 …i for each participant in B B B, , …, d1 2{ }. Then A associates this message
to the intended receiver, ↔ =rand B i d, 1,…,i i . The inputs of each time-lock puzzle are the message randi

and a time in seconds. Note that in a time-lock puzzle =TB TLP rand time,i i( ), the random message is different
for each Bi, but time is equal for all participants: all potential exchangers must have the same chance of being
able to find the solution at the same time. The randomness of the winner is determined by unpredictable
factors such as network latency or the puzzle real solving time. In this sense, the choice of Bj is truly random.
The output is a tuple that represent the cryptographic puzzle (Section 3). A performs this subroutine for
all =B i d, 1,…,i , and then it sends all the puzzles. Finally, A waits for a solution.

When A receives the first solution (i.e., the cleartext of the randommessage) randj
̂ from some Bj, A checks

that it is a valid message. Practically, this means that A verifies that the cleartext randj
̂ is equal to the message

randj associated with Bj. If that is the case, A accepts the solution and Bj is the winner: from now on,
A will proceed to communicate only with Bj and discards all other solutions. If the message is not valid, A waits
for another solution.
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Algorithm 1 BTLE-MA routine

1: ←B B B GetExchangersList, , …, d1 2{ } ()

2: for =i d1,…, do
3: ←rand RandGeni ()

4: ↔map rand Bi i( )

5: ←TB TLP rand time,i i( )

6: end for
7: for =i d1,…, do
8: ⟶Send TB B: i i

9: end for
10: =AcceptedSolution False

11: while =AcceptedSolution False do
12: waitSolution()

13: if ==VerifySolution sol( ) True then
14: =AcceptedSolution True

15: =WinnerSolution sol

16: end if
17: end while
18: =Winner map WinnerSolution( )

19: return Winner

We stress the fact that the entirety of the BTLE-MA routine runs off-chain. Therefore, it is not costly
nor slow.

4.2 BTLE-AS

Let Bob be the winner of BTLE-MA, and we denote it as B. This means that A will deal only with B, as in
a classical token exchange. The goal of the parties in BTLE-AS is exchange their tokens in an atomic way.

In the following, we present the notation used to understand the protocol. At the beginning of BTLE-AS,
A owns 1 coin1, and B owns 1 coin22. To enforce the atomicity of the protocol, we consider the ending of
the BTLE-AS protocol as “successful” only if one of this two possible endings occurs:
(1) A has 1 coin2 B has 1 coin1,
(2) A has 1 coin1 B has 1 coin2.

Case 1 means that both A and B were honest during the execution of the protocol, while Case 2 happens
if either A or B has been dishonest or faulty.

Intuitively BTLE-AS aims to exchange private keys between A and B, so that they can move their newly
acquired fund to other addresses. Of course, simply exchanging private keys would easily lead to possible
theft: if A is not honest, A can still use his key to move his funds even if it sent the key to B, effectively stealing
B’s funds. Therefore, we split a private key into two parts and we use the homomorphism of both the sum and
external product in the elliptic curve group. Formally, given two secret keys sk sk,

A B, an elliptic curve gen-
erator g and the relative public key pkA and pkB, then the key sum is homomorphic:

+ = + = +sk sk g pk pk sk g sk g .
A B A B A B( ) ( ) ( ) (1)



2 The real exchange rates between the two tokens and how they are decided are beyond the scope of this article. We assume this
kind of information can be exchanged either in the channel during BTLE-MA or the UI implementation of the protocol.
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Beside not sending the time-lock puzzle, A has another way to cheat B. In fact, A could create and send to
B the time-lock puzzle of a random number instead of its private key skA. To avoid this problem, we introduce
a zero-knowledge proof of the fact that the time-lock puzzle is hiding the right secret key, of course without
revealing it.

In the following, we introduce the swap and the proof protocols.

4.2.1 The swap

We explain the exchange of tokens coin1 and coin2 with reference to Table 1, with notation in Table 2.
First, A and B create the key pairs sk pk,

A A

2 2
and sk pk,

B B

1 1
, respectively, where sk pk,i

j

i

j are related to
blockchain =iBC , 1, 2i and user =j A B, . These key pairs are, respectively, the first of the two shares of A and
B to redeem the exchanged funds. After this step, A and B exchange the public keys pk

A

2
and pk

B

1
. If this first

part is successful, both A and B create ephemeral keys (sk pk,
A A

1 1
and sk pk,

B B

2 2
respectively) that represent the

second of the two shares to redeem the exchanged funds. At this point, A and B can create new public keys

(called PK
B

1
and PK

A

2
respectively) to which they can send the funds. This transaction is a t,

λ

2
( )-conditional

transaction as explained in Section 3.3, where t is a generic deadline the participants A and B can agree on or
can be included in a specification. Because of the way the keys PK

B

1
and PK

A

2
and consequently the addresses

are built, neither of the two participants can redeem the funds in either blockchains at this point of the
exchange. For example, A needs to know sk

B

2
to redeem coins in the address for PK

A

2
. For this reason, in the

second part of the exchange, A and B exchange the time-lock puzzles TLPA and TLPB and their respective
proofs, explained in Section 4.2.2. Once the time-lock puzzles are opened/solved, A gets sk

B

2
and B gets sk

A

1
.

By using λ as time unit, we observe that the second time-lock puzzle is sent later (by 1/4 of the time unit) with

Table 1: Protocol execution between Alice and Bob for a successful swap

Alice (coin1→→coin2) Bob (coin2→→coin1)

← =sk l pk sk G1, ‒1 ,
A A A

2

$

2 2 2 2[ ] ← =sk l pk sk G1, ‒1 ,
B B B

1

$

1 1 1 1[ ]

←rm GenRandomMessageA () ←rm GenRandomMessageB ()

→
pk rm,

A
A2

←
pk rm,

B
B1

← =sk l pk sk G1, ‒1 ,
A A A

1

$

1 1 1 1[ ] ← =sk l pk sk G1, ‒1 ,
B B B

2

$

2 2 2 2[ ]

= + = +pk pk sk sk GPK
B A B A B

1 1 1 1 1 1( ) = + = +pk pk sk sk GPK
A A B A B

2 2 2 2 2 2( )

←→hashA B SendCondTx →t, , PK PK
λ A B

2 1 1
( ) ←→hashB A SendCondTx →t, , PK PK

λ B A

2 2 2
( )

←T TLP sk λ,B B
B

2
( )

←π sk rmProofGen ,B
B

A2
( )

←→T π,hash ,B B A B

←T TLP sk λ,A A
A

1

3

4
( )

←π sk rmProofGen ,A
A

B1
( )

→→T π,hash ,A A B A

=pk pkPK ‒
B A A

2 2 2
=pk pkPK ‒

A B B

1 1 1

rm pk πProofV er , ,A
B

B2
( ) rm pk πProofV er , ,B

A
A1

( )

open TB and redeem coin2 open TA and redeem coin1
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a shorter opening time (i.e., 3/4 of the time unit). This ensures that both participants, A and B, open the puzzle
at about the same time. As an example, consider the conditional transaction sent from Bob to Alice:

⎛
⎝ → ⎞

⎠
λ

tCondTx

2

, , PK PK .
B A

2 2

This conditional transaction is redeemable under the following conditions:
(1) By the holder of the secret key associated with PK

B

2
before time λ

2

;

(2) By the holder of the secret key associated with PK
A

2
after time λ

2

but before time t;

(3) By the holder of the secret key associated with PK
B

2
after time t.

The mechanism ensures that the conditional transaction operates correctly under the following conditions:
• If Alice does not send her conditional transaction before time λ

4

, Bob retains the ability to redeem his

transaction until time λ

2

, thereby safeguarding his funds.

• If Alice sends her conditional transaction before time λ

4

, she is granted a designated window to redeem Bob’s

funds, specifically between time λ

2

and t. After time t, if Alice has not redeemed the funds, Bob is permitted
to withdraw them, thereby ensuring a protective measure against potential delays or malicious intent
on Alice’s part.

These considerations are similarly applicable to the transaction initiated by Alice toward Bob.

4.2.2 The Proof

In the previous section, we saw how the exchange works, and we treated the proof as a blackbox. In this
section, we explain in details how the proof works. Here, we explain how to do this assuming that the users
will use one of the two time-lock puzzles described in Section 3. In particular, we assume that for each protocol
there exist two functions ProofGen() and ProofVer() such that:
• sk randProofGen ,( ) is a deterministic algorithm that, given a secret key sk and a random message rand,
creates a proof π .

• π pkProofVer ,( ) is a deterministic algorithm that, given the public key pk with respect to sk and the proof π ,
outputs 1 if π is valid and 0 otherwise.

We start with the explanation of ProofGen. In case of the RSW-TL and the BM-TL time-lock puzzles,
c is obtained from the formula,

= + = + ⊙c sk a c sk a, ,
2 2

t t

Table 2: Notation used in the explanation of the token exchange protocol

BC1, BC2
Blockchain 1 and 2 with tokens coin1 and coin2

G1,G2 The base point for the elliptic curve of BC1 and BC2

l1,l2 The base point order for the elliptic curve of BC1 and BC2

PK
A

1
Public key for the address on blockchain BC1, where A has the coins

PK
B

1
Public key for the address on blockchain BC1, where B receives the new coins

PK
A

2
Public key for the address on blockchain BC2, where A receives the new coins

PK
B

2
Public key for the address on blockchain BC2, where B has the coins

sk pk,
A A

1,2 1,2
Shares created by A for blockchain BC1,2

sk pk,
B B

1,2 1,2
Shares created by B for blockchain BC1,2

BTLE: Atomic swaps with time-lock puzzles  11



respectively, where sk is the message (the secret key) the user wants to encapsulate in the puzzle, a a random
number and t is the number of squarings.

To generate the proof, we leverage the fact that digital signatures ensure unforgeability, meaning that only
the holder of the private key can produce a valid signature for a given message. Unforgeability does not
necessarily imply that no information about the private key can be leaked (unlike zero-knowledge proofs,
which guarantee no leakage at all), as some schemes may tolerate partial leakage without compromising
security. However, in our scenario, the unforgeability of the signature is sufficient to ensure the validity of the
proof, as only the correct holder of the private key can generate a valid signature. Thus, let m sSigGen ,( ) be the
signature routine of a digital signature scheme such that given a message m and a secret key s it outputs
a signature σ , and let m σ SSigVer , ,( ) be the respective verification algorithm such that given a message m,
a public key S and a signature σ outputs True if σ is the signature of message m, and False otherwise. Finally, let
P a prover andV a verifier, similar to every zero-knowledge protocol. Then the protocol works in the following
way, and the case of the RSW-TL can be seen in Algorithm 2.

Algorithm 2 sk rmProofGen ,( )

1: = +c sk a2
t

2: ←A aPubkeyGen 2
t

( )

3: ←σ rm cSigGen ,( )

4: =π σ A,( )

5: Send π( )

Assume there is an algorithm =X xPubkeyGen( ) that given a number x considers x as a ephemeral secret
key and outputs the relative ephemeral public key X . When P creates the time-lock puzzle c, it also computes
the public key =A aPubkeyGen 2

t

( ) in the case of RSW-TL, or = ⊙A aPubkeyGen 2
t

( ) in the case of BM-TL. Then
P computes =σ rm cSig ,( ), a signature of the random message rm using the time-lock puzzle result c acting
as ephemeral secret key. The proof is =π σ A,( ). This concludes the ProofGen routine.

Upon receiving the time-lock puzzle an the proof π ,V starts the ProofVer routine as seen in Algorithm 3.
V first checks that the proof works. To do that,V uses the public key +pk A to verify that the message signed in
σ is rm (recall that V already has pk as per the swap algorithm) using the +σ pk ASigVer ,( ) routine. This
works because = +c sk a2

t

, pk is the public key corresponding to sk and =A aPubkeyGen 2
t

( ) by construction.
Consequently, by using the property of homomorphism of the sum in elliptic curve cryptography, we have:

= + = ⋅ + ⋅ = + = ⋅PubKey pk A g sk g a g sk a g c.
2 2

t t

( )

If the verification checks, then V is sure P’s time-lock puzzle is correctly built and then proceeds in solving it.

Algorithm 3 rm pk πProofVer , ,( )

1: = =σ π A π0 ; 1[ ] [ ]

2: = +Pubkey pk A

3: ←Bool rm σ PubkeySigVer , ,( )

4: if ==Bool True

5: Accept π

6: else
7: Reject π

8: end if
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5 Security

The security of the proposed scheme relies on the difficulty of factoring large composite numbers,
a well-known cryptographic assumption referred to as the factoring assumption. In this section, we provide
a security proof in the hybrid ideal/real-world simulation model, which considers a static honest-but-curious
adversary � . In this context, staticmeans that the adversary is given a fixed set of parties to control from the
outset; honest parties remain honest, and corrupted parties remain corrupted throughout the protocol. The
honest-but-curious (or semi-honest, or passive) adversarial model assumes that even corrupted parties cor-
rectly follow the protocol specifications without deviation. However, the adversary gains access to the internal
state of all corrupted parties, including the transcript of all messages received during the protocol execution.
The adversary then attempts to use this information to derive data that should remain private.

To formalize the problem, a two-party protocol is defined as a random process that maps pairs of inputs to
pairs of outputs, one for each party. This process is referred to as a functionality and is represented as follows:

× → ×
↦

f

x y f x y f x y

: 0, 1 * 0, 1 * 0, 1 * 0, 1 *,

, , , ,
1 2

{ } { } { } { }

( ) ( ( ) ( ))

The first party, with input x , aims to obtain f x y,
1
( ), while the second party, with input y, aims to

obtain f x y,
2
( ).

We begin with the following notation:
• Let =f f f,

1 2
( ) be a probabilistic polynomial-time functionality, and let π be a two-party protocol for

computing f .
• The view of the i-th party ( ∈i 1, 2{ }) during an execution of π on input x y,( ) and security parameter λ

is denoted by x y λ, ,π

iview ( ).
• The output of the i-th party ( ∈i 1, 2{ }) during an execution of π on input x y,( ) and security parameter λ

is denoted by x y λ, ,π

ioutput ( ).
• The joint output of both parties is denoted by:

=x y λ x y λ x y λ, , , , , , , .π π π

1 2output output output( ) ( ( ) ( ))

We now present the following definition from the study by Hazay and Lindell [38]:

Definition 5.1. (Security in the presence of honest-but-curious adversaries) Let =f f f,
1 2

( ) be a functionality.
We say that π securely computes f in the presence of static honest-but-curious adversaries if there exists
a probabilistic polynomial-time simulator � such that:

≡

≡

x f x y f x y x y λ x y λ

y f x y f x y x y λ x y λ

1 , , , , , , , , , , ,

1 , , , , , , , , , , ,

λ
x y λ

c

π π x y λ

λ
x y λ

c

π π x y λ

1 , ,

1

, ,

2 , ,

2

, ,

view output

view output

�

�

{( ( ( )) ( ))} {( ( ) ( ))}

{( ( ( )) ( ))} {( ( ) ( ))}

for all ∈x y, 0,1 *{ } such that =x y∣ ∣ ∣ ∣, and ∈λ �.

To prove security, we show that the ideal model, presented in Algorithm 4, can simulate the execution of
the real-world protocol BTLE-AS. We refer to the ideal model as BM-AS-IDEAL, which operates with parties in
the set = A B,� { }. We restrict our analysis to scenarios with a single malicious party. We denote the corrupted
party, controlled by the adversary � , as PI , and the honest party as PJ . Finally, sid denotes a unique session
identifier, which ensures that each protocol execution is distinct, preventing replay attacks and preserving the
integrity of the communication.
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Algorithm 4 BM-AS-IDEAL

1: Upon receiving sid l l G GSetup , , , ,1 2 1 2( ) from some party ∈� � , check that sid hasn’t been previously
used and

• Generate sk pk rm, ,i

P

i

P
P for =i 1, 2 and ∈p �

• Send pk rm sk pk, , , , PK
A

A
B B A

2 1 1 2
to B

• Send pk rm sk pk, , , , PK
B

B
A A B

1 2 2 1
to A

2: Upon receiving ∈sid P txhash λ tClean , , , ,�( ) from some party ∈� � , if t has not passed and
3: if second time sid used and txhash is correct for party P then
4: Start time

5: Publish to the other party P̄ :
• ←T TLP sk λ,P P i

P( ) with =i 2 if ==P B, =i 1 otherwise
• ←π sk rmProofGen ,P i

P
P̄( )

• txhash

6: else

7: if third time sid used and txhash is correct for party P and <time
λ

4
then

8: Publish to the other party P̄ :

• ←T TLP sk λ,P P i

P 3

4
( ) with =i 2 if = =P B, =i 1 otherwise

• ←π sk rmProofGen ,P i

P
P̄( )

• txhash

9: end if
10: end if

In Algorithm 4, the functionality f can be interpreted as a comprehensive set of operations performed by
the trusted third party, which includes:

• The secure generation and distribution of public–private key pairs.
• The verification and validation of the transaction hash (txhash).
• The secure generation and distribution of time lock puzzles TLPP along with their corresponding proofs πP.

Moreover, to ensure proper synchronization of timing-related actions, especially in the context of cross-chain
interactions, we introduce a global clock model. This model is specifically tailored to provide a unified,
blockchain-native time reference for participants operating across different blockchains. Finally, for the
purposes of this analysis, we assume that the devices used by the parties are not compromised and securely
manage all cryptographic operations, such as storing private keys and generating random values.

5.1 Global clock model

In the context of cross-chain atomic swaps between BlockchainA and BlockchainB, we address the need for
a unified time reference for both participants, Alice and Bob, by proposing a global clock model. This model
operates based on block counts rather than real-world time, providing a blockchain-native mechanism
to synchronize actions across chains. Alice and Bob determine that a specified time interval has passed
by observing the insertion of a predefined number of blocks.

Let:
• TA denote the average block insertion time on BlockchainA,
• TB denote the average block insertion time on BlockchainB.
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Since the global clock is based on the slower of the two blockchains, we assume, without loss of generality, that
BlockchainA is the slower blockchain. Consequently, the global clock operates using BlockchainA as its reference.

At the start of the swap process, let hk

A and hl

B represent the block heights of BlockchainA and BlockchainB,
respectively. We define the key time parameters as follows:
• A transition of λ units of time corresponds to the insertion of the block at height +hk λ

A

4
.

• A transition of t units of time corresponds to the insertion of the block at height +hk t

A

4
.

These definitions use a coefficient of 4 to enable Alice and Bob to check for intermediate time milestones,
specifically at λ

4

and λ3

4

. This ensures that even if λ is not divisible by 4, there is a corresponding block insertion
for each fractional milestone, allowing precise synchronization.

Although each blockchain maintains its independent block count, the global clock increments in sync with
the block count of BlockchainA. This ensures that both Alice and Bob remain synchronized in their actions
throughout the atomic swap process.

To implement this global clock model effectively:
• Both Alice and Bob must have active addresses on both BlockchainA and BlockchainB.
• Each participant must be capable of monitoring block insertions on both blockchains, either through node
connections or reliable notifications.

Thus, for reliable synchronization, we also assume that the faster blockchain (BlockchainB) is notified each
time a new block is added to BlockchainA. This ensures a decentralized, blockchain-native timing system
tailored for this specific application.

5.2 Proof of security

We are now ready to proceed with the proof of the following theorem:

Theorem 5.1. (Security of the BM-AS protocol) Let the functionality - -BM AS IDEAL and protocol BM-AS be as
defined in Definition 5.1. The BM-AS protocol securely computes the BM-AS-IDEAL in the presence of one honest-
but-curious adversary.

Proof. Let � be a static honest-but-curious adversary. We construct a simulator � who invokes � internally
to simulate the execution of the real protocol, while interacting with BM-AS-IDEAL in the ideal world.

We assume that Bob (PI ) is the corrupted party controlled by � , while Alice (PJ ) is the honest one (the case
where Alice is corrupted and Bob is honest can be handled analogously). This assumption is reflected in the
simulation steps below, where � replicates the actions of � in the real protocol.

The simulator � :
(1) � sends sid l l G GSetup , , , ,1 2 1 2( ) to BM-AS-IDEAL and receives the keys and random message.

(2) � simulates the sending of the conditional transaction with parameters t,
λ

2
( ) and publishes the output

txhashI to PJ .
(3) � simulates TLPI and ProofGenI and publishes the output to PJ .
(4) � monitors the chain until the following occurs:

(a) PJ sends txhashJ , TLPJ , and ProofGenJ before time λ

4

:
PI opens TLPJ and redeems the money from the transaction with hash txhashJ .

From the standpoint of � , the simulated and real executions are identical:
• Step 2 in simulation is parallel to Step 7, 10 of BM-AS protocol.
• Step 3 in simulation is parallel to Step 8, 9, 10 of BM-AS protocol.
• The creation of the conditional transaction is the same.
• Step 4(a) in the simulation is parallel to the Step 13, 16 in BM-AS.
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� measures the times λ and t using the global clock model presented in 5.1. Thus, we have proved that for
any adversary � in the real model, there exists a simulator � in the ideal model that can effectively simulate
the execution of the real protocol, ensuring that both the adversary’s view and the joint outputs of the honest
and corrupted parties in the real-world execution are computationally indistinguishable from those in
the ideal-world execution. Consequently, the BM-AS protocol securely computes the BM-AS-IDEAL functionality
in the presence of one honest-but-curious adversary, as stated in the theorem. □

Remark on Sybil attacks: A potential challenge for the proposed protocol is its susceptibility to Sybil attacks,
where malicious actors create multiple fake identities to disrupt the matching process or exploit time-lock
puzzles without completing exchanges. However, we assume that adversaries are rational and aim to max-
imize their gains. In this context, Sybil attacks are inefficient, as splitting computational resources across
multiple identities reduces the ability to solve time-lock puzzles effectively, thereby lowering the adversary’s
potential reward. While this work does not include specific mechanisms to resist Sybil attacks, exploring such
protections could be an interesting direction for future research.
Remark on postquantum primitives: While it is well known that the factoring assumption is susceptible to
quantum attacks via Shor’s algorithm, this assumption remains justified by its current practical security within
blockchain interoperability. Despite the rapid advancements in quantum computing, the deployment of post-
quantum cryptographic schemes is still an ongoing process, and many standardized blockchain infrastructures
continue to rely on prequantum assumptions, particularly elliptic curve cryptography (ECC) for key generation and
digital signatures. Since ECC is not quantum resistant, existing blockchain systems will require substantial upgrades
to maintain security in a postquantum era. Quantum threats extend beyond factoring-based schemes, as high-
lighted by Fernandez-Carames and Fraga-Lamas [39], which discusses the vulnerabilities of both public-key crypto-
graphy and hash functions against quantum attacks, including those based on Shor’s algorithm. This underscores
the need for quantum-resistant cryptographic primitives in blockchain ecosystems.

Finally, an interesting direction for future research would be to extend the current security proof to the
malicious adversary model, addressing potential deviations from the protocol and demonstrating robustness
against actively adversarial behaviors.

Figure 2: Comparison of generation (above) and resolution (below) times of the time-lock puzzles in the RSW-TL and BM-TL cases.
As seen in figure, for a scenario like the one presented in this article, on a practical level, only BM-TL can be used.
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6 Discussion

In this section, we analyze the exchange protocol considering three points of view. The first is that of security,
then we will look at the protocol from a fee point of view, and finally, we will look at the speed of the protocols.
We conclude that the best time-lock puzzle protocol for this purpose is the time-lock puzzle based on the
Bellini-Murru protocol (BM-TL).

Both the time-lock puzzles are based on already analyzed methods. In particular, both the RSW and BM
method derive their security from the difficult problem of number factorization.

BTLE is competitive with the classic atomic swap in terms of fees. This is because no on-chain operations
are required: the exchange of random messages in BTLE-MA, the exchange of private key shares in BTLE-AS
and the computation needed for the generation an resolution of the time-lock puzzles are done off-chain. The
only transaction per blockchain is the transaction that participants make to send funds to another address.
This is an advantage over the number of transactions required in an HTLC.

Another advantage of BTLE over HTLC is that the time-lock puzzle system is more flexible. While in
an HTLC, it is necessary to decide the waiting time between transactions as a function of the timing
of the creation of blocks in both blockchains, in BTLE, the timing can be shorter since BTLE does not
have to do with blocks (there are no transactions sent other than the funding transaction if both parties
are honest), but the only delays are related to the latency of the internet network, which are obviously much
shorter.

We conclude this section with advice on choosing a time-lock puzzles between RSW-TL and BM-TL based
on the tests we conducted. As seen in the comparison in Figure 2, using a squaring number =t 10

7 the BM-TL
takes much longer than the RSW-TL method. In particular, it can be seen how with a number N such that its
length in bits is about 2,000 bits, the resolution time of the time-lock puzzle is 1̃00 s in the case of RSW-TL, while
it exceeds 4,000 s (just over an hour) in the BM-TL case. Figure 3 highlights this result. Furthermore, the growth
in terms of seconds in both generation and resolution of the time-lock puzzle is not linear in terms of the
number of bits in the modulo N .

This makes it more practical to use BM-TL as fewer total squarings are required. If participants want to
wait less than an hour, they can use a N module of less than 2,000 bits or decrease t. Test results can be found

Figure 3: Comparison of generation (above) and resolution (below) times of the RSW (left) and BM (right) time-lock puzzles. It is clear
that the growth in terms of seconds with respect to the magnitude in bits of the modulo N is not linear. We also note that the times
in the BM-TL case are about 30 times greater than the times in RSW-TL.
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in the Github repository.3 There, it is possible to find the results of the tests made with both BM-TL and RSW-
TL, on a core of different machines (Apple M1, AMD Series 7, Intel Xeon Skylake IBRS).

7 Conclusions

In this article we presented BTLE, a two-phase protocol for obtaining atomic swaps between two blockchains
based on time-lock puzzles instead of HTLC, which (differently from HTLC) can be used in both a 1-1 swap and
a many-1 swap as found in online exchanges. In this article, we have proved the feasibility of the protocol and
we proposed an implementation of all the functions of BTLE that can be found online4. In particular, time-lock
puzzle constructions for both the RSW-TL and the BM-TL are presented and implemented. Furthermore, we
tested BTLE using the two types of time-lock puzzles, and we published the results. Our protocol is subject to
quantum attacks. To address these challenges, future adaptations of our protocol could explore alternative
time-lock constructions based on quantum-safe assumptions, such as lattice-based cryptography or hash-based
time-lock puzzles. This research direction remains crucial, especially as postquantum cryptographic standards
see increasing adoption and gradual integration into blockchain architectures.
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