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Abstract

The computing continuum is a revolutionary cloud paradigm that integrates edge,
fog, and cloud layers into a cohesive distributed system of interconnected devices,
enabling seamless resource sharing across heterogeneous environments and ad-
ministrative domains. Its interwoven nature introduces novel challenges, including
enforcing proper network isolation between workloads by managing all possible
communications. Existing solutions are inadequate as they fail to address the dy-
namicity and heterogeneity of the computing continuum, exposing users to security
risks like cross-tenant interference or side-channel attacks. To address these security
challenges, this paper proposes a security solution to automate the configuration
of network isolation across the computing continuum. The solution facilitates the
enforcement of advanced security patterns, such as zero trust and least privilege,
across the several cloud layers involved in the continuum. It employs an intent-
based approach, enabling users to specify security requirements in an intuitive,
high-level language. The process relies on two core phases: smart verification and
harmonization, followed by translation. Their design aims to ensure consistency
in the defined intents and adaptability in addressing the evolving nature of the
continuum, by simplifying the configuration of advanced security patterns and
providing tenants with fine-grained control over network isolation. The approach
was implemented in Kubernetes, demonstrating its effectiveness in automating the
enforcement of user-defined intents via Kubernetes Network Policies, a common
mechanism for network isolation in Kubernetes. The developed implementation
was validated both qualitatively in a comprehensive use case, confirming its effec-
tiveness for security management, and quantitatively to assess the performance of
the different phases of the process.
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1 Introduction

Cloud computing has emerged as the principal paradigm for deploying and scaling
large applications, simplifying the management of widely distributed and resilient
services. Within this broad field, the computing continuum has recently gained sig-
nificant traction as it permits bridging the gap between edge, fog, and cloud layers.
Consolidating these layers into a cohesive, distributed architecture of interconnected
devices facilitates the dynamic sharing of resources, such as network, data, or com-
putation, enhancing flexibility and unlocking new optimization strategies [1-3].
Nonetheless, the computing continuum also introduces different security concerns.

A challenge yet to be addressed is guaranteeing isolation for the workloads
deployed within the continuum, which could be declined into several problems
such as access control [4], sandboxing [5], and network isolation. Specifically, this
paper focuses on the network isolation problem related to managing and securing
all communications within the use cases of the continuum. In this innovative envi-
ronment, managing the network communications happening among the workloads
(i.e., Kubernetes Pods) deployed in the continuum is of utmost importance to ensure
proper isolation between tenants. For instance, if a user offers part of his cluster to
others, it should be possible for him to manage all communications between hosted
and local workloads to avoid undesired interference from hosted tenants. On the
other hand, the user deploying a workload within the computing continuum may also
desire control over all kinds of associated communications, independently of where
source and destination are physically orchestrated. To properly address this problem,
several sub-challenges need to be simultaneously addressed.

A primary concern is multi-tenancy. As the continuum resources are dynamically
shared among users, clusters are exposed to risks such as cross-tenant interference
and side-channel attacks. Moreover, recent reports [6] indicate that over 90% of sur-
veyed Kubernetes clusters suffer from inadequate network security configuration,
thereby increasing these risks. Furthermore, existing approaches rely on static and
manual configurations, making them ill-suited for the dynamic and multi-tenant
nature of the continuum, where users can fluidly expand their cluster over multiple
distributed machines.

Secondly, the heterogeneity of the underlying infrastructure represents an addi-
tional complexity factor for the computing continuum. Variations in hardware and
software components lead to significant differences in low-level network security
configurations. For instance, the behavior of Kubernetes Network Policies depends
upon the Container Network Interface (CNI) in use, with some of them, such as Flan-
nel, lacking native policy enforcement and consequently silently ignoring them [7,
8]. This inconsistency complicates network security enforcement in the cloud and
increases the risk of unintentional exposure of the system.

Finally, the management of network isolation in the continuum is made more
complex due to the presence of multiple simultaneous objectives. The envisioned
dynamic exchange of resources, i.e., users may borrow resources offered by others
on remote clusters, implies different and potentially conflicting security objectives
that must be balanced. In particular, each hosting cluster must be protected against
potential harm caused by guest applications, which may even belong to tenants from
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different administrative domains. In turn, guest applications are required to be safe-
guarded from potential stealing of data or code or undesired interference from the
host. Instead, application owners must be empowered to define precise interactions,
specifying what communications should be permitted or prohibited, while respecting
the constraints of the hosting environments. As a consequence, any effective solu-
tions must effectively balance these competing requirements while ensuring robust
isolation across cloud layers.

In order to address these challenges, this paper proposes an automatic approach for
the enforcement of network isolation across the computing continuum, addressing all
the communications and use cases that may arise in such an environment. The pro-
posed solution leverages an intent-based approach, allowing users to specify security
requirements through a high-level user-friendly intent language. This language is
capable of expressing all the aforementioned conflicting objectives. The solution har-
monizes these intents, resolving possible conflicts between tenants or administrative
domains and generating sets of intents that are instead conflict-free. The harmoniza-
tion algorithm is designed to harmonize all possible discordances between the intents
defined by multiple users, each with possibly different roles, which share the same
physical cluster within the computing continuum. Ultimately, the harmonized intents
are translated into actionable network security primitives, such as Kubernetes Net-
work Policies, guaranteeing robust isolation across the continuum. The approach’s
effectiveness is demonstrated through its implementation and validation, showcasing
its ability to automate intent translation and ensure consistent security configura-
tion in dynamic, distributed environments. On the one hand, a qualitative validation
based on a comprehensive use case illustrates the operational benefits of the proposed
approach, simplifying the enforcement of advanced security patterns while maintain-
ing strong tenant isolation. On the other hand, performance tests were carried out
with the objective of providing a quantitative evaluation of the three algorithmic
phases characterizing the proposed solution.

This paper is an extension of a preliminary conference paper published in the
proceedings of the 2024 IEEE International Conference on Network Softwarization
(NetSoft 2024) [9]. That version provided only a high-level overview of the approach
and a basic description of the prototype implementation. Instead, this article intro-
duces several key novelties:

Enhanced definition of the proposed intent language;

Refinement of the approach with the addition of a novel verification phase;
Detailed formal presentation of the intent harmonization algorithm;

An improved validation, assessing the effectiveness of the solution.

The remainder of this paper is structured as follows. Section 2 reviews related work.
Sect. 3 presents the problem addressed by the proposed solution and its objective, and
it also discusses the overall approach. Sect. 4 discusses the formalization of the intent
language. Section 5 details the workflow, focusing on the core phases of harmoniza-
tion and translation. Sect. 6 discusses the termination and correctness of the designed
algorithms. Sect. 7 discusses the obtained results and the validation conducted on
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the implementation. Finally, Sect. 8 concludes the paper and outlines future research
directions.

2 Related Work

Network security automation has been explored in recent years to make use of the
improved dynamism of virtual networks. In particular, a recent survey [10] analyzed
the state of the art about the automation of network security configuration. Among the
various studies conducted in this field, the most effective ones [11-15] successfully
integrate configuration automation with policy-based management. This innovative
approach brings different benefits, such as reducing the risk of misconfigurations
and introducing the usage of high-level intents. Specifically, [11] proposes a new
workflow for security configuration in virtual networks, introducing “projections”
as abstractions of the defined network security policies to defer the selection of Vir-
tual Network Functions (VNFs) with the goal of optimizing their cost and number.
Although innovative for optimizing and managing VNFs, this work does not address
the granular isolation of individual workloads (such as containers or microservices),
focusing instead on the endpoint granularity of virtualized network environments.
Moreover, it does not address the specific challenges of the computing continuum,
such as the expression of application-centric network isolation policies or the simul-
taneous existence of conflicting objectives. In [12], INSpIRE is introduced, an intent-
based networking solution that refines high-level intents into the configuration of
VNF service chains, using clustering algorithms for VNF selection based on security
requirements extracted from user intents. Even if it has a wider scope, since it sup-
ports both virtualized networks and heterogeneous environments composed of both
softwarized components and physical middleboxes, it still focuses on network end-
points rather than the isolation of workloads and the definition of application-specific
policies (e.g., all workloads belonging to the frontend service). Moreover, this work
focuses on service composition and function selection rather than the management
of the dynamic network isolation required in computing continuum environments.
Instead, [13, 14] presents a methodology for automating the allocation and configura-
tion of packet filters in virtual network topologies. Their approach is based on solving
a Maximal Satisfiability Modulo Theories problem, ensuring automation, formal cor-
rectness, and optimality in terms of resource utilization. Specifically, [13] proposes
a framework for automatically configuring virtual firewalls in Kubernetes. Although
it applies to Kubernetes-based environments, the approach focuses on network-level
firewalls, not delving into workload-specific isolation requirements. Moreover, it
does not consider other fundamental challenges of the continuum, such as the pres-
ence of conflicting goals or the necessity of managing inter-cluster communications,
being limited to scenarios with a single Kubernetes cluster. Similarly, the work pre-
sented in [14] represents a more mature and refined approach with respect to the
previous one but it retains the same limitations. In particular, its focus remains on
firewalls and does not extend to workload or application-level isolation requirements
or the specifics of continuum computing. Finally, [15] presents an architecture for
automatic provisioning of secure intent-based services through in-flight encryption
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in SDN multilayer networks, i.e., IP, Ethernet, optical. The main contribution is the
adoption of an intent-based networking approach for the automatic orchestration of
the cryptographic layer based on application, costs, and security requirements. This
work applies mainly to the SDN network context, and it aims to ensure confidential-
ity and integrity through encryption, rather than network isolation among the work-
loads. Overall, even if their contributions to the field of network security automation
are highly valuable, none of these work is applicable to the problem of network-level
workload isolation in the computing continuum, either because they focus on differ-
ent security aspects, e.g., confidentiality, or because they are not designed to account
for the specifics of such environments, e.g., multiple and concurrent goals, inter-
cluster communications, workload-centric networking.

Security automation within the cloud thus represents a natural follow-up to what
has already been investigated in that field. In this context, there have been different
studies trying to automate security-related tasks. Several solutions [16—18] have been
proposed for the automatic verification of user-defined security intents over formal
models generated starting from configuration files of a cloud system. For instance,
[16] employs description logics to model AWS CloudFormation configurations, i.e.,
the proprietary infrastructure-as-code solution of Amazon Web Services (AWS), in
order to verify compliance and detect complex errors before workload deployment.
Similarly, [17] introduces ZELKOVA, an analysis tool that translates AWS access
control policies into Satisfiability Module Theories formulas to verify reachability
and resource access properties. The goal is to aid administrators in analyzing the
deployed configuration and detecting unintended misconfigurations. Additionally,
[18] presents Tiros, which also leverages Satisfiability Module Theories formulas
and automated theorem provers, but to model networking-related configurations
within AWS cloud environments. The objective is to enable network reachability
analysis on deployed applications in order to provide formal security guarantees
about their adherence to some defined security invariance. All these tools, regardless
of their specific focus on cloud environments, share the same limitation. Specifically,
their goals are related to the analysis and verification of existing configurations (e.g.,
access control, IaC), not the automatic generation or dynamic application of network
isolation policies across a heterogeneous computing continuum.

Other studies [19, 20] focus on the extraction of an enriched model from Kuber-
netes configuration files, so as to use it to solve different automated reasoning prob-
lems, such as attack graph generation and threat analysis. Specifically, [19] proposes
a methodology for analyzing Kubernetes Helm Charts by generating a topological
graph enriched with security features, which is used to assess risks using the MITRE
ATT&CK framework. This work focuses on analyzing and identifying vulnerabili-
ties prior to deployment, but does not contribute to automating the generation or
enforcement of network isolation policies. Instead, [20] employs an enriched knowl-
edge graph to assess vulnerabilities in cloud configurations and suggest more secure
alternatives, supporting what-if analysis. Also in this case, although it does consider
workflow-centric security aspects, the approach models the existing cloud configura-
tions with the goal of providing an analysis and recommendation tool. It does not
automate the synthesis or enforcement of security features. Despite their contribu-
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tions, these solutions focus solely on security posture verification and compliance,
lacking the capability to autonomously generate security configurations.

Only a few studies [21-23] try to automate the enforcement of low-level security
configuration aspects, starting from the analysis of running systems. For example,
[21] proposes Kub-Sec, an engine to generate AppArmor profiles for containers in
Kubernetes clusters based on container runtime behavior. The system collects behav-
ioral data from nodes, centrally transforms them into AppArmor policies, and applies
them seamlessly without service disruption. This work is specific to the security of
containers using AppArmor, which is a mandatory access control system based on
resource access implemented in the Linux Kernel. Therefore, it is not applicable to
the problem of workload-level network isolation, nor does it consider the require-
ments of the computing continuum. Similarly, [22] presents KGSecConfig, a knowl-
edge graph-based approach for automating the security configuration of container
orchestrators by systematically capturing, linking, and correlating the different het-
erogeneous sources of information in a unified structure. Some aspects addressed
in this work, i.e., collection and aggregation of security configuration knowledge
across heterogeneous sources, are highly relevant to the continuum, to which it shares
similar heterogeneity properties. However, its focus is on general security compli-
ance (e.g., presence of common misconfiguration, compliance with published best
practices) rather than specifically on network isolation. Lastly, [23] proposes an
automated tool for dynamically generating inter-service access control policies in
microservices through static analysis of request patterns. Although highly relevant to
the workload-isolation problem, its focus is more on access control rather than net-
work isolation at a broader level. In general, all these solutions are limited in scope,
as they do not support high-level security features such as Kubernetes Network Poli-
cies, are not designed to operate within the computing continuum paradigm, and,
more importantly, lack user-defined intents. Indeed, the presence of multiple and con-
flicting objectives within the continuum imposes that users must have the power and
flexibility to define the isolation intents.

As an overview, Table 1 summarizes this analysis of the related work, classifying
the studies with respect to the network isolation challenges of the computing con-
tinuum and concisely highlighting their main limitations with respect to our proposal.

3 The Proposed Solution

This section illustrates the motivation and main features of the proposed solution for
intent-driven network isolation in the computing continuum. First, it discusses the
problem addressed by the proposed solution and its objective (Sect. 3.1). Then, it
presents the approach followed by the designed methodology to reach the isolation
goals (Sect. 3.2).

3.1 Problem Statement and Objective

In the computing continuum, resources can be dynamically acquired or released
depending on users’ evolving needs, generating a continuous exchange over the uni-
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Table 1 Classification of related work with respect to network isolation challenges in the computing
continuum

References Security objective  Target Automation User- Work- Multiple
environment type defined load and con-
intents scope  current
goals
[11] VNF selection Virtualized Configuration v X X
networks
[12] VNF selection Virtualized and Configuration v X X
hybrid networks
[13] Network isolation  Virtualized and Configuration v X X
cloud networks
[14] Network isolation  Virtual networks ~ Configuration v/ X X
[15] Network Multilayer SDN  Configuration v~ X X
encryption networks
[16] Security Cloud (AWS) Analysis X v X
assessment
[17] Access control Cloud (AWS) Analysis v v X
[18] Network Cloud (AWS) Analysis v v X
reachability
[19] Security Cloud Analysis X v X
assessment
[20] Security Cloud Analysis X v X
assessment
[21] Access control Cloud Configuration X v X
(Kubernetes)
[22] Access control Container Configuration X v X
Orchestrators
[23] Access control Cloud Configuration X v X
(Kubernetes)

fied pool of available ones. In this process, users may assume different roles. Those
who consume resources of a remote cluster act as consumers, while those offering
resources for remote consumption act as providers. In this context, the term cluster
refers to one or more machines that are logically grouped under a single control plane
and run containerized applications. To denote if the cluster is administered by a pro-
vider or a consumer, in the article, the terms provider cluster and consumer cluster
will be used for brevity. When a consumer acquires a resource, this resides physically
within the provider’s remote machine, but it is logically seen as integrated into the
local cluster of the consumer. In this view, the meaning of local and remote clusters is
derived from the subject of the phrase. If the subject is the consumer, the local cluster
is the consumer cluster, and the remote cluster is the provider cluster. The vice versa
is applied if the subject is the provider.

Through the dynamic creation and closure of these connections, the computing
continuum model improves several real-world use cases that benefit from the more
flexible and efficient infrastructure usage. For instance, if a participant operates an
on-premise cloud infrastructure with commonly underutilized resources, they could
temporarily lease parts of their infrastructure to other continuum participants, gen-
erating revenue while reducing infrastructure management expenses. Conversely, a
participant experiencing temporary requirements, such as a spike in application traf-
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fic or scheduled maintenance, could decide to temporarily lease remote resources
and smoothly migrate their application without expanding their local physical infra-
structure. Moreover, applications having strict requirements in terms of geographical
location, either because of latency or due to legal obligations and compliances, could
be seamlessly (re)orchestrated to different locations thanks to the creation of new
connections.

However, an obstacle to the dynamic exchange of resources is their security. Spe-
cifically, it is of utmost importance to isolate workloads belonging to different users,
permitting only communications that are approved by all involved actors. Considering
the above use cases, the resource provider would keep ownership over her resources
and define which communications are permitted, whereas the consumer would desire
to isolate her workloads against undesired interferences from the provider or other
co-located consumers, specifying exactly which workloads can communicate with
others and how. Unfortunately, to the best of our knowledge, current technologies are
not considering scenarios with multiple and concurrent goals, i.e., network isolation
goals of both consumer and provider, supporting only single-cluster or single-user
scenarios. Moreover, the heterogeneity and scale of the continuum impose new chal-
lenges not yet faced in current approaches. Having a vast pool of interconnected and
different clusters implies a widely diverse landscape of network isolation solutions,
which are not always intercompatible. But then, even if compatibility is assured, the
isolation goals of consumers may contrast with those of the providers. For instance,
a requested communication from a consumer workload to another hosted by the pro-
vider, e.g., a data source or an exposed service, might be denied by the provider or
only partially approved. Similarly, a list of requested communications defined by the
consumer might only be partially compliant with the ones requested by the provider,
which could define some mandatory communications, e.g., for security or monitoring
reasons, which must be included in the consumer’s set. Noticeably, being the pro-
vider’s intent defined for a general consumer, these conflicts are expected, and their
automated discovery and reconciliation are necessary.

Therefore, the objective of this article is to safeguard workloads within the contin-
uum. Specifically, it presents an approach for workload-level network isolation based
on an intent language capable of expressing the network isolation goals of both con-
sumers and providers. The approach is designed around three main phases, namely
verification, harmonization, and translation. The first one is designed to verify the
feasibility of consumer intents with the provider ones, checking if the consumer’s
request is compatible with the provider’s offer. However, even if compatibility is ver-
ified, some discordances may still be present. For this reason, the proposed approach
includes an automatic and intelligent harmonization phase to detect and solve any
possible discordance. Finally, the heterogeneity of the underlying components is
managed by the translation phase, which converts the network isolation intents into
the specific implementation of the targeted cluster, abstracting away all complexities
deriving from the computing continuum context.
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3.2 The Approach

In view of these preliminary concepts, this paper proposes a methodology for auto-
mating the enforcement of network security isolation by managing the communica-
tions related to the workloads deployed within the computing continuum, whether
owned by a consumer or a provider. The methodology is designed to be integrated
with the resource acquisition process, meaning that network protection occurs after
the selection of a provider and before resource consumption. This ensures that newly
acquired resources are protected before any workload is deployed.

Specifically, the proposed approach works as follows, as also represented in
Fig. 1. Initially, both parties taking part in a resource exchange define fine-grained
security intents (Sect. 4), specifying which communications they want to allow or
which authorizations they are willing to grant. This is done by both users involved in
aresource exchange, i.e., the provider, left side of Fig. 1, and the consumer, right side
of Fig. 1. The intents defined by the consumer are mainly related to the protection of
its virtual cluster, i.e., logical cluster formed by the composition of resources physi-
cally present in the local and one or more remote clusters, while the intents defined
by the provider are related to the protection of its resources and the communications
allowed to cross the consumer’s virtual boundary, i.e., logical and elastic perimeter
of the virtual cluster that could shrink and expand based on workload demands. In
Fig. 1, the virtual cluster is represented with a blue area that spans across both pro-
vider and consumer clusters, which are delimited by two white rectangles with a
continuous black perimeter. Then, since different objectives may lead to conflicting
intents, a smart harmonization process resolves all possible conflicts arising between
actors participating in a given peering (Sect. 5.1). The result is a set of harmonized
intents that undergoes a final process, the translation and enforcement phase. This
allows the abstraction of the underlying hardware, converting the generic intents to
the low-level configuration, which is properly applied (Sect. 5.2). These phases are
managed by a component named secure border agent, represented as a yellow box
within Fig. 1. This agent is deployed on all clusters taking part in the continuum and
serves as the interface between users, who provides the intent sets, the orchestration
platform, which is most commonly Kubernetes, and the technological stack enabling
the continuum, which is referred to as computing continuum provider in the rest of
the article and in Fig. 1 is modeled with a light-purple box.

I\ 4

Kubernetes Kubernetes
API server API server

ﬁ /—’
SECURE BORDER AGENT SECURE BORDER AGENT
\ computing
continuum
provider CONSUMER

Fig. 1 high-level view of the protected border approach
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A more detailed discussion on the intent language and the workflow is included
in Sects. 4 and 5, respectively. The technological stack supporting the computing
continuum must enable transparent resource consumption, i.e., ensuring that work-
loads can be scheduled either locally or remotely without any perceptible difference
for the user. Additionally, since consumers and providers have simultaneous objec-
tives, the continuum must include mechanisms for managing and sharing information
across involved peers in order to allow the mutual sharing of intents representing
their objectives. Section 3.2.1 further elaborates on these aspects.

Finally, the proposed approach assumes the existence of a minimal trust relation-
ship between the consumer and the provider, which enables the exchange of security-
related metadata and the negotiation of intents. This assumption reflects practical
scenarios where resource sharing is governed by pre-established agreements, such as
service-level agreements (SLAs) or contractual arrangements between administra-
tive domains or tenants. Although the approach does not model the formal definition
or enforcement of such agreements, their importance is undoubted for protecting
provider configurations from potential misuse and preserving fairness in the intent
negotiation process. The present work does not address these negotiation and trust
problems, focusing instead on the workload isolation problem, which is a significant
problem by itself to be addressed to improve the security of the computing continuum.

3.2.1 Computing Continuum Provider

The “computing continuum provider” architectural element is out of scope for this
work, but as it plays a role in the proposed approach, its relevant characteristics are
now briefly recalled.

The term computing continuum provider refers to the technological stack responsi-
ble for the creation of the different abstractions involved in the computing continuum.
The most relevant abstractions are those concerning the unification of heterogeneous
hardware and the transparent management and consumption of resources. In recent
years, several initiatives have tried to propose different implementations of such
component. Notably, several European projects [24—29] are currently working on
different approaches, pushing the current technologies towards the next-generation
computing continuum. Additionally, a broader European initiative! has been foster-
ing collaboration among these projects, promoting a unified reference architecture
for the European Cloud-Edge-IoT (ECEI) continuum . As reported in Fig. 2, this
reference architecture consists of multiple modules that collectively provide all the
abstractions needed for the continuum. Among these modules, resource management
and orchestration are the most relevant for the present work. According to [30], the
resource management module is responsible for resource discovery, orchestration,
and managing co-allocation, i.e., the process of simultaneously allocating resources
from different providers. Meanwhile, the orchestration module manages the deploy-
ment of services, applications, network resources, or even devices, across the
cloud-edge continuum, abstracting the underlying infrastructure to facilitate seam-

Uhttps://eucloudedgeiot.eu/.
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Fig. 2 ECEI reference architecture for the computing continuum

less consumption by users. It also manages the sharing of information across all the
involved devices.

The approach in Sect. 3 only requires that the computing continuum provider
exposes two key functionalities, i.e., the transparent consumption of resources, from
their discovery up to their usage, and the ability to share knowledge between peers.
Since these are part of the reference architecture, our proposed approach is general
enough to be compliant with any computing continuum provider that adheres to the
aforementioned reference document. For the purpose of this work, FLUIDOS [24]
was adopted as a possible implementation of the computing continuum provider.
Within FLUIDOS, resource management and data sharing are facilitated by Liqo
[31]. This is an open-source project targeted at multi-cluster Kubernetes topologies
and providing the technology for dynamic and seamless management of such envi-
ronments, making it a good candidate to support the multi-federation model proposed
within the computing continuum. Using Liqo, two heterogeneous clusters can estab-
lish a resource-sharing relationship. This relationship is called peering, and once a
peering is established between two clusters, we will refer to them as peered clusters.
Whenever a new peering is created, Liqo transparently handles all the low-level con-
figurations in order to present a unified network and storage fabric to the user. Spe-
cifically, it permits multi-cluster connectivity regardless of the heterogeneity of the
clusters and the interconnecting infrastructure, and it also supports transparent execu-
tion of stateful workloads independently of whether they are executed in a peered
cluster or the other. Finally, once a peering is established, the process of scheduling
a workload, i.e., a group of Kubernetes Pods executing an application, to the peered
cluster is called offloading. To be aligned with Liqo’s terminology, in the remainder
of the paper, the process of connecting together two clusters will be called peering,
and the operation of allocating a workflow in the remote node, connected through a
peering, will be called offloading.
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4 Intent Language for the Computing Continuum

A key element for the proposed solution is the intent language, which is introduced
and formalized in this section before the one detailing the details of the workflow. A
robust intent language for protecting the computing continuum must accommodate
all the potential use cases within the novel scenarios of the continuum, while also
enabling users to precisely define both permitted and prohibited network commu-
nications. Therefore, the purpose of the proposed intent language is to express all
network security isolation requirements that are specific to the continuum, and allow
users to define communication intents for pods across both physical and virtual clus-
ters with the same fine granularity.

In order to achieve this objective, the proposed intent language involves four dif-
ferent types of intents, each tailored to achieve a specific objective, ensuring precise
control over the communications happening in the continuum. The different types
are linked to the roles of users involved in an offloading. When users assume the
consumer role, their main security objective is to safeguard communications within
their local cluster (Private intents) and to protect communications among resources
offloaded to remote clusters (Request intents). Conversely, when users assume the
provider role, their main security goal is to limit communications involving the
hosted resources on the one hand, its own services or the external network (i.e., the
Internet) on the other hand (Authorization intents). Moreover, the platform might
require special networking privileges in order to work, and these must be also made
explicit (Setup intents). These could be automatically derived from the infrastructure,
therefore not being directly defined by either consumer or provider.

Figure 3 shows the three main types of intents, through some example communi-
cations. The intent types shown in the figure are only the ones under users’ respon-
sibility, which are Private and Request for the consumer, and Authorization for the
provider. For what concerns intents of the the fourth type, i.e., Setup intents, they are
correlated to the adopted platform and technological stack and could be derived from
them. Consequently, being this type not direct responsibility of any user, this has not
been represented. Besides, the consumer and provider roles may be interchangeably
assumed by the users. Therefore, this subdivision of intent responsibilities simplifies
the understanding of the approach, but it is not strict. Indeed, a provider has her own
set of requests and private intent, but if she takes only the provider role, she does not
define any intent for them, remaining empty. The opposite happens for the consumer
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(a) Private intents (b) Request intents (c) Authorization intents

Fig. 3 User-defined types of intent
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and the authorization intents. The possible types of intents are further detailed in the
following:

Private intents: they are related to communications within a virtual cluster, i.c.,
intra-virtual cluster, and involving both local and remote resources. These intents
follow the principle that users should have full control over their resources, con-
sequently they are not subject to the authorizations of the host(s). Some possible
communications expressed with Private intents are represented in Fig. 3a. These
intents are used to precisely define the intra-virtual cluster communications, al-
lowing the implementation of a least privilege architecture.

Request intents: they govern the inter-virtual cluster communications, i.c., those
crossing the virtual boundary of an extended cluster. These may involve interac-
tion with services in the hosting cluster or external networks. Within these in-
tents, consumers can refine the isolation settings, tuning some parameters that
will modify their will in terms of isolation with respect to the hosting cluster. For
instance, these parameters could be used to accept or refuse to be monitored by
the remote provider. Some examples are shown in Fig. 3b.

Authorization intents: they represent authorization policies defined by each user
to regulate inter-virtual cluster communication within a physical cluster, which is
under they control (i.e., its under their administrative domain and have the pos-
sibility to modify its configuration). The communication policies defined through
this type are applicable to any possible guest. Specifically, they target two com-
munication types:

1. Denied Communication intents: they express blocked or filtered connections
for all hosts. For instance, the provider could choose to deny the connections
to some blacklisted URLSs, or to a subset of his resources.

2. Mandatory Communication intents: they express whitelisted connections
enforced for all guests. A possible usage is to inject into the configuration of
each host a rule to permit the communications used by the provider to collect
the logs of each hosted application.

Fig. 3cpresents some examples of communications that can be expressed with

Authorization intents.

Setup intents: ensure correct system operation by defining necessary platform-
level networking configuration. For instance, these are used in our specific case to
whitelist the VPN communications that are created between two peered clusters
by Liqo.

All these intents can be expressed by the user with a format that provides a similar

degree of expressiveness as the one achieved with selectors in Kubernetes Network
Policies, so as to allow the specification of the information needed to select specific

traffic. The envisioned structure is the following:
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from SRC to DST, protocol [ : port [ — endPort ]

® SRC and DST can be either a pod or a group of pods with the same label and an
associated namespace, or an address or a group of addresses defined through
CIDR (at most one could be a CIDR address). For them, the wildcard symbol “*”
can be used to target the whole (virtual) cluster if “*” is the value assigned to both
pod and namespace, or to select all pods in a specific namespace if it is assigned
only to the pod.

® protocol can be any transport protocol (TCP, UDP, SCTP, etc.) or the value
“ALL” to represent all of them.

® port can be a port, or a range of ports if it includes also a value for endPort. This
field is optional, and its omission has the same meaning as selecting the complete
range of ports, i.e., 0-65535.

Finally, the Request and Private intents can be expressed only in whitelisting, so as to
be compliant with the default behavior of Kubernetes Network Policies, which define
the set of permitted communications and all the other ones are consequently blocked.
Instead, the Authorization intents allow for more expressiveness and flexibility. The
Denied Communication intents are expressed with a blacklisting approach, i.e., the
user can define only denied communications and the remaining ones are allowed.
Conversely, the Mandatory Communication intents are simply allowed communica-
tions, since they express the connections that must be imposed on all guests.

5 Workflow Formalization

As introduced in Sect. 3, the proposed approach is integrated into the resource acqui-
sition process. During it, the consumer and the provider exchange the different sets of
intents, as defined in Sect. 4. This is possible thanks to the abstractions provided by
the computing continuum provider. Afterward, initial processing is executed by the
cluster requesting the peering, i.e., consumer-side. Specifically, it verifies the com-
patibility of consumer intents with the authorization intents offered by all possible
providers (Sect. 5.1.1). This phase can be performed multiple times, one for each
received offer. Considering the results of this phase, one provider is selected, and
the peering is initiated. Once this happens, a harmonization process (Sect. 5.1.2) is
started within the secure border agent on the hosting cluster. As a result, the intents of
the involved peers are harmonized and all possible conflicting objectives are solved.
Finally, these harmonized intents are translated (Sect. 5.2) into proper configuration
files for Kubernetes.

The workflow is graphically represented in Fig. 4, which illustrates a consumer
cluster, on the left, performing the peering towards a provider cluster, on the right.
As first step of the workflow, both users have to define the sets of intents under
their respective competence, which are Request and Private intents for the consumer,
while Authorization and Setup intents for the provider (1). As previously mentioned,
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Fig. 4 workflow of the protected border approach

the provider also provides a set of request intents, whose content is determined by
prior exchanges or possibly empty. As a hypothesis for the presented approach, the
intent sets are supposed to be defined in an anomaly-free way. This is not restrictive
because there are techniques that allow one to generate such a set from non-disjoint
rules. Secondly, the secure border agent on the consumer cluster, after having col-
lected the necessary information from all available providers, performs the verifi-
cation phase (2). As a result, one provider will be selected by interfacing with the
computing continuum provider (3). Note that this component is also invoked to share
the consumer’s intents with the provider. Afterward, the secure border agent on the
provider is triggered and performs the harmonization phase (4). The output will be
a set of conflict-free requirements, which is passed down to the translation module.
This element handles their translation into Kubernetes Network Policies and their
enforcement by contacting the API server of the corresponding cluster (5). This step
happens in both clusters, as the consumer’s Private intents, by definition, concern the
intra-virtual cluster communications, and these could be either local or remote. As a
consequence, some of them require to be translated and enforced in the local cluster,
and others on the remote cluster.

In the following, the two modules inside the secure border agent will be explained
in more detail.

5.1 Verification and Harmonization

The verification and harmonization module plays a crucial role in balancing the
diverse and simultaneous objectives within the computing continuum, while ensur-
ing the desired security level. The following sections will provide details about these
processes. Remark that, for brevity, all symbols used in the next sections are intro-
duced and defined in Table 2. Moreover, about the formalism of next sections, this

work uses the “.” notation to denote a specific tuple element (e.g., given a tuple
t = (a, b, ¢), t.a identifies element a of tuple 7).
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Table 2 Policy specification grammar

Symbol/function/predicate/operator

Definition

B = {true, false}

S

1P

P

Ir = {i1,..,im}

Fr = {z|z € B}

Ip = {i1,....in}

Is = {i1, . ip}

Ta=74 U017

T4 = {i1, ..., iq}

I = {i1, ., ir}

i=(C,a)

a € {allow, deny}

C = (proto, p, src,dst)

proto C V

V = P{STCP,UDP,TCP}\{0}
U{ALL}

p € {(pi,ps)lpi,py € {z €N]

0 <2 <65535}, p; < pp}U{x}

src = (selector, isRemoteCluster)

dst = (selector, isRemoteCluster)

isRemoteCluster € B

selector € {SpodNs, SCIDR}

ScIDR = a1.a2.a3.a4/Mm

a; € {z € N0 < z < 255}

m € {z € N[0 <z < 32}

SpodNs = (pod, ns)

pod = {(k1,v1), ... (kj,v;)}

ns = {(k1,v1), ..., (kj,v;5)}

ki € SU{x},v; € SU {x}

BC : Scipr — IP

NW SCIDR — IP

¢ : Spoans — P(P)

Boolean set

Set of all finite-length strings

Set of all valid IPv4 addresses

Set of all Kubernetes Pods

Set of Request intents

Set of parameters complementary to the Request intents
Set of Private intents

Set of Setup intents

Set of Authorization intents

Set of Denied Communication intents

Set of Mandatory Communications intents
Intent

Action of an intent

Condition of an intent

Set of transport protocols

Set of all possible subsets for proto

Destination port

Source selector

Destination selector

Value indicating the cluster owning the resource
Resource selector

Selector based on classless inter-domain routing value
IP octet

IP mask

Selector based on pod and namespace values

Set of key-value pairs for Kubernetes pods

Set of key-value pairs for Kubernetes namespaces
Key and value

Function mapping Scipr to its broadcast address
Function mapping Scipr to its network address

Function mapping Spodns to Kubernetes Pods

5.1.1 Verification

The verification phase has the purpose of ensuring the compatibility between a set
of Request intents Zr defined by a consumer, and a set of Authorization intents Z 4
defined by a provider. This process will be repeated for each one of the available
providers, as the goal is to provide results relevant to the consumer to assist her in
the selection of a provider from the set of available ones. Multiple different strategies
may be pursued to reach this objective, e.g., some strategies may allow the consumer
to rank the results according to some criteria, selecting the provider whose Authori-
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zation intents are most aligned with her Request intents. However, as the definition
of all these strategies is not within the scope of this paper, the verification strategy
defined in the current proposal simply performs a binary compatibility check. At the
same time, the overall workflow has been designed to be compliant with the integra-
tion of other possible strategies, thus leaving the possibility of having more defined
mechanisms for future work.

The verification algorithm takes as input each possible pair of intents (4, i,) such
that an element of the pair is a Request intent, whereas the other one is a Denied
Communication intent, i.e., (i, € Ir,i, € Iff‘). For each input pair thus defined, it
outputs a Boolean value, which is true if the intents of the evaluated pair are compat-
ible, false otherwise. Two intents are compatible if there is no overlap between their
conditions. Consequently, the verification algorithm can be considered as a verifica-
tion of the existence of a possible overlap between the conditions of intents compos-
ing the input pairs, as shown in the following:

Vi, € Ir,Yiq € %, ir.C Nig.C =0

The satisfaction of the above formula implies that the compared intent sets, i.e.,
Tr,Z%, are compatible. In this work, a set-theoretic interpretation is given to the
intent’s condition. In particular, given a condition C = (proto, p, src, dst), this is
interpreted as a multi-dimensional hypervolume described by four different dimen-
sions, i.e., proto, p, src, and dst, and C is the set of elements included in this hyper-
volume. Therefore, the intersection i,..C' N i,.C' is interpreted as the intersection of
such hypervolumes in this interpretation. Table 3 presents a clarifying example of
the verification process. In particular, Table 3 presents two sets of intents, namely
a set of Authorization intents Z% defined by a provider and a set of Request intents
Ir defined by a consumer. In particular, comparing the only Request intent ¢, and
i1 € Z%, it may seem that these intents are overlapping. However, even if several
fields are clearly overlapping, 7; and 7, are compatible because of the disjoint proto
field. It is sufficient that one of the fields defining the intents is non-overlapping to
have a true output for the verification. Instead, comparing 4,- and i € Z¢, if proto and
p are ignored being evidently overlapping, the situation is the one of a partial overlap
with respect to the dst. This means that the requested intent 4. is only partially autho-
rized by the provider intents. Finally, the last case is the comparison between %,. and
iz € Z%. This situation presents a full overlap between the two intents. Specifically,
the provider’s intents are defined in such a way that src and dst are of wider-scope
with respect to ¢,., which results to be a subset of ¢3.

Table 3 Example of intent sets to be verified

# sre dst p proto

Request intents (Z ) of consumer
1 Spoans = ({(role, student)}, {(*,+)}) Scmr = 130.192.0.0/16  (80,80)  {TCP}

Denied communication intents (Ij‘f‘) of provider

1 Spodns = ({(x, %)}, {(x,%)}) Scipr = 130.192.0.0/16  * {UDP}
2 Spodns = ({(role, %)}, {(*,%)}) Scipr = 130.192.0.0/18  (80,80)  {TCP}
3 Spost = ({(role, *)}, {(>k7 *)}) SCIDR = 130.0.0.0/8 * {ALL}
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Additionally, the verification algorithm evaluates also any complementary param-
eter within the set of Request intents, as defined in Sect. 4. An example of a parameter
is the Boolean flag acceptMandatory € Fr, which is true if the consumer is willing
to accept certain connections imposed by the provider (e.g., monitoring connections
for security or accounting purposes), false otherwise.

In checking the compatibility between the two intents composing each input pair,
the most complex aspect of the verification algorithm is related to the fact that two
intents are comparable only if they are defined using the same fields, i.e., if C.src and
C.dst are expressed using the same selector types for both intents. Consequently, the
verification algorithm employs a different processing logic depending on how they
are specified, either through a CIDR-based selector or through a Kubernetes-based
selector. Moreover, the comparison of two selectors of type Spodqns 18 non-trivial,
requiring an additional processing step in order to make them comparable. As in
Kubernetes a Pod might have multiple assigned labels, a simple string comparison of
the list of (k, v) pairs composing the pod and namespace elements of the two selec-
tor may not be sufficient, and may lead to incorrect results. Furthermore, since the
selector is expressed both in terms of pod labels, i.e., pod, and namespace labels,
i.e., ns, comparing two selectors such as Sp,qns = (pod, 0) and S ns = (0, ns),
would not be possible without this preliminary mapping. This operation is formally
represented here with function ¢(Spoans) = Pod, which takes as input a Spoans
selector and produces as result a set of Kubernetes pods, i.e., Pod C P. Specifically,
this represents a mapping function that converts a resource selector, defined in terms
of Kubernetes’ Pod and Namespace labels, to the set of objects identified by those

labels. In other words, given Spoans = ({(k¥°%, vP°")}, {(k7,v7)}), the function

?(Spoans) Will return a set of Kubernetes Pods having a label with key = kP °d and
g 1

value = vlf‘)d’ and belonging to any namespace having a label with key = k7'® and

value = v{**. This mapping is further complicated by the expressiveness of Spodans
which could include the wildcard symbol in any position, with the extreme cases of
selecting a complete (virtual) cluster, i.e., Spoans = ({(*, %)}, {(*,%)}). The con-
siderations presented here are valid also for the next part, where they will be applied
within the formal presentation of the harmonization algorithm.

5.1.2 Harmonization

The harmonization phase is executed within the same module and has the purpose of
harmonizing different sets of intents established by users engaged in a peering pro-
cess, providing an intelligent resolution of the possible discordance between them.
The general principle behind this algorithm is that the hosting cluster has the deci-
sion power: it chooses which Request intents, defined by the consumer, can or cannot
be enforced while possibly forcing some new ones. Anyhow, the host can impose
its authority only over the inter-virtual cluster communications, while the intra-vir-
tual cluster communications, even if happening on the host’s cluster, should be fully
determined by the consumer who acquired the usage of those resources and has the
right to configure them freely. These communications are expressed through a set of
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Private intents, and, given this consideration, they can not produce discordances and
are not involved in the harmonization process.

In the context of this phase, a discordance arises when an intent defined by one
user is not authorized or coherent with intents defined by another user with whom
peering is requested. These discordances can be classified into three main types
related to three possible cases:

1. When a Request intent defined by the consumer is not (fully or partially) autho-
rized by the Authorization intents of the provider;

2. When a Mandatory Communication intent defined by the provider is not satisfied
(fully or partially) by the Request intents of the consumer;

3. When a Request intent defined by the consumer has been authorized but does not
have a symmetrical Request intent in the provider.

This last case is needed to have coherence between the consumer and provider intent
sets, since it is not enough that the consumer’s Request intent is authorized but a
similar provider’s intent should be defined in order to fully allow the communication.
These three discordance types are represented in Fig. 5 through an example. For the
first case, a user performing the offloading is requesting that his offloaded entity A can
contact a malicious website, but the Authorization intents defined by the hosting user
deny all connections to the Internet for all offloaded pods, thus causing a discordance.
Second, the provider defined a Mandatory Communication intent from his resource
M, a monitoring endpoint, to all offloaded pods. This is not yet satisfied by the intents
defined by the consumer, causing another discordance. Third, the consumer requests
that the same offloaded entity A can contact entity B, which is part of the hosting clus-
ter. However, the hosting user has not defined an intent allowing B to be contacted by
A, thus resulting in another discordance.

The harmonization algorithm is divided into three main stages, one for each discor-
dance type. These three stages, whose formalization is presented in the remainder of
this section, must be executed sequentially, i.e., first, the discordances of type-1 must
be harmonized, then the ones of type-2, and finally, the ones of type-3. This ordering
has been selected in order to assure the correctness of the result. More precisely, the
processing of type-3 discordances must be postponed to the last stage because one
of its inputs is the final set of harmonized consumer’s Request intents, which results
from the resolution of type-1 and type-2 discordances. Moreover, harmonizing type-2
discordances before type-1 ones may cause some mandatory communications, added
as aresult of the harmonization of discordances of type-2, to be later removed because

Denied Communication intents:
L— from ALL to 0.0.0.0/0
-1 Mandatory Communication intents:
from Mto ALL, UDP ( 2
Request intents:
=~ from D to B, ALL

Request intents:
from A to "www.badSite.com" 4]

fromAto B, ALL \

Consumer
J8pINOId

Fig. 5 Example of possible discordance between intents
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they are in conflict with the provider’s authorizations, produced instead a result of the
harmonization of discordances of type-1. As a consequence, the only correct ordering
of discordances for the execution of the harmonization algorithm on them is: type-1,
type-2 and type-3.

Harmonization of discordances of type-1. Discordances of type-1 are man-
aged through algorithm 1. Discordances of the first type are solved by subtracting
the set of Denied Communication intents Z¢ from the set of Request intents Zx.
Indeed, the algorithm processes each tuple (i, 4, ), with i, € Zg and i, € Iff‘, and,
if i,.C' N i,.C # O then the difference is computed as {C1,...Cx} + ©,.C'\ i,.C,
which produces a set of intents, one for each C; € {C1, ..., Cj}. This procedure is
then repeated for all tuples until all discordances are solved. This operation is done by
the recursive function Harmonize(i,,Z%). This procedure first evaluates the pres-
ence of overlap between the considered tuple (i, 14, ), and, if present, the difference
of their conditions is computed over all dimensions. Then, depending on the result of
this operation, the function is recursively called on none or multiple subsets of i,..C,
which do not overlap with the condition of the currently considered i,. Instead, if
there is no overlap, the procedure proceeds to the other elements in Z4. If i, does not
cause overlap with any element in the set, it could be added to the set of harmonized
Request intents Z7¢. The recursive aspect is needed since an intent could produce a
discordance with multiple authorization intents, and the procedure should be repeated
until all of them are solved. To avoid redundant code within the algorithm, the func-
tion harmonizeEndpoint(ep;, eps) has been introduced to compute the difference
along the components C.src and C.dst, which processing is identical.
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Input: a set of Authorization intents Z4 = (Ii,l’z‘), a set of Request intents Zx
Output: the harmonized set of request intents 177%

: I% ~0

: for i, € Ir = {i1,...,im } do

TH « THU HARMONIZE(i,, T%)

: end for

: return ZX

Tk W N =

6: procedure HARMONIZE(iy, Zy)
7 tmpSet <+
8 for iy, € Z,, = {i1,...,iq} do

9: Cy < iz.C; Cy +1,.C
10: dirty < false
11: if Cy.proton Cy.proto # () then
12: protoSet < C,.proto \ Cy.proto
13: end if
14: if (Cop=%VCy.p=x)V(Cp.ppi<CyppsACyp.pps>Cy.pp;)then
15: dpSfet — Co.p\Cy.p
16: end i
17: sTCqy <= Cyp.s7C; sTCy < CyY.87¢C
18: srcSet <—HARMONIZEENDPOINT(src,, sTcy)
19: dsty, < Cg.dst; dsty, < C.dst
20: dstSet <— HARMONIZEENDPOINT(dst, dst,)
21: if (protoSet # Cy.proto) A (pSet # Cy.p) A (srcSet # Cy.src) A (dstSet # Cyp.dst) then
22: dirty < true > i, overlaps with 4,, so should be removed from ZZ{
23: else '
24: continue > i, does not overlap with current i,, check next one
25: end if
26: if protoSet # () then
27: i;.C.p'roto < protoSet
28: dt'mi‘pSet « tmpSet U HARMONIZE(i/,, T,))
29: end i
30: if pSet # 0 then
31: for p; € pSet do
32: i;ACAp < pi
33: tmpSet < tmpSet U HARMONIZE(i,, T,)
34: end for
35: end if
36: if srcSet # () then
37: for src; € srcSet do
38: i;.C.src < sre;
39: tmpSet < tmpSet U HARMONIZE(i,, T,))
40: end for
41: end if
42: if dstSet # () then
43: for dst; € dstSet do
44: il .C.dst + dst;
45: tmpSet < tmpSet U HARMONIZE(i!,, T,))
46: end for
47: end if
48: end for
49: if dirty then
50: return tmpSet
51: else
52: return tmpSet < tmpSet U i,
53: end if

54: end procedure

55: procedure HARMONIZEENDPOINT(ep1, eps2)

56: set + 0

57: if ep1.isRemoteCluster # eps.isRemoteCluster then
58: if epy.selector == epa.selector == S¢ipr then

59: if (NW(ep1.Scipr) < BC(ep2.Scipr)) A (BC(ep1.Scipr) > NW(ep2.Scipr)) then
60: set « ep1.Scipr \ ep2.Scipr

61: end if

62: else if ep;.selector == eps.selector == Sp,qns then
63: if ep1.Spoans N ep2.Spoans 7 O then

64: set <— ep1.Spoans \ €p2.SPodNs

65: end if

66: end if

67: end if

68: return set

69: end procedure

Algorithm 1 Algorithm for harmonization phase (discordances of type 1)
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In algorithm 1, one key operation is the difference between two intents’ conditions.
Since every condition consists of multiple fields, each one having a different value, this
operation is not trivial since it has to be adapted to each field. Now, it is detailed how
the difference is expressed for all the possible fields of C. Moreover, the formulas pre-
sented here are the same used in Algorithm 1. Introducing them here allows us to sim-
plify its formulation. Let us consider two intents i1 = ((protoy, p1, srcy, dst1),a1)
and io = ((protog, pa, srce, dsta), az). The difference 41 minus io with respect to the
transport protocol, i.e., proto, is defined as:

0 if proto; C protos or proto; = ALL
protoi\protos = ¢ V\protoy if proto; = ALL
proto\protoa otherwise

Instead, the difference of ¢; minus i considering the destination port, i.e., p, is:

0 if py Cpyorpy=x
{r € N0 <z <65535 \py  if py =

pl\p2 j— (pi17pi2 - 1) U (pf2 + lﬂpfl) 1f D2 C P1

(pir,piz — 1) if p1 Np2 # 0 and piz <pg1 < py2
(pr2+L,ps1) if p1 Np2 # 0 and pi < pg2 < pj1
b1 ifprNpy =90

Finally, the difference of i1 and o with respect to src and dst is defined in the same
way for both. This operation has a different formulation depending on the selector
type, i.e., SCIDR OF SPodNs. Starting with Scipg:

0 if SIIDR < S%IDR or S%IDR =1
1 5 H\l‘g(QJIDR ?f SCipr = H2
Scior\S¢mr = Seipr i Seipr N SEipr =0 .
S; where S; are disjoint CIDR blocks covering
S%JIDR\S%IDR

In this formulation, I represents the space of all possible IP addresses. In the last case,
where S&ipr N SEipr # 0 and S¢pr € S&ipr» the result is made up of different
CIDR blocks resulting from the subnetting operation applied recursively to S&ipg-
Instead, in the case of Spogns, the difference is defined as:

5113‘0st\51230st = d)il (QS(SIIDOst)\QS(SI%odNS))

where the symbol ¢! represents the inverse of function ¢, so the mapping from a set
of Kubernetes pods to a selector of type Spoans. Note that, in the case where 47 and
1o are defined using different selector types, they are not comparable and thus they
are not overlapping. In this situation, the difference is i; \ i2 = 1. Moreover, for the
dimension p, as with src and dst, the difference between i and i3 may produce from
zero up to n subsets of ¢; depending on the situation. Instead, for proto, the difference
returns only zero or one subset.
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Harmonization of discordances of type-2. Discordances of type-2 are processed
in a partially similar way as the ones of type-1. For what concerns this second class
of discordances, the purpose is to add, in an anomaly-free way, all the Mandatory
Communication intents to the result of the previous harmonization stage, so the set
of (partially) harmonized Request intents. This is accomplished by Algorithm 2 by,
first, evaluating which intents in Z7)’ are not yet present in TH ie., y \ Z#, and,
second, add them to the final set of harmonized Request intents. In other words, the
final set of harmonized Request intents is the composition of the Request intents with
the Mandatory Communication intents, i.e., Zgr < Zg U (Z'} \ Zr). The difference
operation is needed in order to avoid redundancy in the resulting set of intents. Notice
that the Harmonize() function used in Algorithm 2 is the same as Algorithm 1.

Harmonization of discordances of type-3. Discordances of type-3 are handled by
Algorithm 3. Similarly to the previous two, this algorithm also revolves around the
Harmonize() function but considers a different set of inputs. In this third case, the
purpose is to make consumer and provider intents coherent, opening up a connection
on the provider side for any harmonized request intent of the consumer that has been
authorized. Algorithm 3 processes all harmonized Request intents of the consumer,
i.e., the set I;’;‘wns, against the Request intents of the provider, i.e., Zrproo. If some
communications are present in Ijgms but not in Zgrprov, then they are added to
obtain the final harmonized set of Request intents for the provider, i.e., I%pmv. Using

the same formulation as before, this can be formulated as:

H H
IRprov A IRPTOU U (IRcons\IRPTO’U)

Input: a set of Authorization intents Z4 = (Id’ ,Z'}), a set of Request intents Zr
Output: the harmonized set of request intents I%‘
10 IH « Ix

2: for i, € I} = {i1,...,%,} do

3:  IH « Z}U HARMONIZE(iq, IR )
4: end for

5: return I%

Algorithm 2 Algorithm for harmonization phase (discordances of type 2)

Input: a set of Request intents Zr o, defined by Provider, a set of harmonized Request intents I%
defined by Consumer
Output: the harmonized set of Request intents I,?;p,_w for the Provider

cons

. TH
1: Inpmv <~ IRrprov
2: for i, € ZH_ ... = {i1,...,im} do
3 H H )
3: IRprov & LRprow HARMONIZE(ir, ZR prov)
4: end for
5: return ZX

Rprov

Algorithm 3 Algorithm for harmonization phase (discordances of type 3)

5.2 Translation

After the sets of harmonized intents have been computed, and the consumer has
selected a provider, the translation module translates the high-level intents, agnos-
tic to the actual implementation, into the low-level configuration of the Kubernetes
Network Policies required to enforce network isolation between workloads. The
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complexity of translation depends on the selected CNI (e.g., not all CNI support
cluster-wide Network Policy, thus requiring in some cases a one-to-many translation
for the intents). For example, if there is no support from the CNI, intents that are
global to the cluster cannot be simply translated “one-to-one” but need to be enriched
with external data gathered from different modules within the cluster.

In our case, we adopted the native definition of Kubernetes Network Policies [32],
which does not allow to have a by-default global Policy unlike Calico’s implementa-
tion [33]. The presence of this translation module is crucial for the interoperability
with multiple clusters that are possibly using multiple technologies. Different ver-
sions of this translation module could adapt the solution to different vendor-specific
solutions, e.g., different CNIs and Network Policy formats. Finally, this module is
also responsible for the enforcement of the generated Kubernetes Network Policies
by communicating with the API server of the cluster hosting the targeted resources.

Figure 6 represents an example of such workflow considering a single intent that
is translated to two Network Policies, one allowing the ingress traffic at the destina-
tion from the source, and another allowing the egress traffic for the source toward the
destination.

6 Correctness and Termination of the Algorithms

This section provides some arguments on the correctness of the algorithms regulating
the three phases of the approach, namely verification, translation, and harmonization.
However, a proper formal proof is provided only for the harmonization algorithms
since those regulating the verification and translation processes are straightforward
and do not require a dedicated formalization.

Indeed, the translation algorithm is slightly more complex than a mapping, asso-
ciating the fields of each intent to different elements within the Kubernetes Network
Policy schema. The main source of complexity in this operation derives from the pos-
sibility of having wildcard characters within the intent language. In those cases, the
mapping requires the knowledge of additional information which are retrieved from
the cluster’s state (e.g., to translate an intent selecting all namespaces the algorithm
must know which namespaces are present within the cluster). Instead, the verification
algorithm iterates over all tuples composed by the provided sets of intents. Each one

from “app:online_store” to
“app:help_desk”, TCP:110

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata
name: test-net-pol-ingress
spec:
podSelector
matchLabels:
app: help_desk
ingress:
- from:
- podselector:
matchLabels:
app: online_store
ports
- protocol: TCP
port: 110

apiVersion: networking.k8s.io/v1l
kind: NetworkPolicy
metadata

name: test-net-pol-egress
spec

podSelector:

matchLabels
app: online_store

ingress:
- from:
- podSelector:

matchLabels
app: help_desk
ports:
- protocol: TCP
port: 110

Fig. 6 Example of translation of an intent
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of them is processed to look for a possible overlap and terminating in the affirmative
case. The algorithm does not perform any complex set operation nor uses recursion.

6.1 Termination of Harmonization Algorithms

The core of all the presented harmonization algorithms, i.e., Algorithms 1, 2, 3, is the
auxiliary function Harmonize(i, I'), which takes a single intent i and a set of intents
I as arguments. In all the aforementioned algorithms, this function is invoked within
a bounded loop. Therefore, to prove that all harmonization algorithms terminate, it is
sufficient to prove the termination of the Harmonize function.

We start defining a new auxiliary function p, which takes an intent’s condition as
input and outputs a 4-tuple. The resulting 4-tuple is composed of a measure of each
condition’s element:

w(C) = (size(proto), size(p), size(src), size(dst))

Let the function size(x) denote the size of x, with the meaning depending on the type
of x:

e if x is proto, then size(x) is the number of elements in proto, with
size({ALL}) = size({STCP,UDP, TCP}) = 3. Possible return values are
from 1 to 3, as in this last case.

o ifxis p, then size(x), with = (p;, py), is py — p;. Accordingly to the definition
of p, the result is an integer within the range 0-65535.

o if x is src, or equivalently dst, size(x) = size(selector), where selec-
tor is the selector included in x. In case the selector is of type Scipr, then
size(Scipr) = BC(Scipr) — NW(Scipr), and the result is limited to the set
of IPv4 addresses. Beware that the difference is evaluated on the integer interpre-
tation of the IP addresses, i.e., given an IP address z1.z2.73.24, its correspond-
ing integer representation is computed as 1 - 224 + x5 - 216 4+ 13- 28 4+ 2, - 20,
Instead, in case the selector is of type Spodns, then size(Spoans) = |O(SPodNs)|»
i.e., the cardinality of the corresponding set of Kubernetes Pods. In this case, the
return value is upper bounded by the number of Pods within the cluster, which is
always a finite number.

Therefore, the codomain of function j is N4, which is well-founded under the lexico-
graphical ordering operator <j..

Having defined this, we now prove that Harmonize(i, D) terminates. In the gen-
eral case, let i.C be the condition of the input intent. Whenever an overlapping intent
d € D is found, the Harmonize() function partitions the input intent’s condition,
i.e., i.C, into a finite set of fragments {C1,...,Cx}. Then Harmonize is recur-
sively called on any elements C; in {C1,...,Cy}. By construction, we have that
each condition C; is such that (1(C;) <jer p(C), because each computed fragment is
the result of a set intersection and difference along one of the four dimensions. As a
result, at least one axis strictly decreases in size, while all others remain unchanged.

Finally, since (N*, <i., ) is well-founded, there can be no infinite descending chain
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M(C) >lcx N(Cl) >1cx N(CZ) >lcx et

Consequently, since i.C could be fragmented up to a finite number of elements, the
recursion must terminate in a finite number of steps.

6.2 Correctness of Harmonization Algorithms

As stated above, all harmonization algorithms revolve around the recursive function
Harmonize. Therefore, it is necessary to prove its correctness to then derive the
correctness of the three harmonization algorithms.

Given the function Harmonize(i, I) and being Iy the set of intents generated as
output, the following invariant is defined:

VjeI,Vhely:j.CNhC=0AhC\iC =0 (1)

If Eq. (1) remains true at the end of each recursive call of the function, then we can
state that the algorithm is correct. Indeed, the above formula implies that each result-
ing intent, h € Iy is disjoint from the input set of intent, /, and moreover, the result-
ing set Iy is composed of intents which condition is a partition of the input intent
condition i.C, i.e., h.C \ i.C' = (. Overall, this models the scope of the Harmonize
function.

The following proof will be given by contradiction. Let us suppose that the logical
negation of the invariant defined in Eq. (1) holds true:

el 3hely: .ONhC£DVhC\iC %0 Q)

If Eq. (2) is true, there are two possible scenarios which must be analyzed. The first
one is that [; = (), and in this case the above statement is obviously false since no
exists. The second one is that I is non-empty. However, this would imply that there
must have been a call to Harmonize(i, I) resulting in the addition of an intent 4 to
the set of results I, with 4 being the result of a set difference between i and the ele-
ments of /. However, the only case in which an element could be added to the result-
ing set is within the e1se condition of Algorithm 1, line 52. In order for this code
block to be executed, the variable dirty must be set to false. This variable is initial-
ized to false and changed to true only if the currently processed intent i is in overlap
with an element in the considered set of intents /, that is 35 € I : i.C' N j.C # ().
Therefore, if h € Iy, this condition must never happen and the opposite must be
true, i.e.,,Vj € I : i.C N j.C = 0. However, this contradicts the first disjunct of Eq.
(2). Moreover, also the second disjunct of Eq. (2), i.e., h.C'\ i.C # 0, is false by
construction. Each intent in Iy is constructed by the Harmonize function through
the set difference operation applied to the input intent / and elements within the input
set I. Therefore, since any element in Iy is generated by subtraction from i, it must
be that each element h € Iy is a subset of i, and it is always true that 7.C \ i.C' = ().
In the end, Eq. (2) has been proved to be false under the contradictory assumption
that Eq. (1) is false, which means that the only possibility is for the opposite, i.e., Eq.
(1), to be true.
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Considering this result, the correctness proof could be extended to the correct-
ness of the three harmonization algorithms. Starting with Algorithm 1, its goal is to
remove from the set of request intents I all fragments overlapping with the set of
denied communication intents 14, producing the harmonized set I . In this case, the
invariant modeling the correctness of the result is:

VieTE VkeId : jCNkC=0AYheIf,Irclg:h.C\r.C=0 (3)

Looking at Algorithm 1, the initially empty set /X is made up from the results of
Harmonize(i,, I4), with i, € I. Applying the previously proved invariant, the
partial result produced by Harmonize(i,, I4) must be disjoint from I4. However,
also their composition, i.e., I g, must be disjoint from Iff‘. This satisfies the first part
of Eq. (3). The second part is again trivially true by construction. If any element in
the resulting set I is generated starting from an element in /g, through set differ-
ence operations, then, for all elements of 1 g , it always exists an element in I which
corresponds to its superset, i.e., Vi € I}QI, Irelg:hC\r.C=0.

This proves the Eq. (3) and the correctness of Algorithm 1.

Next, the goal of Algorithm 2 is to combine two sets in an anomaly-free way, i.e.,
the set Iy resulting from the previous Algorithm 1 and the set of mandatory com-
munication intents I'". The resulting set I is the union of all elements of I and all
elements of I'{'. However, because of the anomaly-free requirements, all intents in
TH must be added only once to avoid redundancy. Its correctness may be formulated
as the following invariant:

(Vvhe Il 3k e (IgUIT):h.C\kC=0)A(Vii, iy € IE 1i1.C Niy = 0) (4)

The first part is trivial. Every element in I is either an element of I, added at the
beginning of Algorithm 2, or the result of Harmonize(iq, Ig), with i, € I'{". The
result of which is an element of I}’ processed through zero or more set difference
operations with elements of Ig, i.e., any result of Harmonize(i,, [r) is a subset of
an element in I'}'. For the second part of Eq. (4) it could be proved using the correct-
ness of Harmonize which was proved using Eq. (1). Considering as a hypothesis that
IR is anomaly-free, and having proved that the set produced by Harmonize(iq, Ig)
is disjoint from Iy, then also the statement Vi, io € Ig :31.C Nis.C = 0 is true.
Overall, this proves that Eq. (4) holds true and that Algorithm 2 is also correct.
Finally, the case of Algorithm 3 is very similar to the previous one, as its scope
is to add in an anomaly-free way all elements of the harmonized consumer request
intents I{;f cons (O the set of provider request intents /g,,.,. The correctness of the

resulting intent I prov is modeled by the following:

(Vi € IE 110w 35 € IR cons U Rprov) : 1.C\ j.C = 0)

5
/\V(il,ig Glgpw)v ’LlCﬂZQCZQ) ( )

The proof is identical to the previous one. Specifically, the first part of Eq. (5) holds
true by construction of 14 prov* Instead, the second part is true because any intent in
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" prov is either part of I, which is supposed to be anomaly-free by hypothesis,

or an intent resulting from Harmonize(i,, Ir,y o), Wwhich was logically proved to
be non overlapping with Ig,,,,. Lastly, Eq. (5) must be true and Algorithm 3 is
correct.

7 Implementation and Validation

The proposed approach has been implemented as a proof-of-concept Java pro-
gram and the code has been made publicly available on GitHub?. Using the official
Kubernetes Java SDK,? the program implementing the secure border agent has been
deployed as a Kubernetes Controller. The agent authenticates itself and communi-
cates with the Kubernetes API server to monitor relevant events and push the com-
puted Network Policies. For what concerns the CNI, we implemented a translator
working with Calico* because of its full support of the native Kubernetes Network
Policy format. Moreover, the security intents are expressed using an extended ver-
sion of the MSPL (i.e., Medium-level Security Policy Language) language, which
is characterized by a generic syntax that abstracts the vendor-specific configura-
tion. This choice is motivated by the fact that MSPL has already been successfully
used and validated by multiple European research projects, e.g., ANASTACIA and
SECURED, and research papers [34, 35].

This implementation has been validated both qualitatively with different scenarios
and sets of user-defined intents in the context of the EU project FLUIDOS, and quan-
titatively with performance tests. On the one hand, Sect. 7.1 presents a representative
and comprehensive use case as validation of the work. Since the verification strategy
defined in the current work is very simple, this part is not shown within the use case,
as it was also presented with an exhaustive example in Sect. 5.1.1. Instead, a partial
overlap between user and consumer intents is considered in order to properly show-
case all features of the harmonization, which is the most complex operation of the
whole approach. On the other hand, Sect. 7.2 presents the results of quantitative tests
executed to assess the performance of all three steps of the proposed solution, i.e.,
verification, harmonization, and translation.

7.1 Qualitative Validation on Use Case Scenario

The scenario considered in the use case is shown in Fig. 7. It is characterized by two
domains, represented by the cluster with a blue border and the one with an orange
border, each hosting a different service, composed of multiple applications. The first
cluster hosts a simplified e-commerce service composed of four applications. The
second one hosts a warehouse management service composed of two applications,
and a monitoring agent to keep track of cluster events and application-specific logs.

2 https://github.com/netgroup-polito/secure-border-controller.
3 https://github.com/kubernetes-client/java.

*https://github.com/projectcalico/calico.
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Fig. 8 Example scenario after offloading

All the resources are labeled at the application level as represented within the image,
which means that all pods running the same application will have the same label.

In this scenario, the user of the blue cluster wants to use an external warehouse
service, which is offered by the user of the orange cluster. To achieve this, the con-
sumer will initiate a peering with the provider and offload parts of its workloads to
the remote cluster, as shown in Fig. 8. The goal is to automatically enforce isolation
between the two tenants over the border of the virtual cluster during the resource
acquisition process. Note that the virtual cluster is represented in the figure with a
light blue box expanding from the physical cluster of the consumer to the remote one
of the provider.

At the same time, some connections should be opened for different reasons:

e The consumer wants to use the Internet connection of the hosting cluster for the
application handling bank payments, which must be able to communicate with
the external bank’s payment network;

e The consumer wants to limit the communications with the provider’s service, i.e.,
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warchouse management service, only to a specific application, i.c., order place-
ment, blocking all the other communications;

o The provider wants that each application running in its cluster, even the guest
ones, can be contacted by the monitoring agent to retrieve application’s logs for
security reasons.

All the other communications are, by default, blocked, following the least privilege
principle. Note that for the consumer only the Private and Request intents are rel-
evant, whereas for the provider only the Authorization and Request ones. The com-
plete set of intents defined by both parties is presented in a simplified form in Table 4.

Starting from the initial situation in Fig. 7, the consumer searches for possible
providers offering the desired resource by relying on the underlying computing
continuum provider. The offers of all possible providers are collected, and the con-
sumer has to pick one of them (this is done with the verification process described in
Sect. 5.1.1). After that, the peering is initiated, and the intents need to be harmonized,
following the sequential algorithms presented in Sect. 5.1.2. Focusing on the harmo-
nization, the first input is the set of Request intents of the consumer, composed in this
case of just two elements:

1. Allow traffic from app : order _placement to all destinations in the hosting
cluster * : %, any port and protocol;

2. Allow traffic from app : bank _payment to all IP addresses, i.e., 0.0.0.0/0, any
port and protocol.

In the harmonization process, each type of discordance is solved separately. Starting
from the first discordance type, the first intent overlaps with the authorizations defined
by the provider, which exposes only the application app : product _catalogue at
port 80 TCP and blocks all the other communications. Moreover, the second intent is
partially overlapping with another Authorization intent of the provider, which blocks
the 0.0.0.0/4 range of addresses (Fig. 9). Continuing with the second discordance

Table 4 Intent sets in the use case

# src dst D proto

Request intents (Z'r ) of consumer

1 Spodns = ({(app, order _placement)}, Spoans = ({(*, %)}, * {ALL}
{(name, fluidos)}) {(name,default)})

2 Spoans = ({(app, bank_payment)},  Scipr = 0.0.0.0/0 * {ALL}

{(name, fluidos)})

Denied communication intents (Ijx) of provider

1 Spodns = ({(*, %)}, {(*,%)}) Scipr = 130.192.0.0/16 * {UDP}
2 Spost = ({(7‘016, *)}, {(*, *)}) SCIDR = 130.192.0.0/18 (80, 80) {TCP}
3 Spoans = ({(role, %)}, {(*,%)}) Scipr = 130.0.0.0/8 * {ALL}
Mandatory communication intents (Z'f") of provider

1 Spodns = ({(x, %)}, {(x,%)}) Scipr = 130.192.0.0/16  * {UDP}
2 Spodns = ({(role, *)}, {(*,%)}) Scipr = 130.192.0.0/18 (80,80)  {TCP}
3 Spoans = ({(role, )}, {(x,%)}) Scipr = 130.0.0.0/8 * {ALL}
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[INFO] List of harmon Request intents CONSUER) after type-1 resolution:
(*) src:[ app:order placement - name:fluidos ], sPort:[*],
dst:[ app:product_catalogue - name:default ], dPort:[80], protocol:[TCP]
(*) src:[ app:bank payment - name:fluidos ], sPort:[*],
dst:[128.0.0.0/1], dPort:[*], protocol:[ALL]
(*) src:[ app:bank payment - name: fluidos ], sPort:[*],
dst:[64.0.0.0/2], dPort:[*], protocol:[ALL]
(*) src:[ app:bank_payment - name:fluidos ], sPort:[*],
dst:[32.0.0.0/3], dPort:[*], protocol:[ALL]
(*) src:[ app:bank_payment - name:fluidos ], sPort:[*],
dst:[16.0.0.0/4], dPort:[*], protocol:[ALL]

[INFO] List of ha e eques ents after type-2 resolution:
(*) src:[ app:order_ placement - name:fluidos ], sPort:[*],
dst:[ app:product_catalogue - name:default ], dPort:[80], protocol:[TCP]
(*) src:[ app:bank payment - name:fluidos ], sPort:[*],
dst:[128.0.0.0/1], dPort:[*], protocol:[ALL]
(*) src:[ app:bank_payment - name:fluidos ], sPort:[*],
dst:[64.0.0.0/2], dPort:[*], protocol: [ALL]
(*) src:[ app:bank payment - name:fluidos ], sPort:[*],
dst:[32.0.0.0/3], dPort:[*], protocol:[ALL]
(*) src:[ app:bank payment - name:fluidos ], sPort:[*],
dst:[16.0.0.0/4], dPort:[*], protocol:[ALL]
(*) src:[ app:resource monitor - name:monitoring ], sPort:[*],
dst:[ *:* - name:fluidos ], dPort:[43], protocol: [TCP]

[INFO] List of hea e eques e PR after type-3 resolution:
(*) src:[ app:order_placement - name:fluidos ], sPort:[*],
dst:[ app:product_catalogue - name:default ], dPort:[80], protocol:[TCP]
(*) src:[ app:bank payment - name:fluidos ], sPort:[*],
dst:[128.0.0.0/1], dPort:[*], protocol:[ALL]
(*) src:[ app:bank payment - name:fluidos ], sPort:[*],
dst:[64.0.0.0/2], dPort:[*], protocol:[ALL]
(*) src:[ app:bank payment - name:fluidos ], sPort:[*],
dst:[32.0.0.0/3], dPort:[*], protocol:[ALL]
(*) src:[ app:bank payment - name:fluidos ], sPort:[*],
dst:[16.0.0.0/4], dPort:[*], protocol:[ALL]
(*) src:[ app:resource monitor - name:monitoring ], sPort:[*],
dst:[ *:* - name:fluidos ], dPort:[43], protocol:[TCP]

Fig. 11 Result of type-3 discordance resolution

type, the provider defined only one intent within the mandatory list of communica-
tions. Moreover, that intent describes a communication that has no intersection with
the ones in the current set of the consumer’s harmonized Request intents. Conse-
quently, the mandatory communication is added to the final harmonized set with no
modification (Fig. 10). Then, concerning the third discordance type, as initially the
set of the provider’s Request intents is empty, the consumer’s Request intents are
simply opportunely modified and added to the provider’s set because there is no pos-
sible overlap (Fig. 11).

After having performed the harmonization procedure for all the involved sets, the
result is passed to the translator module. This component processes each intent and
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generates one or more Kubernetes Network Policies, depending on the complexity
involved in the translation. Finally, the Network Policies are applied to enforce the
isolation as soon as the applications are offloaded to the remote cluster. Taking as
example just the first harmonized Request intent, i.e., allow communication from
app : order _placement to app : product _catalogue at port 80 TCP, its translation
into a Network Policy is shown in Fig. 12. In order to carry out this operation, the
translation process has to map all fields of the intent within the predefined structure
of the Kubernetes Network Policy. Depending on the intent, the translation process
could result into one or more Network Policies. For instance, an intent describing a
communication between two pods, such as the one considered here, requires the cre-
ation of two Network Policies: a first one to allow the egress connection on the source
pod to the destination pod (left portion of Fig. 12), and a second one to allow the
ingress communication on the destination pod from the source pod (right portion of
Fig. 12). Instead, if the intent describes a communication between a pod and an exter-
nal entity, i.e., an IP range, a single network policy allowing the egress connection on
the pod towards the external entity would be sufficient. Finally, in Kubernetes, Net-
work Policy are namespaced objects, i.c., they are defined within a namespace, but
the presented intent language allows the definition of cluster-wide communications
using the wildcard symbol “*”. Such intents are mapped to multiple network policies,
as many as the namespaces present within the cluster. This file is then pushed to the
API server of the provider cluster for the actual enforcement.

apiversion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: request_1_egress
namespace: fluidos
spec:
policyTypes:
- Egress
podSelector:
matchLabels:
app: order_placement
egress:
to:
- namespaceSelector:
matchLabels:
default
podSelector:
matchLabels:
app: product-catalogue

name:

Fig. 12 Resulting network policy
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apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: request_1_ingress
namespace: default
spec:
podSelector:
matchLabels:
app: product_catalogue
ingress:
- from:
- namespaceSelector:
matchlLabels:
fluidos
podSelector:
matchLabels:
app: order_placement

name:

ports:
- port: 80
protocol: TCP
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7.2 Quantitative Evaluation

The tests have been conducted using synthetically generated intents and a computer
equipped with an Intel Ultra7 155 H and 32 GB of internal memory. For all test cases,
several runs have been executed, and their computation time has been recorded in
nanoseconds. The conducted quantitative evaluation aims to assess the performance
of the approach by analyzing the performance of the three core phases, i.e., harmoni-
zation, verification, and translation.

Starting with the harmonization, this phase has been extensively assessed as being
by far the most complex among the three. Specifically, the tests do not focus on the
complete harmonization phase nor on its key components, i.e., Algorithms 1, 2, and
3. To perform a more fine-grained analysis, general to all the aforementioned algo-
rithms, the analysis considers the performance of the Harmonize function. For each
run, the function has been applied to a single intent and a set of intents with a vary-
ing dimension to evaluate the scalability of the harmonization phase concerning the
number of intents. Moreover, to evaluate its scalability with respect to the complex-
ity of intents, different cases have been considered. Specifically, the test cases cover
increasing percentages of overlap between the single intent given in input and the
set of intents, e.g., if Z has 100 intents and the case with 30% overlap is considered,
then 30 intents are partially overlapping with the input intent ; while the other 70 are
disjoint from i. These different test cases have a direct impact on the computation
time, because if an overlap is detected, the set difference is computed and function
Harmonize is recursively called zero or multiple times. Instead, if there is no over-
lap, the intent is added to the resulting set without recursion or possibly complex set
operations.

The results are represented in Fig. 13, which contains four charts corresponding
to four different percentages of overlapping intents: 0%, 30%, 60%, and 100%. For
each one of these use cases, the Harmonize function has been applied to intent sets
with an increasing number of elements, from 100 up to 1500. Figure 13 shows, for
each combination of use case and dimension, the average computation time in mil-
liseconds over 10 different runs.

From the reported values, it appears evident that there is a correlation between
the percentage of overlap and the total computation time. In the absence of any
overlap between intents (Fig. 13a), the execution of Harmonize effectively skips
costly recursive calls and set operations. Consequently, the computation time remains
extremely low and scales almost linearly with the number of intents. The higher
average time recorded in this case is 0.285 ms with 1500 intents, which is negligible.
Instead, if the percentage of partial overlap increases, the average computation time
increases accordingly. With a higher percentage of overlapping intents, the recursive
calls are triggered on a higher percentage of input data, resulting in a higher number
of recursive calls and set operations. Nonetheless, the scaling is still manageable.
The maximum average computation time for the worst scenario, i.e., 1500 intents, is
around 4 s for the case with 30% of overlapping intents (Fig. 13b), around 17 s with
60% of overlap (Fig. 13c), and about 47 s when all intents are overlapping (Fig. 13d).

This last scenario presents some extreme characteristics that have been syntheti-
cally generated but are rarely encountered in real scenarios. However, the perfor-
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Fig. 13 Scalability of harmonize function to varying size and complexity

mance are still acceptable given that all harmonization algorithms are parallelizable.
Each one of them processes two intent sets, i.e., Z;,Z, by looping on all elements
of Z; and calling the recursive function as Harmonize(i, Zs). Since the operations
of function Harmonize on each intent ¢ € Z; are independent from any other ele-
ment of the same set 73, the processing done in each loop could be parallelized.
Beware that each algorithm could be parallelized, but the overall harmonization
phase requires that Algorithms 1, 2, and 3 are executed sequentially. Therefore, even
with parallelization, in the worst case, the harmonization performance is triple the
performance of Harmonize.

The second analyzed phase is the verification. In this case, the verification perfor-
mance has been analyzed considering single tuples composed of one Request intent
and one Authorization intent. This granularity would allow the derivation of the scal-
ability of the verification phase by linearly multiplying the results by the number of
considered tuples. Remember that the verification works on a set of Request intents
Tr and a set of Authorization intents Z 4, processing each possible tuple. Therefore,
evaluating the performance for verifying a single tuple is sufficient, because the scal-
ability to multiple intents can be derived from it.
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Given these assumptions, different test cases have been considered with increasing
complexity of verification. In the simplest cases, no overlap is presented between the
tuple and the verification terminates once this is detected. This check might require
a different computation time depending on the complexity of the provided intents,
which could present the non-overlapping condition along different dimensions.
Depending on this, the algorithm could take a different time to terminate. Moreover,
the usage of one type of selector or another for source and destination results in the
execution of a different branch of the algorithm, with consequently different execu-
tion times.

The specific scenarios that have been evaluated are grouped in Table 5. Each line
describes a different scenario, and the verification complexity increases from top to
bottom. For each one of them, 20 different runs have been performed, and the aver-
age computation is reported in the second column of Table 5. The results showcase
a consistently fast computation time across all scenarios, which always remains well
below 0.05 ms for each considered tuple. This confirms the minimal impact of the
verification phase with respect to the harmonization one. Having a fast and dedi-
cated verification algorithm enables the scalability and applicability of the presented
approach to multiple providers. Finally, the verification of each tuple is self-contained
and could be done in isolation with respect to the others, enabling the parallelization
of the verification algorithm.

Lastly, to evaluate the performance of the implemented translation algorithm,
three different complexity scenarios are considered:

o With exclusive usage of Scipr selectors for both source and destination;
o With exclusive usage of Spoans selectors for both source and destination;
o With mixed usage of Scipr and Spoqns selectors for both source and destination.

For all the other intent fields, i.e., protocol type and port, the translation implies a
trivial mapping into the correct field of the Kubernetes Network Policy schema. For

Table 5 Performance analysis of et scenario description Avg.
verification function with vary-

computa-
ing complexity tion time

(ms)
Incompatible parameter (accept monitoring) 0.0030435
Single non-overlapping field (protocol) 0.0403948
Single non-overlapping field (port) 0.0414726
Single non-overlapping field (src, with Scipr) 0.0393982
Single non-overlapping field (src, with Spodns) 0.0313571
Single non-overlapping field (dst, with Scipr) 0.0428547
Single non-overlapping field (dst, with Spoqns) 0.0280475
Single non-overlapping field (with different selector 0.0274011
types)
All overlapping fields (srd and dst with Scipr) 0.0358931
All overlapping fields (srd and dst with Spoans) 0.0266328
All overlapping fields (srd and dst with mixed 0.0349272
selectors)
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Table6 Performance analysis of  Test scenario description Avg. com-
translation function putation
time (ms)
Exclusive usage of Scipr for both src and dst 0.0030435
Exclusive usage of Spoqns for both src and dst 0.0403948

Mixed usage of Scipr and Spodns for src and dst 0.0414726

this reason, their contribution to the complexity is not considered within the test
scenarios.

The performance has been evaluated over 20 runs for each scenario, and the result-
ing average computation time is reported in Table 6. Despite the growing complexity,
the results highlight that the algorithm exhibits consistent performance across all
scenarios, with all average execution times remaining bounded to very low values
that could be considered negligible.

8 Conclusion and Future Work

This paper introduced an intent-driven security solution designed to enforce network
isolation within the cloud computing continuum. By leveraging user-defined intents,
the approach streamlines the automated enforcement of network isolation primitives,
i.e., Kubernetes Network Policies, across multiple devices. By incorporating a struc-
tured process of verification, harmonization, and translation, our solution effectively
implements multi-tenant network security isolation in the continuum. The approach
has been implemented and validated on possible use cases, confirming its applicabil-
ity to the presented problem.

Future work will focus on refining the capabilities of the approach proposed in this
paper. This includes the definition of a proper verification strategy to rank the pro-
viders based on intents’ alignment, and the integration of service mesh technologies
to cover the whole spectrum of communications within the continuum. Finally, the
integration of dynamic adjustments to the security policies could open new research
opportunities in the design of adaptive security solutions based on workload behav-
ior. For instance, the proposed approach may be extended to provide a dynamic life-
cycle, where consumers can decide to release the resources borrowed from a provider
and go back to the verification stage to select more appropriate providers.
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